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Framework Schedule 6

Framework Schedule 6 (Order Form Template and

Call-Off Schedules)

Order Form

CALL-OFF REFERENCE: DDaT22294

THE BUYER: UK Research and Innovation (UKRI)
BUYER ADDRESS Polaris House, Swindon, SN2 1FL

THE SUPPLIER: MTI Technology Limited

SUPPLIER ADDRESS: KPMG LlIp Saltire Court, 20 Castle Terrace,

United Kingdom, EH1 2EG
REGISTRATION NUMBER:
DUNS NUMBER:

APPLICABLE FRAMEWORK CONTRACT

This Order Form is for the provision of the Call-Off Deliverables and dated 19" December
2022.

It's issued under the Framework Contract with the reference number RM6068 for the
provision of Technology Products and Associated Services.

CALL-OFF LOT(S):
o Lot 3 Software & Associated Services

CALL-OFF INCORPORATED TERMS

The following documents are incorporated into this Call-Off Contract. Where numbers are
missing we are not using those schedules. If the documents conflict, the following order of
precedence applies:

1 This Order Form including the Call-Off Special Terms and Call-Off Special Schedules.
2 Joint Schedule 1(Definitions and Interpretation) RM6068
3 The following Schedules in equal order of precedence:
e Joint Schedules for RM6068
o Joint Schedule 2 (Variation Form)
o Joint Schedule 3 (Insurance Requirements)
o Joint Schedule 10 (Rectification Plan)
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o Joint Schedule 11 (Processing Data)
e Call-Off Schedules for DDaT22294

o Call-Off Schedule 4
o Call-Off Schedule 8 (Business Continuity & Disaster Recovery) Part [A/B]
o Call-Off Schedule 10 (Exit Management) Part B
o Call-Off Schedule 13 (Implementation Plan and Testing)

4 CCS Core Terms (version 3.0.6)

5 Joint Schedule 5 (Corporate Social Responsibility) RM6068

No other Supplier terms are part of the Call-Off Contract. That includes any terms written on
the back of, added to this Order Form, or presented at the time of delivery.

CALL-OFF DELIVERABLES

This Call-Off contract is for MTI to delivery software solution for UKRI Vulnerability Scanning
requirement, to include Implementation, training, account manager and technical support
services.

Full details are set in the Mini Competition document under section 4 — Specification as well
as the response that MTI Technology Ltd has submitted via Jaggaer in relates to questions
PROJ1.1 to PROJ1.6.

LOCATION FOR DELIVERY

The software solution is required to be deployed across UK Research and Innovation
including all 7 research councils

DATES FOR DELIVERY OF THE DELIVERABLES

This Call-Off Contract shall commence on 15t January 2023 for an initial period of 24 months,
the initial contract will expire on 315t December 2024. There’s an optional extension for a
period of 12 months if Contracting Authority shall wish to utilise.

Any implementation plan as well as timeframe is to be discussed and agreed between the
Contracting Authority UKRI and the supplier MTI Technology Ltd.

See details in Call-Off Schedule 13 (Implementation Plan & Testing)

TESTING OF DELIVERABLES

Any Testing plan as well as timeframe is to be discussed and agreed between the
Contracting Authority UKRI and the supplier MTI Technology Ltd.

See details in Call-Off Schedule 13 (Implementation Plan & Testing)]
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WARRANTY PERIOD

The warranty period for the purposes of Clause 3.1.2 of the Core Terms, the Supplier must
provide Deliverables with a warranty of at least 90 days from Delivery against all obvious
defects.

MAXIMUM LIABILITY

The limitation of liability for this Call-Off Contract is stated in Clause 11.2 of the Core Terms.

Each party's total aggregate liability in each Contract Year under each Call-Off Contract
(whether in tort, contract or otherwise) is no more than the greater of £5 million or 150% of
the Estimated Yearly Charges unless specified in the Call-Off Order Form

The Year 1 Charges used to calculate liability in the first Contract Year is_
Excluding VAT.

CALL-OFF CHARGES

The total Call-Off Contract value for the initial period of 2 years shall be £608,764.51
excluding VAT.
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PAYMENT METHOD

Payment is to be made upfront on annual basis following the successful submission of a
valid invoice. The Contracting Authority shall pay the Supplier within thirty (30) days of
receipt of the valid Invoice.

Please ensure that the Purchase Order number is quoted on all invoicing.

BUYER’S INVOICE ADDRESS:
Invoices to be submitted to: UK Shared Business Services
Polaris House, Swindon, Wiltshire, SN2 1FF.

BUYER’S AUTHORISED REPRESENTATIVE

Name

Title: Head of Information Security

Email address

Address: Polaris House, Swindon, SN2 1FL

BUYER’S ENVIRONMENTAL POLICY

Please refer Appendix 1

BUYER’S SECURITY POLICY

Please refer Appendix 2

SUPPLIER’S AUTHORISED REPRESENTATIVE

Title: UK Sales Director
Email:
Address: KPMG Llp Saltire Court, 20 Castle Terrace, United Kingdom, EH1 2EG
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SUPPLIER’S CONTRACT MANAGER

veme [

Title: Client Director
Email;
Address: KPMG Llp Saltire Court, 20 Castle Terrace, United Kingdom, EH1 2EG

SIGNATURE

For and on be | Technology Limited

Signature:

Name:

Role: sales Director
Date: 20/12/2022

For and on behalf of Buyer: UK Research and Innovation (UKRI)
Signature:
Name:
Role:
Date:
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Call-Off Schedule 4 (Call Off Tender)

As per proposal submitted on Jaggaer portal

PROJ1.1 Technical
Specification.docx

PROJ1.2
Multi-Tenancy.docx

PROJ1.3 Technical
Support, Help and (

PROJ1.4 Training
and Implementation

PROJ1.5 Advanced
Options.docx

PROJ1.6
Reporting.docx
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Call-Off Schedule 8 (Business Continuity and
Disaster Recovery)

Part A : Long Form Business Continuity and Disaster Recovery

1 Definitions

1.1 In this Schedule, the following words shall have the following meanings and they shall
supplement Joint Schedule 1 (Definitions):

"BCDR Plan" has the meaning given to it in Paragraph 2.2 of this Schedule;

"Business Continuity Plan" has the meaning given to it in Paragraph 2.3.2 of Part A of
this Schedule

"Disaster Recovery Deliverables" the Deliverables embodied in the processes and
procedures for restoring the provision of Deliverables following the occurrence of a
Disaster;

"Disaster Recovery Plan" has the meaning given to it in Paragraph 2.3.3 of Part A of this
Schedule

"Disaster Recovery System" the system embodied in the processes and procedures
for restoring the provision of Deliverables following the occurrence of a Disaster;

"Related Supplier" any person who provides Deliverables to the Buyer which are
related to the Deliverables from time to time;

"Review Report" has the meaning given to it in Paragraph 6.3 of Part A of this Schedule;
and

"Supplier's Proposals" has the meaning given to it in Paragraph 6.3 of Part A of this
Schedule;

2 BCDR Plan
2.1 The Buyer and the Supplier recognise that, where specified in Schedule 4 (Framework

Management), CCS shall have the right to enforce the Buyer's rights under this
Schedule.

2.2 No more than ninety 90 Working Days after to the Start Date the Supplier shall
prepare and deliver to the Buyer for the Buyer’s written approval a plan (a “BCDR
Plan”), which shall detail the processes and arrangements that the Supplier shall
follow to:

2.21 ensure continuity of the business processes and operations supported by the
Services following any failure or disruption of any element of the Deliverables; and

222 the recovery of the Deliverables in the event of a Disaster
2.3 The BCDR Plan shall be divided into three sections:
2.3.1 Section 1 which shall set out general principles applicable to the BCDR Plan;

2.3.2 Section 2 which shall relate to business continuity (the "Business Continuity
Plan"); and

UK OFFICIAL



DocuSign Envelope ID: A73C62B7-3CCE-47A8-94BA-48DF77A7TFD29
uKk OFFICIAL

Framework Schedule 6

2.3.3 Section 3 which shall relate to disaster recovery (the "Disaster Recovery
Plan™).

2.4 Following receipt of the draft BCDR Plan from the Supplier, the Parties shall use
reasonable endeavours to agree the contents of the BCDR Plan. If the Parties are
unable to agree the contents of the BCDR Plan within twenty (20) Working Days of its
submission, then such Dispute shall be resolved in accordance with the Dispute
Resolution Procedure.

3 General Principles of the BCDR Plan (Section 1)

3.1 Section 1 of the BCDR Plan shall:

3.1.1 set out how the business continuity and disaster recovery elements of the
BCDR Plan link to each other;
3.1.2 provide details of how the invocation of any element of the BCDR Plan may

impact upon the provision of the Deliverables and any goods and/or services
provided to the Buyer by a Related Supplier;

3.1.3 contain an obligation upon the Supplier to liaise with the Buyer and any
Related Suppliers with respect to business continuity and disaster recovery;

3.14 detail how the BCDR Plan interoperates with any overarching disaster
recovery or business continuity plan of the Buyer and any of its other Related
Supplier in each case as notified to the Supplier by the Buyer from time to time;

3.1.5 contain a communication strategy including details of an incident and problem
management service and advice and help desk facility which can be accessed via
multiple channels;

3.1.6 contain a risk analysis, including:

a) failure or disruption scenarios and assessments of likely frequency of
occurrence;

b) identification of any single points of failure within the provision of Deliverables
and processes for managing those risks;

c) identification of risks arising from the interaction of the provision of
Deliverables with the goods and/or services provided by a Related Supplier;
and

d) a business impact analysis of different anticipated failures or disruptions;

3.1.7 provide for documentation of processes, including business processes, and
procedures;

3.1.8 set out key contact details for the Supplier (and any Subcontractors) and for
the Buyer;

3.1.9 identify the procedures for reverting to "normal service";

3.1.10 set out method(s) of recovering or updating data collected (or which ought to

have been collected) during a failure or disruption to minimise data loss;

3.1.11 identify the responsibilities (if any) that the Buyer has agreed it will assume in the
event of the invocation of the BCDR Plan; and
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3.1.12 provide for the provision of technical assistance to key contacts at the Buyer as
required by the Buyer to inform decisions in support of the Buyer’s business
continuity plans.

3.2 The BCDR Plan shall be designed so as to ensure that:

3.2.1 the Deliverables are provided in accordance with this Contract at all times
during and after the invocation of the BCDR Plan;

3.2.2 the adverse impact of any Disaster is minimised as far as reasonably possible;

3.2.3 it complies with the relevant provisions of ISO/IEC 27002;
1ISO22301/1S022313 and all other industry standards from time to time in force; and

3.24 it details a process for the management of disaster recovery testing.

3.3 The BCDR Plan shall be upgradeable and sufficiently flexible to support any changes
to the Deliverables and the business operations supported by the provision of
Deliverables.

3.4 The Supplier shall not be entitled to any relief from its obligations under the
Performance Indicators (PI's) or Service levels, or to any increase in the Charges to
the extent that a Disaster occurs as a consequence of any breach by the Supplier of
this Contract.

4 Business Continuity (Section 2)
4.1 The Business Continuity Plan shall set out the arrangements that are to be invoked to
ensure that the business processes facilitated by the provision of Deliverables remain

supported and to ensure continuity of the business operations supported by the
Services including:

411 the alternative processes, options and responsibilities that may be adopted in
the event of a failure in or disruption to the provision of Deliverables; and

4.1.2 the steps to be taken by the Supplier upon resumption of the provision of
Deliverables in order to address the effect of the failure or disruption.

4.2 The Business Continuity Plan shall:

421 address the various possible levels of failures of or disruptions to the provision
of Deliverables;

422 set out the goods and/or services to be provided and the steps to be taken to
remedy the different levels of failures of and disruption to the Deliverables;

4.2.3 specify any applicable Performance Indicators with respect to the provision of
the Business Continuity Services and details of any agreed relaxation to the
Performance Indicators (PI's) or Service Levels in respect of the provision of other
Deliverables during any period of invocation of the Business Continuity Plan; and

424 set out the circumstances in which the Business Continuity Plan is invoked.
5 Disaster Recovery (Section 3)
5.1 The Disaster Recovery Plan (which shall be invoked only upon the occurrence of a

Disaster) shall be designed to ensure that upon the occurrence of a Disaster the
Supplier ensures continuity of the business operations of the Buyer supported by the
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Services following any Disaster or during any period of service failure or disruption
with, as far as reasonably possible, minimal adverse impact.

5.2 The Supplier's BCDR Plan shall include an approach to business continuity and
disaster recovery that addresses the following:

5.2.1 loss of access to the Buyer Premises;

522 loss of utilities to the Buyer Premises;

5.2.3 loss of the Supplier's helpdesk or CAFM system;

524 loss of a Subcontractor;

525 emergency notification and escalation process;

5.2.6 contact lists;

5.2.7 staff training and awareness;

5.2.8 BCDR Plan testing;

529 post implementation review process;

5.2.10 any applicable Performance Indicators (PI's) with respect to the provision of

the disaster recovery services and details of any agreed relaxation to the
Performance Indicators (PI’s) or Service Levels in respect of the provision of other
Deliverables during any period of invocation of the Disaster Recovery Plan;

5.2.11 details of how the Supplier shall ensure compliance with security standards
ensuring that compliance is maintained for any period during which the Disaster
Recovery Plan is invoked;

5.2.12 access controls to any disaster recovery sites used by the Supplier in relation
to its obligations pursuant to this Schedule; and

5.2.13 testing and management arrangements.
6 Review and changing the BCDR Plan

6.1 The Supplier shall review the BCDR Plan:
6.1.1 on a regular basis and as a minimum once every six (6) Months;

6.1.2 within three (3) calendar Months of the BCDR Plan (or any part) having been
invoked pursuant to Paragraph 7; and

6.1.3 where the Buyer requests in writing any additional reviews (over and above
those provided for in Paragraphs 6.1.1 and 6.1.2 of this Schedule) whereupon the
Supplier shall conduct such reviews in accordance with the Buyer’s written
requirements. Prior to starting its review, the Supplier shall provide an accurate
written estimate of the total costs payable by the Buyer for the Buyer’'s approval. The
costs of both Parties of any such additional reviews shall be met by the Buyer except
that the Supplier shall not be entitled to charge the Buyer for any costs that it may
incur above any estimate without the Buyer’s prior written approval.

6.2 Each review of the BCDR Plan pursuant to Paragraph 6.1 shall assess its suitability
having regard to any change to the Deliverables or any underlying business processes
and operations facilitated by or supported by the Services which have taken place
since the later of the original approval of the BCDR Plan or the last review of the
BCDR Plan, and shall also have regard to any occurrence of any event since that date

10
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(or the likelihood of any such event taking place in the foreseeable future) which may
increase the likelihood of the need to invoke the BCDR Plan. The review shall be
completed by the Supplier within such period as the Buyer shall reasonably require.

6.3 The Supplier shall, within twenty (20) Working Days of the conclusion of each such
review of the BCDR Plan, provide to the Buyer a report (a "Review Report") setting
out the Supplier's proposals (the "Supplier's Proposals") for addressing any changes
in the risk profile and its proposals for amendments to the BCDR Plan.

6.4 Following receipt of the Review Report and the Supplier’s Proposals, the Parties shall
use reasonable endeavours to agree the Review Report and the Supplier's Proposals.
If the Parties are unable to agree Review Report and the Supplier's Proposals within
twenty (20) Working Days of its submission, then such Dispute shall be resolved in
accordance with the Dispute Resolution Procedure.

6.5 The Supplier shall as soon as is reasonably practicable after receiving the approval of
the Supplier's Proposals effect any change in its practices or procedures necessary so
as to give effect to the Supplier's Proposals. Any such change shall be at the
Supplier's expense unless it can be reasonably shown that the changes are required
because of a material change to the risk profile of the Deliverables.

7 Testing the BCDR Plan

7.1 The Supplier shall test the BCDR Plan:

711 regularly and in any event not less than once in every Contract Year;

7.1.2 in the event of any major reconfiguration of the Deliverables

7.1.3 at any time where the Buyer considers it necessary (acting in its sole
discretion).

7.2 If the Buyer requires an additional test of the BCDR Plan, it shall give the Supplier
written notice and the Supplier shall conduct the test in accordance with the Buyer’'s
requirements and the relevant provisions of the BCDR Plan. The Supplier's costs of
the additional test shall be borne by the Buyer unless the BCDR Plan fails the
additional test in which case the Supplier's costs of that failed test shall be borne by
the Supplier.

7.3 The Supplier shall undertake and manage testing of the BCDR Plan in full consultation
with and under the supervision of the Buyer and shall liaise with the Buyer in respect of
the planning, performance, and review, of each test, and shall comply with the
reasonable requirements of the Buyer.

7.4 The Supplier shall ensure that any use by it or any Subcontractor of "live" data in such
testing is first approved with the Buyer. Copies of live test data used in any such
testing shall be (if so required by the Buyer) destroyed or returned to the Buyer on
completion of the test.

7.5 The Supplier shall, within twenty (20) Working Days of the conclusion of each test,
provide to the Buyer a report setting out:

7.51 the outcome of the test;

7.5.2 any failures in the BCDR Plan (including the BCDR Plan's procedures)
revealed by the test; and

7.5.3 the Supplier's proposals for remedying any such failures.

11
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7.6

Following each test, the Supplier shall take all measures requested by the Buyer to
remedy any failures in the BCDR Plan and such remedial activity and re-testing shall
be completed by the Supplier, at its own cost, by the date reasonably required by the
Buyer.

Invoking the BCDR Plan
In the event of a complete loss of service or in the event of a Disaster, the Supplier
shall immediately invoke the BCDR Plan (and shall inform the Buyer promptly of such

invocation). In all other instances the Supplier shall invoke or test the BCDR Plan only
with the prior consent of the Buyer.

Circumstances beyond your control

The Supplier shall not be entitled to relief under Clause 20 (Circumstances beyond
your control) if it would not have been impacted by the Force Majeure Event had it not
failed to comply with its obligations under this Schedule.

12
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Call-Off Schedule 10 (Exit Management)

Part B: Short Form Exit Management Requirements

1.

Within 20 (twenty) working days of the Start Date the Supplier must provide
the Buyer with an exit plan which ensures continuity of service and which the
Supplier will follow.

The Supplier must ensure that the exit plan clearly sets out the Supplier’s
methodology for achieving an orderly transition of the Services from the
Supplier to the Buyer or its Replacement Supplier at the expiry or if the
contract ends before the scheduled expiry.

The exit plan should set out full details of timescales, activities and roles and
responsibilities of the Parties for:

¢ the transfer to the Buyer of any technical information, instructions,
manuals and code reasonably required by the Buyer to enable a
smooth migration from the Supplier

e the strategy for export and migration of Buyer data from the Supplier
system to the Buyer or a Replacement Supplier, including conversion to
open standards or other standards required by the Buyer

e the transfer of project- specific IPR items and other Buyer
customisations, configurations and databases to the Buyer or a
replacement supplier

¢ the testing and assurance strategy for exported Buyer data
e if relevant, TUPE-related activity to comply with the TUPE regulations

e any other activities and information which are reasonably required to
ensure continuity of Service during the exit period and an orderly
transition

When requested, the Supplier will help the Buyer to migrate the Services to a
Replacement Supplier in line with the exit plan. This will be at the Supplier’s
own expense if the Call-Off Contract ended before the Expiry Date due to
Supplier cause. Otherwise any additional costs incurred by the Supplier in
providing such assistance shall be subject to the Variation Procedure.

13
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Call-Off Schedule 13 (Implementation Plan and
Testing)

1.1

1.2

1.3

21

2.2

2.3

3.1

Part A — Implementation Plan

Agreeing the Implementation Plan
The Supplier will provide a fully developed draft for Approval within 14 days of the
Call-Off Contract Start Date.

The updated draft must contain enough detail for effective management of Contract
implementation.

The Buyer shall not unreasonably withhold Approval of the updated draft provided
that the Supplier shall incorporate the Buyer’s reasonable requirements in it.

Following the Implementation Plan
The Supplier shall perform its obligations in respect of Delivery and, where relevant,
Testing of the Deliverables in accordance with the Approved Implementation Plan.

Changes to any Milestones, Milestone Dates, Milestone Payments or Delay
Payments shall only be made via the Variation Procedure.

Where the Supplier is responsible for the failure to achieve a Milestone by the date
specified in the Approved Implementation Plan this shall constitute a material Default.

Delays

If the Supplier becomes aware that there is, or is likely to be, a Delay it shall;

Notify the Buyer in writing within 2 Working Days of becoming aware, explaining the
likely impact of the Delay

Use all reasonable endeavours to mitigate the effects of the Delay, including
complying with the Buyer’s reasonable instructions

14
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Part B — Testing

1.1
1.2

21

2.2

2.3

3.1

3.2

3.3

41

4.2

In this Part B to Call-Off Schedule 13, the following words shall have the following
meanings and they shall supplement Joint Schedule 1 (Definitions):

"Test Plan" a plan for the Testing of the Deliverables to demonstrate compliance
with Contract requirements;

“Test Report” a test report produced by the Supplier in accordance with Paragraph
3.3 of this Part B to Call-Off Schedule 13;

All Tests will be carried out in accordance with the Test Plan.

The Supplier shall submit each Deliverable for the relevant Testing no later than the
date specified in the Contract for the Test Period to begin.

The Supplier shall submit a draft Test Plan for Approval no later than 14 days after
the Start Date.

The Test Plan will include:
An overview of how Testing will be carried out

Specific details of each Test to be carried out to demonstrate that the Buyer’s
requirements are satisfied

The Test Success Criteria for all Tests

A timetable for Testing over the Test Period, this to be compliant with any
Implementation Plan

The process for recording the conduct and results of Testing
The responsibilities of the Parties
A categorisation scheme for test issues eg critical/serious/minor

The Buyer shall not unreasonably withhold Approval of the Test Plan provided that
the Supplier shall implement the Buyer’s reasonable requirements in the plan.

Unless specified in the Test Plan the Supplier shall be responsible for carrying out
the Testing detailed in the plan.

The Buyer may require that a Buyer representative withesses the conduct of the
Tests.

No later than 14 days after the completion of the scheduled Test Period the Supplier
shall provide the Buyer with a Test Report setting out:

An overview of Testing carried out

Details of each Test carried out together with the result, indicating if the success
criteria were satisfied

Details of any scheduled Tests that were not carried out
A list of all outstanding Test issues

Where by the end of the scheduled Test Period the Testing process has
demonstrated to the Buyer’s satisfaction that the Test Success Criteria have been
met then the Buyer shall notify the Supplier in writing that the Testing process has
been satisfactorily completed.

Where as a result of a Supplier default the Testing process has not by the end of the
scheduled Test Period demonstrated to the Buyer’s satisfaction that the Test
Success Criteria have been met then the Buyer may:

15
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- Direct the Supplier to repeat any unsuccessful Test or undertake any scheduled Test
not thus far undertaken to give the Supplier an opportunity to demonstrate that the
outstanding issues detailed in the Test Report have been resolved; or

- Notify the Supplier that testing has been satisfactorily completed subject to
rectification of outstanding issues within a period specified by the Buyer. Failure to
rectify the relevant issues within the period specified shall be a material Default; or

- to reject the relevant Deliverables and to invoke Clause 3.2.12; or

- to reject the relevant Deliverables treating this as a material default and invoking the
Buyer’s termination right under Clause 10.4.1

16
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Joint Schedule 2 (Variation Form)

This form is to be used in order to change a contract in accordance with Clause 24 (Changing the

Contract)
Contract Details
This variation is between: “the Buyer")
And
("the Supplier")
Contract name: (“the Contract”)

Contract reference number:

Details of Proposed Variation

Variation initiated by: [delete as applicable: CCS/Buyer/Supplier]
Variation number:

Date variation is raised:
Proposed variation
Reason for the variation:
An Impact Assessment shall | [insert number] days
be provided within:

Impact of Variation

Likely impact of the proposed | [Supplier to insert assessment of impact]
variation:

Outcome of Variation

Contract variation: This Contract detailed above is varied as follows:

e [CCS/Buyer to insert original Clauses or Paragraphs to
be varied and the changed clause]

Financial variation: Original Contract Value: £ [insert amount]
Additional cost due to variation: | £ [insert amount]
New Contract value: £ [insert amount]

1. This Variation must be agreed and signed by both Parties to the Contract and shall only be ef-
fective from the date it is signed by [delete as applicable: CCS / Buyer]

2. Words and expressions in this Variation shall have the meanings given to them in the Contract.
The Contract, including any previous Variations, shall remain effective and unaltered except as
amended by this Variation.

Signed by an authorised signatory for and on behalf of the Buyer

Signature

Date

Name (in Capitals)

Address

Signed by an authorised signatory to sign for and on behalf of the Supplier
Signature

Date

Name (in Capitals)

Address

17
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Joint Schedule 3 (Insurance Requirements)

1. The insurance you need to have

1.1

1.2

1.3

The Supplier shall take out and maintain, or procure the taking out and
maintenance of the insurances as set out in the Annex to this Schedule, any
additional insurances required under a Call-Off Contract (specified in the ap-
plicable Order Form) ("Additional Insurances") and any other insurances
as may be required by applicable Law (together the “Insurances”). The
Supplier shall ensure that each of the Insurances is effective no later than:

1.1.1 the Framework Start Date in respect of those Insurances set out in
the Annex to this Schedule and those required by applicable Law;
and

1.1.2 the Call-Off Contract Effective Date in respect of the Additional Insur-
ances.

The Insurances shall be:
1.2.1 maintained in accordance with Good Industry Practice;

1.2.2 (so far as is reasonably practicable) on terms no less favourable than
those generally available to a prudent contractor in respect of risks
insured in the international insurance market from time to time;

1.2.3 taken out and maintained with insurers of good financial standing and
good repute in the international insurance market; and

1.2.4 maintained for at least six (6) years after the End Date.

The Supplier shall ensure that the public and products liability policy contain
an indemnity to principals clause under which the Relevant Authority shall
be indemnified in respect of claims made against the Relevant Authority in
respect of death or bodily injury or third party property damage arising out of
or in connection with the Deliverables and for which the Supplier is legally
liable.

2. How to manage the insurance

21

Without limiting the other provisions of this Contract, the Supplier shall:

2.1.1 take or procure the taking of all reasonable risk management and risk
control measures in relation to Deliverables as it would be reasonable
to expect of a prudent contractor acting in accordance with Good In-
dustry Practice, including the investigation and reports of relevant
claims to insurers;

2.1.2  promptly notify the insurers in writing of any relevant material fact un-
der any Insurances of which the Supplier is or becomes aware; and

2.1.3 hold all policies in respect of the Insurances and cause any insurance
broker effecting the Insurances to hold any insurance slips and other
evidence of placing cover representing any of the Insurances to
which it is a party.
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3. What happens if you aren’t insured

3.1

3.2

The Supplier shall not take any action or fail to take any action or (insofar as
is reasonably within its power) permit anything to occur in relation to it which
would entitle any insurer to refuse to pay any claim under any of the Insur-
ances.

Where the Supplier has failed to purchase or maintain any of the Insurances
in full force and effect, the Relevant Authority may elect (but shall not be
obliged) following written notice to the Supplier to purchase the relevant In-
surances and recover the reasonable premium and other reasonable costs
incurred in connection therewith as a debt due from the Supplier.

4. Evidence of insurance you must provide

4.1

The Supplier shall upon the Start Date and within 15 Working Days after the
renewal of each of the Insurances, provide evidence, in a form satisfactory
to the Relevant Authority, that the Insurances are in force and effect and
meet in full the requirements of this Schedule.

5. Making sure you are insured to the required amount

5.1

The Supplier shall ensure that any Insurances which are stated to have a
minimum limit "in the aggregate" are maintained at all times for the minimum
limit of indemnity specified in this Contract and if any claims are made which
do not relate to this Contract then the Supplier shall notify the Relevant Au-
thority and provide details of its proposed solution for maintaining the mini-
mum limit of indemnity.

6. Cancelled Insurance

6.1

6.2

The Supplier shall notify the Relevant Authority in writing at least five
(5) Working Days prior to the cancellation, suspension, termination or non-
renewal of any of the Insurances.

The Supplier shall ensure that nothing is done which would entitle the rele-
vant insurer to cancel, rescind or suspend any insurance or cover, or to treat
any insurance, cover or claim as voided in whole or part. The Supplier shall
use all reasonable endeavours to notify the Relevant Authority (subject to
third party confidentiality obligations) as soon as practicable when it be-
comes aware of any relevant fact, circumstance or matter which has
caused, or is reasonably likely to provide grounds to, the relevant insurer to
give notice to cancel, rescind, suspend or void any insurance, or any cover
or claim under any insurance in whole or in part.

7. Insurance claims

7.1

The Supplier shall promptly notify to insurers any matter arising from, or in
relation to, the Deliverables, or each Contract for which it may be entitled to
claim under any of the Insurances. In the event that the Relevant Authority
receives a claim relating to or arising out of a Contract or the Deliverables,
the Supplier shall co-operate with the Relevant Authority and assist it in
dealing with such claims including without limitation providing information
and documentation in a timely manner.
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7.2

7.3

7.4

Except where the Relevant Authority is the claimant party, the Supplier shall
give the Relevant Authority notice within twenty (20) Working Days after any
insurance claim in excess of 10% of the sum required to be insured pursu-
ant to Paragraph The Supplier shall ensure that any Insurances which are
stated to have a minimum limit "in the aggregate" are maintained at all times
for the minimum limit of indemnity specified in this Contract and if any claims
are made which do not relate to this Contract then the Supplier shall notify
the Relevant Authority and provide details of its proposed solution for main-
taining the minimum limit of indemnity. relating to or arising out of the provi-
sion of the Deliverables or this Contract on any of the Insurances or which,
but for the application of the applicable policy excess, would be made on
any of the Insurances and (if required by the Relevant Authority) full details
of the incident giving rise to the claim.

Where any Insurance requires payment of a premium, the Supplier shall be
liable for and shall promptly pay such premium.

Where any Insurance is subject to an excess or deductible below which the
indemnity from insurers is excluded, the Supplier shall be liable for such ex-
cess or deductible. The Supplier shall not be entitled to recover from the
Relevant Authority any sum paid by way of excess or deductible under the
Insurances whether under the terms of this Contract or otherwise.

ANNEX: REQUIRED INSURANCES

1. The Supplier shall hold the following [standard] insurance cover from the
Framework Start Date in accordance with this Schedule:

7.5

7.6

7.7

7.8

professional indemnity insurance with cover (for a single event or a series of
related events and in the aggregate) of not less than one million pounds
(£1,000,000) — all Lots ;

public liability insurance with cover (for a single event or a series of related
events and in the aggregate) of not less than one million pounds
(£1,000,000) — all Lots;

employers’ liability insurance with cover (for a single event or a series of re-
lated events and in the aggregate) of not less than five million pounds
(£5,000,000) — all Lots

product liability insurance with cover (for a single event or a series of related
events and in the aggregate) of not less than one million pounds
(£1,000,000) — all Lots
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Joint Schedule 5 (Corporate Social Responsibility)

1. What we expect from our Suppliers

1.1

1.2

1.3

In September 2017, HM Government published a Supplier Code of Conduct
setting out the standards and behaviours expected of suppliers who work
with government. (https://www.gov.uk/government/uploads/system/up-
loads/attachment_data/file/646497/2017-09-13 _Official_Sensitive _Sup-
plier Code of Conduct September_ 2017.pdf)

CCS expects its suppliers and subcontractors to meet the standards set out
in that Code. In addition, CCS expects its suppliers and subcontractors to
comply with the standards set out in this Schedule.

The Supplier acknowledges that the Buyer may have additional require-
ments in relation to corporate social responsibility. The Buyer expects that
the Supplier and its Subcontractors will comply with such corporate social
responsibility requirements as the Buyer may notify to the Supplier from time
to time.

2. Equality and Accessibility

2.1

In addition to legal obligations, the Supplier shall support CCS and the
Buyer in fulfilling its Public Sector Equality duty under S149 of the Equality
Act 2010 by ensuring that it fulfils its obligations under each Contract in a
way that seeks to:
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2.1.1 eliminate discrimination, harassment or victimisation of any
kind; and

2.1.2 advance equality of opportunity and good relations between
those with a protected characteristic (age, disability, gender
reassignment, pregnancy and maternity, race, religion or be-
lief, sex, sexual orientation, and marriage and civil partner-
ship) and those who do not share it.

3. Modern Slavery, Child Labour and Inhumane Treatment

"Modern Slavery Helpline™ means the mechanism for reporting suspicion, seeking
help or advice and information on the subject of modern slavery available online
at https://www.modernslaveryhelpline.org/report or by telephone on 08000 121

700.

3.1 The Supplier:

3.11

shall not use, nor allow its Subcontractors to use forced, bonded or
involuntary prison labour;

shall not require any Supplier Staff or Subcontractor Staff to lodge
deposits or identify papers with the Employer and shall be free to
leave their employer after reasonable notice;

warrants and represents that it has not been convicted of any slav-
ery or human trafficking offences anywhere around the world.

warrants that to the best of its knowledge it is not currently under in-
vestigation, inquiry or enforcement proceedings in relation to any al-
legation of slavery or human trafficking offenses anywhere around
the world.

shall make reasonable enquires to ensure that its officers, employ-
ees and Subcontractors have not been convicted of slavery or hu-
man trafficking offenses anywhere around the world.
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3.1.6

3.1.7

3.1.10

3.1.11

shall have and maintain throughout the term of each Contract its
own policies and procedures to ensure its compliance with the Mod-
ern Slavery Act and include in its contracts with its Subcontractors
anti-slavery and human trafficking provisions;

shall implement due diligence procedures to ensure that there is no
slavery or human trafficking in any part of its supply chain perform-
ing obligations under a Contract;

shall prepare and deliver to CCS, an annual slavery and human
trafficking report setting out the steps it has taken to ensure that
slavery and human trafficking is not taking place in any of its supply
chains or in any part of its business with its annual certification of
compliance with Paragraph 3;

shall not use, nor allow its employees or Subcontractors to use
physical abuse or discipline, the threat of physical abuse, sexual or
other harassment and verbal abuse or other forms of intimidation of
its employees or Subcontractors;

shall not use or allow child or slave labour to be used by its Subcon-
tractors;

shall report the discovery or suspicion of any slavery or trafficking
by it or its Subcontractors to CCS, the Buyer and Modern Slavery
Helpline.

4. Income Security

4.1 The Supplier shall:

4.1.1 ensure that that all wages and benefits paid for a standard
working week meet, at a minimum, national legal standards in
the country of employment;

4.1.2 ensure that all Supplier Staff are provided with written and
understandable Information about their employment condi-
tions in respect of wages before they enter;

4.1.3 All workers shall be provided with written and understandable
Information about their employment conditions in respect of
wages before they enter employment and about the particulars
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of their wages for the pay period concerned each time that they
are paid,;

4.1.4 not make deductions from wages:

(a) as a disciplinary measure
(b) except where permitted by law; or
(c) without expressed permission of the worker concerned;

4.1.5 record all disciplinary measures taken against Supplier Staff;
and

4.1.6 ensure that Supplier Staff are engaged under a recognised
employment relationship established through national law and
practice.

5. Working Hours

5.1 The Supplier shall:

5.1.1 ensure that the working hours of Supplier Staff comply with
national laws, and any collective agreements;

5.1.2 that the working hours of Supplier Staff, excluding overtime,
shall be defined by contract, and shall not exceed 48 hours
per week unless the individual has agreed in writing;
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5.1.3 ensure that use of overtime used responsibly, taking into ac-
count:

(a) the extent;
(b) frequency; and
(c) hours worked;

by individuals and by the Supplier Staff as a whole;

5.2 The total hours worked in any seven day period shall not exceed 60 hours,
except where covered by Paragraph 5.3 below.

5.3 Working hours may exceed 60 hours in any seven day period only in excep-
tional circumstances where all of the following are met:

5.3.1 this is allowed by national law;

5.3.2 this is allowed by a collective agreement freely negotiated
with a workers’ organisation representing a significant portion
of the workforce;

appropriate safeguards are taken to protect the workers’
health and safety; and

5.3.3 the employer can demonstrate that exceptional circumstances
apply such as unexpected production peaks, accidents or
emergencies.
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5.4 All Supplier Staff shall be provided with at least one (1) day off in every
seven (7) day period or, where allowed by national law, two (2) days off in
every fourteen (14) day period.

6. Sustainability

6.1 The supplier shall meet the applicable Government Buying Standards ap-
plicable to Deliverables which can be found online at:

https://www.gov.uk/government/collections/sustainable-procurement-the-
government-buying-standards-gbs
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Joint Schedule 10 (Rectification Plan)

Request for [Revised] Rectification Plan

Details of the Default: [Guidance: Explain the Default, with clear schedule
and clause references as appropriate]

Deadline for receiving the | [add date (minimum 10 days from request)]
[Revised] Rectification

Plan:

Signed by [CCS/Buyer] : Date:
Supplier [Revised] Rectification Plan

Cause of the Default [add cause]

Anticipated impact [add impact]

assessment:

Actual effect of Default: [add effect]

Steps to be taken to Steps Timescale
rectification: 1 [date]

2 [date]

3. [date]

4 [date]

[...] [date]
Timescale for complete [X] Working Days
Rectification of Default
Steps taken to prevent Steps Timescale
recurrence of Default 1 [date]

2. [date]

3. [date]

4. [date]

[...] [date]
Signed by the Supplier: Date:

Review of Rectification Plan [CCS/Buyer]
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Outcome of review

[Plan Accepted] [Plan Rejected] [Revised Plan
Requested]

Reasons for Rejection (if
applicable)

[add reasons]

Signed by [CCS/Buyer]

Date:

UK OFFICIAL
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Joint Schedule 11 (Processing Data)

Full details of the terms can be found under document section via link below:

https://www.crowncommercial.gov.uk/agreements/RM6068

Annex 1: Processing Personal Data

Prior to the execution of this Statement of Work, the Parties shall review Annex 1 of Joint
Schedule 11 (Processing Data) and if the contents of Annex 1 does not adequately cover the
Processor / Controller arrangements covered by this Statement of Work, Annex 1 shall be
amended as set out below and the following table shall apply to the Processing activities

undertaken under this Statement of Work only:

Description

Details

Identity of Controller for each Category of
Personal Data

The Buyer is the Controller

The Supplier is the Processor

Duration of the Processing

15t January 2023 — 315 December 2025 (2+1)

Nature and purposes of the Processing

Creation and management of user accounts that
would be used in managing the vulnerability
scanning platform, creation of user accounts, scan
profiles, scans, assets, asset groups, reports,
dashboards, and scanning credentials

Type of Personal Data

Full name and email address.

Categories of Data Subject

IT staff within UKRI councils.

Plan for return and destruction of the data
once the Processing is complete

UNLESS requirement under Union or
Member State law to preserve that type of
data

Deletion or destruction upon expiry or termination
of this

Contract.

Appendix 1 — UKRI ENVIRONMENTAL POLICY

o)

UKRI Environmental Sustainability Strategy_CB_v9.pdf

Appendix 2 - UKRI SECURITY POLICY

)

UKRI Information Security Policy Framework.pdf
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