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APPLICABLE DPS CONTRACT

This Order Form is for the provision of the Deliverables and dated 08th November
2023

It's issued under the DPS Contract with the reference number RM37E64iii for the
provision of Cyber Security Services.

DPS FILTER CATEGORY(IES):
NCSC Assured Services

ORDER INCORPORATED TERMS

The following documents are incorporated into this Order Contract. Where numbers
are missing we are not using those schedules. If the documents conflict, the
following order of precedence applies:

1. This Order Form including the Order Special Terms and Order Special
Schedules.

2. Joint Schedule 1 (Definitions and Interpretation) RM3764iii

3. The following Schedules in equal order of precedence:

* Joint Schedules for RM3764iii
o Joint Schedule 2 (Variation Form)
o Joint Schedule 3 (Insurance Requirements)
o Joint Schedule 4 (Commercially Sensitive Information)
o Joint Schedule 6 (Key Subcontractors)
o Joint Schedule 7 (Financial Difficulties)
o Joint Schedule 10 {Rectification Plan)

*  Order Schedules for RM3764iii

Order Schedule 1 (Transparency Reports)

Order Schedule 4 {Order Tender)

Order Schedule 5 (Pricing Details)

Order Schedule & (ICT Services)

Order Schedule 7 (Key Supplier Staff)

Order Schedule 8 (Business Continuity and Disaster Recovery)
Order Schedule 9 (Security)

Order Schedule 10 (Exit Management)

Order Schedule 15 (Order Contract Management)
Order Schedule 18 (Background Checks)

Order Schedule 20 (Order Specification)
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o Order Schedule 22 (Secret Matters)

CCS Core Terms (DPS version)

Joint Schedule 5 (Corporate Social Responsibility) RM37e4iii

Annexes A & B to Order Schedule &

Order Schedule 4 (Order Tender) as long as any parts of the Order Tender
that offer a better commercial position for the Buvyer (as decided by the Buyer)
take precedence over the documents above.

oo e

Mo other Supplier terms are part of the Order Contract. That includes any terms
written on the back of, added to this Order Form, or presented at the time of delivery.

ORDER SPECIAL TERMS

1) The Supplier acknowledges that, notwithstanding the confidentiality provisions in
the CCS Core Terms (DPS version) the Buyer requires an additional Mon-Disclosure
Contract to be entered into and that this Order Contract is the ‘associated Contract’
referred to in the Mon-Disclosure Conftract. In the event of any conflict between this
Order Contract and the Mon-Disclosure Contract, the provisions of the Order
Contract take precedence.

2) The Parties agree that each of them is an independent Controller of Personal Data
and that paragraphs 18 to 29 inclusive of Schedule 11 applies. If it shall become
necessary to Process Personal Data other than business card data the Parties shall
complete Annex 1 of Schedule 11 before the Processing commences.

In common with most professional service providers, the Supplier uses third party
processors to provide certain elements of its IT systems and the support for them.
Supplier and its third party service processors have host servers and data centres
throughout the world. Supplier puts in place contractual arrangements with such
processors which comply with data protection law and Supplier's strict standards of
security and confidentiality. Supplier would only transfer personal data outside the
UK or Eurcpean Economic Area ("EEAT) to a third party processor in accordance
with data protection law and where it has a lawful basis to do =so. Full details of how
Supplier uses personal data can be found in its privacy notice at:

https-fhwww. pwc.co.ukiwho-we-are/privacy-statement. html

Buyer should not provide Supplier with personal data unless the Order Contract
requires the use of it or Supplier requests it from the Buyer. In respect of any
perzonal data that the Buyer does share with Supplier, the Buyer should ensure that
it has necessary authority from relevant data subjects for Supplier to use and
transfer it in accordance with the Order Contract, and that they have been given
necessary information regarding its use.

DPS Ref: RM3T64iii
Model Version: v1.0
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ORDER START DATE: 1%t November 2023
ORDER EXPIRY DATE: 31 March 2024
ORDER INITIAL PERIOD: 3 Months
ORDER OPTIOMAL EXTENSION /A
DELIVERABLES

See details in Order Schedule 20 (Order Specification)

Further to Supplier's tender response, the parties agree that this engagement relates
to advisory services and does not constitute an audit or other assurance.

MAXIMUM LIABILITY
Thie limitation of liability for this Order Contract is stated in Clause 11.2 of the Core
Terms.

The Estimated Conftract Charges used to calculate liability in the first Contract Year
is £139,5530.00 ex VAT.

For the purposes of the Data Protection Legislation, the maximum liability for any
data breach is capped at £10 Million

ORDER CHARGES
The Maximum Call Off Conftract value shall not exceed £139,550.00 excluding VAT,
see details in Order Schedule 5 (Pricing Details)

REIMBURSABLE EXPEMNSES
Mot used

PAYMENT METHOD

BACS within 30 days of invoice

BUYER'S INVOICE ADDRESS:

All invoices must be sent, guoting a valid Purchase Order Number (PO Number), to:

BUYER'S AUTHORISED REPRESENTATIVE
Mame:
Role: Programme Manager
Email address:

BUYER'S ENVIRONMENTAL POLICY

DPS Ref: RM3T64iii
Model Version: v1.0
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¢

UKRI Environmental
Sustainability Strate

BUYER'S SECURITY POLICY

g

UERI Information
Security Policy Frame

SUPPLIER'S AUTHORISED REPRESENTATIVE

Name [

Role: Director, Government & Public Sector Cyber Security
Email address:

SUPPLIER'S CONTRACT MAMAGER

name: [

Role: Senior Manager
Phone:
PROGRESS REPORT FREQUEMNCY

On weekly basis, if changes reguired, this is to be discussed and agreed between
the parties

PROGRESS MEETING FREQUEMNCY
On weekly basis, if changes required, this is to be discussed and agreed between
the parties

KEY STAFF

ame [

Role: Senior Manager, Cyber Security Advisory

mai: I
Name: I

Role: Senior Associate, Cyber Security Advisory

emai

KEY SUBCONTRACTOR(S)
MIA

COMMERCIALLY SENSITIVE INFORMATION

DPS Ref: RM3T64iii
Model Version: v1.0
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Supplier's Commercially Sensitive Information: See Joint Schedule 4

SERVICE CREDITS
MIA

ADDITIOMAL INSURANCES

Detailzs of Additional Insurances required in accordance with Joint Schedule 3
(Insurance Requirements)

A

GUARANTEE
MIA

SOCIAL VALUE COMMITMENT

The Supplier agrees, in providing the Deliverables and performing its obligations under
the Order Contract, that it will comply with the social value commitments in Order
Schedule 4 {Order Tender)

For and on behalf of the Supplier: For and on behalf of the Buyer:
Signature: Signature: _
Mame: Mame: _
Role: Director Raole: Head of Procurement
Date: 08-11-2023 Date: 09-11-2023

DPS Ref: RM3T64iii
Model Version: v1.0
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Joint Schedule 2 (Variation Form)

This form is to be used in order to change a contract in accordance with Clause 24

{Changing the Contract)

Contract Details

This wariation is betwesn:

[delete as applicable: CCS / Buyer] ("CCS" “the Buyer”)
And

[insert name of Supplier] ("the Supplier”)

Confract name:

[insert name of coniract to be changed)] (“the Contract™)

Confract reference numbser:

[insert contract reference numbser]

Details of Proposed Variation

‘\Variation initiated by:

[delete as applicable: CCS/Buyer Supplier]

‘Variation numbser:

[insert variation number]

Drate variation is raised:

[insert date]

Proposad variation

Reason for the variation:

[insert reaszon]

An Impact Assessment shall
be provided within:

[insert number] days

Impact of Variation

Likely impact of the proposed
variation:

[Supplier to insert assessment of impact]

Outcome of Variation

Conftract variation:

This Contract detailed above is varied as follows:

=« [CCS/Buyer to insert original Clauses or Paragraphs to
be waried and the changed clause]

Financial vanation:

Onginal Contract Value: £ [insert amounf]

Additicnal cost due io variation: | £ [insert amouni]

Mew Contract value: E [insert amounf]

1. This Variation must be agreed and signed by both Parties to the Contract and shall only be
effective from the date it is signed by [delete as applicable: CCS [/ Buyer]

2. 'Words and expressions in this Variation shall have the meanings given to them in the Contract.

The Contract, including any previous Variations, shall remain effective and unaltered except as

amended by this Variation.

DPS Ref: RM3T64iii
Model Version: v1.0

LK OFFICIAL




UK OFFICIAL

Joint Schedule T (Financial Difficulties)
Crown Copyright 2020

Signed by an authorised signatory for and on behalf of the [delete as applicable: CCS [ Buyer]
Signature

Date

Name (in Capitals)

Address

Signed by an authorised signatory to sign for and on behalf of the Supplier
Signature

Date

Name (in Capitals)

Address

DPS Ref: RM3T64iii
Model Version: v1.0
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Joint Schedule 3 (Insurance Requirements)

1. The insurance you need to have

1.1 The Supplier shall take out and maintain, or procure the taking out and
maintenance of the insurances as set out in the Annex to this Schedule, any
additional insurances required under an Order Contract (specified in the
applicable Order Form) (" Additional Insurances") and any other
insurances as may be required by applicable Law (together the
“Insurances”). The Supplier shall ensure that each of the Insurances is
effective no later than:

1.1.1 the DPS Start Date in respect of those Insurances set out in the
Annex to this Schedule and those required by applicable Law; and

1.1.2 the Order Contract Effective Date in respect of the Additional
Insurances.

1.2 The Insurances shall be:
1.2.1 maintained in accordance with Good Industry Practice;

1.2.2 (=0 far as is reasonably practicable) on terms no less favourable than
those generally available to a prudent contractor in respect of risks
insured in the intermational insurance market from time to time;

1.2.3 taken out and maintained with insurers of good financial standing and
good repute in the international insurance market; and

1.2.4 maintained for at least six (6) years after the End Date.

1.3 The Supplier shall ensure that the public and products liability policy contain
an indemnity to principals clause under which the Relevant Authority shall
be indemnified in respect of claims made against the Relevant Authority in
respect of death or bodily injury or third party property damage arising out of
or in connection with the Deliverables and for which the Supplier is legally
liable.

2. How to manage the insurance

2.1 Without limiting the other provisions of this Contract, the Supplier shall:

211 take or procure the taking of all reasonable risk management and risk
control measures in relation to Deliverables as it would be reasonable
to expect of a prudent contractor acting in accordance with Good
Industry Practice, including the investigation and reports of relevant
claims to insurers;

212 promptly notify the insurers in writing of any relevant material fact
under any Insurances of which the Supplier is or becomes aware;
and

2.1.3 hold all policies in respect of the Insurances and cause any insurance
broker effecting the Insurances to hold any insurance slips and other

DPS Ref: RM3T64iii
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evidence of placing cover representing any of the Insurances to
which it is a party.

3. What happens if you aren't insured

3.1 The Supplier shall not take any action or fail to take any action or (insofar as
is reasonably within its power) permit anything to occur in relation to it which
wiould entitle any insurer to refuse to pay any claim under any of the
Insurances.

3.2 Where the Supplier has failed to purchase or maintain any of the Insurances
in full force and effect, the Relevant Authorty may elect (but shall not be
obliged) following written notice to the Supplier to purchase the relevant
Insurances and recover the reasonable premium and other reasonable costs
incurred in connection therewith as a debt due from the Supplier.

4. Evidence of insurance you must provide

4.1 The Supplier shall upon the Start Date and within 15 Working Days after the
renewal of each of the Insurances, provide evidence, in a form satisfactory
to the Relevant Authority, that the Insurances are in force and effect and
meet in full the requirements of this Schedule.

3. Making sure you are insured to the required amount

5.1 The Supplier shall ensure that any Insurances which are stated to have a
minimum limit "in the aggregate” are maintained at all times for the: minimum
limit of indemnity specified in this Contract and if any claims are made which
do not relate to this Contract then the Supplier shall notify the Relevant
Authority and provide details of its proposed solution for maintaining the
minimum limit of indemnity.

6. Cancelled Insurance

6.1 The Supplier shall notify the Relevant Authority in writing at least five
(3) Working Days prior to the cancellation, suspension, termination or non-
renewal of any of the Insurances.

6.2 The Supplier shall ensure that nothing is done which would entitle the
relevant insurer to cancel, rescind or suspend any insurance or cover, or to
treat any insurance, cover or claim as voided in whole or part. The Supplier
shall use all reasonable endeavours to notify the Relevant Authority (subject
to third party confidentiality obligations) as soon as practicable when it
becomes aware of any relevant fact, circumstance or matter which has
caused, or is reasonably likely to provide grounds to, the relevant insurer to
give notice to cancel, rescind, suspend or void any insurance, or any cover
or claim under any insurance in whole or in part.

7. Insurance claims
7.1 The Supplier shall promptly notify to insurers any matter arising from, or in

relation to, the Deliverables, or each Contract for which it may be entitled to
claim under any of the Insurances. In the event that the Relevant Authority

DPS Ref: RM3T64iii
Model Version: v1.0
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receives a claim relating to or arising out of a Contract or the Deliverables,
the Supplier shall co-operate with the Relevant Authority and assist it in
dealing with such claims including without limitation providing information
and documentation in a timely manner.

7.2 Except where the Relevant Authority is the claimant party, the Supplier shall
give the Relevant Authority notice within twenty (20) Working Days after any
insurance claim in excess of 10% of the sum required to be insured
pursuant to Paragraph 5.1 relating to or arising out of the provision of the
Deliverables or this Conftract on any of the Insurances or which, but for the
application of the applicable policy excess, would be made on any of the
Insurances and (if required by the Relevant Authority) full details of the
incident giving rise to the claim.

7.3 Where any Insurance requires payment of a premium, the Supplier shall be
liable for and shall promptly pay such premium.

7.4 Where any Insurance is subject to an excess or deductible below which the
indemnity from insurers is excluded, the Supplier shall be liable for such
excess or deductible. The Supplier shall not be entitled to recover from the
Relevant Authority any sum paid by way of excess or deductible under the
Insurances whether under the terms of this Contract or otherwise.

ANMNEX: REQUIRED INSURANCES

1. The Supplier shall hold the following [standard] insurance cover from the DPS
Start Date in accordance with this Schedule:

1.1 professional indemnity insurance with cover (for a single event or a series of
related events and in the aggregate) of not less than one millicn pounds
(E1,000,000Y;

1.2 public liability insurance [with cowver (for a single event or a series of related
events and in the aggregate)] of not less than five million pounds
(E5,000,000); and

1.3 employer's liability insurance with cover (for a single event or a series of
related events and in the aggregate) of not less than five million pounds
(£5,000,000]).

DPS Ref: RM3T64iii
Model Version: v1.0
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Joint Schedule 4 (Commercially Sensitive Information)
2. What is the Commercially Sensitive Information?

2.1In this Schedule the Parties have sought to identify the Supplier's
Confidential Information that is genuinely commercially sensitive and the
disclosure of which would be the subject of an exemption under the FOIA

and the EIRs.

2.2Where possible, the Parties have sought to identify when any relevant

Information will cease to fall into the category of Information to which this
Schedule applies in the table below and in the Order Form (which shall
be deemed incorporated into the table below).

2 3Without prejudice to the Relevant Authority's obligation to disclose
Information in accordance with FOIA or Clause 16 (When you can share
information), the Relevant Authority will, in its sole discretion, acting
reasonably, seek to apply the relevant exemption set out in the FOIA to
the following Information:

No Date

Item(s)

Duration of
Confidentiality

011172023

Supplier's fee rates and
methodologies are classified as
commercially sensitive information
and are provided in confidence
hence exemption under Section 43
Commercial Interests and Section
41 Information provided in
Confidence of the Act should be
applicable here.

Any perzonal data provided by the
Supplier including the CVs of the
Staff engaged in the provision of
the Services

Disclosing Supplier's commercially
sensitive information will have a
negative impact on its market
position and competitiveness with
the potential in giving its
competitors an unwarranted
advantage should they submit
proposals to Buyer or other
Government clients.

Given the commercial
and personal nature of
this information Supplier
does not envisage a
timescale when the
sensitivity will recede.

DPS Ref: RM3T64iii
Model Version: v1.0
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Joint Schedule 5 (Corporate Social Responsibility)

1. What we expect from our Suppliers

1.1

1.2

1.3

In September 2017, HM Government published a Supplier Code of Conduct
setting out the standards and behaviours expected of suppliers who work
with government.

(https/fwww . gov. uk/government/uploads/system/uploads/attachment datafi
le/646497/2017-09-

13 Official Sensitive Supplier Code of Conduct September 2017.pdf)

CCS expects its suppliers and subcontractors to meet the standards set out
in that Code. In addition, CCS expects its suppliers and subcontractors to
comply with the standards set out in this Schedule.

The Supplier acknowledges that the Buyer may have additional
requirements in relation to corporate social responsibility. The Buyer
expects that the Supplier and its Subcontractors will comply with such

corporate social responsibility requirements as the Buyer may notify to the
Supplier from time to time.

2. Equality and Accessibility

21

In addition to legal obligations, the Supplier shall support CCS and the
Buyer in fulfilling its Public Sector Equality duty under 5149 of the Equality
Act 2010 by ensuring that it fulfils its obligations under each Contract in a
way that seeks to:

2.1.1 eliminate discrimination, harassment or victimisation of any kind; and

2.1.2 advance equality of opportunity and good relations between those
with a protected characteristic (age, disability, gender reassignment,
pregnancy and maternity, race, religion or belief, sex, sexual
orientation, and marriage and civil parinership) and those who do not
share it.

3. Modern Slavery, Child Labour and Inhumane Treatment

"Madern Slavery Helpline™ means the mechanism for reporiing suspicion, seeking
help or advice and information on the subject of modern slavery available online
at https:/iwww.modemslaveryhelpline.org/report or by telephone on 08000 121

700.

31

The Supplier:

311 shall not use, nor allow its Subcontractors to use forced, bonded or
involuntary prison labour;

3.1.2  shall not require any Supplier Staff or Subcontractor Staff to lodge

deposits or identify papers with the Employer and shall be free to
leave their employer after reasonable notice;

DPS Ref: RM3T64iii
Model Version: v1.0
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3.1.3

314

3.1.5

3.1.10

3.1.11

warrants and represents that it has not been convicted of any
slavery or human trafficking offences anywhere around the world.

warrants that to the best of its knowledge it is not currently under
investigation, inquiry or enforcement proceedings in relation to any
allegation of slavery or human trafficking offences anywhere around
the world.

shall make reasonable enquires to ensure that its officers,
employees and Subcontractors have not been convicted of slavery
or human trafficking offences anywhere around the world.

shall have and maintain throughout the term of each Contract its
own policies and procedures o ensure its compliance with the
Modern Slavery Act and include in its contracts with its
Subcontractors anti-slavery and human trafficking provisions;

shall implement due diligence procedures to ensure that there is no
slavery or human ftrafficking in any part of its supply chain
performing obligations under a Contract;

shall prepare and deliver to CCS, an annual slavery and human
trafficking report setting out the steps it has taken to ensure that
slavery and human trafficking is not taking place in any of its supply
chains or in any part of its business with its annual certification of
compliance with Paragraph 3;

shall not use, nor allow its employees or Subcontractors to use
physical abuse or discipline, the threat of physical abuse, sexual or
other harassment and verbal abuse or other forms of intimidation of
its employees or Subcontractors;

shall not use or allow child or slave labour to be used by its
Subcontractors;

shall report the discovery or suspicion of any slavery or trafficking
by it or its Subcontractors to CCS, the Buyer and Modem Slavery
Helpline.

4. Income Security

4.1 The Supplier shall:

411

412

413

ensure that all wages and benefits paid for a standard working week
meet, at a minimum, national legal standards in the country of
employment;

ensure that all Supplier Staff are provided with written and
understandable Information about their employment conditions in
respect of wages before they enter;

ensure that all workers are provided with written and understandable
Information about their employment conditions in respect of wages
before they enter employment and about the particulars of their wages
for the pay period concerned each time that they are paid;

DPS Ref: RM3T64iii
Model Version: v1.0
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4.1.4 not make deductions from wages:
(a) as a disciplinary measure
(b} except where permitted by law; or
(c) without expressed permmission of the worker concerned;
4.1.5 record all disciplinary measures taken against Supplier Staff; and

4.1.6 ensure that Supplier Staff are engaged under a recognised
employment relationship established through national law and

practice.
3. Working Hours

3.1 The Supplier shall:

3.1.1 ensure that the working hours of Supplier Staff comply with national
laws, and any collective agreements;

59.1.2 ensure that the working hours of Supplier Staff, excluding overtime,
shall be defined by contract, and shall not exceed 48 hours per week
unless the individual has agreed in writing;

5.1.3 ensure that use of overtime is used responsibly, taking into account:
(a) the extent;
{b) frequency; and
4] hours worked;

by individuals and by the Supplier Staff as a whole;

5.2 The total hours worked in any seven day pericd shall not exceed 60 hours,
except where covered by Paragraph 5.3 below.

5.3 Working hours may exceed 60 hours in any seven day period only in
exceptional circumstances where all of the following are met:

5.3.1 this is allowed by national law;

5.3.2 this is allowed by a collective agreement freely negotiated with a
workers' organisation representing a significant portion of the
workforce;

5.3.3 appropriate safeguards are taken to protect the workers” health and
safety; and

5.3.4 the employer can demonsirate that exceptional circumstances apply
such as unexpected production peaks, accidents or emergencies.

5.4 Al Supplier Staff shall be provided with at least one (1) day off in every
seven (7) day period or, where allowed by national law, two (2) days off in
every fourteen (14) day period.

DPS Ref: RM27E4iii

Model Version: v1.0
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&. Sustainability

6.1 The supplier shall meet the applicable Government Buying Standards
applicable to Deliverables which can be found online at:

hitps - fhwww . gov. uk/government/collections/sustainable-procurement-the-

government-buying-standards-gbs

DPS Ref: RM3T64iii
Model Version: v1.0
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Joint Schedule 6 (Key Subcontractors)

3. Restrictions on certain subcontractors

3.1

3.2

3.2

3.4

The Supplier is entitled to sub-contract its obligations under the DPS
Contract to the Key Subcontractors identified on the Platform.

The Supplier is entitled to sub-contract its cbligations under an Crder
Contract to Key Subcontractors listed on the Platform who are specifically
nominated in the Order Form.

Where during the Conftract Period the Supplier wishes to enter into a new
Key Sub-contract or replace a Key Subcontractor, it must obtain the prior
written consent of CCS and the Buyer and the Supplier shall, at the time of
requesting such consent, provide CCS and the Buyer with the information
detailed in Paragraph 3.4. The decision of CCS and the Buyer to consent or
not will not be unreasonably withheld or delayed. Where CCS consents to
the appointment of a New Key Subcontractor then they will be added to the
Platform. Where the Buyer consents to the appointment of a New Key
Subcontractor then they will be added to the Key Subcontractor section of
the Order Form. CCS and the Buyer may reasonably withhold their consent
to the appointment of a Key Subcontractor if it considers that:

3.31 the appointment of a proposed Key Subcontractor may prejudice the
provision of the Deliverables or may be confrary to its interests;

332 the proposed Key Subcontractor is unreliable andfor has not
provided reliable goods and or reasonable services to its other
customers; andfor

333 the proposed Key Subcontractor employs unfit persons.

The Supplier shall provide CCS and the Buyer with the following information
in respect of the proposed Key Subcontractor:

341 the proposed Key Subcontractor's name, registered office and
company registration number;

342 the scopefdescription of any Deliverables to be provided by the
proposed Key Subcontractor;

343 where the proposed Key Subcontractor is an Affiliate of the Supplier,
evidence that demonstrates to the reasonable satisfaction of the
CCS and the Buyer that the proposed Key Sub-Confract has been
agreed on "arm’s-length” terms;

344 for CCS, the Key Sub-Confract price expressed as a percentage of
the total projected DPS Price over the DPS Confract Period;

345 for the Buyer, the Key Sub-Confract price expressed as a
percentage of the total projected Charges over the Order Contract
Period; and

DPS Ref: RM3T64iii
Model Version: v1.0
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3.5 If requested by CCS andfor the Buyer, within ten (10) Working Days of
receipt of the information provided by the Supplier pursuant to
Paragraph 3.4, the Supplier shall also provide:

351 a copy of the proposed Key Sub-Contract; and
3.5.2 any further information reasonably requested by CCS and/or the
Buyer.
3.6 The Supplier shall ensure that each new or replacement Key Sub-Contract
shall include:
361 provisions which will enable the Supplier to discharge its obligations
under the Contracts;

362 anghtunder CRTPA for CCS and the Buyer to enforce any
provisions under the Key Sub-Contract which confer a benefit upon
CCS and the Buyer respectively;

36.3 a provision enabling CCS and the Buyer to enforce the Key Sub-
Contract as if it were the Supplier;

364 a provision enabling the Supplier to assign, novate or otherwise
transfer any of its rights andfor obligations under the Key Sub-
Contract to CCS and/or the Buyer;

365 obligations no less onerous on the Key Subcontractor than those
imposed on the Supplier under the DPS Contract in respect of:

{a) the data protection requirements set out in Clause 14 (Data
protection;
(b} the FOIA and other access request requirements set out in

Clause 16 (When you can share information);

(c) the obligation not to embarrass CCS or the Buyer or
otherwise bring GCS or the Buyer into disrepute;

{d} the keeping of records in respect of the goods and/or
services being provided under the Key Sub-Contract,
including the maintenance of Open Book Data; and

{e) the conduct of audits set out in Clause 6 (Record keeping
and reporting);

366 provisions enabling the Supplier to terminate the Key Sub-Contract
on notice on terms no more anerous on the Supplier than those
imposed on CCS and the Buyer under Clauses 10.4 (When CCS or
the Buyer can end this contract) and 10.5 (What happens if the
contract ends) of this Contract; and

3.6.7 a provision restricting the ability of the Key Subcontractor to sub-
contract all or any part of the provision of the Deliverables provided to
the Supplier under the Key Sub-Contract without first seeking the
written consent of CCS and the Buyer.

DPS Ref: RM3T64iii
Model Version: v1.0
18

LK OFFICIAL



Joint Schedule T (Financial Difficulties)
Crown Copyright 2020

UK OFFICIAL

Joint Schedule 7 (Financial Difficulties)

4. Definitions

4_1In this Schedule, the following words shall have the following meanings
and they shall supplemeant Joint Schedule 1 (Definitions):

"Credit Rating 1 the minimum credit rating level for the
Threshold™ Monitored Company as set out in the thind
Column of the table at Annex 2 and

"Financial Distress 2 the occurrence or ong or more of the
Event" following events:

al

b

L]

d)

e}

DPS Ref: RM3T64iii
Model Version: v1.0

the credit rating of the Monitored
Company dropping below the
applicable Credit Rating Threshold;

the Monitored Company issuing a
profits waming to a stock exchange or
miaking any other public
announcement about a material
deterioration in its financial position or
prospects;

there being a public investigation into
improper financial accounting and
reporting, suspected fraud or any other
impropriety of the Monitored Party;

Monitored Company committing a
material breach of covenant to its
lenders;

a Key Subcontractor (where
applicable) notifying CCS that the
Supplier has not satisfied any sums
properly due under a specified invoice
and not subject to a genuine dispute;
or

any of the following:

i) commencement of any litigation
against the Monitored Company
with respect to financial
indebtedness or obligations under
a contract;

i) nmon-payment by the Monitored
Company of any financial
indebtedness;

LK OFFICIAL
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iiiy any financial indebtedness of the
Monitored Company becoming due
as a result of an event of default; or

iv) the cancellation or suspension of
any financial indebtedness in
respect of the Monitored Company

Jin each case which CCS reasonably
believes (or would be likely reasonably to
believe) could directly impact on the
continued performance of any Contract and
delivery of the Deliverables in accordance
with any Order Contract;

"Financial Distress 4 a plan setting out how the Supplier will

Service Continuity ensure the continued performance and

Plan™ delivery of the Deliverables in accordance
with each Order Contract in the event that a
Financial Distress Event occurs;

“Monitored 5 Supplier [the DPS Guarantor! [and Order
Company™ Guarantor] or any Key Subcontractor]
"Rating Agency"™ 6 the rating agency stated in Annex 1.

5. When this Schedule applies

5.1 The Parties shall comply with the provisions of this Schedule in relation
to the assessment of the financial standing of the Monitored Companies
and the consequences of a change to that financial standing.

5.2 The terms of this Schedule shall survive termination or expiry of this
Contract.

&. What happens when your credit rating changes

6.1 The Supplier warrants and represents to CCS that as at the Start Date
the credit rating issued for the Monitored Companies by the Rating
Agency is as set out in Annex 2.

6.2 The Supplier shall promptly {and in any event within ten (10) Working
Days) notify CCS in writing if there is any downgrade in the credit rating
izzued by the Rating Agency for a Monitored Company which means
that the credit rating for the Monitored company falls below the Credit
Rating Threshold.

6.3 If there is any such downgrade credit rating issued by the Rating
Agency for a Monitored Company the Supplier shall at CCS' request
ensure that the Monitored Company’s auditors thereafter provide CCS
within 10 Working Days of the end of each Contract Year and within
10 Working Days of written request by CCS (such requests not to
exceed 4 in any Contract Year) with written calculations of the quick

DPS Ref: RM3T64iii
Model Version: v1.0
20

LK OFFICIAL



UK OFFICIAL

Joint Schedule T (Financial Difficulties)
Crown Copyright 2020

ratic for the Monitored Company as at the end of each Contract Year or
such other date as may be requested by CCS. For these purposes the
"quick ratio™ on any date means:

A+B+C

o
where:

A is the value at the relevant date of all cash in hand
and at the bank of the Monitored Company];

=] is the value of all marketable securities held by the
Supplier the Monitored Company determined using
closing prices on the Working Day preceding the
relevant date;

C is the value at the relevant date of all account
receivables of the Monitored]; and

D is the value at the relevant date of the current
liabilities of the Monitored Company].

6.4 The Supplier shall:

6.4.1 regularly monitor the credit ratings of each Monitored
Company with the Rating Agency; and

6.4.2 promptly notify (or shall procure that its auditors promiptly
notify) CCS in writing following the occurmrence of a Financial
Distress Event or any fact, circumstance or matter which
could cause a Financial Distress Event and in any event,
ensure that such nofification is made within 10 Working
Days of the date on which the Supplier first becomes aware
of the Financial Distress Event or the fact, circumstance or
matter which could cause a Financial Distress Event.

6.5 For the purposes of determining whether a Financial Distress Event has
occurred the credit rating of the Monitored Company shall be deemed
to have dropped below the applicable Credit Rating Threshold if the
Rating Agency has rated the Monitored Company at or below the
applicable Credit Rating Threshold.

7. What happens if there is a financial distress event

7.1In the event of a Financial Distress Event then, immediately upon
notification of the Financial Distress Event (or if CCS becomes aware of
the Financial Distress Event without notification and brings the event to
the attention of the Supplier), the Supplier shall have the obligations
and CC3S shall have the rights and remedies as set out in
Paragraphs 7.3 to 7.6.

DPS Ref: RM3T64iii
Model Version: v1.0
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7.2In the event that a Financial Distress Event arises due to a Key
Subcontractor notifying CCS that the Supplier has not satisfied any
sums properly due under a specified invoice and not subject to a
genuine dispute then, CCS shall not exercise any of its rights or
remedies under Paragraph 4.3 without first giving the Supplier ten
(10) Working Days to:

721
722

rectify such late or non-payment; or

demonstrate to CCS's reasonable satisfaction that there is a
valid reason for late or non-payment.

7.3 The Supplier shall and shall procure that the other Monitored
Companies shall:

7.31

732

(=]

(b}

at the request of CCS meet CCS as soon as reasonably
practicable (and in any event within three (3) Working Days
of the initial notification (or awareness) of the Financial
Distress Event) to review the effect of the Financial Distress
Event on the continued performance of each Contract and

delivery of the Deliverables in accordance each Call-Off
Contract; and

where CCS reasonably believes (taking into account the
discussions and any representations made under

Paragraph 4.3.1) that the Financial Distress Event could
impact on the continued performance of each Contract and
delivery of the Deliverables in accordance with each Call-Off
Contract:

submit to CCS for its Approwval, a draft Financial Distress
Service Continuity Plan as soon as reasonably practicable
(and in any event, within ten (10) Working Days of the initial
notification (or awareness) of the Financial Distress Event);
and

provide such financial information relating to the Monitored
Company as CCS may reasonably require.

T.4I1f CCS does not (acting reasonably) approve the draft Financial
Distress Service Continuity Plan, it shall inform the Supplier of its
reasons and the Supplier shall take those reasons into account in the
preparation of a further draft Fimancial Distress Service Continuity Plan,
which shall be resubmitted to CCS within five (5) Working Days of the
rejection of the first or subsequent (as the case may be) drafts. This
process shall be repeated until the Financial Distress Service Continuity
Plan is Approved by CC3S or refemed to the Dispute Resolution
Procedure.

T.51f CCS considers that the draft Financial Distress Service Continuity
Plan is insufficiently detailed to be properly evaluated, will take too long
to complete or will not remedy the relevant Financial Distress Event,
then it may either agree a further time period for the development and

DPS Ref: RM3T64iii
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agreement of the Financial Distress Service Continuity Plan or escalate
any issues with the draft Financial Distress Service Continuity Plan
using the Dispute Resolution Procedure.

7.6 Following Approval of the Financial Distress Service Continuity Plan by
CCS, the Supplier shall:

7.6.1 on a regular basis (which shall not be less than Monthly),
review the Financial Distress Service Continuity Plan and
assess whether it remains adequate and up to date to
ensure the continued performance each Contract and
delivery of the Deliverables in accordance with each Call-Off
Contract;

7.6.2 where the Financial Distress Service Continuity Plan is not
adequate or up to date in accordance with Paragraph 4.6.1,
submit an updated Financial Distress Service Continuity
Plan to CCS for its Approval, and the provisions of
Paragraphs 7.5 and 7.6 shall apply to the review and
Approval process for the updated Fimancial Distress Service
Continuity Plan; and

7.6.3 comply with the Financial Distress Service Continuity Plan
(including any updated Financial Distress Service Continuity
Plan).

7.7 Where the Supplier reasonably believes that the relevant Financial
Distress Event (or the circumstance or matter which has caused or
otherwize led to it) no longer exists, it shall notify CCS and subject to
the agreement of the Parties, the Supplier may be relieved of its
obligations under Paragraph 7.6.

T.8CCS shall be able to share any information it receives from the Supplier
in accordance with this Paragraph with any Buyer who has entered into
a Call-Off Contract with the Supplier.

8. When CCS or the Buyer can terminate for financial distress

8.1 CCS shall be entitled to terminate this Contract and Buyers shall be
entitled to terminate their Call-Off Contracts for material Default if:

8.1.1 the Supplier fails to notify CCS of a Financial Distress Event
in accordance with Paragraph 3.4

8.1.2 CCS and the Supplier fail to agree a Financial Distress
Service Continuity Plan (or any updated Financial Distress
Service Continuity Plan) in accordance with Paragraphs 4.3
to 4.5; andfor

8.1.3 the Supplier fails to comply with the terms of the Financial
Distress Service Continuity Plan (or any updated Financial
Distress Service Continuity Plan) in accordance with
Paragraph 4.6.3.

DPS Ref: RM3T64iii
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9. What happens If your credit rating is still good

9.1 Without prejudice to the Supplier's obligations and CCS' and the
Buyer's rights and remedies under Paragraph 5, if, following the
occurrence of a Financial Distress Event, the Rating Agency reviews

and reports subsequently that the credit rating does not drop below the
relevant Credit Rating Threshold, then:

9.1.1 the Supplier shall be relieved automatically of its obligations
under Paragraphs 4.3 to 4.6; and

9.1.2 CCS shall not be entitled to require the Supplier to provide
fimancial information in accordance with Paragraph 4.3 .2(b).

ANNEX 1: RATING AGENCY

Dun & Bradstreet

DPS Ref: RM3T64iii
Model Version: v1.0
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ANNEX 2: CREDIT RATINGS & CREDIT RATING
THRESHOLDS

Part 1: Current Rating

Entity Credit rating (D&B Credit Rating
Failure Rating) Threshold
Supplier [D&B Failure Rating] [D&B Failure Rating —

10%]

[ODPS Guarantorf [and
Order Guarantor]

[O&B Failure Rating]

[O&B Failure Rating —
10%:]

[Key Subcontractor]

[D&B Failure Rating]

[D&B Failure Rating —
10%:]

DPS Ref: RM3T64iii
Model Version: v1.0
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Joint Schedule 10 (Rectification Plan)

Request for Rectification Plan

Details of the Default: Explain the Default, with clear schedule and clause
references as appropriate
Deadline for receiving the | (minimum 10 days from request)
Rectification Plan:
Signed by Buyer: | Date: |
Supplier Rectification Plan
Cause of the Default
Anticipated impact
assessment:
Actual effect of Default:
Steps to be taken to Steps Timescale
rectification: 1 [date]
2. [date]
3. [date]
4. [date]
[...] [date]
Timescale for complete [X] Working Days
Rectification of Default
Steps taken to prevent Steps Timescale
recummence of Default 1. [date]
2. [date]
3. [date]
4. [date]
[--] [date]
Signed by the Supplier: Date:
Review of Rectification Plan Buyer
Qutcome of review [Plan Accepted] [Plan Rejected] [Revised Plan
Requested]
Reasons for Rejection (if
applicable)
Signed by Buyer | Date: |

DPFS Ref: RM3T64iii
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Order Schedule 1 (Transparency Reports)

1. The Supplier recognises that the Buyer is subject to PPN 01/17 (Updates o
transparency principles v1.1
(hitps:www.gov.uk/government/publications/procurement-policy-note-0117-
update-to-transparency-principles). The Supplier shall comply with the
provisions of this Schedule in order to assist the Buyer with its compliance
with its obligations under that PPM.

2. Without prejudice to the Supplier's reporting requirements set out in the DPS
Contract, within three {3) Months of the Start Date the Supplier shall submit to
the Buyer for Approval (such Approval not to be unreasonably withheld or
delayed) draft Transparency Reports consistent with the content requirements
and format set out in the Annex of this Schedule.

3. [If the Buyer rejects any proposed Transparency Report submitted by the
Supplier, the Supplier shall submit a revised version of the relevant report for
further Approval within five {5) days of receipt of any notice of rejection, taking
account of any recommendations for revision and improvement to the report
provided by the Buyer. If the Parties fail to agree on a draft Transparency
Report the Buyer shall determine what should be included. Any other
dizagreement in connection with Transparency Repaorts shall be treated as a
Dispute.

4. The Supplier shall provide accurate and up-to-date versions of each
Transparency Report to the Buyer at the frequency referred to in the Annex of
this Schedule.

DPFS Ref: RM3T64iii
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that is redacted

Title Content Format Frequency
Call-Off Contract Total Order Gov.uk At start of Order
Charges Contract Price Contract and
and any price when a variation
variation is instructed if
appliable
Order Contract Order Contract | Gov.uk Within 30 days of
Award Notice award notice Order Contract
published signature and
detailing all any variation >
relevant 10% of the initial
information Order Contract
pertaining to value
the
procurement
included an
Order Contract

DPFS Ref: RM3T64iii
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Order Schedule 4 (Order Tender)

As per PwC Technical Submission

DPFS Ref: RM3T64iii
Model Version: v1.0
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Order Schedule 5 (Pricing Details)

As per AWS.2 Price Schedule Submission

This is on a Call-Off basis, supplier shall submit an invoice monthly in arrears.

Payment of undisputed invoices will be made within 30 days of receipt of invoice.
Mon-compliant invoices may be sent back to you, which may lead to a delay in
payment.

DPFS Ref: RM3T64iii
Model Version: v1.0
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Order Schedule 6 (ICT Services)

1. Definitions

1.1. In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

"Buyer Software” any software which is owned by or licensed to
the Buyer and which is or will be used by the
Supplier for the purposes of providing the
Deliverables;

"Buyer System™ the Buyer's computing environment {(consisting
of hardware, software and/or
telecommunications networks or equipment)
used by the Buyer or the Supplier in connection
with this Order Contract which is owned by or
licensed to the Buyer by a third party and which
interfaces with the Supplier System or which is
necessary for the Buyer to receive the
Deliverables;

“Commercial off the non-customised software where the IPR may be

aholf Baftwars” or owned and licensed either by the Supplier or a

“COTS Software” third party depending on the context, and which is
commercially available for purchase and subject to
standard licence terms;

"Defect™ any of the fﬂllm|nE:

a) any error, damage or defect in the manufacturing
of a Deliverable; or

b) any error or failure of code within the Software
which causes a Deliverable to malfunction or to
produce unintelligible or incorrect results; or

c)any failure of any Deliverable to provide the
performance, features and functionality specified
in the requirements of the Buyer or the
Documentation (including any adverse effect on
response times) regardless of whether or not it
prevents the relevant Deliverable from passing
any Test required under this Order Contract; or

d) any failure of any Deliverable to operate in
conjunction with or interface with any other
Deliverable in order to provide the performance,
features and functionality specified in the
requirements of the Buyer or the Documentation
(including any adverse effect on response times)

DPFS Ref: RM3T64iii
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"ICT Environment"

"Licensed Software"”

"Open Source
Software"

"Operating
Environment™

"Quality Plans"

"Sites™

DPFS Ref: RM3T64iii
Model Version: v1.0

regardless of whether or not it prevents the
relevant Deliverable from passing any Test
required under this Order Contract;

the Buyer System and the Supplier System;

all and any Software licensed by or through the
Supplier, its Sub-Contractors or any third party to
the Buyer for the purposes of or pursuant to this
Order Contract, including any COTS Software;

an item produced primarily to extend, alter or
improve the Software and/or any Deliverable by
providing additional functionality or performance
enhancement (whether or not defects in the
Software and/or Deliverable are also corrected)
while still retaining the original designated
purpose of that item;

computer software that has its source code
made available subject to an open-source
licence under which the owner of the copyright
and other IPR in such software provides the
rights to use, study, change and distribute the
software to any and all persons and for any and
all purposes free of charge;

means the Buyer System and any premises
(including the Buyer Premises, the Supplier's
premises or third party premises) from, to or at
which:

a)the Deliverables are (or are to be) provided; or

b) the Supplier manages, organises or otherwise
directs the provision or the use of the
Deliverables; or

c)where any part of the Supplier System is situated;

has the meaning given to it in paragraph 6.1 of
this Schedule;

has the meaning given to it in Joint Schedule
1{Definitions), and for the purposes of this Order
Schedule shall also include any premises from,
to or at which physical interface with the Buyer
System takes place;

3z
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"Software"
"Software Supporting
Materials™

"Source Code"

"Specially Written
Software”

"Supplier System"

Specially Written Software, COTS Software and
non-COTS Supplier and third party Software;

has the meaning given to it in paragraph 8.1 of
this Schedule;

computer programs and/or data in eye-readable
form and in such form that it can be compiled or
interpreted into equivalent binary code together
with all related design comments, flow charts,
technical information and documentation
necessary for the use, reproduction,
maintenance, modification and enhancement of
such software;

any software (including database software,
linking instructions, test scripts, compilation
instructions and test instructions) created by the
Supplier (or by a Sub-Contractor or other third
party on behalf of the Supplier) specifically for
the purposes of this Contract, including any
modifications or enhancements to COTS
Software. For the avoidance of doubt Specially
Written Software does not constitute New IPR;

the information and communications technology
gystem used by the Supplier in supplying the
Deliverables, including the COTS Software, the
Supplier Equipment, configuration and
management utilities, calibration and testing
tools and related cabling (but excluding the
Buyer System);

2. When this Schedule should be used

2.1.

This Schedule is designed to provide additional provisions necessary to
facilitate the provision of ICT services which are part of the Deliverables.

3. Buyer due diligence requirements

3.1

The Supplier shall satisfy itself of all relevant details, including but not
limited to, details relating to the following;

3.1.1. suitability of the existing and (to the extent that it is defined or
reasonably foreseeable at the Start Date) future Operating

Environment;

3.1.2. operating processes and procedures and the working methods of the

Buyer;

DPFS Ref: RM3T64iii
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3.1.3.

3.1.4.

ownership, functionality, capacity, condition and suitability for use in
the provision of the Deliverables of the Buyer Assets; and

existing contracts (including any licences, support, maintenance and
other contracts relating to the Operating Environment) referred to in
the Due Diligence Information which may be novated to, assigned to
or managed by the Supplier under this Contract and/or which the
Supplier will require the benefit of for the provision of the
Deliverables.

3.2. The Supplier confirms that it has advised the Buyer in writing of:

3.2.1.

322
3.2.3.

each aspect, if any, of the Operating Environment that is not suitable
for the provision of the Deliverables;

the actions needed to remedy each such unsuitable aspect; and

a timetable for and the costs of those actions.

4. Software warranty

4.1. The Supplier represents and warrants that:

4.1.1.

412

it has and shall continue to have all necessary rights in and to the
Licensed Software made available by the Supplier (and/or any Sub-
Contractor) to the Buyer which are necessary for the performance of
the Supplier's obligations under this Order Contract including the
receipt of the Deliverables by the Buyer;

all components of the Specially Written Software shall:
4.1.2.1. be free from material design and programming errors,

4.1.2.2. perform in all material respects in accordance with the
relevant specifications and Documentation; and

4.1.2.3. not infringe any IPR.

3. Provision of ICT Services
5.1. The Supplier shall:

5.1.1.

5.1.2.

9.1.3.

ensure that the release of any new COTS Software in which the
Supplier owns the IPR, or upgrade to any Software in which the
Supplier owns the IPR complies with any interface reguirements of
the Buyer specified in this Order Contract and {except in relation to
new Software or upgrades which are released to address Malicious
Software) shall notify the Buyer three (3) Months before the release
of any new COTS Software or Upgrade;

ensure that all Software including upgrades, updates and New
Releases used by or on behalf of the Supplier are currently
supported versions of that Software and perform in all material
respects in accordance with the relevant specification;

ensure that the Supplier System will be free of all encumbrances;

DPFS Ref: RM3T64iii
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5.1.4. ensure that the Deliverables are fully compatible with any Buyer
Software, Buyer System, or otherwise used by the Supplier in
connection with this Order Contract;

5.1.5. minimise any disruption to the Services and the ICT Environment
and/or the Buyer's operations when providing the Deliverables;

6. Standards and Quality Requirements

7.

6.1.

6.2.

6.3.

6.4,

The Supplier shall, where specified by the Buyer as part of their Order
Procedure, and in accordance with agreed timescales, develop quality plans
that ensure that all aspects of the Deliverables are the subject of quality
management systems and are consistent with BS EN 150 9001 or any
equivalent standard which is generally recognised as having replaced it
("Quality Plans").

The Supplier shall seek Approval from the Buyer (not be unreasonably
withheld or delayed) of the Quality Plans before implementing them.
Approval shall not act as an endorsement of the Quality Plans and shall not
relieve the Supplier of its responsibility for ensuring that the Deliverables are
provided to the standard required by this Contract.

Following the approval of the Quality Plans, the Supplier shall provide all
Deliverables in accordance with the Quality Plans.

The Supplier shall ensure that the Supplier Personnel shall at all times
during the Order Contract Period:

6.4.1. be appropriately experienced, qualified and trained to supply the
Deliverables in accordance with this Order Contract;

6.4.2. apply all due skill, care, diligence in faithfully performing those duties
and exercising such powers as necessary in connection with the
provision of the Deliverables; and

6.4.3. obey all lawful instructions and reasonable directions of the Buyer
{including, if 3o required by the Buyer, the ICT Policy) and provide
the Deliverables to the reasonable satisfaction of the Buyer.

ICT Audit

7.1

The Supplier shall allow any auditor access to the Supplier premises to:

7.1.1. inspect the ICT Environment and the wider service delivery
environment (or any part of them);

7.1.2. review any records created during the design and development of the
Supplier System and pre-operational environment such as
information relating to Testing;

7.1.3. review the Suppliers quality management systems including all
relevant Quality Plans.

Intellectual Property Rights in ICT

8.1.

Assignments granted by the Supplier: Specially Written Software

DPFS Ref: RM3T64iii
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8.1.1. The Supplier assigns (by present assignment of future rights to take
effect immediately on it coming into existence) to the Buyer with full
guarantee (or shall procure assignment to the Buyer), title to and all
rights and interest in the Specially Written Software together with and
including:

8.1.1.1. the Documentation, Source Code and the Object Code of
the Specially Written Software; and

8.1.1.2. all build instructions, test instructions, test scripts, test data,
operating instructions and other documents and tools
necessary for maintaining and supporting the Specially
Written Software and the Mew IPR (together the "Software
Supporting Materials™).

8.1.2. The Supplier shaill:

8.1.2.1. inform the Buyer of all Specially Written Software or New
IPRs that are a modification, customisation, configuration or
enhancement to any COTS Software;

8.1.2.2. deliver to the Buyer the Specially Written Software and any
computer program elements of the New |IPRs in both Source
Code and Object Code forms together with relevant
Documentation and all related Software Supporting
Materials within seven days of completion or, if a relevant
Milestone has been identified in an Implementation Plan,
achievement of that Milestone and shall provide updates of
them promptly following each new release of the Specially
Written Software, in each case on media that is reasonably
acceptable to the Buyer and the Buyer shall become the
owner of such media upon receipt; and

8.1.2.3. without prejudice to paragraph 8.1.2.2, provide full details to
the Buyer of any of the Supplier's Existing IPRs or Third
Party IPRs which are embedded or which are an integral
part of the Specially Written Software or New IPR and the
Supplier hereby grants to the Buyer and shall procure that
any relevant third party licensor shall grant to the Buyer a
perpetual, irrevocable, non-exclusive, assignable, royalty-
free licence fo use, sub-license and/or commercially exploit
such Supplier's Existing IPRs and Third Party IPRs to the
extent that it is necessary to enable the Buyer to obtain the
full benefits of ownership of the Specially Written Software
and Mew IPRs.

8.1.3. The Supplier shall promptly execute all such assignments as are
required to ensure that any rights in the Specially Written Software
and Mew IPR=s are properly transferred to the Buyer.

8.2. Licences for non-COTS IPR from the Supplier and third parties to the
Buyer

8.2.1. Unless the Buyer gives its Approval the Supplier must not use any:
DPFS Ref: RM3T64iii
Model Version: «1.0

36

LK OFFICIAL



UK OFFICIAL

DPS Schedule & (Order Form Template and Order Schedules) Crown
Copyright 2020

a) of its own Existing IPR that is not COTS Software;
b} third party software that is not COTS Software

8.2.2 Where the Buyer Approves the use of the Supplier's Existing IPR that
iz not COTS Software the Supplier shall grant to the Buyer a
perpetual, rioyalty-free and non-exclusive licence to use adapt, and
sub-license the same for any purpose relating to the Deliverables (or
substantially equivalent deliverables) or for any purpose relating to
the exercise of the Buyer's (or, if the Buyer is a Central Government
Body, any other Central Government Body's) business or function
including the right to load, execute, store, transmit, display and copy
{for the purposes of archiving, backing-up, loading, execution,
storage, transmission or display) for the Order Contract Period and
after expiry of the Order Contract to the extent necessary to ensure
continuity of service and an effective transition of Services to a
Replacement Supplier.

8.2.3. Where the Buyer Approves the use of thind party Software that is not
COTS Software the Supplier shall procure that the owners or the
authorized licensors of any such Software grant a direct licence to
the Buyer on terms at least equivalent to those set out in Paragraph
8.2 2. If the Supplier cannot obtain such a licence for the Buyer it
shall:

8.2.3.1. notify the Buyer in writing giving details of what licence terms
can be obtained and whether there are alternative software
providers which the Supplier could seek to use; and

8.2.3.2. only use such third party IPR as referred to at paragraph
8.2_3.1 if the Buyer Approves the terms of the licence from
the relevant third party.

8.2.4. WWhere the Supplier is unable to provide a license to the Supplier's
Existing IPR in accordance with Paragraph 8.2.2 above, it must meet
the requirement by making use of COTS Software or Specially
Written Software.

8.2.5. The Supplier may terminate a licence granted under paragraph 8.2.1
by giving at least thirty (30) days’ notice in writing if there is an
Authority Cause which constitutes a material Default which, if
capable of remedy, is not remedied within bwenty (20) Working Days
after the Supplier gives the Buyer written notice specifying the breach
and requiring its remedy.

8.3, Licenses for COTS Software by the Supplier and third parties to the
Buyer

8.3.1. The Supplier shall either grant, or procure that the owners or the
authorized licensors of any COTS Software grant, a direct licence to
the Buyer on terms no less favourable than those standard
commercial terms on which such software is usually made
commercially available.
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833.
834
B.4.

B8.5.

Where the Supplier owns the COTS Software it shall make available
the COTS =software to a Replacement Supplier at a price and on
terms no less favourable than those standard commercial terms on
which such software is usually made commercially available.

Where a third party is the owner of COTS Software licensed in
accordance with this Paragraph 8.3 the Supplier shall support the
Replacement Supplier to make arrangements with the owner or
authorized licencee to renew the license at a price and on terms no
less favourable than those standard commercial terms on which such
software is usually made commercially available.

The Supplier shall notify the Buyer within seven (7) days of becoming
aware of any COTS Software which in the next thirty-six (36) months:

8.3 .41, will no longer be maintained or supported by the developer;
or

8.3.4.2. will no longer be made commercially available

Buyer's right to assign/novate licences

841

842

The Buyer may assign, novate or otherwise transfer its rights and
obligations under the licences granted pursuant to paragraph 8.2 (to:

8.4.1.1. a Central Government Body; or

8.4.1.2. to any body (including any private sector body) which
performs or carries on any of the functions andfor activities
that previously had been performed andfor carried on by the
Buyer.

If the Buyer ceases to be a Central Government Body, the successor
body to the Buyer shall still be entitled to the benefit of the licences
granted in paragraph 8.2.

Licence granted by the Buyer

8.5.1.

8.5.2.

The Buyer grants to the Supplier a licence to use the Specially
Written Software i) during the Order Contract Period for the purpose
of fulfilling its obligations under the Order Contract, and ii) after the
Contract pericd on the terms set out in the Open Government
Licence.

The Buyer grants to the Supplier a royalty-free, non-exclusive, non-
transferable licence during the Contract Period to use the Buyer
Software solely to the extent necessary for providing the Deliverables
in accordance with this Conftract, including the right to grant sub-
licences to Sub-Confractors provided that any relevant Sub-
Contractor has entered into a confidentiality undertaking with the
Supplier on the same terms as set out in Clause 15 (Confidentiality).

B.6. Open Source Publication

8.6.1.

Unless the Buyer otherwise agrees in advance in writing (and subject
to paragraph 8.6.3) all Specially Written Software and computer
program elements of New IPR shall be created in a format, or able to
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be converted (in which case the Supplier shall also provide the
converted format to the Buyer) into a format, which is:

8.6.1.1. suitable for publication by the Buyer as Open Source; and
8.6.1.2. based on Open Standards (where applicable),

9.1.3 and the Buyer may, at its sole discretion, publish the same as Open Source.

862

8.6.3.

The Supplier hereby warrants that the Specially Written Software and
the Mew IPR:

B.6.2.1. are suitable for release as Open Source and that the
Supplier has used reazonable endeavours when developing
the same to ensure that publication by the Buyer will not
enable a third party to use them in any way which could
reasonably be foreseen to compromise the operation,
running or security of the Specially Written Software, New
IPRs or the Buyer System;

8.6.2.2. have been developed using reasonable endeavours to
ensure that their publication by the Buyer shall not cause
any harm or damage to any party using them;

8.6.2.3. do not contain any material which would bring the Buyer into
disrepute;

8.6.2 4. can be published as Open Source without breaching the
rights of any third party;

8.6.2.5. will be supplied in a format suitable for publication as Open
Source ("the Open Source Publication Material”) no later
than the date notified by the Buyer to the Supplier; and

8.6.2.6. do not contain any Malicious Software.

Where the Buyer has Approved a request by the Supplier for any part
of the Specially Written Software or New IPRs to be excluded from
the requirement to be in an Open Source format due to the intention
to embed or integrate Supplier Existing IPRs and/or Third Party IPRs
{and where the Parties agree that such IPRs are not intended to be
published as Open Source), the Supplier shall:

8.6.3.1. as soon as reasonably practicable, provide written details of
the nature of the IPRs and items or Deliverables based on
IPRs which are to be excluded from Open Source
publication; and

8.6.3.2. include in the written details and information about the
impact that inclusion of such IPRs or Deliverables bazed on
such IPRs, will have on any other Specially Written Software
and/or New IPRs and the Buyer's ability to publish such
other items or Deliverables as Open Source.
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9. Supplier-Furnished Terms
9.1. Software Licence Terms

9.1.1.1. Terms for licensing of non-COTS third party software in

accordance with Paragraph 8.2.3 are detailed in Annex A of
this Order Schedule 6.

9.1.1.2. Terms for licensing of COTS software in accordance with

Paragraph 8.3 are detailed in Annex B of this Order
Schedule 6.
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Order Schedule 7 (Key Supplier Staff)

1.

The Annex 1 to this Schedule lists the key roles ("Key Roles™) and names of
the persons who the Supplier shall appoint to fill those Key Roles at the Start
Date.

The Supplier shall ensure that the Key Staff fulfil the Key Roles at all times
during the Contract Period.

The Buyer may identify any further roles as being Key Roles and, following
agreement to the same by the Supplier, the relevant person selected to fill
those Key Roles shall be included on the list of Key Staff.

The Supplier shall not and shall procure that any Subcontractor shall not
remove or replace any Key Staff unless:

4.1 requested to do so by the Buyer or the Buyer Approves such removal
or replacement {not to be unreasonably withheld or delayed);

4.2 the person concerned resigns, retires or dies or is on matemity or long-
term sick leave; or

4.3 the person’s employment or contractual arrangement with the Supplier
or Subcontractor is terminated for material breach of contract by the
employee.

The Supplier shall:

51 notify the Buyer promptly of the absence of any Key Staff (other than
for short-term sickness or holidays of two (2) weeks or less, im which
case the Supplier shall ensure appropriate temporary cover for that Key

Role);

52 ensure that any Key Role is not vacant for any longer than ten (10)
Working Days;

53 give as much notice as is reasonably practicable of its intention to

remove or replace any member of Key Staff and, except in the cases of
death, unexpected ill health or a material breach of the Key Staff's
employment contract, this will mean at least 1 Months" notice;

5.4 ensure that all arrangements for planned changes in Key Staff provide
adequate periods during which incoming and outgoing staff work
together to transfer responsibilities and ensure that such change does
not have an adverse impact on the provision of the Deliverables; and

9.5 ensure that any replacement for a Key Role has a level of qualifications
and experience appropriate to the relevant Key Role and is fully
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competent to carry out the tasks assigned to the Key Staff whom he or
she has replaced.

6. The Buyer may require the Supplier to remove or procure that any

Subcontractor shall remove any Key Staff that the Buyer considers in any

respect unsatisfactory. The Buyer shall not be liable for the cost of replacing
any Key Staff.

Annex 1- Key Roles

Key Role Key Staff Contact Details

Senior Manager, Cyber
Security Advisory
Senior Associate, Cyber
Security Advisory
Senior Manager
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Order Schedule 8 (Business Continuity and Disaster
Recovery)

1.

1.1

1.2

13

14

BCDR PrLan

At the Supplier's request, the Customer shall provide the Supplier with a copy
of its Business Continuity & Disaster Recovery ("BCDR") Plan.

The Supplier shall develop a BCDR Plan and ensure that it is linked and
integrated with the Buyers BCDR Plan and the Supplier shall review and
amend its BCDR Plan on a regular basis and as soon as is reasonably
practicable on receipt of an amended Buyer BCDR Plan from the Buyer.

The Supplier shall ensure that its Sub-Contractors BCDR Plans are integrated
with the Supplier's BCDR Plan.

If there is a Disaster, the Parties shall, where applicable, implement their
respective BCDR Plans and use all reasonable endeavours to re-establish their
capacity to fully perform their obligations under this Order Contract. A Disaster
will only relieve a Party of its obligations to the extent it constitutes a Force
Majeure Event in accordance with Clause 20 (Circumstances Beyond Your
Control).
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Order Schedule 9 (Security)
Part A: Short Form Security Requirements

10. Definitions

10.1 In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

"Breach of Security” 2 the occurrence of:

a) any unauthorised access to or use of the
Deliverables, the Sites and/or any Information
and Communication Technology ("ICT™),
information or data (including the Confidential
Information and the Government Data) used by
the Buyer and/or the Supplier in connection with
this Contract; and/or

b)the loss and/or unauthorised disclosure of any
information or data (including the Confidential
Information and the Government Data), including
any copies of such information or data, used by
the Buyer andfor the Supplier in connection with
this Contract,

3in either case as more particularly set out in the
Security Policy where the Buyer has required
compliance therewith in accordance with paragraph
2.2;

"Security Management 4 the Supplier's security management plan prepared

Plan" pursuant to this Schedule, a draft of which has been
provided by the Supplier to the Buyer and as
updated from time to time;

11. Complying with security requirements and updates to them

11.1 The Buyer and the Supplier recognise that, where specified in DP3
Schedule 4 (DPS Management), CCS shall have the right to enforce the
Buyer's rights under this Schedule.

11.2 The Supplier shall comply with the reguirements in this Schedule in respect
of the Security Management Plan. Where specified by a Buyer as part of its
Order Procedure it shall also comply with the Security Policy and shall
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ensure that the Security Management Plan produced by the Supplier fully
complies with the Security Policy.

11.2 Where the Security Policy applies the Buyer shall notify the Supplier of any
changes or proposed changes to the Security Policy.

11.4 If the Supplier believes that a change or proposed change to the Security
Policy will have a material and unavoidable cost implication to the provision
of the Deliverables it may propose a Variation to the Buyer. In doing so, the
Supplier must support its request by providing evidence of the cause of any
increased costs and the steps that it has taken to mitigate those costs. Any
change to the Charges shall be subject to the Wariation Procedure.

11.5 Until and/or unless a change to the Charges is agreed by the Buyer
pursuant to the Variation Procedure the Supplier shall continue to provide
the Deliverables in accordance with its existing obligations.

12. Security Standards

12.1 The Supplier acknowledges that the Buyer places great emphasis on the
reliability of the performance of the Deliverables, confidentiality, integrity
and availability of information and consequently on security.

12.2 The Supplier shall be responsible for the effective perfformance of its
security obligations and shall at all times provide a level of security which:

12.2.1 is in accordance with the Law and this Contract;
12.2.2 as a minimum demonstrates Good Industry Practice;

12.2.3 meets any specific security threats of immediate relevance to the
Deliverables andfor the Government Data; and

122 4 where specified by the Buyer in accordance with paragraph 2.2
complies with the Securty Policy and the ICT Policy.

12.3 The references to standards, guidance and policies contained or set out in
Paragraph 3.2 shall be deemed to be references to such items as
developed and updated and to any successor to or replacement for such
standards, guidance and policies, as notified to the Supplier from time to
time.

12.4 In the event of any inconsistency in the provisions of the above standards,
guidance and policies, the Supplier should notify the Buyer's Representative
of such inconsistency immediately upon becoming aware of the same, and
the Buyer's Representative shall, as soon as practicable, advise the
Supplier which provision the Supplier shall be required to comply with.

13. Security Management Plan

13.1 Introduction

13.1.1 The Supplier shall develop and maintain a Security Management
Plan in accordance with this Schedule. The Supplier shall thersafter
comply with its obligations set out in the Security Management Plan.
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13.2 Content of the Security Management Plan
13.2.1 The Security Management Plan shall:

(a)

(b

[ch

(d)

(e}

(g

comply with the principles of security set out in Paragraph 4.2
and any other provisions of this Contract relevant to security;

identify the necessary delegated organisational roles for those
responsible for ensuring it is complied with by the Supplier;

detail the process for managing any security risks from
Subcontractors and third parties authorised by the Buyer with
access to the Deliverables, processes associated with the
provision of the Deliverables, the Buyer Premises, the Sites and
any ICT, Information and data (including the Buyer's
Confidential Information and the Government Data) and any
system that could directly or indirectly have an impact on that
Information, data andfor the Deliverables;

be developed to protect all aspects of the Deliverables and all
processes associated with the provision of the Deliverables,
including the Buyer Premises, the Sites, and any ICT,
Information and data (including the Buyer's Confidential
Information and the Government Data) to the extent used by the
Buyer or the Supplier in connection with this Contract or in
connection with any system that could directly or indirectly have
an impact on that Information, data and/or the Deliverables;

set out the security measures to be implemented and
maintained by the Supplier in relation to all aspects of the
Deliverables and all processes associated with the provision of
the Goods andfor Services and shall at all times comply with
and specify security measures and procedures which are
sufficient to ensure that the Deliverables comply with the
provisions of this Contract;

set out the plans for transitioning all security arrangements and
responsibilities for the Supplier to meet the full obligations of the
security requirements set out in this Contract and, where
necessary in accordance with paragraph 2.2 the Security Policy;
and

be written in plain English in language which is readily
comprehensible to the staff of the Supplier and the Buyer
engaged in the provision of the Deliverables and shall only
reference documents which are in the possession of the Parties
or whose location is otherwise specified in this Schedule.

13.3 Development of the Security Management Plan

13.3.1 Within twenty (20) Working Days after the Start Date and in
accordance with Paragraph 4.4, the Supplier shall prepare and
deliver to the Buyer for Approval a fully complete and up to date
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13.3.2

13.3.3

13.3.4

Security Management Plan which will be based on the draft Security
Management Plan.

If the Security Management Plan submitted to the Buyer in
accordance with Paragraph 4.3.1, or any subsequent revision to it in
accordance with Paragraph 4.4, is Approved it will be adopted
immediately and will replace the previous version of the Security
Management Plan and thereafter operated and maintained in
accordance with this Schedule. If the Security Management Plan is
not Approved, the Supplier shall amend it within ten (10) Working
Days of a notice of non-approval from the Buyer and re-submit to the
Buyer for Approval. The Parties will use all reasonable endeavours
to ensure that the approval process takes as little time as possible
and in any event no longer than fifteen (15) Working Days from the
date of its first submission to the Buyer. If the Buyer does not
approve the Security Management Plan following its resubmission,
the matter will be resolved in accordance with the Dispute Resolution
Procedure.

The Buyer shall not unreasonably withhold or delay its decision to
Approve or not the Security Management Plan pursuant to Paragraph
4.3.2. However a refusal by the Buyer to Approve the Security
Management Plan on the grounds that it does not comply with the
requirements set out in Paragraph 4.2 shall be deemed to be
reasonable.

Approval by the Buyer of the Security Management Plan pursuant to
Paragraph 4.3.2 or of any change to the Security Management Plan
in accordance with Paragraph 4.4 shall not relieve the Supplier of its
obligations under this Schedule.

13.4 Amendment of the Security Management Plan

1341

134.2

The Security Management Plan shall be fully reviewed and updated
by the Supplier at least annually to reflect:

(a} emerging changes in Good Industry Practice;

(6} any change or proposed change to the Deliverables and/or
associated processes;

{cy ~where necessary in accordance with paragraph 2.2, any change
to the Security Policy;

(dy any new perceived or changed security threats; and
(e} any reasonable change in requirements requested by the Buyer.

The Supplier shall provide the Buyer with the results of such reviews
as soon as reasonably practicable after their completion and
amendment of the Security Management Plan at no additional cost to
the Buyer. The results of the review shall include, without limitation:

(a} suggested improvements to the effectiveness of the Security
Management Plan;
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1343

1344

[y updates to the risk assessments; and

(c} suggested improvements in measuring the effectiveness of
controls.

Subject to Paragraph 4.4.4, any change or amendment which the

Supplier proposes to make to the Security Management Plan (as a
result of a review cammied out in accordance with Paragraph 4.4.1, a
request by the Buyer or otherwise) shall be subject to the Variation

Procedure.

The Buyer may, acting reasonably, Approve and require changes or
amendments to the Security Management Plan to be implemented on
timescales faster than set out in the Variation Procedure but, without
prejudice to their effectiveness, all such changes and amendments
shall thereafter be subject to the Varation Procedure for the purposes
of formalising and documenting the relevant change or amendment.

14. Security breach

14.1 Either Party shall notify the other in accordance with the agreed security
incident management process (as detailed in the Security Management
Plan) upon becoming aware of any Breach of Security or any potential or
attempted Breach of Security.

14.2 Without prejudice to the security incident management process, upon
becoming aware of any of the circumstances referred to in Paragraph 5.1,
the Supplier shall:

14.2_ 1 immediately take all reasonable steps (which shall include any action

or changes reasonably required by the Buyer) necessary to:

{a) minimise the extent of actual or potential harm caused by any
Breach of Security;

(b} remedy such Breach of Security to the extent possible and
protect the integrity of the Buyer and the provision of the
Goods and/or Services to the extent within its control against
any such Breach of Security or attempted Breach of Security;

(c) prevent an eguivalent breach in the future exploiting the same
cause failure; and

{d) as soon as reasonably practicable provide to the Buyer,
where the Buyer so requests, full details (using the reporting
mechanism defined by the Security Management Plan) of the
Breach of Security or attempted Breach of Security, including
a cause analysis where required by the Buyer.

14.3 In the event that any action is taken in response to a Breach of Security or
potential or attempted Breach of Security that demonsfrates non-
compliance of the Security Management Plan with the Security Paolicy
(where relevant in accordance with paragraph 2.2) or the requirements of
this Schedule, then any required change to the Security Management Plan
shall be at no cost to the Buyer.
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Order Schedule 15 (Order Contract Management)

1. DEFINITIONS

1.1 In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

"Operational the board established in accordance with paragraph
Board™ 5.1 of this Schedule;
"Project Manager" the manager appointed in accordance with

paragraph 2.1 of this Schedule;

2. PROJECT MANAGEMENT

2.1 The Supplier and the Buyer shall each appoint a Project Manager for the
purposes of this Contract through whom the provision of the Services and the
Deliverables shall be managed day-to-day.

2.2 The Parties shall ensure that appropriate resource is made available on a
regular basis such that the aims, objectives and specific provisions of this
Contract can be fully realised.

2.3 Without prejudice to paragraph 4 below, the Parties agree to operate the
boards specified as set out in the Annex to this Schedule.

3. ROLE OF THE SUPPLIER CONTRACT MANAGER

3.1 The Suppliers Contract Manager shall be:

311 the primary point of contact to receive communication from the
Buyer and will also be the person primarily responsible for
providing information to the Buyer;

312 able to delegate his position to another person at the Supplier but
must inform the Buyer before proceeding with the delegation and
it will be the delegated person's responsibility to fulfil the Contract
Manager's responsibilities and ocbligations;

3.1.3 able to cancel any delegation and recommence the position
himself; and

3.1.4 replaced only after the Buyer has received notification of the
proposed change.

3.2 The Buyer may provide revised instructions to the Supplier's Contract
Manager in regards to the Contract and it will be the Supplier's Contract
Manager's responsibility to ensure the information is provided to the
Supplier and the actions implemented.
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3.3 Receipt of communication from the Supplier's Contract Manager by the
Buyer does not absolve the Supplier from its responsibilities, obligations or
liabilities under the Confract.

4. CONTRACT RISK MANAGEMENT

41 Both Parties shall pro-actively manage risks attributed to them under the
terms of this Order Contract.

4.2 The Supplier shall develop, operate, maintain and amend, as agreed with
the Buyer, processes for:

421 the identification and management of risks;
422 the identification and management of issues; and
423 monitoring and controlling project plans.

43 The Supplier allows the Buyer to inspect at any time within working hours
the accounts and records which the Supplier is required to keep.

4.4 The Supplier will maintain a risk register of the risks relating to the Order
Contract which the Buyer and the Supplier have identified.

134.
3. ROLE OF THE OPERATIONAL BOARD

5.1 The Operational Board shall be established by the Buyer for the purposes of
this Contract on which the Supplier and the Buyer shall be represented.

52 The Operational Board members, frequency and location of board meetings
and planned start date by which the board shall be established are set out in
the Order Form.

53 In the event that either Party wishes to replace any of its appointed board
members, that Party shall notify the other in writing for approval by the other
Party (such approval not to be unreasonably withheld or delayed). Each Buyer
board member shall have at all imes a counterpart Supplier board member of
equivalent seniority and expertise.

54 Each Party shall ensure that its board members shall make all reasocnable
efforts to attend board meetings at which that board member's attendance is
required. If any board member is not able to attend a board meeting, that
person shall use all reasonable endeavours to ensure that a delegate attends
the Operational Board meeting in his/her place (wherever possible) and that
the delegate is properly briefed and prepared and that he/she is debriefed by
such delegate after the board meeting.

5.5 The purpose of the Operational Board meetings will be to review the
Supplier's performance under this Contract. The agenda for each meeting
shall be set by the Buyer and communicated to the Supplier in advance of that
meeting.
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Annex: Contract Boards

The Parties agree to operate the following boards at the locations and at the
frequencies set out below:
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Order Schedule 18 (Background Checks)

16. When you should use this Schedule

This Schedule should be used where Supplier Staff must be vetted before working
on the Contract.

17. Definitions

“Relevant Conviction™ means any conviction listed in Annex 1 to this
Schedule.

18. Relevant Convictions

18.1 The Supplier must ensure that no person who discloses that they have
a Relevant Conviction, or a person who is found to have any Relevant
Convictions (whether as a result of a police check or through the
procedure of the Disclosure and Barring Service (DBS) or otherwise), is
employed or engaged in any part of the provision of the Deliverables
without Approval.

18.2 Notwithstanding Paragraph 3.1 for each member of Supplier Staff who,
in providing the Deliverables, has, will have or is likely to have access
te children, vulnerable persons or other members of the public to whom
the Buyer owes a special duty of care, the Supplier must (and shall
procure that the relevant Sub-Contractor must):

{a) carry out a check with the records held by the Department
for Education (DfE);

(o) conduct thorough questioning regarding any Relevant
Convictions; and

{c) ensure a police check is completed and such other checks
as may be carried out through the Disclosure and Barring
Service (DBS),

and the Supplier shall not (and shall ensure that any Sub-

Contractor shall not) engage or continue to employ in the

provision of the Deliverables any person who has a Relevant

Conviction or an inappropriate record.

Annex 1 — Relevant Convictions

Include but not limited to
& Participation in a criminal organisation
s Coruption
« Terrorist offences or offences linked to terrorist activities
« Money laundering or terronst financing

« Any other offence within the meaning of Article 57(1) of the Directive as defined by
the law of any jurisdiction outside England, Wales or Northern Ireland.
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Order Schedule 20 (Order Specification)

183 This Schedule sets out the characteristics of the Deliverables that the
Supplier will be required to make to the Buyers under this Order Contract

Section 4 - Specification

Intreduction

An external UKR| Cyber Security Vulnerabiity Review (SVR), conducted in 2022,
highlighted the need for a formal review and update of the UKRI Information Security
Strategy, Governance and Policy framework and supporting documentation to modernise
UKRI approach and reduce crganisational risk.

The SVR highlighted the challange to the organisation in establishing and maintaining a
consistent and complete framework and this project addresses that challange.

Aims & Objectives

UKRI wish to create an updated UKRI Information Security Strategy document.

UKRI have an existing sel of Information Security Policles and Standards, subject to on-
going review, remediation and approval. However, the Cyber Security Vulnerabilty Review
proposad their review, update and where necessary the creation of new documents.

The outcome of this activity is to be a newly assured sat of UKR| Information Security
Paolicies and Standards that meet the needs of the organisation, for ongoing continuous
review and improvement.

These aims and objectives form the Stralegy and Govemance requiremeants for the
Strategy, Governance and Planning Review Project.

= Objectives

1.The development of a new UKRI Information Security Strategy document
a. To be based on the following existing documents:
+ UKRI Group IT Strategy.
» UKRI Security and Resilience Stralegy.
« UKRI Information Securty Strategy.
+ UK Government Cyber Security Strategy
b. Mew UKRI Information Security Strategy document review and approval cycle.

2 UKRI Information Security Policles and Standards updated or created.
c. Policies and Standards Review, Identify:
+ Existing UKRI Information Security Policies and Standards that meet the
organisaion’s neeads.
= Reguired updates to existing UKRI Information Security Polickes and
Standards.
= Missing (required) UKRI Information Security Policies and Standards.

d. Review and approval of a Polickes and Slandards Remediation Plan
e. UKRI information Security Policies and Standards Remediation:

+ _Updates to existing UKRI Information Security Policies and Standards.
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« Creation of missing (required) UKRI Information Security Policies and
Standards.

+ UKRI review and approval cycle per document updated / created

Background to the Requirement

UKRI are fully committed to mest the requirement for a formal review and update of the
UKRI Information Security Strategy, Policy and Standards framework and supporiing
documentation, as identified in the Cyber Security Vulnerability Review conducted in 2022,

To overcome resource constrainis, UKRI have decided to procure a service with the
specialist knowledge and experience to perform the following parts of the Strategy.
Governance and Planning Project

= development of an updated UKRI Information Security Strategy document, and
« the review and remediation of the UKR| Information Security Policies and
Standards.

The suppher will collaborate with UKRI through the govermnance and control of the
Sitrategy, Governance and Planning Project.
The Project will:

prowide a single point of contact for suppler collaboration,
identify key stakeholders,

facilitate the necessary workshops, and

manage intermal document review and socialisation.

- & & @

UKRI will provide a high-level plan and milestones as a basis for delivery of the aims and
objectives for this procurement.

Scope

1. Develop an updated UKRI Information Security Strategy document that draws on the
following (By 31/032024);

a. UKRI Group IT Strategy

b. UKRI Security and Resilience Strategy

¢. Existing UKRI Information Security Strategy

d. UK Government Cyber Security Strategy

2. UKRI Information Security Policies and Standards (By 31/03/2024)
e. Review the existing set of UKRI Information Security Policies and Standards.

The initial REVIEW LIST of Policies and Standards is as follows:
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Review Do ument Doc Daoe
In Se Do Status Comments
DOCID Name ope Type Format
Acceptable Use
D-01 InScope | Policy url published
Paolicy
D-02 LRAL Ants ) In Scope Policy pdf published
Malware Policy
D-03 LKA Cloud In 5c Podi f blished
Usage Policy . oy pd -
UKRI Disposal
D-04 | of IT Equipment | In Scope Palicy pdf published
Polcy
UKRI Disposal
D05 | of IT Equipment | In Scope | Standard pdf publinhed
Standard
UKRI
In consultation
Information . . ) .
D-0& . In Scope Policy pdf published with UKRI Business
Seourity -
) ) Continuity Team
Incident Policy
UKRI
D-07 winsmen In 5c Padl df blished
n Soo olic
Security Policy pe Y P -
Framework
UKRI Mobsle
D-08 | and Remote InScope | Policy pdf published
Working Policy
UKRI
Monitoring and . .
D-09 . In Scope Policy pdf publizhed
Interception
Policy
In consultation
UKRI Overseas e :
D-10 | IT Equipment In Scope Policy pdf published w rave
. el Risk Management
rave .
* Working Group
D-11 | VKRIOverseas | n Scope | Standard | pdf published
IT Equipment
DPS Ref: RM3TG4ii
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Travel
Standards
UKRI Travel to
China on FCDO engagement
D-12 In Scope | Standard paf published | required to agree
Official Business o r .::d
|
Standards g e
Penetration awaiting
D-13 In Scoy Policy pdf
Testing Policy - revIEW
Patching Policy
{to be Needs transforming
|.ndEr
D-14 | vulnerability In Scope Palicy pdf ) into vulnerability
management management Policy
policy)
Possibly expand
D-15 | Email Poli In 5 Poli iss5i tte ronie
mail Palicy n Scope icy miissing Com acations
Policy?
Do management
D-16 | M3&5 Policy In Scope Palicy missing need this specific
Policy?
Compliance ) o
D-17 ) In Scope Policy missing
Policy
Possibd nd
Third Party , o Y -
D-18 ) In Scope Policy missing the 1AM Policy to
Access Policy
include this?
Cryptography base on STFC
In Sco Polic mis
33 Policy ope ¥ e Hartree policy
Poss rt of a
D-20 flemovable InScope | Policy miiy data I:-:? Policy
L}
Media Palicy - -
instead
Forensics
D-21 | Readiness In Scope | Policy missing
Palicy
Protecti This could be
rotectin ik
D-22 - 8 In Scope | Standard missing ed by the
Sensitive ) )
Classification
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Infarmation guidance just come

Standards out
Bring this and the
one below into a

- Life Cycle
D-23 Appe “End of In Scope | Standard mussang Management

Life” Standards
Standard? Do we
then need a Policy

associated with it?

05 "End of Life”
D-24 nee In Scope | Standard missing
Standards

D-25 | Al Policy InScope | Policy Missing

f. Identify the existing the Policies and Standards that do not require any update
i.e. can be accepted as-is.

g. Identify the Policies and Standards that require updating and the required
content updates.

Identify the Policies and Standards that are missing and the required conient for the new
documents.

OUT OF SCOPE
1. The format and structure of UKRI Information Security documentation is out of
scope for change. The supplier will be required to develop the required remediation
aligned to the given UKR] documentation templates.

2. Only those Policy and Standards documenits identified above as being In Scope are
to be included in the Policies and Standards review and update.

3. The existing UKRI Information Security Operating Model, Roles and Responsibilities
and UKRI organisational structure are out of scope.

4, UKRI constituent council (local) Policies and Standards are out of scope.

Requirement
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MoSCo
Requirement Ui
Priority
Updated  |The supplier must perform a discovery and analysis to
Information |identify the requiremants for an updated UKRI Information
Re Security Security Strategy document that draws on the following: Must
1, Strategy 5
M hocument—| = UKRI Group IT Strategy Have
discovery + UKR| Security and Resllience Strategy
and analysis « UKRI Informaftion Security Strategy
+ UK Government Cyber Security Strategy
Updated
Infiormnaticn
Req |Security The supplier must deveiop an updated UKRI Information Must
_;zq Stenlogy Security Strategy document based on their discovery and Have
Document — S
development
1. The suppler must enter a review cycle with identified key
stakeholders for the informal approval of the overarching
UKRI Information Security Strategy document.
?. The suppber must agres with UKRI:
a. the minimum number of review cycies,
Updated b. the maximum period for UKRI to retum review
Information comments fo the supplier,
Reg Security €. the maodmwm period for the supplier 1o relurn an Must
Strategy updated document with review commenis applied,
. d. amaximum review cycle period o cover all review Have
review and iterations.
approval
The review and approval Nlow for the UKRI Information
Security Strategy document is as follows:
DPFS Ref: RM3T64iii
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-ﬂﬂ' . N
Updated Information Ssoursty Sirategy " -cccccsmssssty
IDriavery and Analysls
S
Lservlce Susshier] )
m Updaned imbormntion Seoarty Simwepy
T mw _.'
= &
e
[UERL]
E—! : EEUITW s
= BFPROVEL
ARLPE
N
The supplier must perform a gap analysis between the
existing set of UKRI Information Security Policles and
Policies and |Standards and a set that meets the needs of the
Req isation. The outcome of the gap analysis will identify; Must
o4 Standards — |O7gaN gap Have
98p analysis + the existing documents that do not require any
update i.e. can be accepted as-is,
+ the required updates to existing documents, and
+_the missing (required) documents
The supplier must provide a Policies and Standards Gap
Analysis Repaort to include:
Policies and « confirmation of the procurement scope with the
Req Standards - projected fimelines and costs, Must
05 Gap « confimmation of the existing UKRI Information Have
Analysis Security Policies and Standards that do not require
Repor update i.e. can be accepted as-is,
= aremediation plan for
o the required updates to existing documents,
and
o the missing (reguired ) documents.
The supplier must develop the required content for the UKRI|
Policies and |Information Security Policies and Standands, based on their
Req Must
06 Standards - |gap analysis, for; Have
development]
+ the required updates to existing documents, and
i +__the missing (required) documents
Policies and | The supplier must enter a review cycle with identified key
Req|Standards — | stakeholders for the informal approval of Policy or Must
AT [review and Standards documents either updaled or newly created. Have
approval |- The supplier must agree the following to be appliad
across the set of Policies and Standards:
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a. the minimum number of review cycles,
b. the maximum period for UKRI to retum review
comments 1o the supplier,
c. the maximum period for the supplier to return an
updated document with review commenis applied,
d. a maximum review cycle period o cover all review
iterations,
The review and approval flow for the UKRI Information
Security Policies and Standards is as follows:
[ —
= N O 5
== ==
Sec &
9
: '
1 JETEER Y )
tr e ) L
B
T D
L]
L
&
Stakehoider |The supplier must:
Req "”d""" icalion| . accept the list of key stakehoiders as defined by the | Must
08 n Strategy, Governance and Planning Project Have
Managemen| , pAgree a maximum period for both parties to either
t accept or propose a re-scheduled time for
stakeholder mestings.
The supplier must perform the required development and
LKRI remediation using.
R |Information Must
_:: Security « The existing UKRI Information Security Operating
|Model ¢ the existing UKRI Information Security Roles and
Responsibilities
+ the existing KR organisational structure
The supplier must limit the scope of their development and
R:: EKRI_:* remediation of Polices and Standards to UKRI-wide ::ﬂ
B documents. .
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[UKRI constituent council (local) Policies and Standards are
out of scope for this procurement.
R P'DE a'd:‘d The supplier must develop the required Policies and Must
_::I ; Standards remediation aligned to the UKRI Information Have
f Security documentation templates, to be supplied by UKRL
The supplier must:
UKRI « work in full collaboration with UKRI through the
R ; governance and control of the Strategy, Governance
eq |Project p Must
Ma and Planning Project
-12 |Managemen » engage with UKRI for the purposes of this Have
t procurement with a Single Point of Contact (SPOC),
the role to be accepted or nominated by the
Strategy, Governance and Planning Project
Manager
The supplier must deliver completed and work-in-progress
documents and reports (for the purposes of status review,
content review and approval) to an agreed collaboration
Req |Collaboratio [portal. Must
<13 |n Portal Have
UKRI will define and provide access for the supplier to the
Collaboration Portal.
The supplier must:
Status
Req Must
updates and = agree to regularly scheduled progress status calls
14 | monitoring with the Strategy, Govenance and Planning Project | Have
= pnovide regular status reports to an agreed format
and frequency
The supplier must:
raad Work « e able to work remotely from UKRI ofices iomeet | st
=13 |location these requirements, Have
= be available to visit UKRI offices at the request of
LKRI.
The supplier must provide evidence of the required security
Req | Security clearance for individuals performing document development |  Must
<16 |Clearance |and remediation. Have
___» Staff will require BPSS as a minimum
The supplier must have case studies as evidence of-
Reg c""‘f = previous development of strategic Information Must
-1T |Studies Security documents Have
+ previous gap analysis and development of
Information Security Policies and Standands.
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Order Schedule 22 — Secret Matters

Associated definitions:

In this Order Schedule 22, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 {Definitions):

dincludes specifications, plans, drawings, photographs
and books;

6 means any matter connected with or arising out of the
performance of this Order Contract which has been, or
may hereafter be, by a notice in writing given by the
Customer to the Supplier be designated top secret’,
'secret’, or "confidential’;

"Document™

"Secret Matter”

T where the Supplier is a body corporate shall include a
director of that body and any person cocupying in
relation to that body the position of director by
whatever name called.

"Servant”

1. Disclosure

1.1 The Supplier shall not, either before or after the completion or termination of
this Order Contract, do or pemmit to be done anything which it knows or
ought reascnably to know may result in information about a Secret Matter
being:

1.1.1without the prior consent in writing of the Buyer, disclosed to or
acquired by a person who is an alien or who is a British subject by
virtue only of a certificate of naturalization in which his name was
included;

1.1.2disclosed to or acguired by a person as respects whom the
Buyer has given to the Supplier a notice in writing which has not
been cancelled stating that the Buyer requires that Secret Matters
shall not be disclosed to that person;

1.1.3without the prior consent in writing of the Buyer, disclosed to or
acquired by any person who is not a Servant of the Supplier; or

1.1 4disclosed to or acquired by a person who is an employee of the
Supplier except in a case where it is necessary for the proper
performance of this Order Contract that such person shall have the
information.

2. Safeguarding

21 Without prejudice to the provisions of Paragraph 1, the Supplier shall, both
before and after the completion or termination of this Order Contract, take
all reasonable steps to ensure:

2.1.1no such person as is mentioned in Paragraph 1.1, 1.1.1 or 1.1.2,
thereof shall have access to any item or Document under the control

DPFS Ref: RM3T64iii
Model Version: v1.0
62

LK OFFICIAL



UK OFFICIAL

DPS Schedule & (Order Form Template and Order Schedules) Crown

Copyright 2020

of the Supplier containing information about a Secret Matter except
with the prior consent in writing of the Buyer;

2.1.2that no visitor to any premises in which there is any item to be
supplied under this Order Contract or where Goods are being
supplied shall see or discuss with the Supplier or any person
employed by him any Secret Matter unless the visitor is authorised in
writing by the Buyer so to do;

2.1.3that no photograph of any item to be supplied under this Order
Contract or any portions of the Goods shall be taken except insofar
as may be necessary for the proper performance of this Order
Contract or with the prior consent in writing of the Buyer, and that no
such photograph shall, without such consent, be published or
otherwise circulated;

2.1.4that all information about any Secret Matter and every
Document, model or other item which contains or may reveal any
such information is at all times strictly safeguarded, and that, except
insofar as may be necessary for the proper performance of this Order
Contract or with the prior consent in writing of the Buyer, no copies of
or exfracts from any such Document, model or item shall be made or
used and no designation of description which may reveal information
about the nature or contents of any such Document, model or item
shall be placed thereon; and

2.1 5that if the Buyer gives notice in writing to the Supplier at any time
requiring the delivery to the Customer of any such Document, model
or item as is mentioned in Paragraph 2.1.4, that Document, model or

item (including all copies of or extracts therefrom) shall forthwith be
delivered to the Buyer who shall be deemed to be the owner thereof

and accordingly entitled to retain the same.

3. Decision of the Buyer

31

The decision of the Buyer on the question whether the Supplier has taken or
is taking all reasonable steps as required by the foregoing provisions of this
Order Schedule 22 shall be final and conclusive.

4. Particulars of People

41

If and when directed by the Buyer, the Supplier shall furnish full particulars
of all people who are at any time concemed with any Secret Matter.

3. Official Secrets Act

5.1

If and when directed by the Buyer, the Supplier shall secure that any person
employed by it who is specified in the direction, or is one of a class of
people who may be so specified, shall sign a statement that he understands
that the Official Secrets Act, 1911 to 1989 and, where applicable, the
Atomic Energy Act 1846, apply to the person signing the statement both
during the carrying out and after expiry or termination of the Order Confract.
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&. Information concerning the Contract

6.1

If, at any time either before or after the expiry or termination of this Order
Contract, it comes to the notice of the Supplier that any person acting
without lawful authority is seeking or has sought to obtain information
concerning this Order Contract or anything done or to be done in pursuance
thereof, the matter shall be forthwith reported by the Supplier to the Buyer
and the report shall, in each case, be accompanied by a statement of the
facts, including, if possible, the name, address and occupation of that
person, and the Supplier shall be responsible for making all such
arrangements as it may consider appropriate to ensure that if any such
occurrence comes to the knowledge of any person employed by it, that
person shall forthwith report the matter to the Supplier with a statement of
the facts as aforesaid.

7. Duty to observe obligations

7.1

The Supplier shall place every person employved by it, other than a Sub
contractor, who in its opinion has or will have such knowledge of any Secret
Matter as to appreciate its significance, under a duty to the Supplier to
observe the same obligations in relation to that Secret Matter as are
imposed on the Supplier by Paragraphs 1 and 2 and shall, if directed by the
Buyer, place every person who is specified in the direction or is one of a
class of people so specified, under the like duty in relation to any Secret
Matter which may be specified in the direction, and shall at all times use its
best endeavours to ensure that every person upon whom obligations are
imposed by virtue of this Order Schedule 22 observes the said obligations,
and the Supplier shall give such instructions and information to every such
person as may be necessary for that purpose, and shall, immediately upon
becoming aware of any act or omission which is or would be a breach of the
said obligations, report the facts to the Supplier with all necessary
particulars.

8. Sub-Contract Obligations

B.1

The Supplier shall, if directed by the Buyer, include in the Sub-Contract
prowisions in such terms as the Buyer may consider appropriate for placing
the Sub-Contractor under obligations in relation to secrecy and security
corresponding to those placed on the Supplier by this Order Schedule 22,
but with such varations (if any) as the Buyer may consider necessary.
Further the Supplier shall:

8.1.1 give such notices, directions, requirements and decisions to its
Sub Confractors as may be necessary to bring the provisions relating
to secrecy and security which are included in Sub-Contracts under
thiz Order Schedule 22 into operation in such cases and to such
extent as the Buyer may direct;

£.1.2if there comes to its notice any breach by the Sub-Contractor of
the obligations of secrecy and security included in their Sub-
Contracts in pursuance of this Order Schedule 22, notify such breach
forthwith to the Customer; and
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£.1.3if and when so required by the Buyer, exercise its power to
determine the Sub-Contract under the provision in that Sub-Contract
which corresponds to Paragraph 11.

9. Information to the Buyer

9.1 The Supplier shall give the Buyer such information and particulars as the
Buyer may from time to time reguire for the purposes of satisfying the Buyer
that the obligations imposed by or under the foregoing provisions of this
Order Schedule 22 have been and are being observed and as to what the
Supplier has done or is doing or proposes to do to secure the observance of
those obligations and to prevent any breach thereof, and the Supplier shall
secure that a representative of the Buyer duly authorised in writing shall be
entitled at reasonable times to enter and inspect any premises in which
anything is being done or is to be done under this Order Contract or in
which there is or will be any item to be supplied under this Order Contract,
and alzo to inspect any Document or item in any such premises or which is
being made or used for the purposes of this Order Contract and that any
such representative shall be given all such information as he may require on
the occasion of, or arising out of, any such inspection.

10. Exclusion

10.1 Mothing in this Order Schedule 22 shall prevent any person from giving any
information or doing anything on any occasion when it is, by virtue of any
enactment, the duty of that person to give that information or do that thing.

11. Grounds for Termination

11.1  If the Buyer shall consider that any of the following events has occurred:

11.11 that the Supplier has committed a breach of, or failed to
comply with any of, the foregoing provisions of this Order Schedule
22 ar

11.1.2 that the Supplier has committed a breach of any
obligations in relation to secrecy or security imposed upon it by any
other contract with the Buyer, or with any department or person
acting on behalf of the Crown; or

11.1.3 that by reason of an act or omission on the part of the
Supplier, or of a person employed by the Supplier, which does not
constitute such a breach or failure as is mentioned in Paragraph
11.1.4 information about a Secret Matter has been or is likely to
be acquired by a person who, in the opinion of the Buyer, ought not
to have such information;

11.1.5 and shall also decide that the interests of the state require
the termination of this Order Contract, the Buyer may by notice in
writing terminate this Order Contract forthwith.

12. Buyer Decision to Terminate

12.1 A decision of the Buyer to terminate this Order Contract in accordance with
the provisions of Paragraph 11 shall be final and conclusive and it shall not
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be necessary for any notice of such termination to specify or refer in any
way to the event or considerations upon which the Buyer's decision is
based.

13. Supplier's notice

13.1 The Supplier may within five (3) Working Days of the termination of this
Order Contract in accordance with the provisions of Paragraph 11, give the
Buyer notice in writing requesting the Buyer to state whether the event upon
which the Buyer's decision to terminate was based is an event mentioned in
Paragraphs 11.1.1, 11.1.2 or 11.1.3 and to give particulars of that event;
and

13.2 the Buyer shall within ten (10) Working Days of the receipt of such a request
give notice in writing to the Supplier containing such a statement and
particulars as are required by the request.

14. Matters pursuant to termination

14.1 The termination of this Order Contract pursuant to Paragraph 11 shall be
without prejudice to any rights of either Party which shall have accrued
before the date of such termination;

14.2 The Supplier shall be entitled to be paid for any work or thing done under
this Order Contract and accepted but not paid for by the Buyer at the date of
such termination either at the price which would have been payable under
this Order Contract if the Order Contract had not been terminated, or at a
reasonable price;

14.2 The Buyer may take over any work or thing done or made under this Order
Contract (whether completed or not) and not accepted at the date of such
termination which the Buyer may by notice in writing to the Supplier given
within thirty (30) Working Days from the time when the provisions of this
Order Schedule 22 shall have effect, elect to take over, and the Supplier
shall be entitled to be paid for any work or thing so taken over a price which,
having regard to the stage which that work or thing has reached and its
condition at the time it is taken over, is reasonable. The Supplier shall in
accordance with directions given by the Buyer, deliver any work or thing
taken over under this Paragraph 14.3, and take all such other steps as may
be reasonably necessary to enable the Buyer to have the full benefit of any
work or thing taken over under this Paragraph 14.3 ; and

144 Save as aforesaid, the Supplier shall not be entitled to any payment from
the Buyer after the termination of this Order Contract.

15. Rights & Obligations after Termination

15.1 If, after notice of termination of this Order Contract pursuant to the
provisions of Paragraph 11:

15.1.1 the Buyer shall not within ten (10) Working Days of the
receipt of a request from the Supplier, fumish such a statement and
particulars as are detailed in Paragraph 13.1; or
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15.2

15.3

15.4

15.5

15.6

15.1.2 the Buyer shall state in the statement and particulars
detailed in Paragraph 13.2 that the event upon which the Buyer's
decision to terminate this Order Contract was based is an event
mentioned in Paragraph.11.1.3,

15.1.2 the respective rights and obligations of the Supplier and the
Buyer shall be terminated in accordance with the following
provisions:

the Buyer shall take owver from the Supplier at a fair and reasonable price all
unused and undamaged materials, bought-out parts and components and
articles in course of manufacture in the possession of the Supplier upon the
termination of this Order Contract under the provisions of Paragraph 11 and
property provided by or supplied to the Supplier for the performance of this
Order Contract, except such materials, bought-out parts and components
and articles in course of manufacture as the Supplier shall, with the
concurrence of the Buyer, elect to retain;

the Supplier shall prepare and deliver to the Buyer within an agreed period
or in default of agreement within such period as the Buyer may specify, a
list of all such unused and undamaged materials, bought-out parts and
components and articles in course of manufacture liable to be taken over by
or previously belonging to the Buyer and shall deliver such materials and
items in accordance with the directions of the Buyer whio shall pay to the
Supplier fair and reasonable handling and delivery charges incurred in
complying with such directions;

the Buyer shall indemnify the Supplier against any commitments, liabilities
or expenditure which are reasonably and properly chargeable by the
Supplier in connection with this Order Contract to the extent to which the
said commitments, liabilities or expenditure would otherwise represent an
unavoidable loss by the Supplier by reason of the termination of this Order
Contract;

if hardship to the Supplier should arise from the operation of this Paragraph
15 it shall be open to the Supplier to refer the circumstances to the Buyer
who, on being satisfied that such hardship exists shall make such
allowance, if any, as in its opinion is reasonable and the decision of the
Buyer on any matter arsing out of this Paragraph 15.5 shall be final and
conclusive; and

subject to the operation of Paragraphs15.2, 15.3, 15.4, and 15.5 termination
of this Order Contract shall be without prejudice to any rights of either party
that may have accrued before the date of such termination.
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