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DPS Schedule 6 (Order Form Template and Order
Schedules)

Order Form

ORDER REFEREMNCE: DDaT23406 (UKSA23_0014)

THE BUYER: UK Space Agency

BUYER ADDRESS Polaris House, Swindon, SN2 152

THE SUPPLIER: Spaceflux Ltd

SUPPLIER ADDRESS: 71-75 Shelton Street, London, WC2H 9JQ
REGISTRATION NUMBER: 14023744

DUNS NUMBER: 228823567

DPS SUPPLIER REGISTRATION SERVICE ID: 1329396

APPLICABLE DPS CONTRACT:

This Order Form is for the provision of the Deliverables and dated 31* October 2023
date of issue. It is issued under the DPS Contract with the reference number
RME235 for the provision of Space-Enabled Transformation and Technology.

DPS FILTER CATEGORIES:
+» (Geospatial & Remote Sensing
o Data Acquisition & Capture

o Software and Solutions
o Data and Services

ORDER INCORPORATED TERMS:

The following documents are incorporated into this Order Contract. Where numbers
are missing, we are not using those schedules. If the documents conflict, the
following order of precedence applies:

1. This Order Form including the Order Special Terms and Order Special
Schedules.

2. Joint Schedule 1 (Definitions and Interpretation) RME&235

3. DPS Special Terms

4. The following Schedules in equal order of precedence:
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= Joint Schedules for RME235
o Joint Schedule 2 (Variation Form)
Joint Schedule 3 (Insurance Requirements)
Joint Schedule 4 (Commercially Sensitive Information)
Joint Schedule 6 (Key Subcontractors)
Joint Schedule T (Financial Difficulties)
Joint Schedule B (Guarantes)
Joint Schedule 10 (Rectification Plan)
Joint Schedule 11 (Processing Data)
Joint Schedule 12 (Supply Chain Visibility)

ODDo oD DODOOD

s  Order Schedules for UKSAC23 0014

o Order Schedule 1 (Transparency Reports)
Order Schedube 5 (Pricing Details)
Ordar Schedule & (ICT Services)
Order Schedule 7 (Key Supplier Staff)
Order Schedule 9 {Security)
Order Schedule 11 (Installation Works)
Order Schedube 17 {MOD Terms)
Order Schedube 20 {Order Specification)

o DD DO D

5. CCS Core Terms (DPS version) v1.0.3

Joint Schedube 5 (Corporate Social Responsibility) RMB235

7. Order Schedule 4 (Order Tender) as long as any pans of the Order Tender
that offer a better commercial position for the Buyer (as decided by the Buyer)
take precedence over the documents above.

o

Mo other Supplier terms are part of the Order Contract. That includes any terms
written on the back of, added to this Order Form, or presented at the time of delivery.

ORDER SPECIAL TERMS:

Please see Order Schedule 17 (MOD Termms) for details.
ORDER START DATE: 14 Movember 2023
ORDER EXPIRY DATE: 315t March 2028
ORDER INITIAL PERIOD: 31% March 2025
DELIVERABLES:

Please see Order Schedule 20 (Order Specification) for details.
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MAXIMUM LIABILITY:
The limitation of liability for this Order Contract is stated in Clause 11.2 of the Core
Terms. The Estimated Year 1 Charges used to caleulate liability In the first Contract
Year iz £350,000.00.

ORDER CHARGES:

Please see Ordar Schedule 5 (Pricing Details) for details of the Charges and the
agreed Payment Plan. All changes to the Charges must use procedures that are
equivalent to those in Paragraphs 4. 5 and 6 (if used) in DPS Schedule 3 (DPS
Pricing).

REIMEURSABLE EXPENSES:
Mone

PAYMENT METHOD:
BACS transfer and to Supplier's bank details

BUYER'S INVOICE ADDRESS:

finance@uksbs co uk and sstfmukspaceagency. qov Uk

BUYER'S AUTHORISED REPRESENTATIVE:

BU"I"ER S ENVIRONMENTAL POLICY:

DE 5'\1 E DS
Ervdranimissal Polic

BUYER'S SECURITY POLICY
Security requirements are covered by Order Schedule 9 {Security) and Order
Schedule 17 (MOD Terms)

SUPPLIER'S AUTHORISED REPRESENTATIVE:

SUPPLIER'S CONTRACT MANAGER:

F'TIZI|EC‘1 Varsion: v1.0
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PROGRESS REPORT FREQUEMNCY:
Ag stated in Order Schedule 20 {Order Specification)

PROGRESS MEETING FREQUENCY":
Ag stated in Order Schedule 20 (Order Specification)

KEY SUPPLIER STAFF:

KEY SUBCONTRACTOR|S):
MNona

E-AUCTIONS:
Not Applicable

COMMERCIALLY SENSITIVE INFORMATIOMN:
Supplier bid response and detailed pricing

SERVICE CREDITS:
Not Applicable

ADDITIONAL INSURANCES:
Mot applicable

GUARAMTEE:
Mot applicable

SOCIAL VALUE COMMITMENT:

The Supplier agrees, in providing the Deliverables and performing its obligations under
the Order Contract, that it will comply with the social value commitments in Order
Schedule 4 (Order Tender)

DPFS Ref: RMEZ35
Project Verskon: v1.0 'l
Moded Verslon: vi.3



DPS Schedule & (Order Form Template and Order Schedules) Crown
Copyright 2018
OFFICIAL SENSITIVE

For and on behalf of the Supplier: For and on behalf of the Buyer:

DPS Fef: RME235
Project Versson: v1.0 ]
Mided Version: v1.3



o At
Department for | Department for

Energy Security | Science, Innovation
& Net Zero & Technology

DESNZ & DSIT: Environmental Policy

DESMZ and DSIT are UK govemment departments respactively leading on anergy
security & net zero and science, innovation & technology. We are committed to
protecting the environment and preventing pollution. We undertake all our activities
in a responsible manner, using best practice, to reduce the environmental impacts of
our operations and to enhance and improve environmental performance and the
Environmental Management System. DESNZ and DSIT are committed to fulfilling all
envirenmental compliance obligations as a minimum and will strive to continually
improve the environmental performance of our buildings, operations and supply
chains.

DESMZ & DSIT will:

+ Proactively reduce our carbon footprint by implementing energy saving
practices and technologies, to be more energy efficient;

+ Mitigate the impacts of business travel through relevant policies and
procadures,

« Preserve and enhance biodiversity on our sites where we have opportunities
and scope to do 50,

+ Proactively use innovation and technology to ensure efficient use of water;

« Embed the Waste Hierarchy into all waste procedures while also managing
waste according to our duty of care;

+ Understand and assess climate change adaptation risks for our key sites, to
ensure business continuity and resilience;

+ Consider sustainability in all procurement decisions, focusing on
decarbonisation, sustainable resource use and climate change adaptation;

= Minimise the consumption of natural resources and reducing envircnmental
impacts through our supply chains;

+ Manage fuels and hazardous substances appropriately 1o minimise
envirenmental risks;

+ Regularly review performance of environmental objectives and targets;

+ Reqularly report on progress to the senior responsible officer,

« Communicate this policy to our staff, to everyone working for or on behalf of
DESMZ and DSIT and interested parties to ensure they understand the
environmental impacts of their job and how to minimise these.

DESMZ and DSIT shall monitor and review effectiveness of this policy through 150
14001:2015 Environmental Managemeant System and in conjunction with the IS0
S0001:2018 Energy Management Systam.

Endorsed and signed by:






Jolnt Schedule 1 (Definitions)
Crown Copyright 2019

Joint Schedule 1 (Definitions)

1.1In each Contract, unless the context otherwize requires, capitalised expressions
shall have the meanings set out in this Joint Schedule 1 (Definitions) or the
relevant Schedule in which that capitalized expression appears.

1.2If a capitalised expression does not have an interpretation in this Schedule or
any other Schedule, it shall, in the first instance, be interpreted in accordance
with the: comman interpretation within the relevant market sectorfindustry where
appropriate. Otherwise, it shall be interpreted in accordance with the dicticnary
meankng.

1.3In each Conftract, unless the context otherwise requires:

1.3.1
132
133

134

135

136

137

138

1.39

the singular includes the plural and vice versa;
reference 1o a gender includes the other gender and the neuter;

references to a person include an individual, company, body corporate,
corporation, unincorporated association, firm, partnership or other legal
entity or Central Government Body:

a reference to any Law includes a reference to that Law as amended,
extended. consolidated or re-enacted from time to time;

the words “including”, "other”. “in particular®. “for example” and similar
words shall not limit the generality of the preceding words and shall be
construed as if they were immediately followed by the words “without
limitation™,

references to “writing™ include typing, printing, lithography, photography,
display on a screen, electronic and facsimile transmission and other
modes of representing or reproducing words in a visible form, and
expressions refering to writing shall be construed accordingly;

references 0 “representations” shall be construed as references to
present facts, to "warrantles” as references to present and future facts
and to "undertakings” as references to obligations under the Contract;

references to “Clauges™ and “Schedules™ are, unless otherwise
provided, references to the clauses and schedules of the Core Terms and
references in any Schedule to parts, paragraphs, annexes and tables are,
unless otherwise provided, references to the parts, paragraphs, annexes
and tables of the Schedule in which these references appear;

references to “Paragraphs® are, unless otherwise provided, references
to the paragraph of the appropriate Schedules unless otherwise provided;

1.3 10 references to a series of Clauses or Paragraphs shall be inclusive of the

clause numbers specified,

1.3.11 the headings in each Contract are for ease of reference only and shall not

DPS Ret. RM

affect the interpretation or construction of a Contract;
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1.3.12In entering into a Contract the Relevant Authority is acting as part of the
Crown; and

1.3.13 any reference in a Contract which immediately before Exit Day was a
reference 1o (as it has effect from time to time):

(a)

()

any EU regulation, EU decision. EU tertiary legisiation or
provision of the EEA agreement ("EU References”) which is
to form part of domestic law by application of section 3 of the
Eurapean Union (Withdrawal) Act 2018 shall be read on and
after Exit Day as a reference to the EU References as they
form part of domestic law by virtue of section 3 of the
Eurcpean Union (Withdrawal) Act 2018 as modified by
domestic law from time to time; and

any EU institution or EUl authority or other such EU body
shall be read on and after Exit Day as a reference to the UK
institution, authority or body o which its functions were
transfemed.

1.4|neach Contract, unless the context otherwise requires, the following words shall

have the following meanings:

I"Achiewva™ in respect of a Test, to successfully pass such Test without any Test
Issues and in respect of a Milestone, the issue of a Satisfaction
Certificate in respect of that Milestone and "Achieved™, "Achleving”
and "Achlevement” shall be construed accordingly;

I"Additional insurance requirements relating to an Order Contract specified in the

naurancas"” Order Form  additional to those outlined in Joint Schedule 3
(Insurance Requirements);

"Admin Fea" means the costs incurred by CCS in dealing with Ml Failures
calculated in accordance with the tarff of administration charges
published by the CCS on: hitpu/CCS cabinetoffice gov uki-am-
supplierimanagement-information/admin-fees,

I"Affected Party” the Party seeking to claim relief in respect of a Force Majeure Event;

I"Affiliates" in relation to a body corporate, any other entity which directly or
indirectty Controls, s Controlled by, or is under direct or indirect
common Control of that body corporate from tirme 1o trme;

*Annax" exira informaticn which supports a Schedule;

I"Approval™ the prior written consent of the Buyer and "Approve” and "Approved”
shall be construed accordingly,

“Audit™ the Relevant Authority's right to:

a) verify the accuracy of the Charges and any other amounts
payable by a Buyer under an Order Contract (including proposed
of actual variations to them in accordance with the Contract);

DPS Ret: RM
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b) werify the costs of the Supplier (including the costs of all
Subcontractors and any third party suppliers) in connection with
the provision of the Services;

c) werfy the Open Book Data;

d} werify the Suppliers and each Subcontractor's compliance with
the Contract and applicable Law,

a) identify or investigate actual or suspected breach of Clauses 27
to 33 and/or Joint Schedube 5 {Corporate Social Responsibility),
impropriety or accounting mistakes or any breach or threatened
breach of security and in these circumstances the Relevant
Authority =hall have no obligation o inform the Supplier of the
purpose or cbjective of its iInvestigations;

f) identify or investigate any circumstances which may impact upon
the financial stability of the Supplier, any Guarantor, andior any
Subcontractors or their ability to provide the Deliverables;

g} obtain such information as is necessary to fulfil the Relevant
Authority's obligations to supply information for parliamentary,
ministerial, judicial or administrative purposes including the
supply of information to the Comptroller and Auditor General,

hj review any books of account and the intemal contract
management accounts kept by the Supplier in connection with
each Confract;

i) camy out the Relevant Authority’s internal and statutory audits
and 1o prepare, examine andfor cernify the Relevant Authority's
annual and interim reports and accounts:

jl enable the Mational Audit Office to carry out an examination
pursuant to Section 6(1) of the National Audit Act 1983 of the
economy, efficiency and effectiveness with which the Relevant
Authority has used its resources; or

k) werify the accuracy and completeness of any Management
Infarmation delivered or required by the DPS Contract;

fFAuditor™

a) the Relevant Authority’s internal and external auditors;
b} the Relevant Authority's statutory or regulatory auditors:

c) the Comptroller and Auditor General, their staff andfor any
appointed representatives of the National Audit Office;

dj HM Treasury or the Cabinet Office;

a) any party formally appointed by the Relevant Authority to camy
out audit or similar review functions; and

f) succes=ors or assigns of any of the abowe;

FAuthority”

CCS and each Buyar,

"Authority Cause®

any breach of the obligations of the Relevant Authority or any other
default. act, omission, negligence or statement of the Relevant

DPS5 Ref: RM
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Authority, of its employees, servants, agents in connection with or in
relation to the sublect-matter of the Contract and in respect of which
the Relevant Authority is liable to the Supplier;

Buyer Premizsas”

"BACS" the Bankers' Automated Clearing Services, which is a schemse for the
electronic processing of financial transactions within the United
Kingdom;

[Beneficiary™ a Party having {or daiming to have) the benefit of an indeminity under
this Contract;

I"Buyer” the relevant public sector purchaser identified as such in the Order
Form;

"Buyer Assats” the Buyers infrastruciure, data, software, materials, assets,
equipment or other property owned by andlor licensed or leased to
the Buyer and which is or may be used in connection with the
provision of the Deliverables which remain the property of the Buyer
throughout the term of the Contract;

"Buyer Authorisad | the representative appointed by the Buyer from time to time in relation

presantative” to the Crder Contract initially identified in the Order Form;

premises owned, controlled or cccupied by the Buyer which are made
available for use by the Supplier or its Subcontractors for the
provision of the Deliverables (or any of them);

"CCs"

the Minister for the Cabinet Office as represented by Crown
Commercial Sernvice, which iz an executive agency and operates as
a trading fund of the Cabinet Office, whose offices are located at Sth
Floor, The Capital, Old Hall Street, Liverpool L3 SPP;

"CCS Authorized

the representative appointed by CCS from time to time in relation to

presentative” the DPS Contract initially identified in the DPS Appointment Form and
subsequently on the Platform;

*Central a body listed in one of the following sub-categories of the Central

ovarnmant Government classification of the Public Sector Classification Guide,

ady™ as publizhed and amended from time to time by the Office for National

Statistics:
a) Government Depariment;

b) Non-Departmental Public Body or Assembly Sponsored Public
Body (advisory, executive, or tribunal);

¢} Mon-Ministerial Departrment, of
d) Executive Agency;

"Change in Law™

any change in Law which Impacts on the supply of the Deliverables
and performance of the Contract which comes into force after the
Start Date;

E'l::harlg;n of a change of control within the meaning of Section 450 of the

Control” Corporation Tax Act 2010,

"Charges" the prices (exclusive of any applicabla WAT), payable to the Supplier
by the Buyer under the Order Contract, as set out in the Order Form,

DPS Ref: RM
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for the full and proper performance by the Supplier of its obligations
under the Order Confract less any Deductions;

"Claim™

anmy claim which it appears that a Beneficiary s, or may become,
entitied to indemnification under this Contract;

I"Commercially

the Confidential Information listed in the DPS Appointment Form or

Beansitive Order Form (if any) comprising of commercially sensitive information

Information™ relating to the Supplier. its IPR or its business or which the Supplier
has indicated to the Authaority that, if disclosed by the Authority, would
cause the Supplier significant commercial disadvantage or material
financial loss;

"Comparable the supply of Deliverables to another Buyer of the Supplier that are

upply™ the same or similar to the Deliverables;

"Compliance the person(s) appointed by the Supplier who is responsible for

Dfficer” ensuring that the Supplier complies with its legal obligations;

“Confidential means any information, however it is conveyed, that relates to the

Information™ business, affairs, developments, frade secrets, Know-How, personnel

and suppliers of CCS, the Buyer or the Supplier, including IPRs,
together with information derived from the abowe, and any other
information clearly designated as being confidential (whether or ot it
iz marked as “"confldential®) or which ought reasonably to be
considerad to be confidential;

['curlﬂlr.t of
nterast™

a conflict between the financial or personal duties of the Supplier or
the Supplier Staff and the duties owed to CCS or any Buyer under a
Caontract, in the reasonable opinion of the Buyer or CCS;

"Contract”

either the DPS Contract or the Order Confract, as the context
requires;

['Contract Perlod”

the term of either a DPS Contract or Order Contract on and from the
earlier of the:

a) applicable Start Date; or
b} the Effective Date
up to and including the applicable End Date;

FContract Value™

the higher of the aclual or expected total Charges paid or payable
under a Contract where all obligations are met by the Supplier;

"Contract Year” a consecutive pericd of twelve (12) Months commencing on the Start
Date or each anniversary thereof;

I"Control™ canftrol i either of the senses defined in sections 450 and 1124 of the
Corporation Tax Act 2010 and "Controlled” shall be construed
accordingly;

“Controller” has the meaning given to it in the UK GDPR;

“Cora Terms" CCS' terms and conditions for common goods and services which

govern how Suppliers must interact with CC5 and Buyers under
DPS Contracts and Order Contracts;
DPFS Ref: RM
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fCosts™

the following costs (without double recovery) to the extent that they
are reasonably and properly incurred by the Supplier in providing the
Deliverables:

&) the cost to the Supplier or the Key Subcontractor (as the context
requires), calculated per Work Day, of engaging the Supplier
Staff, including:

i} base salary paid to the Supplier Staff,

i} employer's National Insurance contributions:

i) pension contributions:

iv) car allowances,

v} any other contractual employment benefits;

wi) staff raining;

vil) work place accommodation;

vilijwork place IT equipment and tools reasonably necessary o
provide the Deliverables (but not including items included
within limb (b) below); and

ix) reasonable recruitment costs, as agreed with the Buyer;

f} costs incurred in respect of Supplier Assets which would be
Ireated as capital costs according to generally accepted
accounting principles within the UK, which shall include the cost
1o be charged in respect of Supplier Assets by the Supplier to the
Buyer or (to the extent that risk and titke In any Supplier Asset is
not held by the Supplier) any cost actually incurred by the
Supplier in respact of those Supplier Assels;

g} operational costs which are not included within (a) or (b) above,
to the extent that such costs are necessary and properly incurred
by the Supplier in the provizion of the Deliverables; and

h) Reimbursable Expenses 1o the extent these have been specified
as allowable in the Order Form and are incurred in delivering any
Deliverables;

but excluding:
i} ©Overhead,
j)  financing or similar costs,

k) maintenance and support costs o the extent that these relate to
maintenance and/or support Deliverables provided beyond the
Order Contract Period whether in refation to Supplier Assets or
otherwise;

I}  taxation;

m) fines and penalties;

nj amounts payable under Order Schedule 16 (Benchmarking)
where such Schedule is used. and

DPS Ref: RM
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o) non-cash  items  (including depreciation, amortisation,

impaiments and movements in provisions);

FCRTPA™ the Contract Rights of Third Parties Act 1999,
‘Data Protection an assessmenl by the Controller of the Impact of the envisaged
pact Processing on the protection of Personal Data;
essment”
Data Protection (i} the LUK GDPR as amended from time to time; (i) the DPA 2018 o
eglslation” the extent that it relates to Processing of Personal Data and privacy,

(iii) all applicable Law about the Processing of Personal Data and
privacy;

lability Cap"

the amount specified in the DPS Appointment Form;

Enm Protection

"Data Protection
Dfficer”

has the meaning given to it in the UK GDPR;

"Data Subject™ has the meaning given 1o itin the UK GDPR:
"Data Subject a reqguest made by, or on behalf of, a Data Subject in accordance with
oss Request™ | rights granted pursuant o the Data Protection Legislation to access
their Personal Data;

Deductions” all Service Credits, Delay Payments (if applicable). or any other
deduction which the Buver is paid or is payable to the Buyer under an
Order Contract;

"Default™ any breach of the cbligations of the Supplier (including abandonment
of a Contract in breach of its terms) or any other default {including
material default), act, omission, negligence or statement of the
Supplier, of its Subcontractors or any Supplier Staff howsoever
arising In connection with or in relation to the subject-matter of a
Contract and in respect of which the Supplier is liable to the Relevant
Autharity;

"Default has the meaning given to it in Paragraph 8.1.1 of DPS Schedule 5

anagemeant {Management Levy and Information);

Lavy"

"Delay Payments”

the amounts {if any) payable by the Supplier to the Buyer in respect
of a delay in respect of a Milestone as specified in the Implementation
Plan;

"Deliverables"

Goods andlor Services that may be ordered under the Contract
including the Documentation;

"Delivary™

delivery of the relevant Deliverable or Milestone in accordance with
the terms of an Order Contract as confirmed and accepted by the
Buyer by either (a) confirmation in writing to the Supplier; or (b) where
Order Schedule 13 (Implementation Plan and Testing) is used issue
by the Buyer of a Satisfaction Cerificate. "Daliver” and "Deliverad”
shall be construed accordingly,

DPS Ref: RM
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FDisclosing Party™

the Party directly or indirectly providing Confidential information to the
other Party in accordance with Clause 15 (What you must keep
confidential),

I"Dispute”

any claim, dispute or difference (whether confractual or non-
confractual) arising out of or in connection with the Confract or in
connection with the negotiation, exstence, legal wvalidity,
enforceability or termination of the Contract, whether the alleged
liability zhall ariee under English law or under the law of some other
country and regardiess of whether a particular cause of action may
successfully be brought in the English courts;

Dizpute
solution
rocadura"

the dispute resolution procedure et out in Clause 34 (Resolving
disputes);

"Documentation™

descriptions of the Services and Service Levels, technical
specifications, user manuals, training manuals, operating manuals,
process definitons and procedures, system  environment
descriptions and all such other documentation (whether in hardoopy
or electronic form) is required to be supplied by the Supplier to the
Buyer under a Contract as:

p) would reasonably be required by a competent third party capable
of Good Industry Practice contracted by the Buyer to develop,
configure, bulld, deploy, run, maintain, upgrade and test the
individual systems that provide the Deliverables

q) is reguired by the Supplier in ofder to provide the Deliverables:
andlor

r) has been or shall be generated for the purpose of providing the
Deliverables:

‘DOTAS"

the Disclosure of Tax Avoldance Schemes rules which regquire a
promater of Tax schemes to tell HWRC of any specified notifiable
amangemeants or proposals and to provide prescribed information
on those amangements or proposals within set time limits as
contained im Part 7 of the Finance Act 2004 and in secondary
legislation made under vires contained in Part 7 of the Finance Act
2004 and asz extended to Mational Insurance Contributions:;

‘DPA 2018"

the Data Protection Act 2018;

‘DPS"

the dynamic purchasing system operated by CCS in accordance
with Regulation 34 that this DPS Contract governs access to;

FDPS Application”

the application submitted by the Supplier to CCS and annexed to or
referred to in DPS Schedule 2 (DPS Application);

"DPS Appolntmeant
arm”

the document outlining the DPS Incorporated Terms and crucial
information required for the DPS Contract, to be executed by the
Supplier and CCS and subsequently hald on the Platform;

DPS Contract"

the dynamic purchasing system access agreement established
between CCS and the Supplier in accordance with Regulation 34

DPS Ref: RM
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by the DPS Appointrment Form for the provision of the Deliverables
to Buyers by the Supplier pursuant to the notice published on the
Find a Tender Service;

"DPS Contract

the period from the DPS Start Date until the End Date of the DPS
Cantract;

Enrlnd'
DPS Expiry Date™

the date of the end of the DPS Contract as stated in the DPS
Appointment Form;

I"'DPS Incorporated

Terms

the contractual terms applicable to the DPS Conftract specified in
the DPS Appointment Form;

stenslon Perlod™

"DPS Initial the initial term of the DPS Contract as specified in the DPS
Pariod™ Appointrment Form;
"DPS Optional such period or periods beyond which the DPS Initial Period may be

extended as specified In the DPS Appointment Form;

DPS Pricing”

the maximum price{s ) applicable to the provision of the Deliverables
set out in DPS Schedule 3 (DPS Pricing):

I'oPs the registration process a Supplier undertakes when submitting its
F.agimratlnn' details onto the Platform;
DPS 50 the Supplier's selection gquestionnaire response;
ubmission™
DPS Special amy addittonal terms and conditions specified in the DPS
Terms" Appointment Farm incorporated into the DPS Contract;
*DPS Start Date™ the date of start of the DPS Contract as stated in the DPS
Appointrent Form;
I"Due Dlligence any information supplied to the Supplier by or on behalf of the
Information™ Authority prior to the Start Date;
‘Effective Data" the date on which the final Party has signed the Contract:
FEIR™ the Environmental Information Regulations 2004;
‘Elactronic an invoice which has been Issued, transmitted and received in a
Involca" structured electronic format which allows for its automatic and
electronic processing and which complies with (a) the European
standard and (b} any of the syntaxes published in Commission
Implementing Decision (EU) 201 THET0;
"Employment the Tranzsfer of Undertakings (Protection of Employment) Requlations
gulations™ 2006 (51 2006/246) as amended or replaced or any other Regulations
implementing the European Council Directive TTMBT/EEC:
I"End Date" the earlier of:
5) the Expiry Date (as extended by any Extension Period exercised
by the Relevant Authority under Clause 10.1.2); or
t) if a Contract is terminated before the date specified in (a) above,
the date of termination of the Contract;
DPS Rel: RM
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"Environmental
olicy”

to conserve enardgy, water, wood, paper and other resources, reduce
waste and phase out the use of ozone depleting substances and
minimise the release of greenhouse gases, wolatie organic
compounds and other substances damaging to health and the
environment, including any written environmental policy of the Buyer;

Elnd'

FEquality and the UK Government body named as such as may be renamed or

Human Rights replaced by an aquivalent body from time o time,

Commission™

‘Estimated Year 1 the anticipated total charges payable by the Supplier in the first

Contract Charges” | Coniract Year specified in the Order Form;

‘Estimated Yearly means for the purposes of calculating each Party's annual liability

Charges" under clause 11.2 :
i} In the first Contract Year, the Estimated Year 1 Contract Charges;
or
ii) In any subsequent Contract Years, the Charges paid or payable
in the previous Confract Year, or
iii) after the end of the Contract, the Charges paid or payable in the
last Contract Year during the Contract Period;

"Existing IPR™ any and all IPR that are owned by or licensed o aither Party and
which are or have been developed independently of the Contract
(whether prior to the Stant Date or otherwisa);

“Exit Day" shall have the meaning in the European Union (Withdrawal) Act
2018;

"Expliry Data™ the DPS Expiry Date or the Order Expiry Date (as the context
dictates):

"Extansion the DPS Optional Extension Period or the Order Optional Extension

Perod as the context diclates:;

“Filter Categories®

the number of categories DPS Schedule 1

(Specification), if applicable;

specified in

['FOIA"

the Freedom of Information Act 2000 and any subordinate
legislation made under that Act from time to time together with any
guidance andlor codes of practice issued by the Information
Commissioner or relevant Government department in relation to
such legislation;

Force Majeure
vent"

any event outside the reasonable control of either Party affecting its
performance of its obligations under the Conftract arising from acts,
evenis, omissions, happenings or non-happenings beyond its
reasonable control and which are not attributable to amy wilful act,
neglect or failure to take reasonable preventative action by that Party,
including:

a) riots, civil commation, war or amed conflict;
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b) acts of terrorism;
c) acts of government, local government or regulatory bodies;
d) fire, flood, storm or earthquake or other natural disaster,

but excluding any industrial dispute relating to the Supplier, the
Supplier Staff or amy other failure in the Supplier or the
Subcontractor's supply chain;

"Force Majeurs
Motica™

a written notice served by the Affected Party on the other Party
etating that the Affected Party believes that there is a Force Majeure
Ewvent;

L’Gbnnarat Anti-
uge Rule™

&) the leqgislation in Part 5 of the Finance Act 2013; and

f} any future legisiation introduced into pardiament to counteract Tax
advantages arising from abusive arrangements to aveid MNational
Insurance contributions;

['General Change
n Law™

a Change in Law where the change ks of a general legislative nature
(including Tax or duties of any sort affecting the Supplier) or which
affects or relates to a Comparable Supply;

"Goods™

goods made available by the Supplier as specified in DPS Schedule
1 {Specification) and in relation to an Order Conftract as specified in
the Order Form |

"Good Industry
Practice™

standards, practices, methods and procedures conforming to the
Law and the exercise of the degree of skill and care, diligence,
prudence and foresight which would reasonably and ordinarily be
expected from a skilled and experienced person or body engaged
within the relevant industry or business sector

I"Government”

the government of the United Kingdom (including the Mortherm
Ireland Assembly and Executive Committes, the Scottish
Government and the National Assembly for Wales), including
government ministers and government departments and other
bodies, persons, commissions or agencies from time to time
carrying out functions on its behalf;

"Government
Data"

the data, text, drawings,. diagrams, images or sounds (together with
any database made up of any of these) which are embodied in any
electronic, magnetic, optical er tangible media, including any of the
Authority's Confidential Information, and which:

i) are supplied to the Supplier by or on behalf of the Authority;
or

ii} the Supplier is required to generate, process, store or fransmit
pursuant to a Contract;

FGuarantor”

the person (if any) who has entered into a gquarantee in the fom set
out in Joint Schedule B {Guarantee) in relation to this Contract;

I"Halifax Abuse
F'rlm:lpla-"

the principle explained in the CJEU Case C-255/02 Halifax and
others;
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HMRC" Her Majesty's Revenue and Customs,
“ICT Policy™ the Buyer's policy in respect of information and communications
techmology, referred to in the Order Form, which is in force as at the
Order Start Date {a copy of which has been supplied to the
Suppller), as updated from time to time in accordance with the
Variation Procedure;
Et;nspm an assessmeant of the impact of a Variation request by the Relevant
essment” Authority completed in good faith, including:
g) details of the impact of the proposed Variation on the
Deliverables and the Supplier's ability to meet its other obligations
under the Contract;
h) details of the cost of implemeanting the proposed Variation!
i} details of the ongoing costs required by the proposed Variation
when implemented, including any increase or decrease in the
DPS Pricing/Charges (as applicable), any alteration in the
resources andior expenditure required by either Party and any
alteration to the working practices of either Party;
|} a timetable for the implementation, together with any proposals
for the testing of the Variation: and
k) such other information as the Relevant Authority may reasonably
request in (or in response to) the Variation request;
"Implamentation the plan for provigion of the Deliverables set out in Order Schedule
lan™ 13 (Implementation Plan and Testing) where that Schedule is used
of athemnwise as agreed batween the Supplier and the Buyer,
Indemnifier” a Party from whom an indemnity ks sought under this Contract;
‘Independant where a Controller has provided Personal Data to another Party
Control” which Iz not a Processor or a Joint Controller because the recipient
itself determines the purposes and means of Processing but does
so separately from the Controller providing it with Personal Data and
“Independent Controller® shall be construed accordingly;
Findexation™ the adjustment of an amount or sum in accordance with DPS
Schedule 3 (DPS Pricing) and the relevant Order Form;
“Information” has the meaning given under section 84 of the Freedom of
Information Act 2000;
Finformation the UK's independent authorty which deals with ensuring
Comimissionar” information relating to rights in the public interest and data privacy
for individuals is met, whilst promoting openness by public bodies;
Initial Period™ the initial term of a Contract specified on the Platform or the Order
Form, as the context requires,
"Insolvency with respect to any person, means:
Fvent"
DPS Ref: RM

Project Versson: v1.0
Moded Version: v1.2

12




Jolnt Schedule 1 {Definitions)

Crown Copyright 2019

{a) that person suspends, or threatens to suspend, payment of its
debts, or i unable to pay its debts as they fall due or admits inability
to pay its debts, or:

(i} (being a company or a LLP) is deemed unable to pay its debts
within the meaning of section 123 of the Insolvency Act 1986, or

(i} (being a partnership) is deemed unable to pay itz debts within
the meaning of saction 222 of the Insol/ency Act 1986,

(b} that person commences negotiations with one or more of its
creditors (using a voluntary arangement, scheme of arrangement
or otherwise) with a view to rescheduling any of its debts, or makes
a proposal for or enters into any compromise or arangement with
one or more of its creditors or takes any step to obtain a moratorium
pursuant to Section 1A and Schedule A1 of the Insolvency Act 1986
other than (in the case of a company, a LLP or a partnership) for the
sole purpose of a scheme for a solvent amalgamation of that person
with one or more other companies or the solvent reconstruction of
that person;

(e} another person becomes entited to appoint a receiver over the
assets of that person or a recelver is appointed over the assets of
that person;

{d) a creditor or encumbrancer of that person attaches or lakes
possession of, or a distress, execution or other such process s
levied or enforced on or sued against, the whole or any part of that
person's assets and such attachment or process is not discharged
within 14 days;

(e} that person suspends or ceases, or threatens to suspend or
cease, carrying on all or a substantial part of its business;

{f) where that person Is a company, a LLP or a parinership:

(i} a petition is presented (which Is not dismissed within 14 days of
its service), a nolice is given, a resclution is passed, or an order is
made, for or in connection with the winding up of that person other
than for the sole purpose of a scheme for a solvent amalgamation
of that person with one or more other companies or the solvent
reconstruction of that person;

(i} an applicaticn i made to court, or an order is made, for the
appointment of an administrator, or if a notice of intention (o appoeint
an administrator is filed at Court or given or if an administrator s
appointed, over that person;

(i} (being a company or a LLP) the holder of a qualifying floating
charge over the assets of that person has become entitled to
appoint or has appointed an administrative receiver; or

(v} (being a partnership) the holder of an agricultural fleating charge
over the assets of that person has become entithed to appoint or has
appointed an agricultural receiver; or
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(g) any event occurs, of proceeding Is taken, with respect to that
person in any jurisdiction to which it s subject that has an effect
equivalent or similar to any of the events mentioned above;

Minstallation all works which the Supplier is to carry out at the beginning of the

Waorks" Order Conftract Period 1o Install the Goods in accordance with the
Order Confract;

“Intellectual I} copyright, rights related te or affording protection similar to

roperty Rights™ copyright, rights in databases, patents and rights in inventions,
por “IPR" semi-conductor topography rights, trade marks, rights in internet
domain names and websile addresses and other rights in trade
or business names, goodwill, designes, Know-How, frade secrets

and other rights in Confidential Information;
mjapplications for registration, and the right to apply for registration,
for any of the rights listed at (a) that are capable of being

registered in any country or junsdiction; and
n) all other rights having equivalent or similar effect in any country

or jurisdiction;

Flnvolcing the address o which the Supplier shall involce the Buyer as

PAddress™ specified in the Order Form;

MIPR Claim"™ any claim of infringement or alleged infringement (inciuding the
defence of such infringement or alleged infringement) of any IPR,
used to provide the Deliverables or otherwise provided andfor
lleensed by the Supplier (or to which the Supplier has provided
access) to the Relevant Authority in the fulfilment of its obligations
under a Contract;

FIR3E" the off-payrell rules requiring Individuals who work through their
company pay the same [ncome tax and Mational Insurance
contributions as an employee which can be found online at:
hitpes:/fwaww gov.ukiguidanosir3S-find-cut-if-it-applies;

*Joint Controller the agreement (if any) entered into between the Relevant Authority

JAgreamant” and the Supplier substantially in the form set out in Annex 2 of Joint
Schedule 11 (Processing Data);

*Joint where two or more Controllers jointly determine the purposes and

Controllars"” means of Processing;

*Joint Services created by the Supplier with input from the public sector

Development” by way of creative control or confributions of Know-How or
Intellectual Property Rights,

"Key Staff™ the individuals {if any) identified as such in the Order Form;

"Key Sub- each Sub-Contract with a Key Subcontractor;

Contract”

"Key any Subcontractor:

[Euboomniracior a) which Iz relied upon to deliver any work package within the

Deliverables in thelr entirety, and/or
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p) which, in the opinion of CCS or the Buyer performs (or would
perform if appointed) a critical role in the provision of all or any
part of the Deliverables; and/or

q) with a Sub-Contract with a contract value which at the time of
appointment exceeds (or would exceed if appointed) 10% of the
aggregate Charges forecast to be payable under the Order
Contract,

and the Supplier shall list all such Key Subcontractors on the
Platfarm and in the Key Subcontractor Section in the Order Form:

FKnow-How"

all ideas, concepts, schemes, information, knowledge, techniques,
methodology, and anything else in the nature of know-how relating
to the Deliverables but excluding know-how already In the other
Party’s possession before the applicable Start Date:

"Law

any law, subordinate legislation within the meaning of Section 21{1)
of the: Interpretation Act 1978, bye-law, regulation, order, requlatory
policy, mandatory guidance or code of practice, judgment of a
relevant court of law, or directives or requirements with which the
relevant Party is bound to comply;

'Losses

all losses, liabiliies, damages, costs, expenses (including legal
fees), disbursements, costs of investigation, litigation, sattlement,
judgment, interest and penalties whether arising in contract, tort
(including negligence), breach of statutory duty, misrepresentation
of otherwize and "Loss" shall be interpreted accordingly;

"Management
Information” or
EHIH

the management information specified in DPS Schedule 5
{Management Levy and Information),

Project Version: v1.0
Model Version: vi_2

“Management the sum specified on the Platform payable by the Supplier to CCS
Lavy" in accordance with DPS Schedule 5 (Management Levy and
Information);
‘Mi Default™ means when two (2) Ml Reports are not provided in any rolling six
(&) month period
"MI Failura™ means when an Ml report:
r}  contains any material errors or material omisskons or a missing
miandatory field: or
s) is submitted using an incorrect M reporting Template; or
ty  Is not submitted by the reporting date (including where a
dectaration of no business should have been filed);
M| Report™ means a report containing Management Information submitted to
the Authority in accordance with DPS Schedule 5 (Management
Lewvy and Information);
FFMI Reporting means the form of report set out in the Annex to DPS Schedule 5
Templata™ {Management Levy and Information) setting out the information the
Supplier s required to supply to the Authority;
DPS Ret RM
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"Milestona™

an event of task described in the Implementation Plan;

"Milestone Date”™

the target dale set out against the relevant Milestone In the
Implementation Plan by which the Milestone must be Achieved;

"Month" a calendar month and "Monthly” shall be interpreted accordingly,

I"Mational contributions required by the Social Security Contributions and

nsurance" Benefits Act 1992 and made in accordance with the Social Security
(Contributions) Regulations 2001 {31 2001/1004);

New IPR™ u) IPR In iltems created by the Supplier (or by a third party on behalf
af the Supplier) specifically for the purposes of a Contract and
updates and amendments of these tems Including (but not
limited to) database schema; andfor

v} IPR in or ariging as a result of the peformance of the Supplier's
obligations under a Contract and all updates and amendments to
the same;

but shall not include the Supplier's Existing IPR;

‘Occaslon of Tax where:
Mon=Compliance™

whany Tax return of the Supplier submitted to a Relevant Tax
Authority on or after 1 October 2012 is found on or after 1 April
2013 to be incomect as a result of:

i) a Relevant Tax Authorty successfully challenging the
Supplier under the General Anti-Abuse Rule or the Halifax
Abusze Principle or under any Tax rules or legislation in any
jurigdiction that have an effect equivalent or similar to the
General Anti-Abuse Rule or the Halifax Abuse Principle;

iy the failure of an avoidance scheme which the Supplier was
involved in, and which was, or should have been, notified to a
Relevant Tax Authority under the DOTAS or any equivalent or
similar regime in any |urisdiction; and/or

¥) any Tax return of the Supplier submitted to a Relevant Tax
Authority on or after 1 October 2012 which gives rise, on or after
1 April 2013, to a erminal conviction in any jurisdiction for Tax
related offences which is not spent at the Stant Date or to a civil
penalty for fraud or evasion;

‘Open Book Data

complete and accurate financial and non-financial information which
is sufficient o enabie the Buyer to verify the Charges already paid
or payable and Charges forecast to be paid during the remainder of
the Order Contract, including details and all assumptions relating to:

y) the Supplier's Costs broken down against each Good andfor
Service and/or Deliverable, including actual capital expenditure
{including capital replacement costs) and the unit cost and total
actual costs of all Deliverables,

Z) operating expenditure relating to the provision of the Deliverables
including an amalysis showing:
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i} the unit costs and quanlity of Goods and any other
consumabies and bought-in Deliverables:

iiy staff costs broken down into the number and grade/role of all
Supplier Staff (free of any contingency) together with a list of
agreed rates against each grade,

iy a list of Costs underpinning those rates for each grade, baing
the agreed rate less the Supplier Profit Margin; and

) Reimbursable Expenses, if allowed under the Order Farm:
aa) Overheads;

bb) all interest, expenses and any other third party financing costs
incurred in relation to the provision of the Deliverables:

e} the Supplier Profit achieved over the DPS Contract Pariod and
on an annual basis;

dd) confirmation that all methods of Cost apportionment and
Overhead allocation are consizstent with and not more onerous
than such mathods applied generally by the Supplier:

ae) anexplanation of the type and value of risk and contingencies
associated with the provision of the Deliverables, including the
amount of money attributed to each risk and/or contingency, and

ff) the actual Costs profile for each Service Period;

FOrder" means an order for the provision of the Deliverables placed by a
Buyer with the Supplier under a Contract;

"Order Contract” the contract between the Buyer and the Supplier (entered into
pursuant to the provisions of the DPS Contract), which consists of
the terms set out and refemred to in the Order Form;

rder Contract the Contract Period in respect of the Order Contract;
ariod”

"Order Expiry the date of the end of an Order Confract as stated In the Order

Data"™ Farm;

"Order Form™ a completed Order Form Template (or equivalent information issued
by the Buyer) used to create an Order Contract;

"Ordar Form the template in DPS Schedule & (Order Form Template and Order

Templata™ Schedules);

rder the contractual terms applicable to the Order Contract specified
ncorporated under the relevant heading in the Order Form,
arms"

rder Initial the Initial Period of an Order Contract specified in the Order Form;
ariod”™

rder Optional such period or pericds bayond which the Order Initial Period may

xtension Period™

be extended as specified in the Order Form;
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fOrder Procedure™

the process for awarding an Order Confract pursuant to Clause 2

(How the contract works) and DPS Schedule 7 {Order Procedure);
I"Order Special any additional terms and conditions specified in the Order Form
Tarms" incorporated into the applicable Order Contract;

‘Order Start Date™ the date of start of an Order Conftract as stated in the Order Form;

"Order Tender™ the tender submitted by the Supplier in response to the Buyer's
Staternent of Requirements following an Order Procedure and set
out at Order Schedule 4 (Order Tender);

‘Other any actual or potential Buyer under the DPS Contract:

Contracting

Juthority™

I"Overhead" those amounts which are intended to recover a proportion of the
Supplier's or the Key Subcontractors (as the context requires)
indirect corporate costs (including financing, marketing. advertising,
research and development and insurance costs and any fines or
penalties) but excluding allowable indirect costs apportioned to
facilities and administration in the provision of Supplier Staff and
accordingly included within limb (a) of the definition of "Costs"®,

‘Parliamant” takes its natural meaning as interpreted by Law;

‘Party™ in the context of the DPS Contract, CCS or the Supplier, and in the
in the context of an Order Contract the Buyer or the Supplier.
“Partias” =hall mean both of them where the context permits:

['Performance the performance measurements and targets In respect of the

Indicators” or Supplier's performance of the DPS Contract set out in DPS

‘Pls" Schedule 4 (DPS Management),

"Personal Data”™ has the meaning given to it in the UK GDPR;

‘Parsonal Data has the meaning given to it in the UK GDPR;

Ereach”

‘Personnal” all directors, officers, employees, agents, consultants and suppliers
of a Party and’or of any Subcontractor andior Subprocessor
engaged in the perfformance of its obligations under a Contract;

‘Platform™ the online application oparated on behalf of CCS to facilitate the
technical operation of the DPS;

‘Prescribad a legal adviser, an MP or an appropriate body which a whistle-

Person” blower may make a disclesure to as detailed in "Whistleblowing: list
of prescried people and bodies’, 24 November 2016, available
online at: hitps:/iwww.gov.ukigovernment/publications/blowing-the-
whistle-list-of-prescribed-people-and-bodies--2fwhistleblowing-list-
of-prescribed-people-and-bodies:

‘Processing” has the meaning given to it in the UK GDPR;

‘Processor” has the meaning given to it in the UK GDPR;
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Progress
eating”

a meeting between the Buyer Authorised Representative and the
Supplier Authorised Representative;

Progress Meating
requancy”

the frequency at which the Supplier shall conduct a Progress
Meeting In accordance with Clause 6.1 as specified in the Order
Farm;

‘Progress Report”

a report provided by the Supplier indicating the steps laken to
achieve Milestones or delivery dates:

‘Progress Report
Frequency"”

the frequency at which the Supplier shall deliver Progress Reports
in accordance with Clause 6.1 as specified in the Order Form;

‘Prohibited Acts"

gq) to directly or indirectly offer, promise or give any person
working for or engaged by a Buyer or any other public body a
financial or other advantage to:

i} Iinduce that person to perform Improperly a relevant function
or activity, ar

iy reward that person for improper perfarmance of a relevant
function or activity,
hh) to directly or indirectly request, agree to receive or accept any
financial or other advantage as an inducement or a reward for
improper performance of a melevant function or activity in
connection with each Contract; or

ii) committing any offence:
i) under the Bribery Act 2010 (or any legislation repealed or
revoked by such Act); or

iiy under legislation or comman law conceming frasdulent acts,
ar

iily defrauding, attempting to defraud or conspinng to defraud a
Buyer or other public body, or
ji}y any activity, practice or conduct which would constitute one of

the offences listed under (c) above if such activity, practice or
conduct had been carmied out in the UK,

‘Protective
Measuras”

appropriate technical and organizational measures which may
include: pseudonymising and encrypting Personal Data, ensuring
confidentiality, integrity, avallability and resilience of systems and
services, ensuring that availability of and access to Personal Data
can be restored In a timely manner after an incident, and regularly
assessing and evaluating the effectiveness of the such measures
adopted by it including those outlined in DPS Schedule 9 (Cyber
Essentials Scheme), if applicable, in the case of the DPS Contract
of Order Schedule 9 (Security). if applicable, in the case of an Order
Conftract;

‘Recall”

a request by the Supplier to return Goods to the Supplier or the
manufacturer after the discovery of safety issues or defects
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(including defects in the right IPR rights) that might endanger health
orf hinder perfformance;

"Reciplent Party™

the Party which receives or cbiains directly or indirectly Confidential
Information;

"Rectification
Plan®

the Supplier's plan (or revised plan) to rectify it's breach using the
template in Joint Schedule 10 (Rectification Plan) which shall
inciude:

kk) full details of the Defaull that has occurmed, including a root
cause analysis,

Iy the actual or anticipated effect of the Default; and

mm) the steps which the Supplier proposes to take to rectify the
Default (if applicable) and to prevent such Default from recurming,
including timescales for such steps and for the rectification of the
Default (where applicable);

Rectification Plan
rocass”

the process set out in Clause 10.3.1 to 10.3.4 (Rectification Plan
Process),

I"Regulations™

the Public Contracts Regulations 2015 andfor the Public Contracts
(Secotland) Regulations 2015 (as the context requines):

‘Reimbursable
Expenses"”

the reasonable out of pocket travel and subsistence (for example,
hotel and food) expenses, properly and necessarily incurred in the
performance of the Services, calculated at the rates and in
accordance with the Buyer's expenses policy cumrent from time to
time, but not including:

nn) travel expenses incumed as a result of Supplier Staff travelling
to and from their usual place of work, or to and from the premises
at which the Services are principally to be performed, unless the
Buyer otherwise agrees in advance In writing, and

o0) subsistence expenses incurred by Supplier Staff whilst
performing the Services al their usual place of work, or to and
from the premises at which the Services are principally to be
parformed:

‘Relevant
Purthority™

the Authority which is party to the Coniract o which a right or
obligation is owed, as the context requires:;

"Relavant
ority's
onfidential
nformation”

pp) all Personal Data and any information, however it is convayed,
that relates to the business, affairs, developments, property
rights, trade secrets, Know-How and IPR of the Relevant
Authority (including all Relevant Authority Existing IPR and New
IPR);

qq) any other information clearly designated as being confidential
{whether or not it is marked “confidential®} or which ought
reasonably be considered confidential which comes (or has
come) to the Relevant Authority’s attention or into the Relevant
Authority’s possession in connection with a Contract; and
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information derived from any of the above;
‘Relevant all applicable Law relating to bribery. coruption and fraud, including
quirements" the Bribery Act 2010 and any guidance issued by the Secretary of
State pursuant to section 2 of the Bribery Act 2010,
"Relevant Tax HMRC, or, if applicable, the tax autharity in the |urizsdiction in which
ority” the Supplier is established,

‘Reminder Notice™

a notice zent in accordance with Clause 10.5 given by the Supplier
to the Buyer providing notification that payment has not been
received on time:;

Llanagemant Plan"

‘Raplacemeant any deliverables which are substantially similar to any of the

Deliverables™ Deliverables and which the Buyer receives in substitution for any of
the Deliverables following the Order Expiry Date, whether those
goods are provided by the Buyer internally and/or by any third party;

Replacemeant a Subcontractor of the Replacement Supplier to whom Transferring

ubcontractor” Supplier Employees will ransfer on a Service Transfer Date (or any

Subcontractor of any such Subeontractor);

I'Replacement any third party provider of Replacement Deliverables appointed by

Bupplier” or at the direction of the Buyer from time to time or where the Buyer
is providing Replacement Deliverables for its own account, shall
also include the Buyer:

‘Raquest For a reguesi for information or an apparent request relating to a

Information” Contract for the provision of the Deliverables or an apparent request
for such information under the FOLA or the EIRs;

‘Required the insurances required by Joint Schedule 3 (Insurance

nsurances" Requirements) or any additional insurances specified in the Order
Form;

"Satisfaction the certificate {materally in the form of the document contained in

Certificata” Part B of Order Schedule 13 {Implementation Plan and Testing) or
as agreed by the Parties where Order Schedule 13 is not used in
this Confract) granted by the Buyer when the Supplier has met all
of the requirements of an Order, Achieved a Milestone or a Test:

‘Securlty the Supplier's security management plan prepared pursuant to

Order Schedule 9 {Security) (if applicable):

Security Poliey™

the Buyer's security policy, referred to in the Order Form, in force as
at the Order Start Date (a copy of which has been supplied to the
Supplier), as updated from time to time and notified 1o the Supplier;

"Seolf Audit
Certificata”

means the cerificate in the form as set out in DPS Schedule 5 (Self
Audit Cenificate):;

‘Serlous Fraud
Office™

the UK Government body named as such as may be renamed or
replaced by an equivalent body from time to time;

‘Sarvice Lovels"

any service levels applicable to the provision of the Deliverables
under the Order Conftract {which, where Order Schedule 14 (Service
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Levels) Is used in this Contract, are specified in the Annex to Part A
of such Schedule);

"Service Pariod” has the meaning given to it in the Order Form;

I"Services™ services and software functionality made available by the Supplier
as specified in DP'S Schedule 1 {Specification} and in relation to an
Order Confract as specified in the Order Form;

FService Transfer any transfer of the Deliverables (or any part of the Deliverables), for

whatever reason, from the Supplier or any Subcontractor to a
Replacement Supplier or a Replacement Subcontractor;

"Service Transfer
Data"

the date of a Service Transfer,

"Sitas” any premises (including the Buyer Premises. the Suppliers
premises or third party premises) from, to or at which:
rr) the Deliverables are {or are to be) provided; or
gs) the Supplier manages, organises or otherwise directs the
provision or the use of the Deliverables:
"SME" an enterprize falling within the category of micro, small and medium

sized entarprizes defined by the Commigzion Recommendation of
& May 2003 concerning the definition of micro, small and medium
anterprises:

‘Speclal Terms"

any additional Clauses set out in the DPS Appointment Form or
Order Form which shall form part of the respective Contract;

I"Specific Change
in Law"

a Change in Law that relates specifically to the business of the
Buyer and which would not affect a Comparable Supply where the
effect of that Specific Change In Law on the Deliverables is not
reasonably foreseeable at the Start Date;

“Specification™

the specification set out in DPS Schedule 1 (Specification), as may,
in relation to an Order Contract, be supplemented by the Order
Farm,

[Standards™

any:

tt) standards published by BS| British Standards, the National
Standards Body of the United Kingdom, the Intemational
Organisation for Standardisation or other reputable or equivalent
bodies (and their successor bodies) that a skiled and
axperienced operator in the same type of industry or business
sector as the Supplier would reasonably and ordinarily be
expected to comply with;

uu) standards detailed in the specification in DPS Schedule 1
{Specification);

ww)  standards detailed by the Buyer in the Order Form or agreed
between the Parties from time to time;
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ww) relevant Government codes of practice and guidance
applicable from time to time:

'Start Date" in the case of the DPS Contract, the date specified on the DPS
Appointment Form, and in the case of an Order Contract, the date
specified in the Order Form;

Statement of a statement issued by the Buyer detailing its requirements in

quirements” respact of Deliverables issued in accordance with the Order
Procedures;

I“Storage Media®™ the part of any device that is capable of storing and retrieving data;

‘Sub-Contract™ any contract or agreement (of propased contract of agreement),
other than an Order Contract or the DPS Contract, pursuant to
which a third party:

xx) provides the Deliverables {or any part of them);

vy} provides faciliies or services necessary for the provision of the
Deliverables (or any part of them): and/for

#z) s responsible for the management, direction or control of the
provision of the Deliverables {or any part of them);

‘Subcontractor” any person other than the Supplier, who is a party to a Sub-Contract
and the servants or agents of that person;

I"Subprocessor” any third party appointed to process Personal Data on behalf of that
Processor related to a Contract;

FSuppliar the person, firn or company identified in the DPS Appointment
Form:

‘Supplier Assets” all assets and rights used by the Supplier to provide the
Deliverables in accordance with the Order Contract but excluding
the Buyer Assels;

‘Supplier the representative appointed by the Supplier named in the DPS

orlsed Appointment Form, or later defined in an Order Contract;
presontative”

‘Suppliers aaa) any Information, however it is conveyed, that relates to the

onfidential business, affairs, developments, IPR of the Supplier {including
nformation” the Supplier Existing IPR) trade secrets, Know-How, andler
personnel of the Supplier;
bbb} any other infarmation clearly designated as being confidential
{whether or not it is marked as “confidential") or which ought
reasonably to be considered to be confidential and which comes
{or has come) to the Supplier's attention or into the Supplier's
possession in connection with a Contract:
cee) Information derived from any of (a) and (b) above;
"Suppliers the person |dentified in the Order Form appointed by the
Contrac Supplier to oversee the operaticn of the Order Confract and
t any altemative person whom the Supplier intends to
DPS Ref: RM
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Manage appoint to the role, provided that the Supplier informs the
[ Buyer prior to the appolntment;
I"Supplier the Supplier's hardware, computer and telecoms devices,
Equipment” equipment, plant, materials and such other items supplied and used
by the Supplier {but not hired, leased or lcaned from the Buyer) in
the performance of its obligations under this Order Confract;
"Supplier shall be the person identified in the DPS Appointment Form;
arketing
ontact"
Supplier Non- where the Supplier has failed to:
ey ddd) Achieve a Milestone by its Milestone Date;
eee) provide the Goods andior Services in accordance with the
Service Levels ; and/for
fif)jcomply with an obligation under a Contract;
[FSupplier Profit” in relation 1o a period, the difference between the total Charges (in
nominal cash flow terms but excluding any Deductions and total
Costs {in nominal cash flow terms) in respect of an Order Contract
for the relevant period;
I"Supplier Profit in relation to a perod or a Milestone (as the context requires), the
Margin" Suppller Prafit for the relevant period or in relation to the relevant
Milestone divided by the total Charges over the same period or in
relation to the relevant Milestone and expressed as a percentage;
"Supplier Staff™ all directors, officers, employees, agents, consultants and
contractors of the Supplier and'or of any Subcontractor engaged in
the performance of the Supplier's obligations under a Contract:
“Supply Chain the document at Annex 1 of Joint Schedule 12 (Supply Chain
Information Visibility);
Report Template”
"Supporting sufficient Information in writing to enable the Buyer to reasonably
Documentation™ assess whether the Charges, Reimbursable Expenses and other
sums due from the Buyer under the Order Confract detailed in the
informaticn are properly payable;
“Tax" aag) all forms of taxation whether direct or indirect;
hhh) national insurance contributions in the United Kingdom and
similar contributions or obligations in any other jurisdiction;
fiiy all statutory, governmental, state federal, provincial, local
government or municipal charges, dutles, Iimports,
contributions. levies or liabilities {other than in return for goods
or services supplied or perfformed or to be performed) and
withholdings: and
jily any penalty, fine, surcharge, interest, charges or costs relating
to any of tha above,
DPS Ref: RM
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in each case wherever chargeable and whether of the United
Kingdom and any other jurisdiction;

'Termination

a written notice of termination given by one Party to the other,

Motice™ notifying the Party receiving the notice of the intention of the Party
giving the notice to terminate a Contract on a specified date and
setting out the grounds for termination;

[Test lssua™ any varance or non-conformity of the Deliverables from their
requirements as set out in an Order Contract;

“Test Plan™ a plan:
kkk) for the Testing of the Deliverables; and
lly setting out other agreed criteria related to the achievement of

Milestomes;
[Tests ™ any tests required to be carried out pursuant to an Order Contract

as set out in the Test Plan or elsewhere in an Order Contract and
“Tested" and “Testing” shall be construed accordingly,

“Third Party IPR"

Intellectual Property Rights owned by a third party which is or will
be used by the Supplier for the purpose of providing the
Deliverables,

“Transferring those employees of the Supplier andlor the Supplier's
upplier Subcontractors to whoem the Employment Regulations will apply on
mployaas” the Service Transfer Date;

‘Transparency the Transparency Reports and the content of a Contract, including

Information™ any changes to this Contract agreed from time to time, except for —

(i} any information which s exempt from disclosure in
accordance with the provisions of the FOLA, which shall be
determined by the Relevant Authority; and
(i} Commercially Sensitive Information;
ransparency the information relating to the Dellverables and performance of the
ports™ Conftracts which the Supplier is required to provide to the Buyer in
accordance with the reporting requirements in Order Schedule 1
(Transparency Reports);
'UK GDPR" the retained EU law wversion of the General Data Protectiom
Regulation (Regulation (EU) 2016/679);
"Variation™ any change to a Contract;

MVariation Form"™

the form set out in Joint Schedule 2 (\Variation Form);

"Variation the procedure set out in Clause 24 (Changing the contract);

Procadura™

AT value added tax in accordance with the provisions of the Value
Added Tax Act 1994;
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FVCSE"

a non-governmental organisation that is value-driven and which
principally reinvests its surpluses to further social, environmental or
cultural objectives;

["Worker”

any one of the Supplier Staff which the Buyer, in its reasonable
opinion, considers is an individual to which Procurement Policy Mote
0815 {Tax Amangements of Public Appointees)
(https:/hwww. gov. uk/government/publications/procurement-policy-
note-0815-tax-arangements-of-appointees) applies in respect of
the Deliverables;

["Working Day”

any day other than a Saturday or Sunday or public holiday in
England and Wales unless specified otherwise by the Parties in the
Order Form;

"Work Day"

T5Work Hours, whether or not such hours are worked
consacutively and whether or not they are worked on the same day,
and

["Work Hours™

the hours spent by the Supplier Staff propery working on the
provision of the Deliverables including time spent travelling (other
than to and from the Supplier's offices, or to and from the Sites) but
exciuding lunch breaks.
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Joint Schedule 2 (Variation Form)

This form i to be used in order to change a contract in accordance with Clause 24

{Changing the Contract)

Contract Detatls

This vanation 3 bebaessn:

Buyer ("the Buyer™)

name of Supplier {“the Supplier®)

Contract name:

insart name of contract to be changed (“the Contract")

Contract reference number:

insant contract reference namber

Details of Proposed Varation

Variation inikaded by:

delete as applicable: Buyer/Suppliar

Vanation numbses:

insarn varation number

Diate vaniation is ralsed:

insert daie

Proposed varation

Reason for the variation:

insart reason

An Impact Assessment shall be
provided within:

insart number days

Impact of Variation

Likely impact of the proposed
variation:

Supplier to insert assesament of mpact

Outcome of Variation

Contract variabon

Thes Contract detalled above Is varied as follows:
Buyer to Insert ongenal Clauses or Paragrapghs to be varied and

the changed clauss

Financial varaton

Original Contract Value:

E insert amount

Additeonal cost dwe o varabon:

E insert amount

Mew Contract value:

E insert amount

1. This Variation must be agreed and signed by both Parties to the Contract and shall enly be
effective from the date it s signed by Buyer

2.

Words and expresskons in this Vanation shall have the maanings given 1o them in the Contract



3. The Contract, incheding any previous Vanations, shall remain effective and unaltered except as
amended by this Variation.

DPS Ref: RMEZ35
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Signed by an authornsed signatory for and on behalf of the Buyer
Signature

Date

Mame (in Capitats)

Address

Signed by an authorsed signatory 1o sign for and on behst of the Supplier
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Joint Schedule 3 (Insurance Requirements)
1. The insurance you need to have

1.1 The Supplier shall take out and maintain, or procure the taking out and
maintenance of the Insurances as set out in the Annex to this Schedule, any
additional ingsurances required under an Order Contract (specified in the
applicable Order Form) ("Additional Insurances™) and any other
insurances as may be required by applicable Law (together the
“Ingurances”). The Supplier shall ensure that each of the Insurances is
effective no later than:

111 the DPS Start Date in respect of those Insurances set out in the
Annex to this Schedule and those required by applicable Law; and

1.1.2 the Order Contract Effective Date in respect of the Additicnal
Insurancas.

1.2 The Insurances shall be:
121 maintained in accordance with Good Industry Practice;

1.22 (so far as is reasonably practicable) on terms no less favourable than
those generally available to a prudent contractor in respect of risks
insured in the intermational insurance market from time to tirme;

123 taken out and maintained with insurers of good financial standing and
goad repute in the international insurance market, and

1.2.4 maintained for at least six (6) years after the End Date.

1.3 The Supplier shall ensure that the public and products liability policy contain
an indemnity to principals clause under which the Relevant Authority shall
be indemnified in respect of claims made against the Relevant Authority in
respect of death or bodily injury or third party property damage arising out of
or in connection with the Deliverables and for which the Supplier is legally
liable.

2. How to manage the insurance

2.1 Without limiting the other provisions of this Contract, the Supplier shall:

211 take or procure the taking of all reasonable risk management and risk
control measures in relation to Deliverables as it would be reasonable
to expect of a prudent contractor acting in accordance with Good
Industry Practice, including the investigation and reports of relevant
claims to Insuners;

212 promptly notify the insurers in writing of any relevant material fact
under any Insurances of which the Supplier is or becomes aware;
and

213 hold all policies in respect of the [Insurances and cause any insurance
broker effecting the Insurances to hold any insurance slips and other
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evidence of placing cover representing any of the Insurances to
which it is a party.

3. What happans If you aren't insured

3.1 The Supplier shall not take any action or fail to take any action or (insofar as
is reasonably within its power) parmit anything to occur in relation to it which
would entitle any insurer to refuse to pay any claim under any of the
Insurances.

3.2 Where the Supplier has failed to purchase or maintain any of the Insurances
in full force and effect, the Relevant Authority may elect (but shall not be
obliged) following written notlce to the Supplier to purchase the relevant
Insurances and recover the reasonable premium and other reasonable costs
incurred in connection therewith as a debt due from the Supplier.

4. Evidence of insurance you must provide

4.1 The Supplier shall upon the Start Date and within 15 Working Days after the
renewal of each of the Insurances, provide evidence, In a form satisfactory
to the Relevant Authority, that the Insurances are in force and effect and
meat in full the requirements of this Schedule.

5. Making sure you are insured to the required amount

5.1 The Suppleer shall ensure that any Insurances which are stated to have a
minimum limit “in the aggregate” are maintained at all times for the minimum
limit of indemnity specified in this Contract and if any claims are made which
do not relate to this Contract then the Supplier shall notify the Relevant
Authority and provide details of its proposed solution for maintaining the
minimum limit of indemnity.

6. Cancelled Insurance

6.1 The Supplier shall natify the Relavant Authority in writing at least five (8)
Working Days prior to the cancellation, suspension, termination or
nonrenewal of any of the Insurances.

6.2 The Supplier shall ensure that nothing is done which would entitle the
relevant insurer to cancel, rescind or suspend any inSUrance of covwer, or to
freat any Insurance, cover or claim as voided in whole or part. The Supplier
shall use all reasonable endeavours o notify the Relevant Authority {subject
to third party confidentiality obligations) as soon as practicable when it
becomes aware of any relevant fact, circumstance or matter which has
caused, or ks reasonably likely to provide grounds to, the relevant insurer to
give notice to cancel, rescind, suspend or void any insurance, or any cover
or claim under any insurance in whole or in part.

7. Insurance claims

7.1 The Supplier shall promptly notify 1o insurers any matter arising from. or in
relation 1o, the Deliverables, or each Contract for which it may be entited to
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claim under any of the Insurances. In the avent that the Relevant Authority
receives a claim relating to or arising out of a Coniract or the Deliverables,
the Supplier shall co-operate with the Relevant Authority and assist it in
dealing with such claims including without limitation providing information
and documentation in a imely manner.

7.2 Except where the Relevant Authority ks the claimant party, the Supplier shall
give the Relevant Authority notice within twenty (20) Working Days after any
ingurance claim in excess of 10% of the sum required to be insured
pursuant to Paragraph 5.1 relating to or arising out of the provision of the
Deliverables or this Contract on any of the Insurances or which, but for the
application of the applicable policy excess, would be made on any of the
Insurances and {if required by the Relevant Authority) full details of the
incident giving rise to the claim.

7.3 Where any Insurance requires payment of a premium, the Supplier shall be
liable for and shall promptly pay such premium.

7.4 Where any Insurance is subject to an excess or deductible balow which the
indemnity from insurers is excluded, the Supplier shall be liable for such
excess or deductible. The Supplier shall not be entitled to recover from the
Relevant Autharity any sum paid by way of excess or deductible under the
Insurances whether under the terms of this Contract or otherwise.
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ANNEX: REQUIRED INSURANCES

1. The Supplier shall hold the following [standard] insurance cover from the DPS
Start Date in accordance with this Schedule:

1.1 professional indemnity insurance [with cover {for a single event or a series
of related events and in the aggregate) of not less than] one million pounds
(£1,000.000);

1.2 public liability insurance [with cover (for a single event or a series of related
events and in the aggregate)] of not less than one million pounds
(£1,000.000) and

1.3 employers' liability insurance [with cover (for a single event or a series of
refated events and in the aggregate) of not less than] five million pounds
(£5,000.000).
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Joint Schedule 4 (Commercially Sensitive

Information)

L.

What iz the Commercially Sensitive Information?

11

1.2

13

In this Schadule the Parties have sought to identify the Supplier's Confidential
Information that ks genuinely commercially sensitive and the disclosure of

which would be the subjact of an exemption under the FOIA and the EIRs.

Where possible, the Parties have sought to identify when any relevant
Information will cease to fall into the category of Information to which this
Schedule applies in the table below and in the Order Form {which shall be

deemed incorporated into the table below).

Without prejudice o the Relevant Authority’s obligation to disclose
Infarmation in accordance with FOIA or Clause 16 (When you can share
information), the Relevant Authority will, in itz sole discretion, acting
reasonably, seek o apply the relevant exemplion set out in the FOIA to the

fallowing Information:

Ma. Date Itemis)
Duration of
Confidentiality
15
Movember
01 2023 Suppliers Bid response 7 years
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Joint Schedule 6 (Key Subcontractors)

1. Restrictions on certaln subcontractors

1.1 The Supplier iz entitled to sub-contract its obligations under the DPS
Contract to the Key Subcontractors identified on the Platform.

1.2 The Supplier iz entitled to sub-contract its obligations under an Order
Contract to Key Subcontractors listed on the Platform who are specifically
nominated in the Order Form.

1.3 Where during the Contract Period the Supplier wishes to enter into a new
Key Sub-contract or replace a Key Subcontractor, it must obtain the prior
written consent of CCS and the Buyer and the Supplier shall, at the time of
requesting such consent, provide CCS and the Buyer with the information
detailed in Paragraph 1.4. The decision of CCS and the Buyer to consent or
not will not be unreasonably withheld or delayed. Where CCS consents to
the appointment of a new Key Subcontractor then they will be added to the
Platform. Where the Buyer consents to the appointment of a new Key
Subcontractor then they will be added to the Key Subcontractor section of
the Order Form. CCS and the Buyer may reasonably withhold their consent
to the appointment of a Key Subcontractor if it considers that

1.3.1

132

133

the appointment of a proposad Key Subcontractor may prejudice the
provision of the Deliverables or may be contrary to its interests;

the proposed Key Subcontractor is unreliable andior has not
provided reliable goods and or reasonable services to its other
customers; and/or

the proposed Key Subcontractor employs unfit persons.

1.4 The Supplier shall provide CCS and the Buyer with the following information
in respect of the proposed Key Subcontractor:

141

142

1.4.3

1.4.4

1.4.5

1.4.6

DFS Ref RME235

the proposed Key Subcontractor's name, registered office and
company registration number;

the scope/description of any Deliverables to be provided by the
proposed Key Subcontractor;

where the proposed Key Subcontractor is an Affiliate of the Supplier,
evidence that demonsirates to the reasonable satisfaction of the
CCS and the Buyer that the proposed Key Sub-Contract has been
agreed on "arm's-length” terms;

for CCS, the Key Sub-Contract price expressed as a percentage of
the total projected DPS Price over the DPS Cantract Period;

for the Buyer, the Key Sub-Contract price expressed as a
percentage of the total projected Charges over the Order Contract
Period; and

(where applicable) Credit Rating Threshold {as defined in Joint
Schedule 7 (Financial Distress)) of the Key Subcontractor.
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1.5 If reguested by CCS andfor the Buyer, within ten (10} Working Days of
receipt of the information provided by the Supplier pursuant to Paragraph
1.4, the Supplier shall also provide:

1.6

1.5.1
152

a copy of the proposed Key Sub-Contract; and

any further information reasonably requested by CCS and/for the
Buyer.

The Supplier shall ensure that each new or replacement Key Sub-Contract
shall include:

1.6.1

162

163

1.6.4

1.6.6

1.6.7

provisions which will enable the Supplier to discharge its obligations
under the Conlracts;

a right under CRTPA for CCS and the Buyer to enforce any
provisions under the Key Sub-Contract which confer a benefit upon
CCS and the Buyer respectively,

a provision enabling CCS and the Buyer to enforce the Key Sub-
Confract as if it were the Supplier;

a provision enabling the Supplier o assign, novate or otherwisa
transfer any of it rights andfor obligations under the Key Sub-
Contract to CCS andlor the Buyer,

cbligations no less onercus on the Key Subcontractor than those
imposed on the Supplier under the DPS Contract in respect of:

(a) the data protection requirements set out in Clause 14 (Data
protection);

(&} the FOLA and other access request requirements set out in
Clause 16 (When you can share information);

Ic) the obligation not to embarrass CCS or the Buyer or
otherwise bring CCS or the Buyer into disrepute;

() the keeping of records in respect of the goods and/ior
services being provided under the Key Sub-Contract,
including the maintenance of Open Book Data; and

(8] the eonduct of audits set oul in Clause & (Record keeping
and reporting);

provisions enabling the Supplier to terminate the Key Sub-Confract

on notice on terms no more onerous on the Supplier than those

imposed on CCS and the Buyer under Clauses 10.4 (When CCS or

the Buyer can end this contract) and 10.5 (What happens if the

contract ends) of this Conftract; and

a provision restricting the ability of the Key Subcontractor to sub-
contract all or any part of the provision of the Deliverables provided
to the Supplier under the Key Sub-Contract without first seeking the
written consent of CCS and the Buyer.
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Joint Schedule 7 (Financial Difficulties)
1. Definitions

1.1 In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 {Definktions):

“Cradit Rating 1 the minimum credit rating level for the
Threshold™ Monitored Company as set out in Annex 2;
“Financial Distress 2 the occurrence of one or more of the
Evant" following events:

a) the credit rating of the Monitored
Company  dropping below  the
applicable Credit Rating Threshold;

b}  the Monitored Company issuing a
profits warming to a stock exchange or
making any other public
announcement about a material
deterioration in its financial position or
prospects;

c) there being a public investigation into
improper financial accounting and
reporting, suspected fraud or any other
impropriety of the Monitored
Company,

d} Monitored Company committing a
material breach of covenant to its
lenders;

€] aKey Subcontractor (where
applicable) notifying CCS that the
Supplier has not satisfied any sums
properly due under a specified invoice
and not subject to a genuine dispute;
or

f)  any of the following:

i} commencement of any litigation
against the Monitored Company with
respect to financial indebtedness or
obligations under a contract;

i) non-payment by the Monitored
Company of any financial
indebtedness;

i} any financial indebtedness of the
Monitored Company becoming due
as a result of an event of default; or
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iv) the cancellation or suspension of any
financial indebtedness in respect of
the Monitored Company

3 in each case which CCS reasonably
believas (or would be likely reasonably to
believe) could directly impact on the
continued performance of any Contract and
defivery of the Deliverables in accordance
with any Order Contract;

“Financlal Distress 4 a plan satting out how the Supplier will
Service Continuity ensure the continued performance and
Plan™ delivery of the Deliverables in accordance
with [each Order] Contract in the event that
a Financial Distress Event occurs;
“Monitored 5 Supplier and Order Company™ or any Key Subcontractor]

“Rating Agencies™ 6 the rating agencies listed in Annex 1.
2. When this Schedule applies

2.1 The Parties shall comply with the provisions of this Schedule In relation to the
assessment of the financial standing of the Monitored Companies and the
consequences of a change to that financial standing.

2.2 The terms of this Schedula shall survive termination or expiry of this Contract:

2.2 1 under the DPS Coniract until the later of (a) the termination or
expiry of the DPS Contract or (b) the latest date of termination
or expiry of amy Order Confract entered into under the DPS
Contract (which might be after the date of tarmination or
expiry of the DPS Contract); and

2 2 2 under the Order Contract until the termination or expiry of the
Order Contract.

3. What happens when your credit rating changes

3.1 The Agency warrants and represents to CCS that as al the Start Date the long
term credit ratings issued for the Monitored Companies by each of the Rating
Agencies are as set out in Annex 2.

3.2 The Agency shall promptly (and in any event within five (5) Working Days)
notify CCS in writing if there is any downgrade in the credit rating issued by
any Rating Agency for a Monitored Company.

3.3 The Agency shall:

3.3.1 regularly monitor the credit ratings of each Monitored Company
with the Rating Agencies, and

3.3.2 promptly notify (or shall procure that its auditors promptly
natify) CCS in writing following the occurrence of a Financial
DPFS Ref: RMEZ3S5
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Distress Event or any fact, circumstance or matter which
could cause a Financial Distress Event and, in any event,
ensure that such notification s made within 10 Working Days
of the date on which the Agency first becomes aware of the
Financial Distress Event or the fact. circumstance or matter
which could cause a Financial Distress Event.

3.4 For the purposes of determining whether a Financial Distress Event has
occurred the credit rating of the Monitored Company shall be deemed to hawve
dropped below the applicable Credit Rating Threshold if any of the Rating
Agencies have rated the Monitored Company at or below the applicable Credit
Rating Threshold.

4. What happens if there is a financial distress event

4.1 In the event of a Financial Distress Event then, immediately upon notification
of the Financial Distress Event (or if CCS becomes aware of the Financial
Distress Event without notification and brings the event to the attention of the
Supplier), the Supplier shall have the obligations and CCS shall have the rights
and remedies as set out in Paragraphs 4.3 to 4 6.

4.2 [in the event that a Financial Distress Event arises due to a Key Subcontractor
notifying CCS that the Supplier has not satisfied any sums properly due under
a specified invoice and not subject to a genuine dispute then, CCS shall not
exercise any of its rights or remedies under Paragraph 4.3 without first giving
the Supplier ten (10) Working Days to:
421 rectify such late or non-payment, or

4_2 2 demonstrate to CCS's reasonable satisfaction that there iz a
valid reason for late or non-paymeni.]

4.3 The Supplier shall and shall procure that the other Monitored Companies shall:

4.3.1 at the request of CCS meet CCS as soon as reasonably
practicable (and in any event within three (3) Working Days of
the initial notification (or awareness) of the Financial Distress
Ewent) to review the effect of the Financial Distress Event on
the continued performance of each Contract and delivery of
the Deliverables in accordance each Order Contract; and

4.3 2 where CCS reasonably believes (taking into account the
discussions and any representations made under
Paragraph 4.3.1) that the Financial Distress Event could
impact on the continued performance of each Contract and
delivery of the Deliverables in accordance with each Order
Contract:

{a} submit to CCS for ite Approval, a draft Financial Distress
Service Continuity Plan as soon as reasonably
practicable
(and in any event, within ten (10) Working Days of the
DPS Ref: RMEZ35
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initial notification {or awareness) of the Financial Distress
Event): and

) provide such financial information relating to the
Menitored Company as CCS may reasonably require.

4 41f CCS doas not (acting reasonably) approve the draft Financial Distress
Senvice Continuity Plan, it shall inform the Supplier of its reasons and the
Supplier shall take those reasons into account in the preparation of a further
draft Financial Distress Service Continuity Plan, which shall be resubmitted to
CCS within five (3) Working Days of the rejection of the first or subsequent (as
the case may be) drafts. This process shall be repeated until the Financial
Distress Service Continuity Plan is Approved by CCS or referred to the Dispute
Resolution Procedure.

4.51f CCS considers that the draft Financial Distress Service Continuity Plan is
insufficiently detailed to be properly evaluated, will take too long to compléte or
will not remedy the relevant Financial Distress Event, then it may either agree
a further time period for the development and agreement of the Financial
Distress Service Continuity Plan or escalate any issues with the draft Financial
Distress Service Continuity Plan using the Dispute Resclution Procedurne.

4 6 Following Approval of the Financial Distress Service Continuity Plan by CCS,
the Supplier shall:

4.6.1 on a regular basis (which shall not be less than Monthiy),
review the Financial Distress Service Continuity Plan and
aszess whether it remains adequate and up to date o ensure
the continued performance of each Contract and delivery of
the Deliverables in accordance with each Order Contract;

462 where the Financial Distress Serviee Continuity Plan is not
adequate or up to date in accordance with Paragraph 4.6.1,
submit an updated Financial Distress Service Continuity Plan
to CCS for its Approval, and the provisions of Paragraphs 4.5
and 4.6 shall apply to the review and Approval process for the
updated Financial Distrezs Service Continuity Plan: and

463 comply with the Financial Distress Service Continuity Plan
{including any updated Financial Distress Service Continuity
Plan).

4.7 Where the Supplier reasonably beliaves that the relevant Financial Distress
Event (or the circumstance or matter which has caused or otherwise led to It)
no longer exists, it shall notify CCS and subject to the agreement of the
Parties, the Supplier may be relieved of its obligations under Paragraph 4.6.

4 8CCS shall be able to share any information it receives from the Buyer in
accordance with this Paragraph with any Buyer who has entered into an Order
Contract with the Supplier.
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5. When CCS or the Buyer can terminate for financial distress

5.1 CCS shall be entitled to terminate this Contract and Buyers shall be entitled o
terminate their Orcer Contracts for material Default if:

5.1.1 thie Supplier fails to notify CCS of a Financial Distress Event in
accordance with Paragraph 3.4,

5.1.2 CCS and the Supplier fall to agree a Financial Distress Service
Continuity Plan (or any updated Financial Distress
Service Continuity Plan) in accordance with Paragraphs 4.3 to
4.5 andior

5.1.3 the Supplier fails to comply with the terms of the Financial
Distress Service Continuity Plan (or any updated Financial
Distress Service Continulty Plan) in accordance with
Paragraph 4.6.3.
5.2 If the Contract is terminated in accordance with Paragraph 5.1, Clauses 10.6.1

and 10.6.2 of the Core Terms shall apply as if the Contract had been
terminated under Clause 10.4.1.

6. What happens I your credit rating I= still good

6.1 Without prejudice to the Suppliers obligations and CCS' and the Buyer's rights
and remedies under Paragraph 5, if, following the occurrence of a Financial
Distress Event, the Rating Agencies review and report subsequantly that the
credit ratings do not drop below the relevant Credit Rating Threshold, then:

6.1_1 the Supplier shall be relieved automatically of its obligations
under Paragraphs 4.3 to 4.6; and

6.1.2 CCS shall not be entitled 1o require the Supplier to provide
financial information in accordance with Paragraph 4.3 2(b).

ANNEX 1: RATING AGENCIES

Fitch Rating

S&F Global
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ANNEX 2: CREDIT RATINGS & CREDIT RATING
THRESHOLDS

Part 1: Currant Rating

Entity
Cradit rating (long
tarm)
Supplier D&B Thrashold
Key Subcontractor
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Joint Schedule 8 (Guarantee) — Not used
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Joint Schedule 10 (Rectification
Plan)

Request for [(Revized] Rectification Plan
Details of the Default: [Guidance: Explain the Deflault, with clear schedule
and clause references as appropriats)
Deadline for receiving lhe  [add dale (minimum 10 days from request)]
[Revised] Rectification
Man:
Signed by [CCSBuUyer] - | Dale:

Supplier [Revised] Rectification Plan

Cause of the Default [add cause|

Anticipated impact [add irmpact]
assessment
" Actual effect of Defaull:  [add effect]
Steps to be laken o Steps Timescale
reciification: ¥ {dats]
2 [date]
i [ate]
4 [data]
195 | [date]
Timescale for complete [X] ‘]"i-'nrhing Days
Rectification of Default
Steps taken lo prevent Steps Timescale
recurrence of Default 3 [date]
2 [date]
3. [date]
4 [date]
[--] [dale]

NPSH Rl RMEZAS
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Signed by the Supplier: Date:
Review of Rectification Plan Buyer
Outcome of review [Plan Accepted) [Plan ﬁa]an‘tad] [Revized Plan
Requested)
Reasons for Rejection (if | [add reasons]
applicabbe)
Signed by Buyer Date:
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Joint Schedule 11 (Processing Data)

1. In this Schedule. the following words shall have the following meanings and they
shall supplement Joint Schedule 1 {Definitions):

“Processor all directors, officers, employees, agents, consultants and
Personnel” suppliers of the Processor andlor of any Subprocessor
engaged in the performance of its obligations under a
Contract;

Status of the Controller

2. The Parties acknowledge that for the purposes of the Data Protection
Legislation, the nature of the activity carried out by each of them in relation to
their respective obligations under a Contract dictates the status of each party
under the DPA 2018. A Party may act as:

(@) “Controller” in rezpect of the other Pary who is “Processor”; {b)
“Processor” in respect of the other Party who is “Controfler™

{c) “Joint Controller” with the other Party;

(d} “Independent Controlier” of the Personal Data where the other Party is also
“Controller”,

in respect of cerain Personal Data under a Contract and shall specify in
Annex 1 {Processing Personal Data) which scenario they think shall apply in
each situation.

Where one Party is Controller and the other Party its Processor

3. Where a Party is a Processor, the only Processing that it is authorised to do is
listed in Annex 1 (Processing Personal Data) by the Controller.

4. The Processor shall notify the Controller immediately if it considers that any of
the Controller's instructions infringe the Data Protection Legislation.

5. The Processor shall provide all reasonable assistance to the Controller in the
preparation of any Data Protection Impact Assessmenl prior 1o commencing
any Processing. Such assistance may, at the discretion of the Controller,

include:
(a) a systematic description of the envisaged Processing and the purpose of the
Processing;
DPFS Ref: RME235
Project Verskon: v1.0 -1-

Model Version: vi.2
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Joint Schedule 11 (Processing Data)

Crown Copyright 2020
(b} an assessment of the necessity and proportionality of the Processing in
redation to the Deliverables:
{c)  an assessment of the risks to the rights and freedoms of Data Subjects; and
(d} the measures envisaged lo address the risks, including safeguards, security

measures and mechanisms to ensure the protection of Personal Data.

&. The Processor shall, in relation to any Personal Data Processed in connection with

(a)

{b)

its obligations under the Contract:

Process that Personal Data only in accordance with Annex 1 (Processing
Personal Data), unless the Processor is required to do otherwise by Law. If it
Is %0 required the Processor shall notify the Controfler bafore Processing the
Personal Data unless prohibited by Law;

ensure that it has in place Protective Measures, including in the case of the
Supplier the measures set out in Clause 14.3 of the Core Terms, which the
Controller may reasonably reject (but failure to reject shall not amount to
approval by the Controller of the adequacy of the Protective Measures) having
taken account of the:

(i} nature of the data to be protected;

(i} harm that might result from a Personal Data Breach;

(i} state of technological development; and

{iw} cost of implementing any measures; (c) ensure
that :

i} the Processor Personnel do not Process Personal Data except in
accordance with the Contract {and in particular Annex 1
{Processing Personal Data));

(i) it takes all reasonable steps to ensure the reliability and integrity of any
Processor Personnel who have access to the Personal Data and ensure
that they:

(&) are aware of and comply with the Processor's duties under
this Joint Schedule 11, Clauses 14 (Data protection), 15
(What you must keep confidentialy and 16 {(When you can
share Information);

(B) are subject to appropriate confidentiality underakings with
the Processor or any Subprocessor,

(C) are informed of the confidential nature of the Persenal Data
and do not publish, disclose or divulge any of the Personal
Data to any third party unless directed in writing to do so by
the Controller or as otherwise permitted by the Contract:
and

(D) have undergone adequate training in the use, care,
protection and handling of Personal Data;

DPS Fef: RMEZ35
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(d}

(=)

not transfer Parsonal Data outside of the EU unless the prior written consant
of the Controller has been obtained and the following conditions are fulfilled:

(i) the Controller or the Processor has provided appropriate
safeguards in relation to the transfer (whether in accordance with

UK GDPR Aricle 46 or LED Article 37) as determined by the
Controller;

i) the Data Subject has enforceable rights and effective legal
remedies;

iy the Processor complies with its obligations under the Data
Protection Legislation by providing an adequate level of protection
to any Personal Data that is transferred (or, if it is not so bound,
uses its best endeavours to assist the Controller in meeting its
obligations); and

(v}  the Processor complies with any reasonable instructions notified
to it in advance by the Controller with respect to the Processing of
the Persanal Data; and

at the written direction of the Controller, delete or return Personal Data (and
any copies of it) to the Controller on termination of the Contract unless the
Processor is required by Law to retain the Personal Data.

7. Subject to paragraph ¥ of this Joint Schedule 11, the Processor shall notify the

Controller immeadiately if in relation to it Processing Personal Data under or in
connection with the Conftract it

(a) recelves a Data Subject Access Request (or purported Data Subject Access
Request);

(b} receives a request to rectify, block or erase any Personal Data;

(c) recelves any other request, complaint or communication relating to either
Party's obligations under the Data Protection Legislation;

(d} recelves any communication from the Information Commissioner or any othar
regulatory authonty in connection with Personal Data Processed under the
Contract;

(e} receives a request from any third Party for disclosure of Personal Data where
compliance with such request is required or purported to be required by Law;
ar

{n becomes aware of a Personal Data Breach.

a. The Processors obligation to notify under paragraph 6 of this Joint Schedule
11 shall include the provision of further information to the Controller, as details
become available.

9. Taking into account the nature of the Processing. the Processor shall provide
the Controller with assistance in relation to either Party's obligations under Data
Protection Legislation and any complaint, communication or request made

DPS Ref: RME235
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{8}

(b}

ic}

{d}

1=}

under paragraph 6 of this Joint Schedule 11 (and insofar as possible within the
timascales reasonably required by the Controller) including by immediately
providing:

the Controller with full detalls and copies of the complaint, communication or
request;

such assistance as is reasonably requested by the Controller to enable it to

comply with a Data Subject Access Request within the raelevant timescales sat
out in the Data Protection Legislation;

the Controller, at its request, with any Personal Data it holds in relation o a
Data Subject,

assistance as requested by the Controller following any Personal Data Breach:;
and/or

assistance as requested by the Confroller with respect to any request from the
Irformation Commissioner's Office, or any consultation by the Controfler with
the Information Commissioner's Office.

10. The Processor shall maintain complete and accurate records and information to

(a)
(b}

ic)

11.

12

13

{8}
b}
Ie}

{d}

demonsirate its compliance with this Joint Schedule 11. This requirement does
not apply where the Processor employs fewer than 250 staff. unless:

the Controlier determines that the Processing is not occasional;

the Controller determines the Processing includes special categories of data
as referred to in Article S9{1) of the UK GDPR or Personal Data relating to
criminal convictions and offences referred to in Articke 10 of the UK GDPR, or

the Controfler determines that the Processing is likely to result in a risk to the
rights and freedoms of Data Subjects.

The Processor shall allow for audits of its Data Processing activity by the
Controller or the Controfler's designated auditor.

The Parties shall designate a Data Protection Officer if required by the Data
Protection Legislation.

Before allowing any Subprocessor to Process any Personal Data related to the
Contract, the Processor must:

notify the Controller in writing of the intended Subprocessor and Processing;
obtain the written consent of the Contraller;

enter into a written agreemant with the Subprocessor which give effect to the

terms set out in this Joint Schedule 11 such that they apply to the
Subprocessor, and

provide the Controller with such infermation regarding the Subprocessor as the
Controllar may reasonably require.

DPS Ref: RMGZ35

Project Version: v1.0
Model Version: v1.2

UK OFFICIAL SENSITIVE



UK DFFICIAL SENSITIVE

Joint Schedule 11 (Processing Data)
Crown Copyright 2020

14.

15

16.

The Processor shall remain fully lable for all acts or omissions of any of its
Subprocessors.

The Relevant Authority may, at any time on not less than thirty (30) Working
Days’ notice, revise this Joint Schedule 11 by replacing it with any applicable
controller to processor standard clauses or similar terms forming part of an
applicable certification scheme (which shall apply when incorporated by
attachment to the Contract).

The Parties agree 1o take account of any guidance issued by the Information
Commissioner's Office. The Redevant Authority may on not ke=s than thirty (30)
Working Days' notice to the Supplier amend the Contract fo ensure that it
complies with any guidance issued by the Information Commissioner's Office.

Where the Partles are Joint Controllers of Personal Data

17. In the event that the Parties are Joint Controliers in respect of Personal Data under

the Contract, the Parties shall implement paragraphs that are necessary to
comply with UK GDPR Article 26 based on the terms set out in Annex 2 to this
Joint Schedule 11.

Independent Controllers of Personal Data

18.

19

20.

21,

22

(a)

(&)

With respect to Personal Data provided by one Party to another Party for which
each Party acts as Controfler but which iz not under the Joint Contrel of the
Parties, each Party undertakes to comply with the applicable Data Protection
Legislation in respect of their Processing of such Personal Data as Controller.

Each Party shall Process the Perscnal Data in compliance with its obligations
under the Data Protection Legislation and not do anything to cause the other
Party to be in breach of it.

Where a Party has provided Personal Data to the other Parly in accordance
with paragraph 8 of this Joint Schedule 11 above. the reciplent of the Personal
Data will provide all such relevant documents and information relating to its data
protection policies and procedures as the other Party may reasonably require.

The Parties shall be responsible for their own compliance with Articles 13 and
14 UK GDPR In respect of the Processing of Personal Data for the purposes of
the Contract.

The Parties shall only provide Personal Data to each other:

o the extent necessary to perform their respective obligations under the
Contract;

In compliance with the Data Protection Legislation (including by ensuring all
required data privacy information has been given to affected Data Subjects to
meet the requirements of Articles 13 and 14 of the UK GDPR); and
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(&)

23.

25.

(a)

1B}

where it has recorded it in Annex 1 {Processing Personal Dafa).

Taking into account the state of the art, the costs of implementation and the
nature, scope, context and purposes of Processing as wall as the risk of vanying
likelihood and severity for the rights and freedoms of natural persons, each
Party shall, with respect to its Processing of Personal Data as Independent
Controfler, implement and maintain appropriate technical and organisational
measures to ensure a level of security appropriate to that risk, including, as
appropriate, the measures referred to in Article 32(1){a), (b), (c) and (d) of the
UK GDPR. and the measures shall, at a minimum, comply with the
requirements of the Data Protection Legislation, including Article 32 of the UK
GDPR.

A Party Processing Personal Data for the purposes of the Contract shall
maintain a record of its Processing activities in accordance with Article 30 UK
GDPR and shall make the record available to the other Party upon reasonabile
request.

Where a Party receives a request by any Data Subject to exercise any of their
rights under the Data Protection Legisiation in relation to the Personal Data
provided to it by the other Party pursuant to the Contract (*Request
Reciplant"):

the other Party shall provide any informaticn andfor assistance as reasonably
requested by the Request Recipient to help it respond to the reguest or
correspondence, at the cost of the Request Recipient; or

whena the request or correspondence iz directed to the other Party andior

relates to that other Party's Processing of the Personal Data, the Request
Reciphent will:

{i} promptly, and in any event within five (5) Working Days of receipt
of the request or comespondence, inform the other Party that it
has received the same and shall forward such request or
corespondence to the other Party: and

(i) provide any information andior assistance as reasonably
requested by the other Party to help it respond to the request or

camespondence in the timeframes specified by Data Protection
Legisiation.

26. Each Party shall promptly notify the other Party upon it bacoming aware of any

(=)

Parsonal Data Breach relating to Personal Data provided by the other Party
pursuant to the Contract and shall:

do all such things as reasonably necessary to assist the other Party in
mitigating the effects of the Personal Data Breach:;
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(B}

{c)

(d}

27

28.

28.

implement any measures necessary to restore the security of any
compromised Personal Data;

work with the other Party to make any required notifications to the Information
Commissioner's Office and affected Data Subjects in accordance with the Data
Protection Legislation (including the timeframes set out therein); and

not do anything which may damage the reputation of the othar Party or that
Party's relationship with the relevant Data Subjects, save as required by Law.

Personal Data provided by one Party to the other Party may be used exclusivaly
o exercise rights and obligations under the Contract as specified in Annex 1
{Processing Personal Data).

Personal Data shall not be retained or processed for longer than is necessary
to perform each Party’s respective obligations undar the Contract which is
specified in Annex 1 (Processing Personal Data).

Motwithstanding the general application of paragraphs 2 o 16 of this Joint
Schedule 11 to Personal Data, where the Supplier is required to exercise iis
regulatory andior legal obligations in respect of Personal Data, it shall act as an
Independent Controller of Personal Data in accordance with paragraphs 18 to
27 of this Joint Schedule 11.
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Annex 1 - Processing Personal Data

This Annex shall be completed by the Controller, who may take account of the view
of the Processors, however the final decision as to the content of this Annex shall be
with the Relevant Authority at its absolute discretion.

1.1 The contact details of the Relevant Authority’'s Data Protection Officer contact
details are: gdpri@ukspaceanency oov.uk

1.2
1.3
Processing by the Controller.

1.4  Any such further instructions shall be incorporated into this Anmex.
Description Datails

Identity of The Relevant Authority is Controller and the Supplier is
Controller for each | Processor

Category of

Personal Data

The Parties acknowledge that in accordance with paragraph 2 to
paragraph 15 and for the purposes of the Data Protection
Legislation, the Relevant Authority ks the Confroller and the Supplier
s the Processor of the following Personal Data:

+ There is no personal data to be processed.

Duration of the
Pracessing

Mature and
purposes of the
Processing

No personal data will be processed.

Type of Personal
Data

There is no personal dala fo transfer.

Categories of Data
Subject

MNis
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Plan for retum and
destruction of the
data once the
Processing is
complete

UNLESS
recquirement under
Union or Member
State law to
preserve that type
of data

hfa
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Joint Schedule 12 (Supply Chain Visibility)
1. Definitions

1.1 In this Schedule, the following words shall have the following meanings and
they shall supplerment Joint Schedule 1 (Definitions):

“Contracts Finder" the Government's publishing portal for public
sector procureament opporunities;

“SME" an enterprise falling within the category of
micro, small and medium slzed enterprises
defined by the Commigsion

Recommendation of & May 2003 conceming
the definition of micro, small and medium
sized enterprises;

“Supply Chain Information the document at Annex 1 of this Schedule
Report Template" 12; and

"WCSE" a non-governmental organisation that is value-driven and which
principally reinvests its surpluses to further
social, environmental or cultural objectives.

2, Visibility of Sub-Contract Opportunities in the Supply Chain
21 The Supplier shall:

2.1.1 subject to Paragraph 2.3, advertise on Contracts Finder all Sub-Confract
apportunities arising from or in connection with the provision of the
Deliverables above a minimum threshold of £25,000 that arise during the
Contract Period;

2.1.2 within %0 days of awarding a Sub-Contract to a Subcontractor, update the
notice on Contract Finder with details of the successful Subcontractor

2.1.3 monitor the number, type and value of the Sub-Contract opportunities
placed on Contracts Finder advertised and awarded in its supply chain
during the Contract Period,;

2.1.4 provide reports on the information at Paragraph 2.1.3 to the Relevant
Authority in the format and frequency as reasonably specified by the
Relevant Authority; and

2.1.5 promote Contracts Finder to its suppliers and encourage those
arganisations to register on Contracts Finder.
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22

23

24

3.

Each advert referred to at Paragraph 2.1.1 of this Schedule 12 shall provide
a full and detailed description of the Sub-Contract opportunity with each of
the mandatory fields being completed on Contracts Finder by the Supplier.

The abligation on the Supplier set out at Paragraph 2.1 shall only apply in
respect of Sub-Contract opportunities arising after the Effective Date.

Motwithstanding Paragraph 2.1, the Authority may by giving its prior
Approval. agree that a Sub-Contract opportunity is not required to be
advertised by the Supplier on Contracts Finder.

Visibility of Supply Chain Spend

3.1 In addition to any other management information requirements set out in the

3z

33

Contract, the Supplier agrees and acknowledges that it shall, at no charge,
provide timely, full, accurate and complete SME management information
reports (the “SME Management [nformation Reports”) to the Relevant
Authority which incorporates the data described in the Supply Chain
Information Report Template which is:

{a) the total contract revenue received directly on the Contract;

{b)} the total value of sub-contracted revenues under the Contract
{incleding revenues for non-SMEs/non-VCSEs), and

{c) the total value of sub-contracted revenues to SMEs and VCSEs.

The SME Management Information Reports shall be provided by the
Supplier in the corect format as required by the Supply Chain Information
Report Template and any guidance issued by the Relevant Authority from
time to time. The Supplier agrees that it shall use the Supply Chain
Information Report Template to provide the information detailed at
Paragraph 3.1(a) —(c) and acknowledges that the template may be changed
from time to tme (including the data required andfor format) by the
Relevant Authority issuing a replacement version. The Relevant Authority
agrees to give at least thinty (30) days' notice in writing of any such change
and shall specify the date from which it must be used.

The Supplier further agrees and acknowledges that it may not make any
amendment to the Supply Chain Information Report Template without the
priar Approval of the Authority.
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Annex 1

Supply Chain Information Report template

Lo

Supply Chain Information
Report tamplat
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Order Schedule 1 (Transparency Reports)

1.1 The Supplier recognises thal the Buyer is subject to PPN 01/17 (Updates to
transparency principkes v1.1
{hittps:fwww gov. ukigovernmentipublications/procurement-policy-note-
011 7update-to-transparency-principles). The Supplier shall comply with the
provisions of this Schedule in order to assist the Buyer with its compliance with its
obligations under that PPMN.

1.2 Without prejudice to the Supplier's reporting requirements set out in the DPS
Contract, within three (3) Months of the Start Date the Supplier shall submit to the
Buyer for Approval (such Approval not to be unreasonably withheld or delayed)
draft Transparency Reports consistent with the content requirements and format
=at out in the Annex of this Schedule.

1.3 If the Buyer rejects any proposad Transparency Report submitted by the
Supplier, the Supplier shall submit a revised version of the relevant report for
further Approval within five (5) days of receipt of any notice of rejection, taking
account of any recommendations for revision and improvement to the report
provided by the Buyer. If the Parties fail to agree on a draft Transparency Report
the Buyer shall determine what should be included. Any other disagreement in
connection with Transparency Repons shall be treated as a Dispute.

1.4 The Supplier shall provide accurate and up-to-date versions of each
Transparency Report to the Buyer at the frequency referred to in the Annex of this
Schedule.
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Annex A: List of Transparency Reports

Titla Content Format Frequency
Performance Basic service Gov.uk website Quartery

level information
Order Contract Total contract Contracts Finder | Once on Contract
Charges value and'or Find a Award and each

Tender website(s) | time there is a
Contract Varation

Key Basic facts Gov.uk website Quartery
Subcontractors including total

spend or Y of

total contract

value.
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Order Schedule 6 (ICT Services)

1. Definitions

1.1. In this Schedule. the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

“Buyer Property™

“Buyer Software"

“Buyer System"

“Commerclal off the
shalf Software” or
“COTS Softwara”

“Defect”

DPS Ref: RME235
Project Version: v1.0
Model Version: v1.0

the property, other than real property and IPR,
including the Buyer System, any equipment issued
or made available to the Supplier by the Buyer in
connaction with this Contract;

any software which is owned by or licensed to the
Buyer and which is or will be used by the Supplier
for the purposes of providing the Deliverables;

the Buyer's computing environment (consisting of
hardware, software and/or telecommunications
natworks or equipment) used by the Buyer or the
Supplier in connection with this Contract which is
awned by or licensed to the Buyer by a third party
and which interfaces with the Supplier System or
which is necessary for the Buyer to receive the
Deliverables:;

non-customised software where the IPR may be
owned and licensed either by the Supplier ora
third party depending on the context and which
i& commercially avaitable for purchase and
subject to standard licence terms;

any of the following:

a) any emor, damage or defect in the
manufaciuring of a Deliverable; or

b) any ermor or failure of code within the Software
which causes a Deliverable to malfunction or to
produce unintelligible or incormect results: or

¢} any fallure of any Deliverable to provide the
performance, features and functionality
specified in the requirements of the Buyer or
the Documentation (including any adverse
effect on response times) regardless of whether
or not it prevents the relevant Deliverable from
passing any Test required
under this Order Confract; or
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“Emargancy
Maintenance”

“ICT Environmant™
“Licensed Softwara"

“"Maintenance
Schedule”

"Maliclous Softwara™

“Open Source
Software™

DPS Ref: RMG235
Project Versiom: v1.0
Model Version: v1.0

d) any failure of any Deliverable o operate in
conjunction with or interface with any other
Deliverable in order to provide the
performance, features and functionality
specified in the requirements of the Buyer or
the Documentation (including any adverse
effect on response times) regardless of
whether or not it prevents the relevant
Deliverable from passing any Test required
under this Contract;

ad hoc and unplanned maintenance provided by

the Supplier where either Party reasonably

suspects that the ICT Environment or the

Services, or any part of the ICT Environment or

the Services, has or may have developed a fault;

the Buyer System and the Supplier System,

all and any Software licensed by or through the
Supplier, its Sub-Contractors or any third party to
the Buyer for the purposes of or pursuant to this
Order Contract, including any COTS Software;

has the meaning given to it in paragraph 8 of this
Schedule;

any software program or code intended to destroy,
interfere with, corrupt, or cause undesired effects
on program files, data or other information,
executable code or application software macros,
whether or not its operation is immediate or
delayed, and whether the maliclous software is
introduced wilfully, negligently or without
knowledge of its existence:

an item produced primarily to extend, alter or
improve the Software andior any Deliverable by
providing additional functionality or performance
enhancement (whether or not defects in the
Software and/or Deliverable are also corrected)
while still retaining the original designated purpose
of that item:;

computer softwane that has its source code madea
available subject to an open-source licence under
which the owner of the copyright and other IPR in
such software provides the rights to use, study,
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“Operating
Environment”

“Permitted
Maintananca®™

“Quality Plans®

“Software"

“Software Supporting
Materials"

“Source Code™

“Specially Written
Software"

DPS Ref: RMGZ35
Project Versiom: v1.0
Model Version: v1.0

change and distribute the software to any and all
persons and for any and all purposes free of
charge:

means the Buyer System and any premises
(including the Buyer Premises, the Supplier's
premises or thind party premises) from, 1o or at
which:

a) the Deliverables are {or are to be) provided; or

b} the Supplier manages, organises or otherwise
directs the provision or the use of the
Deliverables; or

c) where any part of the Supplier System is
situated;

has the meaning glven to it in paragraph 8.2 of this

Schedule:

has the meaning given to it in paragraph 6.1 of this
Schedule;

has the meaning given to it in Joint Schedule 1
{Definitions), and for the purposes of this Order
Schedule shall also include any premises from, to
or at which physical interface with the Buyer
System takes place;

Specially Written Software, COTS Software and
non-COTS Supplier and third party Software;

has the meaning given to it in paragraph 9.1 of this
Schedule:

computer programs andfor data in eye-readable
form and in such form that it can be compiled or
interprated into equivalent binary code together
with all related design comments, flow charts,
technical information and documentation
necessary for the use, reproduction, maintenance,
modification and enhancement of such software;
any software (including database software, linking
instructions, test scripts, compilation instructions
and test instructions) created by the Supplier (or
by a Sub-Contractor or other third party on behalf
of the Supplier) specifically for the purposes of this
Contract, including any modifications or
enhancements to COTS Software. For the
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aveidance of doubt Specially Written Software
does not constitute New IPR,;

“Supplier System” the information and communications technology

system used by the Supplier in supplying the
Deliverables, including the COTS Software, the
Supplier Equipment, configuration and
management utilities, calibration and testing tools
and related cabling (but excluding the Buyer
Syatem).

2. When this Schedule should be used

2.1. This Schedule is designed to provide additional provisions necessary to
facilitate the provision of ICT Services which are part of the Deliverables.

3. Buyer due diligence requirements

3.1. The Supplier shall satisfy itself of all relevant detaits, including but not limited
to, details relating to the following;

3z

a1

321

322
323

suitability of the existing and (to the extant that it is defined or
reasonably foreseeable at the Start Date) future Operating
Environment;

. operating processes and procedures and the working methods of the

Buyer;

. ownership, functionality, capacity, condition and suitability for use in

the provision of the Deliverables of the Buyer Assets; and

. existing contracts (including any licences, support, malmenance and

other contracts relating to the Operating Environment) referred to in
the Due Diligence Information which may be novated to, assigned to
or managed by the Supplier under this Contract andior which the
Supplier will require the benefit of for the provision of the
Deliverables.

The Supplier confirms that it has advised the Buyer in writing of:

each aspect, if any, of the Operating Envircnment that is not suitable
for the provision of the ICT Services;

the actions needed to remedy each such unsuitable aspect; and

a timetable for and the costs of those actions.

DPS Ref: RMG235
Project Versiom: v1.0 4
Model Version: v1.0
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4. Licensad software warranty

4.1. The Supplier represenis and warrants that:

4.1.1. it has and shall continue to have all necessary rights in and to the
Licensed Software made available by the Supplier (andior any
SubContractor) to the Buyer which are necessary for the
performance of the Supplier's obligations under this Contract
including the receipt of the Deliverables by the Buyer:

412,  all components of the Specially Written Software shall:

4.1.21. be free from material design and programming emors;

4.1.2.2 perform in all material respects in accordance with the
relevant specifications contained in Order Schedule 14
(Service Levels) and Documentation; and 4.1.2.3_

not infringe any IPR.

5. Provislon of ICT Sarvices
5.1. The Supplier shall:

5.1.1. ensure that the release of any new COTS Software in which the
Supplier owns the IPR, or upgrade to any Software in which the
Supplier owns the IPR compliez with the interface requirements of
the Buyer and (except in relation to new Software or upgrades which
are released to address Malicious Software) shall notify the Buyer

thres (3) Months before the release of any new COTS Software or
Upgrade;

5.1.2. ensure that all Software including upgrades, updates and New
Releases used by or on behalf of the Supplier are currently
supported versions of that Software and perform in all material
respects in accordance with the relevant specification:

5.1.3. ensure that the Supplier System will be free of all ancumbrances;

5.1.4. ensure that the Deliverables are fully compatible with any Buyer

Software, Buyer System, or otherwise used by the Supplier in
cannection with this Contract;

5.1.5. minimize any disruption to the Services and the ICT Environment
and/or the Buyer's operations when providing the Deliverables:

DPS Ref: RMG235
Project Versiom: v1.0 5
Model Version: v1.0
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6.1.

6.2

6.3

G.4.

7.

Standards and Quality Requiremants

The Supplier shall develop, in the timescales specified in the Order Form,
quality plans that ensure that all aspects of the Deliverables are the subject

of quality management systems and are consistent with BS EN 150 8001 or
any equivalent standard which is generally recognised as having replaced it
("Quality Plans®).

The Suppler shall seak Approval from the Buyer (notl be unreasonably
withheld or delayed) of the Quality Plans before implementing them.
Approval shall not act as an endorsement of the Quality Plans and shall not
relieve the Supplier of its responsibility for ensuring that the Deliverables
are provided to the standard required by this Contract.

Following the approval of the Quality Plans, the Supplier shall provide all
Deliverables in accordance with the Quality Plans.

The Supplier shall ensure that the Supplier Personnel hall at all imes
during the Order Contract Period:

6.4.1. be appropriately expenenced, qualified and trained to supply the
Deliverables in accordance with this Contract;

6.4.2. apply all due skill, care, diligence in faithfully perfforming those duties
and exercising such powers as necessary in connection with the
provision of the Deliverables: and

6.4.3. obey all lawful instructions and reasonable directions of the Buyer
(including, if so required by the Buyer, the ICT Policy) and provide
the Deliverables to the reasonable satisfaction of the Buyer.

ICT Audit

7.1. The Supplier shall allow any auditor access to the Supplier premises to:

7.1.1. inzpect the ICT Environment and the wider service delivery
environment (or any part of them);

T1.2. review any records created during the design and development of the
Supplier System and pre-operational environment such as
infarmation relating to Testing;

7.1.3. review the Supplier's quality management systems including all
relevant Quality Plans.

DFS Ref: RME235
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8.1

8.2.

8:3.

Maintenance of the ICT Environment

If spacified by the Buyer in the Order Form, the Supplier shall create and
maintain a rolling schedule of planned maintenance to the ICT Environment
{("Maintenance Schadula”) and make it available to the Buyer for Approval
in accordance with the timetable and instructions specified by the Buyer.

Once the Maintenance Schedule has been Approved, the Supplier shall
only undertake such planned maintenance (which shall be known as
“Parmitted Maintenance™) in accordance with the Maintenance Schedule.

The Supplier shall give as much notice as Is reasonably practicable to the
Buyer prior to carrying out any Emergency Maintenance.

8.4. The Supplier shall carry out any necessary maintenance (whether Permitted

8.1.

Maintenance or Emergency Maintenance) where it reasonably suspects
that the ICT Environment andfor the Services or any part thereof has or
may have developed a fault. Any such maintenance shall be carried out in
such a manner and at such times 20 as to avoid (or wherne this is not
possible 20 as to minimise) disruption to the ICT Environment and the
provigion of the Deliverables.

Intellectual Property Rights in ICT
Assignments granted by the Supplier: Specially Written Software

9.1.1. The Supplier assigns (by present assignment of future rights lo take
effect iImmediately on it coming into existence) to the Buyer with full
guarantee (or shall procure assignment to the Buyer), title to and all
rights and interest in the Specially Written Software together with and
including:

9.1.1.1. the Documentation, Source Code and the Object Code of the
Specially Written Software; and

9.1.12. all build instructions, test instructions, test scripts, test data,
operating instructions and other documents and tools
necessary for maintaining and supporting the Specially
Written Software and the New IPR (together the "Software
Supporting Materials™).

912 The Supplier shall:

9.1.2.1. inform the Buyer of all Specially Written Software or New
IPRs that are a modification, customisation, conflguration or
enhancement to any COTS Software:;

DPS Fef: RME235
Project Version: v1.0 T
Model Version: v1.0
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9.1.2.2 deliver to the Buyer the Specially Written Software and any

computer program elements of the New IPRS in both Source
Code and Object Code forms together with relevant
Documentation and all related Software Supporting
Materials within seven days of completion or, if a relevant
Milestone has been ientified in an Implementation Plan,
Achlevement of that Milestone and shall provide updates of
them promptly following each new release of the Specially
Written Software, in each case on media that is reasonably
acceptable to the Buyer and the Buyer shall become the
owner of such media upon receipt; and

9.1.2.3. without prejudice to paragraph 9.1.2 2, provide full details to

the Buyer of any of the Supplier's Existing IPRs or Third
Party IPR=s which are embedded or which are an integral
part of the Specially Written Software or New IPR and the
Supplier hereby grants to the Buyer and shall procure that
any relevant third party licensor shall grant to the Buyer a
perpatual, imevocable, non-exclusive, assignable,
royaltyfres licence to use, subicense and/or commercially
exploit such Supplier's Existing IPRs and Third Party IPRs
to the extent that it is necessary to enable the Buyer to
obtain the full benefits of ownership of the Specially Written
Software and New IPRs.

9.1.3. The Supplier shall promptly execute all such assignments as are
required to ensure that any rights in the Specially Written Software
arnd New IPRs are properly transfemead to the Buyer.

9.2. Licences for non-COTS IPR from the Supplier and third parties to the

Buyer

9.2.1. Unless the Buyer gives its Approval the Supplier must not use any:

a) of its own Existing IPR that is not COTS Software;

b) third party software that is not COTS Software

9.2.2. Where the Buyer Approves the use of the Supplier's Existing |PR that
= not COTS Software the Supplier shall grants to the Buyer a
perpatual, royalty-free and non-exclusive licence to use adapt, and
sub-license the same for any purpose relating to the Deliverables (or
substantially equivalent deliverables) or for any purpose relating to
the exercise of the Buyer's (or, if the Buyer is a Central Govemment
Body, any other Central Govemment Body's) business or function
including the right to load, executs, store, transmit, display and copy
(for the purpeses of archiving, backing-up, loading, execution,

DPFS Ref: RME235
Project Versson: v1.0
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storage, transmission or display) for the Call Off Contract Period and
after expiry of the Contract to the extent necessary to ensure
continuity of service and an effective transition of Services to a
Replacemeant Supplier.

9.2 3. Where the Buyer Approves the use of third party Software that is not
COTS Sofiware the Supplier shall procure that the owners or the
autharized licensors of any such Software grant a direct licence to
the Buyer on terms at least equivalent to those set out in Paragraph

9.2.2. If the Supplier cannot obtain such a licence for the Buyer it
shall:

5.2 3.1 notify the Buyer in writing giving details of what licence terms
can be obtained and whether there are alternative software
providers which the Supplier could sesk to use: and

9232 only use such third party IPR as refarred to at paragraph
9.2 3.1 if the Buyer Approves the terms of the licence from
the relevant third party.

9.2 4. Where the Supplier ks unable to provide a license to the Supplier's
Existing IPR. in accordance with Paragraph 9.2_2 above, it must meet
the requirement by making use of COTS Software or Specially
Written Software.

9.2 5. The Supplier may terminate a licence granted under paragraph 9.2
by giving at least thifty (30) days’ notice in writing if there is an
Authority Cause which constitutes a material Default which, if
capable of remedy, is not remedied within twenty (20) Working Days
after the Supplier gives the Buyer written notice specifying the breach
and requiring its remady.

93 Licenses for COTS Software by the Supplier and third parties to the
Buyer

9.3.1. The Supplier shall either grant, or procure that the owners or the
autharized licensors of any COTS Software grant, a direct licence to
the Buyer on terms no less favourable than those standard
commearcial lerms on which such software is usually made
commercially available.

9.3.2. Where the Supplier owns the COTS Software it shall make available
the COTS software to a Replacement Supplier at a price and on
terms no kess favourable than those standard commercial terms on
which such software is usually made commercially available.

DPS Ref: RMG235
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9.4

8.5

9.6

9.3.3. Where a third party is the owner of COTS Software licensed in
accordance with this Paragraph 9.3 the Supplier shall support the
Replacement Supplier to make arrangements with the ownear or
authorized licencee to remew the license at a price and on terms no
less favourable than those standard commercial terms on which such
software ks usually made commercially available.

9.3.4. The Supplier shall notify the Buyer within seven (7) days of bacoming
aware of any COTS Software which in the next thirty-six (36) months:

5.3.4.1. will no longer be maintained or supported by the developer,
or

9.3.4.2 will no longer be made commercially available

Buyer's right to assign/novate licences

9.4.1. The Buyer may assign, novate or otherwise transfer its rights and
obligations under the licences granted pursuant to paragraph 9.2 to:

8.4.1.1. a Central Government Body, or

9.4.1.2. to any body (including any private sector body) which
performs or carmies on any of the functions andfor activities
that previously had been performed and/or camied on by the
Buyer.

9.4.2. If the Buyer ceases o be a Central Government Body, the successor
body to the Buyer shall still be entitled to the benefit of the licences
granted in paragraph 9.2.

Licence granted by the Buyer

9.5.1. The Buyer grants to the Supplier a rovalty-free, non-exclusive, non-
transferable licence during the Contract Period to use the Buyer
Software and the Specially Written Software solely (o the extent
necessary for providing the Deliverables in accordance with this
Contract, including the right to grant sub-licences to Sub-Contractors
provided that any relevant Sub-Contractor has entered into a
confidentiality undertaking with the Supplier on the same terms as
setout in Clause 15 (Confidentiality).

Open Source Publication
9.6.1. Unless the Buyer otherwise agrees in advance in writing (and subject

to paragraph 9.6.3) all Specially Written Software and computer
program elements of New IPR shall be created in a format, or able to

DPS Ref: RME235
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be converted (in which case the Supplier shall also provide the
converted format to the Buyer) into a format, which is:

8.6.1.1. suitable for publication by the Buyer as Open Source; and
9.6.1.2. based on Open Standards {(where applicable), and the Buyer
may, at its sole discretion, publish the same as Open Source.

9.6.2. The Supplier hereby warrants that the Specially Written Software and
the New IPR:

9.6.2 1. are suitable for release as Open Source and that the
Supplier has used reasonable endeavours when developing
the same to ensure that publication by the Buyer will not
enable a third party to use them in any way which could
reasonably be foreseen to compromise the operation,
running or security of the Specially Written Software, New
IPRs or the Buyer System;

8622 have been developed using reasonable endeavours to
ensure that their publication by the Buyer shall not cause
any harm or damage to any party using them;

5.6.2.3. do not contain any material which would bring the Buyer into
disrepute;

9.6.2 4. can be publizhed as Open Source without breaching the
rights of any third party,

9.6.2.5. will be supplied in a format suitable for publication as Open
Source (“the Open Source Publication Material™) no later
than the date notified by the Buyer to the Supplier; and

8.6.2.6. do not contain any Malicious Software.

9.6.3. Where the Buyer has Approved a request by the Supplier for any part
of the Specially Written Software or New IPRs to be excluded from
the requirement to be in an Open Source format due to the intention
to embed or integrate Supplier Existing IPRs andfor Third Party IPRs
(and where the Parties agree that such IPRs are not intended to be
publizhed as Open Source), the Supplier shall:

5.6.3.1. as soon as reasonably practicable, provide written details of
the nature of the IPRs and iterns or Deliverables based on
IPR= which are to be excluded from Open Source
publication; and

DFS Ref: RME235
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9.6.32. include in the written details and information about the
impact that inclusion of such |PRs or Deliverables based on
such IPRs, will have on any other Specially Written Software
andior New IPRs and the Buyer's ability to publish such
other items or Deliverables as Open Source.

9.7. Maliclous Software

9.7.1. The Supplier shall, throughout the Contract Period, use the latest
versions of anti-virus definitions and software available from an
industry accepted anti-virus software vendor to check for, contain the
spread of, and minimise the impact of Maliclous Software.

8.7.2. if Malicious Software s found, the Parties shall co-operate to reduce
the effect of the Malicious Software and, particularty if Malickous
Software causes loss of cperational efficlency or loss or comuption of
Government Data, assist each other to mitigate any losses and to
restore the provision of the Deliverables to its desired operating
efficiency.

9.7.3. Any cost arising out of the actions of the Parties taken in compliance
with the provisions of paragraph 9.7 .2 shall be borne by the Parties
as follows:

8.7.3.1. by the Supplier, whare the Malicious Software originates
from the Supplier Software, the third party Software supplied
by the Supplier or the Govemment Data {whilst the
Government Data was under the control of the Supplier)
unless the Supplier can demonstrate that such Malicious
Software was present and not guarantined or otherwizse
identified by the Buyer when provided to the Supplier; and

9.7.3.2_ by the Buyer, if the Malicious Software originates from the
Buyer Software or the Government Data (whilst the
Governmant Data was under the control of the Buyer).

DFS Ref: RMEZ35
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Order Schedule 7 (Key Supplier Staff)

1.1 The Order Form lists the key roles ("Key Roles”) and names of the persons who
the Supplier shall appaint to fill those Key Roles at the Start Date.

1.2 The Supplier shall ensure that the Key Staff fulfil the Key Roles at all times
during the Contract Period.

1.5 The Buyer may identify any further roles as being Key Roles and. following
agreement to the same by the Supplier, the relevant person selected to fill
those Key Roles shall be included on the list of Key Staff.

1.4 The Supplier shall not and shall procure that any Subcontractor shall not remove
or replace any Key Staff unless:

141 requested to do so by the Buyer or the Buyer Approves such remaoval
or replacement (not to be unreasonably withheld or delayed);

142 the person concemed resigns. retires or dies or is on maternity or
longterm sick leave, or

143 the person's employment or contractual arrangemaent with the Supplier
or Subcontractor is terminated for material breach of contract by the

emphoyes.

1.5 The Supplier shall:

151 notify the Buyer promptly of the absence of any Key Staff (other than
for short-term sickness or holidays of two (2) weeks or less, in which
case the Supplier shall ensure appropriate temporary cover for that Key
Role):

1.52 ensure that any Key Role is not vacant for any longer than ten (10)
Working Days;

153 give as much notice as is reasonably practicable of its intention to
remove of replace any member of Key Staff and, except in the cases of
death, unexpected il health or a material breach of the Key Staff's
employment contract, this will mean at least three (3) Months' notice;

154 ensure that all arrangements for planned changes in Key Staff provide
adequate periods during which incoming and outgoing staff work
together to transfer responsibilities and ensure that such change does
not have an adverse impact on the provision of the Deliverables: and
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1.55 ensure that any replacement for a Key Role has a level of gualifications
and experience appropriate to the relevant Key Role and is fully
competent o carry out the lasks assigned to the Key Staff whom he or
she has replaced.

1.6 The Buyer may require the Supplier to remove or procure that any
Subcontractor shall remove any Key Staff that the Buyer considers in any
respect unsatisfactory. The Buyer shall not be liable for the cost of replacing
any Key Staff.
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Order Schedule 9 (Security)

Part A: Short Form Security Requirements
1. Definitions

1.1 In this Schedule, the following words shall have the following meanings and they
shall supplemant Joint Schedule 1 (Definitions):

"Breach of 1 the occurrence of:

Security” a) any unauthorised access to or use of the
Deliverables, the Sites and/or any
Information and Communication
Technology ("ICT"), infermation or data
{including the Confidential Information and
the Government Data) used by the Buyer
andfer the Supplier in connection with this
Contract; andfor

b} the loss andior unauthorised disclosure of
any information or data {including the
Confiderntial Information and the
Government Data), including any copies of

such Information or data, used by the
Buyer and'or the Supplier in connection

with this Contract,
2 in either case as more particularty set out in the
Security Policy whene the Buyer has required
compliance therewith in accordance with
paragraph 2.2;
“Security 3 the Supplier's security management plan

Management Plan” prepared pursuant to this Schedule, a draft of
which has been provided by the Supplier to the

Buyer and as updated from time to time;
2. Complying with security requirements and updates to tham

2.1 The Buyer and the Supplier recognise that, where specified in DPS Schedule 4
(DPS Management), CCS shall have the right to enforce the Buyer's rights
under this Schedule.

DPS Ref: RMEZ35
Project Versson: v1.0 1
Moded Version: vi.1



Order Schadule 3 (Security)
Order Ref: DDaT23406
(UKSAZI 0014)

Crown Copyright 2018

2.2 The Supplier shall comply with the requirements in this Schedule in respect of
the Security Management Plan. Where specified by a Buyer that has
undertaken a Further Competition it shall also comply with the Security Policy
and shall ensure that the Security Management Plan produced by the Supplier
fully complies with the Security Palicy.

2.3 Where the Security Policy applies the Buyer shall notify the Supplier of any
changes or proposed changes to the Security Policy.

2.4 If the Supplier belisvas that a change or proposed changea to the Security Palicy
will have a material and unaveidable cost implication to the provision of the
Deliverables it may propose a Variation to the Buyer. in doing so, the Supplier
must support its request by providing evidence of the cause of any increased
costs and the steps that it has taken to mitigate those costs. Any change to
the Charges shall be subject to the Variation Procedure.

2.5 Until andlor unless a change to the Charges is agreed by the Buyer pursuant to
the Variation Procedure the Supplier shall continue to provide the Deliverables
in accordance with its existing obligations.

3. Security Standards

3.1 The Supplier acknowledges that the Buyer places great emphasis on the
reliability of the performance of the Deliverables, confidentiality. integrity and

availabllity of information and consaguently on security.

3.2 The Supplier shall be responsible for the effective performance of its security
obligations and shall at all imes provide a level of security which:

3.2.1 5 In accordance with the Law and this Contract,
3.2.2 ag a minimum demonstrates Good Industry Practice:;

3.2.3 meets any spacific security threats of immediate relevance to the
Deliverables and/or the Government Data; and

3.2.4 where specified by the Buyer in accordance with paragraph 2.2
complies with the Security Policy and the ICT Policy.

3.3 The references to standards, guidance and policies contained or set out in
Paragraph 3.2 shall be deemed to be references to such items as developed
and updated and to any successor to or replacement for such standards,
guidance and policies, as notified to the Supplier from time to time.

3.4 In the event of any inconsistency in the provisions of the above standards,
guidance and policies, the Supplier should notify the Buyer's Representative of
such inconsistency immediately upon becoming aware of the same, and the
Buyer's Representative shall, as soon as practicable, advise the Supplier
which provision the Supplier shall be reguired to comply with.

DFS Ref: RMEZ35
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4. Security Managemeant Plan

4.1 Introeduction

4.1.1 The Supplier shall develop and maintain a Security Management Plan
in accordance with this Schedule. The Supplier shall thereafter
comply with its obligations set out in the Security Management Plan.

4.2 Content of the Security Management Plan
4.2 1 The Security Management Plan shall:

e

o]

lc)

comply with the principles of security set out in Paragraph 3 and
any other provisions of this Contract relevant to security;

identify the necessary delegated organisational roles for those
responsible for ensuring it is complied with by the Supplier;

detail the process for managing any security risks from
Subcontractors and third parties authorised by the Buyer with
access to the Deliverables, processes associated with the
provision of the Deliverables, the Buyer Premises, the Sites and
any ICT, Information and data (including the Buyer's Confidential
Information and the Government Data) and any system that could
directly or indirectly have an Impact on that Information, data
andior the Deliverables:;

{d} be developed to protect all aspects of the Deliverables and all

le]

if)

(&)

DPS Fef: RME235
Profect Version: v1.0
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processes associated with the provision of the Deliverables,
including the Buyer Premises, the Sites, and any ICT, Information
and data {including the Buyer's Confidential
Information and the Government Data) to the extent used by the
Buyer or the Supplier in connection with this Contract or in
connection with any system that could directly or indirectly have
an impact on that Information, data andlor the Deliverables;

sel out the security measures to be implemented and maintained
by the Supplier in relation to all aspects of the Deliverables and all
processes associated with the provision of the Goods andior
Services and shall at all times comply with and specify security
measures and procedures which are sufficient to ensure that the
Deliverables comply with the provisions of this Contract;

set out the plans for ransitioning all security arrangements and
rasponsibilities for the Supplier to meet the full obligations of the
security requirements set out in this Contract and, where
necessary in accordance with paragraph 2.2 the Security Policy,
and

be writtan in pkain English in language which is readily
comprehensible to the staff of the Supplier and the Buyer
engaged in the provision of the Deliverables and shall only
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reference documents which are in the possession of the Parties or
whose location is otherwise specified in this Schedule.

4.3 Development of the Security Management Plan

4.3.1 Within twenty (20) Working Days after the Start Date and in
accordance with Paragraph 4.4, the Supplier shall prepare and
deliver to the Buyer for Approval a fully complete and up to date
Security Management Plan which will be based on the draft Security
Management Plan.

4.3.2 If the Security Management Plan submitted to the Buyer in accordance
with Paragraph 4.3.1, or any subsequent revision to it in accordance
with Paragraph 4.4, is Approved it will be adopted immediately and
will replace the previous version of the Security Management Plan
and thereafter operated and maintained in accordance with this
Schedule. If the Security Management Plan is not Approved, the
Supplier shall amend it within ten (10) Working Days of a notice of
non-approval from the Buyer and re-submit to the Buyer for Approval.
The Parties will use all reasonable endeavours to ensure that the
approval process takes as littke time as possible and in any event no
longer than fifteen {15) Working Days from the date of its first
submission to the Buyer. If the Buyer does not approve the Security
Management Plan following its resubmission, the matter will be
resolved in accordance with the Digpute Resolution Procedure.

4.3.3 The Buyer shall not unreasonably withhold or delay its decision to
Approve or not the Security Management Plan pursuant to Paragraph
432 However a refusal by the Buyer to Approve the Security
Management Plan on the grounds that it does not comply with the
requirements set out in Paragraph 4.2 shall be deemed to be
reasonable.

4 3.4 Approval by the Buyer of the Security Management Plan pursuant to
Paragraph 4.3.2 or of any change to the Security Management Ptan
in accordance with Paragraph 4.4 shall not relieve the Supplier of its
obligations under this Schedule.

4.4 Amendment of the Security Management Plan

4.4.1 The Security Managemant Plan shall be fully reviewed and updated
by the Supplier at least annually to reflect: (a) emerging changes in
Good Industry Practics;

{b) any change or proposed change to the Deliverables andor
associated processes;

{c) whera necessary in accordance with paragraph 2.2, any change
to the Security Policy;

{d) any new percelved or changed security threats; and

DPS Ref: RME235
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Model Version: v1.1



Order Schedule 9 |Sacurity)
Order Ref: DDaT23406

(UKSAZ3 0014)
Crown Copyright 2018

{e) any reasonable change in requirements requested by the Buyer.

4.4 2 The Supplier shall provide the Buyer with the results of such reviews
as =00n as reasonably practicable after their completion and

amendment of the Security Managemant Plan at no additional cost to
the Buyer. The results of the review shall include, without limitation:

{a) suggested improvemants to the effectiveness of the Security
Management Plan;

{b) updates to the risk assessments; and

{c) suggested improvements in measuring the effectiveness of
controls.

4.4.3 Subjectto Paragraph 4.4.4, any change or amendment which the
Supplier proposes 1o make to the Security Management Plan (as a
result of a review carried out in accordance with Paragraph 4.4.1, a
request by the Buyer or otherwise) shall be subject to the Vanation
Procedure.

4.4.4 The Buyer may, acting reasonably, Approve and require changes or
amandments to the Security Management Plan to be implementad on
timescales faster than set out in the Variation Procedure but, without
prejudice to their effectiveness, all such changes and amendments
shall thereafter be subject to the Variation Procedure for the
purposes of formalising and documenting the relevant change or
amendment.

5. Security breach

5.1 Either Party shall notify the other in accordance with the agreed security
incident management process (as detailed in the Security Management Plan)
upon bacoming aware of any Breach of Security or any potential or attempted
Breach of Security.

5.2 Without prejudice to the security incident management process, upan
becoming aware of any of the circumstances referred to in Paragraph 5.1, the
Supplier shall:

5.2 1 immediately take all reasonable steps (which shall include any action or changes
reasonably required by the Buyer) necessary to:

{a) minimize the extent of actual or potential harm caused
by any Breach of Security;

{b) remedy such Breach of Security to the extent possible
and protect the integrity of the Buyer and the provision
of the Goods and/or Services to the extent within its
control against any such Breach of Security or
attempted Breach of Security;

DPS Ref: RME235
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{c) prevent an equivalent breach in the future exploiting the
same cause failure; and

{d) as soon as reasonably practicable provide to the Buyer,
where the Buyer so requests, full details {using the
reporting mechanism defined by the Security
Management Plan) of the Breach of Security or

attempted Breach of Security, including a cause analysis
where required by the Buyer.

3.3 In the event that any action is taken in response to a Breach of Security or
potential or attempted Breach of Security that demonstrates non-compliance of
the Security Management Plan with the Security Policy (where relevant in
accordance with paragraph Z_2) or the requirements of this Schedule, then any
required change to the Security Management Plan shall be at no cost to the

Buyer.

DFS Fef. RME235
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Order Schedule 11 (Installation Works)

1. When this Schedule should be used

1.1

This Schedule is designed to provide additional provisions necessary to
facilitate the provision of Deliverables requiring installation by the Supplier.

2. How things must be installad

21

22

23.

24

Whare the Supplier reasonably believes, it has completad the Instaliation
Works it shall notify the Buyer in writing. Following receipt of such notice,
the Buyer shall inspect the Installation Works and shall, by giving written
notice to the Supplier:

211, accept the Installation Works, or

212 reject the Installation Works and provide reasons to the Supplier if, in
the Buyer's reasonable opinion, the Installation Works do not meet
the requirements set out in the Order Form {or elsewhere in this
Contract).

If the Buyer rejects the Installation Works in accordance with Paragraph
2.1.2, the Supplier shall immediately rectify or remedy any defects and if. in
the Buyer's reasonable opinion, the Installation Works do not, within five (5)
Woarking Days of such rectification or remedy. mest the requirements sat out
in the Order Form {or elsewhere in this Contract), the Buyer may terminate
this Contract for material Default.

The Installation Works shall be deemed o be completed when the Supplier
receives a notice issued by the Buyer in accordance with Paragraph 2.2.1
Motwithstanding the acceptance of any Instaliation Works in accordance
with Paragraph 2.2}, the Supplier shall remain solely responsible for
ensuring that the Goods and the Instaltation Works conform to the
specification in the Order Form (or elsewhere in this Contract). No rights of
estoppal of waiver shall anse as a result of the acceptance by tha Buyer of
the Installation Works.

Throughout the Contract Period, the Supplier shall have at all times all
licences, approvals and consents necessary to enable the Supplier and the
Supplier Staff to carry out the Installation Works.

DPs Ref: RMG235
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Order Schedule 17 (MOD Terms)
1 Definitions

1.1 In this Schedule, the following words shall have the following meanings and

they shall supplement Joint Schedule 1 (Definitions):

“MOD Terms and the terms and conditions lsted in this
Conditions" Schedule;
“MOD Site™ shall include any of Her Majesty’s Ships

or Vessels and Service Stations;

“Officer in charge® shall include Officers Commanding
Service Stations, Ships' Masters or
Senior Officers, and Officars
superintending Govermment
Establishmenis;

2 Access to MOD sites

2.1 The Buyer shall issue passes for those representatives of the Supplier who

are approved for admission to the MOD Site and a representative shall not
be admitted unless in possession of such a pass. Passes shall remain the
property of the Buyer and shall be sumrendered on demand or on
completion of the supply of the Deliverables.

2.2 The Supplier's representatives when employed within the boundaries of a

MOD Site, shall comply with such rules, regulations and requirements
(inciuding those relating to security arrangements) as may be in force for
the time being for the conduct of staff at that MOD Site. When on board
ship, compliance shall be with the Ship's Regulations as interpreted by the
Officer in charge. Details of such rules, regulations and requirements shall
be provided, on reguest, by the Officer in charge.

2.3 The Supplier shall be responsible for the living accommodation and

maintenance of its representatives while they are employed at a MOD Site.
Sleeping accommadation and messing facilities, if required, may be
provided by the Buyer wherever possible, at the discretion of the Officer in
charge, at a cost fixed In accordance with cumrent Ministry of Defence
regulations. At MOD Sites overseas, accommodation and messing
facliities, if required, shall be provided wherever possible. The status to be
accorded to the Supplier's staff for messing purposes shall be at the
discretion of the Officer in charge who shall, wherever possible give his
decision before the commencement of this Contract where so asked by the
Supplier. When sleeping accommodation and messing facilities are not

DPS Ref: RMG235
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avallable, a certificate to this effect may be requined by the Buyer and shall
be obtained by the Supplier from the Officer in charge. Such cerificate

shall ba presented to the Buyer with other evidence relating to the costs of
this Confract.

2.4 Where the Supplier's representatives are required by this Contract to join or
visit a Site overseas, transport between the United Kingdom and the place
of duty (but excluding fransport within the United Kingdom) shall be
provided for them free of charge by the Ministry of Defence whenever
possible, normally by Royal Air Force or by MOD chartered aircraft The
Supplier shall make such arrangements through the Technical Branch
named for this purpose in the Buyer Contraci Details. 'When such transport
iz not available within a reasonable time, or in circumstances wherne the
Supplier wishes its representatives o accompany material for installation
which it is to arange to be delivered, the Supplier shall make its own
transport arangements. The Buyer shall reimburse the Supplier's
reasonable costs for such transport of its representatives on presentation of
evidence supporting the use of alternative transport and of the costs
involved. Transport of the Supplier's representatives locally overseas which
is necessary for the purpose of this Contract shall be provided wheraver
possible by the Ministry of Defence, or by the Officer in charge and, where
zo provided, shall be free of charge.

2.5 Dut-patient medical treatment given to the Supplier's representatives by a
Service Medical Officer or other Govemnment Medical Officer at a Site
overseas shall be free of charge. Treatment in a Service hospital or
medical centre, dental treatment, the provision of dentures or spectacles,
conveyance to and from a hospital, medical centre or surgery not within the
Site and transporiation of the Supplier's representatives back to the United
Kingdom, or alsewhere, for medical reasons, shall be charged to the
Supplier at rates fixed in accordance with current Ministry of Defence
regulations.

2.6 Accidents to the Supplier's representatives which ordinarily require to be
reported in accordance with Health and Safety at Work etc. Act 1974, shall
be reported to the Officer in charge so that the Inspector of Factories may
be informed.

2.7 No assistance from public funds. and no messing facilities, accommodation
or transport overseas shall be provided for depandants or members of the
families of the Suppliers representatives. Medical or necessary dental
treatment may, however, be provided for dependants or members of
families on repaymeant at current Ministry of Defence rates.

2 8 The Supplier shall, wherever possible, arange for funds to be provided to its
representatives overseas through normal banking channels (e.g. by
travellers’ cheques). If banking or other suitable facilities are not avaitable,
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the Buyer shall, upon request by the Supplier and subject to any limitation
required by the Supplier, make arrangements for payments, converted at
the prevailing rate of axchange (where applicable), to be made at the Site to
which the Supplier's representatives are attached. All such advances made
by the Buyer shall be recavered from the Supplier

3 DEFCONS and DEFFORMS

3.1 The DEFCONS and DEFORMS listed in Annex 1 to this Schedule are
incorporated into this Contract.

3.2 Where a DEFCON or DEFORM is updated or replaced the reference shall be
taken as referring to the updated or replacement DEFCON or DEFORM from
tirme to time.

3.3 In the event of a conflict between any DEFCONs and DEFFORMS listed in the

Order Form and the other terms in an Order Contract, the DEFCONs and
DEFFORMS shall prevail.

4 Authorization by the Crown for use of third party intellectual property
rights

4 1 Notwithstanding any other provisions of the Order Contract and for the
aveidance of doubt, award of the Order Contract by the Buyer and placement
of any contract task under it does not constitute an authorisation by the Crown
under Sections 55 and 56 of the Patents Act 1977 or Section 12 of the
Registered Designs Act 1949 The Supplier acknowledges that any such
authorisation by the Buyer under its statutory powers must be expressly
provided in writing, with reference to the acts authorised and the specific
intellectual property involved.

5 Security Aspects Letter

51 The Security Aspects Letter included at Annex 2 to this Order Schedule 17 is
incorporated into this Order Conftract.

6 Import and Export Controls

6.1 Any Deliverables that are subject to foreign expornt control andlor security
resfrictions must be captured on a DEFFORM 528 and submitted to the Buyer
prior to award of the Order Contract. Any proposed changes or updates to the
DEFFORM 528 must be agreed in writing by the Buyer.

6.2 The Supplier shall obtain the necessary foreign export approvals to secure IP
user rights in the Deliverables for the Buyer, including technical data, as
determined in the DPS Confract.
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6.3 Any |PR resiricticns (or any other lype of restriction which may include export
restrictions) affecting the Buyer's ability to use or disclose information /
technical data delivered under the Order Contract must be captured on a
DEFFORM 711 prior to award of the Order Contract. The Supplier must also
identify any Deliverables subject to IPR which have been funded exclusively or
in part by private venture, foreign investment or otherwise than by the Buyer.

DPFS Ref: RMEZ35
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ANNEX 1 - DEFCONS & DEFFORMS

The full text of Defence Conditions (DEFCONs) and Defence Forms (DEFFORMS)
are available electronically via https:ffwww. gov. uk/acguigition-operating-framework.

The following MOD DEFCONs and DEFFORMs form part of this contract:

DEFCOMs

DEFCON No Version Description

T6 11722 Contractor's Personnel at
Government
Establishments

524 12122 Counterfeit Materiel

532A 0522 Protection of Personal
Data (Where Personal
Data i= not being
processed on behalf of
the Authority)

6028 12106 Quality Assurance
(Without a Dellverable
Cuality Plan)

658 10722 Cyber Security®

DEFFORMs (Minkstry of Defence Formis)

DEFFORM No Varsion Description

528 D221 Import and Export
Controls

5304 o122 Tenderer's Commercially
Sensitive Information
Form

711 11/22 Matification of Intellectual
Property Rights (IPR)
Resftrictions
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DEFCON 76
Edition 11/22

Contractor's Personnel
At Government
Establishments

Definitions

1. Reference in this Condition to:

a) 'Government Establishment" or 'site’ shall be deemed to
inciude any of His Majesty's Ships or Vessels and Service
Stations;

b} 'Officer in Charge’ shall be deemed to include Officers
Commanding Service Stations, Ships' Masters or Senior
Officers, and Heads of Government Establishments; and

c) 'Contractor's Representative(s)' shall be deemed to include
the Contractor's employees, agents and subcontractors.

General
2. The following general provisions apply:

a) The Officer in Charge shall provide such available
administrative and technical facilities for the Contractor's
Representatives employed at Government Establishments for
the purpose of the Contract as may be necessary for the
effective and economical discharge of work under the
Contract. These facilities will be provided free of charge
unless otherwise stated in the Contract. The status to be
accorded to the Contractor's Representatives for messing
purposes will be at the discretion of the Officer in Charge.

b} Any land or premises (including temporary buildings)
miade available to the Contractor by the Authority in
connection with the Contract shall be made available to the
Contractor free of charge, unless otherwise stated in the
Contract, and shall be used by the Contractor solely for the
purposes of performing the Contract. The Contractor shall
hawe the use of such land or premises as licensee and shall
vacate the same upon completion of the Contract. Any
utilities required by the Contractor shall be subject to the
charges set out in the Contract.

c) The Contractor shall have no claim against the Authority
for any additional cost or delay occasioned by the closure for
holidays of Government Establishments, where this is made
known to them prior to entering into the Contract.
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Liability In Respect Of Damage To Government Property

3. Without prejudice to the provisions of DEFCON 611 (Issued Property)
and of DEFCON 612 (Loss of or Damage to the Articles), where those
conditions form part of the Contract, the Contractor shall, except as
otherwise provided for in the Contract, make good or, at the option of the
Authority, pay compensation for all damage occurring to any Government
Property, which includes land or buildings, occasioned by the Contractor, or
by any of their Representatives, arising from the Contractor's or their
Representatives' presence on a Government Establishment in connection
with the Contract, provided that this Condition shall not apply to the extent
that the Contractor is able to show that any such damage was not caused
or contributed to by any circumstances within the Contractor's or their
Representatives' reasonable control.

4. The total liability of the Contractor under Clause 3 herein shall be
subject to any limitation specified in the Contract.

Contractor's Property

5. All property of the Contractor and their Representatives shall be at
the risk of the Contractor whilst it is on any Government Establishment,
and the Authority shall accept no liability for any loss or damage
howsoever occurring thereto or caused thereby, except as follows:

a) where any such loss or damage was caused or
contributed to by any act, neglect or default of any
Government Servant, agent or contractor then the Authority
shall accept liability therefor to the extent to which such loss
or damage is so caused or contributed to as aforesaid; and

b} where any property of the Contractor has been taken on
charge by the Officer in Charge, and a proper receipt has
been given therefor, then the Authority shall be liable for any
loss or damage occurring to that property while held on such
charge as aforesaid.

Contractor's Representatives

6. The Contractor shall submit in writing to the Authority for approval,
initially and as necessary from time to time, a list of their
Representatives who may need to enter a Government Establishment for
the purpose of, or in connection with, work under the Contract, giving
such particulars as the Authority may require, induding full details of
birthplace and parentage of any such Representative who:

a) was not bormn in the United Kingdom; or

b} if they were born in the United Kingdom, were born of
parents either or both of whom were not born in the United
Kingdom.

7. The Authority shall issue passes for those Representatives who are
approved by it in accordance with Clause & herein for admission to a
Government Establishment and a Representative shall not be admitted
unless in possession of such a pass. Passes shall remain the property of
the Authority and shall be surrendered on demand or on completion of the
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B. Notwithstanding the provisions of Clauses & and 7 hereof if, in the
opinion of the Authority, any Representative of the Contractor shall
misconduct themselves, or it shall not be in the public interest for any
person to be employed or engaged by the Contractor, the Contractor
shall remove such person without delay on being required to do so and
shall cause the work to be performed by such other person as may be
Necessary.

9. The decision of the Authority upon any matter arising under Clauses &
to 8 inclusive shall be final and conclusive.

Observance Of Regulations
10. The following provisions apply:

a) The Contractor shall ensure that their Representatives
have the necessary probity (by undertaking the
Government's Baseline Personnel Security Standard) and,
where applicable, are cleared to the appropriate level of
security when employed within the boundaries of a
Government Establishment.

by Where the Contractor requires information on the
Government's Baseline Personnel Security Standard (the
Standard) or security clearance for their Representatives or is
not in possession of the relevant rules, regulations or requires
guidance on them, they shall apply in the first instance to the
Project Manager/Equipment Support Manager.

c) On reguest, the Contractor shall be able to demonstrate
to the Authority that the Contractor's processes to assure
compliance with the standard have been carried out
satisfactorily. Where that assurance is not already in place,
the Contractor shall permit the Authority to inspect the
processes being applied by the Contractor to comply with the
Standard.

d} The Contractor shall comply and shall ensure that
their Representatives comply with the rules, regulations
and requirements that are in force whilst at that
Establishment which shall be provided by the Authority on
request.

e} When on board ship, compliance with the rules,
regulations, and requirements shall be in accordance with the
Ship's Regulations as interpreted by the Officer in Charge.
Details of those rules, regulations and reguirements shall be
provided on request by the Officer in Charge.

Transport Overseas

11. Where the Contractor's Representatives are required by the
Contract to join or visit a Government Establishment overseas, transport
between the United Kingdorm and the place of duty (but excluding
transport within the United Kingdom) shall be provided free of charge by
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the Authority whenever possible, normally by Royal Air Force or by MOD
chartered aircraft. The Contractor shall make such arrangements through
the Project Manager/Equipment Support Manager named for this purpose
in the Contract. When such transport is not available within a reasonable
time, or in circumstances where the Contractor wishes their
Representatives to accompany materiel for installation which they are to
arrange to be delivered, the Contractor shall make their own transport
arrangements. The Authority shall reimburse the Contractor's costs for
such transport of their Representatives on presentation of evidence
supporting the use of alternative transport and of the costs involved.
Transport of the Contractor's Representatives locally overseas which is
necessary for the purposes of the Contract shall be provided wherever
possible by the Authority and, where so provided, will be free of charge.

Medical Treatment Overseas

12. Qut-patient medical treatment given to the Contractor's
Representatives by a Service Medical Officer or other Government Medical
Officer at a Government Establishment overseas shall be free of charge.
Treatment in a Service hospital or medical centre, dental treatment, the
provision of dentures or spectacles, conveyance to and from a hospital,
medical centre or surgery not within the Establishment, and

transportation of the Contractor's Representatives back to the United
Kingdom, or elsewhere, for medical reasons, shall be charged to the
Contractor at the appropriate local rate.

Injuries, Disease And Dangerous Occurrences

13. The Contractor shall report any injury, disease or dangerous
occurrence at any Government Establishment arising out of the
performance of this Contract, which is required to be reported under the
Reporting of Injuries, Diseases and Dangerous Occurrences Regulations
1995 (RIDDOR) to the Officer in Charge of the relevant Governrment
Establishment. This would be in addition to any report, which the
Contractor may be required to submit under RIDDOR to the relevant
enforcing authority {e.g. Health and Safety Executive or Local
Authority).

Dependants Of Contractor’'s Representatives

14. No assistance from public funds, and no messing facilities,
accommodation or transport overseas shall be provided for dependants or
members of the families of the Contractor's Representatives. Medical or
necessary dental treatment may, however, be provided for dependants or
members of families on repayment at current MOD rates.

Provision Of Funds Overseas

15. The Contractor shall, wherever possible, arrange for funds to
be provided to their Representatives overseas through normal
banking channels (e.g. by travellers cheques). If banking or other
suitable facilities are not available, the Authority shall, upon request
by the Contractor and subject to any reasonable limitation required
by the Contractor, make arrangements for payments, converted at
the prewvailing rate of exchange (where applicable), to be made by



Contractor's Personnel at Government Establishments Page Saof &

the Establishment to which the Contractor's Represantatives are
attached. All such advances made by the Authority shall be
recovered from the Contractor.

Health And Safety Hazard Control

16. Where the Contractor enters a Government Establishment for the
purpose of performing work under the Contract:

a) The Contractor shall notify the Officer in Charge or the
site project liaison officer or overseeing officer nominated in
the Contract of:

i. any health and safety hazards associated
with the work to be performed by them or any of
their Representatives;

ii. any foreseeable risks to the health and safety of all
persons associated with such hazards; and

iii. any precautions to be taken by them as well as any
precautions which, in their opinion, ought to be taken by the
Authority, in order to control such risks.

b} The Authority shall notify the Contractor of:

i. any health and safety hazards which may be
encountered by the Contractor or any of their
Representatives on the Government Establishment;

ii. any foreseeable risks to the health and safety of the
Contractor or any of their Representatives, associated
with such hazards; and

iii. any precautions to be taken by the Authority as well
as any precautions which, in its opinion, ought to be taken
by the Contractor, in order to control such risks.

) The Contractor shall notify their Representatives of and,
where appropriate, provide adeguate instruction in relation to:

i the hazards, risks and precautions notified by them
to the Authority under sub-Clause 16.a);

ii. the hazards, risks and precautions notified by the
Authority to the Contractor under sub-Clause 16.b); and

iii. the precautions which, in their opinion, cught to be
taken by their Representatives in order to control those
risks.

d) The Contractor shall provide the Officer in Charge or the
site project liaison officer or overseeing officer nominated in
the Contract with:

i. copies of those sections of their own and, where
appropriate, their Representatives' Safety Policies which
are relevant to the risks notified under sub- Clause
16.a);
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ii. copies of any related risk assessments;
and

iii. copies of any notifications and instructions issued
by them to their Representatives under sub- Clause
16.c).

e} The Authority shall provide the Confractor with:

i. copies of those sections of its own Safety Policies
which are relevant to the risks notified under sub-Clause
16.b);

ii. copies of any related risk assessments;
and

iii. copies of any notifications and instructions issued
by it to its employees similar to those called for from the
Contractor under sub-Clause 16.cC).
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1. For the purposes of this Condition, "Counterfeit Materiel” shall mean
any Article or any part thereof whose origin, age, composition,
configuration, certification status or other characteristic {including
whether or not such Article or part has been used previousiy) has been
falsely represented by:

a. misleading marking of the materiel, labelling or packaging;
b. misleading documentation; or
c. any other means, induding failing to disclose information;

except where it has been demonstrated that the false representation was
not the result of dishonesty by the Contractor or any party within the
Contractor’s supply chain.

2. Where the Authority suspects that any Article or consignment of
Articles contains Counterfeit Materiel, it shall:

a. notify the Contractor in writing of its suspicion and reasons
therefor;

b. where reasonably practicable, and if requested by the
Contractor within 10 business days of such notification, (at the
Contractor's own risk and expense and subject to any reasonable
controls specified by the Authority) afford the Contractor the facility
to (i) inspect the Article or consignment and/or (ii) obtain a sample
thereof for validation or testing purposes;

c. atits discretion, provide the Contractor with a sample of the
Article or consignment for validation or testing purposes by the
Contractor (at the Contractor's own risk and expense);

d. give the Contractor a further 20 business days or such other
reasonable period agreed by the Authority, from the date of the
inspection at 2.b(i) or the provision of a sample at 2.b(ii), to
comment on whether the Article or consignment meets the
definition of Counterfeit Materiel; and

2. determine, on the balance of probabilities and strictly on the
evidence available to it at the time, whether the Article or
consignment meets the definition of Counterfeit Materiel.

3. Where the Authority has determined that the Article, part or
consignment of Articles contain Counterfeit Materiel then it may reject
the Article, part or consignment under DEFCOM 524, and provide written
notification to the Contractor of the rejection.

4. In addition to its rights under DEFCON 524, where the Authority has
determined that any Article or consignment of Articles contains
Counterfeit Materiel, it shall be entitled to:
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a. retain any Counterfeit Materiel; and/or

b. retain the whole or any part of such Article or consignment
where it is not possible to separate the Counterfeit Materiel from the
rest of the Article, or consignment;

and such retention shall not constitute acceptance under DEFCON 525.

5. Where the Authority intends to exercise its rights under clause 4 of
this Condition the Contractor may, subject to the agreement of the
Authority (and at the Contractor’'s own risk and expense and subject to
any reasonable controls and timeframe agreed), arrange for:

a. the separation of Counterfeit Materiel from any Article or part of
an Article; and/or

b. the removal of any Article or part of an Article that the
Authority is reasonably satisfied does not contain Counterfeit
Materiel.

6. In respect of any Article, consignment or part thereof that is
retained in accordance with clause 4 of this Condition, including where
the Authority permits the Contractor to remove non-Counterfeit Material
under clause 5 but the Contractor fails to do so within the period agreed
and subject to dause 10, the Authority shall be entitled to exercise any,
all, or any combination of, the following rights:

a. to dispose of it responsibly, and in a manner that does not
permit its reintroduction into the supply chain or market;

b. to pass it to a relevant investigatory or regulatory authority;

c. to retain conduct or have conducted further testing including
destructive testing, for further investigatory, regulatory or risk
management purposes. Results from any such tests shall, at the
discretion of the Authority, be shared with the Contractor; and/or

d. to recover the appropriate, attributable, and reasonable costs
incurred by the Authority in respect of testing, storage, access,
and/or disposal of it from the Contractor;

and exercise of the rights granted at clause 6a, 6b and éc shall not
constitute acceptance under DEFCON 525.

7. Any scrap or other disposal payment received by the Authority shall
be off set against any amount due to the Authority under clause 6d. IF
the value of the scrap or other disposal payment exceeds the amount

due to the Autheority under clause 6d then the balance shall accrue to the
Contrackor.

8. The Authority shall not use a retained Article or consignment other
than as permitted in this DEFCON.

9. The Authority may report a discovery of Counterfeit Materiel and
disclose information necessary for the identification of similar materiel
and its possible sources.
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10. Where the Contractor has objected in writing to the notification of
the rejection by the Authority in accordance with clause 7 of DEFCON
524, the Authority shall not exercise its rights at clause & of this
Condition unless and until the cbjection or dispute has been resclved in
favour of the Authority. If no such written objection is received, then the
Contractor shall be deemed to have waived any rights to object to the
Authority exercising the rights granted at clause 6 of this Condition.

11. The Contractor shall not be entitled to any payment or
compensation from the Authority as a result of the Authority exercising
the rights set out in this Condition except:

a. in relation to the balance that may accrue to the Contractor in
accordance with clause ¥ of this Condition; or

b. where it has been determined by the Contract dispute
resglution procedure that the Authority has made an incorrect
determination under clause 2e. In such circumstances the Authority
shall reimburse the Contractors reasonable costs of complying with
clause 2 of this Condition.



Protection of Personal Data gt
(Where Personal Data is not being RO
processed on behalf of the Authority)

1. In this Condition, the following words and expressions shall have the meanings
given to them, except where the context requires a different meaning:

a. “Controller”, *Data Subject”, "Personal Data”, "Personal Data Breach” and
"Processor” shall have the same meanings as in Article 4 of the UK GDPR:

b. “Data Protection Legislation™ means all applicable Law in force from time to
time in the UK relating to the processing of personal data and privacy, including
bt fot lmitad to:

(1) UK GDPR;
{2) the Data Protection Act 2018; and

{3) the Privacy and Electronic Communications (EC Directive) Regulations
2003 (SI 20032/2426) as amended:

each to the extent that it relates to the processing of personal data and privacy.

c.  “Law® means any law, subordinate legislation within the meaning of Section
21(1) of the Interpretation Act 1978, requlation, order, regulatory palicy,
mandatory guidance or code of practice, judgment of a relevant court of law, or
directives or requirements with which a party to this Contract is bound to comply ;

d. “UK GDPR" means the General Data Protection Regulation (Regulation (EU)
2016/679) as retained in UK law by the EU (Withdrawal) Act 2018 and the Data
Protection, Privacy and Electronic Communications (Amendments ete) (EU Exit)
Regulations 2019,

2. Both Parties acknowledge that there is no processing of Personal Data associated
with or intrinsic to the perfarmance of the Contract. The incidental exchange of
Personal Data for the purpose of communication to give effect to the Contract or the
business relationship is not considered to be processing of Personal Data by either
Party on behalf of the other.

3. The Contractor shall notify the Authority promptly if it considers that any of the
Authority’s instructions obligate the Contractor to take on the role of Processor under
the Data Protection Legislation beyond that which is contemplated in clause 2. The
Authority agrees that the Contracter shall not be required te provide legal advice ta
the Authority and that such notification {or absence of notification) by the Contractor
will not be construed as legal advice or represantation by the Cantractor.

4. Should the Contract be amended to require the Contractor to process Personal
Data as a Processor on behalf of the Authority as a result of cdlause 3 or otherwise the
Contract will be amended to include DEFCOM 5328 and DEFFORM 532 in accordance
with the provisions of DEFCON 503. Where the Contract is amended to include
processing of Personal Data as a Joint Controller, the Parties agree that they shall
amend the Contract to include appropriate contractual clauses, including but not
limited ta clauses dealing with notification in the event of a Personal Data Breach and
requests from Data Subjects for access to their Personal Data.

5. Notwithstanding clause 2, each Party undertakes to comply with its obligations as
Contraller under the Data Protection Lagisiation.
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DEFCON 602B

Quality Assurance Edition 12/06

{Without Deliverable Quality Plan)

1. A Deliverable Quality Plan is not required for the purposes of
this Contract.

2. The Contractor shall ensure that the Contract is carried out in
accordance with the guality requirements specified in the Contract.



CYBER DEFCON 658

Edition 10/22

1.1

Definitions

In this Condition the following words and expressions shall have the
meanings given to them, except where the context requires a different
meaning:

"Associated Company” maans:

{a) any associated company of the Contractor from time to time within
the meaning of Section 449 of the Corporate Tax Act 2010 or any
subordinate leqglslation: and

(b} any parent undertaking or subsidiary undertaking of the Contractor
from time to time within the meaning of section 1162 Companies
Act 2006 and it is further agreed that where the ownership of
shares in any such undertaking have been pledged or transferred to
a third party by way of security, the eriginal parent shall still be
considerad a member of the subsidiary undertaking;

“Cyber Risk Profile” means the level of cyber risk relating to this
Contract assessed by the Authority or in relation te any Sub-contract
assessed by the Contractor, in each case in accordance with the Cyber
Security Model;

"Cyber Implementation Plan” means the plan referred to in Clause 3 of
this Condition;

"Cyber Sacurity Incident” maans an event, act or omission which glves
rise or may give rise to:

{a) unauthorised access to an information system or electronic
communications network on which MOD Identifiable Information
resides;

(b} disruption or change of the operation (including but not limited to
takeover of contred) of an information system or electronic
communications network on which MOD Identifiable Information
resides;

(¢} unauthorised destruction, damage, deletion or the change of MOD
Identifiable Information residing in an infarmation system or
electranic communications network;

{d} uwnauthorised or unintentional removal or limiting the possibility to
use MOD Identifiable Information residing in an infoermation system
or electronic communications network; or

(e} the appropriation, publication, dissemination or any other use of
non-public MOD Identifiable Information by persons unauthorised to
do so0;

"Cyber Sacurity Instructions” means DEFSTAN 05-138, together with
any relevant 1SN and specific security instructions relating to this Contract
issued by the Authority to the Contractor;

"Cyber Sacurity Modeal” and "CSM" mean the process by which the
Authority ensures that MOD Identifiable Information is adeguately
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pratected from Cyber Security Incident and includes the CSM Risk
Asceccment Process, DEFSTAMN 05-138 and the CSM Supplier Assurance
Questionnaire conducted via the Supplier Cyber Protection Service;

"CSM Risk Assessment Process” means the risk assessment process
which forms part of the Cyber Security Model and is used to measure tha
Cyber Risk Profile for this Contract and any Sub-contract;

"CSM Supplier Assurance Questionnaire” means the supplier
assessment questionnaire which forms part of the Cyber Sacurity Maodel
and is to be used by the Contractor to demonstrate compliance with this
Condition:

"Data” means any data, text, drawings, diagrams, images or sounds
(together with any database made up of any of these) which are
embaodied in any electronic, magnetic, optical or tangible media;

"DEFSTAN 05-138" means the Defence Standard 05-138 as amended or
replaced from time to time;

"Elactronic Information” means all infarmation generated, processed,
transferred or otherwise dealt with under or in connection with the
Contract, including but not limited to Data, recorded or preserved in
electronic form and held on any information system or electronic
communications natwark;

"Good Industry Practice” means in relation to any undertaking and any
circumstances, the exercise of skill, diligence, prudence, foresight and
judgment and the making of any expenditure that would reasanably be
expected from a skilled person in the same type of undertaking under the
same or similar circumstances:

"ISN" means Industry Security Notices ssued by tha Authority to the
Contractor whether directly or by issue on the gov.uk website at:
hittps:/ fwww. gov.uk/government, publications/industry -security -notices-
isns;

"1SyCC WARP® means the Joint Security Co-ordination Centre MOD
Defence Industry Warning, Advice and Reporting Point or any successor
body notified by way of ISN;

“MOD Identifiable Information” means all Electronic Information
which is attributed to or could identify an existing or proposed MOD
capability, defence activities or personnal and which the MOD requires to
be protected against loss, misuse, corruption, alteration and unauthorised
disclosure;

"NSA/DSA" means, as appropriate, the National or Designated Security
Authority of the Contractor that is responsible for the oversight of the
security requirements to be applied by the Contractor and for ensuring
compliance with applicable national security regulations;

"Sites"” means any premises from which Contractor Deliverables are
provided in connection with this Contract or from which the Contractor or
any relevant Sub-contractor manages, organises or otherwise directs the
provision or the use of tha Contractor Deliverables and/or any sites from
which the Contractor or any relevant Sub-contractor generates, processes,
stores or transmits MOD Identifiable Information in relation to this
Contract;
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"Sub-contract”’ means any sub-contract awarded directly by the
Contractor as a consequence of or in connection with this Contract;

"Sub-contractor” means a sub-contractor ar any Associated Company of
the Contractor who provides Contractor Daeliverables in connection with
this Contract but only to the extent that the Sub-contractor processes,
stores or transmits MOD Identifiable Information under their Sub-
contract;

"Supplier Cyber Protection Service” means the tool incorporating the
CSM Risk Assessment Process and CSM Supplier Assurance Questionnaire.

Aiithority Obligations
The Authority shall:

2.1.1. determine the Cyber Risk Profile appropriate to this Contract and
notify the Contractor of the same at the earliest possible date;
and

2.1.2. natify the Contractor as soon as reasonably practicable where the
Authority reassesses the Cyber Risk Profile relating to this
Contract, which shall be in accordance with Clause 7.

Contractor Obligations
The Contractor shall, and shall procure that their Sub-contractors shall:

3.1.1. comply with DEFSTAN 05-138 or, where applicable, the Cyber
Implementation Plan attached to this Contract and for the
avoidance of doubt any Cyber Implementation Plan shail be
prepared and implamentad in accordance with Good Industry
Practice taking account of any risk-balance case and any
mitigation measures required by the Authority and shall ensure
that any measures taken to protect MOD Identifiable Information
are no less stringent than those taken to protect their own
proprietary information;

3.1.2. complate the CSM Risk Assessment Process in aceordance with
the Authority's instructions, ensuring that any change in the
Cyber Risk Profile s notified to any affectad Sub-contractor, and
complete a further CSM Risk Assessment or CSM Supplier
Azsurance Questionnaire whera a change is proposad to the
Contractor's supply chain or on recaipt of any reasonable request
by the Authority;

3.1.3. re-paform the CSM Supplier Assurance Questionnaire no less
than once in each year of this Contract commencing on the first
anniversary of completion of the CSM Supplier Assurance
Questionnaire to demonstrate continued complianca with the
Cyber Security Instructions;

3.1.4. having regard to the state of technological development,
implement and maintain all appropriate technical and
organisational security maasures to discharge their obligations
under this Condition in accordance with Good Industry Practice
provided always that whers there (= a conflict betwean the
Contractor’s obligations under 3.1.1 above and this 3.1.4 the
Contractor shall notify the Authority in accordance with the
natification pravisions in DEFSTAN 05-138 as soon as they
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4.2,

4.3.

become aware of the conflict and the Authority shall determine
which standard or measure shall take precedence;

3.1.5. comply with all Cyber Security Instructions notified to it by the
Authority as soon as reasonably practicable;

3.1.6. notify the 1SyCC WARP in accordance with ISN 2017/03 as
amended or updated from time to time and the Contractors
NSA/DSA, and in the casa of a Sub-contractor alsa notify the
Contractor, immediately in writing as soon as they know or
believe that a Cyber Security Incident has or may have taken
place providing initial details of the circumstances of the incident
and any mitigation measures already taken or intended to be
taken, and providing further information in phases, as full details
bacome available;

3.1.7. in coordination with their NSA/DSA, investigate any Cyber
Security Incidents fully and promptly and co-operate with the
Authority and its agents and representatives to take all steps to
mitigate the impact of the Cyber Security Incident and minimise
the likelihood of any further similar Cyber Security Incidents. For
the avoidance of doubt, this shall include complying with any
reasonable technical or organisational security measures deemad
appropriate by the Authority and the Contractors NSA/DSA in the
circumstances and taking into account the Cyber Risk Profile; and

3.1.8. consent to the Authority recording and using information abtainad
via the Supplier Cyber Protection Service in relation to the
Contract for the purposes of tha Cyber Security Model which shall
include any agreed Cyber Implementation Plan. For the
avoidance of doubt such information shall include the cyber
security accreditation of the Contractor andfor Sub-contractor as
appropriate; and

3.1.9. include provisions equivalent to those set out in the Annex to this
Condition (the “equivalent provisions®™) in all relevant Sub-
contracts,

Management Of Sub-Contractors

Provided that it is reasonable in all the circumstances to do so, the
Authority agrees that the Contractor shall be entitled to rely on the self-
certification by the Sub-contractor of their compliance with this Condition
in accordance with 3.1.1 above.

Wheare a Sub-contractor notifies the Contractor that it cannot comply with
the requirements of DEFSTAN 05-138, the Contractor shall require a Sub-
contractor to prepare and implement a Cyber Implementation Plan in
accordance with Good Industry Practice taking account of any risk-balance
case and any mitigation measures required by the Contractor and shall
ensure that any measures taken to protect MOD Identifiable Information
are no less stringent than those taken to protect the proprietary
information of the Sub-contractor. Where the Contractor has reasonably
relied on the Sub-contractor's self-certification and the Sub-contractor is
subsequently found to be in breach of their obligations, the Contractor
shall not be in breach of this Condition.

The Contractor shall, and shall require their Sub-contractors to, include
provisions equivalent to those set out in the Annex to this Conditien in all
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5.2,

6.1,

6.2,

relevant Sub-contracts and shall notify the Authority in the event that thay
became aware of any material breach of the provisions sat out in the
Annex by their Sub-contractor.

Records

The Contractor shall keep and maintain, and shall ensure that any Sub-
contractor shall keep and maintain, until & years after termination or end
of Contract term or final payment under this Contract, or as long a period
as may be agreed between the Parties, full and accurate records including
but not limited to:

5.1.1. copies of all doecuments required to demonstrate compliance with
DEFSTAMN 05-138 and this Condition, including but not limited to
any information used to inform the CSM Risk Assessment Process
and to carry out the CSM Supplier Assurance Questionnaire,
together with any certificates issued to the Contractor and/or
Sub-contractor; and

5.1.2. copies of all decuments demanstrating compliance with 3.1.5 and
in relation to any notifications made under 3.1.6 and/or
investigation under 3.1.7.

The Contractor shall, and shall ensure that any Sub-contractor shall, on
request provide the Authority, the Authority's representatives and/or the
Contractars NSA/DSA such access to those records under 5.1 as may be
required in connection with this Contract.

Audit

In the event of a Cyber Security Incident the Contractor agrees that the
Authority and its representatives, in coordination with the Contractor's
MNSA/DSA, may conduct such audits as are required to establish (i} the
cause of the Cyber Security Incident, {ii) the impact of the Cyber Sacurity
Incident, {iii) the MOD Identifiable Information affected, and {iv) the work
carried out by the Contractor to resalve the Cyber Security Incident and to
mitigate the effects, to ensure that the Cyber Security Incident is resolved
to the satisfaction of the Authority and the NSA/DSA.

In addition to the rights in 6.1 above the Authority or its representatives
and/for the Contractor's NSA/DSA, either solely or in any combination,
may at any time during the Contract and for a period of six (6) years after
termination of the Contract or the end of the Cantract term or final
payment under the Contract whichever is the later, but not more than
ance in any calendar year , conduct an audit for the following purposes
where the Contractor continues to hold MOD Identifiable Information:

6.2.1. toreview and verify the integrity, confidentiality and security of
any MOD Identifiable Information; and

6.2.2. toreview the Contractor’s and/or any Sub-contractor's
complianca with their abligations under DEFSTAMN 05-138 ar a
Cyber Implementation Plan; and

6.2.3. toreview any records created during the provision of the
Contractor Deliverables, induding but not limited ta any
documents, reports and minutes which refer or relate to the
Contractor Deliverables for the purposes of 5.1.1 and 5.1.2
above.
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6.3,

6.4,

B.5.

6.6.

6.7.

7.1

7.2

7.3

The Authority, acting reasonably and having regard to the confidentiality
and security obligations owed by the Cantractor te third parties, shall
propose the scope of each audit in writing with a view to seeking the
agreament of the Contractor but shall make the ultimate decision an the
scope. For the avoidance of doubt the scope of the audit shall not grant
the Authority any unsupervised access to any of the Contractor's
information systems or electronic communications networks. The Autharity
shall use its reasonable endeavours to ensure that the conduct of each
audit does not unreasonably disrupt the Contractor and/or Sub-contractor
or delay the provision of the Contractor Deliverables and suppliar
information received by the Authority in connection with the audit shall be
treated as confidential information.

The Contractor shail, and shall ensure that any Sub-contractor shall on
demand provide the Authority and any relevant regulatory body, including
the Contractor's NSA/DSA, (and/or their agents or reprasentatives),
together “the Auditors®, with all reasonable co-operation and assistance in
relation to each auwdit, including but not limited to:

6.4.1. all information requested by the Autharity within the perrmitted
scope of the awdit;

6.4.2, reasonable access to any Sites controlled by the Contractor or
any Associated Company used in the perfarmance of the Contract
to the extent required within the permitted scope of the audit
and, where such Sites are outwith the contral of the Contractor,
shall secure sufficient rights of access for the Auditors as shail be
necessary bo allow audits to take place: and

6.4.3. access to any relevant staff.

The Authority shall endeavour to (but is not obliged to) provide at least 15
calendar days® notica of its intention to conduct an audit.

The Partias agree that they shall bear their ewn réspective costs and
expenses incurred in respect of compliance with their obligations under
thiz Condition, unless the audit identifies a matarial breach of the terms of
this Condition by the Contractor in which case the Contractor shall
reimbursa the Authority for all the Authority's reasonable costs incurred
(which shall be evidence ta the Contractor) in the course of the audit.

The Contractor shall in their Sub-contracts procure rights for the Authority
to enforea the terms of clause 6 of this Condition in actardance with tha
Contracts (Rights of Third Parties) Act 1999,

General

On termination or expiry of this Contract the provisions of this Condition
excepting 3.1.2 and 3.1.3 above shall continue in force so leng as the
Contractar and/or and Sub-contractor holds any MOD Identifiable
Inforrmation relating to this Contract.

Termination or expiry of this Contract shall not affect any rights,
remedies, obligations or liabilities of the Parties under this Condition that
have accrued up to the date of termination ar expiry, including but not
lirmited to the right to daim damages in respect of any breach of the
Contract which existed at or before the date of termination or expiry.

The Contractor agrees that the Authority has absolute discretion to
determine changes to DEFSTAN 05-138 ar the Cyber Risk Profile or both
and issue new or updated Cyber Security Instructions. In the event that
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7.4,

7.5,

there is such a change to DEFSTAN 05-138 or the Cyber Risk Profile or
both, then aither Party may seak an adjustment to the Contract Price for
any associated increase or decrease in costs and the Contractor may
requect an axtension of time for compliance with such revised or amended
DEFSTAN 05-138 or Cyber Risk Profile or both provided always that the
Contractor shall seek te mitigabe the impact on time and cost to the extant
which it is reasonably practicable to do so and further provided that such
costs shall not be allowed unless they are considered to be appropriate,
attributable to the Contract and reasonable in all the droumstances.

Subject to 7.3 above, where the Contractor seeks such adjustment or
axtension, the Authority will proceed in accordance with DEFCON 620 or
any agreed alternative change control procedure to determine the request
for adjustment or extension. The Contractor must deliver a Contractor
Change Proposal to the Authority within eight (B) weeks (or other period
agread by the parties) of the occurrence of the change in DEFSTAN 05-
138 or Cyber Risk Profile or both, identifying the impact of that change
and aceampaniad by full details of the request for adjustment. For the
avoidance of doubt, the Authority shall not be required to withdraw any
Authority Notice of Changa which may have been issued insofar as it
relates to DEFSTAN 05-138 or the Cyber Risk Profile or both whether or
not the Contractor Change Proposal is rejected. If the Contractor does not
agres with the Authority’'s determination, then the provisions of DEFCON
530 or any agread alternative dispute resolution procedure provided for in
the Contract shall apply.

The Contractor shall not recover any costs and/or other losses under or in
connection with this Condition whera such costs and/or other logses are
recoverable or have been recovered by the Contractor elsewhere in this
Contract or otherwise. For the avoidance of doubt this shall include but
not be limited to the cost of implementing any upgrades or changes to any
information system or electronic communications netwark whether in
response to a Cyber Security Incident or otherwise, where the Contractor
is able to or has recoverad such sumes in any other pravision of this
Contract or has recovered such costs and/for losses in other contracts
between the Contractor and the Authority or with other bodies.
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Annex to DEFCON 658
Cyber

Provisions to Be Included in Relevant Sub-Contracts
1. Definitions

1.1. In this Condition the following words and expressions shall have the
meanings given to them, except where the context reguires a differant
Freaning:

"Associated Company” meaans:

{a) any associated company of the Sub-contractor from time to times
within the meaning of Section 449 of the Corporate Tax Act 2010 or
any subsrdinate legisiation; and

{b) any parent undertaking or subsidiary undertaking of the Sub-
contractor from time to time within the meaning of section 1162
Companies Act 2006 and it is further agreed that where the
ownership of shares in any such undertaking have been pledged or
transferred to a third party by way of security, the ariginal parent
shall still be considered a member of the subsidiary undertaking;

“Cyber Risk Profile” means the level of cyber risk relating to this Sub-
contract or any lower tier Sub-contract assessed in accordance with the
Cyber Security Model;

"Cyber Implementation Plan" means the plan referred to in Clause 2 of
this Condition;

"Cyber Security Incident” means an event, act or omission which gives
rise or may give rise to:

{a) unauthoerised access to an information system or electronic
communications network on which MOD Identifiable Information
residas;

{b) disruption or change of the operation {including but not limited to
takeover of control) of an information system or electronic
communications nebwork on which MOD Identifiable Information
resides;

(¢} unauthoriced destruction, damage, deletion or the change of MOD
Identifiable Information residing in an information system or
electronic communications netwark;

{d} unauthorised ar unintentional remaval or limiting the possibility to
use MOD Identifiable Information residing in an information system
or electronic communications network; or

{a) the appropriation, publication, dissemination or any other usa of
nan-public MOD Identifiable Information by persons unauthorised to
da sa.
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"Cyber Security Instructions” means DEFSTAN 05-138, together with
any ralevant ISN and specific security instructions relating to this Sub-
contract issued by the MOD ta the Prime Contractor;

"Cyber Security Model” and "C5M" mean the process by which the MOD
ensures that MOD Identifiable Information is adequately protected from
Cyber Security Incident and includes the C5M Risk Assessment Process,
DEFSTAN 05-138 and the CSM Supplier Assurance Questionnaire
conducted via the Supplier Cyber Protection Service;

"CSM Risk Aszessment Procass” means the risk assessment process
which forms part of the Cyber Security Model and is used to measure the
Cyber Risk Profile for this Sub-contract and any lower tier Sub-contract:

"CSM Supplier Assurance Questionnaire” means the supplier
assessment guestionnaire which forms part of the Cyber Security Model
and is to be used by the Sub-contractor to demonstrate compliance with
this Conditian;

"Data” means any data, text, drawings, diagrams, images or sounds
(together with any database made up of any of thesa) which are
embodied in any electronic, magnetic, optical or tangible media;

"DEFSTAN 05-138"means the Defance Standard 05-138 as amended or
replaced from time to time;

"Electronic Information” means all infarmation generated, processed,
transferred or otherwise dealt with under or in connection with this Sub-
contract, including but not limited to Data, recorded or preserved in
electronic form and held on any information system or electronic
communications network;

"Good Industry Practice” means in relation to any undertaking and any
circumstances, the exercise of skill, diligence, prudence, foresight and
judgment and the making of any expenditure that would reasanably be
expected fram a skilled person in the same type of undertaking under the
same or similar circumstances;

"ISN" means Industry Security Notices issued by the MOD to the Prime
Contractor whether directly or by issue on the gov.uk website at:
hittps:/fwww.gov.uk/government/ publications/industry -security-notices-
isns:

"1SyCC WARP” means the Joint Security Co-ordination Centre MOD
Defence Industry Warning, Advice and Reporting Point or any successor
body notified by way of 1SN

“MOD" means the UK Ministry of Defence of 1 Horseguards, London
acting by [ ] project tearn at [insert contact details];

"MOD Identifiable Information” means all Electronic Information which
is attributed to or could identify an existing or proposed MOD capability,
defence activities or personnel and which the MOD requires to be
pratected against loss, misuse, corruption, alteration and unauthorised
disclosure;
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2.1

“Prime Contract™ means [contract reference] [insert details of prime
contract] made between the MOD and the Contractor;

“Prime Contractor” means the Contractor named in the Prime Contract
with MOD;

"NSA/DSA" means, as appropriate, the National or Designated Security
Authority of the Prime or Sub-contractor that is respansible for the
oversight of the security reguirements to be applied by the Prime or Sub-
contractor and for ensuring compliance with applicable national security
regulations:;

"Sites" means any premises from which Contractor Deliverables are
pravided in connection with this Sub-contract or from which the Sub-
contractor or any relevant lower tier Sub-contractor manages, organises
or otherwise directs the provision or the use of the Cantractar Deliverables
and/or any sites from which the Sub-contractor or any relevant lower tier
Sub-contractor generates, processes, stores or transmits MOD Identifiable
Information in relation to this Sub-contract;

"Sub-contract” means any sub-contract at any level of the supply chain,
whether this Sub-contract which is awarded by the Prime Contractor or
any related Sub-contract which is awarded by the Sub-Contractor ar any
lower tier Sub-contractor or Associated Company, which is entered into as
a consequence of or in connection with this Sub-contract;

"Sub-contractor” means a sub-contractor of the Prime Contractor or any
Associated Company whether a direct Sub-contractor or at any lower level
of the supply chain who provides any Contractor Deliverables in
connaction with the Prime Contract but only to the extent that the Sub-
contractor processes, stores or transmits MOD Identifiable Information
under their Sub-contract;

"Supplier Cyber Protection Service” means the tool incorporating the
CSM Risk Assessmment Process and CSM Supplier Assurance Questionnaire:

Sub-Contractor Obligations

The Sub-contractor shall, and shall procure that their lower tier Sub-
contractors shall:

2.1.1. comply with DEFSTAN 05-138 or, where applicable, the Cyber
Implementation Flan attached to this Sub-contract and far the
avoidance of doubt any Cyber Implamentation Plan shall be
prepared and implemented in accordance with Good Industry
Practice taking account of any risk-balance case and any
mitigation measures required by the MOD and the Prime
Contractor and shall ensure that any measures taken to protect
MOD Identifiable Information are no less stringent than those
taken to protect their own proprietary information;

2.1.2. ocomplete the CSM Risk Assessment Process in accordance with
tha MOD and the Prime Contractor's instructions, ensuring that
any change in the Cyber Risk Profile is notified to the MOD, the
Prime Contractor and any affected lower tier Sub-contractor, and
complete a further CSM Risk Assessment or CSM Supplier



Cyber

Page 11 of 14

2.1.3.

2.1.4,

2.1.5.

2.1.6.

2.1.7.

2.1.8.

2.1.9,

Assurance Questionnaire wheare a change is proposad to the
supply chain or on receipt of any reasonable reguest by the MOD:

re-perform the CSM Supplier Assurance Questionnaire no less
than ance in each year of this Sub-contract commencing on the
first anniversary of completion of the CSM Supplier Assurance
Questionnaire to demaonstrate continued com pliance with the
Cyber Security Instructions;

having regard to the state of technological development,
implement and maintain all appropriate technical and
organisational security measures to discharge their obligations
under this Condition in accordance with Good Industry Practice
provided always that where there is a conflict between the Sub-
contractar's obligatlons under 2.1.1 above and this 2.1.4 the
Sub-contractor shall notify the Prime Contractor and the MOD in
accardance with the notification provisions in DEFSTAN 05-138 as
s00n as they become aware of the conflict and the MOD shall
determine which standard or measure shall take precedence;

comply with all Cyber Security Instructions notified to them by
the MOD and/or the Prime Contractor as soon as reasonably
practicable;

notify the 1SyCC WARP in accordance with ISN 2017/03 as
amended or updated from timea te time and the Prime Contractor
and the Sub-Contractor’s NSASDSA immediately in writing as
goan as they know or belisve that a Cyber Security Incident has
or may have taken place providing initial details of the
circumstances of tha incident and any mitigation measures
already taken or intended to be taken, and providing further
infarmation in phases, as full datails becorne available;

in coordination with their NSA/DSA, investigate any Cyber
Security Incidents fully and promptly and co-operate with the
MOD, the Prime Contractor and their agents and representatives
to take all steps to mitigate the impact of the Cyber Security
Incident and minimise the likelihood of any further similar Cyber
Security Incidents. For the aveidance of doubt, this shall include
complying with any reasonable technical or organisational
security measures deemed appropriate by the MOD and the
relevant Prime and/or Sub-contractor's NSA/DSAIN the
circumstances and taking inbo account the Cyber Risk Profile; and

consent to the MOD recarding and using information obtained via
the Supplier Cyber Protection Service in relation to the Sub-
contract for the purposes of the Cyber Security Model which shall
include any agreed Cyber Implementation Plan. For the
avoidance of doubt such information shall include the cyber
security accreditation of the Sub-contractor and/or lower tier
Sub-contractor as appropriate: and

include provisions equivalent to this Condition in all lower tier
Sub-eontracts (the "equivalent provisions™) and, where a lower
tier Sub-contractor breaches terms implementing this Condition
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3.1

kK e

4.2

in a Sub-contract, the Sub-contractor shall, and shall procure
that their lower tier Sub-contractors shall, in exercising their
rights or remedies under the relevant Sub-contract:

2.1.9.1. notify the Prime Contractor and the MOD of any such
breach and consult with the Prime Contractor and the
MOD regarding any remedial ar other measures which
are proposed as a consaquence of such breach, taking
tha MOD's views into consideration; and

2.1.9.2. have regard to the equivalent provisions.
Records

The Sub-contractor shall keep and maintain, and shall ensure that any
lower tier Sub-contractor shall keep and maintain, untl six (6) years after
termination of Contract term or final payment under this Sub-contract, or
as long a perigd as may be agreed bebween the Parties, full and aceurate
records including but not limited to:

3.1.1. copies of all documents required to demonstrate compliance with
DEFSTAN 05-138 and this Condition, including but not limited to
any infoermation used to inform the CSM Risk Assessment Process
and to carry out the CSM Supplier Assurance Questionnaine,
together with any certificates issued to the Sub-contractor and/or
any lower tier Sub-contractor.

3.1.2. copies of all documents demonstrating compliance with 2.1.5 and
in relation to any notifications made under 2.1.6 and/or
investigation under 2.1.7.

The Sub-contractor shall, and shall ensure that any lower tier Sub-
contractor shall, on request pravide the MOD, the MOD's representatives
and/or the relevant Prime or Sub-contractor's NSA/DSA such access to
those records under 3.1 as may be required in connection with this Sub-
contract.

Audit

In the event of a Cyber Security Incident the Sub-cantractor agrees that
the MOD and its representatives, in coordination with the relevant Prime
or Sub-contractor's NSA/DSA, may conduct such audits as are required to
establish (i) the cause of the Cyber Security Incident, (i) the impact of
the Cyber Security Incident, (iii) the MOD Identifiable Information
affected, and (iv) the work carried out by the Sub-contractor to resolve
the Cyber Security Incident and to mitigate the effects, to ensure that the
Cyber Security Incident is resolved to the satisfaction of the MOD and the
NSA/DSA.

In addition to the rights in 4.1 above, the Sub-contractor agrees that the
MOD, its representatives and/or the relevant Prime or Sub-contractor's
MNSA/DSA, either solely or in any combination, may at any time during the
Contract and for a period af six (6) years after termination of this Sub-
contract or the end of the Sub-contract term or final payment under the
Sub-contract whichever is the later, but not more than ance in any
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4.3,

4.4,

4.5.

4.6.

calendar year, conduct an audit for the following purposes where the Sub-
Contractor continues to hold MOD Identifiable Information:

4.2.1. toreview and verify the integrity, confidentiality and security of
any MOD Identifiable Information;

4.2.2. toreview the Sub-contractor's and/or any lower Her Sub-
contractor's compliance with their obligations under DEFSTAN 05-
138 or a Cyber Implementation Plan: and

4.2.3. o review any records created during the provision of the
Contractor Deliverables, including but not limited to amy
documents, reports and minutes which refer or relate to the
Contractor Deliverables for the purposes of 3.1.1 and 3.1.2
abowve.

The MOD, acting reasonably and having regard to the confidentiality and
security obligations owed by the Sub-contractor to third parties, shall
propose the seope of each audit in writing with a view te seeking the
agreement of the Sub-contractor but shall make the ultimate decision on
the scope. For the aveidance of doubt the scope of the audit shall not
grant the MOD any unsupervised access to any of the Sub-contractor's
information systems or electronic communications networks. The MOD
and the Prime Contractor shall use their reasonable endeavours to ensure
that the conduct of each audit does not unreasonably disrupt the Sub-
contractor and/or lower tier Sub-contractor or delay the provision of the
Contractor Deliverables and supplier information received in connection
with the audit shall be treated as confidential information.

The Sub-contractor shall, and shall ensure that any lawer tier Sub-
contractor shall, on demand provide the MOD and any relevant regulatory
body, including the relevant Prime or Sub-contractors NSA/DSA, (and/or
their agents or representatives), together "the Auditors”, with all
reasonable co-operation and assistance in relation to each audit, incuding
but not limited to:

4.4.1. all information requested by the MOD within the permitted scope
of the audit;

4.4.2. reasonable access to any Sites controlled by the Sub-contractor
or any Associated Company and any lower tier Sub-contractor
usad in the perfformance of the Sub-contract to the extent
required within the permitted scope of the audit and, where such
Sites are outwith the control of the Sub-contractor; shall secure
sufficient rights of access for the Auditors as shall be necessary
to allow audits to take place; and

4.4.3. access to any relevant sta ff.

Where the Prime Contractor is provided with notice of the audit by the
MOD and/or the relevant NSA/DSA, the Prime Contractor shall endeavour
to {but is not obliged to) provide at least 15 calendar days’ notice to the
Sub-contractor of the intention to conduct an audit.

The Parties agree that they shall bear their own respective costs and
expenses incurred in respect of compliance with their obligations under
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4.7.

8.1,

5.2.

5.3.

5.4,

this Condition, unless the audit identifies a material breach of the terms of
this Conditian by the Sub-contractor and/or a lower tier Sub-contractor in
which case the Sub-contractor shall reimburse the Prime Contractor and
the MOD as appropriate for all the reasonable costs incurred in the course
of the audit.

The Sub-Contractor shall in their lower tier Sub-contracts procure rights
for the MOD to enforce the terms of this clause 4 of this Condition in
accordance with the Contracts (Rights of Third Parties) Act 1999,

General

On termination or expiry of this Sub-contract the provisions of this
Condition shall continue in force sa long as the Sub-contractor and/or any
lower tier Sub-contractor helds any MOD Identifiable Information relating
te this Sub-contract.

Termination or expiry of this Sub-contract shall not affect any rights,
remedies, obligations or liabilities af the Parties under this Condition that
have accrued up to the date of termination or expiry, including but not
limited te the right to claim damages in respect of any breach of this Sub-
contract which existed at or before the date of termination or expiry.

The Sub-contractor agrees that the MOD has absolute discretion to
determine changes to DEFSTAN 05-138 or the Cyber Risk Profile or both
and issue new or updated Cyber Security Instructions. In the event that
there is such a change ta DEFSTAN 05-138 or the Cyber Risk Profile or
both, then the Sub-contractor may seek an adjustment to the contract
price from the Prime Contractor for any associated increase or decrease in
costs and the Sub-contracter may request an extension of time for
compliance with such revised or amended DEFSTAN 05-138 ar Cyber Risk
Profile or both provided always that the Sub-contractor shall sesk to
mitigate the impact on time and cost to the extent which it is reasonably
practicable to do so and further provided that such costs shall not be
allowed unless they are considered to be appropriate, attributable to this
Sub-contract and reasonable in all the circumstances.

The Sub-contractor shall not recover any costs and/or other losses under
or in connaction with this Condition where such costs and/or other losses
are recoverable or have been recovered by the Sub-contractor elsewhere
in this Contract or otherwise. For the avoidance of doubt this shall include
but not be limited to the cost of implementing any upgrades or changes to
any information system or electronic communications network whether in
respanse to a Cyber Security Incident or otherwise, where the Sub-
contractor is able to or has recovered such sums in any other provision of
this Sub-contract ar has recovered such costs and/or losses in other
contracts between the Sub-contractor and the Prime Contractor or with
other bodies.
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Ministry of Defence
DEFFORM 711 = NOTIFICATION OF INTELLECTUAL PROPERTY RIGHTS (IPR) RESTRICTIONS

DEFFORM 711 - PART A — Notification of IPR Restrictions

Please continue on additional shests where necessary.
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DEFFORM 711 - PART B — System / Product Breakdown Structure (PBS)

The Coniractor should insert thair PBS hers. For Software, please provide a Modular Breakdown Structure.
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Completion Notes

Part A

it any Information ! technical data that is deliverabe or delivered under the relevant Contract conditions is. or may be, subject to any IPR restrictions {or any other type of
restriction wihich may inchede export restrictions) affecting the Authority's abilty to use or disclose the information ! technical data in accordance with the conditions of any
resufting Contract, then the Confracior must identify ths restricted information | technécal data e this Part A Otherwise, the Authority shall reat such information in
accordance with the same rights under the Contract it would engoy shoukd no restrictions exist

For example, any of the foBowing must be disclosed:

a) any restriction on the provision of information / technical data to the Authority; any restriction on disciosure of the use of information by, or on behalf of, the Authority; any
obligations to make payments in respect of PR, and any patent or registered design {or application for either) or other IPR (including wnregestared design right) cwned or
controlled by youw or a third party;

b) any allegation made against the Contractor, whether by claim o ofherwisa, of an infringement of IPR (whether a patent, registered design. unregistesed design right,
copyright or otherwize) or of a breach of confidenca, which relates 1o the performance of the Contract or subsequent use by or for the Authornity of any Contract
deliverables;

c) the nature of any alegation referred to under sub-paragraph (b) above, including any request of obBgation to make payments in respect of the IPR of any confidential
Information and [ or;

d} any action the Contractor needs to take, or the Authority |s requested to take, 1o deal with the consequences of any allegation referred to under sub-paragraph (b) above.

Block 1 | Enter the essociated Invitation to Tender (ITT) or Confract numbes as approgdate.

Block 2 | Mo action — This saquential numbering is to assist Isclation and discusabon of any line Eem

Block 3 | ldentify a unsgue reference number for the Infesmation [ technical data (Le. a Contractor's docurment or file reference number) including any dates and wersion
numisers. Documents may only ba grouped and listed as a single entry whese they relate o the same Article and where the restnctons and IPR owner are the
BEME.

Block 4 | identify the Amticle(s) essoclated with the information / technical data by entenng & wwgue dentification number / label for the Arbcle(s). This may range from
platform level down 1o sub-system evel. This 8 0 enable the Authomty 1o quickly identity the approximate technical boundary to any user rights Emitation (e.q.
The RADAR or Defensive Ak Sub-System etc). This identification shall be at the lowest level of replaceabdity of the Asiclas) or part of it to which the
restrictions apply (l.e. if the restrictions apply to a sub-systern the parent system should not be used to identify the restiction boundary). Any enlry wihoul 8
unigue identifier shail be treated &8 a nil entry.

MOTE: The Authority does not accept any IPR restrictions in respect of the physical Articles themselves. Biock 4 i3 solely fo provide an applied picture to any
technical data stated under Block 3 as having IPR restnctons.

Block 5 | Thes is a freeform namative field to allow a short expéanation [ustifying wivy this information / technical data has limited rights applying to Iit.

Block & | ldentify who I the owner of the IPR in the information | technical data (Le. copyright, design right etc). If it is a sub-contractor or suppher, pleass identfy this
alse.
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Part B

i medther hardwane nor software is proposed 1o be designed, developed or delivered as part of the Confract. Part B should be marked "NIL RETURN.

Otherwize, the Contractor must include a System | Product Breakdown Structure (PBS) in a format which is consistent with 150 21511 and / or the configuration requirements
of DEFSTAM 05-057, unbess an alternative format befler represents your design configuration. For software, a modular breakdown structure must be provided. For reasons
of claity, it is acceptable to provide several levels of breakdown if this assists in organtsing the configuratien of the Arlicles.

Deetails provided under Part B shall not imply any restriciion of use owver the Confract Articles, nor any restricion on associated technical data 1o be delivered under the
Confract. Anvy restricions of such technical data must be ientified within Part A

Against each unigue item within the PBS / module breakdown, one of the following categories shall be recorded:

a) (PWF)- Private Venture Funded - where the aricle existed prior to the proposed Contract and its design was created through funding otherwise than from His
Magesty's Government (HMG).

b} (PAF) - Previous Authonity Funded (inc. HMG Funded) - whare the article existed priof fo the proposed Coniract and its deskgn was created through Previous
Autharity Funding.

c) (CAF) - Contract Authority Funded (inc. HMG Funded) - where the articke did not exsst prior to the Contract and itz design will be created through Contract Autharity
Funding under this Contract.

d} (DNM) Design Mot Mature - where the ariicle | design configuration s not yet fied.

In combination with one of categonies {a) 1o {d) above, e Contractor shall further identify where an Eem has, or will have, foreign export control applying 1o ®, through use of
the further foBowing category:

e} (FEX)Foreign Export Controlled
Motes:

1. During the term of the Contract the Contracior may transition any iterns identified as category (d) above into category (b) or (c). Transitions from category (d) into
category [a) may only be made with the express writlen agreernent of the Authorty's Senlor Commercial Officer, and by foliowing the amendment process sat out in
the Contract.

2. It is acceptable to spacy the highssat level of struchire to which the category (a], {b) or {c) applies: (|.e. there i3 no need to specify each sub-system / componsantry i
the entirety of the parent system was for example, Private Venture Funded). See guldance examples owerleal.

3. Fuor the avoldance of doubt, where a parent system did not exist prior 1o the Confract yet makes use of Private Venture Funded Artcles. it must be (dentfied as (CAF).
The Private Venture Funded sub-comgonents [ sub-systems can be identified as PVF.

4. Where iterns are identified as category (b). the Contractor should provide the number(s ) of the previous Contract{s) under whech the design was created and the

Previous Authority Funding was appled.
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Example PBS

A theoretical piciorial example is given below but it is to be noted that the configuration may equally be deaft with in a heerarchal tabularised format

1 Airlmne 7 Puinnics I Figine
[CAF) FL= T CHA B LX)
L T T 1 I_I_I
11 Wing 1 2 Cnnermil 13Fua 1.4 Mareliary 7 1 Nwtansie
Rlnahine Fan Trarsers Teath Figruar | e—] Ay Syrelann # 2 RANAR
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| | ] 1 |
F M Al
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The diagram above indicates a highly simpéfied and hypothetical Contract scenaro deaing with e procurement of a new air asset.

. The proposed new aircraft would be considered Contract Authority Funded (CAF) at its top leved.

. hems denoted as Private Venture Funded (PYF ) would generally indicate that & and all of its sub-components have been funded by sources other than HMG. In this
Instance there = no need to proceed down te product breakdown structure any further (zee 1.4). except unusually where a generally PYF regarded item has
Incorporated a Previous Authorlty Funded (PAF) tem {see 2.21).

lil.  The proposed design s making use of a FAF engine.

. This engine has Foresgn Export Control (F ExX) applying to dems within &.

v.  The Defensive Alds System at 2.1 is covered as part of the Contract but the exact configuration and design has not yet been fixed “Design Mot Mature® (DM}

wl. Itk not feasible for a parent PVYF sysiem 1o make use of a CAF item; the parent systarn configuration would not heve existed prior to the Contract.
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row per Contracior Delerable.
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Declaration

| certify that the information provided on this DEFFORM 528 is true, complete and accurate to the best of
my knowledge. [f there is any change that effects the control classification as described on this Form or |
become aware of anything that causes the response to no longer be true, complete and accurate, or if any
inaccuracies are identified, | will inform the other party in writing as soon as | become aware of such
change.

Printed name

Pasition or Job Title Held in Company /
MOD

Addrass

E-Mall
Telephone number

Signed (Duly authorised parsnn)

Date of signature
Please print off this Declaration Sheet and provide o signed copy with your Tender submission

DEFFORM 528 - Edn 02121

UK OFFICIAL SENSITIVE









. Measures must be taken to safeguard classified information and assets in accordance
with applicable national laws and regulations. Your altention is drawn io the requirements of the
Security Conditions. You should take all reasonable sleps o make sure that all individuals
employed on any work in conmection with the ITT that have access to classified information and
assafs are aware of the protective requirements and that such requirements will continue fo
apply should the ITT be unsuccessful.

4. Will you please confirm that:

a. This definiion of the dassified aspecis of the referenced Invilation o Tender has been
brought to the attention of the person directly responsible for security of classified material.

b. The definition is fully understood.

c. Measures can, and will, be taken to safeguard the classified aspecls identified herain in
accordance with applicable national laws and regulations. [The requirement and obligations sel
out abowe and in any confractual documenlt can and will be mel and that the classified

information shall be protecied in acconrdance with applicable national laws and regulations.]

A If you hawve any difficulty either in inlerprating this definition of the classified aspeds or in
safeguarding them, will you please lat me know immediately.

6. Classified Information associated with this ITT must not be published or communicated



{o anyone without the approval of the MOD Contracting Authority.

¥ Any access o classified information or assets on MOD premises that may be neaded will
be subject o MOD security regulations under the direction of the MOD Project Officer in
accordance with DEFCOM TB.

Yours faithfully

Copy via email to:

ISAC-Group [MULTIUSER)
COO-DSR-IPCSy (MULTIUSER)
UKStratComDD-CyDR-CySAAS-021
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Joint Schedule 5 (Corporate Soclal Reaponsibility) Crown
Cogyright 2019

Joint Schedule 5 (Corporate Social Responsibility)
1. What we expect from our Suppliers

1.1 In September 2017, HM Government published a Supplier Code of Conduct
setting out the standards and behaviours expected of suppliers who work
with govemnment.

(hitps:iwew . gov.uk/governmentfuploads/systemifuploads/attachment datalfi
le/B46497/2017-09-
13 Official Sensitive Supplier Code of Conduct September 2017 pdf)

1.2 CCS expects its suppliers and subcontractors to meet the standards set out
in that Code. In addition, CCS expects its suppliers and subcontractors o
comply with the standards set out in this Schedule.

1.3 The Supplier acknowledges that the Buyer may have additional requirements
in relation to corporate social rezponsibility. The Buyer expects that the
Supplier and its Subcontractors will comply with such corporate social
responsibility requirements as the Buyer may notify to the Supplier from time
o time.

2. Equality and Accessibility

2.1 In addition to legal obligations, the Suppiier shall support CCS and the Buyer
in fulfilling its Public Sector Equality duty under 5149 of the Equality Act
2010 by ensuring that it fulfils its obligations under each Contract in a way
that seeks fo:

2 1.1 eliminate discrimination, harassment or victimisation of amy
kind: and

2.1.2 advance equality of oppartunity and good relations between
those with a protected characteristic (age. disability, gender
reassignment, pregnancy and maternity, race, religion or
belief, sex, sexual orientation, and marriage and civil
partnership) and those who do not share L

3. Modern Slavery, Child Labour and Inhumane Treatment

“Modern Slavery Helpline” means the mechanism for reporting suspicion, seeking
help or advice and information on the subject of modem slavery available online
at https:fwww. modemsalavervhelpline org/report of by telephone on 08000 121
T00.

3.1 The Supplier:

311 shall not use, nor allow lts Subcontractors to use forced. bonded or
involuntary prison Rbour;

312  shall not require any Supplier Staff or Subcontractor Staff to lodge
deposits or identify papers with the Employer and shall be free to
leave their employer after reasonable notice:;

DFS Ref: RME235
Project Version: v1.0 1 Model Version: v1.0
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313

314

warrants and represents that it has not been convicted of any
slavery or human trafficking offences anywhere around the world.

warrants that to the best of its knowledge it is not currently under
investigation, inguiry or enforcement proceedings in relation to any

allegation of slavery or human trafficking offences anywhere around
the world.

shall make reasonable enquires to ensure that its officers,
empioyeas and Subcontractors have not been convicted of slavery
or human trafficking offences anywhere around the world.

shall have and maintain throughout the term of each Contract its
own policles and procedures to ensure its compliance with the
Modern Slavery Act and include in its contracts with its
Subcontractors anti-slavery and human trafficking provisions,

shall implement due diligence procedures to ensure that there is no
slavery or human trafficking in any part of its supply chain
parforming obligations under a Confract;

shall prepare and deliver to CC3, an annual slavery and human
trafficking report setting out the steps it has taken to ensure that
slavery and human trafficking is not taking place in any of its supply
chains or in any part of its business with its annual certification of
compliance with Paragraph 3;

ghall not use, nor allow its employees or Subcontractors o use
physical abuse or discipline, the threat of physical abuse, sexual or
other harazsment and verbal abuse or other forms of intimidatien of
its employees or Subcontraciors:;

3.1.10 shall not use or allow child or slave labour to be used by its

Subcontractors,

3.1.11 shall report the discovery or suspicion of any slavery or trafficking by

it or its Subcontractors to CCS, the Buyer and Modern Slavery
Helpline.

4. Income Security

4.1 The Supplier shall:

DPS Ref: RMG235

4.1.1 ensure that all wages and benefits paid for a standard working
week meet at a minimum, national legal standards in the
country of employment;

4.1.2 ensure that all Supplier Staff are provided with written and
understandable Information about thelr employment
conditions in respect of wages before they enter;

4.1.3 ensure that all workers are provided with written and
understandable Informaticn about their employment conditions
in respect of wages before they enter employment and about

Project Verskon: v1.0 2 Modsal Version: v1.0
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the particulars of their wages for the pay pefiod concamed
each time that they are paid,
4.1.4 not make deductions from wages:
{a} as a disciplinary measure
(b} except where parmitted by law; or
fch without expressed permission of the worker concemed;

4.1.5 record all disciplinary measures taken against Supplier Staff,
and

4.1.6 ensure that Suppiier Staff are engaged under a recognised
employment relationship established through national law and

practice.
5 Working Hours

5.1 The Supplier shall:

3.1.1 ensure that the working hours of Supplier Staff comply with
national laws, and any collective agresments;

3.1.2 ensure that the working hours of Supplier Staff, excluding
overtime, shall be defined by contract, and shall not exceed
48 hours per week unless the individual has agreed in writing;

5.1.3 ensure that use of overtime is used responsibly. taking into
account:

(a} the extent;
(]} frequency: and
e hours worked;
by individuals and by the Supplier Staff as a whole;

52 The total hours worked in any seven day perod shall not exceed 80 hours,
except whare covered by Paragraph 5.3 below.

53 Working hours may exceed 60 hours in any seven day period only in
exceptional circumstances where all of the following are met:

5.3.1 fthis is allowed by national law;

3.3.2 this is allowed by a collective agreement freely negotiated
with a workers' organisation representing a significant portion
of the workforece;

5.3.3 appropriate safeguards are taken to protect the workers
health and safety; and

5.3.4 the employer can demonstrate that exceptional cireumstances
apply such as unexpected production peaks, accidents or
BmMergencies.

DFS Ref: RME235
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54 Al Supplier Staff zshall be provided with at least one (1) day off in every
seven (7) day period or, where allowed by national law. two (2) days off in
avery fourteen (14) day period.

6. Sustainability
6.1 The supplier shall meet the applicable Government Buying Standards
applicable to Deliverables which can be found online at:

hitps-lwww. gov.ukigovernment/collections/sustainable-procurement-
thegovemment-buying-standards-ghs

DPS Ref: RME235
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