OFFICIAL-SENSITIVE (COMMERCIAL) UK Shared Bueinese Services Lid (UK SBS)

$1 - PRECEDENT CONTRACT FOR THE

PURCHASE OF SERVICES
SECTION A
This Contract is dated [ ] 2019.
Partles

(1) Department for Business, Energy and Industrial Strategy, 1 Victoria St, London,
SW1H OET (The Contracting Authority).

/
(2)  Arcanum Information Security Ltd, Parc y Benin, Dryslwyn, Carmarthenshire
SA32 8SD (the Suppllier).

Background

The Contracting Authority wishes the Supplier to supply, and the Supplier wishes to supply,
the Services (as defined below) in accordance with the terms of the Contract (as defined
below).

A1 Interpretation

A1-1 Definitions. In the Contract (as defined below), the following definitions apply:

Agent: Where UK Shared Business Services is not the named Contracting
Authority is Parties (1), UK SBS hae been nominated as agent on behalf of the
Contracting Authority and therefore all communications both written and verbal will
be received as issued by the Contracting Authority.

Associated Bodies and Authorised Entities: Associated Bodies and Authorised
Entities Include but are not limited to The Science and Technology Facilities
Council, The Medical Research Councll, The Enginearing and Physical Sclences
Research Councll, The Economic and Soclel Research Councll, The Natural
Environment Research Council, The Arts and Humanities Research Council, The
Biotechnology and Biological Sciences Research Council, UK SBS Ltd, Central
Government Departments and their Agencies, Non Departmental Public Bodies,
NHS bodies, Local Authority's, Voluntary Sector Charities, and/or other private
organisations acting as managing agents or procuring on behalf of these UK
bodies..Further details of these organisations can be found at:
http://iwww.uksbs.co.uk/services/procure/contracts/Pages/default.aspx

Bualness Day: a day (other than a Saturday, Sunday or public holiday) when
banks in London are open for business.

Charges: the charges payable by the Contracting Authority for the supply of the
Services in accordance with clause B4.

Commencement: the date and any specified time that the Contract starts

Condltlons: the terms and conditions set out in this document as amended from
time to time in accordance with clause C7-11.

Confidential Information: any confidential information, knowhow and data (in any
form or medlum) which relates to UK SBS, the Contracting Authority or the
Supplier, including informetion relating fo the businesses of UK SBS, the
Contracting Authority or the Supplier, Including but not limited to:

a. information that would be regarded as confidential by a reasonable
business person relating to: (i) the businesses af UK SBS, the Contracting Authority
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or the Supplier; and (|l) the operations, processes, product information, knowhow,
designs, trade secrets or software of the disclosing party;

b. any official information;

(B any secret Information,;

d. any information relating to third parties which Is transferred by the
Contracting Authority to the Supplier, or developed by the parties, in the course of
carrying out thie gontract;

e. Informétlon relating to their staff, finances, policies and procedures;

f. any commerclally senaltive Information;

any information identifled as confidential In the Order or the Special Conditlons (if
any).

Contract: the contract beiween the Contracting Authority and the Supplier for the
supply of the Services, In accordance with these Conditions, any Speclal
Conditions and the Order only.

Contracting Authority: Department for Business Energy and industrial Strategy,
as epecified at Section A (1) and any replacement or succeesor organisation.

Delivery Date (Services): the date or dates apecified In the Order when the
Services shall commence as set out in the Order and untll the end date epecified In
the Order

Deliverables: all Documents, products and materials developed by the Supplier or
its agents, contractors and employees as part of or In relation to the Services in any

form, Including computer programs, data, reports and specifications (Including
drefts).

Document: includes, In addition to any document In writing, any drawing, map,
plan, diagram, design, picture or other image, tape, disk or other device or racord
embodying Information in any form.

EIR: The Environmental Information Regulations 2004 together with any guidance
and/or codes of practice Issues by the Information Commissloner or relevant
government department In relation to such regulations.

FOIA: The Freedom of Information Act 2000 and any subordinete legisiation made
under the Act from tima to time, together with any guldance and/or codes of
practice Isgued by the Information Commiesioner or relevant govemnment
department in relation to such legisiation.

Information: has the meaning given under saction 84 of FOIA.

Intellectual Property Rights: all patents, rights to Inventions, utllity models,
copyright and related rights, trademarks, service marks, trade, business and
domaln names, rights In trade dress or get-up, rights In goodwilll or to sue for
paesing off, unfalr competition rights, rights In designs, rights in computer software,
database right, topography rights, rights In confidential Information (Including know-
how and trade secrets) and any other Intellectual property rights, In each case
whether registered or unreglstered and Including all applications for and renewals
or extenslons of such rights, and all simllar or equivalent rights or forme of
protection in any part of the world.

Order: The Contracting Authority's order for the Services, as set out In the
Contracting Authority’'s completed purchase order form (Including any Specification)
which Is In the format of the pro forma order form attached at Schedule 2. For the
avoldance of doubt, If the Contracting Authority's purchase order form Is not In the
format of the pro forma order form at Schedule 2, it will not constitute an Order.

Public Body: any part of the government of the United Kingdom Including but not
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limited to the Northern Ireland Assembly and Executive Committee, the Scottish
Executive and the National Assembly for Wales, local authorities, gavernment
minletere and government departments and government agencies.

Request for Information: a request for Information or an epparent request under
FOIA or EIR.

Scheme Effective Date: the date on which the United Kingdom Research and
Innovation become a legal entity.

Services: The Services, including without limitation any Dellverables, Dellverables
and Supplies required to complete the Services, to be provided by the Suppller
under the Contract as set out In the Order.
The Services are those set out in the Invitation to Quote document. They include the 5
key deliverables and the work to produce them:

(1) Interim presentation.
(1) High quality written report

(ifi) Summary PowerPoint presentation for BEIS to use at future industry engagement
events

(Iv) Final presentation to BEIS, OFGEM and HSE, on the sector overall findings

(v) Handover materials of key learmning points, and teach-in of methodology used, and any
supporting documents as necessary.

The Services includes the engagement needed with BEIS, OFGEM and HSE to
dsliver the contract. The Services also covers the appropriate handling and-treatment
of ‘all confldentlal iInformation seen,; identified and used throughout this work.

Speclal Conditions: the special conditions (If any) set out In Schedule 1.

Specification: any specification for the Services or Supplies, including any related
plans and drawings that is supplied to the Supplier by the Contracting Authority, or
produced by the Supplier and agreed in writing by the Contracting Authority.

Suppller or Suppliers: the parties to the contract as namied in Section A (2).

Supplles: any such thing that the Suppller |s required to Dellver, that does not
require or include Services or Deliverables

Supplier's Assaclate: any Individual or entity associated with the Supplier
including, without limitation, the Supplier's subsidiary, affiliated or holding
companies and any employees, agents or contractors of the Supplier and / or its
subeidiary, affiliated or holding companies or any entity that provides Services for
or on behalf of the Supplier.

TUPE: The Transfer of Undertakings (Protection of Employment) Regulations 2006
as amended or replaced from time to time.

UKRI: UK Research Council and Innovatlon, esiablished as a body corporate in
accordance with the Higher Education and Research Act 2017.

UK SBS: UK Shared Business Services Limited (a limited company registered in
England and Wales with company number 06330638). Where UK SBS Is not
named as the Contracting Authority within section A (1), UK SBS will be acting as
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A1-2

A2-3

A2-5

an agent on behalf of the Contracting Authority.

Working Day: any Bueiness Day excluding 27, 28, 29, 30 and 31 December in any
yeer.

Construction. In the Contract, unless the context requires otherwise, the following
rules apply: :

A1-2-1 A person Includes a natural person, corporate or unincorporated body
(whether or not heving separate legal personality).

A1-2-2 A reference to a party Includes Its personal representatives, succeasors or
permitted assigns.

A1-2-3 A reference to a statute or statutory provieion Is a reference to such statute
or provision as amended or re-enacted. A reference to a statute or statutory
provision Includes any subordinate legislation made under that statute or
statutory provision, as amended or re-enacted.

A1-2-4 Any phrase introduced by the terms Including, include, In particular or
any eimllar expregelon ghall be construed as illusirative and shall not limit
the sense of the words preceding those terms.

A1-2-5 The headings in these Conditions are for ease of reference only and do not
affect the Interpretation or construction of the Contract.

A1-2-8 A referenca to writing or written includes faxes and e-malle.

Basis of contract

Where UK SBS Is not ihe Contracting Authority; UK SBS Is the agent of the
Contracting Authority for the purpose of procurement and is authorised to negotiate
and enter Into contracts for the supply of Services on behalf of the Contracting
Authority. UK SBS will not ltself be a party to, nor have any liability under, the
Contract unless it is expressly specified as Contracting Authority in the Order.

The terms of this Contract, any Speclal Conditions and the Order apply to the
Contract to the exclusion of all other terms and conditions, Including eny other
terme that the Supplier seeks to impose or incorporate (whether In any quotation,
confirmation of order, in corespondence or In any other context), or which are
Implled by trade, custom, practice or course of dealing.

Iif there is any conflict or inconsistency between the terma of this Contract, the
Special Conditions (if any) and the Order (Including any Specification), the terms of *
the Contract will prevall over the Speclal Condlitions end the Special Conditions will
prevall over the Order (Including any Specification), In each case to the extent
necassary to resolve that conflict or Inconsistency. -

The Order constitutes an offer by the Contracting Authority to purchase the
Services In accordance with this Contract (and any Spéecial Conditions). This offer
shall remain valid for acceptance by the Supplier, in accordance with clause A2-5,
for 28 days from the date of the Order. Notwithstanding that after 28 days the offer
will have expired, the Contracting Authority may, at its discretion, nevertheless treat
the offer as still valld and may elect to accepl acceptance by the Supplier, in
accordance with clause A2-5, as valld acceptance of the offer.

Subject to clausa A2-4, the Order shall be deemed to be accepted on the date on
which authorieed represéntatives of both parties have signed & copy of this
Contract, at which point the Contract shall come Into existence. The Contract shall
remaln In force untll all the parties' obligations have been performed In accordance
with the Contract, at which point It shall expire, or untll the Contract has been
terminated In accordance with clause A3.
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Termination

The Contracting Authority or UK SBS acting as an agent on behalf of the
Contracting Authority may terminate the Contract in whole or In part at any time
before the Services are pravided with Inmediata effect by giving the Supplier
written notice, whereupon the Suppller shall discontinue all work on the Contract.
The Contracting Authority shall pay the Supplier fair and reasonable compensation
for work-in-progress at the time of termination, but such compensation shall not
Include loss of anticipated profits or any consequential ioss. The Supplier shall
have a duty to mitigate Its costa and shall on request provide proof of expenditure
for any compensation claimed.

The Contracting Authorily or UK SBS acting as an agent on behalf of the
Contracting Authority may terminate the Contract with Inmediate effact by giving
written notice to the Supplier if:

A3-2-1 the circumstances set out in clauses B2-1-1, C3 or C4-1 apply;

A3-2-2 the Suppller breaches any term of the Contract and (If such breach Is
remediable) fails to remedy thal breach within 30 days of being notified in
writing of the breach; or

A3-2-3 the Suppller suspends, or threatens to suspend, payment of lts debts or is
unable to pay lts debts as they fall due or admits inabllity to pay Its debts or
(being a company) is deemed unable to pay its debts within the meaning of
section 123 of the Insolvency Act 1986, or (being an individual) is deemed
elther unable to pay Its debls or as having no reasonable prospect of so
doing, In elther case, within the meaning of section 268 of the Insolvency
Act 1986, or (being a partnership) has any partner to whom any of the
foregoing apply; or

A3-2-4 the Supplier commences negotiations with all or any class of its creditors

with a view to rescheduling any of its debts, or makes a proposal for or
enters info any compromise or arrangement with its creditors; or

A3-2-5 (being a company) a petition is filed, a notice is glven, a resolution Is
passed, or an order is made, for or in connection with the winding up of the

Suppller; or

A3-2-6 (being an individual) the Supplier is the subject of a bankruptcy petition or
order; or

A3-2-7 a creditor or encumbrancer of the Supplier attaches or takes possession of,
or a distress, execution, sequestration or other such process Is levied or
enforced on or sued ageinst, the whole or any part of its assets and such
attachment or process is not discharged within 14 days; or

A3-2-8 (being a company) an application is made to court, or an order is made, for
the appointment of an administretor or If a notice of Intention to appoint an
administrator is given or if an adminlstrator le appointed over the Supplier;
or

A3-2-9 (being a company) a floating charge holder over the Suppllel‘s assets has
- become entitled to appoint or has appomtad an administrative recsiver; or

A3-2-10 a person becomes entitled to appoint a receiver over the Supplier's assets
or a receiver Is appointed over the Supplier's assets; or

A3-2-11 any event occurs, or proceeding is taken, with respect to the Supplier in
any jurisdiction to which it is subject that has an effect equivalent or similar
to any of the events mentioned In clause A3-2-3 to clause A3-2-10 inclusive;

ggﬁ%mber:cmﬂwa B



OFFICIAL-SENSITIVE (COMMERCIAL) UK Shared Business Bervices Lid (UK SBB)

or

A3-2-12 there is a change of control of the Supplier (within the meaning of seclion
1124 of the Corporation Tax Act 2010); or

A3-2-13 the Suppliar suspends, or threatens to suspend, or ceases or threatens to
cease to carry on, all or substantially the whole of Its business; or

A3-2-14 the Supplier's financial position deteriorates to such an extent that in the
Contracting Authority's opinion the Supplier's capability to adequately fulfil
its obligations under the Contract hae been placed in jeopardy; or

A3-3 Termination of the Contract, however arising, shall not affect any of the parties'
rights and remedies that have accrued as at termination. Clauses which expressly

or by Implication survive termination or explry of the Contract shall continue In full
force and effect.

A3-4 Without prejudice to clause A3-3, clauses B1, B2, B5, B6, B7, BB, B9, C1, C2, C3,
C4,C5, C6 and C7 shall survive the termination or expiry of the Contract and shall
continue in full force and effect.

A3-5 Upon termination or expliry of the Contract, the Supplier shall iInmediately:

A3-5-1 cease all work an the Contract;

A3-5-2 Dellver to the Contracting Authority all Dellverables and all work-In-progress
whether or not then complete. If the Supplier falls to do 8o, then the
Contracting Authority may enter the Supplier's premises and take
possession of them. Until they have been returned or dellvered, the Supplier
shall be solely responsible for their safe keeping and will not use them for
any purpose not connected with this Contract;

A3-5-3 cease use of and return (or, at the Contracting Authority’s or UK SBS’s
acting as an agent on behalf of the Contracting Authority's election, destroy)
all of the Contracting Authority's Materials in the Supplier's posasasion or
control; and

A3-5-4 Ceaso all use of, and delete all coples of, UK SBS's or the Contracting
Authority's or UK SBS's confidential information. -

SECTIONB

B1 Supply of Services

B1-1 The Supplier shall from the date set out In the Contract and untll the end date
specified in the Contract provide the Services to the Contracting Authority In
accordance with the terms of the Contract.

B1-2 The Supplier shall meet any performance dates for the Services (including the
delivery of Deliverables) specifled In the Order (Including any Special Condltions
and any applicable Specification) or notified to the Supplier by the Contracting
Authority or UK SBS acting as an agent on behalf of the Contracting Authority.

B1-3 In providing the Services, the Supplier shall:

B1-3-1 co-operate with the Contracting Authority In all matters relating to the
Services, and comply with all Instructions of the Contracting Authority or UK
SBS acting as an agent on bghalf of the Contracting Authority;

B1-3-2 perform the Services with reasonable skill and care and In accordance with
all generally recognised commercial standards and practices for services of
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B14

B1-6

B1-6

B1-7

Ganiss

the nature of the Services;

B1-3-3 use personnel who are appropriately security cleared, suitably skilled and
experlenced to perform tasks assigned to them, and in sufficlent number to
ensure that the Suppller's obligations are fulflled in accordance with this
Contract;

B1-3-4 ensure that the Sarvices and Deliverables will conform with all descriptions
and specifications set out In the Contract (including any Special Condltions
and eny applicable Specification), and that the Deliverables shall be fit for
any purpoes expressly or Impliedly made known to the Suppllier by the
Contracting Authorty or UK SBS acting as an agent on behalf of the
Contracting Authority;

B1-3-5 provide all equipment, tools and vehicles and such other items as are
required to provide the Services;

B1-3-6 use the best quality Supplies, materials, standards and techniques, and
ensure that the Dellverables, and all Supplles and materials supplied and
used in the Services or transferred to the Contracting Authority, will be free
from defects in workmanship, installation and design;

B1-3-7 obtain and at all times maintain all necessary licences and consents, and
comply with all applicable laws and regulations;

B1-3-8 observs all health and safety rules and regulations and any other security
requirements that apply at any of the Contracting Authority’s premises; and

B1-3-9 Not do or omit to do anything which may cause the Contracting Authority to
lose any licence, authority, consent or permission on which It relies for the
purposes of conducting lts business, and the Supplier acknowledges that
the Contracting Authority may rely or act on the Services.

The Contracting Authority's rights under the Contract are without prejudice to and in
addition to the statutory terms implied in favour of the Contracting Authority under
the Supply of Goods and Services Act 1982 and any other applicable legislation.

Without prejudice to the Contracting Authority's statutory rights, the Contracting
Authority will not be deemed to have accepted any Deliverables until the
Contracting Authority has had at least 14 Working Days after delivery to Inspect
them and the Contracting Authority also has the right to reject any Dellverables as
though they had not been accepted for 14 Working Days after any latent defect in
the Deliverables has become apparent.

If, in connection with the supply of the Services, the Contracting Authority permits
any employees or representatives of the Suppller to have acceas to any of the
Contracting Authority's premises, the Supplier. will ensure that, whilst on the
Contracting Authority's premises, the Supplier's employees and representatives
comply with:

B1-6-1 all applicable health and sefety, securlty, environmental and other
leglslation which may be In force from time to time; and

B1-6-2 any Contracting Authority policy, regulation, code of practice or instruction
relating to health and safety, security, the environment or access to and use
of any Contracting Authority’ Iaboratory. facility or equipment which Is
brouight to their attention or given to them whilst they are on Contractlng
Authority's premises by any employee or representative of the Contracting
Authority's.

The Supplier warrants that the provision of Services shall not glve rise to a transfer
of any employess of the Supplier or any third party to the Contracting Authority or
UK SBS acting as an agent on behalf of the Contracting Authority pursuant to
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B2-1

B2-2

B2-3

B3-1

98" ae mber:.CR16056

TUPE.
Contracting Authority Remedies

If the Supplier fails to perform the Services by the applicable dates, the Contracting
Authority or UK SBS acting ae an agent on behaif of the Contracting Authority shall,
without limiting its other rights or remedies, have one or more of the foliowing
rights:

B2-1-1 to terminate thie Contract with immediate effect by giving written notice to
the Supplier;

B2-1-2 to refuse to eccept any subsequent performance of the Services (including
delivery of Dellverables) which the Supplier attempts to make;

B2-1-3 to recover from the Supplier any costs Incurred by the Coniracting Authority
or UK SBS acting ae an agent on behalf of the Contracling Authority in
obtaining substitute Services from a third party;

B2-1-4 where the Contracting Authority has pald In advance for Services that have
not been provided by the Supplier, to have such sums refunded by the
Suppller; or

B2-1-56 To claim damages for any additional costs, |ess or expenses incurred by the
Contracting Authority or UK SBS acting as an agent on behalf of the
Contratting Authority which are In any way attributable to the Supplier's
fallure to meet such dates. '

These Conditions shall extend to any substituted or remedial Services provided by
the Suppller.

The Contracting Authority's rights under this Contract are In addition to its rights
and remedies implied by statute and common law.

Contracting Authority Obligations

The Contracting Authority shall:

B3-1-1 provide the Supplier with reasonable accaess at reasonable times to the
Contracting Authority's premisea for the purpose of providing the Services;
and

B3-1-2 Provide such Information to the Supplier as the Suppller may reasonably
request and the Contracting Authority considers reasonably necessery for
the purpose of providing the Services.

Charges and Payment

The Charges for the Services shall be set out in the Order and shall be ihe full and
exclusive remuneration of the Supplier in respect of the performance of the
Services. Unless otherwise agreed in writing by the Contracting Authority or UK
SBS acting as an agent an bahalf of the Contracting Authority, the Charges shall
Include every cost and expense of the Supplier directly or Indirectly Incurred In
connection with the performance of the Services.

Where the Order states that the Services are to be provided on a time and
materials basls, the Charges for those Services will be calculated as follows:

B4-2-1 the chargea payable for the Services will be calculated In accordance with
the Suppller's standard daily fee rates (as at the date of the Order), subject
fo any discount specified in the Order;



OFFICIAL-SENSITIVE (COMMERCIAL) UK Shared Business Servicas Ltd (UK 8BS)

B4-3

B4-4

B4-7

B4-8

B4-0
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B4-2-2 the Supplier's standard daily fee rates for each individual person will be
calculated on the basis of an eight-hour day worked bstween such hours
and on sych days as are agreed by the Contracting Authority or UK SBS
acting as an agent on behalf of the Contracting Authority and the Suppller;

B4-2-3 the Supplier will not be entitled to charge pro-rata for part days without the _
prior written consent of the Contracting Authority or UK SBS acting as an
agent on behalf of the Contracting Authority;

B4-2-4 the Supplier will ensure that every individual whom it engages to perform
the Services completes time sheets recording time spent on the Servicee
and the Supplier will use such time sheets fo calculate the charges covered
by each Involca and will provide copies of such time sheets to the
Contracting Authority or UK SBS acting as an agent on behalf of the
Contracting Authority upon request; and

B4-2-5 the Suppller will invoice the Contracting Authority monthly in arrears for ls
charges for time, aa well as any previously agreed expenses and matsrials
for the month concemed calculated as provided in this clause B4-2 and
clause B4-3

The Contracting Authority will reimburse the Supplier at cost for all reesonable
travel, subsistence and other expenses incurred by Individuals engaged by the
Suppller In providing the Services to the Contracﬂng Authority prowded thal the
Contracting Authonty & prior writtan approval is obtained before incurring any such
expenses, that all invoices for such expenses are accompanied by valid receipts
and provided that the Supplier complies at all times with Contracting Authority's
expenses pollcy from time to time in force.

The Supplier shall invoice the Contracting Authority on completion of the Services.
Each invoice shall Include such supporting information required by the Contracﬂng
Authority to verify the accuracy of the Involce, Including but not limited to the
relevant purchase order number.

In consideration of the supply of the Services by the Supplier, the Contracting
Authority shall pay the invoiced amounts within 30 days of the date of a correctly
rendered Involce. Payment shall be made to the bank account nominated In writing
by the Supplier unless the Contracting Authority agrees In writing to another
payment method.

All amounts payable by the Contracting Authority under the Contract are exclusive
of amounts in respect of value added tax chargeable for the time being (VAT).
Where any taxable supply for VAT purposes is made under the Contract by the
Supplier to the Contracting Authority, the Contracting Authority shall, on recelpt of a
valid VAT Involce from the Supplier, pay to the Suppller such additlonal amounts In
respect of VAT as are chargeable on the supply of the Services at the same time
as payment is due for the supply of the Services.

The Supplier shall maintain complete and accyrate records of the time spent and
malterials used by the Supplier in providing the Services and shall allow the
Contracting Authority or UK SBS acting es an agent on behalf of the Contracting
Authority to inspect such records at all reasonable times on request.

The Supplier shall not be entitied to assert any credit, set-off or counterclaim
against the Contracting Authority in order to justify withholding payment of any such
amount in whols or in part. The Contracting Authority may, without limiting any
other rights or remedies It may have, eet off any amount owed to it by the Supplier
agalnst any amounis payable by It to the Supplier under the Contract.

The Supplier acknowledges and agrees that It will pay correctly rendered invoices
from any of Its suppliers or other sub-contractors within 30 days of receipt of the
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BS
B5-1

B8-3

B6-4

B7
B7-1

Involce.

Contracting Authority Property

The Supplier acknowiedges that all information (including confidential information),
equipment and tools, drawinge, specifications, data, software and any other
materials supplied by the Contracting Authority or UK SBS acting as an agent on
behalf of the Contracting Authority to the Supplier (Contracting Authority’s
Materlale) and all rights in the Contracting Authority's Materials are and shall
remaln at all times the exclusive property of the Contracting Authority and UK SBS
(as"appropriate). The Suppller shall keep the Contracting Authprity's Materials jn
safe custody at Its own risk, malntain them in good condition until retumed to the
Contracting Authority or UK SBS, and not dispose or use the same other than for
the sole purpose of perfoiming the Supplier's obligations under the Contract and In
accordance with written instructions or authorisation from the Contracting Authority
or UK SBS acting as an agent on behalf of the Contracting Authority.

Intellectual Property Rights

In respect of any Supplles that are transferred to the Contracting Authority under
this Contract, including without limitetion the Dellverables or any part of them, the
Supplier warrants that it has full clear and unencumbered title to all such items, and
that at the date of delivery of such items to the Contracting Authority, It will have full
and unrestricted rights to tranefer all such Items o the Contracting Authority.

Save, as otherwise provided In the Special Conditions, the Supplier assigns to the
Contracting Authority, with full title guarantee and free from all third-party rights, all
Intellectual Property Rights in the products of the Services, Including for the
avoidance of doubt the Dellverables. Where those products or Deliverables
incorporate any Intellectual Property, Rights owned by or licensed to the Suppller
which are not assigned under this clause, the Supplier grants to the Contracting
Authority a worldwide, Imevocable, royalty-free, transferable licence, with the right
to grant eub-licences, unider those Intellectual Property Righis to maintain, repair,
adapt, copy and use those products and Dellverables for any purposs.

The Suppller shall obtain walvera of all moral rights in the products, Including for
the avoidance of doubt the Dellverables, of the Services to which any Individual Is
now or may be at any future {ime entitied under Chapter IV of Part | of the
Copyright Designs and Patents Act 1988 or any simllar provisions of law In any
Jurisdiction.

The Supplier shall, promptly at the request of the Contracting Authority or UK SBS
acting as an agent on behalf of the Contracting Authority, do (or procure to be
done) all such further acts and thinga and the execution of all such other
documents as the Contracting Authority or UK SBS acting as an-agent on behalf of
the Contracting Authority may from time to time require for the purpose of securing
for the Contracting Authority the full benefit of the Contract, including all right, title
and interest in and to the Intellectual Property Rights assigned to the Contracting
Authority in accordance with clause B6-2.

Indemnity

The Suppller shall indemnify, and shall keep indemnified the Contracting Authority
and UK SBS acting ae an agent on behalf of the Contracting Authority, in full
against all costa, expenses, dameages and losses (whether direct or indirect),
including any interest, fines, legal and other professional fees and expenses
ewarded against or incurred or paid by the Contracting Authority or UK SBS acting
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as an agent on behalf of the Conlracting Authority as a result of or in connection

with:

B7-1-1 any claim made agalnst the Contracting Authority or UK SBS acting as an
agent on behalf of the Contiracting Authority by a third parly arising out of, or
in connection with, the supply of the Services, to the extent that such claim
arises out of the breach, negligent performance or failure or delay in
performance of the Contract by the Supplier, its employees, agents or
subcontractors; and

B7-1-2 any claim brought against the Contracting Authority or UK SBS acting as an
agent on behalf of the Contracting Authority for actual or alleged
infringement of a third party's Intellectual Property Rights arising.out of, or In
connection with, the receipt, use or supply of the Services; and

B7-1-3 Any claim whether in torl, contract, statutory or otherwise, demands,
aclions, proceedings and any awards arising from a breach by the Supplier
of clause B1-7 of these Condltions.

B7-2 This clause B7 shall survive termination or expiry of the Contract.

BB8-1 During the term of the Contract and for a period of 3 years thereafter, the Supplier
shall maintain in force the following insurancs policies with reputable insurance companies:

BB8-1-1 professional Indemnity Insurance with a limit of indemnity of hot less than two
milllon pounds (£2,000,000) In relation to any one claim or series of claims. Professional
Indemnity Insurance shall cover any claim for the Contractor's breaches of contract
Including breaches of Clause C1 (confldential Information);

BB8-1-2 public liability insurance with a limlt of indemnity of not less than five million pounds
(£5,000,000) in relation to any one clalm;

B8-1-3 employer’s liability insurance with a limit of indemnity of not less than five million
pounds (£5,000,000) In relation to any one claim;

The Supplier shall ensure that the Contracting Authority’s interest is noted on sach
insurance policy, or that a generic interest clause has been included.

BB-2 On request from the Contracting Authority's or UK SBS acting as an agent on behalf
of the Contracting Authority, the Suppller shall provide the Contracting Authority or UK
SBS with copies of the'insurance policy ceriificates and detlails of the cover provided.

BB8-3 The Supplier shall ensure that any subcontractors also maintain adequate insurance
having regard to the obligations under the Contract which they are contracted o fulfil.
B8-4 The Suppller shall: '

B8-4-1 do nothing to Invalldate any insurance policy or to prejudice the Contracting
Authority’s entitlement under it; and

BB-4-2 notify the Contracting Authority If any policy Is (or will be) cancelled or its terms are
(or will be) subject to any material change.

B8-5 If the Supplier fails or is unable to malntain insurance in accordance with
Clause B-8-1 0, the Contracting Authority or UK SBS acting aa an agent on behalf of the
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Contracting Authority may, so far as it Is able, purchase such alternative Insurance cover
aa It deems to be reasonably necessary and shall be entitied to recover all reasonable
costs and expenses it incurs In doing so from the Supplier.

B9
B9-1

BB-2

B9-3

B9-4

B9-6

Liabllity

In this clause B9, a reference to the Contracting Authority or UK SBS's liability for
something ie a reference to any llabillty whatsoever which the Contracting Authority
or UK SBS might have for It, lts consequences, and any direct, indirect or
consequential loss, damage, costs or expenses resulting from It or lis
consequences, whether the liabliity arlses under the Contract, In tort or otherwise,
and even if it results from the Contracting Authority's or UK SBS's negligenca or
from negligence for which the Contracting Authority's or UK SBS would otherwise
be llable.

The Contracting Authority or UK SBS acting as an agent on hehalf of the
Contracting Authority I8 not In breach of the Contract, and neither the Contracting
Authority nor UK SBS has any liability for anything, to the extent that the apparent
breach or liabllity is attributable to the Supplier's breach.of the Contract.

Subject to clause B8-6, nelther the Contracting Authority nor UK SBS acting as
agent on behalf of the Contracting Authority shall have any liabllity for:

B9-3-1 any Indirect or consequential loss or damage;
B9-3-2 any loss of business, rent, profit or anticipated savings;

B9-3-3 any damage {o goodwill or reputation;

B9-3-4 loss, theft, damage or destruction to any equipment, tools, machinery,
vehicles or other equipment brought onto the Contracting Authority's
premises by or on behalf of the Suppller; or

BB8-3-5 Any loss, damegs, costs or expenses suffered or incurred by any third
party. ,

Subjeci to clause B9-6, the Contracting Authority and UK SBS's total liabliity shall

be limited to the Charges.

Subject to clause B9-8, the Supplier’s total liabllify in connection with the Contract
shall be limited to £1,000,000.

Nothing in the Contract restricts either the Contracting Authority, UK SBS or the
Suppller's liabllity for;

B9-6-1 death or personal Injury resulting from its negligence; or

B9-6-2 Its fraud (Including fraudulent misrepresentation); or

B9-8-3 Breach of any obligations as to titie Implied by Section 12 of the Sale of
Goods Act 1979 or Section 2 of the Supply of Goods and Services Act
16882. . .

B9-6-4 Llabliity for breach of any obligation relaling to the handling of the
Confidential Informatlon pursuant to clauses C1-1, C1-2, C1-3 and C1-4, C-
6-1 and C-5-2.
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SECTIONC
C1 Confidentlal Information

C1-1 A party who receives Confidential Information shall keep in strict confidence
(both during the term of the Contract and after its expiry or termination) all
Confidential Information which Is disclosed to It That party shall only disclose
such Confidentlal Information to those of its employees, agents or
subcontractors who need to know the seme for the purpose of discharging that
party's obligations under the Contract, and shall ensure that such employeea.
agents or subcontractors shall keep all such information confidential in
accordance with this clause C1. Neither party shall, without the prior written
consent of the other party, disclose to any third party any Confidential
Information, unless the Information:

C1-1-1 was public knowiedga or already known to that party at the time of
disclosure; or

C1-1-2 subsequently becomes public knowladge other than by breach of the
Cantract; or

C1-1-3 subsequently comes lawfully Into the possession of that party from a third
party; or

C1-1-4Is agreed by the parties not to be confidential or to be disclosable.

C1-2 To the extent necessary to implement the provisions of the Contract (but not
further or otherwise), either party may disclose the Confidential Information to
any relevant governmental or other authority or regulatory body, provided that
before any such dlisclosure that party shall make those persons eware of Its
obligations of confldentiality under the Contract and shall use reasonable
endeavours to oblain a binding undertaking as to confidentialily from all such
persons.

C1-3 All documents and other records (in whatever form) containing Canfidential
Information supplied to or acquired by a party from the other party shall be
retumed promptly to the other' party (or, at the electlon of the Contracting
Authority or UK SBS acting as an agent on behalf of the Contracting Authority,
destroyed) on expliry or termination of the Contract, and no copies shall be kept.

C1-4 The Supplier must treat all materials involved in the work according to their
protective security marking following standard government information security
procesees. This includes only appropriately cleared individuals seeing the
retums. Detail on this can be found on the government website: in Government
Security Classlfications, Version 1.1 — May 2018,
(https://assets.publishing.service.gov. uklgovammenﬂuploadslsystem/uploadslatt
achment_dataffile/715778/May-2018_Government-Security-Classifications-

2.pdf)
C2 Transparency

C2-1 The Suppller acknowledges that the Unlted Kingdom Govemment's
transparency agenda requires that conlracts, such as the Contract, and any
sourcing document, such ae the Invitation to sourcing, are published on &
designated, publicly searchable webslte.

C2-2 The Supplier acknowledges that, except for any information which is exempt
from disclosure in accordance with the provisions of FOIA, the content of the
Contract Is not Confidentlal Information. The Contracting Authority and or UK
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C2-3

SBS acting as an agent on behalf of the Contracting Authority shall be
responsible for determining In their absolute discretion whether any of the
content of the Contract Is exempt from disclosure in accordance with the
provisions of FOIA.

Notwithstanding any other term of the Contract, the Supplier hereby consents to
the Contracting Authority and or UK SBS acting es an agent on behalf of the
Contracting Authority publishing the Contract in Its entirety, (but with any
information which le exempt from dlsclosure In accordance with the provisions of
FOIA redacted) Including from time to time agreed changes to the Contract, to
the general public.

If any of the sltuations In C2-2-1,C2-2-2,C2-2-3 apply the Supplier consents to the Contract
or sourcing documents being redacted by UK SBS to the extent necessary o remove or
obscure the relevant material and being published on the designated webslte subject to
those redactions

In this entire clause the expression “sourcing documents” maans the advertissment issued
by UK SBS seeking expressions of interest, any pre-quallfication questionnaire stage and
the Invitation to tender.

C3 Force Majeurs

C3-1

If any event or clrcumstance that is beyond the reasonable control of the
Supplier, and which by Its nature could not have been foreseen by the Suppller
or, If It could have been foreseen, was unavoidable, (provided that the Supplier
shall use all reasonable endeavours Lo cure any such events or clrcumstances
and resume performance under the Contract) prevent the Supplier from carrying
out its obligations under the Contract for a continuous period of more than 10
Business Days, the Contracting Authority or UK SBS acting as an agent on
behalf of the Contracting Authority may terminate this Contract inmediately by
giving written notice to the Suppller

C4 Corruption

C4-1

The Contracting Authority or UK SBS acting ae an agent on behalf of the
Contracting Authority shall be entitied to terminate the Contract inmedietely and
to recover from the Supplier the amount of any loas resulting from such
termination if the Supplier or a Suppller's Assoclate:

C4-1-1 offers or agrees to give any person working for or engaged by the

Contracting Authority, UK SBS or any Public Body any favour, gift or other
consideration, which could act as an Inducement or a reward for any act or
fallure to act connected to the Contract, or any other agreement between
the Supplier and Contracting Authority, or UK SBS or any Public Body,
Including its award to the Suppller or a Suppller's Associate and any of the
rights and obligations contalned within it;

C4-1-2 has entered into the Contract If It has knowledge that, in connection with it,

any money has been, or will be, paid to any person working for or engaged
by the Contracting Autherity, or UK SBS or any Public Body by or for the
Suppller, or that an agreement has been reached to that effect, unless
detalls of any such arrangement have been disclosed In writing to the
Contracting Authority, or UK SBS before the Coniract le entered Into;

C4-1-3 breaches the provisione of the Prevention of Corruption Acts 1889 to 1816,

or the Bribery Act 2010; or

C4-1-4 Gives any fee or reward the recsipt of which is an offence under Section

117(2) of the Local Government Act 1972,
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C4-2 For the purposes of clause C4-1, "loss" shall include, but shall not be limited to:

C4-2-1 The Contracting Authority’s or UK SBS's costs in finding a replacement
suppller;

C4-2-2 direct, Indirect and consequential losses; and

C4-2-3 Any loss suffered by the Contracting Authority or UK SBS as a result of a
delay In Its recelpt of the Services.

C5 Data and Information Protection

C5-1 The Supplier shall comply at all times with -all data protection legislation applicable
In the UK from time to time. °

C5-2 The Supplier shall comply at all imes with all legislation protecting release of
sensilive officlal Information in the UK. This Includes, but is not limited to the
Official Secrets Act 1889, and the Computer Misuse Act, 1990.

C6 Freedom of Information

C6-1 The Supplier acknowledges that the Contracting Authority and or UK SBS may
' be subject to the requirements of FOIA and EIR and shall assist gnd co-operate
with the Contracting Authority and or UK SBS to enable them to comply with its
obligations under FOIA and EIR.

C6-2 The Supplier shall and shall procure that its employees, agents, sub-contractors
and any other representatives shall provide all necessary assistance as
reasonably requested by the Contracting Authority or UK SBS to enable the
Contracting Authorily or UK SBS to respond to a Request for Information within
the time for comipllance set out In sectlon 10 of FOIA or regulation 5 of EIR.

C6-3 The Contracting Authority and or UK SBS acting as an agent on behalf of the
Contracting Authority shall be responsible for delermining (in its absolute
discretion) whether any Information:

C6-3-1 Is exempt from disclosure in accordance with the provisions of FOIA or EIR;

C6-3-2 is to be disclosed in response to a Request for Information,

And in no event shall the Supplier respond directly to a Request for Information
unless expressly authorised to do so I writing by the Contracting Authority or UK
SBS acting as an agent on behalf of the Contracting Authorlty. -

C6-4 The Supplier acknowledges that the Contracting Authority and or UK SBS may
be obliged under the FOIA or EIR to disclose Information, in some cases even
where that Information is commercially sensltive:

C8-4-1 without consulting with the Suppller, or

C6-4-2 Following consultation with the Supplier and having taken its views into
account.
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C6-5 Where clause C6-4-2 appliea the Contracting Authority and or UK SBS shall, in
accordance with any recommendations ssued under any code of practice
Issued under section 45 of FOIA, take reasonable steps, where appropriate, to
give the Supplier advanced notics, or falling that, to draw the disclosure to the
Supplier's attention ae soon as practicable after any such disclosure.

C6-6 Where the Supplier organisation is subject io the requirements of the FOIA and
EIR, C8-7 will suparsede C8-2 — C8-5. Where the Supplier organisation is not
subject to the requirements of the FOIA and EIR, C8-7 will not apply.

C6-7 The Coniracting Autriority and UK SBS acknowiedge that the Supplier may be
subject to the requirements of the FOIA and EIR and shall assist and co-operate
with the Supplier to enable them to tomply with its obligations under the FOIA
and EIR.

C?7 General

C7-1 Entire Agreement

C7-1-1 The Contract constitutes the entire agreement betwsen the Contracting
Authority and the Supplier in relation io the supply of the Services and the
Contract supersedes any earlier agreements, arrangements and
understandings relating to that subject matter.

C7-2 Liabliity

C7-2-1 Where the Contracting Authority is more than one person, the liabllity of
each such person for thelr respective obligations and liabllitlea under the
Contract shall be several and shall extend only t6 any loss or damage
arising out of each such person's own breaches.

C7-2-2 Where the Contracting Authdrity is more than ené person and more than
one of such persons Is liable for tha same obligation or liability, llabllity for
the total sum recoverable will be attributed to the relevant persons In
proportion to the price payable by each of them under the Contract.

C7-3 Assignment and Subcontracting

C7-3-1 The Coniracting Authority or UK SBS acting as an agent on behalf of the
Contracting Authority may at any ime aselgn, fransfer, charge, subcontract or
deal In any other manner with any or all of Its rights or obligations under the
Contract. '

C7-3-2 The Supplier may not assign, transfer, charge, subcontract or deal In any
other manner with any or all of Its rights or obligations under the Contract
without prior written consent from the Contracting Authority's or UK SBS
acling as an agent on behalf of the Contracting Authority.

C7-4 Further Assurance
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C7-4-1 The Supplier will promptly at the request of the Contracting Authority or UK
SBS acting as an agent on behalf of the Cantracting Authority do (or
procure to be done) all such further acts and things, Including the exacution
of all such other documents, as either the Contracting Authority or UK SBS
acting as an agent on behalf of the Conltracting Authority may from time to
time require for the purpose of securing for the Contracting Authority the full
benefit of the Contract, including ensuring that all title in the Supplies is
transferred absolutely to the Contracting Authority.

C7-5 Publicity

_C7-5-1 The Supplier shall not make any press announcements or publicise this

) -Contract in any way without prior written consent from the Contracting
Authority or UK SBS acling as an agent on bshalf of the Contracting
Authority. - % ‘

C7-5-2 The Contracting Authority or UK SBS acting as an agent on behalf of the
Contracting Authority shall be entitled Lo publicise this Contract in
accordance with any legal obligation upon Contracting Authority or UK SBS,
including any examination of this Contract by the National Audit Office
pursuant to the National Audit Act 1983 or otherwise,

C7-5-3 The Supplier shall not do anything or cause anything to be done, which may
damage the reputation of the Contracting Authority or UK SBS or bring the
Contracting Authority or UK SBS Into disrepute.

C7-6 Notices

C7-8-1 Any notice or other communication given to a party under or In connection
with the Contract shall be In writing, addressed to:

C7-6-1-a In the case of the Contracting Authority: | ; Address:

1 Victorla St, London, SW1H OET: Email:
*a nd a copy of such notice or
communication shal sent to: Research, Polaris House, North

Star Avenue, Swindon, Wiitshire SN2 1FF; Emall:
Research@uksbs.co.uk and the. Chlef Procurement Officer, Polaris
House, North Star Avenue, Swindon, Wiltshire SN2 1FF;

C7-6-1-b in the case of the Suppller: the address, fax number and email
address set out in the Order, or any other address, fax number or
email address which that party may have specified to the other party
In writing In accordance with this clause C7-8, and shall be delivered
personally, or sent by pre-pald first-class post, recorded dellvery,
commercial courler, fax or e-mall.

C7-6-2 A notice or other communication shall be deemed to have been recelved: if
delivered personally, when left at the address refarred to in clauseC7-6-1: if
sent by pre-pald first-class post or récorded dellvery, at 8.00 am on the
second Working Day after posting; If delivered by commercial courier, on
the date and at the time that the courier’s delivery recasipt is signed; or, if
sent by fax or e-mail between the hours of 9.00am and 5.00pm on a
Working Day, upon successful transmission (provided that the sender holds
written confirmation automatically produced by the sender’s fax machine of
error free and complete transmission of that fax to the other party's fax
number), or if sent by fax or e-mall outside the hours of 9.00am and 5.00pm
on a Working Day, et 9.00am on the naxt Working Day following successful
transmission (provided that the sender holds written confirmation
automatically produced by the sender's fax machine of error free and
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complete tranemission of that fax to the other party's fax number).

C7-8-3 This clause C7-8-3 shall only apply where UK SBS is not the Contracting
Authority. In such cases, UK SBS may give or recelve any notice under the
Contract on behalf of the Contracting Authority and any notice glven or
recelved by UK SBS will be deemed to have been given or received by the
Contracting Authority.

C7-6-4 Excapt for clause C7-8-5, The provisions of this clause C7-6 shall not apply
to the service of any proceedings or other documents In any legal action.

C7-8-5 The Suppller irevocably appoints and authorises [NAME] of [ADDRESS] (or
such other peraon, being & firm of [solicitors] resident in England, as the
Supplier may by notice substitute) to accept servica on behalf of the
Suppller of all legal process, and service on [NAME] (or any such substitute)
shall be deemed to be service on the Supplier.

C7-7 Severance

C7-7-1 If any court or competent authority finds that any provision of the Contract
(or part of any provision) Is Invalld, llisgal or unenforceable, that provision or
part-provision shall, to the extent.required, be desmed to be deléted, and
the validity and enforceability of the other provisions of the Contract shall
not be affected.

C7-7-2 If any Invalid, unenforceable or illegal provision of the Contract would be
valld, enforceable and legal If some part of It were delsted, the provision
shall apply with the minimum modification necessary to make It legel, valid
and enforceable.

C7-8 Walver. A walver of any right or remedy under the Contract is only effective If
given In writing and shall not be deemed a walver of any subsequent breach or
default. No fallure or delay by a parly to exercise any right or remedy provided
under the Contract or by law shall constitute a waiver of that or any other right or
remedy, nor shall it preclude or restrict the further exercise of that or any other
right or remedy. No single or partial exercise of such right or remedy shall
preclude or restrict the further exercise of that or any other right or remedy. .

C7-9 No Partnership, Employment or Agency. Nothing In the Contract creates any
partnership or joint venture, nor any relationship of employment, between the
Supplier and elther the Contracting Authority or UK SBS. Nothing in the Contract

creates any egency between the Supplier and elther the Contracting Authority or
UK SBS.

C7-10 Third Party Rights. A person who is not a parly to thie Contract shall not have
any rights under or In connection with It, except that UK SBS and any member of
the UK SBS, Assoclated Bodies or Authorised Entities thet derives benefit under
thls Contract may directly enforce or rely on eny terms of this Coniract.

C7-11 Variation. Any varlation to the Contract, Including any changes to the Services,
these Conditions, the Special Conditions or the Order, Inciuding the Introduction
of any additional terms end conditions, shall only be binding when agreed In
writing by the Contracting Authority or UK SBS acting as an agent on behalf of
the Contracting Authority and the Supplier.

C7-12 Governing Law and Juriadiction. .

C7-12-1 Subject to clause C7-12-2, the Contract, and any dispute or claim arising
out of or In connection with it or lts subject matter or formation (including
non-contractual disputes or claims), shall be govemned by, and construed in
accordance with, English law, and the parties Irevocably submit to the
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excluslve Jurisdiction of the courts of England and Wales.

C7-12-2 The Contracting Autherity or UK SBS acting as an agent on behalf of the
Contracting Authorlty shall be fres to enforce its intellectual property rights
in any jurisdiction.

C7-13 Modern Slavery Act 2015

C7-13-1 During the Term or any extension of the Contract, the Contracting
Authority Is committed to enauring that its supply chaln complies with the
above Act.

C7-13-2 The Supplier shall provide a report covering the following but not limited to
areas as relsvant and proportionate to the Contract evidencing the actions
taken, relevant {o the Supplier and their supply chain associated with the
Contract.

C7-13-2-a Impact assesesments undertaken

C7-13-2-b Sleps taken lo address risk/actual instances of modem slavery
and how actions have been prioritised

C7-13-2-c Evidence of stakeholder engagement

C7-13-2-d Evidence of ongoing awareness training

C7-13-2-e Business-level grievance mechanisms in place to address
modern slavery

C7-13-2f Actione taken to embed respect for human rights and zero
tolerance of modem slavery throughout the organisation

C7-13-3 The Contracting Authority or UK SBS when acting as an agent on behalf
of the Contracting Authority reserves the sole right to audit any and all
reports submitted by the Supplier to an extent as deemed necessary and
the Suppller shall unreservedly assist the Contracting Authority or UK SBS
acting as an agent on behalf of the Contracting Authority In doing so.

Note: The Contracting Authority also reserves the right to amend or increase the
frequency of reporting, as it deems.necessary to secure assurance in order to
comply with the MSA.

The Contracting Authority requires such interim assurances to ensure that the
Suppller s compllant and Is monitoring its supply chain, so as to meet the
requirements of the abave Act.

The Supplier agrees that any financial burden a:ssodated with the completion and
submission of this report and associated assistance at any lime, ghall be at the
suppliers cost to do so and will not be reimbursable.

C7-14 Changes In Costs Resulting from Changes to Government Legisiation,
Levies or Statutory Payments

The Contracling Authority will reimburse during any term or extension (or, whers
such costs, awards or damages arise following termination/expiry) of this
Agreement, any increases in the Supplier's cost of providing the Services by
reason of any modification or alleration to the Government legislation duties or
levies or other statutory payments (Including but not limited to National Insurance
and/or VAT and/or introduction of or amendment to working time minimum wages).
Subject always to open book access to the Supplier's records and always after a
period of due dlligence carried out by the Contracting Authority, relevant and
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proportionats to the value concemed.
C7-15 Taxation Obligations of the Supplier

C7-15-1 The relationship between the Contracting Authority, UK SBS and the
Suppller will be that of “independent contractor” which means that the
Supplier Is not an employee, worker, agent or partnar of the Contracting

Authority or UK SBS and the Suppller will not give the impression that they
are.

(1.) The Supplier in respect of congideration shall at all times comply with the
Income tax Eamings and Penslons Act 2003 (ITEPA) and all other statues
and regulations relating to income tax in respect of that consideration.

(2.) Where Supplier Is liable to National Insurance Contributions (NICs) in
respect of consideration recelved under this confract, it shall at all times .
comply with the Social Security Contributions and Benefits Act 1882 (SSCBA)
and all other statutés and regulations relating to NICs In respect of that
conslideration. :

(3.) The Contracting Authority may, at any time during the term, completion
extenslon or post termination of this contract, request (Supplier) to provide
Information which demonstrates how Supplier complies with its obligatione
under tax and Natlonal Insurance Clauses (1) and (2) above or why those
clauses do not apply to it.

C7-15-2 As this is not an employment Contract the Supplier will be fully responsible
for all thelr own tax Including eny national insurance contributions arising from
carmrying out the Services.

C7-15-3 A request under Clause (3) above may specify the Information which
Supplier shall provide and the period within which that information must be
provided.

C7-154 In the caee of a request mentioned In Clauee (3) above, the provision of
inadequate Information or a failure to provide the information within the
requested period, during any term or extension, may result in the Contracting
Authority terminating the contract.

C7-15-5 Any obligation by Suppller to comply with Clause (1) and (2) shall survive
any extension, completion or termination and Suppller obligations to .
' Indemnify the Contracting Authority shall eurvive without limitation and until
such time as any of these obligations are complied with,

C7-16-8 The Centracting Authority may supply any information, Including which it
receives under clause (3) to the commiasioners of Her Majesty's Revenue
and Customs for the purpose of the collection and management of revenue
for which they are responsible.

C7-15-7 If the Contracting Authorily or UK-SBS acting as an agent on behalf of the
Contracting Authority has to pay any such tax under clauses (1) and (2) then
the Supplier will pay back to the Contracting Authority or UK SBS In full, any
money that the Contracting Authority or UK SBS has to pay, and they will
also pay back the Contracting Authority or UK SBS for any fine or other
punishment imposed on the Contracting Authority or UK SBS becausa Lhe tax
or national Insurance was not paid by the Suppfer.
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Schedule 1 Speclal Conditions
N/A’
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Schedule 2 Pro forma purchase order form
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Schedule 3 The Service

D1 COMMENCEMENT AND DURATION

D1-1 This Contract shall commence on Wednesday, 30" October 2019 and subject to any
provisions for earlier termination contained in the Standard Terms shall end no later than
Friday, 28th February 2020.

D2 SCOPE OF SERVICES TO BE PROVIDED

D2-1 To carry out CR19056 - Cyber Assessment Framework Analysie — Energy Sector, as
outlined in Appendix A - The Specification and Appendix B - Bid Response.

D3 MANAGEMENT AND COMMUNICATIONS

D3-1 The Customer appolints: Department for Business, Energy and Industrial

Strategy, 1 Victoria Strest, London SW1H OET, Tel: *
. (or such other person as is nofified by the Customer to the

Suppiherdn writing) io be the Customer's Contract Manager.

? Arcanum Information Security Ltd, Parc y
enshire SA32 850, Te! [N Email

r such other person as is notified by the Suppllarto
the Gustomer in writing) 1o be the Supplier's Contract Manager.

D3-2 The Supplier appoints:
Brenin, Drysiwyn, Carmarth

D3-3 UK Shared Business Services appoints: , Category Manager,
Contracted Research Team, Concept,House, Cardiff Road, Newport NP10 8QQ; Email

Research@uksbs.co.uk

%%Mmber:cm 8056 23
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OFFICIAL-SENSITIVE (COMMERGIAL) UK Shared Business Services Lid (UK 388)

D4-2 The payment schedule will be followed agreed at the inception meeting.
D4-3 All Involces should be sent to finance@services.uksbs.co.uk or Department for Business,

Energy and Industrial Strategy, 1 Victorla Street, London, SW1H DET. A copy of the Invoice
should also be sent to the Project Manager, |G-

CR7Erafan f1gber-CR18056 2
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For and on behalf of Arcanum Information
Security Ltd (The Suppller)

Signed

Position

..... Buainore. Manager.............ccceeveennene
Date e AD.ORODEC 201D ...

For and on behalf of Department ¢f Businees,
Energy and Indusirial Sirategy (The -
Contracting Authority)

Signed

o LT 1%

Posttion
Daite
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THISIS: T PAGE OF SE TERMS & CONDITIONS
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OFFICIAL-SENSITIVE (COMMERCIAL) UK Shared Business Services Lid (UK 388)

1. Background

Background:

The Sacurity of Network and Information Systems (NIS) Directive Is the first EU-wide

legisiation on cyber security. It applies to those sectors which are vital for our economy and
society, providing services such as the supply of electricity, oll, gas and water and the provision
of healthcare and transport.

The UK has Implemented the requirements of the NIS Directive through the Nelwork and
Information Systems (NIS) Regulations 2018, which came Into force on 10 May 2018. The
thresholds contained within the regulations designate operators of the UK's most critical
Infrastructure. These companies have been identified as OES. The objective of the NIS
Regulations Is to drive Improvements In cyber security. They require OES to put in place
appropriate and proportional technical and organisational cyber eecurity countermeasures to
manage risks posed to the security of the network and information on which thelr essential
sarvice they provide relies. OES must prevent and minimise the impact of incidents on the
essential service and notify their Competent Authority (CA) if a serlous incident occurs.

For the energy sector BEIS Is the CA for the NIS Regulations, jointly with Ofgem (for
downstream gas and electriclly) and have delegated certaln responsibiliiies to HSE (Health
and Safety Execuilve) for the oll and upstream gas eectors.

The National Cyber Security Centre (NCSC) have a role in supporting CAs In the
Implementation of the NIS Regulatione as the technical authority. They have produced the NIS
Guldance Collection and Cyber Assessment Framiework (CAF) to asslet OES and CAs to meet
the requirements of the regulations. OES will be required to meet a set of fourteen cyber
security principles set out In the CAF.

The CAF Is Intended to be used by OES as a systematic method to aseess the extent they are
adequately managing cyber security risks In relation to the dellvery of essential services. The
CAF is based on structured sets of Indicators of Good Practice (IGPs). To complete the CAF
OES should use the IGPs to mark themselvea ‘not achleved', ‘partially achleved' or

‘achleved' (red, amber or green). In each case, OES should provide a Justification e.g. &tating
process or standards they have In place. If they feel a particular Indicator le not relevant or
appropriate on their case, thers Is also flexibllity to provide additional Information supporting
this, In discussion with their relevant Competent Authorily.

It should be noted the NIS Guidance and CAF Is writtan In terms of outcomes |.e. specification
of what needs to be achleved rather than exactly what needs to be done. For each indicator In
the CAF OES have to give themselves a rating of red, amber or green

NCSC have indicated that an all green CAF would be a stretching target for OES. Therefore,
thay have produced a "CAF basic profile’ to set the baseline of what OES should be expacted
to meet to protect against an unsophisticated, untargeted cyber-attack.

For further Information on the NIS Regulations, the NCSC NIS Guidange Collection and on
Implementation In the energy sector please see the BEIS policy
guidance and Ofgem and HSE guldance collections.

2. Alma and Objectives of the Project

Alms and Objectives Our alm Is that ihe successful bidder will: produce a report on the
overall cyber security posture of the energy sector, based on analysis of Cyber Assessment
Framework (CAF) retums submitted by Operators of Essentlal Service (OES).

CM mecn1 eose 5




OFFICIAL-SENSITIVE (COMMERCIAL) UK Shared Busineses Services Ltd (UK 3BS)

We require systematic, qualitative and quantitative analysis of CAF retums, this equates to a
data-set of approximately 100 excel documents. We expect bidders to devise a methodology to
agpregate the CAF returns and provide an evidence base for levels of cyber security maturity
across the energy sector, as well as giving visibllily of each subsector. The outcome will be
anonymised, so no company can be Ideniified.

Woe expect judgements on what are key vulnerabllities that might be exploitable across the
sector. Plus, recommendations on the effectiveness of the CAF as a lool and on measures to

further improve cyber security.
There are 3 key areas the report should cover:
A. Analysls of CAF returns:

« Devise a methodology to aggregate the CAF retumns and provide an evidence base for
levels of cyber security maturity across the energy sector. What Is the overall cyber
sacurity maturity across the energy sector?

« Detailed assessment of how OES have self-assessed against each of the 14 principles,
this should be based on written testimony they have provided against each IGP.

o What le the cyber security maturity for each of the defined subsectors- electricity, gas
and olI? Are thers variances or nuances by subsectors?

s How does cyber security maturity vary by'OES scale of operation, the size and
criticality of OES?

o Stalistical analysle, with appropriate charts and lllustrations, based on CAF returns.

» With reference to the baslc profile, do OES meet this minimum level of cyber security?

e Draw outif OES have referenced any other cyber security common
standards/frameworks (for example 1SO).

B. Themes identifled:

» Are there common areas of high or poor performance across the energy sector or are |
there sub sector variations?

o« Based on your judgement and context of the threat landscape what are key
vulnerabllities that might be exploitable across the sector?

« On supply chain, identify any particular vendors/suppliers utilised by a number of OES,
for example where there could be a vulnerability Introduced by rellance on a particular
software provider.

C. Recommendations and observations:

» Recommendations on any critical vulnerabilities or croes-sector risks that should be
addressed as a priority.

» Recommendations on where BEIS should consider increasing requiremenﬂm OES in

cVé%Mmber:CRwose 8
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future, looking beyond the CAF basic profile.
« |dentify any best practice that could be shared across the settor i.e. ‘quick wina'.

« Comments on the CAF and iis effectiveness as a tool. Are there any ways It could be
improved in the future?

The nature of this work is highly sensitive, sirict Information security protocols should be
adhered to. Staff assigned to this work must hold Developed Vetting clearance. BEIS will
not sponsor vetting applications for this work.

CAF returns ara held on a secure government platform, that cannot be accessed remotsly,
therefore work will have to be conducted In BEIS London offices. BEIS will facliitate staff on
this project to obtain licenses and training (2.5 hours) for the platform.

Note, there Is limited functionallty to this platform, work Is conducted In Microsoft Office 365
‘online’ and the aystem does not support macros.

Ta note: BEIS standard tarme and conditions require that BEIS retain the Intellectual Property
(IP) from all models and eoftware pald for by BEIS.

The final report and PowerPoint preseniation will be owned by BEIS and will not be published.
The chosen suppllier will work under a Non-Disclosure Agréement (NDA) so will not be

able to refer to It externally or In future work, this Includes both the end product and the
Individual CAF asssssments.

The final report (output 2) will be primarily for intemal government use, within BEIS and to feed
Into wider cross-government workstreams on the NIS Regulations. A PowerPolint presentation
of key findings of the report will be delivered to OES at Industry engagement events (output 3).

Consortium Bids

In the case of a consortium tender, only bne submission covering all of the partners Is requlred
but_consortla are advised to make clear the proposed role that each partner will play in
performing the contract as per the requirements of the technical specification. We expect the
bidder to Indicate who in the consortium will be the lead contact for thia project, andthe
organisation and governance assoclated with tha consortla.

Contractors must provide details as to how they will manage any sub-contractors and what
percentage of the tendered activity (In terms of monetary value) will be sub-contracted.

If a consortium Is not proposing to form a corporate entity, full detelle of alternative proposed
arrangements should be provided as an additional Annex to the bld. However, please note the
Department reserves the right to require a successful consortium to form a single legal entity In
accordance with Regulation 28 of the Public Confracts Regulationa 2006.

| The Department recognises that arrangements In relation to consortia may (within limits) be
subject to future change. Potential Providers ehould therefore respond in the light of the
arrangements as currently envisaged. Potential Providers are reminded that any future
proposed change in relation to consortia must be notified to the Department so thet It can make
a further assessment by applying the selection criterla to the new Information provided.

3. Suggested Methodology
Wae expect bidders to propose the methodology to agaregate the CAF returne and provide an

%N’Bbancm 8050 7
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evidence base for levels of cyber secu_rity maturity across the energy sector (split by sub
saclor) and the other desired objectivas (see aims and objectives).

This will be primarily an exercise analysing CAF returns, we expect the outcome to be a report
summarising key trends and recommendations. Wherever possible this should glve a sense of
the scale of any challenges (for example including Indicative percentages of operators with

a particular wuinerability or.area for development). We intend that the methodology developed
should be able to be shared with other CAs and replicated, so documentation of methodology
used will be an Important annex to the final report.

In total the CAF returns compromise around 100 excel documents. Each one combines traffic
lighted scores with free text comments. ,

The bidder will also be expecied to conduct Interviews with Ofgem and HSE, to provide context
to the regulatory environment and expectations of NIS implementation.

BEIS would like you to demonstrate that you have the expertise and capabliities to undertake
the project. Your response should include a summary of each proposed team members
- @xpertise and capabilities.

‘As part of the Skills and Capabilities criteria proj 1.3, Suppliers should propose capabilities of
the project team, and Include the tasks and responsibillties of each team member, but these
ehould not contaln personal detaile. This should be clearly linked to the work programme,
indicating the grade/ seniority of staff and number of days allocated to specific tasks. For -
example, Ms Jane Doe, our senior project leader, will become staff member 1, is our senior
project leader.

The naturs of this work Is highly sensltive, strict Information security protocols should be
adhered to. Staff assigned to this work must hold Developed Vetting clearance.

It le an essential criterion of the successful bid that the staff undertaking the work hold
valld developed vetting for the duration of the contract. Owing to the time-critical nature of
this work any bide which do not meet this will be reJected. Team members who are seeing
the returns will need to be ¢leared. However, we accept that supporting team members would
not necessarily need developed vetting. Prior to starting any work, the successful bldder will
need to share proof of the developed vetling clearance with BEIS for any individuals seeing the

retums.

4. Deliverables

There are 5 Key outputs:

(vl) Interim presentation.

(vil) High quality written report

(vil) Summary PowerPoint presentation for BEIS to use at future industry engagement
events

(ix) Final presentation to BEIS, OFGEM and HSE, on the sector overall findings

(x) Handover materlals of key learning points, and teach-In of methodology used, and
any supporting documents as necessary.

In detail:

Gwrg_%rl‘\ly_laber:cm 9;)56_ 8
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| Output 1: An Interim presentation on methodology and emerging findings to BEISa T + 14 |
Output 2: High quality final written report, should include:
o Executive summary of the key findings.

o Detailed analysls of the CAF retumns, overall picture of the cyber security
posture and any key trends identified, with appropriate charts, illustrations.

o Background setting of the threat landscape, to help contextualise the
wulnerabilities identified in the energy sector.

o Other observalions, on the CAF and whether It I an effactive tool for Operatore
of Essential Services.

o Any recommendations on future work with sector and future of regulation.

o Annex on methodology used, o that this can be shared with other CAs and
replicated by BEIS In the future.

Output 3: Summary PowerPoint presentation that can be used by BEIS at future Indusiry
engagement events. Sultably anonymised and presented to avold Identification of Individual
OES.

Output 4: Final presentation to BEIS, Ofgem and HSE of the overall findings of the project,
Including a dashboard to give pictorial representation of the state of the sector.

Output 5: Handover to BEIS, key learning points and teach-In of methodology used,
Including hand-over of any relevant analysig tools. This information will be shared with other
lead departments and competent authorities so that the methodology could be replicated in
other sectors.

*An Initial kick off workshop will be required with BEIS to agree the basis for engagement.
Weekly meetings to frack progrees and understand the risks and issues, as well as other key
milestones such as the Interim presentation and early review of the draft report. The chosen
supplier should present and keep up to date a risk management plan. Interviews will need to
be conducted with officials in, Ofgem and HSE. The expected duration of the project Is &
weeks. The below are an estimate of delivery dates, but exact dates will be agreed at the kick
off meeting.

The exact start date and timelines will be subject to agreement with the successful bidder. We

would alm to start in early-mid September. An indicative timeline Is below, were the start date
to be 16/08/19

Date Description

T=0 Project Inltiation date. An earlier start date can be
accommodeted if feasible.

T+2 - Initial kick off workshop will be required with BEIS to agree the

basls for engagement, and delivery dates.

wic T+14 Early review of emerging findings and draft report as It
becomes available (e.g. two weeks).

%”r&pencm 8056 0
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A workshop to review the final repart prior to completion.

Final presentation to BEIS, Ofgem and HSE of the findings,
with summary PowerPoint presentation for industry.
Handover to BEIS, report, key learning points and teach-in of

S |

Any further comments / changes requested 'by BEIS,
OFGEM/HSE acted on. Final versions of all work recelved.

In extremis, If additional changes are requested and made.

w/c T+28 |
T+33
methodology used.
w/c T+35
T+39
| Comgletely finished version received T+39

Terms and Conditions

UK Shared Business Servicea Ltd (UK BBS)

Bidders are to note that any requested modifications to the Contracting Authority Terms and
Conditions on'the grounds of statutory and legal matters only, shall be ralsed as a farmal
clarification during the permitted clarification period.
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