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Capita will provide STA, during Set-Up, with a copy of the Business Continuity Plan
for STA's review and approval.
The Business Continuity Plan will set out the conditions and circumstances under
which the Business Continuity Plan will be invoked outiining, the system recovery
procedures to be followed in the event of a major system failure, and the alternative
processes (including business processes) that the Supplier shall adopt in the event of
disruption to the Services;
The Business Continuity Plan will be designed:
(i) to prevent any loss of data prior to the date on which any disruption occurs to a
maximum of 4 hours before the time of the last successfully completed transaction
prior to the disruption occurring;
(ii) so systems are recovered within a maximum of 24 hours;
The BC Plan will:
= be based upon risk profiles developed during set up;
= address the various possible levels of failure or disruptions to services, and
the steps taken to remedy the different levels of failure and disruption;
= highlight the STA key contacts that Capita must inform in the event of a failure
or disaster, along with detailed recovery instructions, locations of any STA
Data or other data to be restored and any media or software;
= outline the steps that Capita will take upon resumption of Services, such steps
designed to address any residual effect of the disruption {including a root
cause analysis); and
= be designed so that the STA Security Requirements continue to be adhered to
when such Business Continuity Plan is invoked;
and will be designed and reviewed in line with the process detailed in clause 26 of
the Agreement.

In addition to supplying STA with a copy of the Business Continuity Plan during Set-
Up Capita will review and update the plan annually, in the event of any material
change to the Services and after any invocation of the BC Plan.

At present this draft version documents Capita’s current Business Continuity Plan for
the site in Fort Dunlop, Birmingham and for reference we have included the following
draft documents with our BAFO submission:

Annex 8a — BC Plan Darlington

Annex 8b ~ BC Plan Communisis

Annex 8¢ - BC Plan Granby

Annex 8d - BC Plan Parcelforce

Annex 8e — BC Plan SQA

Annex 8f — BC Plan Civica
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Introduction

Description of Operation

The Standards & Testing Agency has appointed Capita to run the Test Operations
Service (TOPS). The service includes printing, collation and despatch of National
Curriculum Assessment materials and external marking. The subject matters are
summarised below:

i. PSC, which is administered to year 1 pupils;

ii. K81 assessments in Mathematics, English Reading and Grammar,
Punctuation and Spelling. These are marked intemally by schools and the
results used to inform their Teacher Assessment judgements; and

iii. iKS2 assessments in Mathematics, English Reading and Grammar,
Punctuation and Speliing together with the collection of data relating to
Teacher Assessment judgements. These are externally marked and the
results published to schools on a fixed date.

Pressure Times

Yearly — March to August

Monthly — The last full working week of the month Ml is produced for govemance mestings

Plan Scope

This draft Plan covers the activities related to an incident within the business operation and
covers the following:

+ |Initial response to an Incident

+ Building evacuation and staff safety

+ Relocation of the operation to an alternative location

e Operational functional recovery activities

It does NOT include technical recovery of IT and Telephony services, which are delailed in
sgparate plans.

The Ptan will be developed during Set Up to incorporate elements from Key Subcontractor
Plans. These draft Key Subcontractor Plans should be read in conjunction with this
document.



Business Continuity Strategy

Business Strateqy
In the event of a disaster being declared, the communications route in section F will be used, Capita
will liaise with STA on the circumstances and agree priorities.

The main thrust of recovery action will be to restore as quickly as possible a service capable of
supporting the contract and agreed performance targets.

The level of overall service required in the event of any declared incident will, of necessity, be geared
to the nature of the incident and the fime of year.

Loss of Building

Where it is deemed necessary to invoke the recovery site will be inveked for the Birmingham
based statf this will be available, for occupation within 4 hours of invacation.

In all cases, emphasis will be placed cn the recovery of the call centre, with a holding message
being placed on the IVR for incoming calls until service is recoversd.

Back-office activity will be managed by overtime, using ovemight and weekend working where
necessary.

If additional seating is required at the recovery site, at the height of peak volumes, the purchase
of those seats will be negotiated with the recovery service provider.

Loss of IT

Key systems are Advantage Digital, MarkManager, Fila & Print server, Internet and Emait. In the
event of any of these systems being affected by such an avent, the STA will ba contacted to
inform them of the situation if it is likely to affect service levels.

The senior management team will liaise with IT Services throughout the incident, and ensure
that plans are invoked promptly (if required) to minimise service disruption.

For loss of Advantage Digital and MarkManager, call centre staff will answer general enguiries
and if more information is being asked around records etc, details will be taken and will complete
call backs once the systems have been retrieved.

Any backlogs encountered as a result of such failures, will be managed using overtime and
extended hours. Some back office staff have been cross-trained so they can provide additional
support to the call centre if required.

In the event of & major IT failure, such as server room damage/failure, loss of telecoms etc.,
where the building is deemed unusable, the “Loss of Building” plan will be invoked.

* IT recovery plans ara in place, with key systems replicated for minimal disruption lo service.

Loss of Telephony

As telephony services are critical to the operation, any significant loss of those services,
aspecially if it affects the Helpline, will be treated as /oss of building and the appropriate plan will
be invoked.

In all cases, emphasis will be placed on the recovery of the call centre, with a holding message
being placed on the IVR for incoming calls until service is recovered.

If a partial outage is experienced, which does not atfect the Helpline, staff will use mobile phones
for communication, as there is less dependency on telephony for the back-office functions.



Loss of Staff

For an isolated loss of slaff {e.g. frave! problems, team sickness etc.), the emphasis will be on
maintaining the Helpline services and all experienced and cross-trained resource from back-
office functions will be used to supplement the Helpline.

Any backlogs encountered as a result of such failures, will be managed using overime and
extended hours.

Where only back-office staff are affected, processes will be prioritised and staff diverted as
appropriate.

Note: A separate pian has been developed for a Pandemic situation, which impacls the UK as a
whole, rather than just an individual business. However, that plan can also be used in extreme
circumstances where all TOPS operations are impacled by an event (e.g. UK-wide weather or

strike action).
Critical Processes

Process Recovery Time Recovery

Objective Point

Objective
Advantage Digital system — 4 hours 24 hours
MarkManager — onscreen marking system 4 hours 24 hours
Access fo all relevant scheme smail boxes 4 hours 24 hours
Access to Fort Dunlop G:Drive 24 hours 24 hours
Access to Image Repository 24 hours 24 hours
Access fo CMS (Telephony) 24 hours 24 hours
Management Information 5 Days N/A
{Client & Operaticnal Reporls)
Non Critical Processes

Process RTO RPO
Business Support — Training 5 Days N/A
Business Support — Recruitment 5 Days N/A
Access to OM and WFM & 5 Days N/A
Access lo Scanning




Assumptions, Issues and Risks

Assumptions

1 IT Recovery plans are in place to recover core systems

2 Telephony service interruptions will be local.

3 Access to the OF-Site Recovery facility will be available at all times

6 Anincident whose impact on the business is closure lasting more than 24hrs will generate
additional calls for consecutive days.

7 Seat numbers at ICM. There are currently 50 seats booked which would be more than enough
even when running at full capacity in peak period. Each desk will have a phone but if more
desks are required, this can be arranged direct with Phoenix.

Risks

1 As a result of a major incident (e.g. fire/flcod, IT comms failure, utilities failure) there is a risk of
an inability to recover business processes or systems
Leading to failure of Service Levels, increased cost, financial penalties and reputational
damage

2 As a result of a pandemic, key staff may not be able to get to work
Leading to failure of Service Levels or delays fo the distribution of materials

3 One of Capita's sub-contractors might cease to trade
Leading to an inability to perform the contract

4 As a result of a major incident (e.g. firefflood, IT commes failure, utilities failure) there is a risk of

an inability to recover business processes or systems
Leading to failure of Service Levels, increased cost, financial penalties and reputational
damage



Plan Audience

The primary audience for this plan will be all those involved with the Incident Management process,
namely:

s incident Management Team

+ Senior Management Team

¢ Business Continuity Team

« Departmental Emergency Teams

The Incident Management team is the primary Incident Controller, managing the actual incident to
conciusion.

The Business Continuity team with the support of the Senior Management Team and the
Departmental Emergency Teams will control the business's response to the incidant, and any
recovery actions required.

During a severe incident, with widespread company or social implications, the Senior Management
Team will take overall control of the situation, supported by the otherieams.

Definitions
For the purposes of the plan we have defined an incident as the following:

Any event that may be, or may lead to, a business interruption, disruption or loss.

Likewise, Incident Management is defined as:

The process that an Organisation responds to and controls an incident using Emergency
Response Procedures.

The key steps of Incident management are:

Report the Incident

Form an appropriate Management Team
Appoint an [ncident Manager

Notify affected parties/users

Conduct an Impact assessment

Assess the severity of the incident

Brief necessary management levels
Send status report to the affected parties

PNOLOALD -

References
o TOPS Agreement, Clause 26
o Capita Group Business Continuity Policy and Guidelines

K d



Criticalities & Escalation

ALL INCIDENTS WHICH INVOLVE INJURY, POTENTIAL INJURY OR IMMEDIATE LOSS OF STAFF
ARE CLASSED AS CRITICALITY 1 AND MUST BE ESCALATED TO THE SENIOR MANAGEMENT

TEAM IMMEDIATELY.
Management and Escalation

Criticalities | Definition Manage Fassioth Direct/Escalate

Criticality 1 An incident which causes major disruption to BC Team Business Senior
business operations. management | Management
Normal operations affected for more than 7 team
hours.

Criticality 2 An ingident which causes temporary BC Team Business Senior
distuptions to business operations. management | Management
Nomal business operations expected to be team
restored within 7 hours

Criticality 3 An incident which causes minimal effect on Business BC Team Senior
business operations. management Management

team

While the normal escalation process is laid out as above, the struciure which has been implemented is flexible &
can be adapted to meet any poterial incidents which may occur.
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During Working Hours

« Staff

report the incident to line manager

¢ Line Manager:

o]

Contacts Incident Controller with details of the incident

« Incident Controller:

o]

(o]
(o]
o

Assesses situation and evacuates building if necessary

Contacts Emergency Services, if appropriate

Contacts Incident Conirol Team (Fire officers and First Aiders), if appropriate
Contacts Primary Cascade Contacts with details of the incident

» Primary Cascade Contacts:

o]
o

Make decision over invocation of recovery plans

Contact Functional Managers (Business Continuity Team) and Executive
Management with details and impact

¢ Functional Managers (Business Continuity Team):

o)
O
Q

Inform teams of the situation
Invoke tunctional BC plans
Manage functional recovery activities

Staff out of the building

If a member

of staff is out of the building for any reason, and cannot get back te the roll call

point, they should go to the area as indicated on the Fire and Bomb Evacuation Map in
Section A and make themselves known 1o the Fire Controller as soon as they see them.

Staff not yet

arrived at the workplace

If, on approaching work, it is evident that the building or street is cordoned off, then staff

should:

+ Call the Emergency Staif Telephone Number: 07765XXXXXX (P Knight)
Meet Me: 0800 0322910 (or 0208 939 4260 from an O2 mobile} / Chair Code: 92840903 # / Participant

Code;

91913823 #

» advise of their whereabouts
» receive instructions on what to do from the above number

Further updates and information will be provided to staff via functional management.



Outside of Working Hours

s Team Leader on duty contacts the Emergency Out-Of-Hours Contact
o Assesses situation and evacuates building if necessary
o Contacts Emergency Services, if appropriate
o Contacts Incident Control Team (Fire officers and First Aiders), if appropriate

« Emergency Out-Of-Hours Contact;
o Contacts Incident Controller with details of the incident

¢ Incident Controller:
o Assesses situation and evacuates building if necessary
o Contacts Emergency Services, if appropriate
o Contacts Incident Control Team (Fire officers and First Aiders), if appropriate
o Contacts Primary Cascade Contacts with details of the incident

s Primary Cascade Contacts:
o Make decision over invocation of recovery plans

o Contact Functional Managers {(Business Continuity Team) and Executive
Management with details and impact

+ Functional Managers {Business Continuity Team):
o Inform teams of the situation
o Invoke functional BC plans
o Manage functional recovery aclivities

Further updates and information will be provided to staff via functional management.



Notification to RIDDOR - Health & Safety Executive

As an employer, or someone in control of work premises, the business has legal duties under
RIDDOR that requires it to repert the incident as soon as possible:

[ » By phone: 0845 300 99 23 (local rate}
l + Online: HSE RIDDOR - Report online { Field Code Changed )
» By email: riddor@ natbrit.com [ Field Code Changed ]

¢« By Post: Incident Contact Centre,
Caerphilly Business Park,
Caerphilly
CF83 3GG

You must report:

L e deaths;

¢ major injuries;

* over-3-day injuries — where an employee or self-employed person is away from work or
unable fo perform their normal work duties for more than 3 consecutive days;

* injuries o members of the public or pecple not at work where they are taken from the scene of
an accident to hospital;

= some work-related diseases;

s dangerous occurrences — where something happens that does not result in an injury, but
could have done;

Cases of over-three day injuries must be notified within ten days of the incident occurring.

Cases of disease should be reported as soon as a doclor notifies you thaf your employee suffers from
a reportable work-related disease.

.
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Emergency Teams

Business Continuity Team

Functlon Primary Deputy
Business Mobile: 07765XXXXX Mobile:
Continuity/Operations | Philip Knight Home: - TBC Home:
Manager Office: - Office:
Mobile: Mobile:
Call Centre TBC Home: TBC Home:
Cffice: Office:
Mobile: §7919 Mcbile; 07702
I Teleoh John XXXXXX Chris Hot HXAXHXKX
IT / Telephony Greenhalgh Home: - ris Holgate Home: -
Cffice: 01253 330 328 Oifice: -
Mebile: Mobile:
Back Office TBC Home: TBC Home:
Office: Office:
Senior Management Team
Role Primary Deputy
X Mobile: O07765XXXXXX Mobile;
O.peratlons Philip Knight | Home: T8C Home:
Director i i
Office:  01375XXXXXX Office:
Mobile: 0776XXXXXX Mobile: 07802 XXXXXX
Business MD Philip Knight | Home: - Patrick Eltioft Home: 01483 XXXXXX
Office:  01375XXXXXX Office: -
girectolr, Mobile: 07802 XXXXXX Mobile: 07765XXXXXX
Gg:gfn ent | Patrick Efliott | Home: 01483 X)0XXXX | Philip Knight Home: -
Services Office: - Office:  01375XXXXXX

Command Centres (BC Team Meeting Places)

Primary Meeting Place
{Within the building)

Meeting Room 5

Secondary Meating Place
(Away from the building)

Spitfire Island or alternative

Virtual Meeting Facility

{for Operations Manager and Senior Management Team)

K



Incident Management Team

Capita Facilities Management/ Incident Controller (Building}

Name Office phone Mobile Phone Home phone
Laura Walker or 07860 XXXXXX
Natalie Cunningham (in Laura’s 07827 -
absence} XXXXXX(NC)
Natalie Cunningham 07827 XXXXXX -
Incident Controller (IT)
Name Office phone Mobile Phone Home phone
John Greenhalgh 07919 XXXXXX -
Chris Holgate 07702 XXXXXX -

Cascade Control Officer

Name

Office phone

Mobile Phone Home phone

Vicky Wilkinson

01732 426422

07 740X XXXXX

01827 XXXXXX
0121 XXXXXX

Fire Safety Officers

Fire Wardens are identified by their fluorescent waisicoals - F’ﬂ.er fo the Cap#ta Emerg Fire Plan for details
Name Office phone Mobile phone Location / Department
Vicky Wilkinson 01732 426422 07740 XXXXXX Fort Dunlop, Birmingham
Gulrez Kiyani N/A 07534 XXXXXX Fort Dunlop, Birmingham
Asif Ali N/A 07525 XXXXXX Fort Dunlop, Birmingham

First Aiders

Rafer to the Capita Emergency Fire Plan for details
Name Offlce phone Mobile phone Location / Department
Maggie Jenkins 01732 426416 0781BXXXXXX Fort Dunlop, Birmingham
Geraldine Smith 01732 426408 07870XXXXXX Fort Dunlop, Birmingham
Danny Siokes 01732 426599 07849 XXXXXX Fort Dunlop, Birmingham
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Test Operations Service

|  Birmingham

a5 & a3 O 3 3 53

O

Business Continuity Plan

Emal

FD G:Drive

Business Support — QA

Medium

2 Days

N/A

Call Centre — call processing.

ocooooo

Email

Advantage Digital 24hrs

WFM

Telephony

December 2016
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Test Operations Service Business Continuity Plan
_ Birmingham { Field Code Changed
Resource Requirements (Peak Period)
Emergency Staff Requirements _ i
. . Staff Required Emergency
Business Function Emergency | Normal | Location Comments
TBC TBC TBC | Phoenix
TBC TBC TBC | Phoenix
TBC TBC TBC | Phoenix
TBC T8C TBC | Phoenix
Total in team TBC TBC

Decembear 2016

COMPANY CONFIDENTIAL
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Test Operations Service Business Continuity Plan .
_ Birmingham _ Field Code Changed
| Staff on site with no workstation (sharing/floor walking) 3 |
Business Function 1 2 3 4 5 6 7 8 9 10+
Total

| Staff able to Work from Home
Function 1 2 3 4 5 (] 7 8 9 10+

Total

ACD Headsets Required For Recovery . ;
Number of headsets required after each of first 10 days Max no. of - At how many

Function 1 2 3 4 5 6 7 ) 9 10 | Meadselsreq'd | days

TBC 21 4 a1 Y PR a1 41 2 41 41 #1

Total T A Y I A 2 T Y A PT] a

Decembear 2016 COMPANY CONFIDENTIAL
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Test Operations Service Business Continuity Plan

Birmingham | Fietd code Changed B

Initial Impact Meeting Agenda

Before doing anything else, convene the Business Continuity Team members and consider the
agenda points below:

s Agree on what has actually happened

s What is the known impact so far?

Impact on facilities and buildings

Impact on ability to conduct business = here and elsewhere

Impact on staff

What is the message from the Incident Management Team and Business Areas?

¢ © 0 o0

¢ How might the situation develop?

What might make things worse?
What might make things better — what manual or other workarounds can be deployed?
How fong will workarounds be sustainable for?
Who else could help us from within or cutside the business?
How long can we sustain this situation - when do we need to be back up and running?
How much can we afford {o lose?
What do we not have, that we might need to help us recover?
How minimise further distuption and ease recovery — minimise backlog
Does the alternative recovery site need to be invoked?
= Do transport arrangements need to be Inittated?
= Doas ovemnight accommodation need to be arranged?
@ Do we have the Battle Box - how can we get fo it?

¢ o & ¢ 0 0 0 ©

« Communications

o What message to give out to staff - who and when?
= Activate Staff Information Line
o Has the client been informed?
Has IT Services been informed?
Who else needs to know
= Other Business Areas / Operations
s Capita Press Office
= Other Stakeholders
=  Third Parties, suppliers slc.
o Contact with Senior Management Team
*»  What is the impact?
* Do we need to relocate?
o Do incoming calls need to be diveried to another location?
& Do we need to put messages on-line for our Customers, Partners etc?

Continued over page......
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Test Operations Service Business Continuity Plan

Birmingham [ Field Code Changed
+ The Team

o Where to position the Business Continuity Team — Business location or elsewhere?
& Agree roles for each member of the BC Team

* Approach

o What to do now (wait, dismiss staff, request direction etc?)

o Are we prepared for relocating:
= |mpact on staff
= When o ralocate
= What has been agreed about relocating to Recovery Site?
= Do we know who will go to Recovery Site?

o Will workarounds be effective — how iong for?

o Is there anything that other teams should be doing now

s  Agree next meeting dateftime
& Inform Senior Management Team of outcome
o Ensure all refevant Managers and staff know of outcome
o Record outceme in incident log i likely to be a protracted evacuation or relocation
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Test Operations Service
Birmingham

Business Continuity Plan

| Utility Services

For use when essential services are los!, including Gas, Eleclricity, Watsr, Heating, but the building

has not been evacuated.

Electricity

ff mains eleciricity fails, detail how long, if applicable depending on site, UPS (Uninterruptible Power
Supply) and Generator will last for and which systems they maintain.

[ Field Code Changed

Issues and Questions

Actions

How long does generator last?

72 hours on a full tank of diesel

UPS

Who has overall responsibility for the UPS
{Capita/client/building landlord)?

Service Birmingham Facilities team.

Contact details for maintenance contract
included in Section E (Contacts)

Service Birmingham Facilities team.

SLA for callout times for maintenance

4hr rapid response, 24/7, 365 days/year

UPS Coverage
e.g. systems/telephones only, whole building elc.

Tha generater will supply all electrical equipment in
Quadrants 2, 3 and 4 (both offices on M6 side and
TPR})

UPS running time

193mins

Additional information

Responsibility for all utilities lies with Service
Birmingham.

Generator

Who has overall responsibility for the Generator
{Capita/client/building landlord)?

Service Birmingham Facilities team.

Contact details for maintenance contract
included in Section E (Contacls)

Service Birmingham Facilities team.

SLA for callout timas for maintenance

4hr rapid response, 24/7, 365 daysfyear

Has generator slarted automatically?

If not, and mains outage is expacted to be longer than
UPS will hold, IT should initiate controlled power down,

How long will the generator run for between
refuslling?

72 hours

Can the generator be refuelled during use?

Yas

Contact details for the fuet supplier included in
Section E (Contacts}

Service Birmingham Facilities team.

SLA for provision of fuel if you have a contract for

whole building etc.

supply? N/A
Generator Coverage
e.g. Floors, quadrants, systems/telephones only, | Whole building.

Additional information

The business is reliant on Service Birmingham for the
above utility services.

December 2016
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Test Operations Service
Birmingham

Business Continuity Plan

Gas

it mains gas fails, detail, if applicable depending on site, if there is an internal gas lank on site and how

fong this would last for.

{ Field Code Changed
| Field Code Changed

Issues and Questions

Actions

Intermal gas tank?
How long would this last?

There is nc gas supply to the building

What services would end if mains gas lost? N/A
Workarounds? NIA
Water

If mains water fails, detal, if applicable depending on site, if there is an internal water lank on site, how

long this would last for and if it can be refilled.

Issues and Questions

Actions

Internal water tank?
How long would this last?

There is no backup for water supply. if it goes off, we
lose all supply.

What services would end if mains water lost?

Toilets, Catering, Tap water. Air conditioning would not
be affected.

Workarounds?

Botlled water for drinking? Portaloos?

December 2016
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Test Operations Service Business Continuity Plan
Birmingham

Immediate Actions

[ Field Code Changed

Situation Assessment

Are IT systems or Telephones affected?

* I IT is affected, e.g. a software supplier has gone out of business - go to Loss of Critical IT
{Section D Page 72)

+ If Telephones are affected, go to Loss of Telephony. (Section D Page 76}

« If normal systems testing is taking place, this must cease immediately to allow for resources to be
used where the may be needed.

Does the situation require relocation?
» fthe building has to be evacuated and relocation is required, go to Aelocation. (Section C Page 56)

Communications

Establish communication with BC team.
Who will you talk to? - refer to BC team.
How and when will you be in contact?

Establish a BC Team routine
+  Who will be rasponsible for what?

¢ How, when and where will the BC team receive updates - e.g. time and format of early morning
brief, midday and end of day briefings.

« Consider likely duration of stay - shift work, overnight on-call for updates etc.

« Determine content, template, audience and timing of all communications - when should first formal
communications go out?

Establish communication with your team
How, when and where will the team receive updates?
Do all team members have each others contact details?

Obtain key messages from BC team
o  Whatis the current situation?

+  What do we want people to do immediately (e.g. early lunch & back by specified time, go home,
atc.)

¢+  What we want people to say to customers who are impacted.
+ Remind staif to refer media enquiries to Media Relations (Refer to section E of this plan)
Regular update briefings

When where and how wiil next update be given?

lssue updates promptly when received.

Update staff who are at home

Consider recording a message on the Staff Emergency Line

Capita employee information line on 07765 XXXXXX (P Knight's mobile)

December 2016
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Test Operations Service Business Continuity Plan
Birmingham

Impact Assessment and Recovery Planning

[ Field Code Changed

Emergency team responsible for implementing plan

*

L

*

Meet and assess the impact

Who do you need to make impact assessment & determine approach,

Get understanding of status of all business areas and report this to the BC Team using the Situation
Report templates.

Does the BC Team understand the situation
Can the BC Team give direction regarding the approach to be taken.
Ensure deputies are available and on stand-by.

Ascertain existence of any contingency plans

If contingency plans exist for loss of the supplier, invoke contingency plans.
Look into alternative suppliers {e.g. couriers to cover for Royal Mail interruption)

Where is the BC Team meeting & how can it be contacted?

Prapare emergency meeting room,
Communicate location & contact details to Business Areas and BC Team.
Confirm to BC Team that contact has been established with all Business Areas.

Do departmental team BC Plans need to be invoked?

Report issues/success to BC Team.

Are there any workarounds that can be implemented

Royal Mail issue - Can couriers be used for critical mail

Are there any processes that can be transferred to other sites

Consider moving staff engaged in critical work to an area covered by UPS/Generator supply

Monitor progress

Check status of all Business Areas and report to BC Team.
What can be achieved today, what are the targets?
Prepare for next day's activities and communicate intention to the business and BC Team.

Ensure communications have been initiated by all areas to respective stakeholders and Third
Parties.

Fact finding to determine recovery approach

Staff availability

Who Is available?

Who has the skills to complete critical processes?

Who can work from another Capita site 6r from the Recovery Site, if required?
Wheo has key skills that will be required by other areas?

Can staff from other business areas be utilised to assist with recovery?

December 2016
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Test Operations Service Business Continuity Plan
Birmingham

'l Field Code Changed

*

Information required from BC Team:-

When power will be restored?
When systems will be restored?
Has Recovery Site been invoked
Impact on other business teams?

Consider placing IT DR supplier/Recovery Site on stand-by.

How many seats can we have and from when?

Work Prigrities

*

Review existing work priorities:-

What is current state of work - deadlines, current work in progress, any special jobs in progress or
planned?

Consider moving staff engaged in critical work to an area covered by UPS/Generator supply
What are the requirements to identify and re-build existing work in progress?

What are the processes to store, sort and prioritise incoming work?

Monitor work throughput and quality. Report against recovery time objectives.

What are the actions and communications to manage customer / distributor expectations for
incoming work?

What is the plan to resolve backlogs?

What support is available from Senior Management team where requirements apply across
business areas?

What are the current and likely customer, distributor and team impacts and requirements?

Are there any manual workarounds that can be implemented?
How many customers likely to have been unable to contact us?

What methods we can use to get information to them {e.g. content of holding message, internet, call
out on mobile phones to specific contacts)?

If phones are unavailable, investigate whether customer facing and other phone-dependant people
can be deployed to help other unaffected teams?

Process priorities

Specify recovery objectives

By reference to Recovery Priorities in this plan, specify which time critical processes have to be
recovered, to what level and how quickly

Also refer to IT Recovery plan

December 2016
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Test Operations Service Business Continuity Plan
Birmingham

Communications

Maintain communications with Senior Management team and Business areas
When will next report be due?

Format of report - written, oral, etc?

Keep Senior Management team advised of issues, risks, success and incidents

Request updates from Business areas

Sign-off recovery approach

What is the proposed recovery approach and prioritles:-
*  Communicate to Senior Management and BC Teams for agreement.

* Report status to Senior Management and BC Teams, concems and issues that require their
attention (e.q. agree what we are to say to any external parties that must be contacted).

s Are there any specialist or additional resources required to implement recovery.

Relocatlon plan

Decision made to relocate to Recovery Site or other iocation?
¢ (o to Section B Relocation.

Record keeping

Record events, issues & decisions. Keep a log of events, issues and decisions.
+  Remind people to record additional expenses.

December 2016
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Test Operations Service Business Continuity Plan
Birmingham [ Field Code Changed

| Critical IT |

Actions for loss of systems due to power outages; please refer to Loss of Utility.
Actions for loss of telecoms & phones; please refer to Loss of Phones
Immediate Actions

Communications

Establish communication with BC team {(BCT).
Who wiil you talk to?

How and when will you be in contact?
Establish a BC Team routine

+  Who will be responsible for what?

¢ How, when and where will the BC team receive updates - e.g. time and format of early
morning brief, midday and end of day briefings.

¢  Consider likely duration of stay - shift work, overnight on-call for updates etc.

¢ Determine content, template, audience and timing of all communications - when should first
formal communications go out?

Establish communication with your team
How, when and where will the team receive updates?
Do all team members have each others contact details?

Obtain key messages from the BCT
«  Whatis the current situation?

e What do we want people to do immediately (e.g. early lunch & back by specified time, go
home, eic.)

«  What we want people to say to customers who are impacted.
e Remind staff 1o refer media enquiries to Media Relations (Refer to section E of this plan})
Regular update briefings

When where and how will next update be given?

Issue updates promptly when received,

Update staff who are at home

Consider recording a message on the Staff Emergency Line

Capita employee information line on 0776 XXXXXX (P Knight's mobile)

incoming phones

Is there an impact on incoming customer call answering
Set up appropriate message to customers, if possible

Update message if outage continues into second day or beyond

Decaember 2016
Page 38 of 130



—y
-

Test Operations Service Business Continuity Plan

Birmingham

Impact Assessment Recovery Planning

Emergency team responasible for implementing plan

Who needs to be involved?

Assemble key people to make impact assessment & determine approach.
Ensure deputies are available and on stand-by.

Where is the team meeting & how can they be contacted?

Do you need to retrieve emergency stores if required by the team?

Do you need to prepare emergency meeting room?

Communicate location & contact details to your people and the BC team.

Process priorities

Specify recovery objectives

By reference to Recovery Priorities in the functional BC plans, specify which time critical
processes have to be recovered, to what level and how quickly

Also refer to IT Recovery plan

Fact finding to determine recovery approach

Staff availability

Who is available?

Who has the skills to complete critical processes?

Who can work from another Capita site or from the Recovery Site, if required?
Who has key skills that will be required by other areas?

Can staff from other business areas be utilised to assist with racovery?

Information required from BC Team:-
¢ When systems will be restored?

+ Has Recovery Site been invoked
o mpact on other business teams?
Consider placing DR supplier/Recovery Site on stand-by.

How many seats can we have and from when?

December 2016

Page 39 of 130

[ Field Code Changed _]

(é



Test Operations Service Business Continuity Plan
Birmingham

Work Priorities

Review existing work priorities:-
»  Whatis current state of work - deadlines, current work in progress, any special jobs in
progress or planned?

¢«  What are the requirements to identify and re-build existing work in progress?
o What are the processes to store, sort and prioritise incoming work?
¢ Monitor work throughput and quality. Report against recovery time objectives.

*  What are the actions and communications to manage customer / distributor expectations for
incoming work?

»  What is the plan to resolve backlogs?
«  What support is available from BC Team where requirements apply across business areas?

What are the current and likely customer, distributor and team impacts and requirements?
s Are there any manual workarounds that can be implemented?

»  How many customers likely to have been unable to contact us?

* What methods we can use to get information to them (e.g. content of holding message,
internet, call out on mobile phones to specific contacts)?

+ |f phones are unavailable, investigate whether customer facing and other phone-dependant
people can be deployed to help other unaffected teams?

Slgn-off recovery approach

What is the proposed recovery approach and priorities:-
¢  Communicate to BC Team for agreement.

s  Report status to Management Team, concerns and issues that require their attention (e.g.
agree what we are fo say to any externat parties that must be contacted).

s Are there any specialist or additional resources required to implement recovery?

Relocation plan

Decision made to relocate to Recovery Site or other location?
* Goto Relocation.

Record keeping

Record events, issues & decisions. Keep a log of events, issues and decisions.
« Remind people to record additional expenses.

December 2016
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Test Operations Service Business Continuity Plan

Birmingham

| Field Code Changed

| Telephony

Actions for loss of systems due to power outages; please refer to Loss of Utility.

Immediate Actions

Communications

*

Establish communication with BC team.
Who will you talk to?
How and when will you be in contact?

Establish a BC Team routine

Who will be responsible for what?

How, when and where will the BC team receive updates - e.g. time and format of early
morning brief, midday and end of day briefings.

Consider likely duration of stay - shift work, overnight on-call for updates etc.

Determine content, template, audience and timing of all communications - when should first
formal communications go out?

Establish communication with your team
How, when and where will the team receive updates?
Do all team members have each others contact details?

Obtain key messages from BC team

What is the current situation?

What do we want people to do immaediately (e.g. early lunch & back by specified time, go
home, etc.)

What we want people to say to customers who are impacted.
Remind staff to refer media enqguiries to Media Relations {Refer to section E of this plan)

Regular update briefings

When where and how will next update be given?

Issue updates promptly when received.

Update staff who are at home

Consider recording a message on the Staff Emergency Line

Capita employee information line on Insert Phone Number

Incoming phones

Is there an impact on incoming customer call answering
Set up appropriate message to customers, if possible

Update message if outage continues into second day or beyond

December 2016
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Test Operations Service Business Continuity Plan
Birmingham

Impact Assessment Recovery Planning

Emergency team responsible for implementing plan

Had software failed completely or has suppliers gone out of business (software still working)?
If software has failed; follow plan to restore/recover software — with IT support

If supplier has gone out of business;
+  Assume software still working but now wili be unsupported

¢ Legal o review escrow agreemants from original contract
+ BC Team to evaluate risk on using unsupported software
« Wil in-house support suffice?

* T to look at alternative software

Who needs to be involved?

Assemble key people to make impact assessment & determine approach.
Ensure deputies are available and on stand-by.

Where is the team meeting & how can they be contacted?

Do you need to retrieve emergency stores if required by the team?

Do you need to prepare emergency meeting room?

Communicate location & contact details to your people and BC Team.

Process priorities

Specify recovery objectives

By reference to Recovery Pricrities in this plan, specify which time critical processes have to
be recovered, to what level and how quickly

Also refer to IT Recovery plan

Fact finding to determine recovery approach

Staff availability

Who is available?

Who has the skills to complete critical processes?

Who can work from another Capita site or from the Recovery Site, if required?
Who has key skills that will be required by other areas?

Can staff from other business areas be utilised to assist with recovery?

Information required from BC Team:-
s When systems will be restored?

* Has Recovery Site been invoked
+ Impact on other business teams?

December 2016
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Test Operations Service Business Continuity Plan
Birmingham

Consider placing IT DR supplier/fRecovery Site on stand-by.

How many seats can we have and from when?

Work Priorities

Review existing work priorities:-
s What is current state of work - deadlines, current work in progress, any special jobs in
progress or planned?

+  What are the requirements o identify and re-build existing work in progress?
*  What are the processes to store, sort and prioritise incoming work?
*«  Monitor work throughput and quality. Report against recovery time objectives.

+  What are the actions and communications to manage custorner / distributor expectations for
incoming work?

What is the plan to resclve backlogs?
+  What support is available from BC Team where requirements apply across business areas?

What are the current and likely customer, distributor and team impacts and requirements?
+  Ara there any manual workarounds that can be implemented?

¢« How many customers likely to have been unable to contact us?

¢« What methods we can use to get information to them (e.g. content of holding messags,
internet, call out on mobile phones to specific contacts)?

e If phones are unavailable, investigate whether customer facing and other phone-dependant
people can be deployed to help other unaffected teams?

Sign-off recovery approach

What is the proposed recovery approach and pricrities:-
¢  Communicale to BC Team for agreement.

¢ Report status fo BC Team, concerns and issues that require their attention (e.g. agree what
we are to say to any external parties that must be contacted).

¢ Arethere any specialist or additional resources required to implement recovery?

Relocation plan

Decision made to relocate to Recovery Site or other location?
* (Goto Relocation.

Record keeping

Record events, issues & decisions. Keep a log of events, issues and decisions.
+ Remind people to record additional expenses.

December 2016
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| Service from a 3rd Party Supplier

For use when a service from an essential supplier {e.g. Royal Mail) is interrupted, either temporarily
{such as industrial action} or permanently (such as a company going out of business). For loss of a
Utility service (Gas, Electric, Water), please go io Loss of Utility

Assumption - The building has not been evacuated.

Immediate Actions

Situation Assessment

Are IT systems or Phones affected?
+ [fIT affected, e.9. a software supplier has gone out of business - go to Loss of Critical IT

+ |t Phones affected, go to Loss of Telephony.

Does the situation require relocation?
+ |f the building has to be evacuated and relocation is required, go o Relocation.

Communications

Establish communication with BC team.
Who will you talk to?

How and when will you be in contact?
Establish a BC Team routine

+  Who will be responsible for what?

+ How, when and where will the BC team receive updates - e.g. time and format of early
morning brief, midday and end of day briefings.

+  Consider likely duration of stay - shift work, overnight on-call for updates eic.

& Determine content, template, audience and timing of all communications - when should first
formal communications go out?

Establish communication with your team
How, when and where will the team receive updates?
Do all team members have each others contact details?

Obtain key messages from the BC Team
o What is the current situation?

+  What do we want people to do immediately (e.g. eariy lunch & back by specified time, go
homae, etc.}

o What we want people to say 1o customers who are impacted.
* Remind staff to refer media enquiries to Media Relations (Refer to section E of this plan)
Regular update briefings

When where and how will next update be given?
Issue updates promptly when received.

Update staff who are at home

December 2016
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Birmingham

Impact Assessment and Recovery Planning

Emergency team responsible for implementing plan

Meet and assess the impact
+  Who do you need to make impact assessment & determine approach.

* Get understanding of status of all business areas and report this to the BC Team using the
Situation Report templates.

+ Does the BC Team understand the situation
¢ Canthe BC Team give direction regarding the approach to be taken.
e Ensure deputies are available and on stand-by.

Ascertain existence of any contingency plans
« If contingency plans exist for loss of the supplier, invoke contingency plans.

+ Lookinto alternative suppliers {e.g. couriers o cover for Royal Mail interruption)

Where is BC Team meeting & how can it be contacted?
¢  Prepare emergency meeting room.

+ Communicate location & contact details to Business Areas and BC team
s Confirm to BC Team that contact has been established with all Business Areas.

Do departmental team BC Plans need to be invoked?

Report issues/success to BC Team.

Are there any workarounds that can be implemented

Royal Mail issue - Can couriers be used for critical mail

Are there any processes that can be transferred to other sites

Monitor progress
s Check status of all Business Areas and report to BC Team.

¢  What can be achieved today, what are the targets?
» Prepare for next day's activities and communicate intention to the business and BC Team.

s  Ensure communications have been initiated by all areas to respective stakeholders and Third
Parties.

Work Priorities

Review existing work priorities:-
s  Whatis current state of work - deadlings, current work in progress, any special jobs in
progress or planned?

+  What are the requirements to identity and re-build existing work in progress?
s What are the processes to store, sort and prioritise incoming work?
e Monitor work throughput and quality. Report against recovery time objectives.

«  What are the actions and communications to manage customer / distributor expectations for
incoming work?

¢  Whatis the plan to resolve backiogs?

+  What support is available from the BC Team where requirements apply across business
areas?
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Birmingham

What are the current and likely customer, distributor and team impacts and requirements?
¢  Are there any manual workarounds that can be implemented?

¢ How many customers likely to have baen unable to contact us?

¢  What methods we can use to get information to them (e.g. content of helding message,
internet, call out on mobile phones to specific contacts)?

s |f phones are unavailable, investigate whether customer facing and other phone-dependant
people can be deployed to help other unaffected teams?

Communications

Maintain communications with BC team

When will next report be due?

Format of report — written, oral, etc?

Keep BC team advised of issues, risks, success and incidents

Request updates from BC team

Sign-off recovery approach

What is the proposed recovery approach and priorities:-
e Communicate to BC Team for agreement.

* Repon status to BC Team, concerns and issues that require their attention (e.g. agree what
we are to say to any external parties that must be contacted).

s Aro there any specialist or additional resources required to implement recovery?

Record keeping

Record events, issues & decisions. Keep a log of events, issues and decisions.
¢ Remind people to record additional expenses.
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Evacuation Assembly Points

The Assembly Point is located in the fee-paying car park at the back of Fort Dunlop. Itis the in the
corner of the car park near the Micro Building.
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Test Operations Service Business Continuity Plan

| Birmingham [ Field Code Changed

Immediate Actions in the Event of an Evacuation

[ All Staff |
*  When you hear the alarm, leave the building immediately using the nearest designated escape
route.

s  If you are at your desk only take essential personal possessions with you (e.g. mobile, handbag,
wallet). If you are not near your desk, do not return for your belongings

¢+ Do not try and use the lifts

»  Follow the instructions issued by the building Evacuation Officers. After reaching safety, go
quickly to your agreed assembly point, detailed later in this section.

¢ Once at the assembly point, your manager will tell you what to do next.

| Business Managers and Team Leaders

s  Ensure that all staff and visitors are accounted for — Team Leaders should be collating details and
reporting to the manager.

+ Ensure evacuated staff are all at the pre-arranged assembly point detailed later in this section.

+ If you have anyone you cannot account for - inform the Fire Safety Officer immediately — The Fire
Safety Officer is identified by the high-visibility waistcoat he/she is wearing.

* Ensure staft do not leave/retum until authorised by you.

¢  Ensure evacuated staff remain contactable at all times

* Be mindful of the emotional impact this incident may bs having on your staff
¢+ Request likely length of evacuation from Incident Controller.

* Arrange a meeting with your Team Leaders in order to assess the impact and response — use the
“Agenda for Initial Impact Meeting” below.

Continued over page.......
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Arrange for collection of your Battle Box and BC Plan. Refer to your departmental BC plan for
location.

Arrange telephone messages for incoming cails, where possible.

Consider who else may need to be contacted — Other departments, managers, Clients, 3 Parties
elc. Refer to Section D (Emergency Contacts)

If appropriate, arrange meeting with Functional Managers and Executive Team in order to agree
impact and approach

Contact the BC Team in order to provide status of team and to give details of the impact to your
area and obtain advice and direction. Contact details are in Section D (Emergency Contacts).

Discuss viability of waiting, closing up or relecating with BC Team. Any message o relocate will
coma directly from the Senior Management Team. Contact details are in Section D (Emergency
Contacls).

Ensure Business Unit Team Leaders communicate proposed approach to staff — e.g. go homs,
prepare fo relocate, come back in one hour elc.

Be explicit with timings and actions when communicating to staff, particularly if they are required
to reconvens at a set time

Business Continuity Team

General points

Ensure safety of staff and of yourself at all times, follow instructions given by Emergency
Evacuation Team = They are identified by their high-visibility waistcoats.

Make your way fo your evacuation point, detailed later in this section, or as directed by the
Emergency Evacuation Team, and follow the instructions within your Team Evacuation Plans.

Notes relating to bomb and CBRN* threats arg in Section E {Reference Documents and
Forms).

* CBRN = Chemical, Biological, Radiological, Nuclear

All Members of Emergency Team

December 2016

Once you have confirmed the status of your business area and are happy that a deputy is
covering you, continue with this plan.

The Incident Management Team will be managing the incident. it has its own response plan for
such incidents.

Refer to Section E (Reference Documents and Forms) for bomb/CBRN refated information,
where appropriate.

Make contact with your Emergency Team Leader at the designated meeting place. Contact and
meeling place details are in your deparimental BC Plans.

Continued over page.......
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Be explicit with timings and actions when communicating to staff — particularly if they are required
to reconvene at a set lime

Be mindful of the emotional impact this incident may be having on your staff

Remind your staff of the importance of redirecting Media enquiries — Media details are in Section
E (Reference Documents and Forms).

Ensure that staff are kept informed regarding likely duration of evacuation, what they should do
now and timings for reconvening

Emergency Team Leader or Deputy

Review location of evacuated staff — consider weather conditions. A list of Evacuation Assembly
Points is detailed earier in this section.

Ensure incoming call messages are activated as required ~ Detalled in depantmental BC plans.

Account for alt staff in your departments. Report any missing staff immediately to the Evacuation
Team or Incident Manager.

Assign an individual to initiate a Sftuation Report. A template is provided in Section E (Reference
Documents and Forms)

Arrange a meeting point to co-ordinate attendance by all Emergency Team Leaders. Where a
Team Leader is unavailable, arrange for deputy to attend.

Make contact with BC Team, see Section E {Emergency Contacts) stating that Emergency
Team Leaders are now convened and what the status of staff is etc.

Request guidance from BC Team, such as approach, likely length of evacuation ete.

Ensure each member of the Team understands their role, essentially:

o Keep close to their own Business Area and reprasent them on the BC Team - maintain
information flow between the two

o attend regular meetings
o convene with BC Team Leaders once reloccated
Specific roles are detailed in Section E (Reference Documents and Forms)

Ensure all Business Units and the BC Team know the location of Emergency Team Leaders (if
deemed appropriate)

Ensure that the BC Team aware of status of your own Business Area.
Follow the “Agenda for Initial Impact Meeting” below.

After mesting with BC Team Leaders, communicate proposed approach to staff.

Use the Points of Contact and Communications checklists in Section E (Reference Documents
and Forms} to track communications.

Any instruction to relocate should come via the BC Team or Senior Management Team.

December 2016
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Initial Impact Meeting Agenda

Before doing anything else, convene the Business Continuity Team members and consider the
agenda points below:

¢ Agree on what has actually happened

*  What is the known impact so far?

o]

o]
o
(]

Impact on staff — have alt been accounted for?

Impact on buildings and assets

Impact on ability to conduct business - here and elsewhere

What is the message from the Incident Management Team and Business Areas?

¢ How might the situation develop?

© 0 0 0 0 0O 0 0O

(o)
o

What might make things worse?
What might make things better — what manual or other workarounds can be deployed?
How tong will workarounds be sustainable for?
Who else could help us from within or outside the business?
How long can we sustain this siluation - whan do we need to be back up and running?
How much can we afford to lose?
What do we not have, that we might need to help us recover — documents, staff etc?
How minimise further disruption and ease recovery — minimise backlog
Doss the alternative recovery site need to be invoked?
= Do transport arrangements need to be initiated?
=  Does overnight accommodation need to be arranged?
Can we salvage/obtain anything — from the building, from staff, from other areas?
Do we have the Battle Box — how can we get to it?

+ Communications

o What message to give out to staff - who and when?
=  Activate Staff Information Line
o Has the client been informed?
o Has IT Services been informed?
o Who else needs to know
= Other Business Areas / Operations
= Capita Press Office
= Other Stakeholders
. Third Parties, suppliers etc.
o Contact with Senior Management Team
= Are we all safe?
«  What is the impact?
= Do we need to relocate?
o Care of staff — Next of Kin, hospital visits etc
o Doincoming calls need to be diverted to another location?
o Do we need to put messages on-fine for our Customers, Partners etc?
Continued over page......
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¢« TheTeam

@  Where to position the Business Continuity Team — Business location or elsewhere?
o Agree roles for each member of the BC Team

« Approach

o What to do now (wait, dismiss staff, request direction etc?)

o Are we prepared for relocating:
»  |mpact on staff
= When to relocate
»  What has been agreed about relocating to Recovery Site?
* Do we know who will go tlo Recovery Site?

o Will workarounds be effective — how long for?

o |s there anything that other teams should be doing now

* Agree next meeting dateftime
o Inform Senior Management Team of outcome
o Ensure all relevant Managers and staff know of outcome
o Record outcome in incident log if likely to be a protracted evacuation or relocation

December 2016
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Communications Continued. ... 1

Relocation

Issues and Questions

Actions

I and Questions

Actions

Record message on the
Staff Emergency Phone
Line

Operations Team Manager to ensure there is a
suitable message on phone line.

Communication to teams
and Media

Ensure staff are reminded how 1o deal with Media
enquiries.

Set up lines of communication with Group Media team.
Ensure that staff are receiving the correct messages.

Agree recovery approach
with Site Manager and
Incident Controller

Formulate proposed recovery approach and priorities
and agree with Site Manager and Incident Controller.

Record status, including concerns and issues that
require attention.

Assign actions to team members.

Request any specialist or additional resources required
to implement recovery.

Has a message been set
up that cailers will hear?

Activate call plan to ensure appropriate message is set
up for incoming callers.

Who will be relocating?

For staff going to the Recovery Site:
o Ensure teams are identifying who will be going.

o Obtain names of all stalf (each team has these
details in their departmental BC plans).

o Send details to the IT recovery team.

Record who will be going to other locations instead of
the Recovery Site - track and monitor progress.

Communicate transport
arrangement to Business
Areas.

Conlfirm transport arrangements are in place, such as
coach services.

Encourage use of public transport where possible.
Ensure that Business Areas know where to go for their
transport to the Recovery Site.

Ensure that staff who are going to other Capita
locations have transport arranged.

Confirm requirements for using own car on company
business {e.g. insurance}.

Deacember 2016

COMPANY CONFIDENTIAL
Page 58 of 130

., Field Code Changed




pabuey> apod piatd |

0£1 Jo 66 abed
IVILNIQIINOD ANVIWOD

~y

9102 Jaquiadeg

LUINias 0] Pasn g Ued pueyeem
1eyl os Aep elixe ue a)g Aaacsey Je Buile)s
‘Buippng auy

Bunendod-a1 eiym aoeid u jels uciejeys Buidesy o
uopyesoles jo Auond  ©

1BPISUCY UBld D AUl JO 8SISASI B LB BI0W S| SIY ]

0

JUBLUIUDI[ALS
01O [BULIOU 0] LINJB)
103 yoeoudde suuusieg

BUOIOY SUO|1SaND PUE 6aNES|
aseq 0} )yoeg
‘seare ssausng ssoue Aldde sjuswsannbas
esaym siebeuew [euonouny JALI0 Yiim Bsier] . 6
8ls ays Aiaaooay 18 Alunsag 10M mau pue burispe

Aeaooay ay) jo Aunaes yim Addey s1 wea) ainsug

-s1enddns wouy Lsuonels ep0

‘03 paJanlap
5q 01 51 150d 2JBYM SIS |BISOd 0} Apcads

UIM [eSp O} SUDHOY

Juawabeuep saioe pue sebeuey olg

a)s pajoaye Jo Aunos: .
LHm uonounfuod Ut — 8iNoss s1 B)IS pajoajje ansuy Us pajosje jo Ay S Slaquinu RU0Y JURAS|SI SBY 108 JBY) sansuz ve Nu_wo&”_%m.ﬂmo
-aoed ur are Aoy 92U 'swea) 18 SuolEd
suoNIY suonssny pue sanss) YIS AISAODSH LM SUCIEDIUNLULLCO BUY PUE| YS!QEIST usugelss
Aunoeg
PaIOlS Mou 8ie Aau) ‘sjedoidde sioum esiuoud suswannbayiyoedes

alaym yum Buoje ‘papiose) eie swep pafieaes ansug

‘uoNESUOLINE usAIl usym
obeajes o) Buipying ey o ob [Im oym eidoad Anusp)

‘spreoqdnz Jo
SYSSP U1 PX)OO| 8q |[iM 1BY) Stuel AUE 10} SABY LIBIGO

'PUND} 8Q UED SWISN S1ayM
0} S€ DIARIIEAR UOBULIOJU! 8JBINJIDE ISOW UIEIGO

“Japio Aoud Ul ‘peAsisl 8q 0} swali 151N

13([01UCY) JuapIDU|

oY) Aq o5 Op ©} uo|ssiwaad
uaab souo ‘Guiping

oyl woy suolssassod
feuossed pue yuswdinbs
YIOM DASULBI O) SUOIIY

pue siuswainbal jsuiebe Aingelreas Buyeas 0y

Bunees wiyuos

oNs Aran02al ay)
12 pajadwod aq im sessadoid Auoud ysym uuguos

'0p 0} pajoadxe al kel leym o) se pajenq
212 paJnbay AjUs.IND JUsIe OUM JBIS Jeyl sInsug

"WIHOAD B sesuadxa uo Amod wiyuoD

HEIS 0] S1BUNUALIOYD

SuonoY

SUONSaND pue 5aNss|

sUOROY

SUONSANE pue SaNSSH)

obeAles

~panuRuo) UOREeIo[RY |

ueld Anuguo)) ssauisng

weybuiwng

ao1nI9S suoneladg 153l



Test Operations Service
Birmingham

Business Continuity Plan

& phoenix

Birmingham
Woest Midlands

Phoenix House
No.2 Golden Cross, 220 Chester Street,
Aston, Birmingham B6 4AH

Call: 0844 863 1000

Faixz 0844 863 1001

Wesl Mdlands
Business Coptinuly Centre

Prom S 5

»Leave the motcroray 3t uncbion 6,
Gigned to AIB(M), City Centre),

= Join the A3B(M) Aston Expressway.

* Take e next sk road exit (Park Cucley
and turnelt al ihe roundabioul sito
the B4132, Waterl:nks Boulevard,

& AL the roundabout lake the third exil
onto the ASI27, Lichfield Rosd,

* Al the next reundabout take the first
eml onte the 84152 Rocky Lane

+ Take the furst right onto Chesler Street.

#Wa are the seconkl Bulkdinsg on the riglt.

Froim tha HS.

= Travel ncathbound on the M5 16 its cenchssion
aod join (he MG al junclion 8 (signed London
MI & M40, Birmingham N & E and the M&).

+ Joun Lhe M6 towards London {M1),

#Leave the MG at junct-on 6 and
Usen fokow: as above.

By Traln

= The naasest statong sro Mew Sireet.
Haosr Steeet sl Snove Hdl.

* We are & shork tax ride from alf stations,

* For further indoermatian on brain times
and fares, please telephone the Nanonat
Ra | Enquines Ine an Q457 4849 50,

More Inforrnaliont I* = weiaid L ritreret o e g o fah s, 1Pran v v row v ool 5nuoer LY F St 0SS, Clate v T3 o

Call 0844 863 3000 Emall enquirias@phoenix.couk Vislt phoeniz.co.uk
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Test Operations Service

Birmingham

Business Continuity Plan

Recovery Site Invocation

| invocation procedures are held separately by the following Managers.

Name Function Mobile Phone | Home Phone | Office Phone
- . Operations Director
Philip Knight (Birmingharm) O7765XXXXXX - 01375XXXXXX
Managing Director,
Patrick Elliott Central Govemnment 07802XXXXXX | 01483 XXXXXX
Services
December 2016 COMPANY CONFIDENTIAL
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Transportation and Accommodation Arrangements

Capita Business Travel

Capita Business Travel

:d:g?;? ?3;’" Office Hours:
Address: ervay 8.30am — 6pm

The Wyvemn Business Park

Derby DE21 6BF After 6pm transfers to out of hours team.
Hotels: Tel: 0871 521 9816 Email: capitahotels @ capita.co.uk
Rail: Tel: 0871 521 9869 Email: capitarail@capita.co.uk
Flights: Tel: 0871 521 9835 Email: gapitaair@ capita.co.uk

In the event of an emergency outside of the hours detailed you can call the

relevant number above, which will auto divert to our Emergency team.
Emergency: In the event of an emergency if calling from abroad please dial:

01332 644900
Notes: A £10 charge will be raised to use the Emergency Number

Hotel Accommodation at Recovery Location

Capita Business Travel

. Otfice Hours:

18 Stanler Way
Address: . 8.30am — 6pm

The Wyvern Business Park

Derby DE21 6BF After 6pm transfers to out of hours team.
Hotels: Tel: 08715219816 Email: gapitahotels @ capita.co.uk
Emergancy: In the event of an emergency outside of the hours detailed you can call the

gency: | retevant number above, which will auto diveri fo cur Emergency team.

Notes:

To be used in the first instance for all hotel bookings

COMPANY CONFIDENTIAL
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Test Operations Service

Business Continuity Plan

| Birmingham | rierd code Changed
| Local Hotel Details
Capita Business Travel
[ Me"d'a'f Court Office Hours:
Address: 18 Stanier Way 8.30am ~ 6pm
; The Wyvern Business Park ’ P
Derby DE21 6BF After 6pm transfers to out of hours team.
'Hotels: Tel: 08715219816 Email: capitahotels @ capita.co.uk [ Field Code Changed
Emergency: In the event of an emergency outside of the hours detailed you can call the
gency: | oievant number above, which will auto divert to our Emergency team.
4 Notes:
[ To be used in the first instance for all hotel bookings

Decemt;ér 261é
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Seating Arrangements at Recovery Location

Suite 5
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| Loss of Building or Facilities |

Immediate Actions:

Determine impact on work - Time of day / duration of loss

Determine key processes and assess impact on each

Call Centre diversion

Decision to send staff horne or not:
o How long is the outage going to fast?
o Do staff nead to be on standby?

Formulate messages fo be given to staff, client and third parties — B.C, Team

Inform staff of situation and who is to do what

Contact client and keep updated

Update Senior Management on situation and impact

Liaise with Service Birmingham Facilities team — B.C. Team

Consider advising HR / Risk / Insurance / Press officer / SH&E — Senior Management Team

Manage access to the premises — Ensure sacurily is maintained — 8.C. Manager

Manage the salvage of and access to paper records / current work — B.C. Team

Remind all staff that any calls from the Pross are referred to line managers or Group
Marketing/Press — Staff to take contact details for a calf back

Keep log of contacts made and message given

Relocation:

identify key staff to help recover work and inform them of when and where they will be needed
- Refer to staff contact details

Nominate two members of staff (at least 1 I.T. Support and 1 Operations Manager) to attend
the recovery site (in advance of other staff relocating) to liaise with IT and lo assist in the
invocation and lransition process

Recover Battle Box

Test Systems/E-mail/internet access/Telephones

Liaise with IT for system issues

Report back to B.C. Team

Check links to printers

Log all issues, problems and solutions

00000

Ensure staff moving to recovery sile have transport arranged

Assess current state of work
o Backiogs, deadiines, current work in progress
o Any special jobs in progress or planned
o Additional staff to help recover - Internal / Temps..

Assess the impact of the unavailabifity of the premises, including physical security of files and
any loss of data. — Liaise with Service Birmingham Facilities and ensure security of quadrant is
maintained (cabinets locked?)

Salvage: contents of filing cabinets — do they get sent to Darlington (CTDS or other storage
facilitv)?

Re-prioritise outstanding work

December 2016 COMPANY CONFIDENTIAL
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Test Operations Service Business Continuity Pltan
| Birmingham

Obtain update from team at recovery sile:
& Have systems / telephony been recovered?
Are slaff able lo access systems?
Has telephony been lested and is working?
Start to move staff to recovery site:
*  Consider who is {o go?
= Has transport been arranged?
= Do they know the location/address?
* Do they all have slaff ID cards?

1
i
000

Ensure welfare of staff at recovery site

] Keep log of contacts made and message given

On-Going:

Update staff sent home with current situation — Are they required next day?

Consider rotation of staff at recovery site

Consider additional shifts — Evenings and weekends

Ensure transport toffrom recovery site continues

Ensure welfare of staff at recovery sile
Comfort

Food and drink

H&S considerations

Remind all staff that any calls from the Press are referred lo line managers or Group
Marketing/Press

Decide on frequency of communications with staff and key stakeholders, including client.
Use the “Communications Log” in Seclion F of this plan

Update interested parties:
o Client
Senior Management
Other operations in the Business
Capita Press Office
Facilities {Service Birmingham)
Group Risk / HR / Insurance / SH&E
3 party suppliers — Deliverias, couriers elc. Stationery, Tape Backup from Iron
[ Mountain

000 0OO0OCO

o]

Capita Suppliers — Service Birmingham, ITS, Capita Comms

Ensure mail delivery is diverted to recovery site or is collected daily- Liaise with Service
Birmingham

Ensure regular stationery supplies, and that they are diverted to recovery site — Office Admin

[ Consider any meelings / visits planned in foreseeable future - rearrange as necessary

Maintain securily at normal premises- Liaise with Service Birmingham

December 2016 COMPANY CONFIDENTIAL
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Continue fo manage the salvage of and access to paper records / current work

Identify issues and record problems
o Ensure they are documented

o Ensure they are assigned an owner and timescales to resolve

o Escalate to Execulive management where appropriate

Track all costs and expenses incurred in connection with the incident.

Prioritise next day's work — Manage Backlogs

Keep log of contacts made and message given

Immediate (Building)

Communication Responsibility gg::z:?:d
Staff will notify the Line Managar of the incident. The Line manager
will contact the Incident Manager who will then assess the situation | Everyone
and advise the BC team.
BC Team to contact Senior Management and inform of incident. BC | Cascade
Team will communicate the incident to staff and advise on what to Controller
do nexi.
Recovery Responsibility g:ﬁg:?:d
BC Team to discuss and agree recovery procedure. Keep staff
updated of new developments at all times,
Determine who is available and what skills they have. BC Team
Determine who can work from the recovery site if required.
Contact third party suppliers and determine how long incident witl .
last. Incident

. . Controller
Consider putting the recovery site on stand-by.

... | DatefTime
Workl
oad Responsibility Completed
Call Centre manager will determine calls received up to point of Call Centre
incident and review forecasted calls to determine the workload. Manager
Back Office Manager to review how much work there is in the queue | g/o Manager
and inform BC Team.
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| Loss of IT

Loss of Internet

Critical processes and systems such as Advantage Digital depend on the internet being available.

Therefore:
Short Term - refer to loss of building without evacuation.

Long Term - refer to loss of building.

Communication Responsibility g:::’g;t:‘s d
Staff will notify the Line Manager of the incident. The Line manager
will contact the Incident Manager who will then assess the situation | Everyone
and advise the BC team.
. . Incident
BC team to inform IT services of the loss. Manager
. . o Cascade
BC Team to contact Senior Managemaent and inform of incident. Controller
Incident
Inform Press Office to notify other Capita Businesses. Manager
Recovery Responsibility gg::gl:?: 4
- IT Services 1o determine how long the outage will be and inform BC
Team. BC Team
- Assess the impact to the business {call centre/ back office).

Dacember 2016
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Loss of Advantage Digital

Advantage Digital is a core applications dependent on an internet connection being available at Forl
Dunlop. If the connection was not available, then treat as above. However, if the connection was
available but any of the systems are down, treat as above {short term) and contact IT Services for

possible invocation of IT DR plan.

.Communication Responsibility gzm::‘:d
Staff will notify the Line Manager of the incident. The Line manager
will contact the Incident Manager who will then assess the situation | Everyone
and advise the BC team.
Incident
BC team to inform IT services of the loss. Manager
. L Cascade
BC Team to contact Senior Management and inform of incident. Controller
Recovery Responsibility gzm:r:d
- IT Services to determine how long the outage will be and inform BC
Team, BC Team
- Assess the impact to the business (call centre/ back office).
Workioad Responsibility gz:;‘gz‘:d
Determine workload and check what staff are available B.O./C.C
) Managers

Loss of Email

ShortfLong Term - refer to loss of building without evacuation. However, the steps below should be

taken.
... . | Date/Time
Communication Responsibility Completed
Staff will notify the Line Manager of the incident. The Line manager
will contact the Incident Manager who will then assess the situation
and advise the BC team.
Incident
BC team to inform IT services of the loss. Manager
. L Cascade
BC Team to contact Senior Management and inform of incident. Controller
. . . Incident
Inform Press Office to notify other Capita Businesses. Manager
... | DatefTime
Recovery Responsibility Completed
- IT Services to determine how long the cutage will be and inform BC
Team. T
- Assess the impact to the business (call centre/ back office}. BC Toam
- Determine availability o} phones {landline/mobile).
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System / Service

Immediate (IT)

e 'Date/Time
Communication Hesppnsl_lmlity_ ‘Completed
Inform LT of loss.
Inform staff of the incident and how long L.T. estimate it will last for. aunctlonal
Remind staff not 1o speak to the media (if applicable). (Managers to anagers
cover for each other's teams if absent).

e Date/Time
Recovery Responsibility Completed
In cffice — assess what systems or telephony has been altected and impact
to the Contact Centre BC Team.

. Date/Time
Workload Responsibility | o0 leted
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| Loss of Telephony

Immediate (Telephony)

Short Term - refer to Loss of Building without evacuation.

Long Term — refer to Loss of Building.

—— i1 Date/Time
Communication ot ] ‘Responsibility Completed
Ensure all agents are informed and kept up to date with
developments.

Ensure L.T. are informed of the incident, BC Team
Ensure telephony company has beean informed of incident. |
Remind agents not to speak to the media.
Prapare to invoke recovery site if necessary. BC Team
.. | Date/Time |

Recovery Responsibility Completed

= Date/Time
Workload Responsibility Completed
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| Loss of Staff ]

For Short term situations (e.g. Weatherftransport efc) foliow steps below. Feor longer term or
more severe incidents {e.g. Pandemic Flu) refer to Fiu Plan.

Bad Weather/Transport Disruption/Small Team Sickness
immediate Actions:

Determine impact on work - Time of day

Call Centre diversion?

Decision to send staff home or not:
o How long is the bad weather going to iast?
o Do other not in work staff need to be on standby?

Formulate messages to be given fo staff, client and third parties — B.C. Team

inform staff of situation and who is o do what

Contact client and keep updated

Update Senior Management on situation and impact

Liaise with Service Birmingham Facililies team — B.C. Team

Consider advising HR / Risk / Insurance / Press officer / SH&E — Senior Management Team

Manage access lo the premises — Ensure security is maintained — B.C. Manager

Remind all staff that any calls from the Press are referred to line managers or Group
Marketing/Press — Staff to take contact details for a call back

Keap log of conlacts made and message given

Relocation:

identify key staff to help recover work and inform thern of when and where they wifl be needed
- Refer to staff contact details

Assess current slale of work
o Backiogs, deadfines, current work in progress
o Any special jobs in progress or planned
o Additional staff to help recover — internal / Temps..

Assess the impact of the unavailability of the premises, including physical security of files and
any loss of data. - Liaise with Service Birmingham Facilities and ensure securily of quadrant is
maintained (cabineis locked?)

Salvage: contents of filing cabinets - do they get sent to Darlington (CTDS or other storage
facility)?

Re-prioritise oulstanding work

Ensure welfare of staff af racovery site

Keep log of contacts macde and message given
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On-Going:

Update staff sent home with current situation — Are they required next day?

Consider additional shifts — Evenings and weekends

Remind all staff that any calls from the Press are referred to line managers or Group
Marketing/Press

Decide on frequency of communications with staff and key stakeholders, including client.
Use the “Communications Log” in Seclion F of this plan

Update interested pariies:
o Client
Senior Management
Other operations in the Business
Capita Prass Office
Facilities {Service Birmingham)
Group Risk /HR / Insurance / SH&E
J party suppliers — Deliveries, couriers elc. Stationery, (Tape Backup)
Capita Suppliers — Service Birmingham, ITS, Capila Comms, Manchester/Darlington

0O0O00DO0OCO

Consider any meelings / visits planned in foreseeable fulure — rearrange as necessary

Identify issues and record problems
o Ensure they are documented
o Ensure they are assigned an owner and timascales fo resolva
o Escalate to Execulive management where appropriate

Track alf costs and expenses incurred in connection with the incident.

Prioritise next day’s work — Manage Backiogs

Keep log of contacts rade and message given
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| Operational Processes 2y |

Mast of the processes used rely heavily on the system being available. Without the system, very little
could be done.

Application fulfilment
All details relevant to this section should be collated on an excel spreadsheet and then sent over via
email to Cap Comms for dispatch.

Change of Circumstances requests
Paper forms to be completed by the CSR receiving the call. These can later be dispatched by team
manually.
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Test Operations Service

Business Continuity Plan
|  Birmingham

Field Code Changed

Client Emergency Contacts

Clients you must contact in an emergency, including teams that rely on you, or on whom you rely
Refer to Senior Management Team

Client fh | ContactName [ PhoneNumbers | E-mail address ] E T
Standards & Testing Agency TBC TBC TBC
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Local Hotel Details

Capita Business Travel
Meridian Court

18 Stanier Way

The Wyvem Business Park
Derby DE21 6BF

Hotel: 0871 521 9816 (Main Number)

Rail: 0871 521 9869
Flights: 0871 521 9835
Fax:

Email;
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COMPANY CONFIDENTIAL
Page 90 of 130

.”._"mm_n_ Code Changed

| Field Code Changed




pabuey) apod pieH |

O£l Jo 16 ebed

TYILNZAIENOD ANVANOD 9102 Jequiessg
1rew redoy
Auedwon) Jarep
‘wes) pleog sen
safi)Ioe)
weybuiwng pieog Anouioa|3
20IMag
0} Jajey sueIou9|g
lojelausn
Sdn
SJUSWIWOD auoyde|ol 1081U0) Janddns | cloenuod CEITSET
S92INIBS [BNJUSSST
000S €1 | SPBO aoljod uojbuipig aal0d
666 val adlneg 8l
666 val rendsoH
666 val asue|INquy
SJUALLLIOS auoyded] R T ) EXIIVETS
sasinag Aouabiowz

$S92IAI9S pUE S]OBJUOY [E207]

ue|d Aynunuon ssauisng

weybupung

ag1Aleg suonesadQ 159




Test Operations Service Business Continuity Plan

Birmingham | Field Code Changed
Other Services

Service 4oy g |Contract? |Supplier =~ |Contact 2 |Telephone | Comments

N/A
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| Capita Media Plan

Any requests from the media, during an incident, should be dealt with as follows:

All Communications and Publicity matters should in the first instance be referred to the
Communications Manager in the Senior Management Team, who will progress with the Capita
Group Press Office on:

0207 654 2399 (24/7 line)

The Capita Group Press Office maintains an emergency communications plan 1o ensure that
appropriate and prompt action is taken to control and manage communications with the outside
world,

On recsipt of notification of an incident, Capita Group Prass Office will assume sole responsibility
for dealing with the media.

On no account should unauthorised staff make any comment directly to the press, and must rafer
all enquiries to the Capita Group Press Office, as above,

Staff approached by the Media must immediately inform the Communications Manager in the
Senior Management Team (or any member of the Senior Management Team).

Shona Nichols
Corporate Communications Director

The Capita Group Plg,
71 Victoria Street,
London, SW1H 0XA

Office: 0207 654 2306
Mobile:  07710XXXXX

E-Mail: shona nichols @ capita.co.uk

Decamber 2016 COMPANY CONFIDENTIAL

Page 96 of 130

| Field Code Changed



Test Operations Service Business Continuity Plan
Birmingham

This page has been left intentionally blank

December 2016 COMPANY CONFIDENTIAL
Page 97 of 130

[ Field Code Changed




Test Operations Service Business Continuity Plan
Birmingham

| Postal Deliveries

These guidelines should be read in conjunction with any advice received from local police Crime
Prevention Officers.

Nothing in these instructions should be taken as authority for staff to put themselves, their
colleagues, Capita's property or its customers at risk.

Departmental Managers must ensure that all staff are aware of the proceduras which should be
followed in the svent of an incident.

Delivered items, which include letters, parcels, packages and anything delivered by post or courier,
have been commonly used devices 1o disrupt business operations.

Delivered items may be explosive or incendiary (the two most likely kinds), or conceivably chemical,
biclogical or radiological. Anyone receiving a suspicious delivery is unlikely to know which type it is, so
procedures should cater for every eventuality. A delivered item will probably have received fairly rough
handling in the post and so is unlikely to detonate through being moved, but any attempt at opening it
may set it off. Unless delivered by courier, it is unlikely to contain a timing device. Deliverad items
come in a variety of shapes and sizes; a well-made one will look innocuous but there may be tell-tale
signs.

Indicators of a suspicious delivered item:

e itis unexpected or of unusual origin or from an unfamiliar sender
e there is no retumn address or the address cannot be verified

* jtis poorly or inaccurately addressed, e.q. incorrect title, spelt wrongly, title but no name
or addressed to an individual no longer with the company the address has been printed
unevenly or in an unusual way the writing is in an unfamiliar or unusual style

¢ there are unusual postmarks or postage paid marks
« a Jiffy bag, or simitar padded envelope, has been used

¢ it seems unusually heavy for its size. Most letters weigh up to about 30g, whereas most
effective letter bombs weigh 50-100g and are 5mm or more thick

» it has more than the appropriate value of stamps for its size and weight
e itis marked ‘personal’ or ‘confidential’
« itis oddly shaped or lopsided

+ the envelope flap is stuck down completely (a normal letter usually has an un-gummed
gap of 35mm at the comers)

» there is a pin-sized hole in the envelope or package wrapping

+ there is any unusual smell, including but not restricted to almonds, ammonia or marzipan
« it has greasy or oily stains on the envelope

+ wires or tinfoil protruding

+ Loose powders
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What you can do

Although any suspect item should be treated seriously, remember that the great majority will be false
alarms and a few may be hoaxes. Try to ensure that your procedures, while effective, are not
needlessly disruplive. Take the following into account in your planning:

s seek advice from your local police or Counter Terrorism Security Adviser ({CTSA) on the threat and
on defensive measures

« consider processing all incoming post and deliveries at one point only. This should ideally be off-
site or in a separate building, or at least in an area thal can easily be isolated and in which
deliveries can be handied without taking them through other parts of the building

* make sure that all staff who handle post are briefed and trained. Include reception staff.
Encourage regular correspondents to put their return address on each item

+ ensure that all sources of incoming post (e.g. Royal Mail, couriers, hand delivery) are included in
your screening process

* ideally, post rocoms should have independent air conditioning and alarm systems, as well as
scanners and x-ray machines. However, while post scanners may detect devices for spreading
chemical, biological and radiological (CBR) materials (e.g. explosive devices), they will not detect
the CBR malterials themselves. A range of commercial CBR detection technology is available. In
the first instance, seek advice from your local police force CTSA. Post rooms should also have
their own washing and shower facilities, including soap and detergent

» staff need to be aware of the usual pattern of deliveries and to be briefed of unusual deliveries.
Train them to open post with letter openers (and with minimum movement), to keep hands away
from noses and mouths and always to wash their hands aflerwards. Staff should not blow into
envelopes or shake them. Packages suspected of containing CBR material should ideally be
placed in a double-sealed bag

» consider whether staff handling post need protective equipment such as latex gloves and face
masks (seek advice from a qualified health and safety expert).

« make cerain that post opening areas can be prompily evacuated. Rehearse evacuation
procedures and route, which should include washing facilities in which contaminated staff could be
isolated and treated

= prepare signs for display to staff in the event of a suspected or actual attack.

The following page should be published in post and mail opening areas:
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| POST ROOM WARNING |

LETTER/PARCEL BOMBS AND SUSPECT PACKAGES

Pay particular attention to:

OILY STAINS

LOPSIDED OR UNEVEN ENVELOPE

FOREIGN MAIL AND SPECIAL DELIVERIES
RESTRICTIVE MARKINGS — CONFIDENTIAL, PERSONAL ETC.
EXCESSIVE POSTAGE

EXCESSIVE USE OF WRAPPING MATERIAL
EXCESSIVE WEIGHT

INCORRECT TITLES

TITLES BUT NO NAMES

MIS-SPELLINGS OF COMMON WORDS
HANDWRITTEN OR POORLY TYPED ADDRESSES
PROTRUDING WIRES OR TINFOIL

LOOSE POWDER

NO SENDERS ADDRESS

UNEXPECTED DELIVERY

If you are concerned, immediately contact a Supervisor or Senior Manager.

Do not

attempt to open the package.

Vacate the room immediately, leaving the package where it is.

Contact Details

Name

Function Mobile Phone | Office Phone | Home Phone |
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I you receive a bomb threat via telephone do not panic and do not hang the phone up.

Information you can gain about the bomnb threat will assist investigators.
if you receive a telephone bomb threat, you should adopt the following procedure:

« [et the caller finish speaking without interruption
+ write the message down exactly as given and, if possible, get it repeated

¢ ltthe caller is prepared to continue the conversation, encourage them to do so and iry to
ascertain:

a) where the device is located

b) what it looks like

¢) what fime it is set to go off

d) when and how it was placed

@) why it has been placed

f) whether there are any code words.

Listen for clues to the following:

s the caller's age and sex
= any peculiarities of speech (accents, stc.)
+ caller's location (traffic, voices, machinery, etc.).

On completion of the call:

+ Contact the site manager or another senior manager on-site immediately.
+ Remain on site so that the police can interview you if needed.

« Do not discuss the call with other staff.

The police should always be called if a bomb threat is made, and they will advise site
management if they consider the call to be a hoax or if the evacuation procedure should be
instigated.

The final decision, howaver, lies with site management.

Contact Details
Name Function Mobile Phone | Office Phone | Home Phone
December 2016 COMPANY CONFIDENTIAL
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Location of occurrence:

Date: Time:

Action taken and people notified:

Services called to site:

Fire Call On Off

Time: Site: Site:
Ambulance Call On Oit

Time: Site: Site:
Police Call On Off

Time: Site: Site:
Alarm Call On Off
engineer Time: Site: Site:
Customer Call On Off
contact Time: Site: Site:
Others Call On Off
{specily) Time: Site: Site:

TO BE COMPLETED BY SECURITY CONTACT

Time Informed of incident: Date:

Action taken by security contact:

Senior management informed:

Signalure:
MANAGEMENT COMMENTS
Date: Signature:
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Completed by: Date:

Location: Time:

Event:

What has happened?

Actions Completed:

Actions Outstanding:

People:

Systems:

Customer Impact:

What concerns do you have?

Issues that need your action

Next Update: Date: Time:
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Business Continuity information
http:/iwww.continuitycentral.com/ 'L Field Code Changed
tp:/) thebci.org/ ' Field Code Changed
hitp:/ fsc.gov.u | Field Code Changed
hhitp:'www.phoenix.co.uk Field Code Changed
Emergency Planning News and Information
http:/iwww.ukresilience.info/ | fietd Code Changed
hitp://www.londonprepared.qov.u | Field Code Changed
http://www.homeoffice.gov.uk/security/current-threat-level/ Field Code Changed
http://www.miS.gov.uk/output/Page6.himl| [ Field Code Changed

Pandemic News and Information

http:/iwww.dh.gov.uk/en/PandemicFlu/index. htm 1 Field Code Changed

hitpefiwww.who.int/esr/disease/avian_influenza/en/index.htm! J'_:Field Code Changed
News Services
//news.bbc. | Field Code Changed

http://news.sky.com/skynews/home [ Field Cade Changed

http://uk reuters.com/ | Field Code Changed J

I

dwww.guardi [Field Code Changed l
hitp:/ww.timesonline.co.uk [ Field Code Changed
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| Roles & Responsibilities

Incident Controller (Building/Facilities)

The Incident Controller (G} is a LOCAL Senior Manager or trained H&S deputy. A deputy is also assigned to
cover the absence of the IC.

The responsibilities of the IC include:

Triggering the Cascade Process or alert the BCT
Overall control and co-ordination of the incident
Assessment of the incident and likely developments

Updating the Business Continuity Team and Senior Management Team on the situation and any actions
taken

Contacting the Emergency Services

Ensuring that the main entrance is clear for immediate entry of the emergency services
Contro! of contracted security staff

Reviewing availability of public utilities

Receiving guidance from UK Risk and the emergency services

Liaison with police and civil authonties

Record details of the incident and ongoing events, Including location, event, damage caused, number of
casualties, seriousness of injurias and the name of the caller

Recommendation to Business Continuity Team and Senior Management to relocate, if required

Ensure all utility services are made safe or kept operational as required throughout the duration of the
incident

Ensure provision of necessary facilities for tha Business Continuity and Senior Management teams (e.g.
catering, washroom, rest area etc.)

Make avallable plans/drawings of the buildings to the emergency services

Arrange, in conjunction with Insurance Services, for suitable salvage, recovery and clean up services to
attend site, and manage their activities

Evacuation:

Determina the level of evacuation required

Ensure availability of evacuation routes

Implement and control the evacuation plan

Determina the priority of areas to be searched and the level of search to be carried out
Implementation and control of searches

Dissemination of intelligence to the Evacuation Officers

Ensura the Fire Officers have been able to account for all staff and visitors to the offices
Liaison with emergency services regarding staff who may still be in the building, or missing
Liaison with the building security company

Arrange de-activation of the site it it is not possible to reoccupy

Providg advice to the Business Continuity and Senior Management team regarding the decision to re-
occupy and retum te nomal operations

o Control of the building re-occupation

0RO MOsORON OOEROMON OSI0

Incident Controller (IT Infrastructure)

The Incident Controller {IC) for IT ks a LOCAL IT Manager or deputy.

The responsibilities of the IC include:

Overall control and co-ordination of the incident and recovery of technology
Assessment of impact on IT Systems and likely developments

Updating the Business Continuity Team and Senior Management Team on the situation
Invoking IT disaster recovery plans

December 2016
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«  Recommendation to relocats, if required

Site Manager

The Site Manager Is the primary contact when an incident occurs and is responsible for co-ordinating and
managing the activities of the Incident Controller and the Business Conlinuity Team.

« Liaison with the Incident Controlter using the ERP and information avaitabla

s Ensure that the ERP is followed

«  Agres the course of action dependent on the type of incident

s Liaise with Facilities Management to ensure that damaged premises and contents are secured, and cversee
the salvage of equipment and assets from the site, where appropriate

+ Maintain continuous communication with the Business Continuity and Senior Management team and ensure
that they are appraised of all developments

« Manage and co-ordinate the aclivilies of the BC Team, ensuring that all dacisions taken are properly
implemented

¢ Agsist with managing the Incidant and running the Emergency Operations Centre
+ Ensure that all management and staff are informed of decisions and actions

¢ |f required, assist in interviewing all the witnesses and in taking statements

« Ensure maintenance of Incident Logs

Business Continuity Team (BCT}

The Business Continuily Team (BCT) is the operational team, with rapresentations from the various operational
and supporting functions within the organisation affected by the incident.

Essentially, the BCT is responsible for managing the recovery of the various business functions during and after
tha incident. It takes advice and guidance from the Senior Management Team and is also responsible for
interacting with Third Parties such as suppliers, business partners and clients.

Busineas Continuity Team also has a responsibility to ensure that departmental BC plans are maintainéd and
regulany tested in accordance with company standards, and that departmental Emergency Team members are
adequately frained in their roles.

During an incident, the 8CT is responsible for:

«  Assessing the level of the incident

¢ Managing staff and intemal communication, as directed by the Senior Management Team

* Managing external communication as advised and directed by the Senior Management Team
« Providing emergency staff assistance including transpont home if necessary

s  Overall co-crdination of the emergency services, first aid staff, restoration and recovery teams
« Calling relatives of hospitalised staff to provide all possible detail

« Ce-ordinating the contact of refatives/naxt of kin for fatalities

*  Reporting incident to enforcing authornity

+ Regulary briefing the Senior Management Team

+  Monitoring Incident response raquiremeants

»  Assisting, supporting and regularly briefing the functional Emergency Teams

» |nitiating business recovery on the Senior Management Team'’s advice

« Co-ordinating relocation activities if required

+  Maintaining Incident Logs

December 2016 COMPANY CONFIDENTIAL
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Senior Management Team

The Senior Management Team comprises Executive managers. Its primary responsibilities include the safety and
welfare of staff, support for the operational recovery teams, strategic decision making and senior-level
communication.

During an incident, the Senior Management Team is responsible for:

¢ Maonitoring control of staff welfare and business priorities throughout incident

¢ Brisfing the Business Conlinuity Teams as appropriate and supporting the recovery process
*  Making sirategic decisions based on situalion updates and Senior Management Team brisfings
s  Deciding on escalation levels to the wider Division or Group

+ Managing extemnal communications

* Revising and communicating priorities against changes in the business neads

+ Authorising emergency expendilure

» Authorising any major changes to working processes and practices

+  Notification of Capita Insurance Services of the incident

+  Assume responsibility for instructing loss adjusters and/or legal representation

¢ Obtain approval from Insurable services/external insurers to issue immediate authorisation for expenditure to
be incurred in recovering the situation

s Maintaining a log of decisions and events

After an incident, the Senior Management Team Is responsible for:

s  Determining business priorities for resumption, and assess any impact on the business
¢  Debriefing with the Business Continuity Team

= Assigning responsibility for conducting a post-incident review

*  Producing a report with recommendations for strategic changes or plan amendments

*» Produce a report to include all recommendations from emergency services and the BCT
s Co-ordinate amendment of plans

Fire Controller / Wardens

+ |dentify and account for all staff and visitors who were present when the disaster occurred

+  Liaison with Incident Controller regarding staft who may still be in the building or missing

s  Mustering of the search team when ordered by the Incident Controller

s  Brigfing the teams on the level of the search to be carried out

s Logging the progress of the search

+ Raporting the progress of the search to the Incident Controller

=  Maintaining contact with the Incident Controller during evacuation

¢ Ensuring all personnel are evacuated by tha nominated route as directed by the Incident Controller
» Ensuring any staff and visilors that are not accounted for are located

» Liaison with the Emergency Services and the Incident Controller regarding staff who may still ba in the
building or missing

First Aid Staff

» Ensure safety and comfort of injured staff.
¢  Report injuries and fatalities to the Emergency Services and the Incident Controller
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Location

Item

Comments

Centingency
Actions

Completed
confirmation/ “on the
day’ comments

+0.5 Hours | Aston Arrange for backup tapes | Ops Manager To be handed over to Sean
goes to Aston site Chandiram (Phoenix).
+ 1 Hour Aston IT Support on site IT Support ITS Support should be on
Manager site at Aston to help arrange
for all connectivity to be
brought up, starting with
telephones. I
+ 2 Hours | Aston Commence desktop Phoenix Image for Capita required to
rebuild from image held be maintained with Phoenix
+3.5 Hours | FD Staff ferried to Aston Ops
Manager/Admin |
+4 Hours | Aston Complete rebuild of Desktop l
domain controller and engineer
file/print server |
+ 4 Hours | Aston Establish connection to Network l
Capita Network engineer |
+ 4 Hours | Aston Configure telephony Network (MVS) | Requires network to
complete
+4 Hours | Aston Staff get into the right Phoenix
part of the building — 50
seats available | coaas i
+ 4 Hours | Aston Staff can start to work Ops Manager |
from Aston
Day End Aston Ensure buses are Admin Will be required in relays to
available to transfer staff allow for shift coverage
home/back to FD
Day Day End Aston Run overnight backups Phoenix Supported by ITS (desktop)
One/Two o
Day Two Aston Continue with BAU
activity on site until FD is
made available again
December 2016 COMPANY CONFIDENTIAL
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Retain as a separate document to avoid having to re-issue the whole plan when staffing changes

| Phase 1 - Alert and initial assessment

Home Phone

Mobile Phone

Office Phorte

| Phase 2 - Management and all Staff informed and communication process starts

Whao contacts this Back~up to contact
Name Home phone | Mobile phone Office phone Home E-mail person? this person
| Staff required at Recovery Site
Team Individual Processes covered Transport requirements Working restrictions

April 20016COMPANY CONFIDENTIAL
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DR Battle Box Contents List

| To be populated during Set U
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Senior Management
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1. Introduction

Although day to day risk management activity will help business units to identify the impactlikelihood of a risk and
the best way to manage that risk, it is widely acknowledged that some high impact risks cannot be predicted, and
cannot be easily mitigated; hence the requirement for business continuity management and business continuity
recovery plans.

Every process will be reliant in some way on an activity or item, without which there could be a catastrophic and
costly failure of the business. It is down to each business unit to be aware of what these critical areas are, how much
they can afford to lose, and how long they can sustain an outage. Additionally, each business unit needs to be aware
of the risks posed to these critical areas, so that the likelihood and impact of a risk event can be reduced and where
required a recovery plan produced.

2. Plan Scope

This BC Plan covers the acfivities related to an incident within the business operation and covers the following:

Initial response to an Incident {(but not the incident management process)
*  Building evacuation and staff safety
+ Relocation of the operation to an alternative location

* Operational functional recovery activities for processes detailed in Part D of this Plan O ‘Return to base'

The activities to be recovered are detaited in Part D of this Plan, along with recovery time and point objectives for
each.

It does NOT include technical recovery actions of IT and Telephony services, which are detailed in separate plans
maintained by Chris Kirschnick.

Where individual team plans have been produced, these will be invoked in parallel with this Plan. Team Plan
owners will report to the main BC Team and will be directed by them as appropriate. The Individual Team Plans are
as follows:

¢ TFL (Transport for London} D TVL (TV Licencing)

3. Planning Assumptions

The following assumptions have been made:

* The incident has not affected the recovery site

* This Planis reviewed at least annually, and is kept updated by means of formal change control and regular review
as per Capita BC Policy

* Risks that may force the invocation of this BC Plan are being acfively managed as part of the Business Unit's
risk management framework

* A Business Impact Analysis has been conducted by the Business Unit in order to identify critical processes,
systems etc as well as recovery time objectives and resources required for recovery of each @ BC arrangements
ars tested at least annually, in accordance with the Capita BC Standard

4, Plan Audience

The primary audience for this plan will be all those involved with the Incident Management and Business Recovery
processes, namely:
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Incident Management Team

Senior Management Team

Business Continuity Team

Departmental BC Teams, where these are in place

* & & @

The Incident Management Team manages the actual incident to conclusion.

The Business Continuity Team, with the support of the Senior Management Team and the Departmental
Emergency Teams, will control the business's response to the incident and any recovery actions required.

Additionally, the following must be familiar with the workings of the Plan as well as their responsibilities during a BC
Plan invocation:

+  Team Leaders and Managers — full awareness and able to deputise for above
*  All other staff — awareness of their responsibilities, decant sites etc and contents of the Plan

5. How to use this Plan

If there has been an incident of any kind, go to Part B and use the Emergency Response Plan. This Part of the
Plan has a checklist that you should work through, referring to various parts of the Plan as prompted.

Part B will also direct you to Part C - Recovery Plan - should it be required

Part D contains reference information that may be of use throughout the incident or the recovery process

6. Summary of Operation

Warehousing and logistics for the storage and transport of hard copy information within Warehouse 1,
Stead House and Warehouse 3/4. See Client lists for storage clients.

0 Mailroom provisions for the receipt of client and customer mail and the digitisation of mail for receipt of the

U a range of scanning services for the creations of electronic documents and data for a host of clients
completed within Warehouse 1, Stead House and Warehouse 3/4. See Client lists for scanning clients.

IT support for the infrastructure and facilities used in the day to day activities of Warehouse 1, Stead House
and Warehouse 3/4. IT support is internally employed by CDIS.

7. Pressure Times

Last reviewed: Nov 2075 CONFIDENTIAL
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No schedufed pressure times however during the engagement of a new contract there can be a period of
adjustment.

8. Summary of critical processes

T
Telephony
Scanning
Mail

9. Summary of BC strategy

Loss of Access to/Use of Building for unacceptable period

In the event of loss of buildings or utilities as a result of an incident the main areas to be affected would be the office
accommodation for CDIS. In this situation we can maintain business conlinuity by moving office and warehousing activity to the
alternative warehouse in our split site location in Faverdale industrial estate.

Royal Mail will be contacted immediately, following invocation of DR, to re-direct incoming post to an alternative CDIS site in
Faverdale Darlington
Immediately, following invocation of DR, to re-direct incoming post to an alternative CDIS site in Faverdale Darlington

Loss of IT for unacceptable period

Should we lose computer equipment at any CDIS site in Darlington, it could cause significant disruption to our daily business
operating activity. Back up facilities are in place and in this situation we can maintain businass continuity by moving office and
warehousing activity to the alternative warehouse in our split site location in Faverdale industrial estate.

Loss of Staff for unacceptable period

Mobilise cross trained staff in a structured fashion to the appropriate processing location within Darlington. Ensure that staff
monitoring is in place and that relevant precautions have been enacted to ensure continued quality of work. Vetted agency
staffing companies are available should the need arise or the lost of staff is ongoing for an extended period. Use the Staff Skills
matrix containing details of all staff training on relevant contracts and processes to assign staff to work that they have had
relevant experience in 1o avoid downtime,

Last reviewed: Nov 2015 CONFIDENTIAL
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Loss of Telephony for unacceptable period

Loss of main telephony lines can be deferred to existing mobile telephones already held by key staff and supported by cur
alternative warehouse sited within Faverdale.

Loss of key supplier for unacceptable period

Key supplier contacts would be contacted in the event of a DR/BCP situation. All current key suppliers duties can be met by
selected third pariies should the need arise including Transport, equipment, software and other such suppliers.

For emergencies or situations where deliveries are impacted, we have more than one vehicle at our disposal and loss of a single
vehicle would net cause great difficulty, Hired van agreements are in place via Group Procurement (Fleet) and additional or
replacement vans can be sourced within a short period of time. If loss of the vehicle is due to an accident or breakdown then a
further vehicle will be sent to collect the load. Capita staif have been briefed and should stay with a load carrying vehicle in the
event of a breakdown. Drivers are provided with mobile phones to ensure contact with CDIS transport is maintained.

Fuel Shortages for unacceptable period

In the event of a fuel shortage any business travel that can be avoided should be ceased in order to preserve the remaining fuel
available. Deliveries should be prioritised and third party delivery services contacted to assess the current situation.
Communication with suppliers and clients should be continuous throughout the period of shortage. Electronic copies of
documentation can be used in some cases whera the physical document may not be needed by the client as a priority.

Consideration should be given to loss of staff during this period as some staff may not be able to make it into work and as such
plans for loss of staff may need to be enacted.

[ Last reviewed: Nov 2015 L """ Ha CONFIDENTIAL
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f 10:_ _Rp_les __a|_1d responsip_ilities

INCIDENT MANAGEMENT

Incident Controller (Building/Facilities)

The Incident Controller (IC} is a LOCAL Senior Manager or frained H&S deputy. A deputy is also assigned to cover
the absence of the IC. The responsibilities of the IC include:

Triggering the Cascade Process or alert the BC Team
Contacting the Emergency Services
Overall control ang co-ordination of the incident

Assessment of the incident and likely developments
Updating the Business Continuity Team and Senior Management Team on the situation and any actions taken

Ensuring that the main entrance is clear for immediate entry of the emergency services

Receiving guidance from UK Risk and the emergency services

Record details of the incident and ongoing events, including location, event, damage caused, number of
casualties, seriousness of injuries and the name of the caller

Ensure all utility services are made safe or kept operational as required throughout the duration of the incident
Make available plans/drawings of the buildings to the emergency services

Arrange, in conjunction with Insurance Services, for suitable salvage, recovery and clean up services to attend
site, and manage their activities

Evacuation:

=
o

o]

Implement and control the evacuation plan o  Implementation and control of searches

Dissemination of intelligence to the Evacuation Officers

Ensure the Marshalls have been able to account for all staff and visitors to the offices o Liaison
with emergency services regarding staff who may still be in the building, or missing o Liaison with the
building security company/landlord o Arrange de-activation of the site if it is not possible to reoccupy

Provide advice to the Business Continuity Team regarding the decision to re-occupy and return to normal
operations

Control of the building re-occupation

Incident Controller (IT Infrastructure)

The Incident Controller (IC) for IT is a LOCAL IT Manager or deputy. The responsibilities of the IC include:

Overall control and co-ordination of the incident and recovery of technology

Assessment of impact on IT Systems and likely developments

Updating the Business Continuity Team and Senior Management Team on the situation

Invoking IT Disaster Recovery plans
Recommendation to relocate, if required

Last reviewed: Nov 2015 CONFIDENTIAL
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On site facilities and security staff

» Advise on nature of facilities related incidents and recovery (e.g. what caused the fault, who will fix and how long
will it take)

* Ensure that facilities are in steady state prior to reoccupation

+ Manage third parties and Emergency Services etc that are required to attend site

*  Ensure that security staff are securing building, assisting with evacuation management
* Ensure local Police are aware of prolonged absence from building

* Manage re-occupation

Scribe

* Complete the Incident Logs and ensure that all actions are captured and timings documented
* Ensure log is available to BC Teams at all times

+ Ensure log is available for Post Incident Review 0  Assist BC Team Manager as requested

Other potential staff as dictated by the incident:

¢« HR Rep - advise on casualty, employment policy, staff contracts, travel and accommeodation for decanting staff
next of kin, comms efc

e Specific Subject Matter Experis as requested by BC Team — to advise on their subject area and to liaise with
team members

* [T Services representatives — to assist with ITDR
Site/Duty Manager — to assist BC Team especially out of hours

BUSINESS CONTINUITY TEAM

The Business Continuity Team (BC Team) is the formally appointed operational team, with representations from the
various operational and supporting functions within the organisation affected by the incident.

The BC Team will be responsibte for continuity of business, rather than incident management. They must however,
maintain communications with the IC team and assist where required. Additionally, the BC Team will include senicr |
members of the Management Team that are able to provide strategic direction and authority — such as the MD. L\

Essentially, the BC Team is responsible for managing the recovery of the various business functions during and after
the incident. It takes advice and guidance from the Senior Management Team and is also responsible for interacting
with Third Parties such as suppliers, business partners and clients.

The BC Team also has a responsibility to ensure that BC plans are maintained and regularly tested in accordance
with the Capita BC Standard, and that BC Team members are adequately trained in their roles.

Senior Management Executive (part of, or engaged with the BC Team)

. Provision of strategic direction and prioritisation
. Provision of authority for Plan Invocation, WAR Site invocation etc

rfa"s;t_reviewed: Nov 2015 ) CONFIDENTIAL ]
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Release of funds/resources as required

Provide communications link to Board/Group and clients as necessary

Oversight of the recovery process

Approval of costs — e.g. of movement of staff, invoking third party etc

. Long term strategy direction in event of prolonged recovery situation O Assist with communications to 3"
parties where escalation is required

BC Team Manager — with appropriate authority to invoke the BC Plan

+ Leads BC Team formation and arranges dial in conference call where required

¢ Leads impact assessment O Invokes the BC Plan

*  Ensuring immediate contacts internally and externally are informed in good time and kept informed of progress
etc

* Manage and co-ordinate the activities of the BC Team, ensuring that all decisions taken are properly
implemented

*  Maintain continuous communication with Senior Management team and ensure that they are appraised of all
developments

Maintains compliance with the BC Plan 0 Ensure maintenance of Incident Logs

Liaise with Facilities Management to ensure that damaged premises and contents are secured, and oversee
the salvage of equipment and assets from the site, where appropriate

Ensures BC Team has possession of Grab Pack/Battlebox

Liaises with Main Incident Manager and Emergency Services

Arranges communications to all appropriate staff and agencies — maintains updates at regular intervals in
accordance with existing escalation/communications processes

Ensures that any recovery/relocation measures undertaken are managed effectively

Assist with managing the Incident and running the Emergency Operations Centre where required

Provides a report of the incident and chairs Post Incident Review

Deputy BC Team Manager

* Assist and stand in for BC Team Manager if required (if so, nominate a new deputy) O
Remain aware of all activities, actions efc
»  Assist relocation of staff or other recovery approaches under direction of Plan Manager

Comms Manager
Manage all communications to all staff, third parties, clients etc

*  Manage content and timing of messages onfine (for staff, Capita Group, clients and customers), staff emails,
employee information lines etc

Operations Manager
¢  Overses recovery of services at alternate sites

*  (Ovarsee unaffected services and minimise conflicts etc
¢ Report on KPI/SLA breaches as appropriate

Logistics Manager

Last reviewed: Nov 2015 CONFIDENTIAL
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Ensure staff are aware of where to go, how to get there etc

Ensure staff that arrive at alternate site(s) know what to do once there
Arrange transport, accommodation etc

Liaise with HP site staff to facilitate access, placing teams together eic

Team Leaders or Team POCs — where considered necessary

. Represent and report on own team progress — ensure BC Team know who can relocate, where staff are, what
critical deadlines the team may have etc

. Ensure cross site handover and decant of staff is executed and report to BC Team Manager accordingly

. Provide Plan Manager with Impact Assessments as required

* Provide 2 way communications between own teams and BC Team - particularly giving heads up to own teams
regarding requirements to relocate, go home etc

Managers from other Sites — i.e. other sites part of your Business or recovery sites

J To assist and form up BC Team with affected site Managers if required (especially if they will be assisting
with recovery)

. Provide assistance, direction etc with communications, incident resolution, capacity at site for relocating staff,
processes efc — ease the pressure from affected site

. In response to requests from affected site, assess number of spare desk positions and attempt to free up more
spaces

. Escalate issues with third parties etc on behalf of affected site

* To stand in for the BC Team in the event that affected site Managers are unavailable

On site facilities and security staff

. Advise on nature of facilities related incidents and recovery (e.g. what caused the fault, who will fix and how
long will it take)

. Ensure that facilities are in steady state prior to reoccupation

. Manage third parties and Emergency Services etc that are required to attend site

. Ensure that security staff are securing building, assisting with evacuation management 0 Ensure local

Police are aware of prolonged absence from building 0  Manage re-cccupation

Scribe

. Complete the Incident Logs and ensure that all actions are captured and timings documented

. Ensure log is available to BC Teams at all times

o Ensure log is available for Post Incident Review O Assist BC Team Manager as requested

Other potential staff as dictated by the incident:

. HR Rep - advise on casualty, employment policy, staff contracts, travel and accommodation for decanting
staff, next of kin, comms etc
. Specific Subject Matter Experts as requested by BC Team — to advise on their subject area and to liaise with
team members
. IT Services representatives — to assist with ITDR
] Site/Duty Manager - to assist BC Team especially out of hours
Last reviewed: Nov 2015 CONFIDENTIAL
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11. Incident and Recovery Processes

When an incident of any kind occurs, the business unit should invoke its existing incident management process. This
should then lead, if required, to a decision as to whether the BC Plan needs to be invoked.

Itis important that the Incident Management process links to the BC Plan as it will be the main trigger for the BC Plan

invocation. This can be better facilitated by ensuring that prospective Incident Managers are aware of the requirement
to contact the Recovery Team (BC Team).

This is a summary of a typical incident and recovery response.

ALL Out of office hours
Follow emergency procedures for site

T I} &

Incident Controller (building)
Incident Controller( IT) Co-ordinate evacuation and Sita security
Assess incident and impacts emergency services
Assess [ncident and impacts Notify Incident Controller (building)

Assess incident and Impacts

@ @ If appropriate contact Business

Continuity Team to carry out initial
impact assessment

Co-ordinate Incident Management
Liaison with Incident Managers and BC Team

< <+

Buslness Continuity Team
Invoke Plan
Co-ordinate Function Team Plans
Manage business critical functions
Keep own staff informed
Provide strategic direction
Authorise relocation to alternative work place

incident Controller (IT/Bldg) <:___‘

12. References

Capita Group Business Continuity Policy
Capita Group Business Continuity Standard
Capita BC Management Guidance

ISO 22301
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