Information Sharing Agreement


This Information Sharing Agreement is dated                                       (this ‘Agreement’).

Parties
 
(1)	Liverpool John Moores University a Higher Education Corporation established under the Education Reform Act 1988, whose administrative offices are at  Egerton Court, 2 Rodney Street L1 2UA (the ‘Data Discloser’).

(2)	 (the ‘Data Receiver’).

	(together, the ‘Parties’)

Background
  
1. The Data Discloser agrees to share the Personal Data with the Data Receiver on the terms set out in this Agreement.

1. The Data Receiver agrees to use the Personal Data on the terms set out in this Agreement.

1. [bookmark: co_anchor_a508264_1]Interpretation

0. The following definitions apply in this Agreement:
 
· Commencement Date:  has the meaning given at the beginning of this Agreement.

· Data Protection Legislation:  (i) the General Data Protection Regulation 2016/679 (the ‘GDPR’); (ii) the Data Protection Act 2018; and (iiii) any other laws and regulations relating to the processing of Personal Data and privacy which apply to the Parties and, if applicable, the guidance and codes of practice issued by the Supervisory Authority.

· Personal Data Breach:  a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, the Shared Personal Data.

· Shared Personal Data:  the Personal Data and special category Personal Data to be shared between the parties under clause 3 of this Agreement.

· Subject Access Request:  the exercise by a Data Subject of his or her rights under Article 15 of the GDPR.

· Supervisory Authority: the relevant supervisory authority in the territories where the parties to this Agreement are established.

· Term:  12 Months unless terminated earlier in accordance with clause 12.  
 
· Controller, Processor, Data Subject, Personal Data, Special Categories of Personal Data, Processing and “appropriate technical and organisational measures” shall have the meanings given to them in the Data Protection Legislation.

1. [bookmark: co_anchor_a801110_1]Purpose

1. This Agreement sets out the framework for the sharing of Personal Data between the Data Discloser and the Data Receiver. It defines the principles and procedures that the Parties shall adhere to and the responsibilities the Parties owe to each other.

1. The Parties consider this Agreement is necessary to ensure compliance with the Data Protection Legislation. The aim of this Agreement is to set out how the parties will process the Shared Data.

1. The Data Receiver agrees to process the Shared Personal Data as described in clauses 3.1 and 3.2 and as set out at Schedule 1 for the following purpose only:

· Sending communications and publications to prospective students (the ‘Agreed Purpose’).

1. The Data Receiver shall not process the Shared Personal Data in a way that is incompatible with the purposes described in this clause 2.3 or Schedule 1.

1. The Parties shall each appoint a single point of contact who will work together to reach an agreement with regards to any issues arising from the data sharing and to actively improve the effectiveness of this Agreement. The points of contact for the Parties are:
 
· Data Discloser: Vanessa Chellembron
· Data Receiver: 
 
1. [bookmark: co_anchor_a720125_1][bookmark: co_anchor_a830249_1]Shared Personal Data

2. [bookmark: co_anchor_a415186_1]The following types of Personal Data will be shared with the Data Receiver by the Data Discloser during the Term of this Agreement:

First Name, Surname, Postal Address, prospectus required

2. The following types of Special Categories of Personal Data will be shared with the Data Receiver by the Data Discloser during the Term of this Agreement:

No special categories of personal data will be shared.

2. Shared Personal Data must be limited to the Personal Data described in clauses 3.1 and 3.2 and Schedule 1 of this Agreement.


1. [bookmark: a230733][bookmark: _Toc451507396]Fair and lawful processing
[bookmark: a807524]4.1	Each party shall ensure that it processes the Shared Personal Data fairly and lawfully in accordance with clause 4.2 during the Term of this Agreement.
4.2	Each party shall ensure that it processes Shared Personal Data on the basis of the following legal basis: 
Article 6 (1) (b) of the GDPR as it is necessary for the performance of a contract (i.e. our responsibility to provide you with the information requested or administer your attendance at an event you have registered for)
1. Security of the Shared Personal Data
4. The Data Discloser shall only provide the Shared Personal Data to the Data Receiver by using secure methods which are:

Password protected Excel/CSV files. 

4. The Parties undertake to have in place throughout the Term appropriate technical and organisational security measures to:

· Prevent unauthorised or unlawful processing of the Shared Personal Data and the accidental loss or destruction of, or damage to, the Shared Personal Data; and

· Ensure a level of security appropriate to the harm that might result from such unauthorised or unlawful processing or accidental loss, destruction or damage and the nature of the Shared Personal Data to be protected.

4. The level of technical and organisational measures agreed by the Parties as appropriate as at the Commencement Date having regard to the state of technological development and the cost of implementing such measures are:

Data will be sent password protected. It will be deleted by the Data Receiver immediately after use and stored on a secure server. 

4. The Parties shall keep such security measures under review and shall carry out such updates as they agree are appropriate throughout the Term.

1. Data Subjects’ Rights

5. The Parties each agree to provide such assistance as is reasonably required to enable the other party to comply with requests from Data Subjects to exercise their rights under the Data Protection Legislation within the time limits imposed by the Data Protection Legislation.

1. Transfers of the Shared Personal Data

7.1	The Data Receiver shall not subcontract the processing of the Shared Personal Data or give access to the Shared Personal Data to any third parties.

7.2	The Data Receiver shall not disclose or transfer Shared Personal Data outside the European Union (‘EU’).

1. Personal Data Breaches

7. The Parties shall each comply with their obligation to report a Personal Data Breach to the Supervisory Authority and (where applicable) Data Subject(s) under Article 33 and Article 34 of the GDPR and shall each inform the other party of any Personal Data Breach irrespective of whether there is a requirement to notify the Supervisory Authority or Data Subject(s).

7. The Parties agree to provide reasonable assistance as is necessary to each other to facilitate the handling of any Personal Data Breach in an expeditious and compliant manner.

1. Data Retention and Disposal

8. The Data Receiver shall not retain or process the Shared Personal Data for longer than is necessary to carry out the Agreed Purposes.

8. The Data Receiver shall ensure that any Shared Personal Data is securely disposed of, returned to the Data Discloser or permanently deleted in the following circumstances:

· On termination of this Agreement;

· On expiry of the Term of this Agreement;

· Once processing of the Shared Personal Data is no longer necessary for the purposes it was originally shared for, as set out in clause 2.3.

8. Following the disposal of the Shared Personal Data in accordance with 9.2, the Data Receiver shall notify the Data Discloser that the Shared Personal Data in question has been securely disposed of.

1. Review

9. The Parties shall review the effectiveness of this Agreement every 6 months, having consideration to the aims and purposes set out in clauses 2.2 and 2.3. The Parties shall continue, amend or terminate this Agreement depending on the outcome of the review.

9. The Parties each reserve their rights to inspect the other party’s arrangements for the processing of Shared Personal Data and to terminate this Agreement where it considers that the other party is not processing the Shared Personal Data in accordance with this Agreement.


1. [bookmark: co_anchor_a549750_1]Compliance and Warranties

10. The Parties must ensure compliance with Data Protection Legislation at all times during the Term of this Agreement.

10. The Parties warrant and undertake that they will:

· Process the Shared Personal Data in compliance with all applicable laws, enactments, regulations, orders, standards and other similar instruments that apply to its Personal Data processing operations.

· Respond within 2 working days and as far as reasonably possible to enquiries from the Supervisory Authority in relation to the Shared Personal Data.

· Respond to Subject Access Requests in accordance with the Data Protection Legislation.

· Take all appropriate steps to ensure compliance with the security measures set out in clause 5 above.

10. The Data Discloser warrants and undertakes that it is entitled to provide the Shared Personal Data to the Data Receiver and it will ensure that the Shared Personal Data are accurate.

10. The Data Receiver warrants and undertakes that it will keep the Shared Personal Data confidential and shall not subcontract the processing of the Shared Personal Data or give access to the Shared Personal Data to any third parties.

10. The Data Receiver warrants and undertakes that it will not disclose or transfer Shared Personal Data outside the EU.

10. The Parties shall each perform their obligations under this Agreement at their own cost.

1. Termination
11. Termination on Notice. Either party may terminate this agreement for any reason on1 month’s notice to the other party.
11. Termination for Material Breach. Each party may terminate this agreement with immediate effect by delivering notice of the termination to the other party, if
1. the other party fails to perform, has made or makes any inaccuracy in, or otherwise materially breaches, any of its obligations, covenants, or representations, and
1. the failure, inaccuracy, or breach continues for a period of 14 days after the injured party delivers notice to the breaching party reasonably detailing the breach.
11. Termination for Insolvency. If either party becomes insolvent, bankrupt, or enters receivership, dissolution, or liquidation, the other party may terminate this agreement with immediate effect.

1. [bookmark: co_anchor_a253666_1]Disputes

12. This Agreement and any dispute or claim arising out of or in connection with it or its subject matter or formation shall be governed by and construed in accordance with the law of England and Wales.

12. The Parties irrevocably agree that the courts of England and Wales shall have exclusive jurisdiction to settle any dispute or claim arising out of or in connection with this Agreement or its subject matter or formation. Each party shall abide by a decision of a competent court of England and Wales or of the Supervisory Authority.

12. In the event of a dispute or claim brought by a Data Subject or the Supervisory Authority concerning the processing of Shared Personal Data against either or both parties, the Parties will inform each other about any such disputes or claims and will cooperate with a view to settling them amicably in a timely fashion.

13. 	Indemnity

13.1	The Data Receiver shall indemnify on demand and keep indemnified the Data Discloser from and against all and any Losses that are sustained, suffered or incurred by, awarded against or agreed to be paid by the Data Discloser to the extent arising from a breach of the Data Receiver’s obligations under this Agreement and/or failure to comply with the Data Protection Laws
14. 	Insurance
14.1	The Data Receiver agrees:
(a) to obtain and keep in full force and effect at all times, in respect of the Processing of the Personal Data, a policy or policies of insurance covering liability for damage arising to persons as a result of the Party's breach of this Agreement and/or failure to comply with the Data Protection Laws and which meet the following conditions:
(i) it must cover liability for damage arising to any person;
(ii) it must apply in relation to the Processing of Personal Data;
(iii) it must have policy limits and provisions conforming to such requirements as the other Party may from time to time reasonably prescribe;
(b) to deliver to the Data Discloser:
(i) copies of all applicable insurance policies taken out pursuant to the provisions of this Agreement;
	(ii) evidence of premiums paid in relation to such insurance; and
	(iii) ensure that the other Party shall be entitled to the benefit of such insurance.
15.	Variation

15.1	No variation of this Agreement shall be effective unless it is in writing and signed by the Parties.

16.	Entire Agreement

16.1	This Agreement constitutes the entire agreement between the Parties and supersedes and extinguishes all previous agreements, promises, assurances, warranties, representations and understandings between them, whether written or oral, relating to its subject matter.



This Agreement has been entered into on the date stated at the beginning of it.


Signed below on behalf of the Data Discloser:


………………………………………		………………………………………
[NAME]					Date
[POSITION]






Signed below on behalf of the Data Receiver:

 
………………………………………		………………………………………
[PRINT NAME]					Date
[POSITION]
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SCHEDULE 1 

	The subject matter and duration of the Processing

	The Processing of the Shared Personal Data in order to send communications and publications to prospective students.
The Processor will Process the Shared Personal Data for the duration of this Agreement or as otherwise specified in the data protection provisions.

	The nature and purpose of the Processing

	The nature and purpose of the Processing is to enable the Data Receiver to send communications and publications to prospective students.

	The type of Personal Data being Processed

	The type of Personal Data being Processed concerns the following categories:
· First name 
· Surname
· Postal Address


	The categories of Data Subjects
	The Personal Data concerns prospective students who have requested a prospectus from LJMU.
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