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Objectives and outcomes to be achieved 

State and describe the aims of the engagement: 
 
Target outcomes: 
 
We require KPMG to provide a report to equip the Directors of Incident Management and 
Resilience and Regulated Industry with an independent, evidence-based set of findings and 
recommendations to enable defendable decisions to be made regarding: i) immediate risk 
exposures to be prioritised for mitigation; ii) capability building actions to be initiated; and iii) any 
organisational / structural changes required.  
 
Objectives: 
 
1) Develop a transferable process for assessing national-level incident response capabilities that 

can be re-used by EA to measure improvement over time. 
2) Run 1-2 national stress-test simulations to assess EA’s current capabilities and processes 

using KPMG’s incident management and response framework and referencing relevant 
external good practice.  

3) Based on the simulations and associated analysis, develop a detailed evidence base of the 
current issues with quantified impact and risk exposures. 

4) Provide a prioritised list of issues for remediation. 
5) Develop a set of recommended interventions to remediate the priority issues; for each 

intervention define objectives, scope, activities, indicative benefits, dependencies, and costs. 
6) Develop a high-level roadmap for implementation, defining the recommended sequencing of 

priority interventions. 
7) Conduct knowledge transfer to EA staff with respect to the approach and methodologies used 

to execute objectives 1-6 above, including the IM&R Assurance Team and Environmental 
Incident Management Team. 

8) Identify the required capacity to implement improved capability and preparedness for major 
environmental incidents via delivery of emergency plans, training and exercising. 

Success factors: 
 
- Execute the project via a joint team approach with EA’s incident response and resilience team 

so that all findings and recommendations are co-developed and owned fully by EA. 
- Build on all assurance findings developed to date, and actively harness existing information 

including but not limited to organisational learning, post-incident analysis, and risk 
assessments. 

- Build active engagement with the relevant Executive Directors, Directors of Operations, and 
the 14 areas from the outset of the projects so that their views and ideas are incorporated into 
the findings and recommendations. 

- Develop and test hypotheses with Incident Management and Resilience and Regulated 
Industries leadership teams early in the process to test acceptance and feasibility.  

 
Scope 

The proposed approach for this engagement is to deliver a 12-week project via the following phases: 
- Phase 1: Scoping and Planning 
- Phase 2: As-Is Analysis  
- Phase 3: Improvement Planning, Structural Options & Prioritisation 
- Phase 4: Operational Implementation Plan  

Phase 1: Scoping and Planning 
Inputs: 
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- Existing internal assurance analysis and findings including EIM Assurance Exercise and Internal Audit of Area 
Incident Team Implementation.  

- Stakeholder analysis, nationally and regionally and multi-agency. 
- EA direction on governance and decision-making requirements. 
- EA direction on communication strategy and requirements. 

Activities:  

- Develop detailed delivery plan. 
- Desk-based review of existing analysis, reports, and available quantitative data points e.g. demand data. 
- Develop communications plan and stakeholder engagement plan. 
- Agree simulation scenarios with EA team, using KPMG’s framework to define scope and assessment criteria. 
- Agree simulation exercise objectives, logistics and participation and conduct a dry-run with a subset of participants. 
- Develop briefing materials for all participants and conduct verbal briefings as required. 

Outputs: 

- Detailed execution plan. 
- EA stakeholders and RACI matrix defined (Responsible, Accountable, Consulted, Informed). 
- Critical stakeholders briefed on requirements and aims of engagement. 
- Development of as-is model and analysis framework (transferable artefact). 
- Detailed simulation specification document for each simulation. 

Scope: 

- Communications will be national-level and consumable by all areas without tailoring. 

Phase 2: As-Is Analysis 
Inputs: 

- Simulation specification modelled in 4Di and agreed with EA. 
- Detailed execution plan. 
- Feedback from any initial consultation. 
- Findings from desk-based review.  
- Current Operating Model for EA incident management 

Activities:  

- Document a high-level view of EA’s current incident management structures, governance, core processes and 
interfaces with other agencies 

- Deliver simulation exercises across EA under comparable conditions, using 4Di for bulk data collection. 
- Perform data analysis across all EA regions using KPMG Incident Management Framework; conduct interviews and 

workshops to supplement analysis gained from the 4Di platform. 
- Develop report outlining long list of issues and prioritised remediation actions. 
- Benchmark EA maturity against comparable organisations, e.g. Network Rail and Health Security Agency (to be 

validated with Cabinet Office). 

Outputs: 

- Blueprint of current structures. 
- Detailed findings report.  
- Bulk data output collected during the simulation exercises. 

Scope: 

- 1-2 simulations will be delivered based on the lead time for preparation and the level of logistical coordination across 
the 14 areas. 

- Up to 50 participants per simulation. Each simulation will be no longer than 5 hours. 
- The findings report will be in MS PowerPoint format. 
- The level of detail provided will be approximately 1-2 slides per issue in the structure: ‘issue’, ‘evidence’, ‘impact’.  

Selected data points will be included in the evidence sections with additional evidence provided in an appendix. 
- The impact section will draw on existing datapoints from the EA resilience team regarding the consequences of 

specific events and will not comprise additional impact modelling.  
- Benchmark data will be provided at an aggregate level; given the scarcity of benchmark data we assume that data 

will not be mapped to KPMG’s framework or presented at the granularity of the identified issues in EA.   
- Scope will include analysis of the current technology tooling used by EA. 
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- As-Is analysis of the current structures will be light-touch i.e. under 5 slides. 

Phase 3: Improvement Planning, Structural Options & Prioritisation 
Inputs: 

- Bulk data output from 4Di for data driven insights. 
- Detailed findings report. 

Activities:  

- Validate identified issues and impacts. 
- Map issues against the current structural model, and identify options to improve current capabilities and address the 

current issues 
- Design interventions to remediate identified and prioritised issues and structural options.  
- Consult extensively with EA stakeholders regarding the interventions to assess buy-in, level of priority and feasibility. 
- Prioritise interventions and define the delivery roadmap outlining proposed sequencing and identify inter-

dependencies.  
- Finalise benchmarking of good practice from other sectors (to support the recommendations). 
- Conduct pre-briefing with senior EA stakeholders and decision-makers. 
- Based on the findings, define high level strategic requirements for EA incident response tooling and automation. 

Outputs: 

- EA Incident Response Recommendations report.  

Scope: 

- The Recommendations report will be in MS PowerPoint format. 
- The level of detail provided will be approximately 1-2 slides per intervention defining the intervention objectives, 

scope, activities, indicative benefits, dependencies, and costs.  We assume a maximum of ten interventions covering 
both strategic and tactical interventions. 

- Strategic requirements for incident response tooling and automation will be approximately 2-3 slides and will not 
provide detailed functional and non-functional requirements. 

Phase 4 – Operational Implementation Plan  
Inputs: 

- Phase 3 Improvement outputs 

Activities:  

- Develop the critical delivery path / sequence for prioritised interventions. 
- Develop delivery plan for implementation. 
- Identify required capacity to implement, defining both internal and external resource requirements 
- Develop ROM (Rough Order of Magnitude) costing. 
- Identify implementation dependencies and mitigations. 

Outputs: 

- Operational Improvement Plan.  

Scope: 

- The output will be in MS PowerPoint format and be between 5-10 slides. 
- Capacity will be based on FTE requirements and high-level skills / experience requirements. 
- ROM costing will be based on approximate effort and duration for implementation and based on EA ‘ready reckoners’ 

for internal staff costs and external supplier costs. 

 
  
Assumptions and dependencies 

Provide further description of the assumptions and dependencies: 
Dependencies: 
- Access to EA staff at Executive and operational levels, both nationally and in Areas to plan and 

execute the simulations effectively and to validate findings and recommendations 
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