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This contract is dated:
PARTIES:

{1} THE SECRETARY OF STATE FOR JUSTICE of 102 Petty France, London, SW1H 9AJ acting
as part of the Crown (the "Authority™);

AND

{2} LANGLEY HOUSE TRUST a Private Limited Company by guarantee without share capital
{registerad company number 7888181)) whose registered office is 3 & 4 The Square, Manfield
Averie, Walsgrave, Coventry, England, CV2 2QJ {the "Supplier”)

{each a "Party” and together the "Parties”).

WHEREAS

The Authorily wishes to appoint the Supplierio provide Move-on Accommaddation and support Services
for people under probation supervision with complex needs and risks, often on release from custody
or upon leaving Approved Premises and the Supplier agrees to provide those services in accordance
with these terms and caonditions;

MNOW T IS HEREBY AGREED:

A GEMBRAL

A1 Definitions and Interpretation

Unless the context otherwise requires the following terms shall have the meanings given to them below:
“Affected Party” means the Parly seeking to claim relief in respect of a Force Majeure Event.
“Affiliate” means in refation to a body corporate, any ofher entity which directly or indirectly Controls
is Controlled by, or is under direct or indirect common Control with, that body corporate from time o
time.

“Approval” and "Approved” means the prior written consent of the Authority.

“Associated Person” means as # is defined in section 44{4} of the Criminal Finances Act 2017

“Authorised Representative” means the Authority representative named in @ CCN as authorised 1o
approve Changes.

“Authority Contract Manager” means Jcermiclesins gl WInivolat the Senior Contract
Manager for Her Majesty's Prison and Probation Service (HMPPS), or any subsequent Senior Contract
Manager appointed by the Authorily {o manage the day-lo-day running of the Contract on the
Authority's behalf.

“Authority Data" means:
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{a) thedala, text, drawings, diagrams, images or sounds {fogether with any database made
up of any of these) which are embodiad in any electronic, magnetic, optical or tangible
media, and which are: {1 supplied o the Supplier by or on behall of the Authority; or (i)
which the Supplier is required to generate, process, store or fransmil pursuant to the
Condract; or

{py any Personal Data for which the Authority is the Controfler, separate to offender
Personal Data.

For the avoidance of doubt, such data would include all performance data and contract
information related o the delivery of Services {e.g. performance reports, staff lists, meeting
information) but would exclude Offender Personal Data and Staff Personal Data.

“Authority Premises” means any premises owned, cccupied or centrolied by the Authorily or any
other Crown Body which are made avaliable for use by the Supplier or its Bub-Contractors for provision
of the Services.

“Authority Soffware” means software which is owned by or licensed 1o the Authority {other than under
or pursuant to the Contract) and which is or will be used by the Supplier Tor the purposes of providing
the Services.

“Authority System” means the Authority's computing environment (consisting of hardware, software
and/or telecommunications networks or equipment) used by the Authority or the Supplier in connection
with the Contract which is owned by or ficensed to the Authority by a third party and which interfaces
with the Supplier System or which is necessary for the Authority to receive the Services.

"Baseline Security Requirements” means the security requirements in Annex 1 of Scheduls 6.
‘BPSS" means the Government's Baseline Personnel Security Standard for Government employees.

“Breach of Security” means an occurrence of.

{a) any unauthoriserd access 10 or use of the ICT Environment and/or any information
Assets and/or Authority Data {inchuding Confidential information) in connection with the
Contract,

() the foss {physical or ctherwise) and/or unauthorised disclosure of any Information

Assets and/or Authority Data {including Confidential Information) in connection with the
Contract, including coples; andfor

{C} any part of the Supplier System ceasing fo be compliant with the Certification
Requirements

“BS 8555" means the slandard published to help organisations improve their environmental
performance by the British Standards Institution.

“CON" means a change contral notice in the form set out in Schedule 3.
“Certification Requirements” means the requirements set out in paragraph 5.1 of Schedule §.

“Change” means a change in any of the terms or conditions of the Coniract.
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‘Ghange in Law” means any change in Law which affecis the performance of the Services which
comes into force affer the Commencement Date.

“Commencement Date” means the dale specified in clause AS.1.

“‘Commercially Sensitive information” means the information listed in Schedule 4 comprising the
information of a commercially sensitive nature relating tor

{a} the Price; and/or
{b} the Suppliers business and investment plans

which the Supplier has informed the Authority would cause the Supplier significant commercial
disadvantage or material financial loss if It was disclosed.

“Comparable Supply” means the supply of services to another customer of the Supplier which are the
same or simiar o any of the Services.

“Confidential information” means any information which has Deen designated as confidential by
either Parly in writing or that ought 1o be considered as confidential (however # is conveyed of on
whatever media it is stored) including information the disclosure of which would, or would be likely to,
prejudice the commercial interests of any person or rade secrets of Intellectual Property Rights of
gither Party and all Personal Data. Confidential information shall not inclisde information which:

{a) was public knowledge at the time of disclosure otherwise than by breach of clause E4;

{0 was in the possession of the receiving Parly, without restriction as o its disclosure,
before receiving i from the disclosing Farty;

{c} is received from a third parly {who lawfully acquired {1} withouwt reslriction as to s
disclosure; or

{d} is independently developed without access to the Confidential Information.

“Contract” means these terms and conditions, the atlached Schedules and any other provisions the
Parties expressly agree are included.

“LContracting Authority” means any contracting authority {other than the Authority) as defined in
reqguiation 3 of the Reguiations.

“Contracts Finder” means the Govermnment's portal for public sector procurement opportunities.
“Control” means that a person puassesses, direclly or indirectly, the power fo direct or cause the
direction of the management and paolicies of the other person {whether through the ownership of voting
shares, by contract or otherwise) and "Contrels” and "Controlled” are interpreted accordingly.

“Controfler” means, where Personal Dala is being processed for Law Enforcement Purposes, as it is
defined in the LED; and in all other circumstances, as it is defined in GDPR.

“‘Copyright” means as it is defined in 5.1 of Parl 1 Chapler 1 of the Copyright, Designs and Patenis
Act 1988.
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‘GCrown” means the government of the United Kingdom {including the Northern ireland Executive
Committee and Northern ireland Departments, the Scottish Executive and the National Assembly for
Wales), including, but not limited to, Government ministers, Government departments, Government
offices and Govermnment agencies and “Crown Body” is an emanation of the foregoing.

“Data Loss Event’ maans any event which results, or may resull, in unauthorised access to Personal
Bata held by the Supplier under the Contract, and/or actual or potential loss andfor destruction of
Personal Data in breach of the Contract, including any Personal Data.

“Data Protection impact Assessiment” means an assessment by the Controller of the effect of the
envisaged processing on the protection of Personal Data.

“Data Protection Legislation” means:
{a) the GDPR, the LED and applicable implermenting Laws;
{py the DPA o the exient thad # relates 1o the precessing of Personal Data and privacy,
{c) all applicable Laws relating to the processing of Personat Data and privacy.

"Data Protection Officer” means as it is defined in the GDPR.

*Data Subject” means as it is defined in the GDPR.

“Data Subject Request’ means a request made by or on behalf of @ Dala Subject in accordance with
rights granted pursuant to the Dala Protection Legisiation 1o access their Personal Data.

‘Database Rights” means as rights ih databases are defined in s.3A of Part 1 Chapter 1 of the
Copyright, Designs and Patents Act 1988,

‘Default” means any breach of the obligations or warranties of the relevant Party (including
abandonment of the Contract in breach of its terms, repudiatory breach or breach of a fundamentat
term) or any other default, act, omission, negligence or statement of the relevant Parly or the Staff in
connection with the subject-matier of the Coniract and in respect of which such Party is liable to the
other.

"DOTAS” means the Disclosure of Tax Avoidance Schemes rules which require a promotor of tax
schemes o tell HMRC of any specified notifiable arrangemenis or proposals and to provide prescribed
information on those arrangements or proposals within set time limits as contained in Part 7 of the
Finance Act 2004 and in secondary legisiation made under vires contained in Part 7 of the Finance Act
and as extended 1o NiCs by the Mational Insurance (Application of Part 7 of the Finance Act 2004)
regulations 2012, S 2012/1868 made under section 132A of the Social Security Administration Act
1992

“DPA" means the Data Protection Act 2018.
“EIR" means the Environmental information Reguiations 2004 {S1 2004/3391) and any guidance and/or
codes of practice issued by the Information Commissioner or relevant Government department in

refation o such reguiations.

“End Date” means the dale specified in clause AD. 1.

o
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‘Equipment” means the Supplier's equipment, consumables, plant, materials and such other items
supplied and used by the Supplier in the delivery of the Services.

“Exit Day” means as it is defined in the Euwropean Union (Withdrawsal) Act 2018,
“Extension” means as it is definad in clause A2
“Financial Year” means the period from 1 Aprit each vear fo the 315 March the following vear.

“FOIA" means the Freedom of Information Act 2000 and any subordinate legisiation made under that
Act from time fo time together with any guidance and/or codes of practice issued by the information
Commnissioner or relevant Government departmetif in refation 1o such legisiation.

"Force Majoure Event” means any event oulside the reasonable conirol of either Party affecting its
performance of its obligations under the Contract arising from acls, events, omissions, happenings or
non-happenings beyond its reasonable control and which are not attributable to any wilful act, neglect
or fallure to take reasonable preventative action by that Party, including acts of God, riots, war or armed
conflict, acls of terrorism, acts of Government, local government or reguiatory bodies, for flood, storm
or earthquake, or disaster but exciuding any industrial dispute relating 1o the Supplier or the Staff or
any other failure in the Supplier's supply chain caused by the Covid 19 pandemic or the United
Kingdom's exit from the EU.

*GDPR" means the refained EU law version of the General Data Protection Regulation (Reguiation
{EU) 2016/879), as transposed into UK Law by the Data Protection, Privacy and Eleclronic
Communications (Amendments etc) (EU BExit) Regulations 2019 (8.1, 2018/419).

“General Anti-Abuse Rule” means:

{d) the legisiation in Part b of the Finance Act 2013; and

{e} any future legislation introduced into parliament o counteract tax advaniages arising
from abusive arrangements {o avoid NICs.

“General Change in Law" means a Change in Law where the change is of a general legisiative nature
(including taxation or duties of any sort affecting the Supplier) or which affects or relates o a
Comparable Supply.

“Good Industry Practice” means standards, practices, methods and procedures corforming to the
Law and the degree of skill and care, diligence, prudence and foresight which would reasonably and
ordinarily be expected from a skilled and experienced person or body engaged in a similar type of
underiaking under the same or similar circumstances.

‘Government” means the government of the United Kingdom.

“Government Buying Standards” means the standards published here:

hitpswww. gov. ukigovernment/collections/sustainable-procurement-the-governmeri-buying-
Standards-gbs

“Greening Government Commitments”™ means the Government’s policy to reduce its effects on the
envirenment, the details of which are published here:
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hitps /Ay gov. uk/government/coliections/greening-government-commiliments

“Halifax Abuse Principle” means the principle expiained in the CJEU Case C-255/02 Halifax and
others.

"MMRC" means HM Reverye & Customs.

“House Rules” means the o i Rt i set of rules in use at each property for
the management of residents and the rules and procedures that the residents are obliged to comply
with. These rules can be Tound at Appendix 1A of Scheduie 1 and will be shared with the Offender
Manages.

HCT Environment” means the Authority System and the Supplier System.

“information” has the meaning given under section 84 of the FOIA.

“information Assets” means definable pieces of information stored in any manner which are
determined by the Authority fo be valuable and relevant {o the Services.

“toitial Term” means the period from the Commencement Date o the End Date.

“inteflectual Property Rights™ means patents, utility models, invenfions, frademarks, service marks,
logos, design rights (whether registrable or otherwise), applications for any of the foregoing, copyright,
tatabase rights, domain names, plant variety rights, Know-How, frade or business names, moral rights:
arwd other similar rights or obligations whether registrable or not in any coundry {inciuding but not imited
o the United Kingdom) and the right 1o sue for passing off.

TBMS" means the Supplier's information and management systerm and processes o manage
information security as set out in paragraph 2.3 of Schedule 6.

130 14001" means the family of standards related 1o environmental management published by the
international Organisation for Standardisation.

1T Health Check™ means penetration {esting of systems under the Supplier's control on which
Information Assets andfor Autharity Data are held which are carried out by third parties in accordance
with the CHECK scheme operated by NCSC or to an equivalent standard.

TTEPA™ means the income Tax {Eamings and Pensions) Act 2003.

“Know-How" means all information not in the public domain held in any form {ncluding without
fimitation that comprised in or derived from drawings, data formudae, patterns, specifications, notes,
samples, chemical compounds, biological materials, computer software, component lists, instructions,
manuals, brochures, catalogues and process descriptions and scientific approaches and methods).

“Law” means taw, siatufe, subordinate legisialion within the meaning of section 211} of the
interpretation Act 1978, bye-law, enforceable right within the meaning of section 2 of the Ewropean
Lommunities Act 1972, regulation, order, reguiatory policy, mandatory guidance or code of practice,
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judgment of a refevant court of law, or directives or requirementis with which the Supplier is bound o
comply.

“Law Enforcement Purposes” means as it is defined in the DPA.

“LED" means the Law Enforcement Directive (Directive (EU) 2015/680).

“Losses’ means osses, liabililes, damages, costs, fines and expenses {including legal fees on a
solicitor/client basis) and disbursements and costs of investigation, fitigation, setflement, judgment
interest and penalties whether arising in contract, tort {including negligence), breach of statutory duty
or otherwise.

“Malicious Software” means any software program or code intended 10 destroy, interfere with, corrupt,
or cause undesired effects on program files, data or other information, executable code or application
software macros, whether or not its operation is immediate or delayed, and whether the malicious
software is infroduced wilfully, negligentty or without knowledge of its existence.

“Material Breach” means a breach {inciuding an anticipatory breach) that is serious in the wides! sense
of having a serious effect on the benefit which the Authority would otherwise derive from

{a) a substantial portion of the Contract; or

() any of the obligations set ouf in clauses D1, D2, D3, D4, G3, ¥4 or paragraph 8 of Schedule 8.
“Modern Slavery Helpline” means the point of contact for reporting suspicion, seeking help or advice
zgd information on the subject of modem slavery available Dy telephone on 08000 121 700 or online
hitpsiwww. modernsiaveryheipline org/report
“Month” means calendar month.
“MSA” means the Modern Slavery Act 2015,
“NCSC" means National Cyber Security Cenlre
"NICs” means National Insurance Contributions.
“Occasion of Tax Non-Compliance” means:

{a) anytaxreturn of the Supplier submitted {0 a Relevant Tax Authority on or after 1 Dclober
2012 which is found on or after 1 Aprit 2013 to be incorrect! as a result of:

i} a Relevant Tax Authority successfully challenging the Supplier under the General
Anfi-Abuse Rute or the Halifax Abuse principle or under any lax rules or legisiation
that have an effect edquivalent or simitar to the General Anli-Abuse Rule or the
Halifax Abuse Principle;

iiy  the failure of an avoidance scheme which the Supplier was involved in, and which
was, of should ave been, notified to the Relevant Tax Authority under the DOTAS
or any equivalent or similar regime; and/or

T,
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{b}  anytax return of the Supplier submitied to a Relevant Tax Authority on or after 1 October
2012 gives rise on or after 1 Aprit 2013 to a criminal conviction in any jurisdiction for tax
related offences which is not spent al the Commencement Date or 1o a civit penalty for
fraud or evasion.

“Offender Personal Data” means all data, text, drawings, diagrams, images or sounds (together with
any database made up of any of these} which are embadied in any elecironic, magnetic, optical or
tangible media, and which are created, processed or shared during operation of the Services regarding
individual offender referrals.

“Personal Data” means as it is defined in the GDPR.

“‘Personal Data Breach” means as i is defined in the GDPR.

“Premises” means the location where the Services are {0 be supplied as set out in the Specification.
“Price” means the price (excluding any applicable VAT) payable t the Suppiier by the Authority under
the Confract, as set out in Schedule 2 for the full and proper performance by the Supplier of ils
obligations under the Contract,

“Processor” means, where Personal Datla is being processed for Law Enforcemant Purposes, as it is
defined in the LED; and in all other circumstances, as it is defined in GDPR.

“Prohibited Act” means:

{a} 1o directly or indirectly offer, promise or give any person working Tor or engaged by the
Authority a financial or other advantage to:

i} induce that person o perform improperly a relevant funiction or activity; or
#y  reward that person for improper performance of a relevant funclion or aclivity;

{by to directly or indirectly request, agree o receive or accept any financial or other
advantage as an inducement or 8 reward for improper performance of a relevant
function or activity in connection with the Contract;

{¢} anoffence:

i under the Bribery Act 2010 {or any legisiation repealed of revoked by such Act;

#y  under legislation or common law concerning fraudulent acts (including offences
by the Bupplier under Part 3 of the Criminal Finances Act 2017%, or

iy the defrauding, attempting o defraud or conspiring to defraud the Authaority,

{dy any activity, practice or conduct which would constitute one of the offences listed under
{c) above if such aclivily, practice or conduct has been carried out in the UKL

“Property” means the property, other than real property, owned by the Authority and made available
{0 the Supplier by the Authority in connection with the Contract. Property includes hut is not limited fo
physical equipment, materials and doctmentation.
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"Protective Measures” means appropriate technical and organisational measures which may include:
pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and
resilience of systems and services, ensuring that availability of and access to Personal Data can bs
restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness
of the measures adopled.

“PBI 67/2011" is the Prison Service instruction published on 1% November 2011 relating to the
searching of the person as amended from time {0 time and available at:

htips /fwww justice. gov. uk/offenders/psis/prisan-service-instrustions-2011

“PS110/20127 is the Prison Service Instruction published on 26 March 2012 refating 1o the Conveyance
and Possession of Prohibited Hems and other Relaled Offences as amended from time o fime and
available at:

https.Aeeww justice. gov.ukioffenders/psis/prisor-service-instructions-2012

“PS81 07720147 is the Prison Service instruction published on Znd June 2014 relating to security velling
as amended from fime to time and availlable at:

https:/iwww justice. gov.uk/offenders/psisiptison-service-instructions-2014

P8I 24/2014" is the Prison Service Instruction published on 15 May 2014 relating to information
assurance as amended from time to time and available at

https:iwww justioe. gov.uk/offenders/psis/prison-service-instructions-2014
“Purchase Order” the Authority's order for the supply of the Services.

“Quality Standards” means the quality standards published by 88! British Standards, the National
Standards Body of the lnited Kingdom, the international Organisation for Standardization or other
reputabile or equivalent body {and their successor bodies) thal a skilled and experienced operator in
the same type of industry or business seclor as the Supplier would reasonably and ordinarily be
expected to comply with, and as may be further detailed in Schedule 1.

‘Receipt’ means the physical or electronic arrival of the invoice at the address in clause C1.13 or at
any other address given Dy the Authorily to the Supplier for the submission of invoices from time ©
time.

“Regulations” means the Public Contract Regulations 201% (8l 2015/102).

“Requlator Correspondence” means any corespondence from the Information Commissioner's
Office, or any successor hody, in refalion to the processing of Personal Dala under the Contract.

‘Regulatory Body® means a Government department and regulalory, statutory and other entities,
comitiees, ombudsmen and bodies which, whether under statle, rules, reguiations, codes of
practice or otherwise, are entitled 1o reguilate; investigate, or influsnce the matiers dealt with in the
Contract or any other affairs of the Authority.

"Relevant Conviction” means a conviction that is relevant to the nature of the Services or as listed by
the Authority and/or relevant (0 the work of the Authority.
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“‘Relevant Requirements” means alt applicable Law relating to bribery, carruption and fraud, including
the Bribery Act 2010 and any gquidance issued by the Secretary of State for Justice pursuant (o section
9 of the Bribery Act 2010.

“Rejevant Tax Authority” means HMRC or, if applicable, a tax authority in the jurisdiction inwhich the
Supplier is established.

‘Replacement Supplier” means any third-party supplier appointed by the Authorily to supply any
services which are substantially similar to any of the Services in substitution for any of the Services
following the expiry, termination or partial termination of the Contract.

"Request for information” means a request for information under the FOIA or the EIR.

“Results” means any guidance, specifications, repoits, studies, insiructions, foulkits, plans, data,
drawings, databases, patents, patterns, models, designs or other material which is:

al prepared by or for the Supplier for use in relation to the performance of its obligations under the
Contract; or

D) the result of any work done by the Supplier or any Staff in relation fo the provision of the
Services.

“Returning Employees” means those persons agresd by the Parties 10 be employed by the Supplier
{andfor any Sub-Contractor) wholly or mainly in the supply of the Services immediately before the end
of the Term.

“Security Plan” means the plan prepared by the Supplier which includes the malters in paragraph 3.2
of Schedule 6.

“Security Policy Framework™ means the Government's Securily Policy Framework {availabie from
the Cabinet Office’s Government Security Secretariat) as updated from time to fime.

“Security Test” means a test carried out by the Supplier, the Authority or a third parly 1o validatle the
1BMS and the security of all relevant processes and systems on which Information Assets and/or
Authority Data are held.

“Services” means the services set out in Schedule 1 (including any modified or alternative services).

“SME” means an enterprise falling within the category of micro, smalt and medium-sized enterprises
defined by the European Comanission's Recommendation of € May 2003 available at:

hitp:feur-lex. europa euw/LexUriServ/LexUrnServ.do?uri=0J.L:2003:124:0036:004 1 en:PDF

“Specific Change in Law” means a Change in Law that relales specifically to the business of the
Authority and which would not affect 3 Comparable Supply.

“Specification” means the description of the Services {0 be supplied under the Contract as set out in
Schedude 1 including, where appropriate, the Quality Standards.

“§B5CBA” means the Social Security Contributions and Benefits Act 1992
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“Staff” means all directors, officers, employees, agents, consulfanis and contraciors of the Supplier
andfor of any of its Sub-Contractors engaged in the performance of the Supplier's obligations under
the Contract. '

“Staff Personal Data” means all data, text, drawings, diagrams, images or sounds (together with any
database made up of any of these} which are embodied in any electronic, magnetic, optical or tangible
media, and which are created by the Supptlier in the operation of the 8ervices regarding their Statf,
“Sub—Contract” means a confract between two or more suppliers, at any stage of remoteness from
the Authority in a sub-contracting chain, made wholly or substantially for the purpose of performing (or
contribiting o the performance of) the whole or any part of the Contract and “Sub-Contractor” shall
be construed accordingly.

“Sub-processor’ means any third party appointed to process Personal Data on behalf of the Suppilier
related to the Coniract.

“Supplier Software” means software which is proprietary o the Supplier, including software which ig
or will be used by the Supplier for the purposes of providing the Services and which is set out in
Schedule 5.

“Supplier System” means the information and commmunications fechnology system used by the
Supplier in performing the Services including the Software, the Equipment and related cabling (but
exciuding the Authority System).

“Tender" means the Supplier's tender submitted in response to the Authority’s invitation fo suppliers
for offers to supply the Services.

“Termy” means the period from the Commencement Dale to:
{8} the End Date; or
{b} following an Extension, the end date of the Extension

or such eariier date of termination or partial termination of the Contract in accordance with the
Law or the Contract.

“TFEU” means the Treaty on the Functioning of the European Union.

“Third Party IP Claim” has the meaning given to it in clause EBS.

“Third Party Software” means software which is proprietary to any third party which is or will be used
by the Supplier to provide the Services including the software and which is specified as such in
Schedule 5.

“Treaties” means the TFEU and the Treaty on Ewopean Union.

“TUPE” means the Transfer of Undertakings {Protection of Employment) Regulations 2006,

“TUPRE Information” means the information set out in clause B0

“Valid invoice” means an invoice containing the information set cut inclause C1 3 ar Cl1 4.
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VAT means value added tax charged or regulated in accordance with the Value-Added Tax Act 1994,

"WCBE" means a non-governmental organisation that is value-driven and which principally reinvests
its surpiuses to further social, environmental or cultural objectives.

“Vulnerability Correction Plan” means a remedial plan prepared by the Supplier lo address
villnerabifiies identified in an IT Health Check report.

“Welsh Language Scherne” means the Authority's Welsh language scheme as amended from time o
time and available at:

htp:/iwww justice gov.ukipublicationsi/corporate-reports/moi/20 10/welsh-language-scheme

“Working Day” means a day {other than a Saturday or Sunday) on which banks are open for generat
business in the City of London.

in the Contract, uniess the context implies otherwise:

(@)
{0
{c)
{d

(&)

)

{g)

{h

0]

the singular inchudes the plural and vice versa unless the context requires otherwise;
words impotling the masculine include the ferminine and the neuter;
reference o a clause is a reference {o the whole of that clause unless staled otherwise;

references to a person include natural persons, a company, body corporate, corporation,
unincorporated association, firm, partnership or other fegal entity or central Government
body;

the words “other”, “in particular”, “for example”, “including” and similar words shall not
fimit the generality of the preceding words and shall he construed as if they were
immediately followed by the words “without fimitation”;

headings are included for ease of reference only and shall not affect the interpretation
or construction of the Contract;

the Schedules form an integral part of the Coniract and have effect as if setoul in full in
the body of the Contract. A reference o the Contract includes the Schedules;

a reference to any Law includes a reference to thal Law as amended, exlended,
consolidated or re-enacted from time lo time;

references to the Contract are references 1o the Contract as amended from time to lime;

any reference in the Contract which immediately before Exit Day is a reference to {(as it
has effect from lime {o time}:

{f) any EU regulation, EU decision, EU terfiary legistation or provision of the EEA
agreement ("EL References”) which is to form part of domestic faw by the
application of 5.3 of the European Union (Withdrawal) Act 2018 shalf be read on
and after Exit Day as a reference to the EU References as they form part of
domestic law by virtue of 5.3 of the European Union (Withdrawal) Act 2018 as
modified by domestic law from time fo time; and
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(i) any EU institution or EU authorily or other such EU body shall be read on and
after Exit Day as a reference to the UK institution, authority or body to which iis
functions were transferred.

A2  Authority Obligations

Save as otherwise expressly provided, the Authority’s ohbligations under the Contract are the
Authority’s obligations in its capacity as a contracting counterparty and nothing inthe Contract
operates as an obligation upon, or in any other way fetters or constrains, the Authorily in any
other capacity.

A3 Supplier's Status

A3 The Suppiier is an independent contractor and nothing in the Condract creates a contract of
empioyment, a relationship of agency or partnership or a joint venlure between the Parties
and accordingly neither Party is authorised 1o act in the name of, or on behalf of, or ctherwise
hind the other Parly save as expressly permitted by the Confract.

A3.2  The Supptier shall not {and shall ensure that any other person engaged in relation {o the
Contract shall not) say or do anything that might lead another person to believe that the
Supplier is acling as the agent or employee of the Authority.

Ad Mistakes in information
The Supplier is responsible for the accuracy of all drawings, documentation and information
supplied 10 the Authority by the Supplier in connection with the Services and shall pay the
Authority any extra costs occasioned by any discrepancies, 2rrors of omissions therein.

Ad Term

AB.Y The Contract starts on 1% April 2022 {the "Commencement Date”) and ends on 319 March

2025 {the "End Date”) unless it is terminated early or extended in accordance with the
Coniract.

. THE SERVICES
B1 Basig of the Contract

B1.1 in consideration of the Supplier's performance of iis obligations under the Contract the
Authority shall pay the Supplier the Price in accordance with clause C1.

Bt2  The terms and conditions in the Confract apply to the exclusion of any other terms and
conditions the Supplier seaks to impose or Incorporate, or which are implied by trade, custom,
practice or course of dealing.

B2 Delivery of the Services
B2.1  The Supplier shall al all imes comply with the Qualty Standards and, where applicable, shall

maintain accreditation with the relevant Quality Standards authorisation body. To the extent
that the standard of the Service has not been specified in the Contract, the Supplier shall
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B2.2

B2.3

B2.4
B2.5
Beo
B2.7

BZ 8

B2.9

B2.10

B2.11

B2.12

83

B3t

agree the relevant standard of the Services with the Authorily prior 1o the supply of the
Services and, in any event, the Supplier shall perform s obligations under the Confract in
acoordance with the Law and Good industry Fractice,

The Supplier acknowledges that the Authority refies on the skill and judgment of the Supplier
in the supply of the Services and the performance of the Supplier's obligations under the
Condract.

The Supplier shall:

{ay ensure that all Staff supplying the Services do so with all due skill, care and diligence
and shall possess such qualifications, skills and experience as are necessary for the
proper supply of the Services:

{b} ensure that all Staff are properly managed and supervised; and

{c) comply with the standards and requirements sel oul in Schedule 8.

Not used

Not used

Not used

Not used

The Authority may inspect the manrer in which the Supplier delivers the Services at the

Premises during normatl business hours on reasonable notice,

i reasonably requested 1o do 50 by the Authorily, the Supplier shall co-ordinate its activities
in supplying the Services with those of the Authority and other confractors engaged by the
Authority.

Timely supply of the Services Is of the essence of the Contract, including in relation fo

commencing the supply of the Services within the time agreed or on a specified date. if the

Supplier fails {o supply the Services within the time promised or specified in the Specification,
the Authority is released from any obiigation to pay for the Services and may terminate the
Contract, in either case without prejudice o any other rights and remedies of the Authority.

if the Autharily informs the Supplier in writing that the Authority reasonably believes that any

part of the Services do not meet the requiremaeants of the Contract or differs in any way from

those requirements, and this is not as a result of a default by the Authority, the Supplier shall
at s own expense re-schedule and camy oul the Bervices in accordance with the
requirements of the Contract within such reasonable fime as may be specified by the Authority.

1, in delivering the Services, the Supplier is required lo visit Authority Premises which are

prisong, the Supplier shall comply with Schedule 7.
Equipment

The Supplier shall provide all the Equipment and resource necessary for the supply of the
Services.
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B3.2

B33

B34

Ba.b

Not used

All Equipment brought onto the Premises is at the Supplier's own risk and the Authorily has
no fiability for any loss of or damage o any Equipment unless the Supplier demonsirates that
such loss of damage was caused or contributed to by the Authority's Defaull. The Supplier
‘shall provide for the haulage or carriage thereof to the Premises and the removal of Equipment
when no longer required at its sole cost.

Equipment brought onto the Premises remains the property of the Supplier.

Not used

B3.6The Supplier shall maintain all Equipment in & safe, serviceable and clean conifion.

B3.7

B38

B4

B3

B&.1

8.2

B85.3

B854

B4

Mot used

Not used

Not gsed
Staff

The Authority may, by notice 1o the Supplier, refuse to admit onto, or withdraw permission to
remain on, the Authority's Premises:;

{a) any member of the Siaff; or
{by  any person employed or engaged by any member of the Staff

whose admission or confinted presence would, in the Authorily's reasonable opinion, be
undesirable.

The Authority shall maintain the security of the Authority's Premises in accordance with its
standard securily requirements, including Prison Rules 1999 Part Hi, the Prisop (Amendment)
Rutes 2005, the Young Uffender institute Rules 2000 Part i and the Young Offender Institute
{Amendment) Rules 2008, available fo the Supplier on request. The Supplier shall comply with
all security requirements of the Authoerity while on the Authorily's Premises, and ensure that
-alt 8taff comply with such requirements.

The Authority may search any persons of vehicles engaged or used by the Suppiier at the.
Authority's Premises.

Al the Authority's written request, the Suppiier shall, al iis own cost, provide a list ofthe names,
addresses, national insurance numbers and immigration status of all people who may require
admission 1o the Authority's Premises, specifying the capacities in which they are concerned
with the Contract and giving such other particulars as the Authority may reasonably request.

The Supplier shall ensure that all Staff who have access o the Authority’s Premises, the
Authority Systern or the Authority Data have been cleared in accordance with the BPSS.
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Bo.G

BS.7

B&

Bg.1

B7

B8

B8.1

Bz

B8.3

Ba4

B8.o

BoS

The Supplier shall co-operate with any investigation reialing o security carried out by the
Authority or on behalf of the Authority and, at the Authority's request:

{a) use reasonable endeavours to make available any Staff requested by the Authority to
attend an interview for the purpose of an investigation; and

{b)} provide documents, recards or other material in whatever form which the Authority may
reasonably reguest or which may be requested an the Authority's behalf, for the
purposes of an investigation,

The Suppiier shall comply with P81 10/2012 as amended from time o fime and available from
the Autharity on request.

Due Difigence

Save as the Authority may otherwise direct, the Supplier is deemead 1o have completed due
ditigence in relation o all matiers connected with the performance of its obligations under the
Contract.

Not used
Property

All Property is and remains the property of the Authority and the Supplier irrevocably licenses
the Authority and s agents 1o enfer any Premises of the Supplier during normal business
hours on reasonable notice to recover any such Property.

The Supplier does not have a flen or any other interest on the Property and the Supplier at alt

times possesses the Property as fiduciary agent and bailee of the Authority. The Supplier shall
take all reasonable sleps 1o ensure that the fitle of the Authority to the Property and the
exclusion of any such lien or other interest are brought to the notice of all Bub-Conlractors
and other appropriate persons and shall, at the Authority's request, store the Property
separately and ensure that i is clearly identifiable as belonging to the Authority.

The Property is deemed to be in good condition when received by or on behalf of the Supplier
urless the Supplier notifies the Authorily otherwise within & Working Days of receipl.

The Supplier shall maintain the Property in good order and condition {excluding fair wear and
tear), and shall use the Property solely in connection with the Contract and for no other
purpose without Approval.

The Supplier shall ensure the security of all the Property whilst in Its possession, either on the.
Premises or elsewhers during the supply of the Services, in accordance with the Authority's
reasonable security requirements as required from time o time.

The Supptlier is lable for all loss of or damage 1o the Property, unless such oss or damage
was caused by the Authority’s negligence. The Supplier shall inform the Authonty immediately
of becoming aware of any defects appearing in, or losses or damage ocourring fo, the

‘Property.
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B9

Bo.1

Ba.2

BY.3

1
Ct1

1.2

1.8

1.4

Offers of Employment

Neither Party shall, direclly or indireclly, solicit or procure (ctherwise than by general
advertising or under TUPE, any employees o condractors {including the Staff) of the other
Party who are directly employed or engaged in connection with the provision of the Services
while such persons are employed or engaged and for a period of 6 Months thereafter.

if either Party breaches the clause B9.1, it shall pay the other Parly a sum equivalent 1o 20%
of the annual base salary payabie by the Parly in breach in respect of the first year of person’s
empioymeant.

The Parties agree that the sum specified in clause B9.2 is a reasonabie pre-estimate of the

inss and damage which the Parly not in breach would suffer if there was a breach of clause
Ba.1.

POAYMENT

Payment and VAT

The Supplier shall submif invoices o the Authorily in accordance with this clause C1 and
Schedule 2.

The Authorily issues Purchase Orders using Basware and, uniess Approved otherwise, the
Supplier shall, when invited, register on Basware,

If the Supplier registers on Basware, a Valid Invoice i3 an invoice issued through Basware,
unless the invoice contains:

{a) additional lines not included in the relevant Purchase Order,;

{b} fine descriptions which have been materially allered so that they no longer match the
eguivalent description in the relevant Purchase Order;

{c) Prices andfor volumes which have been increased without Approval,

i, with Approval, the Supplier does not register on Basware, a Valid Invoice is an invoice
which includes the information set out in Part 2 of Schedule 2 and, i requested by the
Authority:

{a) timesheets for Staff engaged in providing the Services signed and dated by the
Authority's representative on the Premises on the day;

{b)  the name of the individuals to whom the timeshest relates and hourly rates for each;

{vy identification of which individuals are Supplier's stalf and which are Sub-Conlractors”
staff;

{dy the address of the Premises and the date on which work was undertaken;

{e) the fime spent working on the Premises by the individuals concerned;
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1.5

C1.6

103 4

108 R

1.8

C1.10

Ccti

112

£1.13

(N  details of the type of work undertaken by the individuals concerned;

{g) details of plant or materials operated and on standby;

{hy  separate identification of time spent travelling and/or meal or rest breaks: and

{iy Wapproprate, details of journeys made and distances lravelied.

The Awuthority shall not pay an invoice which is not a Vailid Invoice,

The Authorily shall not pay the Supplier's overhead costs unless Approved and overhead
costs include, without limilalion: facilities, utilities, insurance, tax, head office overheads,

indirect staff costs and olher costs not specifically and directly ascribable solely fo the
provision of the Sepvices.

if Scheduwle 2 expressly provides that the Authority may be charged for plant which is on
standby then if plant was waiting to be fransferred between Premises or if the Authority has

instructed that the plant is retained on the Premises then a standby charge of 60% of agreed
rates may be made in respect of such relevant periods if supporied by timesheets.

The Authority shall not pay a stand-by rate i plant is on standby because no work was being
carried out on the Prenuses al that time or no operalor of other relevant siaft were available
{unless the standby 18 because the Supplier is awaiting Hcensing of the Premises oft the
Authority's instructions).

The Authnrity shaltniot pay Tor plant or equipment which is stood down during any notice period
pursuant to clauses H1, H2 and/or H3 and the Supplier shall mitigate such costs as far as is
reasonably possible, for example, by reutilising Stafl, plant, materials and services on other
cantracts.

The Supplier may claim expenses only if they are clearly ideniified, supported by original
receipts and Approved.

i the Authority pays the Suppilier prior fo the submission of a Valid invoice this payment is on
account of and deductible from the next payment to be made.

It any overpayment has been made or the payment of any part is not supported by & Valid
fnvoice the Authority may recover this payment against fulure involces raised or directly from

the Supplier. Al payments made by the Authority to the Suppller are on an interin basis

pending final resolution of an account with the Supplier in accordance with the terms of this
clause C1.

The Suppher shalt

{a) add VAT lo the Price at the prevailing rate as applicable and show the amount of VAT
payable separately on all invoices as an extra charge. If the Supplier fails 10 show VAT on an
invoice, the Authority is not, at any later date, iable lo pay the Supplier any additional VAT;

{h} ensure that a provision is included in ali Sub-Contracts which requires payment to be
made of all sums due to Sub-Contractors within 30 days from the receipt of a valid invoice;
and
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{cl notsuspend the Services uniess the Supplier is entitied o terminate the Contract under
clause H2.3 for fallure 1o pay undisputed sums of ihoney.

Ct1.14  The Supplier indemnifies the Authority on a continuing basis against any Hability, including
any interest, penallies or cosls incurred, which is levied, demanded or assessed on the
Authority at any time in respect of the Supplier's failure to account for or 1o pay any VAT
relating to payments made {o the Supplier under the Contract. Any amounts due under this
clause £1.14 shall be paid by the Supplier to the Authorily not less than & Working Days
before the date upon which the tax or other liabiiity is payabie by the Authority.

C1.15  The Authority shall:

{al  in addition {o the Price and following receipt of a Valid Invoice, pay the Bupplier a sum
equal to the VAT chargeable on the value of the Services supplied in accordance with the
Contract;

{b} pay all sums due to the Supplier within 30 days of receipt of a Valid Invoice unless an
alternative arrangement has been Approved.

C1.16  Any late payment of undisputed invoices by the Authority will be subject to interesi at the rale
of a maximum of 3% above the base rate from time o time of Barclays Bank.

C2  Recovery of Sums Due

C2.1  Hunder the Contract any sum of money is recoverable from or payable by the Supplier to the
Authority {inchuding any sum which the Supplier is liable to pay fo the Authority In respect of
any breach ofthe Confract), the Authority may unilaterally deduct that sum from any sum then
due, or which at any later ime may become due to the Supplier from the Authority under the.
Contract or under any other agreement with the Authority or the Crown.

£2.2  Apy overpayment by either Party, whether of the Price or of VAT or otherwise, is a sum of
money recoverable by the Party who made the overpayment from the Parly in receipt of the
overpayment.

€23 The Supplier shall make ali payments due to the Authority without any deduction whether by
way of sel-off, counterclaim, discount, abatement or otherwise unless the Supplier has a valid
court order requiring an amount equal to such deduction fo be paid by the Authorily to the
Supplier.

C24 Al payments due shall be made within a reascnable time unless otherwise specified in the
Contract, in cleared funds, 1o such bank or building sociely account as the recipient Parly may
from time to time direct,
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3 Price During Extension

Subiect to Schedule 2 and clause F4 (Change), the Price applies for the Initial Term and unti
the end of any Extension or such earlier date of termination or partial fermination of the
Contract in accordance with the Law or the Coniract.

L. PROTECTION OF INFORMATION

D1 Ayuthority Data

D11 The Supplier shall:

(@)

{b)

(c)

()

{e)

it

9

{n}

not store, copy. disclose, or use the Authority Dala excepl as necessary for the
performance by the Supplier of its obligations under the Contract or as otherwise
Approved;

preserve the integrity of Authority Data and prevent the corruption or foss of Authority
Daia;

not delete or remove any proprietary notices contained within or relating to the Authority
Data;

to the extent that Authority Dala is held and/or processed by the Supplier, supply

Authority Data fo the Authority as requested by the Authority in the format specified in

the Specification;

perform secure back-ups of all Authority Data and ensure that up-lo-date hack-ups are
stored securely off-site. The Supplier shall ensure that such back-ups are made

available 1o the Authority within four hours of request;

ensure thal any system on which the Supplier holds any Authority Data, including back-
up data, Is a secure sysiem that complies with the Securily Policy Framewark,

identify,-and disclose o the Authority on request those members of Staff with access o
or who are involved in handling Authority Data;

on request, give the Authority details obits policy for reporting, managing and recovering
from information risk incidents, including losses of Personga Dala, and 18 procedures for

reducing risk;

notify the Authority immediately and inform the Authority of the remedial action the
Supplier proposes 1o take if it has reason fo belleve that Authority Data has or may
hecome corrupted, st or sufficiently degraded inany way for any reason; and

comply with Schedule 8 {Security Requirements and Policy).

D12 i Authority Data is corrupted, lost or sufficiently degraded as a resulf of the Supplier's Default
80 as to be unusable, the Authorily may:
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D2

B2.1

P22

{a)

{v)

require the Supplier {at the Supplier's cost) fo restore or procure the resioration of
Authority Data and the Supplier shall do so promptly; and/or

itself restore or procure the restoration of Authority Data, and be repaid by the Supplier
any reasonable costs incurred in doing so.

Data Protection and Privacy

The Parties acknowledge that for the purposes of Data Proteclion Legisiation:

{a1} both Parties are Juint Controliers of Offender Personat Dala (fo be processed as per

Schedule 9 Part A);

{b} the Authority is the Data Confroller and the Supplier is the Data Processor of the Authority

Data {subject to clause D2.1{c) below}, {lo be processed as per Schedule § Part B), and,

{t) the Supplier is the Data Controller and the Authority is Data Processor of Sialf Personal
Data {fo be processed as per Schedule 8 Parl ).

The Supplier shall:

(@)

(b}

{C}

notify the Authority immediately If # considers any Authority instructions infringe the Data
Protection Legisiation;

at its own cost, provide all reasonabile assistance to the Authority in the preparation of
any Data Protection impact Assessment prior o starling any processing. Such
assistance may, at the Authorily's discretion, include:

1) a systematic description of the envisaged processing operations and the
purpose of the processing;

i an assessment of the necessity and proportionality of the processing operations
in relation 1o the Services;

Yy an assessment of the risks o the rights and freedoms of Data Subjects; and

v} the measures envisaged fo address the risks, Including safeguards, security
measures and mechanisms {o ensure the protection of Personal Dala

in relation fo any Personal Data processed in connection with its obligations under the.
Contract:

i process that Personal Data only in accordance with Schedule 9 unless the
Supplier is required to do otherwise by Law. If it is so required the Supplier shall
promptly nofify the Authority before processing the Personal Data uniess

prohibited by Law;

i) ensure that it has in place Protective Measures which are appropriate to prolect
against a Data Loss Event having taken account of the nature of the data to be
protected, harm that might result from a Data Loss Event, the state of
technological development and the cost of implementing any measutes
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(dy ensure that

i} Siaff do not process Personal Data except in accordance with the Contract {and
in particuiar Schedule ;

i} itiakes all reasonable steps fo ensure the reliabiiity and inlegrily of any Staff who
have access 1o Personal Data and ensure that they:

A) are aware of and comply with the Supplier's duties under this clause D2;

B) are subject to appropriate confidentiality underfakings with the Supplier
or any Sub-processor;

Ci are informed of the confidential nature of the Personal Data and do not
publish, discipse or divuige any of the Personal Data to any thirg parly
unless directed in writing 1o do so by the Authorily or as permitied by the
Contract;

D) have undergone adequale iraining In the use, care, protection and
handiing of the Personal Data

{e} not ransfer Personal Data outside the EU unfess Approved and:

i) the Autharity or the Supplier has provided appropriate safeguards in relation
1o the transfer (whether in accordance with GDPR Articie 46 or 5.75 of the
DPA) as determined by the Authority;

i) the Data Subject has enforceable rights and effective tegal remedies;

i) the Supplier complies with s obligations under the Data Protection
Legistation by providing an adequate tevel of protection 10 any Personal Data
that is ransferred (or, if it is not so bound, uses its best endeavouwrs to assist
the Authority in meeting #s obligations): and

vy the Bupplier complies with any reasonable instructions nolified to i in
advance by the Authority with respect 1o the processing of the Personal Data

{fy  atthe wrilten direction of the Authority, delete or return Personal Data {and any coples
of it} fo the Authority on termination of the Contract unless the Supplier is required by
Law to retain the Personal Data;

(g} subject to clause D23, nofify the Authority immediately (via emait fo
data.compliance@justice.gov uk and Approvedpremises@iustice.gov.uk) ifi

i} receives a Data Subject Reques! {or purported Data Subject Requesty;
1} receives a request to rectify, block or erase any Personal Data;

i) receives any other request, complaint of communication relating fo either
Party's obiligations under the Data Proteclion Legisiation;
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D2.4

B25

B26

B2.7

vy receives any communication from the information Commissioner or any
other regulatory authorily in connection with Personal Data processed under
the Coritract

V) receives a reguest from any third parly for disclosure of Personal Data where
comphiance with such request is required or purported to be required by Law,
of

i) becomes aware of a Dala Loss Event,

The Supplier's obligation to notify under clause D22 {g) includes the provision of further
information to the Authorify in phases as details become available.

Taking info account the nature of the processing, the Supplier shall provide the Authority with
full assistance in relation {o either Parly’s obligations under the Data Protection Legisiation
and any complaint, communication or request made under clause D2.2 (g} {and insofar as
nossibie within the timescales reasonably requiired by the Authority) including by promptly
providing:

{a) the Authority with full detalls and copies of the complaint, communication of request;

{b) such assistance as is reasonably requested by the Authority 1o enable the Authorily to
comply with a Data Subject Request within the relevant timescales set out in the Data
Protection Legisiation;

oy the Authority, atits request, with any Personat Data i holds in relation 1o & Data Subject

{d} assistance as requested by the Authority following any Data Loss Event; and

(&) assistance as reguesied by the Authority wilh respect o any request from the
Information Commissioners Qffice or any consuliation by the Authority with the
information Commissioner’'s Office.

The Suppier shall maintain complete and accurate records and information io demonstrale
its compliance with this clause D2, This requirement does not apply if the Supplier emplays

fewer than 250 people unless the Authorily determines that the processing:

{8} s not occasional;
(b} ncludes special categories of data as referred to in Article 901 of the GDPR or Personal

Data relating to criminal convictions and offences referred {o in Article 10 of the GDPR;
and

(¢} s likely 1o result in a risk o the rights and freedoms of Data Subjects.

The Supplier shall aliow audils of its Data Processing activity by the Authority or the Authority's
designated auditor,

The Supplier shall designate a Data Protection Officer if required by the Data Protection
{egistation.
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D2.9

22,10

2211

D212

Before allowing any Sub-processor o process any Personal Data in connection with the
Contract, the Supplier shall:

(@} notify the Authority in writing of the intended Sub-processor and processing:
(b} oblain Approval;

(o enter into a written agreement with the Sub-processor which gives effect to the terms set
out in this clause D2 such thal they apply (o the Sub-processor; and

() provide the Authority with such information regarding the Sub-processor as the Authority
reasonably requires.

The Supplier remains fully tiable for the acts and omissions of any Sub-processor.
Notwithstanding the provisions of clause F4, the Authority may, at any time on not less than
30 Working Days' notice, revise this clause D2 by replacing it with any applicable controller to
processor standand clauses or similar terms forming part of an applicable certification scheme
{which shall apply when incorporated by attachment fo the Contract).
The Parties shall take account of any guidance published by the information Commissioner's
Office and, notwithstanding the provisions of clause F4, the Authority may on not less than 30
Working Days’ notice to the Supplier amend the Coniract to ensure that it complies with any
guidance published by the Information Commissioner's Office.
in relation to Personal Data processed for Law Enforcement Purposes, the Supplier shall:
{a} maintain logs for its automated processing operations in respect of:

i} coliection;

i Ateration;

i} consuitation;

v) disclosure (including fransfers);

V) combination; and

vi) Srasure.

{logether the “Logs”}.
{b) ensure that
i the Logs of consuiiation make it possible to establish the jusiification for, and

date and time of, the consultation; and as far as possible, the identity of the
person who consuited the data;

i the Logs of disclosure make it possible to establish the justification for, and
date and ime of, the disclosure; and the identity of the recipients of the dala;.
and
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iii} the Logs are made available to the information Commissioner's Office on
request

{c} use the Logs only to:
iy verity the lawiulness of processing,

it) assist with self-monitoring by the Authority or (as the case may be) the
Supplier, including the conduct of internal disciplinary proceedings;

i ensure the integrity of Personal Data; and
) assist with criminal proceedings

{4 as far as possible, distinguish between Personal Data based on fact and Personat Data
based on personal assessments; and

(e} where relevant and as far as possible, maintain a clear distinction between. Personal
Data relating to different categories of Data Subiject, for example:

i} persons suspected of having committed or being about 1o commit a criminal
offence;
i persons convicted of a chiminat offence;

It} persons who are or maybe victims of a criminal offence; and
) witnesses or other persons with information about offences.
B2.13  This clause D2 applies during the Tenm and indefinitely affer its expiry.
D3  Official Secrets Acts and Finance Act
3.1 The Supplier shall comply with:
{a} the Official Secrets Acts 1811 to 1989, and
(b} section 182 of the Finance Act 1989.
D4 Confidential Information
D41 Exceptiothe extent set outin this clause D4-or If disclosure or publication is expressly allowed
elsewhere in the Contract each Party shail treal all Confidential information belonging to the
other Parly as confidential and shall not disclose any Confidential information belonging to the
other Party to any other person without the other Party’s consent, except o such persons and
1o such extent as may be necessary for the performance of the Parly's obligations under the
Contract.
D42  The Supplier herehy gives its consent for the Authority to publish the whole Contract (bt with

any information which is Confidential Information belonging fo the Authority redacted)
inchuding from time to time agreed changes (o the Contract, to the general public.
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D44

P45

D4 b

247

B48

Y required by the Authority, the Supplier shall ensure that Staff, professional advisors and
consuitants sign a non-disclosure agreement prior to commencing any work in connection with
the Contract in a fonm approved by the Authorily. The Supplier shall maintain a list of the non-
disciosure agreements completed in accordance with this clause D4.3.

i requested by the Authority, the Suppiier shall give the Authority a copy of the list and,
subsequently upon request by the Authority, copies of such of the listed non-disclosure
agreements as required by the Authority. The Supplier shall ensure that Staff, professional
advisors and consultants are aware of the Supplier's confidentiality obligations under the
Condract.

The Supplier may disclose the Authority's Confidential Information only to Staff who are
directly involved in providing the Services and who need o know the information, and shall
ensure that such Siall are aware of and shall comply with these obligalions as fo
confidentiality.

The Supplier shall not, and shall procure that the Staff do not, use any of the Authority’s
Confidential information received otherwise than for the purposes of the Contract.

Clause D4.1 shall not apply to the extent that:

{8} such disclosure is a requirement of Law placed upon the Party making the disclosure,
including any requirsments for disclosure under the FOIA or the EIR;

{  such information was In ihe possession of the Party making the disclosure without
- obligation of confidentiality prior to its disclosure by the information owner;

{cy  such information was cblained from a third party without obligation of confidentiality;

{d} such information was already i the public domain & the time of disclosure otherwise
than by a breach of the Condract; or

(€} 1 Is independently developed without access to the other Parly's Confidential
information.

Nothing in clause D4, 1 prevents the Authority disclosing any Confidential information obtained
from the Supplier:

{ay for the purpose of the examination and certification of the Authority's accaunts;

tb)  for the purpose of any examination pursuant o section 6(1) of the National Audit Act
1883 of the economy, efficiency and effectiveness with which the Authority has used is
resources;

{c} to Parliament and Parliamentary commitiees;

{d} toany Crown Body or any Contracting Authority and the Supplier hereby acknowledges
that aft Government departimenis or Confracting Autharities receiving such Confidential
information may further disclose the Confidential Information to other Government
depariments or other Contracting Authorities on the basis that the information is
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confidential and is not o be disclosed o a third party which i8 not part of any
Government department o any Conlracting Authority; of

{e} toany consultant, contractor or other person engaged by the Authority

provided that in disclosing information under clauses D4 8 {d) and (e) the Authority discloses
only the information which is necessary for the purpose concerned and requests that the
irfarmation is trealed in confidence and that a confidentiality undertaking is given where
appropriate,

Nothing in clauses D4.1 to D4.6 prevenis either Parly from using any techniques, ideas or
Know-How gained during the performance of its obligalions under the Contract in the course
of its normal business, 1o the extent that this does not rasult in a disclosure of the other Party’s
Confidential information or an infringement of the other Party's Intellectual Property Rights.

The Authority shall use reasonable endeavours to ensure that any Governmaent depariment,
Contracting Authority, employee, third party or Sub-Contractor to whom the Supplier's
Confidential Information is disclosed pursuant to clause D4 .8 is made aware of the Authority's
obligations of confidentiality.

if the Supplier does not comply with clauses D4.1 fo D4.8 the Authority may terminate the
Contract immediately on notice.

To ensure that no unauthorised person gains access o any Confidential information or any

dada obtained in the supply of the Services, the Supplier shall maintain adequate security

arrangements that meet the requirements of professional standards and best practice.

The Supplier shall:

{a} immediately notify the Authorily of any breach of security in relation {o Confidential
information and all data obiained in the supply of the Services and will keep a record of
such breaches;

(b}  use best endeavowrs to recover such Confidential information or data however it may
be recorded;

{£) co-operate with the Authorily in any investigation as a resull of any breach of
sacurity in relation to Confidential information or data; and

{dy at its own expense, alter any security systems al any lime during the Term at the
Authority's request if the Authorily reasonably believes the Supplier has failed o
comply with clause D4.12.

Freedom of information

The Supplier acknowiedges that the Authority is subject to the requirements of the FOIA and
the EIR.

The Supplier shall:

{a} transfer to the Authorily all Requests for information that i receives as soon as
practicable and in any event within & maximum of 2 Working Days of receipt;

4
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by

{c}

()

give the Authority 2 copy of all information in its possession or conirol in the form that
the Authority requires within 5 Working Days (or such other pericd as the Authority
may specify) of the Authority's request;

provide all nacessary assistance as reasonably reguested by the Authority (o enable
the Authorily to comply with iis obligations under the FOIA and EIR; and

not respond direclly to a Request for Information unless authorised (o do so in writing
by the Authority.

The Authority shail determine in its absolute discretion and notwithstanding any other
provision in the Contract or any other agreement whether the Commercially Sensilive
information and any other Information is exempt from disclosure in accordance with the FOIA
andforthe EIR.

Publicity, Media and Official Enquiries

The Supplier shall not

{a)
by

{c)

make any press announcements or publicise the Coniract or its contents in any way;

use the Authority’'s name, brand or fogo in any publicity, promuotion, marketing or
announcement of order; or

use the name, brand or logo of any of the Authority’s agencies or arms-fength bodies in
any publicity, promotion, marketing or announcement of orders

without Approval,

Each Party acknowledges that nothing in the Condract sither expressiy or impliedly constitutes
an endorsement of any products or services of the other Party {including the Services and the
ICT Erwironment) and each Party shall not conduct itself in such a way as 1o jmply o express
any stch approval or endorsement.

The Supplier shall use reasonable endeavouwrs 1 ensure that s Staff and professional
advisors comply with clause D6.1.

INTELLECTUAL PROFPERTY

Inteilectual Property Rights

Al Intellectual Property Rights in:

{a)
(b}

the Resuits: or

any guidance, specifications, reports, studies, instructions, toolkits, plans, data,
drawings, databases, palents, pallemns, models, designs or other material which is
furnished to or made available to the Supplier by or on hehalf of the Authority {fogether
with the Results, the "IP Materials”) shall vest in the Authority (save for Copyright and
Dalabase Rights which shall vest in Her Majesty the Queen) and the Supplier shall not,.
and shall ensure that the Siaff shall not, use or disclose any 1P Materials without
Approval save 10 the extent necessary for performance by the Supplier of its obligations
under the Contract.
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E1.2  The Supplier hereby assigns:

{a} to the Authority, with fuli tile guaraniee, all intellectual Property Rights (save for
Copyright and Database Rights) which may subsist in the P Malerials. This assignment
shail take effect on the dale of the Contract or (in the case of rights arising after the dale
of the Contract) as a present assignment of fullire rights that will take effect immediately
on the coming into existence of the intelleciual Property Righis produced by the
Supplier; and

{by 10 Her Majesty the Queen, with full title guarantee, all Copyright and Database Rights
which may subsist in the [P Malerials

and shall execule all documents and do all acls as are necessary 1o execute these
assignments.

E13  The Supplier shall:

{a} waive or procure a waiver of any moral rights held by it or any third parly in copyright
material afising a8 a result of the Conlract or the performance of its obligations under
the Coniract;

fby  ensure that the third-party owner of any intellectual Properiy Rights that are or which
may be used to perform the Services grants to the Authority a non-exclusive licence or,
if isell a ficensee of those rights, shall grant to the Authorily an authorised sub-licence,
to use, reproduce, modify, develop and maintain the intellectual Property Rights in the
same. Such ficence or subdicence shall be non-exclusive, perpetual, royalty-free,
worldwide and irrevocable and include the right for the Authority to sub-license, fransfer,
novate of assign o other Confracting Authorities, the Crown, the Replacement Supplier
or to any other third parly supplying goods and/or services to the Authority
{"indemnified Persons”);

{c)  notinfringe any Intelleciual Property Rights of any third party in suppiying the Services,
and

{d} during and after the Term, indemnify and keep indemnified the Authority and indemnified
Parsons from and against all actions, suils, claims, demands, losses, charges,
damages, costs and expenses and other labilities which the Authority and indemnified
Persons may suffer or incur as a result of of in connection with any breach of this clause
E1.3, except to the extent that any such claim results directly from:

i) items or materials based upon designs supplied by the Authority; or

i) the use of dala supplied by the Authority which is not required to be verified by
the Supplier under any provision of the Confract.

£1.4  The Authority shall notify the Supplier in writing of any claim or demand brought against the
Authority or Indemnified Person for infringement or alleged infringement of any intellectual
Property Right in materials supplied andfor licensed by the Supplier {o the Authority.
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The Supplier shall at its own expense conduct ail pegotiations and any fitigation arising in
connection with any claim, demand or action by any third party for infringement or alleged
infringement of any third party Intellectual Property Rights {whether by the Authority, the
Supplier or indemnified Person) arising from the performance of the Supplier's obligations
under the Contract (“Third Party IP Claim"), provided that the Suppiier shall af all fimes:

{a) consull the Authority on all material issues which arise during the conduct of such
litigation and negotiations;

{h)  lake due and proper account of the interests of the Authority; and

{c} not setlle or compromise any claim without Approval (not o be unreasonably withheld
or delayed).

The Authority shall, -at the request of the Supplier, afford o the Supplier all reasonable
assisiance for the purpose of contesting any Third-Party 1P Clalm and the Supplier shall
indemnily the Authorily for alt costs and expenses {including, but not limited {o, legal costs
and dishursements) incurred in doing so. The Supplier is not required to indemnify the
Authority under this clause E1 In refation 1o any costs and expenses to the extent that such
arige direclly from the matters referred to in clauses E1.3 (d) i} and ii).

The Authority shall not, without the Supplier's consent, make any admissions which may be
prejudicial to the defence or seltfernent of any Third-Parly 1P Claim.

if any Third-Party 1P Claim is made or in the reasonabile opinion of the Suppiier is likely o be
made, the Supplier shall notify the Authority and any relevant indemnified Person, at ifs own
expense and subject to Approval (not fo be unreasonably withheld or delayed), shall (without
prejudice to the rights of the Authority under clauses E1.3 (b} and GZ2.1 {g}) use ils best
ENdeavours to:

{a} modify any or al of the Services without reducing the performance or functionality of the
same, or substitute alternative services of equivalent performance and functionality, so
as to avoid the infringement or the alleged infringement; or

(b}  procure a ficence 1o use the intellectual Property Rights and supply the Services which
are the subject of the alleged infringement, on lerms which are acceptabie lo the
Authority

and if the Supplier is unable to comply with clauses E1.8 {a) or {b) within 20 Working
Days of receipt by the Authority of the Supplier's nolification the Authority may terminate
the Coniract immediately by nolice to the Supplier.

The Supplier grants to the Authority and, if requested by the Authority, to a Replacement
Supplier, a royally-free, irrevocable, worldwide, non-exclusive ficence (with a right fo sub-
license) to use any Intellectual Property Rights that the Supplier owned or developed prior to
the Commencement Date and which the Authority {or the Repiacement Supplier) reasonably
requires in order for the Authorily 1o exercise iis rights under, and receive the benefit of, the
Contract {inchuding, without limitation, the Services).

CONTRIL OF THE CONTRAGT
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F2.1

Comract Performance

The Suppilier shall immediately inform the Authority if any of the Services are not being or are
unabie to be performed, the reasons for non-performance, any corrective action and the date
by which that action will be compieted.

Al ar around 6 Months from the Commencemernt Dale and each anniversary of the
Commencement Date thereafer, the Authority may carry out a review of the performance of
the Supplier {a “Review™). Without prejudice 10 the generality of the foregoing, the Authority
may in respect of the period under review consider such ilems as {but not limited {o):

a)  the Supplier's delivery of the Services;

by  the Supplier's contribution o innovation in the Authorily; whether the Services provide
the Authority with best vailue for money, consideration of any changes which may nead
o be made o the Bervices;

¢} areview of fulure requirements in refation 1o the Services; and
i) progress against key milestones.

The Supplier shall provide at its own cost any agsistance reasonably required by the Authority
to perform Reviews including the provision of data and information.

The Authority may produce a report {(a "Review Report”) of the resulls of éach Review staling
any areas of exceptional performance and areas for improvement in the provision of the
Services and where there 15 any shortfall in any aspect! of perfonnance reviewed as against
the Authority's expectations and the Supplier's obligations under the Contract.

The Authority shall give the Supplier a copy of the Review Report (if applicable). The Authority
shall consider any Supplier comments and may produce a revised Review Report.

The Supplier shall, within 10 Working Days of receipt of the Review Report {revised as
appropriate) provide the Authority with a plan to address resolution of any shoftcomings and
implementation of improvements identified by the Review Report.

Actions required to resclve shorfcomings and implement improvements {either as a
consequence of the Supplier's failure to meet its obligations under the Contract identified by
the Review Report, or those which result from the Supplier's tallure to meet the Authority’s
expeciations notified to the Supplier or of which the Supplier cught reasonably 1o have been
aware) shall be implemented at no extra cost 1o the Authority.

Remedies

if the Authority reascnably believes the Supplier has committed a Material Breach it may,
without prejudice to its rights under clause H2 {Termination on Default), do any of the
following:

{a) without terminating the Contract, itself supply or procure the supply of all or part of the
Services untlt such fime as the Supplier has demonstrated to the Authorily's reasonable
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satisfaction that the Supplier will be able 1o supply the Services it acocordance with the
Specification;

(b  without ferminating the whole of the Contract, terminale the Condract in respect of part
of the Services only (whereupon a corresponding reduction in the Price shall be made)
and thereafter itself supply or procure a third party to supply such part of the Services;

{c) withhold or reduce payments 1o the Supplier in such amount as the Authority reasonably.
deems appropriate in each particutar case; andfor

{d} terminate the Conlract in accordance with clause H2.
Without prejudice to its right under clause C3 {Recovery of Sums Dug), the Authorily may

charge the Supplier Tor any costs reasonably incurred and any reasonable administration
costs in respect of the supply of any pari of the Services by the Authority or a third parly io the

extent that such costs exceed the payment which would otherwise have been payable to the

Supplier for such part of the Services.

if the Authority reasonably befieves the Supplier has failed to supply all or any part of the

Services in accordance with the Condract, professionat or Good Industry Practice which could
reasonably be expected of a compelent and suitably qualified person, or any legisiative or
regulatory requirement, the Auwthority may give the Supplier notice specifyving the way in which
its performance falis short of the requirements of the Contract or is otherwise unsatisfactory.

{f the Supplier has been notified of a failure in accordance with clause F2.3 the Authority may:

{a) direct the Supplier to identify and remedy the failure within such lime as may be specified
by the Authority and to apply all such additional resources as are necessary o remedy
that fallure at no additional charge o the Authority within the specified timescale; andfor

{by withhold or reduce payments {0 the Supplier in such ampunt as the Authority deems
appropriate in each particular case untll such fallure has been remedied o the
satisfaction of the Authority.

if the Supplier has been notified of 3 failure in accordance with clause F2.3, i shall:

{a) use all reasonable endeavours to immediately minimise the impact of such failure to the
Authority and to prevent such failure from recurring; and

{b} immediately give the Authority such information as the Authority may request regarding

what measures are being taken {o comply with the obligations in this clause F2.5 and
the progress of those measures untit resolved to the satisfaction of the Authosity.

if having been notified of any Tailure, the Supplier does not remedy it in accordance with

clause F2.5 in the time specified by the Autharily, the Authority may treat the continuing failure

as a Material Breach and may terminate the Coniract immediately on notice 1o the Supplier.
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Transier and Sub-Contracting

Except where both clauses F3.9 and F3.10 apply, the Supplier shall not fransfer, charge,
assign, sub-contract or in any other way dispose of the Conlract or any part of it without
Approval. Alf such actions shall be evidenced in writing and shown to the Authority on request.
Sub-coniracting any part of the Contract does not relieve the Supplier of any of its obligations
or duties under the Caontract.

The Supplier is respensibie for the acts and/or omissionsg of its Sub-Contractors as though
they are its own. i it is appropriate, the Supplier shall provide each Sub-Contractor with a copy
of the Coniract and obtain written confirmation from them that they will provide the Services
fully In accordance with the Contract.

The Supplier shall ensure that Sub-Contractors retain all records relating to the Services for
at least 6 vears from the date of their creation and make them available to the Authority on
request in accordance with clause FS {Audit). {f any Sub-Contractor does not allow the
Authority access 1o the records then the Authority shall have no obligation to pay any claim or
invoice made by the Supplier on the basis of such documents or work carried out by the Sub-
Contractor.

i the Authority has consented to the award of a Sub-Coniract, the Supplier shall ensure that:
{a} the Sub-Contraci contains:
i a right for the Supplier to terminate the if the Sub-Coniractor does not
comply with its legal obligations in connection with Dala Protection
Legisiation, environmental, social or labour faw; and
i obligations no less onerous on the Sub-Coniractor than those on the
Supptier under the Contract in respect of data protection in clauses
bt and D2

(b} the Sub-Contractor includes a provision having the same effect as set out in this clause
F3.4 {a}in any Sub-Confract which if awards; and

{c} copies of each Sub-Contract are sent to the Authority immediately after their execution.
Uinless Approved atherwise, if the total value of the Coniract over the Term is, or is likely o
be, inexcess of £5,000,000, the Supplier shall, in respect of Sub-Contract opporiunities arising
during the Term from of in cohnection with the provision of the Services:

{a) advertise on Contracts Finder those that have a value in excess of £25 000,

(b} within 90 days of awarding a Sub-Contract, updale the notice on Contracts Finder with
details of the Sub-Contractor;

{c} monitor the number, type ang value of the Sub-Contract opportunities placed on
Contracts Finder and awarded during the Term;

{d} provide reports on the information in clause F3.5 () to the Authority in the format and
frequency reasonably specified by the Authority;
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promote Contracts Finder (0 I suppliers and encourage them to regisier on Conlfracts
Finder; and

ensyre that sach adverlisement placed pursuant to F3.6 (a) includes a full and detailed
description of the Sub-Coniract opportunity with each of the mandatory fields being
compileted on Conlracts Finder.

F3.6 The Supplier shall, at its own cost, supply to the Authorily by the end of April each year for the
previous Financial Year: '

{a)
)
{c)
{d}

the total revenue received from the Authority pursuant fo the Contract;
the iolal value of alt its Sub-Condracts;
the tofal value of iis Sub-Contracis withy SMESs; and

the folal value of s Sub-Coniracts with VC8Es.

F3.7 The Authority may from tilme o time change the format and the content of the information
required pursuant to clause F3.6,

F3.8 Hihe Authorty believes there are:

(&)

®)

compuisory grounds for excluding a Sub-Contractor pursuant fo reguiation 57 of the
Regulations, the Supplier shall replace or not appoint the Sub-Contractor; or

non-compuisory grounds for excluding a Sub-Contractor pursuant to regulation 57 of the
Regutations, the Authority may require the Supplier to replace or not appoint the Sub-
Contractor and the Suppilier shall comply with such requirement.

F3.9 Notwithstanding clause F3.1, the Supplier may assign to a third party (the "Assignee” the right
to receive payment of the Price or any part thereof due fo the Supplier {(including any interest
which the Authority incurs under clause C1 {Payment and VAT)). Any assignment under this
cltause F3.9 is subjecttor

{a)

)

{©)

reduction of any sums in respect of which the Authorily exercises its right of recovery
under clause C2 (Recovery of Sums Due);

all retated rights of the Authority under the Contract in relation 1o the recovery of sums

due but unpaid; and

the Authority recelving notification under both clauses F3.10 and F3.11.

F3.10 i the Supplier assigns the right to receive the Price under clause F3.9, the Supplier or the
Assignee shall notify the Authority in writing of the assignment and the date upon which the
assignment becomes effective.

F3.11  The Supplier shall ensure thal the Assignee notifies the Authority of the Assigneg’s contact
information and bank acocount details to which the Authority can make payment.

Fa.1Z2  Clause C1 continues fo apply in all other respects after the assignment and shall not be
arnended without Approval,
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F3.13 Subject to clause F3.14, the Authority may assign, novate or otherwise dispose of iis rights
and obligatioris under the Contract or any part thereaf {o:

{8} any Confracting Authority;

) any other body established or authorised by the Crown or under statute in order
substantially to perform any of the functions that had previously been performed by the
Authority; or

{c) any private sector body which substantially performs the functions of the Authority

provided that any such assignment, novation ar other disposal shall not increase the burden
of the Supplier's obligations under the Gontract.

F3.14  Anychange in the legal status of the Authority such thatl it ceases to be a Contracting Authority
shall not, subject to clause F3.15, affect the validity of the Confract and the Coniract shall bind
and ihure to the benefit of any successor body 1o the Authority.

F3.15 | the rights and obligations under the Coniract are assigned, novated or otherwise disposed
of pursuant o clause F3.13 to a body which is not a Confracting Authority or if there is 2
change in the legal stalus of the Authorily such that it ceases to be a Contracting Authorily (in
the remainder of this clause both such bodies being referred o as the “Transferee™}:

{a} the righis of termination of the Authorlly in clauses M1 and HZ2 are avatiable {o the
Supplier in respect of the Transferee; and

{b} the Transferee shall only be able to assign, novate or otherwise dispose of its rights and
obligations under the Contract or any part thereof with the pricr consent in writing of the
Stpplier.

F3.16  The Authority may disclose o any Transferee any Confidential information of the Supplier
which refates to the performance of the Supplier's obligations under the Confract. In such
circumstances the Authority shall authorise the Transferee to use such Confidential
information only for purposes relaling to the performance of the Supplier’s obligations under
the Contract and for no other purptse and shall 1ake all reasonable steps o ensure that the
Transferse gives a confidentiality undertaking in relation to such Confidential Information.

F3.17  Each Party shall al iis own cost and expense carry oul, or use all reasonabie endeavouwrs io
ensure the carrying oul of, whatever further actions {including the execution of further
documentis) the other Parly reasonably requires from fime to time for the purpose of giving
that other Party the full benefit of the Contract.

F4 Change

F4.1 After the Commencement Date, either Party may request a Change subject to the terms of
this clause F4.

F4.2  Either Party may request a Change by notifying the other Party in writing of the Change by
completing the Change Request Form set out in Schedule 3. The Parly requesting the Change
shialt give the other Party sufficient information and time 1o assess the extent and effect of the
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requested Change. If the receiving Party accepts the Change it shail confirm it in writing to the
nther Party.

i the Supplier is unabie 1o accept a Change requested by the Authority or if the Parties are
unable to agree a change to the Price, the Authority may:

(@) aliow the Supplier lo fulfil its obligations under the Contract without the Change; or

{t} terminate the Condract immediately except where the Supplier has already delivered all
or part of the Services or where the Supplier can show evidence of substantial work
belrg carried out fo fulfilt the requirements of the Specification; and in such case the.
Parties shall attempt 1o agree upon a resoludion 1o the matter. if a resolution cannot be
reached, the matler shall be dealt with under the Dispute Resolution procedure detailed
in clause 12 (Dispute Resolution).

A Change takes effect only when it is recorded in & CON validly executed by both Parties.

The Supptier is deemed o warrant and represent that the CNN has been executed by a duly

authorised representative of the Supplier in addition 1o the warranties and representations set

out in clause G2,

Claiises F4.4 and F4.5 may be varied in an emergency if it is not practicable to obtain the

Authorised Representative's approval within the ime necessary o make the Change in order

to address the emergency. in an emergency, Changes may e approved by a different
representative of the Authorily. However, the Authorised Representative may review such a
Change and require a CCN 1o be enterad inlo on a refrospective hasis which may ilself vary
the emergency Change.

Audiit
The Supplier shall:

(a} keep and maintain until 8 years after the end of the Term, or as long a period as may
be agreed between the Parties, full and accurate records of the Conltradt including the
Services supplied under i, 3l expenditure reimbursed by the Authorily, and aif
payments made by the Authority,

{by on request afford the Authority or the Authority's representatives such access 1o

thase records and processes as may be requested by the Authority in connection with
the Contract;

{c) rneke available to the Authority, free of charge, whenever requested, copies of audit
reports oblained by the Supplier in relation o the Services;

() allow authorised represeniatives of the Authorily andfor the National Audit Office fo

examine the Supplier's records and documents relaling to the Contract and provide
such coples and oral or written explanations as may reasaonably be required; and

{e} aliow the Comptrofler and Audiior General {and his appoinied representatives)
access free of charge during normal business hours on reascnable notice to all such
documents (including computerised documents and data) and other informalion as
the Comptrofier and Auditor General may reasonably require for the purposes of his
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financial audit of the Authority and for carrying out examinations info the economy,
efficiency and effectiveness with which the Authority has used iis resources. The
Supplier shall provide such explanalions as are reasonably required for these
PUrDOSes.

Fs5.2 The Authorty, acting by itself or through iis duly authorised representatives andfor the National
Audit Office, may, during the Term and for a period of 18 Months thereafter, assess
compliance by the Supplier of the Suppiier's obligations under the Contract, including to:

{a} verfy the accuracy of the Price and any other amounts payabie by the Authority under
the Contract;

{by verify the Open Book Datg;
{c) verily the Supplier's compliance with the Contract and applicable Law;

(d) identify or investigate actual or suspected fraud, impropriety or accounting mistakes or
any breach or threatened breach of securly and in these circumstances the Authority
has no obligation {0 inform the Supplier of the purpose or objective of its investigations:

(e} identify or investigate any circumstances which may impact upon the financial stabiity
of the Supplier and/or any guarantor or their ability to perform the Services;

{f)y oblain such information as is necessary o fulfil the Authority’s obligations o supply
information for pariiamentary, ministerial, judicial or administrative purposes;

{g) carry out the Autharily's internal and statutory audits and {o prepare. examine andfor
certify the Authority's annual and inferim reports and accounis,

(h)  enable the National Audit Office fo carry ot an examination pursuant to Seclion 8(1) of
the National Audit Act 1883 of the economy, efficiency and effectiveness with which the
Authorily has used its resources;

{1y verify the accuracy and completeness of any management information or reports
delivered or required by the Contract;

iy review the Supplier's compliance with the Authority's policies and standards; and/or
(K} review the integrity, confidentiality and security of the Authority Dala

and the Supplier (and its agents) shall permit access free of charge during normal business
hours on reasonable notice fo all such documents (including computerised documents and
data} and other information as the Authority {or those acling on iis behalf) may reasonably.
require for the purposes of conducting such an audil.

F2.3  The Authority shall during each audit comply with those securily, sites, systems and faciiities
operating procedures of the Supplier that the Authority deems reasonable and use its
reasonable endeavours o ensure thal the conduct of sach audit does not unreasonably
disrupt the Supplier or delay the provision of the Services. The Authority shall endeavowr o
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{but is neot pbliged o) provide al jeast 15 Working Days’ notice of iis intention 1o conduct an
audit.

FH.d  The Parties bear thelr own respective costs and expenses incurred in respect of compliance
with their obligations under clause F5, unless the audit identifies a8 material Default by the
Supplier in which case the Supplier shall reimburse the Authority for alf the Authorily’s
reasonable costs incured in connection with the audit.

. LIABILITIES

31 Liability, Indemnity and Insurance

G1.1  Neither Party limits its liability for:
{a) death or personal injury caused by its negligence;
{by  fraud or fraudulent nmiisrepresentation;

{¢) any breach of any obiigations implied by section 12 of the Sale of oods Act 1879 or
secton 2 of the Supply of Goods and Services Act 1882;

{d} any breach of clauses D1, D2 or D4 or Schedules 6 or §; or
{e) any liability to the extent it canno! be limited or excluded by Law.

1.2  Subject io clauses 1.3 and 1.5, the Supplier indemnifies the Authority fully against afl
claims, proceedings, demands, charges, actions, damages, costs, breach of statidory duty,
expenses and any other liabilities which may arigse out of the supply, or the {ate or purporied
supply, of the Setvices or the pefformance or non-performance by the Supplier of its
obligations under the Contract or the presence of the Supplier or any Staff on the Premises,
including in respect of any death or personal injury, foss of or damage fo property, financial
loss arising from any advice given or omitled 1o be given by the Supplier, or any other loss
which is caused directly by any act or omission of the Supplier,

1.3  From the second year of the Contract and subject to clause G1.1, the Supplier's aggregale
liability inn respect of the Contract does not exceed the Price payable in the previous catendar
year of the Contract. For the first vear of the Conlract, the Supplier's aggregate Hability in
respect of the Condract does not exceed the Price payable in the final calendar year of the
pravious contract for the Servicas.

G144  From the second year of the Contract and subject 1o clause G1.1 the Authority's aggregate
Hability in respect of the Contract does not exceed the Price payable in the previous calendar
vear of the Contract. For the first year of the Confract, the Authorily's aggregate fiability in
respect of the Contract does not exceed the Price payable in the final calendar year of the
pravious contract for the Services.

G1.5  The Supplier is not responsible for any injury, ioss, damage, cost or expense if and 1o the
extent that # is caused by the negligence or witful misconduct of the Authority or by breach by
the Authorily of ifs obligations under the Contract.
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(1.8  The Authority may recaver from the Supplier the following losses incurred by the Authority fo
the extent they arise as a result of a Defaull by the Supplier:

{a) any additional operational and/or administrative costs and expenses incurred by the
Authority, including costs relating to fime spent by or on behalf of the Authority in dealing
with the conseguences of the Default;

{b)  any wasted expenditure or charges;

{c) the additional costs of procuring a Replacement Supplier for the remainder of the Term
and or repiacement deliverables which shall include any Incremental costs associated
with the Replacement Supplier and/or replacement deliverables above those which
would have been payable under the Contract;

{d}  any compensation or interes! paid o a third party by the Authority; and

{e} any fine or panally incurred by the Authority pursuant (o Law and any costs incurred by
the Authorily in defending any proceedings which resut! in such fine or penaity.

G1.7  Subject to clauses G1.1 and G1.6, neither Party is liable o the other for any:
{a) loss of profits, wrnover, business opportunities or damage to goodwill; or
{b) indirect, special or consequential loss.

G1.8  Unless otherwise specified by the Authorily, the Supplier shall, with effect from the
Commencement Date for such perind as necessary to enable the Supplier 1o comply with its
obligations herein, take out and maintain with a reputable insurance company a policy or
policias of insurance providing an adequate level of cover in respect of all risks which may be
incurred by the Supplier, arising out of the Supplier's performance of its obligations under the
Cortract including

{ay ifrequired by the Authority, appropriate, professional indernnily insurance in the sum .of
not less than £5,000,000 (five million pounds) for any advice given by the Supplier o the
Authority;

{b}y cover for death or personal injury, loss of or damage o property or any other loss; and
()  employer's liability insurance in respect of Staff.

Such insurance policies shall be maintained for the duration of the Term and for a minimum
of 8 years Tollowing the end of the Term.

(1.9 The Supplier shall give the Authority, on request, copies of all insurance policies referred (o in
this clause or a broker's verification of insurance o demornstrate that the appropriate cover is
in place, together with receipts or other evidence of payment of the latest premiums due under
those policies.

G110 ¥ the Supplier does not have and maintain the insurances required by the Conlract, the
Authority may make alternative arrangemenis lo protect its interests and may recover the
costs of such arrangements from the Supplier.
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z1.11  The provisions of any insurance or the amount of cover shall not relieve the Supplier of any
fiabiliies under the Contract.

G1.12  The Supplier shall not take any action or fail to take any reascnable action, or {fo the extent
that it is reasonably within its power) permit anything to oceur in refation to the Supplier, which
would entile any insurer o refuse to pay any claim under any insurance policy in-which the
Supplier is an insured, a co-insured or additional insured person.

2 Warranties and Representations
G2.1  The Supplier warrants and represents on the Commencement Date and for the Term thak:

{a} it has full capacity and authority and all necessary consents o enter into and perform
the Contract and that the Contract is executed by a duly authorised representative of
the Suppiier;

(b} inenlering the Conlract, it has not committed any fraud;

{¢} as at the Commencement Date, all information contained in the Tender or other offer
made by the Supptier to the Authority remains frue, accurate and not misleading, save as
may have been specifically disclosed in writing (o the Authority prior o exacution of the
Contract and in addition, that i will advise the Authorily of any fact, matter or circumstance
of which it may become aware which would render such information to be false or
misleading;

{d) no claim is being asserted and no litigation, arbliration or administrative proceeding is in
progress of, to the best of ifs knowledge and beliel, pending or threatened against it or
any of its assets which will or might have an adverse effect on its abifity 1o perform its
ohligations under the Contract;

{&) itis not subject to any contractual obligation, compliance with which is likely to have a
material adverse effect on its ability to perfofm ifs obligations under the Confract;

{fy nopmoceedings or other steps have been taken and not discharged {(or, to the best of its
knowledge, are {hreatened} for the winding up of the Supplier or for its dissolution or for
the appointment of a receijver, administrative receiver, liquidator, manager, administrator
or simitar officer in relation to any of the Supplier's assetls or revenus;

{1y # owns, or has obtained or is able {o obtain valid licences for, all Intellectual Property
Rights that are necessary for the performance of #s obligations under the Coniract;

fhy  any person engaged by the Supplier shall be engaged on terms which do not entitle them
to any intellectual Property Right in any 1P Materials;

{B  inthe 3years {or period of existence if the Bupplier has not been in existence for 3 years)
prior to the date of the Contract;

i} it has conducted all financial accounting and reporting activities in compliance in all
material respects with the generally accepted accounting principles thatapply fo ¥
in any country where i files accounts;
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G2.2

&3

3.1

(3.2

H1

H19

)

(k)

i) i has been in full compliance with all applicable securities and tax laws and
reguiations in the jurisdiction in which it is established; and

#iy i has not deone or omitlad to do anything which could have a malerial adverse effect
on its assets, financial condition or posilion as an ongoing business concemn. or its
ability to fulfil its obligations under the Confract;

# has and will continue to hold all necessary (If any) reguiatory approvsis from the
Reguiatory Bodies necessary to perform its abligations under the Contract; and

it has notified the Authority it writing of any Occasions of Tax Non-Compliance and any
Hitigation In which it is involved that is in connection with any Occasion of Tax Non-
Compliance.

The Supplier confirms that in entering into the Contract # is not relying on any statements,
warranties or representalions given or made {whether negligently or innocently or whether
express or implied), or any acls or ornissions by or on behalf of the Authority in connection with
the sublect matter of the Confract except those expressly sei outin the Contract and the Suppiier
hereby waives and releases the Authority in respect thereof absolutely.

Tax Compliance

i, during the Term, an Occasion of Tax Non-Compliance occurs, the Supplier shall:

(a)
{0}

notify the Authority in writing of such fact within & Working Days of ifs ooccurrence; and
prompliy give the Authority:
1} details of the steps # is taking to address the Occasion of Tax Non-Compliance

and to prevent the same from recurring, together with any mitigating factors #
considers relevant; and

#)  such other information in relation to the Occasion of Tax Nop-Compliance as the

Authorily may reasonably require.

i the Suppiier or any Stalf are liable 0 be taxed in the UK or 10 pay NICs in respect of
wonsideration received under the Contract, the Supplier shall:

(8)

(o

DEFAULY, DISRUPTIC

at alt times comply with ITEPA and all other statutes and regulations relating to income
tax, and SSCBA and all other stalutes and regulations relating to NICs, In respect of that
consideration; and

indemnify the Authority against any income tax, NiCs and social security contributions

and any other liability, deduction, contribution, assessment or claim arising from or made
in connection with the. provision of the Services by the Supplier or any Siaff.

N AND TERMINATION

insoivency and Change of Control

The Authority may terminate the Coniract with immediate effect by notice and without
compensation to the Supplier if the Supplier is a2 company and in respect of the Supplier:
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(&)

(0}

{€)

{c)

(e}

&
@)

)

a proposal is made for a voluntary arrangement within Part § of the insolvency Act 1986
or of any other composition scheme or arrangement with, or assignment for the benefit
of, itg creditors;

a shareholders” meeting is convened for the purpose of considering a resolution that i
be wound up or a resolution for its winding-up is passed (other than as part of, and
exclusively for the purpose of, a bona fide reconstruction or amalgamation);

a petition is presented for its winding up (which is not dismissed within 14 days of iis
service} or an application is made for the appointment of a provisional liquidator or a
creditors’ meeting is convened pursuant 1o section 98 of the Insolvency Adt 1986;

a receiver, agministralive receiver or similar officer is appointed over the whole or any
part of ifs business or assets;

an application order s made either for the appointment of an administrator or for an
administration order, an administrator is appointed, or notice of intention to appoint an
administrator is given;

i is or becomes insolvent within the meaning of section 123 of the insalvency Act 1886;
being a “small company’ within the meaning of seclion 247(3) of the Companies Act
1985, a moratorium comes info force pursuant to Schedule AT of the Insolvency Act
1986; or

any event similar to those listed in H1.1 (a)-{g) occours under the law of any other
jurisdiction.

H1.2  The Authority may terminate the Confract with immediate effect by notice and without
compensation 1o the Supplier if the Supplier is an individual and:

(&)

{0}

{€)

(e

&}

an application for an interim order is made pursuant to sections 252-253 of the
insolvency Act 1986 or a proposal is made Tor any composition scheme or arrangement
with, or assignment for the benefit of, the Supplier's creditors;

8 petition is presented and not dismissed within 14 days or order made for the Supplier's
barnkruptey;

a receiver, or similar officer is appointed over the whole or any part of the Supplier's
assets or a person becomes entitled o appoint a receiver, or similar officer over the
whale or any part of his assets;

he is unable to pay his debls or has no reasonable prospect of doing so, in either case
within the meaning of section 268 of the Insolvency Act 1886;

a creditor or encumbrancer attaches or {akes possession of, or a disiress, execution,
sequestration or other such process is levied or enforced on or sued against, the whole
or any part of the Supplier's assets and such aftachment or process is not discharged
within 14 days;
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H1.3

H1.4

H1.5

(i he dies or is adiudged incapable of managing his affairs within the meaning of section
2 of ihe Mental Capacily Act 2005;

{g) hesuspends or ceases, of threatens o suspend or cease, to carry on all or a substantial
part of his business; or

(M any event similar o those listed in clauses H1.2(a) to (g) ocowrs under the law of any
other hurisdiction.

The Supplier shall notify the Authority immediately following a merger, take-cver, change of
cantrol, change of name or status including where the Supplier undergoes a change of control
within the meaning of section 1124 of the Corporation Taxes Act 2010 (*Change of Control”).
The Authority may ferminate the Contract with immediate effect by nolice and without
compensation 1o the Supplier within 6 Months of: '

{a) being notified that a Change of Conirol has ocourred; or

tby  where no notification has been made, the date that the Authority becomes aware of the
Change of Conirol

but is not permitied {o lerminate where Approval was granted prior to the Change of Control.

The Authority may lerminate the Contract with immediate effect by notice and without
compensation to the Supplier if the Supplier is a partnership and:

{a) a proposal is made for a volumary arrangement within Article 4 of the Insolvent
Parinerships Order 1894 or @ proposal is made for any other composition, scheme or
arrangement with, or assignment for the benefit of, #ts creditors; or

{h) a petition is presented for iis winding up or for the making of any administration ofder,
of an application is made for the appeintment of a provisional liguidator; or

{C} areceiver, or similar oificer is appointed over the whole or any par of its assets; or
{d} the partnership is deemed unable {o pay its debis within the meaning of section 222 or
223 of the insalvéncy Act 1986 as applied and medified by the Insolvent Parinerships
Order 1994; or
{ey any of the following occurs in relation to any of iis partners:
iy an application for an interim order is made pursuant to sections 252-253 of the
insolvency Act 1986 or a propesal is made for any composition scheme or
arrangement with, or assignment for the benefit of, his creditors;
{iy & petition is presented for his bankruptey; or

{iiy a receiver, or similar officer is appointed aver the whole or any part of his assets;

{f)  anyevent similar to those listed in clauses H1.4 {8) to (@) ocours under the law of any

other jursdiction.

The Authority may terminate the Contract with immediate effect by notice and without
compensation o the Supplier if the Supplier is 2 iimited liability partnership and:
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{&}) a proposal is made for a voluntary arrangement within Part | of the insolvency Act 1986
or a proposal is made for any other composition, scheme or arrangement with, or
assignment for the benefit of, its credifors;

{b) an application is made either for the appointment of an administralor or for an
administration order, an administrator is appointed, or notice of intention to appdint an
adrninistrator is given within Part § of the Insolvency Act 1886;

{c} any step is taken with a view to it being determined that it be wound up {other than as
part of, and exciusively for the purpose of, a bona fide reconsiruction or amailgamation)
within Part IV of the Insolvency Act 19886;

{d} & petition is presented for its winding up (which is not dismissed within 14 days of #3
servicey or an application is made for the appointment of a provisional liquidator within

Part IV of the Insolvency Act 1986;
{e)} areceiver, or similar officer is appointed over the whole ar any part of s assels; or

itis or becomes unable {0 pay its debis within the meaning of section 123 of the
insoivency Act 1086,

{g) amaoratorium comes into force pursuant to Schedule A1 of the insolvency Act 1986; ar

{hy  any evert similar to those listed in clauses H1.5 {8} {o (g) occurs under the faw of any
other jurisdiction.

H1.6  References tothe Insolvency Act 1886 in clause H1.5 (a) are references to that Act gs appliet
under the Limited Liability Partnerships Act 2000 subordinate legistation.

HZ? Default

HZ1  The Authority may terminate the Contract with immediate effect by notice if the Supplier
commits a Default and;

{a) the Suppiier has not remedied the Default fo the satisfaction of the Authority within 20
Working Days or such other period as may be specified by the Authority, after issue of
a notice specifying the Defaull and requesting it 1o be remedied;

b} the Defaull is not, in the opinion of the Authority, capable of reimedy; or
{c) the Defaull is 3 Material Breach.

H2.2  H through any Default of the Supplier, data transmitted or processed in connection with the
Contract is either lost or sufficiently degraded as to be unusable, the Supplier is liable for the

cost of reconstitution of that data and shall reimburse the Authority in respect of any charge
levied for iis transmission and any other cosls charged in connection with such Default.
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H2.3

H3

M4

H4.1

HS

HS5.1

Hb.2

HS.3

If the Authority fails to pay the Supplier undisputed sums of money when due, the Supplier
shall give notice to the Authority of its failure to pay. if the Authority Tails to pay such undisputed
sums within 90 Waorking Days of the date of such notice, the Supplier may terminate the
Contract with immediate effect, save that such right of lermination shali not apply where the
failure to pay is due 10 the Authority exercising its rights under clause C3.1 or to a Force
Majeure Event.

Termination on Notice
The Authority may terminate the Condract at any ime by giving 90 days’ notice to the Supplier.
Other Grounds
The Authority may terminate the Coniract if:

{a} the Coniract has been subject to a subsiantial medification which reguires a new
procurement procedure pursuant to regulation 72{8) of the Regutations;

{b} the Supplier was, at the time ihe Contract was awarded, in one of the situations specified
in regulation 87{1) of the Regulations, including as a resuit of the application of
regulation 57(2), and should therefore have been excluded from the procurement
procedure which resulted in s award of the Contract

{cy the Coniract should not have been awarded to the Suppller in view of a serious
nfringement of the obligalions under the Treaties and the Reguiations that has been
declared by the Court of Justice of the Eurppean Union in a procedure under Article 258
of the TFEU, or

{dy the Supplier has not, in performing the Services, complied with its legal obligations in
respect of environmental, social or labour law.

Consequences of Expiry or Termination

if the Authority terminates the Contract under clause H2 and makes other arrangements for
the supply of the Services the Authority may recover from the Suppher the cost reasonably
incurred of making those other arrangements and any additional expenditure incurred by {he
Authority throughout the remainder of the Term.

tf the Contract is terminated under clause H2 the Authority shall make no further payments to
the Supplier {for Services supplied by the Supplier prior o termination and in accordance with
the Contract but where the payment has yet to be made by the Authority), until the Authority
has esiablished the final cost of making the other arrangements envisaged under this clause
H5.

if the Authority terminates the Contract under clauses H3 or H4 the Authority shall make no
further paymenis 1o the Supplier excepl for Services supplied by the Supplier prior o
termination and in accordance with the Contract but where the payment has yet to be made
by the Authority.
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HbL4

H6

HE.1

HB.2

H6.3

HE.4

HE5

H7

H7.1

Save as olherwise expressiy provided in the Conlrach

{a) termihation or expiry of the Coniract shall be without prejudice to any rights, remedies
or obligations accrued under the Contract prior {0 termination or expiration and nothing
in the Contract prejudices the right of either Parly {o recover any amount cutstanding at
such fermination or expiry; and

(b} termination of the Contract does not affect the continuing rights, remedies or obligations
of the Authority or the Supplier under clauses €2 (Payment and VAT), C3 {Recavery of
Sums Due), DZ {(Data Prolection and Privacy), D3 {Official Secrets Acts and Finance
Act), D4 (Confidential Information), DB (Freedom of Information), E1 {Intellectual
Property Rights), FS (Audit), G1 {Liability, Indemnily and Insurance), Hb (Consequences
of Expiry or Termination), H7 (Recovery), H8 {Retendering and Handover), H8 (Exit
Management), H10 {(Knowledge Retention}, 16 {(Remedies Cumulative), 112 (Governing
Law and Jdurisdiction) and paragraph 8 of Scheduie 8.

Disruption

The Supplier shall take reasonable care 10 ensure that in the performance of its obligations.
under the Contract i does not disrupt the operations of the Authorily, Hs employees or any
oiher contracior employed by the Authority.

The Supplier shiall immediately inform the Authority of any actual or potential industirial action,
whether such achion be by its own employees of others, which affects or might affect its ability
at any time o perform its obligations under the Contract.

if there is industrial action by Staff, the Supplier shall seek Approval for iis proposals o
continue to perform its obligations under the Contract.

#f the Suppliers proposals referred lo in clause HE.3 are considerad insufficient or
unacceptable by the Authorify acting reasonably, the Confract may be lerminated with
immediate effect by the Authority.

{f the Supplier is unable to deliver the Services owing fo disruption of the Authority's normal
husiness, the Supplier may request a reasonable allowance of time, and, in addition, the
Authority will reimburse any additional expense reasonably incurred by the Supplier as a direct
resuit of stich disruption.

Recovery

On termination of the Contract for any reason, the Supplier shall at s cost:

{a) immediately return to the Authority alf Confidential Information, Personal Data and 1P
Materials in iis possession of in the possession or under the control of any permitied
suppliers or Sub-Contractors, which was oblained or produced in the course of providing
the Services;

{b) immediately deliver to the Authorily all Property (including materials, documents,
information and access keys) provided to the Supplier in good working order,

{c) Notused
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H7.2

H3

HE.1

HB.2

He.3

HB.4

HE8.S

HB.6

HB.7

HB.8

{d} assist and co-operate with the Authority to ensure an orderly transition of the provision
of the Services 1o the Replacement Supplier and/or the compistion of any work in
progress; and

(e} promptly provide all information concerning the provision of the Services which may
reasonably be requested by the Authority for the purposes of adequately understanding
the manner in which the Services have been provided and/or for the purpose of allowing
the Authority and/or the Replacement Supplier fo conduct due diligence.

if the Supplier does not comply with clauses H7.1 {a) and (b}, the Authorily may recover
possession thereof and the Supplier grants a licence o the Authorily or its appointed agents
o enter {for the purposes of such recovery) any premises of the Bupplier or ifs suppliers of
Sub-Contractors where any such items may be heid. ' '

Retendering and Handover

Within 21 days of being requested by the Authority, the Supplier shall provide, and thereafter
keep updated, in a fully indexed and catalogued format, all the information necessary to
enable the Authority 1o issue {ender documents for the fulure provision of the Services.

The Authority shall take all necessary precautions to ensure that the information referred to in
clause HB.1 is given only o potential providers who have qualified to tender for the future
pravision of the Services.

The Authority shall require that alt potential providers treat the information in confidence; that
they do not communicate if except to such persons within their organisation and o such extent
as may be necessary for the purpose of preparing a response (o an invitation to tender issued
by the Authority; and that they shall not use i for any other purpose.

The Supplier indemnifies the Aulhority against any claim made against the Authority at any
fime by any person in respect of any Hability incurred by the Authority arising from any
deficiency or inaccuracy in information which the Supplier i required 1o provide under clause
HB.1.

The Supplier shall allow access io the Premises in the presence of an authorised
representative, (o any person representing any polential provider whom the Authority has
selected 1o tender for the fulure provision of the Services.

If access is reqguired (o the Supplier's Pramises for the purposes of Clause H8.D, the Authorily
shal give the Supplier 7 days’ notice of a proposed visit fogether with a list showing the names
of alt persons who will be visiting. Their attendance shall be subject to compliance with the
Supplier's security procedures, subject to such compliance nol being In conflict with the
objectives of the visit.

The Supplier shall co-operate Tully with the Authority during any handover al the end of the
Contract. This co-operalion includes allowing full access to, and providing copies of, all
documents, reports, summaries and any other information necessary in order to achieve an
effective transition without disruption 1o routine operational requirements.

Within 10 Working Days of being requested by the Authority, the Supplier shall transfer to the
Authority, or any person designated by the Authorily, free of charge, all computerised filing,
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HS

HS.1

HY2

H2.3

HY.4

HE.b

H10

i

11

recording, documentation, planning and drawing held on software and ulilised in the provision
of the Services. The transfer shall be made in a fully indexed and catalogued disk format, o
operate on a proprietary software package identical {o that used by the Authority.

Exit Management

Orermination of the Contract the Supplier shall render reasonable assistance fo the Authority
to the extent necessary o effect an orderly assumption by a Replacement Supplier in
accordance with the procedure set out in clauses H9.2 to HB.A.

if the Authorily requires a continuation of alt or any of the Services on expiry or termination of
the Contract, either by performing them itself or by engaging a third party to perform them, the
Supplier shall co-operate fully with the Authority and any such third parly and shall take all
regsonable steps to ensure the timely and effective transfer of the Services without disruption
{o routine operational requirements.

The foliowing commercial approach shall apply to the transfer of the Services if the Supplier:

(@) does not have o use resources in addition 1o those normally used to deliver the Services
prior to lermination or expiry, there shall be no change to the Price; or

{b} reasonably incurs additional costs, the Parties shall agree a Change to the Price based
on the Supplier's rates either set oul in Schedule 2 or forming the basis for the Price.

Whern requested to do so by the Authority, the Supplier shall deliver to the Authority details of
all licences for software used in the provision of the Services including the software licence
agreements.

Within one Month of receiving the software licence information described in clause H9.4, the
Authority shall notify the Supplier of the Hcences | wishes {o be transferred and the Supplier
shall provide for the approval of the Authority a plan for licence transfer,

Knowledge Retention

The Supplier shall co-operate fully with the Authority in order to enable an efiicient and detailed
knowledge transfer from the Supplier to the Authority on the completion or earlier termination
of the Confract and in addition, 1o minimise any disruption 1o routine operational requirerments.
To facilitate this transfer, the Supplier shall provide the Authority free of charge with full access
to its Staff, and in addition, copies of all documents, reports, summaries and any other
information requested by the Authority. The Supplier shall comply with the Authority's request
for information no later than 15 Working Days from the date that thatl request was made.

GENERAL

Dispute Resolution

The Parties shalt attermpt in good faith Yo negotiate a settlement to any dispute belween them
arising out of orin connection with the Contract within 20 Working Days of either Party natifying

the other of the dispute and such efforts shall involve the escalation of the dispite o the
finance director of the Supphier and the commercial director of the Authority.
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1.2

1.3

1.4

1.5

1.6

Naothing in this dispute resolution procedure prevenis the Parties seeking from any court of
competent jurisdiction an interim order resiraining the other Party from doing any act or
compeiting the other Parly fo do any acl.

¥ the dispute cannot be resolved by the Parties pursuant to clause 1.1 either Party may refer
it o mediation pursuant fo the procedure set-oul in clause [1.5.

The ohligations of the Parties under the Confract shall not cease, or be suspended or delayed

by the reference of a dispute o mediation {or arbitration) and the Supplier and the Staff shall
comply fully with the requiremenis of the Contract at ali imes.

The procedure for mediation and consequential provisions refating 1o mediation are as follows:

{a) a neutral adviser or medialtor {the “Mediator”) shall be chosen by agreement of the
Parties or, if they are unable to agree upon a Mediator within 10 Working Days after a
request by one Party to the other or if the Mediator agreed upon is unable or unwilling
to-act, either Party shall within 10 Working Days from the date of the proposal (o appoint
a Mediator or within 10 Working Days of nolice to either Party that he is unable or
unwilling 0 act, apply to the Centre for Effective Dispule Resoclution {0 appoint a
Mediator;

(b} the Parties shall within 10 Working Days of the appointment of the Mediator mest with
him in order o agree a programme for the exchange of all relevant information and the
struciure 1o be adopted for negoliations. If appropriate, the Parties may at any slage
seek assistance from the Centre for Effective Dispute Resolution to provide guidance
on a suitable procedure;

{c) unless otherwise agreed, all negoliations connected with the dispule and any settlement
agreement relating o i shall be conducted in confidence and withow! prejudice to the
fights of the Parlies in any future proceedings;

{dy if the Parties reach agreement on the resolution of the. dispute, the agreement shall be
recorded in writing and shall be binding on the Parlies once |t is signed by their duly
authorised representatives;

{e} failing agreement, either of the Parlies may invite the Mediator 1o provide a non-binding.
but informative written opinion. Such an opinion shall be provided on a without prejudice
basis and shall not be used In evidence in any proceedings relating o the Condract
without the prior wiitten consent of hoth Parties; and

{fy if the Parties faill to reach agreement within B0 Working Days of the Medigtor being
appuoirded, or such longer period as may be agreed by the Parlies, then any dispute or
difference hetween them may be referred 1o the Cowrts unless the dispute is referred (o
arbitration pursuant to the procedures set out in clause 11.6.

Subject to clause 1.2, the Parties shall not institute court proceedings unti the procedures set

out in clauses 1.1 and 11.3 have been compieted save that

{a) ihe Authority may af any time before court proceedings are commenced, serve a notice
on the Supplier requiring the dispute o be referred to and resolved by arbitration in
accordance with clause 11.7;
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{b) if the Supplier inlends 1o commence court proceedings, it shall serve notice on the
Authority of s infentions and the Authority has 21 days following receipt of such notice
to serve a reply on the Supptlier requiring the dispute (o be referred 1o and resolved by
arbitration in accordance with clause 11.7; and

{c) the Supplier may request by nolice o the Authority that any dispute be referred and
resolved by arbilration in accordance with clause 11.7, o which the Authority may
consernt as it sees fit.

if any arbitration proceedings are commenced pursuant to clause 11.6:

{a) the arbifration is governed by the Arbiiration Act 1996 and the Authorily shall give a
netice of arbitration to the Supplier (the “Arbitration Notice”) stating:

{iy thatthe dispuie is referred o arbilration; and
{iy  providing details of the issues 10 be resolved;

{b} the London Court of International Arbitration (“LCIA™) procedural rules in force at the
date thal the dispute was referred fo arbilration in accordance with 11.7 () shatl be
applied and are deamed (0 De incorporated by reference (o the Contract and the decision
of the arbifrator is binding on the Parties in the absence of any material failure to comply
with such rules;

{c} the tribunal shall consist of a sole arbitrator 1o be agreed by the Parties;

{dy if the Parties fall o agree the appointment of the arbitrator within 10 days of the
Arbitration Notice being issued by the Authority under clause 11.7 (a) or if the person
appointed s unable or unwilling 1o act, the arbifrator shall be appointed by the LCIA;

{e} the arbitration procsedings shall take place in London and in the English language; and

{f)y the arbitration proceedings shall be governed by, and inferpreted in accordance with,
English Law.

Force Majeure
Subject o this clause 12, a Parly may claim relief under this clause 12 from lability for faiture

to meet its obligations under the Confract for as long as and only o the extent that the
performance of those obligations is direclly affected by a Force Majeure Event. Any failure or

delay by the Supplier in performing its obligations under the Confract which results from a

failure or delay by an agent, Sub-Contractor or supplier is regarded as due 1o a Force Majeure
Event only if that agent, Sub-Contractor or supplier is itself impeded by a Force Majeure Event
from complying with an obligation 1o the Supplier.

The Affected Party shall as soon as reasonably practicable issue & Force Majeure Notice,
which shall include delails of the Force Majeure Event, its effect on the obligations of the
Affected Patty and any action the Affected Party proposes to take to mitigate ifs effect.

if the Supplier is the Affected Party, # is not ertitied to claim relief under this Clause 12 to the

‘extent that consequences of the relevant Force Majeure Event:
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{a} are capable of being mitigated by any of the Services, but the Suppilier has failed o do
S0, andfor

(b} should have been foreseen and prevented or avoided by a prudent provider of services
siriiar o the Services, operating 1o the standards reguired by the Contract.

Subject 1o clause 12.5, as soon as practicable after the Affected Party issues the Force
Majeure Notice, and at regular intervals thereafler, the Parlies shall consult in good faith and
use reasonable endeavours o agree any steps {o be {aken and an appropriate timelable in
which those steps should be laken, to enable continued provision of the Sarvices affected by
the Force Majeure Event.

The Parties shall at all times following the occurrence of a Force Majeure Event and during its
subsistence use their respective reasonable endeavoirs 10 prevent and mitigate the éffects
of the Force Majeure Event. Where the Supplier is the Affecied Party, # shall {ake all steps in
accordance with Good Industry Practice {o overcome or minimise the consequences of the
Force Majeure Event.

I, as a result of 8 Force Majeure Event:

{a) an Affected Party falls to perform is obligations in accordance with the Contract, then
during the continuance of the Force Majeure Event:

i} the other Party is not entitied o exercise its rights to terminate the Contract in
whole or in part 35 a result of such faliure pursyant o clause H2.1 or H2.3; and

i) neither Parly is liable for any Default arising as a result of such failure;

{b) the Supplier falls to perform its obligations in accordance with the Confract 1 is enfitled
io receive payment of the Price {or a proportional payment of ity only 1o the extent that
the Services {or part of the Services) continUie to be performed in accordance with the
Contract during the ocourrence of the Force Majeure Event.

The Affected Party shall notify the other Parly as soon as practicable after the Force Majeure
Event ceases or nolohger causes the Affected Party to be unable to comply with its obligations
under the Contract.

Relief from §iabitity for the Affected Party under this clause {2 ends as soon as the Force

Maieure Event no longer causes the Affecied Party {0 be unabie to comply with ils obligations
under the Contract and is not dependent on the serving of a notice under clause (2.7,

Notices and Communications

Subiect to clause 13.3, where the Contract states that a notice or communication between the
Parties must be “written” or “in writing” it is not vatid unless it is made by letter (sent by hand,
first class post, recorded dedivery or special delivery) or by emaill or by communication via
Bravo.

i it s not returned as undelivered a notice served in:

{a} a letler is deemed to have Deep recelved 2 Working Days after the day it was sent; and
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{b) an emall is deemed to have been received 4 hours after the time # was sent provided it
was sent on a Working Day

or when the other Party acknowledges receipt, whichever is the earlier.

Notices pursuant to clauses 11, 12 or 17 or to terminate the Contract or any part of the Services
are valid only if served in a lefter by hand, recorded delivery or special delivery.

Notices shall be sent to the addresses sef out below or al such other address as the relevant
Party may give notice fo the other Party for the purpose of service of notices under the
Contract:

{8} Forthe Authority:

Solpclegictutl Redacted Uinder FOIA Section 43

{by For the Supplier:

oLt BNETEY Redacied Linder FOIA Seclion 43

Conficts of interest

The Supplier shall take appropriale steps to ensure that neither the Supplier ror any Staff is
placed in a position where, in the reasonable opinion of the Authority, there is or may be an
actual conflict, or a potenlial conflict, belween the pecuniary or personal interesis of the
Supplier and the duties owed to the Authority under the Contract. The Supplier will nolify the:
Authority immediately giving full particulars of any such conflict of interest which may arise.

The Authority may terminate the Contract immediately by notice andior fake or require the
Supplier to take such other sleps it deems necessary ¥, in the Authorily’s reasonable opinion,
there is or may be an actual conflict, or a potential conflict, hetween the pecuniary or personal
irterests of the Supplier and the duties owed 1o the Authority under the Contract. The actions
of the Authority pursuant to this clause 4 shall not prejudice or affect any right of action or
remedy which shail have accrued or shall thereafter acorue o the Authority.

Rights of Third Parties

Clauses B10.5 and E1.3 confer benefits on persons named in them {{ogether "Third Party
Provisions™ and each person a "Third Party Beneficiary™) other than the Parlies and are
intended to be enforceable by Third Party Beneficiaries by virtue of the Contracts (Rights of
Third Parties) Act 1399 ("CRTPA™).

Subject to clause 15.1, a person who is not a Party has no right under the CRTPA to enforce
the Contract but this dees not affect any right or remedy of any person which exists or is
available otherwise than pursuant {0 the CRTPA and does not apply 1o the Crown.

No Third-Party Beneficlary may enforce or take steps 1o enforce any Third-Party Provision
without Approval.

Any amendments o the Contract may be made by the Parties without the consent of any
Third-Party Beneficiary.
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Remedies Cumulative

Except as expressly provided in the Condract all remedies available o either Parly for breach
of the Contract are cumulative and may be exercised concuirently or separalely, and the
exercise of any one remedy are not an election of such remedy to the exclusion of other
remedies.

Waiver

The faiture of either Party to insist upon strict performance of any provision of the Contract, or
the fallure of either Party to exercise, or any delay in exercising, any right or remedy do not
constitute a waiver of that right or remedy and do not cause a diminuiion of the obligations
astablished by the Contract.

No waiver is effactive unless It is expressly stated to be & waiver and communicated 1o the
other Party in wriling in accordance with clause 13 (Notices and Communications).

A waiver of any right or remedy arising from a breach of the Conlract does not constitute a
waiver of any right or remedy arising from any other or subsequent treach of the Conlract.

Severability

i any part of the Contract which is not of a fundamental nature is held invalid, Hlegal or
unenforceable for any reason by any court of competent jurisdiction, such part shall be
severed and the remainder of the Contract shall continue in fult effect as if the Contract had
been execuled with the invalid, illegal or unenforceable part eliminated.

Entire Agreement

The Contract constitutes the entire agreement between the Parlies in respect of the matlers
dealt with therein. The Contract supersedes all prior negoliations hetween the Parties and alt
representations and underiakings made by ong Parly to the other, whether wrilten or oral,
excent that this clause shall not exclude liabllity in respect of any fraudulent misrepresentation.

Change in Law

The Suppiier is nefther refieved of its obligations to supply the Services in accordance with the
terms and conditions of the Contract nor entitied to an increase in the Price as the result of:

{8) aGeneral Change inlLaw, or

{b} a Specific Change in Law where the effect of thal Specific Change in Law on the
Services is reasonably foreseeable at the Commencement Dale.

i a Specific Change in Law occurs or will ocour during the Term {other than as referred to in
clause 110.1{b})}, the Supplier shall:

{a) nolify the Authority as soon as reasonably practicable of the likely effects of that change,
inciuding whether any:

i Change is required fo the Services, the Price or the Contract; and
{i) relief from compliance with the Supplier’s obligations is required; and

Protecting and advancing the principles of justice




110.3

1

12

{b)  provide the Authority with evidence:

(i} that the Supplier has minimised any increase in costs or maximised
any reduction in costs, including in respect of the costs of its Sub-
Contractors; and

Tty as 1o how the Specific Change in Law has affected the cost of
providing the Services.

Any variation in the Price or relief from the Supplier's obligations resulting from a Specific
Change in Law {other than as referred 1o in clause 110.1{h)) shall be implemented in
accordance with clause F4.

Counterparts

The Contract may be executed in counterparts, each of which when executed and delivered
constiute an original but all counterparts fogether constitute one and the same instrument.

Governing Law and Jurisdiction

Subject to clause 11 (Dispule Resolution) the Contract, including any matters ariging out of or
in connection with §, are governed by and interpreted in accordance with English Law and are
subject to the jurisdiction of the Courts of England and Wales. The submission o such
jurisdiction does not Emit the right of the Authority to take proceedings against the Supplier in
any other cowrt of competent jurisdiction, and the taking of proceedings in any other court of
competent jurisdiction does not preclude the faking of proceedings in any other jurisdiction
whether concurrently or not.
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SURHEDULE 1 - SPECIFICATION

A. The Service - Service Overview

1. The Supplier will provide support to offenders under probation supervision that have
been referred to the Supplier by the Authority.

2. The Suppiier will provide each resident referred to the Supplier by the Authority with a
minimum of 6 hours of purposeful activity per week, interventions designed to address
both complex offence related need and risk.

3. The Supplier will accept referrals and provide bed spaces at the locations set out in
appendix 3. The Authority acknowledges that this is not exclusive access and inthe
case of Care homes referrais would only be accepied once the appropriate funding
has been secured.

4. The Supplier will manage a national referral procedure in agreement with the
Authority.

5. The Supplier will provide an initial assessment of the resident's accommuodation and
support needs on admission and the assessment will be reviewed by the Supplier on
a quarterly basis whilst the offender is resident with the Supplier and under statutory
supervision by the National Probation Service.

6. The Suppiier will pfovide the Services in accordance with all relevant legisiation,
standards, Probation instructions and guidance including the Approved Premises
Manual. Probation instructions can be viewed and downloaded at
hitpsi/iwww justice.gov.uk/offenders/probation-instructions and A link to the Approved
Pramises Manual is attached in Appendix 1.

7. The Supplier will contribute to the Probation Service Probation Praclitioner's sentence
plan in working to reduce offending behaviour and manage risk.

8. The Supplier will work on practical difficulties experienced by the offender and help
them to develop the iife and social skills necessary for independent living.

8. The Supplier will help the offender link into or maintain sources of continuing support
and assistance in the community.
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10. The Supplier will coniribute 1o the assessmeni of the offender’s ability to live
independently. Where living independently is part of the offender’s sentence plan, the
Supplier will assist the offender {o achieve this objective.

11. The Supplier shall notify the Probation Practitioner of any known breaches of licencing
conditions or community orders by residents as soon as is reasonably possible.

B. Operational

1. The Supplier shall, in respect of all provision under this contract:

1.1. Maintain up o date records of House Rules, ensure all offenders agree to and sign
the House Rules on admission and regularly monitor residents {o ensure that the
house Rules are enforced. Should there be any conflict between and any licence
conditions that residents are subject to then the licence conditions shall prevail;

The NPS Offender Manager is responsible for making decisions regarding the breach
and recall of offenders. The Supplier is required to assist the Probation Service in the
pracess of making decisions regarding breach/recall by providing information,
objective feedback and dynamic assessment of the risks and challenges presented.
The Supplier must have robust and flexible arrangements in place for effectively
managing residents behaviour, for enforcing expectations, for engaging with the
muitiple and complex problems experienced by residents and for escalation to NPS
where appropriate. Suppliers must report on the levels of breach/recall via the agreed
process as set out in the AP manual.

1.2. Co-operate with the NPS out-of-hours on-call arrangements where recall or breach
needs are required oulside of office hours. The NPS will provide the Supplier with
details of the out of hours duty manager rofa and contact details. There will an NPS
AP manager on duty out of hours in each area who will be available for discussion
and who is delegated authorily on behalf of the Secretary of State for Justice {o make
decisions with regard to recall. Recall decisions for offenders who are subject to Mulf
Agency Public Proteciion Arrangements ("MAPPA™ Level 3, Life Licence or an
indeterminate Sentence for Public Protection (PP} must be made by an NPS Head
of Operational Service {formerly Assistant Chief Officer) and the NPS AP manager on
catt will facilitate this.

1.3. Provide:

a) to all MAPPA eligible residents (regardiess of level) or those aliocated o a
24-hour staffed placement, a minimum of 6 hours purposeful activities per week
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for the first 12 weeks of residence, unless agreed otherwise by the Offender
Manager and the Authority Contract Manager.

b} to all other residents, a minimum of 1 hour of purposeful activities per week
to for the first 12 weeks of residence.

After the first 12 weeks of residence, these requirements will be reviewed and agreed
in collaboration with the Authority on a needs-led basis. The activities must tackie
criminogenic need and promote rehabilitation; Suppliers will be expected to evidence
delivery of purposeful activity as per agreed reporting mechanisms. This will include
evidence of weekly activity/group-work timetables. All purposeful activities must be
able to demonstrate that they are linked to one or more of the 8 offender pathways.
Full time employment or full ime voluntary work of over 37 hours will be counted as
purposeful activity.

1.4. Maintzin a regime consisting of purposeful, constructive activities designed to manage
risk, tackle criminogenic need and promote rehabilitation;

1.5. Maintain up 1o date records of residents entering and leaving the premises that can be
used for monitoring MAPPA residents as part of thelr compliance {only refers to
settings with 24/7 staffing).

1.8. Ensure that robust systems are in place on each site for monitoring MAPPA residents
entering and leaving the premises {only refers o settings with 24/7 staffing);

1.7.NOT USED

1.8. Provide suitable facilities with a structured regime and staffing that provide a service
to meet the needs of all relevant offender groups and cater for their diverse needs;

1.9, Provide facilities, a regime and a staff team that are accessible o all relevant offender
groups and cater for their diverse needs;

1.40. NCT USED

1.4 Recruit and employ adequate and appropriate staff deployment, and
appropriate security measures, linked to the resident profile of each unit.

1.42. Arrange adequate and appropriate staff deployment, and appropriate security
measures, linked fo the resident profile of each unit

1.13. Organise attendance for the supplier's hostel managers to attend any relevant
local NPS Divisional management meetings to which they are invited;

1.14, Make the necessary arrangements for managers and staff fo have access o
and attend training provided in the tocal NPS Division;
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1.15. Ensure that managers and siaff can access training opportunities provided in
the local NPS Division;

1,186, Develop, monitor and maintain a strategy for managing the risks of suicide and
self~harm, in line with the guidance provided in the Approved Premises manual
{please see attached manual in Appendix 1 to this Contract)

1.17. Develop, monifor and maintain a Health and Safety Policy that complies with all
retevant health and safely legisiation. Ensure the policy is made avallable to and
agreed with the relevant NBS Division.

1.18. Establish written contingency arrangements, agreed with the relevant NPS
Division, in the event of a major incident requiring full or partial closure of the
Supplier's premises; establish management systems 1o co-ordinate the arrangements
and provide a named person for contact; and establish national contingency
arrangements for a major incident affecting all of the Supplier's accommodation or the
Supplier itself as an entity.

2. Compilaints

The Supplier shall, in respect of all provision under this cantract:

2.1, Maintain an up o date complaints policy and procedure for the handling of
complaints, wiitten and verbal, from residents, neighbours or other third parties and
regularly review for each hostel;

2.2.1n the event of a complaint being made by the Customer or one of ifs employees
about the guality or level of service provision, the Supplier will investigate the
complaint and respond in writing with the outcome of that investigation, If the
complaint cannot be rescived within that timeframe, the Supplier must send an interim
response giving reasons for the delay and the likely timeframe for resolution.

2.3. Unresolved complaints will be reviewed at the Customer's quarierly Contract meeting.

2.4, An escalation process should be established available where necessary and this
shouid be 3 stages:
2.4.1. Level One Account Manager
24.2. Level Two Director
2.4.3. Level Three Board of Directors

3. Audit and inspection

The Supplier shall, in respect of alf provision under this confract:
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3.1.Develop a range of performance standards, o carry out service delivery audits on
each site and o produce improvement plans for each property based on the results in
agreement with the Authority Contract Manager; and

3.2. Participate in, co-operate with and provide feedback with audits and inspections,
internal or external, bl — annual and as required, including investigations by the
Prisons & Probation Ombudsman,

4. Accommodation

4.1 Service level

in addition to the responsibilities set out above, in respect of accommodation the supplier
shali:

4.1.1. Provide places for MAPPA Level 2 and Level 3 offenders, priorilising thase who
are moving on from Approved Premises;

4.1.2. Provide additional places for a range of other offenders subject fo probation
supervision; and

4.1.3. Maintain an admissions policy compliant with P! 32/2014 {Please note Probation
Instructions san be access on the Justice website:

Protecting and advancing the principles of justice



hitps://www justice.gov.uk/offenders/probation-instructions) and that reflects the
Strategic Purpose of the Agreement;

4.2 Guidance

in addition to the responsibilities set out above, in respect of accommodation the supplier
shall:
4.2.1 Maintain guidance for its staff sefting out the respective responsibilities of the
Authority's and the supplier's staff in respect of referrals, admissions and offender
management;

4.3 Performance Reporting

in addition to the responsibilities set out above, in respect of accommeodation the supplier
shall:

4.3.1 provide monthly performance reporting as set out in Appendix 2 1o this Schedule 1,
no later than ten working days following the end of the calendar month of reporting;

4.3.2 submit an Annual Report by 31 March 2022 for coniract year 1 and 31 March 2023
for contract year 2, and 31 March 2024 for contract year 3 that provides a sirategic
overview of the individual monthly performance reports for the year; and

4.3.2 Attend meetings convened by the Authority, as reasonably required. This will
consist of quarterly formal contract reviews and biannual site visits.

Appendix 1A - House Rules

Appendix 1 — Approved Premises Manual

pi_3& 20714 _anner_
A_ADDIOVE_IRses

Avaitable at: hitps/Awww justice . gov.uk/downloads/offenders/probation-instructions/pi-
32-2014-annex-a-approved-premises-manual.doc

Appendix 2 — Performance reporling
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in accordance with Schedule 1 Seclion 4.3.1 the monthly performance reports must
ENCOMPAass:

1) Referrals tof Rt pae i ge i lea®e from the Probation Service by month [by
Probation Service region/Division]

2) Referrals from, i.e. the location they move from into [GEleelaCrabs o g irgetle ol
e.g. prison, Approved Premzses Gommumt /, Merntal Health Ward etc

3) Entries into [fEeEeics rEOIA 43

Probation Service remme’dwzsm
43 Entries intoges FFO
b) Entries mto Re € r-f - g
needs over and above a bed or the * basgc:: %eve%}

6) Departures by maonth

7) Depariures by length of stay

8) Departures where to, e.g. Approved Premises, Communily, specialist provision,
residential home elc

8) Case studies to be provided at quarterly mestings.

10} Breakdown of referral type including Protecied characteristics &
11} Breakdown of referral by MAPPA level

Appendix 3 - List of in-scope projects and accommaodation
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SUHEDULE 2 ~ PRICES and INVOIGING

Part 1 Charges & Milestone Payments

1.1. The total charges payable by the Authority 1o the Supplier under this contract are £psser el
{ESIEER I Gl B! annum for vear one of the contract, Years 2 and 3 will be confirmed following Comum&;
Price indexation.

indexation Review Date” means 1 April of each year from Contract Year 2 opwards

1.2. Payments will he made monthly in arrears as per the following schedule:

Part 2 indexation

2.7 On each Indexation Review Date, the pricing slemants set out in this Schedule 2 [PRICES ang INVOICINGY
may be subject fo indexation in line with Consumer Price Index from the ONS official published rates.

2.2 The Supplier shiall caloulste the indexation, using the indicles published three months preceding the Indexation
Review Date, against the cosl lemplate and share with the Authority,

2.3 The Supplior shall confinm to the Authority that any increases o the Price would be proporlionats to the uphift in
actual contract runming costs and provide additional evidence ¥ requested to by the Authority.

2.4 Sublectio dause 3.1, upon receipt of the above update as per 3.2, the Authority will assure the caloulations and
the changs o the Price will take effect from the indexation Review Date.

Part 3 Invoicing
3.1 The Supplier shall regisier on Basware eMarketplace set ot in Annex 1 to this schedule 2.
3.2 The Supplier shall submit 1o the Authorily an electronic invoice via the Basware supplier poriad (as
per Annex 1) for the agreed amount within 10 working days of the invoice due date as shown at part 1

saction 1.7 above.

3.3 in accordance with clause C1.15, payment will be made by the Authorily via Electronic Funds
TransTer (BACEY within 30 days of receipt of 2 Valld invoice, submilted slecironically,

Part 4 Open book accounting

4.1 The Authority and the Supplier agree to adopt an open-book accounting approach o the financial
management of this Confract.

4.2 The Autharity may request financial information from the Supplier o evidence the costs incurred by the
Bupplier in carrying out the services under this confract including but not limited to the Tollowing;

a) Audifed financial accounts

b} Barnk statements
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o} Financing arrangements

dl  Payroll information

2}  Supplementary information (invoices, receipls, ax retums)

i Financial management information {cash flow forecasts, budgsts)

g}  Any other idormation reasonably requested by the Authorily {o demonsirate the financial
viahilily and sustainabilty of the Supplier and #s performance of the services under this

contract.

4.3 Guidance from the National Audit Office in regard to the use of open-book accounting can be accessed
vig the following link,

hitps/fwww nav.org. uidwp-contentiupinads/2015/07/Open-book-accounting odf

Annex 1 Basware eMarketplace guidance

Wi i Bavavare
bdarimnlae Samee

BUHEDULE 3 - CHANGE CONTROL

Change Request Form
{For completion by the Parly requesting the Change)

[Contract Title: Party requeéﬁag C_hangeﬁ
Name of Supplier:
Change Reguest Number,; Proposad Change implementation date:

Full description of requested Change {including gﬁmmsed changes to wording of the Contract where
possible):
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Reasons for requested Change:

Effect of requested Lhange

Assumptions, dependencies, risks and mitigation {if any):

Change Reqguest Form prepared by (name):

Signature:

Date of Change Requast

Contract Change Notice {"CCN"}

{For complation by the Authority once the Change has been agreed in principle by bolh Parties. Changes do not
become effective unitil this form has been signed by bolh Parlies )

Contract Title: Change reguesied by:

Name of Supplier:

Change Number:

Date on which Change takes effect:

Contract between:
The [Secretary of State for Justice}l/{The Lord Chancetior] elals ss applicable]
and

finsert same of Buppier]
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it is agreed that the Contract is amended, in accordance with Regulation 72 of the Public
- Contracts Regulations 2015, as follows:

- Hisert detads of the varkation (nchuding sy changs 1o the Price and deiiverables/obliontions) based on
| the nformation provided in the Change Reguest Form and any subsequent discussionsinegotislions,
ooy refeeencing the wording of the originsd Codract, as previousty chenged OF spolioebls), whars
- il

 Whers significant changes have been nade to the Contract, information previously published
- an Contracts Finder will be updated.

- Words and expressions in this CCN shall have the meanings given to them in the Contract.

- The Contract, including any previcus CCMs, shall remain effective and unaltered except as amended
by this CCN _
-~ Signed for and on beha

: Ssgné‘ii&r&
Name Name
- Title Title
St . . . . s

Protecting and advancing the principles of justice




SCHEDULE 4 - COMMERCIALLY SENSITIVE INFORMATION

1 Without prejudice to the Authority's general cobfigation of confidentiality, the Parties
acknowiedge that the Authority may have (o disclose information in or relating o the Contract
following a Request for Information pursuant to clause DS {Freedom of information).

2 it this Schedule 4 the Parties have sought to identify the Supplier's Confidential information
that is genuinely commercially sensitive and the disclosure of which would be contrary o the
public inferest.

3 Where possibie the Parties have sought to identify when any relevant information will cease
1o Tall info the category of Information fo which this Scheduie 4 applies.

4 Without prejudice 10 the Autharity's obligation to disclose Information in actordance with the
FOIA and the EIR, the Authority will, acting reasonably bul'in its sole discretion, seek to apply
the comumercial inferests exemption set out in 8.43 of the FOIA to the Information listed below.

- Contract Price, financial : o - For the Term of the Contract
- reports, ancounts efc : - and six years there after

- All technical solution - For the Term of the Contract
- information as to the Supplier's 3

- delivery of services (frade :

secrets essentially)
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LHETWARE

SLHEDULE b - BUPPLIER AND THIRD PARTY

Supplier Software comprises the following:

Software | Supplier(f | Purpose | No.of | Resbrictions | No.of | Cther . Tobe

1 Affliateof | i Licences | i copies | - deposited |
the T i f 1 | : n j

Supplier) 1 i | i - escrow? |

NiA

Third Party Software comprises the following:

IRedacted Wnder FOIA Seclion 43
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SCHEDULE & — INFORMATION ASBURANCE & SECURITY

1.

1.1

1.2

1.3

1.4

1.5

16

2.1

22

23

GENERAL

This Schedule § sels out the obligations of the Parfies in relafion to information assurance and sscurily,
ncluding those which the Supplier must comply with in delivering the Services under the Confract.

The Parties acknowledge that the purpose of the 1ISMS and Security Plan is fo ensure a robust
organisational approach to information assurance and security under which the specific requirements
of ihe Condract will be met.

The Parfies shall @ach appoint andfor Kentify a board leve! individual or equivalent who has overall
rasponsibility for informmtion assurance and security, including personnel security and information risk.
The individua! appointed by the Suppliér, who is the Chisf Security Officer, Chief Infarmation Officer,
Chief Technical Officer or equivalent and is responsible for compliance with the ISMS, iz identified as
Key Personnel} and the provisions of clause B4 apply in relation to that person.

The Suppier shall act in sccordance with Good Industry Practice in the day o day operation of any
system which is used for the slorage of information Assels andfor the storage, processing or
managemernt of Authority Data and/or that could directly or indirectly affect tnformation Assets and/or
Authority Dala.

The Supplier shall ensure thet an information security policy is in place in respect of the operation of ity
organisation and systems, which shall reflect relevant contral objectives for the Supplisr System,
including those spacified in the 1IS027002 control set or equivelent, unless otherwise agreed by the
Authiority, The Supplier shall, upon request, provide @ copy of this policy o the Authority as soon as
reasonably practicable. The Supplier shall maintain and keep such policy updated and provide clear
evidence of this as part of its Security Plan.

The Supplier acknowledges that a compromise of Information Assets andfor Authority Data represents
an unaccepiable risk to the Authority requifing immediate communication and co-operation between

the Parties. The Supplier shall provide clear evidence of reguier communication with the Authority in
refation o information risk as part of ils Security Plan. '

INFORMATION SECURITY MANAGEMENT SYSTEM

The Supplier shall, within 30 Working Days of the Commencement Date, submit to the Authority &
proposad SMS which:

211 has been tested; and

2.1.2 complies with the requiremenis of paragraphs 2.2 and 2.3,

The Supplier shall at all fimes ansure that the fevel of securily, include oyber seourily, provided by the
1805 is sufficient to protect the confidentiality, integrily and avallability of information Assets and
Authority Data used in the provision of the Serdoes and (o provide robust risk management,

The Supplier shall implement, operate and maintain an 1ISMS which shall:

2.3.1 protect alf aspects of and processes of Information Assels and Authority Data, including where
thesa are held on the ICT Environment {to the extent the! this is under the controt of the Supptier);

2.3.2  be algned to and compliant with the relevant standards in 1IS0OAEC 27001 2013
or equivalent and the Cerlificalion Reguiremeanis in aocordance with paragraph B
unless otherwise Approved;
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2.3.3 provide a level of sacurlty which ensures that the {SMS and the Supplier Sysiem:
2.3.3.1 meet the requiremands in the Contradt;
2.3.3.2 are in accordance with applicable Law,

2.3.3.3 demcnsirate Good Industry Practice, including the Government's 10 Steps to
Cyber Security, cutrently available at:

hites: i neso.gov aidouidanced/ 10-steps-avher-geourity;

2.3.3.4 comply with the Securlly Policy Framework and any olher relevant Government
sacurity standards,

2.3.3.5 comply with the Baseling Security Reguiremants;

2.3.3.8 comply with the Authority's policies, including, where applicable, the Authorily's
information Assurance Policy in PS5 24/2014;

234 address any issues of incompatibility with the Supplier's organisational security policies;

£.3.5 address any specific security threats of immediate relevancs to information Assets
andior Authority Data;

238  documsnt

2.3.6.1 the security incident managaement processes, including repdrting, recording aryd
managerment of informalion risk incidents, including those relating to the ICT
Environmen! {0 the extent that this is within the control of the Supplier} and the loss of
protectsd Personal Data, and the procedures for reducing and raising awareness of
information risk; '

2.53.8.2 incident response glans, including the role of nominated securily incident response
cormpanias. and

2.3.8.3 the vuinerability management policy, including processes for idenfification of system
vuinerabilities and assessment of the pofential effect on the Services of any new threat,
vulnarabilily or exploitation technigue of which the Supplier becomes awars,
priorifisation of security patches, testing and application of secufity patches and the
reporting and audit mechanism detaliing the efficacy of the palching padicy;

237  nclude procedures for the secure destruction of information Adsets and Augthority Data and
any hardware o devices on which such formation o data is stored: and

238 becerlified by (or by & person with the direct delegated authority of) the Supplier's represemative
appointed andfor identified in acodrdance with paragraph 1.3

24 if the Supplier becomes aware of any inconsistency in the provisions of the standards, guidance and
podicies notified o the Supplier from fime to time, the Suppligr shall immediately notify the Authority of
such inconsistency and the Authority shall, as soon as practicable, notify the Supplier of the provision
that takes precedence,

2.5 The Bupplier shall, upon request from the Authority or any accreditor appointed by the Authority, provide
sufficient design documentation detailing the security architecture of its 1SMS o support the Authority's
andlor accreditor's assurance that # is asppropriste, secure and complies with the Acthority's
requirements.
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28

2.7

28

28

2.8

34

32

33

34

The Authorily shall review the proposed 1SMS submitied pursuant to paragraph 2.1and shall, within 10
Business Days of s receipt nolify the Supplier as o whether i has been approved.

i the 1SMS is Approved, it shall be adopied by the Supplier immediately and thereafter operated and
maintained throughout the Term in accordance with this Schedule 6.

if the {8MS s nol Approved, the Supplier shall amend # within 10 Business Days of a notice of non-
approval from fhe Authority and re-submit it o the Authority for approval. The Authority shell, within a
further 10 Working Days nolity the Supplier whether the amended ISMS has been approved. The Parlies
shell use reasonable endeavours to ensure that the approval process takes as litlle fime as possible and
v any event no longer than 30 Working Days from the date of iis firs! submission to the Authorily. i the
Asthority does not approve the ISMS following e resubmission, the matter shalt be resolved in
accordance with clause 11 {Dispule Resolution).

Approval of the 1SMS or any change fo it shall nol relieve the Supplier of its obligations under this
Schedule 6.

The Supplier shall provida to the Authorily, upon request, any or all ISMS documents.
SECURITY PLAN

The Supplier shall, within 30 Working Days of the Commencemeant Date, submit to the Authority for
approval 8 Sscurity Plan which complies with paragraph 3.2.

The Supplier shall effectively implement the Security Plan which shalk

321 comply with the Baseline Security Requiremants;

3.2.2  identify the organisational roles for those responsible for ensuring the Suppliers compliance
with this Schedule §;

3.2.3  detalt the orocess for managing any securily risks from those with access o Information Assets
andior Authority Data, including whers these are held in the {CT Environment;

324 set oyl the secwrily measures and procedires to be implemented by the Supplier, which are

sufficient to ensure compliance with the provisions of this Schedule &;

3.25 set ot plans for ransition fronrthe information security arrangements in place at the
Commencement Dale to those incorporated in the {SME;

3.26  setout the scope of the Authority System that is under the control of the Supplier;

327 be structured i accordance with ISONEC 27001 2013 or equivalent unless otherwise
Approved,

328 be wilten in plein language which s readily comprehensible o ail Staff and 1o Authority
personne engeged inthe Services and reference only those documents which  are in the
nossassion of the Parties or whose location is otherwise specified in this Schedule 8; and

328 comply with the Securily Policy Framework and any other relevant Gowvernment secwrity
standards.

The Authority shall review the Security Plan submitted pursuant to paragraph 3.1 and notify the Supplier,
within 10 Business Days of receipt, whether { has heen gpproved.

if the Securily Plan is Appraved, it shall be adopled by the Supplier immediately and therealier operated
and maintained throughout the Term in accordance with this Schedule 8.
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3.5

3.8

3.7

4.2

4.3

4.4

#f the Seourity Plan is not Approved, the Supplier shall amend it within 10 Working Days of a
notice of non-approval from the Authorily and re-submit it to the Authorily for approval. The
Authority shall notify the Supplier within a further 10 Business Days whether it has been  approved,

The Parties shall use reasonable endeavoirs (o ensure that the approval process takes as lite time as
possible snd in any event ne longer than 30 Working Davs from the date of s first submission o the
Authority. I the Authority does not approve the Securify Plar following Hs resubmission, the malter shalt
be resolved in accordance with clause 11 (Dispute Resolution),

Approval by the Authority of the Security Plan pursuant to paragraph 3.3 of of any change o the Security
Plan shall not relieve the Supplier of its obligations under this Schedule 8.

REVISION OF THE ISMS AND SECURITY PLAN

The ISMS and Security Plan shall be reviewed in full and tested by the Supplier at least annually
throughout the Term {or more often whare there is a significant change o the Supplier System or
associsted processes or where an actual or polential Breach of Security or weakness is identifiad) 1o
consider and fake account of

441 any issues in implementing the Security Policy Framework andfor managing information risk;

412 emerging changes in Good Industry Practics;

4.1.3 any proposed or actual change tothe ICT Enviropment andfor associgled processes;
4.1.4  any new percelved, poliential or actual secunity risks or vuinerabilities;

4,15  any ISO27001: 2013 audit report or equivalent produced in connection with the Cerlification
Requirements which indicalés concerns; and

4316  any reasonable change in securlly requirements requested by the Authorily.

The Supplier shall give the Authority the results of such reviews as soon as rsasonably practicable after
their completion, which shall include without irmitation:

4.2.% suggested improvemaents to the effectiveness of the ISMS, including coritrols,
4.2.2 updates to risk assessments; and

423 proposed modifications fo respond to events that may affect the BMS, including the
securily incident management processes, innident response plans and general procedures and
controls thal affect information security.

Following the review in accordance with paragraphs 4.1 and 4.2 or at the Authority’s request, the Supplier
shall give the Authorily at no addilional cost a draft updated ISMS andlor Security Plan which includes
any changes the Supplier proposes to make to the SMS or Security Plan. The updated 1SMS andior
Seocurity Plan shall, unless otherwise agreed by the Authority, be sublect to clause F4 (Change) and shatl
not be implemented untit Approved.

4 the Authorlly requires any updated [SMS andlor Securily Plan to be implemented within shorter

timescales than those set ot in clause F4, the Parties shafl thereafter foliow dlause F4 for the purposes
of formalising and documenting the relevant change for the purposes of the Contract.

CERTIFICATION REQUIREMENTS
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5.1 The Supplier shall ensure that any sysiems, including the ICT Environment, on which Information Assets
and Authority Dala are stored and/or processed are cerdified as compliant with:

511 ISOAEC 270012013 or equivalent by & UKAS approved cerfifiestion body or are
inciuded within the scope of an existing cerlificalion of compliance with 1SOAEC 27001:2013
or equivatent unless otherwise Approved; and

5.1.2 the Government's Tyber Essentials Scheme al the BASIC level unless olherwise
agreed with the Authority

and shall provide the Authority with evidence:

513 of veriffication before the Supplier accessed the 2T Environment and receives,
slofes, processes of manages any Authority Data; and

514 It such certification remains valid and s kepl up to dale while the Supplier{es
applicable) continues to access the HCT Environment and receives, slores, processes of
manages any Authority Data during the Term.

52 The Supplier shal ensure that i

521 carries ot any secure destruction of Information Assels andior Authority Dafa at Supplier
sites which are included within the scope of an existing cerlificate of compliance with 15O/1EC,
270012013 or enuivalent unless otherwise Approved, and

522 is cerlified as compliant with the CESG Assured Service (CAS) Service Requirement
Sanitisation Standard or equivalent anless otherwise Approved

and the Supplier shall provide the Authorlty with evidence of its compliance with the requirements set
out iy this paragraph 5.2 before the Supplier may carry out the sedure destruction of any Information
Assets andlor Authorily Data.

53 The Supplier shall notify the Authority as soon as reasonably practicable and, in any event within 2
Working Days, if the Supplier ceases o be compliant with the certification requirements in paragraph
5.1 and, on request from the Authority, shall

5.3.1 wnmediately cease aceess (o and use of iInformation Assels and/or Authority  Data; and

532 promptly return, destroy andfor erase. any Authority Data in accordance with the
Baseling Securily Requirements and failure To comply with this obligation is a material Default.

6. SECURITY TESTING

6.1 The Supplier shall, at its own cost, carry out relevant Security Tests from the Commencement Date and
throughout the Term, which shall include:

6.1.1 a monthly vulnersbility scan and assessment of the Supplier Sysiem and any other
system under the control of the Supplier on which Information Assets and/or Authority Dats are
hedd;

B.1.2 an annual T Health Check by an independent CHECK guslified company of the Supplier
System and any other system under the control of the Supplier on which information Assets
andior Authority Dala are held and any additional IT Heslth Checks required by the Authorily
andior any accreditor;
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8.2

8.3

g4

&5

6.1.3 an assessment as soon as reasohably praciicable following receipt by the Supplier of a critical
vulnerability alert from a provider of any software or other component of the Supplier System
andfor any other systern under the control of the Supplier on which Information Assels andfor
Authorily Data are held; an '

&.1.4 such cther lesls as are required:

8.1.4.1 by any Vuinerability Correction Plans;
5.1.4.2 by iSOAEC 270012013 carlification requirements or equivalent Approved;
£.1.4.3 after any significant architectural changes o the ICT Environment

8.1.4.4 after a change o the ISMS {ncluding security incident management processes and
incident response plans) or the Securlly Plan; and

8.1.4.5 following a Breach of Security.

In relation to each 1T Health Check, the Supplier shall:

6.2.1 agres with the Authority the aim and scope of the 1T Heailth Cheack;

B.2.2 prompily, following receipt of each 1T Health Check report, give the Authority 2 copy of the 1T

Heaith CTheck report;

6.2.3 in the event that the IT Health Check report identifies any vulnerabiiities:

§.2.3.1 prepare g Vulnerahiifly Correction Plan for Approval which sets aul in respact
ofgach such vidnerabiliby:

8.2.3.1.1 how the vuinerability will be remedied;

8.2.3.1.2 the date by which the vulnerability will be remedied,

§.2.3.1.3 the tests which the Supplier shall perform or procurs o be pedformed jwhich
may, al the Authority's discretion, include g further IT Health Cheok) to confiry
that the vulnerability has been remedied;

§.2.3.2 comply with the Vuinerabiiity Correclion Plan; and

62.3.3 conduct such further Security Tests as are required by the Yulnerability Correction Plan.
Security Tests shall be designed and implemented by the Suppier so as o minimise any adverse effect
on the Services and the dale, timing, content and conduct of Security Tests shall be agreed in advance
with the Authority.
The Autharity may send a representative 1o witness the conduct of the Security Tests. The Suppiler
shall provide the Authority with the resulls of Seourily Tests {in a form to be Approved) as soon as
practicable and in any event within 5 Working Days after completion of each Seourity Test
Without prejudice to any other rght of audit or access granted to the Authority purstient 1o the Condract,
the Authority and/or its authorised representatives, including any accreditor, may at any fifme 1o carry
oul Security Tests (including penetration tesis) as it may deem necessary as part of any accreditation

wrocess andfor to verify the Supplier's compliance with the 1I8MS and the Security Plan:

5.5.1 upon giving reasonsble notice to the Supplier where reasonably pradticable to do so; and
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6.8

8.y

8.5

6.8

6.40

6.1

B.5.2 without giving notice to the Supplier where, in the Authority's view, the provision of such nolice

may undermine the Security Tests o be carried out

and, where applicable, the Authority shall be granted access to the Supplier's pramises for the purpose
of undertaking the relevant Security Tests.

i the Authority carries put Securlly Tests in accordance with paragraphs 8.5.1 or 6.5.2, the Authority

shall {uniess there s any reason to withhold such information) notify the Supplier of the resulls of the
Security Tesis as soon as possible and in any event within & Working Days after completion of each

Security Test
¥ any Security Test carried outf pursuant io paragraphs 6.1 or §.4 reveals any:

5.7.1 vulnerabilities during any accreditation process, the Supplier shall fracK and resolve them
effectively, and

6.7.2 actual or potentisl Breach of Securlty or weskhesses fincluding un-patched

vuinerabilitiss, poor configuration: andfor incorrect systermn management), the Supplier shalf
aromptly nodify the Authority of any proposed changes o the ICT Environment {io the extent thal
this is under the conirol of the Supplier) and/or to the 18MS andfor o the Security Plan {and the
implemendation thereof) which the Supplier intends {o make in order to correct such fatlure or
wagkness. Subiect to Approval and paragraphs 4.3 and 4.4, the Supplier shall implement such
changes fo the ICT Environment {io the extent that this is under the conlrol of the Supplierandior
the ISMS and/or the Security Plan and repeat the relevant Security Tests in acecordance with an
Approved fimetable or, otherwiss, as soon 88 reasonably practicable.

if the Authority unreasonably withholds its approval to the implementation of any changes to the ICT
Environment andfor to the ISMS andfor 1o the Security Plan proposed by the Suppligr in accordance
with paragraph 8.7, the Supplier Is not in breach of the Contract {o the extent that It can be shown that

such breach:

$.8.1 has arsen as & direct result of the Authority unreasonably withholding Approval o the

implémertation of such proposed changes; and

B5.8.2 would haeve been avolded had the Agthority Approved the implementation of such

proposed changes.

1 a change o the 1SMS or Security Plan s o address any non-compliance with IBOAEC 27001:2013
eauirements or equivalant, the Baseline Securily Requiremenis or any obligations in the Contract, the
Supplier shall implement such change at its own costand expense.

¥ ary repeat Security Test carried out pursuant to paragraph 6.7 reveals an actus! or polential breach
of security or weakness exploiting the same root cause failure, such cifcumstance shaill constibide »
material Defaull

On each anniversary of the Commencement Date, the Supplisr shall provide to the Authority a lelter
from the individual appointed or identified in accordance with paragraph 1.3 confirming that having
made dus and careful enguiry:

B8.11.1the Supplier has in the previous vesr carred oul all Beowity Tests in sccordance with this

Schedule § and has comgplied with il procaedures in relation o security metters required under
the Contract, and

8.11.2 the Supplier is confident that its security and risk mitigation procedures in relaion to Information
Assets and Authority Data remain effective.
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7.1

7.2

73

74

8.1

8.2

8.3

SECURITY AUDITS AND COMPLIANCE

The Authority and #s authorised representelives may carry oul securily audits as i reasonably
considers necessary in order to ensure that the ISMS is compliant with the principles and practices of
180 27001 2013 or equivalent (unless otherwise Apprisved), the requirements of this Schedule 8 ard
the Baseline Security Reguirements.

FSOAEC 27001 2013 certification or equivalent is provided; the ISMS shall be independently audited
in accordance with ISOAEC 27001 2013 or equivalent. The Authority and its authorised represeniatives
shall, where applicable, be granted access o the Supplisr Siles and Sub-condractor premises for this

THHDOSE.

I, on the basis of evidence resulling from such sudits, # is the Authority's reasonabls opinion that ISMS
is not compliant with any applicable principles and practices of ISOAED 27001 2013 or equivatent, the
raquirements of this Schedule § and/or the Baseline Security Requirements is nol being achieved by
the Supplier, the Authority shall nolify the Supplier of this and provide 2 reasonable period of Hime

{having regard to the exient and criticality of any non-compliance and any other relevant circumsiances)

for the Supplier o implerment any necessary remedy. if the Supplier does not ensure that the ISM3 is
corpliant within this period of time, the Authorty may obdsin an independent audit of the ISMS to

assess compliance (in whole or in part).

if, as a result of any such independent audit as described in paragraph 7.3 the Supptlier is found 1o be
non-cormptiant with any applicable principles and practices of ISONEC 270012013 or equivaient, the
reqguirements of this Schedule 8 andfor the Beseline Security Requirements the Bupplier shall, at #s
own cost, underiake those actions that are required in order 1o ensure that the IBMS is complaint and
shall retmburse the Authority In full in respect of the costs obtaining suich an audih

SECURITY RISKS AND BREACHES

The Supplier shalt use iis reasonable endeavours lo prevent any Breach of Securily for any reasan,
including as a result of malicious, accidental or nadvertent behaviour,

i either Party becomes aware of a Breach of Securily or an aftempled Breach of Security i shalt act in

aocordance with the agreed security incident management processes and Incident response plans as
sef out in the ISMS.

Without prejudice to the secuwrlly incident management processes and incident response plans sel out
in the ISMS and any reguirements {o report indidends in accordance with P51 24/20H4 if applicable,
upen becoming aware of any Breach of Security or altempled Breach of Securlly, the Suppblier shall

B3¢ immedialely nolify the Authority and take all reasonable steps (which shall includs any action or

changes reasonably required by the Authority) that are necessary to

8.3.1.1 minimise the extent of actual or potential harm caused by any Breach of Security;

8.3.1.2 remedy any Breach of Securily to the extent thal is possible and protect the integrily of
the ICT Envirenmment (o the exient that this is within iis conirol} and ISMS against any
such Breach of Security or alternpied Breach of Securily;

8.3.1.3 miligate against a Breach of Securily or aiternpied Breach of Ssourity; and

83.14 prevent s further Breach of Seocuity or atlempled Breach of Security in the fulure
resuiting from the same root cause fallure;

8.3.2 provide to the Authority andfor the Computer Emergency HResponse Team for UK

Government {"GovCertUR”™ or equivalent any data that is requested relating io the
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B4

85

288

87

Breach of Security or attempled Breach of Security within 2 Working Days of such
request; and

8.3.3 as soon as reasonably practicable and, in any evertt, within 2 Woriking Days following the Breach
of Security or attempled Breach of Security, provide {o the Authority full detalls {(using the reporting
mecharism defined by the ISMS) of the Breach of Securily or altermpted Breach of Securily, including
a root cause analysis i required by the Authorily '

and the Supplier recognises that the Authorly may report significant actual or polential losses of
Parsonal Data to the information Commissioner or eguivalent and to the Cabinet Office.

If any achion is tlaken by the Supplisr in response i a Breach of Security or attermpled Breach of Security
which coourred as a resuft of non-compliance of the ISMS with any IBOMEC 27001 2013 requiremsrds
of eguivalent (as soplicable) the Baseline Security Requirements andior the requirements of this
Schedule B, any such aclion and change fo the IBMS andlor Security Plan as & result shall be
implemented at the Supplier's cost.

IT Environment
Thiz Supplier shall ensure that the Supphier System:

851 funclions In accordance with Good industry Practice for profecting externs! connections to the
internat;

£5.2 funclions in accordance with Good Industry Practice for protection from maticious code;

B53 provides controls 1o securely manage (store and propagate) sit cryptographic keys {o prevent
malicious entities and services gaining access o them, in line with the Authority's Cryplographic
Policy as made available o the Supplier from time to time;

B54 s patchad (and all of #s components are paiched) in line with Good industry Practice, any
duthorily patching policy currently in effect and nolified to the Supplier and any Supplier patch
oolicy that is agreed with the Authority; and

855 uses the latest wversions of anii-virus definlions, firmweare and software available from
industry ancepled anti-virus software vendors.

Notwithstanding paragraph 8.5, if a2 Breach of Security is detected in the ICT Environment, the Parties

shall co-operate to reduce the effect of the Breach of Security and, i the Breach of Securlly causses

loss of operational efficiency or foss or corruption of Information Assets and/or Authority Data, assist
sach other to mitigale any Josses and to recover and restore such Information Assets and Authority

Data.

All cosie arising out of the actions taken by the Parties in compliance with paragraphs 8.2, 8.3 and B8
shal be bome by:

8.7.1 the Supplier if the Breach of Security originates from the defest of the Supplier's security controls
or Information Assets sndior Authority Data is lost or corrupled whilst under the conirgl of the
Suppiter or its Sub-contractor; or

8.7.2 the Authority if the Breach of Security originates from the defeat of the Authority's securily
eontrols or information Assets and/or Authority Data Is lost or corrupted whilst under the control
of the Authority

and each Party shall bear its own costs in all other cases.

VULNERABILITIES AND CORRECTIVE ACTION
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8.1

9.2

9.3

9.4

9.5

The Parties acknowledge that from Hme o time vulnerabilities in the ICT Environment and 15MS will be
discoverad which, unless miligated, will present an unacceplable risk fo Information Assels andior
Authority Data.

The severity of any vulnerabilities shall be calegorised by the Supplier as "Criticaf, “Imporiant and
‘Cther according to the agreed method in the ISMS and using any appropriate vulnerability scoring

systems.

The Supplier shall procure the application of securily patches o vulnerabilities categorised as "Critical’
within 7 days of public release, vulnerabilities categorised as “lmportant within 30 days of public release
and vuinerabilities cetegorized as 'Other within 80 days of public release, except where:

9.3.1 the Suppler can demonsirate that a vulnerabilily is not axplollable within the context of the
Services being provided, including where ft resides in a software componert which is not being
used, provided that, where those vulnerabilities become exploitable, they are remedied by the
Supplier within the Ymescales in paragraph 8.3;

8.3.2 the application of a security patch in respect of a viinerabilily categorised as "Crifical or

‘mpartant’ adversely affects the Supplier's abilily o deliver the Services, in which case the
Supplier shall be granted an extension in the tmescales in paragraph 8.3 of § days, provided
that the Supplier continues o follow any security palch test plan agreed with the Authority; or

$.3.3 the Authorily agrees a different timescale after consuliation with the Bupplier In accordance with
the processes defined in the ISMS.

The I5MS and the Security Plan shall inchude provision for the Supplier to upgrade sofbware throughout
the Term within 6 months of the release of the latest varsion uniess:

B4 upgrading such software raduces the level of mitigation for known threals, viulnerabiliies or

expiottation techniques, provided always that such software is upgraded by the Supplier within
12 months of release of the latest version; or

84.2 otherwise agreed with the Authority In writing.

The Supiplier shall:

851 implement a mechsenism for redelving, anelysing and acting wpon threat information

provided by SovCertUK, or any other competent central Governmend Body;

852 ensure thal the ICT Environment {lo the exten! that this is within the control of the
Supphier) is monitorsd {o faclitale the detection of aripmalous behaviour that would be indicative
of system compromise;

853 ensure that # is knowledgeable about the latest trends in threat, vuinerability and sxplnitation

that wre relevant o the ICT Environmend (o the extent that this fs within the control of the
Supplier) by actively monftoring the threat landsoape during the Term;

954 pro-actively scan the ICT Environment {lo the extent that this is within the control of the Suppliern)
for vulnerable componenis and address discovered vulnerabiiifies through the processes
describad in the ISMS;

8.55 from the Commencement Date and within & Working Days of the end of each subseguent month
during the Term provide a report to the Authority detailing both patchad and oulstanding
vuinerabiiities in the ICT Environment {to the extent that this is within the control of the Supplien)
and any elapsed time between the public release date of pafches and either the fime of
application or, for outstanding vuinerabilities, the time of issus of such report;
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1.2

13

1.4

1.8

D58 propose interim mitigation measures in respect of any vulnerabilities in the CT Environment {io
the extent this is within the control of the Supplier} known fo be exploiiable where a sacurily
patch is not immediately availahie,

g.57 remove or disable any extraneous inlerfaces, services or capabilities that are no longer needad
for the provision of the Services (i order to reducs the atlack surface of the ICT Environment o
the extent this is within the contro! of the Supplier); and

858 inform the Authority when it becomes awars of any new threatl, vulnerabilily or exploitation
technigue that has the pofendial to affect the security of the 1T Environment {lo the extent this is
within the confrol of the Supplier) and provide initial indications of gossible mitigations.

i the Supplier iz unfikely fo be able to mitigate any vulnerability within the tmescales in paragraph 8.3,
the Suppiier shall notify the Authorily immediately.

Any failure by the Supplier to comply with paragraph 8.3 shall constitute a material Default.

SUB-CONTRACTS

The Supplier shall ensure that s Sub-Confracls with Sub-Confractors who have eccess 1o
Information Assets andéor Authority Data conlain eguivatent provisions in refation fo information

assurance and sacurity that are no less onerous than those imposed on the Supplier under the Condract,

ANNEX 1 — BASELINE SECURITY REQUIREMENTS

Security Classifications and Controis

The Supplier shall, unless otherwise Approved in accordance with paragraph 8.2 of this Armexe 1, only
have access fo and handie information Assels end Authorily Data that are classified under the
Government Securily Classifications Scheme as OFFICIAL.

Thera may be a specific requirement for the Supplier in some instances on a mited nead 1o know basis’
to have acoess o and handle Information Assets and Authority Data that are classified as "OFFICIAL-
SENBITIVE

The Suppler shall apply the minimum security controls required for OFFICIAL Information and

OFFICIAL-SENSITIVE information as described in Cabinet Office guidance, currently at:

hitpshwww.gov.ukigovernmentfuploadsisystenvuploads/attachment datafile/251480/Govenim
ent-Security-Classifications-April-2014.04df.

The Supplier shall be able 1o demonstrate {o the Authorlty and any sccredifor that it has taken inlo
ancount the “Technical Controls Summary” for OFFHCIAL {in the above guidanoe) in designing and
implementing the securily confrols in the Supplier System, which shall be subject to assurance and
accrediiation v Government siandards.

Additional controls may be required by the Authority and any accreditor whers there are aspecis of data

aggregation.

End User Devices

Authority Data shall, wherever possible, be held and accessed on paper or in the ICT Environment on

secure premises and not on removable media (including laplops, removabls discs, CD-ROMs, 5B
memary sticks, PDAs and medis card formats) without Approval. If Approval is sought to hold and access
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2.4

data by other means, the Supplier shall consider the second-best option and third best oplion below and
record the reasons why a parlicular approach should be adopted whan seeking Approval:

211 second best option means. secure remole access 50 thatl data can be viewsd or amended pver
the intermet without being permanently stored on the remote device, using products mesting the
FIPS 140-2 standard or aquivalent, uniess Approved;

241.2  third best oplion means: secure fransfer of Authorily Deiz to 8 remole device at a
sacure site on which # will be permanently stored, in which case the Authority Data and any links
o it shall be protected al Bast 1o the FIPS 140-2 siandard or equivalent, unless otherwise
Approved, and noling that protectively marked Authority Data must not be stored on privately
owned devices unless they are protected in this way.

The right to fransfer Authority Data to @ remole device shouid be carefully considered and strictly mited
to ensura that # is ondy provided where absolulely necessary and shall be sublect o monitoring by the
Supplisr and Autharity.

Unless otherwise Approved, when Authority Dala resides on a mobile, removable or physically

uncontroiled device, §shall be:

2.3.1  the minimum amount thal is necessary lo schieve the inlended purpose and should he
anonymised ¥ possible;

2.3.2  stored in an encrypled form mesting the FIPS 140-2 standard or equivaient and using a product

or system component which has been formally assured through a recognised certification
process of CESG o at least Foundstion Grade, for example, under the CESG Commercial Product
Assurance scheme ("CPA") or equivalent, urdess otherwise Approved;

233 protechted by an authentication mechanism, such as a password; and

234 heve up lo dele software palches, anti-vinus software and other applicable security
controls 1o meet the requirements of this Scheduie 6.

Devices used to access or manage Authority Data shall be under the management authority of the
Supplier and have a minimum set of securily policy configurations enforeed. Unless ofherwise Approved,
all Suppher devices shall satisfy the securily reguirements set out in the CESG End User Devices
Flatform Sedurlty Guidance ("CESE Guidance™) {(hitps Avww gov ulkfaovernment/coliectionsfend-user-
devices-security-quidance--2) or equivalent,

Where the CESG Guidance highlighis shoricomings i a parlicular platform the Supplier may wish io
use, then thase should be discussed with the Auwthority and a joint decision shall be taken on whether
the residual risks sre acceptable. If the Supnlier wishes to deviate from the CESG Guidance, this should
be agreed i writing with the Authorily on a case by case basis.

Data Storage, Processing, Management, Transfer and Destruction

The Parties recognise the need for Authority Data to be safeguarded and for compliance with the Data
Protection Legislation. To that end, the Supplier shall inform the Authorily the location within the United
Kingdom where Authority Data is stored, processed and managed. The import and export of Authority
Data from the Supplier System must be sirictly controlied and recorded.

The Supplier shall inform the Authorily of any changes o the iecation within the United Kingdom where
Authority Data is stored, processed and managed and shall not transmil, store, process of manage
Authority Data cuiside of the United Kingdom without Approval which shall not be unreasonably withhseld
or delayed provided that the fransmission, slorage, processing and management of Authority Data
offshore is within:
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3.2.1 the European Economic Area ("EEA™); or

3.2.2 enother country of territory outside the EEA If that country or territory ensures an adequatle
tevel of protechion by reason of s dornestio law of of the international commitments # has entered
inlo which have been defined as adaequate by the European commission.

a3 The Supplier System shall support the requirement of the Authority to comply with Government policy
and Cabinet Office guidence on Offshoring, currenily set out att

Hitns fogsirpoifshoting zendesk convhn/en-usiaricles/ 203107 99 1-HMG-s Ofishoring-Policy

by assessing, as required, any additional securily risks associated with the storage, processing andfor
fransmission of any dala andfor information offshore, including by an offshore Supplier (which may
include the use of Tanded rescurces'), taking account of Eurcpean Unlon regulrements o confirm the
‘adequacy’ of protection of Personsl Data in the countries where storage, processing andlor
fransmission ccours. Mo element of the Supplier System may be off-shored withowt Approval.

3.4 The Supplier shall gnsure that the Supplier System provides internal processing conirols between
sacurity domains to prevent the unauthaorised high domain exporting of Authority Data to the low domain
i there is a requirement to pass dala befween different security domaing.

35 The Bupplier shall ensure that any elecironic ransfer of Authority Data:

351 protects the confidentiality of the Authorily during transfer through encryption suitable for
the impact level of the data;

3.5.2 mamtains the integrity of the Autharity Data during both transfer and lcading into the
receiving system through suitable technical controls for the impact level of e data; and

3.5.3 prevents the repudiation of receint through acoounting and asudiling.
36 The Supphier shall:
361 profect Authority Data, including Personsl Data, whose release or joss could causs harm or
distress o individuals and ensure that this is handled as i # were confidential while i ig slored

andior processed,

3862 snsure that any DOFFICIAL-SENSITIVE information, including Personal Data is encrypled in
transit and when af rest when stored away from the Supplier's controlied anviroriment:

3.6.3 ondemand, provide the Authority with all Authority Data in an agreed open format,

3.64 have documented processes o guarahiee availability of Authorily Data if # ceases o frade;

3.8.5 securely destroy all media that has held Authority Dala at the end of life of thet media in
gecordance with any reguirernernts in the Contract and, in the absence of any such

requirements, in accordance with Good industry Practice;

388 secursly erase any or all Authority Data held by the Supplier when requested o do so by the
Avtthority,

387 ensure that all material used for siorage of Confidential Informeation is subject to condrolled
disposal and the Bupplier shaill:

3.8.7.% destroy paper records containing Personal Data by incineration, pulping or shredding so
that raconsiruction s untikely; and
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3.6.7.2 dispose of electronic media thal was used for the processing or storage of Personal
Data through secure destruction, overwriling, erasure or degaussing for re-use.

Networking

Any Authorily Dala transmitted over any public nebsork {Including the inlernet, miobile nelworks or un-
protected enterprise nefwork) or o a mobile device shall be encrypted using a product or syslem
component which has been formally assured through a cerification process recognised by CESG, to at
ipast Foundation Grade, for example, under CPA or through the use of Public Sector Network {"'PSN™)
compligrt encrypted networking services or sguivalent unless none are evailable in which case the
Suppher shall agree the solition with the Authorily.

The Supplier shall ensure that the configuration and use of all networking equipment in relelion o the
provision of the Services, inchading equipment that is located I secure physical locations, shall be at
least compliant with Good Industry Practice,

The Suppher siall ensure that the ICT Environment {to the extent this is within the confrof of the Supplier)
eontains controls to maintsin separation between the PSN and internet conneclions if used.

Security Architeciures

When designing and configuring the ICT Environment {10 the extent that this is within the control of the
Supplier) e Supplier shall follow Good Indusiry Practice and sesk guidance from recognised security
professionals with the appropriate skils andfor those with a CESG Certified Professional centification
{http/fwew.cesq.gov.ukiawargnessirainindlA-certification/Pagesfindex.aspx)  of  equivalent for alil
bespoke or complex components.

The Supplier shall provide 1o the Authority and any acoreditor sufficient design documentation detailing
the security archifecture of the ICT Erwironment and data ransfer machanism to support the Authorily's
and any accredilors assurance that this is appropriate, secure and compliant with the Authority's
reguirernants.

The Supplier shatl apply the principle of feast privilege’ (the practice of limiting systems, processes and
user access (o the minimum possibile level) to the Jdesign and configuration of the ICT Environment used
for the slorage, processing and management of Authority Dala. Users should only be granted the
minimum necessary permissions o access information Assels and Authority Data and must be

autnmatically logged out of the Supplier System ¥ an account or session i inactive for more than 15
‘minies,

Digital Continuity

The Bupplier shall ansure that each Information Asset is held in an appropriste format that is capable of
being updated from fime o ime o enable the information Asset to be retrieved, accessed, used and
transferred to the Authority, Including In accordance with-any information handling procadures sel outin
PBE 2402014 {information Assurance) If applicabla,

Personnel Vetting and Security

Alt Staff shall be sublect to pre-employment checks that include, as a minimum, thel employment history
for at Isast the test 3 years, ientity, unspent crimingl convictions and right o work (Including natiohaiity
and immigration status) and shail be vetted in accordance with:

7.4 the BPSS or BET7E58 or equivalent; and

742 PSEO7204, i applicable, based on their level of access to information Assels andfor
Authority Data.
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i the Authorily agrees that i is necessary for any Staff o have logical or physical access to Information
Assels andior Authorily Dala classified at & higher level than OFFICIAL {such as that requiring 'SC°
clearance}, the Supplier shall obiain the specific Government clearances that are required for access 1o
such Information Assets and/or Authority Data.

The Supplier shall prevent Slaff who are unable o oblain the required secwrity clearances from accessing
information Assets andior Authority Data andfor the ICT Environment used Yo sfore, process andfor
manage such Information Assets or Authority Datla.

The Suppher shall procure that all Staff comply with the Securily Policy Framework and principles,
ohiigations and policy priorities stated therein, including requirements o menage and report all securily
risky in refation o the provision of the Ssrvices.

The Supplier shall ensure that Staff who can access information Assels andfor Authority Date and/or the
HCT Environment are aware of their responsibilities when handling such information and date and
undergo regular fraining on secure information management principles. Unless otherwise Approved, this
fralning must be undertsken annually.

i the Supplier grants Stalf access o infarmation Assatls andfor Authority Data, those individuals shall be
granted only such levals of access and permissions fhat are necessary for them o carry oul their duties,
Onece Staff no longer require such levels of access or permissions of leave the organisation, thelr access
rights shall be changed or reavoked {as applicable) within one Working Day.

ldentity, Authentication and Access Control

The Bupplier shall operate & robust rele-based access conirol regime, ncluding network controls, o
ensure ol users and administrators of and those maintaining the 1CT Environment are Uniguely identified
and authenticated when accessing or administering the 10T Environment to prevent unauthorised users
from gaining access to Information Assets and/or Authority Data. Applying the ‘principle of least privilege’,
users and administrators and those responsible for mainfenance shall be allowed access only o those
parts of the ICT Environment they require. The Supplier shall retain an audit record of accesses and
users and disclose this to the Authority upon request,

The Supplier shall ensure that Staff who use the Authority System actively confirm annually their
anceptance of the Authority's accepiable use policy.

Physical Media
The Supplier shalt ensure thet all;

911 OFFICIAL information is afforded physical protection from intermal, external and
environmental threats commensurate with the vatue to the Autharity of that information;

9.1.2 physical components of the Supplier System are kept In secure accommaedation which conforms
to the Security Policy Frarmework and CESG standards and guidance or equivalent,

2.1.3 physical medis holding OFFICIAL information s handled in acocordance with the Sscurily Policy
Framework and CESG standards and guidance or eguivalent, and

814 information Assets and Authority Data held on paper are:
9.1.4.1 keptsecure al all imes, locked away when not in use on the premises on which they are
heid and secursd and are segregated i the Supplier is colocating with the Authority,

and

9.1.4.2 only transferred by an approved secure form of transfer with confismation of receipt
obtained.
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SCHED

Audit and Monitoring

The Supplier shall implerment effective monitoring of s informalion assurance and security obligations
in accordance with Government standards and where appropriate, in accordance with CESG Good
Practice Guide 13 — Profective Monioring or equivatent.

The Supplier shall collect audit records which relate to securily events In the ICT Dwirenment {(where
this is within the control of the Supplier), including those that would support the analysis of potential and
actual compromises. In order fo facilitate effective monitoring and forensic readiness, such Supplier audit
records shall include:

10.2.1 logs to facilitate the identification of the specific asset which makes every outbound request
external to the 1CT Environment (o the extent i is within the control of the Supplier). To the
extent, the design of the ICT Environment allows, such logs shall include those from DHCP
servers, HTTPHTTPS proxy servers, frowalls and routers;

10.2.2 regular reports and alerls giving delails of access by users of the ICT Environment (o the extent
that it is within the control of the Supplier o enable the identificalion of changing access frends
any unusual patierns of usage ardfor accounts accessing bigher ‘than average amounts of
Authority Date; and

1123 sscurlly svents generated in the ICT Environmeant (o the exlent i is within the controd of the.
Suppher) including aceount ingon and logoil events, start and end of remots acoess sessions,
sacurity aterts from deskiops and server uperating systems and security slerls from third party
sapurity sofhware.

The Parties shell work together fo establish any additional audit and moniloring requirements for the ICT
Envirgnment,

The Supplier shall relain audit records collected in compliance with paragraph 10.1 for at lsast & months.

LULE T - PRISONE

ACCESS TO PRISONS

1

a2

¥ Staff are required to have 2 pass for admission to an Authority Premises which is a prison, (2 "Prison”™)
the Anthority shall, subject to salisfactory complation of approval procedures, arrange for passes to be
issued. Any member of the Staff who cannot produce a proper pass when reqguired fo do so by any
member of the Authorily's personnel, or who contravenes any conditions on the basis of which a pass
was lssued, may be refiised admission to a Prison or be requirerd o leave a Prison if aiready there,

Staff shall prompﬁy retun any pass i at any time the Authority so requires or if the person o whom the
pass was issued ceases o beinvolved in the performance of the Services. Ths Supplier shall promptly
roturn all passes on expiry or lermination of the Contract.

Siaff attending a Prison may be sublect to search at any time. Shrip searches shall be comied out only
on the specific suthority of the Authorify under the same rules and conditions applyving o the Authority’s
parsonnel. The Supplier is referred to Rule 71 of Part IV of the Prison Rules 1899 as amended by the
Prison (Amendment) Rules 2005 and Rule 75 of Part IV of the Young Offender Institution Rules 2000
a3 amended by the Young Offender instifution (Amendment) Rufes 20056,

Searches shalt be conductad only on the specific authority of the Authority under the same rsles and
conditions appiving to the Autharity's personnel andior visitors. The Supplier is referred o Section 8 of
the Prison Act 1952, Rule 64 of the Prison Rulaes 1989 and PSEO7/2016.

SECURITY
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Whilst al Prisons Stalf shalt comply with all securily measures implemented by the Authorily in respect
of staff and other persons attending Prisons. The Authority shall provide copies of its writlers security
procedures to Staff on request. The Supplier and all Btaff are prohibited from taking any photograghs
at Prisons uniess they have Approval and the Authoriby’s representative is present so as 1o have full
condral over the subject matier of each photograph o be taken. No such photograph shalt be published.
or atherwise circulated withoul Approval.

The Authority may search vehicles used by the Supplier or Staff at Prisons.

The Supplier and Slaff shall co-operate with any investigation relating to securily which is carred out
by the Authorify or by any person who is responsible for security maiiers on the Authority’s behalf, and
wehan raquired by the Authority shall:

71 take all reasonable measures {0 make available for interview by the Authority any
members of Staff identified by the Authority, or by a person who is responsible for
security matters, for the purposes of the investigation. Stalf may be accompanied by and
be advised or represented by ancther person whose altendance at the interview is
accepiable to the Authority, and

7.2 subject to any legal restriction on their disclosure, provide sl documents, records or
other material of any kind and in whatever form which may be reasenably required by
the Authorily, or by a person who is responsible for security matiers on the Authority's
hehalf, for the purposes of investigation as long as the provision of thal material does
not prevent the Supplier from performing the Services. The Authority may refsin any
such material for use in connection with the investigation and, as far as possible, may
nrovide the Supplier with a copy of any material retained,

OFFENCES AND AUTHORISATION

&

8

Serous

in providing the Services the Supplier shaf comply with PSS! 10/2012 (Conveyance and Possession of
Prohibited lems and Other Related Offences) and other applicable provisions relating o securily as
published by the Authority from time o time.

Nothing in the Contract is deemed to provide any “authorisation” in the Supplier in respact of any
provision of the Prison Act 1952, Dffender Management Act 2007, Crime and Securily Act 2010,
Crime Aot 2015 or other relevant legislation.
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1.2

OBRLIGATIONS AND CORPORATE SOCIAL
RESPONSIBULITY

What the Authority expects from the Supplier

in February 219, Her Majesty's Government published version 2 of a Supplier Code of
Conduct {the "Code™ setling out the standards and behaviours expected of suppliers who work
with government. The Code can be found online at:

https.rassets. publishing service gov.uk/igovernment/uploads/system/uploads/attachment_dat
afile/T79660/20180220-Supplier Code of Conduct pdf

The Authority expects the Supplier and #s Sub-Contractors to comply with their legal
obligations, in particular those set out in Part 1 of this Schedule 8, and o meet the standards
sef out in the Code as a minimum. The Authority also expeclis the Supplier and #s Sub-
Contractors 1o use reasonable endeavours to comply with the standards set outin Part 2 of this
Schedule 8.

PART 1 Statutory Obligations

2

2.1

31

Equality and Accessibility
The Supplier shalk
{a} perform its obligalions under the Contract in accordance with:
i} all applicable equality Law (whether in relation 10 race, sex, gender reassignment,
age, disabilily, sexual orienfation, religion or belief, pregnancy matemity or
otherwise),

iy  the Authority's equality, diversity and inclusion policy as given to the Supplier from
fime fo time;
iy any other requirements and instructions which the Authority reasonably imposes
regarding any equality obligations imposed on the Authority at any time under
applicable equality taw; and
{b} take all necessary steps and inform the Authority of the steps faken to prevent unlawhil

discrimination designated as such by any courl or tribunal, or the Equality and Humarn
Rights Commission {or any successor organisation).

Modern Slavery
The Supplier shall, and procure that each of its Sub-Contractors shiall, comply withy:

(a) the MSA; and

fb)y the Authority's anfl-slavery policy as provided o the Supplier from time to time ("Anti-
slavery Policy”).
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3.4

3.5

3.6

The Supplier shall:

{a} implement due diligence proceduras for its Sub-Contractors and other participants in s
supply chaing, 1o ensure that there is no slavery or rafficking in its supply chains;

{by  respond prompily to all slavery and trafficking due diligence guestionnaires issued to it
by the Authority from time 1o time and shall ensure that iis responses o all such
guestionnaires are complete and accurate;

{c) prepare and deliver 1o the Authority each year, an annual slavery and frafficking report
setling out the steps it has faken to ensure that slavery and trafficking is not taking place
irv any of its supply chains or in any part of its business;

{d} maintain a complete sel of records 1o trace the supply chain of all Services provided to
the Authority regarding the Contract;

{g}) reportthe discovery or suspicion of any slavery or trafficking by it or its Sub-Contractors
to the Autharity and to the Modern Slavery Helpline; and

{  implement a system of fraining for iis employees 1o ensure compliance with the M3A.
The Supplier represents, warranis and undertakes throughout the Term that:

{a} # conducts its business in a manner consistent with all applicable laws, reguiations and
codes including the MSA and all analogous legisiation in place in any part of the world;

{b) its responses to all slavery and trafficking due diligence guestionnaires issued o it by
the Authority from time 1o time are complete-and accurate; and

{c} neither the Supplier nor any of its Sub-Confractors, hor any other persons associated
with il

i} has been convicted of any offence involving slavery and trafficking; or
i} has been or is the subject of any investigation, inguiry or enforcement

proceedings by any governmental, administrative or reguiatory body
regarding any offence regarding stavery and trafficking.

The Supplier shall nolify the Authority as soon as it becomes aware of:

{a} any breach, of potential breach, of the Anti-Slavery Policy, or

{b}y any actual or suspected slavery or rafficking in a supply chain which refales to the
Cordract,

if the Supplier notifies the Authorily pursuani o paragraph 3.4 of this Schedule 8, it shall

respond promptly to the Authority's enguiries, co-operate with any investigation, and afiow the

Authority to audit any books, records and/or any other relevant documentation in accordance
with the Contract.

if the Supplier is in Default under paragraphs 3.2 or 3.3 of this Schedule 8 the Authority may
by notice:
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{a) require the Supplier to remove from performance of the Contract any Sub-Contractor,
Staff or other persons associated with it whose acts or omissions have caused the
Default; or
{b} immediately terminale the Confract.
4 Income Security

4.1 The Supplier shall:

{a) ensure that all pay and bensfits paid for a standard working week meet, at least, national
legal standards in the country of employment;

(b} provide all Siaff with written and readily understandabie information about thelr
employment conditions in respect of pay before they enter employment and about their
pay for the pay period concernedd each time that they are paid;

{c) nol make deductions from pay:

{1) as a disciplinary measure;
{1} except where permitted by Law and the terms of the employment contract; and
(i} without express permission of the person concerned
(dy record all disciplinary measures taken against Staft.
5 Working Hours
51  The Supplier shall ensure that:

{a} the working hours of Staff comply with the Law, and any colieclive agreements;

{b) theworking hours of Staff, excluding overtime, Is defined by contract, do not exceed 48
hours per week uniess the individual has agreed in writing, and that any such agreement
is in accordance with the Law;

{c)  overtime is used responsibly, considering:

{i) the extent;
(it} frequency; and

{#1) hours worked;

{dy the tolal hours worked in any seven-day period shall not exceed 60 hours, except wherg
covered by paragraph 5.1 (e}

{e}  working hours do not exceed 80 hours in any seven-day period unless:

{i} itis aliowed by Law;
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7.2

8.1

{i} it is allowed by a collective agreement freely negoliated with a warker's organisation
representing a significant portion of the workforce;

{iit) appropriate safeguards are taken o protect the workers' health and safety; and

{iv) the Supplier can demonstrate that exceptional circumstances apply such as during
unexpected production peaks, accidents or emergencies;

{1y all Supplier Staff are provided with at least:

{1y 1 day off in every 7-day period; or

{ity where aliowed by Law, 2 days off in every td-day petiod.
Right to Work
The Supplier shall

{a} ensure that all Stafl, are employed on the condition that they are permitied to work in
the UK, and;

{p}  nolify the authority immediately if an employee is not permitted to work in the UK.
Health and Safety
The Supplier shail perform its obligations under the Confract in accordance with:

{a) ail applicable Law regarding health and safely; and

{py  the Authority's Health and Safety Policy while al the Authority’s Premises.

Each Parly shall notify the other as soon as practivable of any health and safety incidents or
material health and safely hazards at the Authority's Premises of which it becomes aware and

which relate 1o or arise in connection with the performance of the Contract. The Supplier shall

instruct Staff to adopt any hecessary safely measures in order 1o manage the risk.
Welsh Language Requirements

The Supplier shall comply with the Welsh Language Act 1993 and the Weish Language Scheme

as if it were the Authority to the extent that the same relate to the provision of the Services.

Fraud and Bribery

The Supplier represents and warrants that neither it, nor to the best of its knowledge any Staff,
have at any time prior to the Commencement Date:

{a} committed a Prohibited Act or heen formally notified that if is subject to an investigation
or prosecution which relates {o an alleged Prohibited Act; and/or
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8.2

9.3

9.5

9.6

{0

been listed by any Government department or agency as being debarred, suspended,
proposed for suspension or debarment, or otherwise ineligible for participation in
Government procurement programmes of contracts on the grounds of a Prohibited Act.

The Supplier shall not during the Term:

{2)
)

commit 8 Prohibited Act, andfor

do or suffer anything 1o be done which would cause the Authorily or any of s
employees, consultants, cantractors, sub-contractors or agents to contravene any of the
Relevant Requirements or otherwise incur any liability in relation o the Relevant
Requirements.

The Suppilier shall, during the Term:

{a)

&)

{ch

(&

establish, maintain and enforce, and require that its Sub-Contraciors establish, maintain
and enforce, policies and procedures which are adequate to ensure compliance with
the Relevant Requirements and prevent the occurrence of a Prohibited Agt;

have in place reasonable prevention measures (as defined in section 45(3) and 46{4)
of the Criminal Finance Act 2017) to ensure that Associated Persons of the Supplier do
not commit tax evasion facilitation offences as defined under thal Act;

keep appropriate records of its compliance with its obligations under paragraph 9.3
{(a) and 9.3 (b} and make such records avaiiable to the Authority on request; and

take account of any guidance about preventing faciitation of fax evasion offences which
may be published and updated in accordance with section 47 of the Criminal Finances,
Act 2017

The Supplier shall immediately notify the Authority in writing ¥ it becomes aware of any breach
of paragraphs 9.1 and/or 9.2, or has reason fo believe that it has or-any of the Staff have:

(@)

)

(c}

been subiect 1o an investigation or proseciution which relates to an alleged Prohibited
Aot

been listed by any Government departmer or agency as being debarred, suspended,
proposed for suspension of debarmert, or otherwise ineligible for participation in
Government procurement programmes or contracts on the grounds of a Prohibited Act;
and/or

received a request or demand for any undue financial or other advantage of any kind in
connection with the performance of the Contract or otherwise suspects that any person
directly or indirectly connected with the Contract has commiited or attempted o commit
a Prohibited Act.

if the Supplier notifies the Authority pursuant to paragraph 8.4, the Supplier shall respond

promptly 1o the Authority’s enquiries, co-operate with any investigation, and aliow the Authority

to Audit any books, records and/or any other relevant documentation.

if the Supplier is in Defaull under paragraphs 9.1 and/or 9.2, the Authority may by notice:
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{a) require the Suppilier fo remaove from performance of the Contract any Staff whose acls
of omissions have caused the Default; or

{0 immeiiiately terminate the Contract.

9.7  Any notice served by the Authority under paragraph 8.6 shall specify the nature of the Prohibited
Act, the identity of the parly who the Authority believes has commitied the Prohibited Act and
the action that the Authority has laken {including, where refevaryt, the date on which the Contract
terminates).

PART 2 Corporate Social Responsibility

14 fero Hours Contracts

16,1 Any reference to zero hours contracts, for the purposes of this Contract, means as they relate
to employess or workers and not those who are genuinely self-employed and undertaking work
on a Zero hours arrangement.

10.2  When offering zero hours confracts, the Supplier shalt consider and be clear in iis
sommunications with its employees and workers aboul:

{a} whether an individuat is an employee or worker and what statutory and other righis
they have;

{by  the process by which work will be offered and assurance that they are fiot eobliged 1o
accept work on every occasion, and

(<) fow the individual's contract will terminate, for example, at the end of each work lask or
with notice given by either party.

11 Sustainability
11.1  The Supplier shall
{a} comply with the applicable Government Buying Standards;

{D} provide, from time to time, in a format reasonably required by the Authority, reporis on
the environmental sffects of providing the Goods and Services;

() maintain 180 14001 or BS 8555 or an equivalent standard intended {0 manage is
gnvironmental responsibiiities; and

{b} perform #s obligations under the Contract in 2 way that

{1} supports the Authority’s achievement of the Greening Government Commitments;
{H) conserves anergy, water, wood, paper and other resources;

{ii) reduces waste and avoids the use of ozane depleting substances; and

{iv) minimises the release of greenhouse gases, volatile organic compounds and other
subsiances damaging 1o health and the environment.
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SCGHEDULE ¥ ~ DATA PROCESSING

1. The contact details of the Authority's Data Protection Officer are: [JEliai-eRR (slel @ SO RN T ity

2. The contact details of the Supplier's Data Protection Officer are JEEhElscle g8 ele iy

3 The Suppiier shall comply with any further written instructions with respeact [0 processing by the
Authority.
4, Any such further instructions shall be incorporaled intothis Schedule 9.

Part A — Offendor Personal Data

- Subject matter of the Any data produced or processed by virtue of the delivery of the

- processing - Services under this contract. Specifically, the supplier will receive a

' - range of referral details about offenders in order {0 consider residential

- placement wherein rehabilitative and tallored support packages wilt be
delivered.

- Fallowing the referral assessment and if placement is agreed the
supplier will utilise the referral data to inform offender support,
rehabilitation and risk management.

- The processing need is therefore {o ensure that the Supplier can
- appropriately defermine a rehabilitative and risk management
framework o effectively deliver the contractual service safely and
- effectively.

Duration of the processing ¢ Processing of Offender Personal Diata is for the Term of this Contract:
' from Service Commencement until the Expiry Dale or Termination
. Date, whichever falls earlier.

| Nature and purposes of the | The purpose of the pf'acessing i, as per the contract; 1o provide
processing accommodation and support services to offenders, as referred ta the
Supplier by the Authority

The nature of the processing under this coniract includes but is not
limited o processing referrals to the service, case management,
defivering purposeful interventions, risk management referrals {o other
agencies, statutory reporting, collection, recording, organization,
structuring, storage, adaption, alteration, refrieval, consultation, use of, |
disclosure, transmission, disseminalion or otherwise, making available,
alignment or combination, restriction, etasure or destruction of dala
{whether or not by automated means) or Persenal Data for the purpose
of delivering the Services under this Contract.
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- Processed

Type of Personal Data being | As per the referral form, including:

« Name

» DOB

»  Unigue identification number

» Establishment address and information {eg room number}

»  Current/previous accommodation address

» Rent/housing arrears information

« National insurance number

» Offence information — including possible previous conviction
iformation and licence information

+ Telephone numbers

» Educational information {including SEN where relevant)

» Risk assessment, social work reports, Pre Sentence /Parcle
Reports NPS records, case records and incident reports.

» Healthcare records

=  Substance misuse history

*« images

»  Elhnicily

« Religious belief

«  Sexual orientation

«  (Gender identily

« Disability

« Legel status (e.g. remanded, convicted or awailing sentence)

» Release/sentence dates

» LAC status

« Parenial status

» Preferred communication

»  Responsible Local Authority

« Personal testimony

» Voice Recardings (subject to security clearance)

»  Armed forces service history

- Categories of Data Subject

- Referral group only — offenders referred fo the Supplier by the
- Authority.

Pian for retirn and
destruction of the dala once
the processing is complete

Unless requirement under
Law to preserve that type of
data

Offender Personal Data is relurned or destroyed according to the
following timescales:

a) Referral data: Offender Personal Data received from the
Authority on referral is retained by the Supplier for the duration
of the offender's stay after which i is deleted. For referrals that |
are not accepted into the services the Supphier delelss the
Offender Personal Data within 6 months of initial referral.
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The Supplier will manage a system whereby they are able to
identify rejecied referrals which have reached the retention
period limi, at which point the documents will be destroyed.

b) Ongeing case management data {including all Care Plans):
Al Offender Personal Dala created by the Supplier during the
course of the Conlract is retained {or 6 vears after the
offender's depariure.

The Supplier will manage a sysiem wheraby they are able to
identify archived case management data that has reached the
retention period Hmit, al which point the documents will be
destroyed.

Part B — Authority Data

Subject malter of the - Any dala produced or processed by virtue of the delivery of the
DrOCessing - Services under this contract, that is not considered Offender Personal
- - Data as oullined above in Part A but required to ensure the Supplier
- can appropriately detiver ifs Services under Contract.

- Duration of the processing ¢ Processing of Authority Data is for the Term of this Contract; from

- - Service Commencement until the Expiry Dale or Termination Date,
- o : whichever falls eatlier. L . .

- Nature and purposes of the | The purpose of the processing i, as per the contract; 1o provide

. DrOCEessing - accommodation and support services o offenders, as referred to the
' - Supphier by the Authority.

- The nature of the processing under this confract includes but is not

- limited 1o processing referrals to the service, case management,

- delivering purposeful inferventions, risk management referrals to other |
- agencies, statutory reporting, coltection, recording, organization,

- strucluring, storage, adaption, alteration, refrieval, consultation, use of, |
- disclosure, ransmission, dissemination or otherwise, making available,

- alignment or combination, restriction, erasure or desfruction of data

- (whether or not by automated means) or Personal Data for the purpose |
- of delivering the Services under this Contract

Type of Personal Data being | This could include personal data relating to Authority staff or other

Processed professionals, processed it the delivery of services and is not
individual Offender Personal Data. A reason for suich processing cotld
be in compliance with general communication cbligations under the
contract, or botential enforcement or incident management scenarios
involving individuals other than the offender. This could include:

« Name
- SQB
»  Work address
~»  Telephone numbers
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» Personal or professional emall addresses or ofher contact

information
«  Securily information (finger prints, CCTV foolage eic)
« Ethnicity

+ Religious belief

«  Sexual orientation
»  (Gender identity

» Disability

= Personal testimony
« Voice Recordings

- Categories of Data Subject | Authority staff, other professionals or individuals processed in the

' - delivery of services in refation to the case management of a referred

_ offender.
Plan for retirn and Such personal data created or processed by the Supplier during the
destruction of the data once | course of the Contract is relained for 6 years after contract expiry.
{he processing is compiete

N The Supplier will manage a system whereby they are able to identify
Unless requirement under | such archived data that has reached the retention period fimit, at which |

union of member state law | point the documents will be destroyed.
to preserve that type of data

Part L — Siaff Personal Data

; Any Staff Personal Data processed by the Authority by vi -
| PFOCEeSSing = delivery of the Services under this contract, that is not considered

: - Offender Personal Data as outlined above in Part A or Authority Dala
- as at part B above.

Duration of the processing | Processing of Staff Personal Data is for the Term of this Contract; from
- - Service Commencement until the Expiry Date or Termination Date,

- whichever falls earfier.

Nature and purposes of the | The purpose of the Authority processing Supplier Staff Personal Data
processing would be as per the contract and may involve the Authority exercising
their rights of assurance and governance of the Contract.

The nature of the processing under this contract includes but is not
limited to, processing Supplier S1aff Personal Data when reviewing
vetting information, responding to PQs or FOIs, investigating incidents
or cordractual compdiance issues, statutory reporting, collection,
recording, organization, structuring, storage, adaption, alteration,
retrieval, consultation, use of, disclosure, ransmission, dissemination
‘or otherwise, making available, alignment or combination, restriction,
erasure of destruction of data (whether or not by automated means) or
Personal Data for the purpose of assuring and managing the delivery
of Services under this Contract.
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Type of Personal Data being | This could include Personal Data relating to Supplier Staff processed
- Processed - in the delivery of services and is not individual Offender Personal Data.
: - This could include:

» Name

» DOB

» Currentprevious accommaodation address

» National insurance number

» Telephone numbers

» Healthcare records

« Substance misuse history

+«  images

»  Elhnicity

« Religious belief

« Sexuat orientation

« Gender identity

= Disabilily

» Parental status

»  Preferred communication

» Personal testimony

» Voice Recordings {(subject to security clearance)
« Armed forces service history

» Becurity information (finger prints, CCTV footage efc)

- Categories of Data Subject : Supplier Btaff involved in the delivery of services under this Contract.

Plan for return and Such personat data processed by the Authority during the course of
destruction of the data once | the Contract is retained for 6 years after contract expiry.
the processing is complete

Unless requirement under
union or member state law
1o preserve that {ype of data
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SCHEDULE 10 - BUSINESS CONTINUHTY PLAN

1.1

1.2

1.3

1.4

2.2

The Supglier shall develap, implerent and maintsin a Business Continully Plan o apply during the
Contract term fand after the end of the term as applicabla) which will be approved by the Authority,
tested, periodically updated and audited in atrordance with this Schedus.

Within 30 days of the Commaeancement Date the Supplier will deliver to the Authorily for approved its
proposed final Business Conlinuity Plan, which will be based nn the HMPPS Business Continuily Palioy
Framework found at Annex 1 o this Schedule. This document is 1o be read as ¥ each reference jo
"NPS" applies squally o the Supplier.

1f the Business Continuity Plan is approved by the Authorily it will be adopted immediately, If it is not
approved by the Authority the Supplier shall amend it within 10 Working Days of a notice of non-
approval from the Authority and re-submit fo the Authorily for approval. The Parties will use all
reasohable endeavours to ensure that the approval process tekes as little time as possible and in any

wevent no longer than 15 Working Blays {or such other pericd as the Parties may agres in writing) from

the date of #s firsi submission to the Authority, i the Authority does not approve the Business Continuily
Plan following its resubmission, the matter will be resobved in accordance with clause 11 (Dispute
Resolution). Mo approval fo be given by the Authority pursuant to this paragraph 1.3 may be
unreassonably withheld or delayed. Any faillure (o approve the Business Continuity Plan on the grourds
that it does not comply with the requirements set ouf in paragraphs 1.1 to 1.3 shall be deemed fo be
reasonable.

The Business Contiruity Plan shall, as a minimun:

{a} shall adhere to the principles contained in the HMPPS Business Continuity Policy Frammework;
ard

i) be drafied in the Business Continuity Plan template applicable o NPS.

TESTING

The Supplier shall, at no cost to the Authorfly, conduct a test of the Business Continuity Plan on an
annua basis and on such further cocasions as may reasonably be required by the Authority. The scope
of such testing shall be agreed betwesn the Parties.

The Supplier shall provide the Authority with a written report summarising the results of alt tesis carried

out pursuant o peragraph 2.1, any failures of the Plan and any remedial action which the Supplier has
faken or infends fo teke (which may include improvements lo the Plan). The Authority may make.
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recommendations of remedial action and the Supplier shall implement such as soon as practically
possible at no cost o the Authority.

3. INVOKING THE BUSINESS CONTINUITY PLAN

3.1 i an event cocurs which, In the reasonable opinion of the Authority, constitules an emergency or
disaster affecting the Supplier's shility to perform the Services, the Supplier shall

{m) immediately nolify the Authorily of thie Rl detslls of the event and its anticipated impact on
the Supplier's ability to perform its obligations under the Confract; and

(b} a5 soon as reasonably prachicable but within a meaudmum of § hours:
(i) implernent the Business Continuity Plan, and
i} agree with the Authority the steps that i will take o address and mitigate the event

with a view to enstring minirmum disruption to the Services.

ANNEX 1

HAAPPE-Dusingss -con
finuitepolicsframess
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IN WITNESS of which the Contract is duly executed by the Parties on the date which appears at the
head of page 1.

SIGNED for and on behalf of the Secretary of Slate for Justice:
Sigrature:

Name (block capifals).

Position:

Pate:

SIGNED for and on behalf of [ e -

Signature:
Mame (black capitals):
Position: Chief Executive Officer

Pale:

Signature:
Name {block capitals):
Position: Chair of Trusiees

Date
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