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SUPPLY OF SERVICES AGREEMENT

THIS AGREEMENT is made on the date of last signature below

between: Parties

1.  DCI Ltd a company incorporated in England and Wales with registered number 09616726 whose
registered office is at 82 Woodrow Drive, Wokingham, Berkshire, RG40 1RT. (Supplier);

2. (Customer and/or Client).

AGREEMENT
Meanings
1. Inthis Agreement, the following words are defined:
Agreement this agreement for the provision of the Services (as defined below) including

any schedules;

Confidential Information in relation to either party, any information (whether or not stated to be confidential or

Intellectual Property
Rights

marked as such) which that party discloses to the other, or which the other party obtains
from any information disclosed to it by that party, either orally or in writing or by any
other means, under or in connection with this Agreement;

any invention, patent, utility model right, copyright and related right, registered design,
unregistered design right, trade mark, trade name, internet domain name, design right,
design, service mark, database rights, topography rights, rights in get-up, rights in
goodwill or to sue for passing off and any other rights of a similar nature or other
industrial or intellectual property rights owned or used by the Supplier in any part of the
world whether or not any of the same is registered (or capable of registration), including
applications and the right to apply for and be granted, extensions or renewals of, and
rights to claim priority from, such rights and all equivalent or similar rights or
protections which subsist now or will subsist in the future;

Premises

Services

the Customer's premises situated at , ;

the services which are set out and described in Schedule 1 of this Agreement, together
with any other services which the Supplier provides or agrees to provide to the
Customer through the change control procedure set out below (Change Control);

Service Charges

the charges for the Services, which are set out in Schedule 2 of this Agreement;

Specification

the description or specification for the Services as set out in Schedule 1 of this




Deliverables

Effective Date

Equipment

all documents, items, plans, products, goods and materials supplied by the Supplier,
including any methodologies, ideas, designs, computer programs, data, disks, tapes, and
reports, in whatever form, which are developed, created, written, prepared, devised or
discovered by the Supplier or its agents, sub-contractors, consultants and employees in
relation to the Services;

31 July 22

any equipment, systems, tools, cabling, items, materials or facilities requested or used
directly or indirectly in the supply of the Services, by the Supplier or its sub-contractors;
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2.

Agreement or as otherwise agreed between the parties through Change Control;
Working Day any day other than a Saturday, Sunday or public holiday in England and Wales.

In this Agreement, unless the context requires a different interpretation:
a. the singular includes the plural and vice versa;

b. references to sub-clauses, clauses, schedules or appendices are to sub-clauses, clauses, schedules or appendices of
this Agreement;

a reference to a person includes firms, companies, government entities, trusts and partnerships;
"including" is understood to mean "including without limitation™;

reference to any statutory provision includes any modification or amendment of it;

the headings and sub-headings do not form part of this Agreement; and
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"writing™ or "written” will include fax and e-mail unless otherwise stated.

Provision of Services

3.

The Supplier shall provide the Services to the Customer on the terms and conditions of this Agreement from the
Effective Date and as set out in Schedule 1.

The Services will be provided by the Supplier either:
a. on an on-going basis; or
b. in response to each request from the Customer from time to time
as specified in Schedule 1.

The Agreement begins on the Effective Date and will continue until either party serves notice to terminate under the
clause below (Termination).

The Supplier shall provide the Services (including any Deliverables) at the Premises in accordance with the
Specification in all material respects. Time is of the essence for any dates for delivery of the Services under this
Agreement, unless specifically stated otherwise in any schedule.

The Supplier shall perform the Services with reasonable care and skill, in accordance with:
a. generally recognised commercial practices and standards in the applicable industry; and

b. all laws and regulations applicable to the Services, including all laws and regulations related to (i) anti-bribery and
corruption, and (ii) data protection.

The Supplier shall use reasonable endeavours to observe all health and safety rules and regulations and any other
reasonable security requirements that apply at the Premises and that have been communicated to the Supplier.

Customer's Obligations

9.

10.

No amendment shall be made to Schedule 1 except on terms agreed in writing by the Parties in accordance with the
clause below Change Control.

The Customer must:
a. co-operate with the Supplier in all matters relating to the Services;

b. provide, in a timely manner, any Equipment, materials and any information as the Supplier may reasonably
require; in the case of Equipment, the Customer shall ensure that it is in good working order and suitable for
the purposes for which it is used, and in the case of information, the Customer shall ensure that it is accurate in
all material respects;



c. obtain and maintain all necessary licences and consents and comply with all relevant legislation in relation to the
Services before the date on which the Services are to start;
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d. provide to the Supplier, its agents, subcontractors, consultants and employees, in a timely manner and at no
charge, access to the Premises and other facilities as reasonably required by the Supplier;

e. inform the Supplier of all health and safety rules and regulations and any other reasonable security requirements
that apply at the Premises.

Defective Services

11. The Supplier shall promptly notify the Customer of:
a. any delays or problems from time to time in the provision of the Services of which the Supplier becomes aware;

b. any circumstances from time to time which may prevent the Supplier from providing the Services in accordance
with this Agreement together with (where practicable) recommendations as to how such circumstances can be
avoided; and

¢. any complaint (whether written or not) or other matter which comes to its attention and which it reasonably
believes may give rise to any loss by or claim against the Customer or which may result in any adverse publicity
for the Customer.

12. The Customer shall, without limiting any right or remedy of the Customer, promptly report to the Supplier any defects
in the Supplier's performance of the Services as soon as reasonably practicable after any such defect comes to the
attention of the Customer.

13. Where any defect in the provision of the Services is reported to the Supplier by the Customer or otherwise comes to
the attention of the Supplier, the Supplier shall, without limiting any other right or remedy of the Customer, use its
reasonable endeavours to provide such further services as are necessary in order to rectify the default as soon as is
reasonably practicable.

Charges, Payment And Time Records

14. In consideration of the provision of the Services by the Supplier, the Customer shall pay the Service Charges as set out
in Schedule 2 which specifies whether the charges are on a time and materials basis, a fixed price basis or a
combination of both. Time is of the essence for the payment of the Service Charges.

15. All charges quoted to the Customer are exclusive of VAT, which the Supplier shall add to its invoices at the
appropriate rate.

16. Where Services are provided on a time and materials basis:

a. the charges payable for the Services shall be calculated in accordance with the Supplier's standard daily fee rates
for each individual person and are calculated on the basis of an eight-hour day, worked between 9 am and 5 pm
on Working Days and otherwise by arrangement between the parties;

b. the Supplier will ensure that every individual whom it engages in relation to the Services completes time sheets
recording time spent on the Services or Deliverables; and

c. the Supplier will invoice the Customer monthly in arrears for its charges for time, expenses and materials (together
with VAT where appropriate) for the month concerned, accompanied by any relevant receipts for any Equipment,
materials and expenses as incurred in accordance with the clause below.

17. Where Services are provided for a fixed price, the total price for the Services is set out in Schedule 2. Upon
completion of the Services or when an agreed instalment is due, the Supplier shall invoice the Customer for the charges
that are then payable, together with any Equipment, materials and expenses, which have not been expressly included in
the fixed price and VAT.

18. Expenses incurred by the Supplier may include: the cost of hotel, subsistence, travelling and any other expenses
reasonably incurred by the individuals whom the Supplier engages in connection with the Services, the cost of any
materials and the cost of services reasonably and properly provided by third parties and required by the Supplier for the
supply of the Services. Any expenses in excess of £0 must be pre-approved by the Customer in writing. Such expenses,



materials and third party services must be invoiced by the Supplier at cost, together with VAT, which the Supplier will
add to its invoices at the appropriate rate.
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19. The Customer shall pay each invoice submitted to it by the Supplier, in full and in cleared funds, within 30 days of
receipt (which shall be determined in accordance with the section below (Notices)) to a bank account nominated in
writing by the Supplier (the Due Date).

20. Without prejudice to any other right or remedy that it may have, if the Customer fails to pay the Supplier on the Due
Date:

a. the Customer shall pay interest on the overdue amount at the rate of 4% per annum above the Bank of England
base rate at the relevant time. Such interest will accrue on a daily basis from the due date until actual payment of
the overdue amount, whether before or after judgment. The Supplier may choose to charge statutory interest due.
The Customer shall pay the interest together with the overdue amount; and

b. the Supplier may suspend all Services until payment has been made in full.

21. All sums payable to the Supplier under this Agreement shall become due immediately on its termination, despite any
other provision.

22. The Supplier and the Customer shall pay all amounts due under this Agreement in full without any deduction except as
required by law and neither party shall be entitled to assert any credit, set-off or counterclaim against the other in order
to justify withholding payment of any amount due, in whole or in part.

Change control

23. The Customer may at any time during the term of this Agreement request an increase or decrease in the volume of the
Services, a change in the Specification, or the addition of new Services (Change Request) by notifying the Supplier in
writing of its requirements.

24. The Supplier shall give due consideration to any Change Request from Customer and shall, within 14 Working Days
of receiving a Change Request from the Customer:

a. confirm its acceptance of the Change Request, without any further variation to the terms of the Agreement, in
which case the parties shall execute a variation to the Agreement as soon as reasonably practicable and the
Supplier shall implement the Change Request accordingly; or

b. provide a written proposal for accepting the Change Request, subject to any variation that it reasonably considers
necessary to the Services, the Specification or the Service Charges, including any new Services (Change
Proposal); or

c. if the Supplier believes it is not reasonably practicable to accept the Change Request, with or without any such
variation, provide the Customer with a written statement of its reasons for doing so.

25. Any Change Proposal provided by the Supplier under the above clause shall be based on the Service Charges or, if this
is not appropriate, shall be a fair and reasonable quotation for the Change Request.

26. The Customer shall give due consideration to the Supplier's Change Proposal under the clause above and shall within
14 Working Days after receipt of the Change Proposal either give the Supplier a written notice accepting the Change
Proposal (subject to or without further negotiation) or rejecting the Change Proposal. If the Customer accepts the
Change Proposal, the parties shall as soon as reasonably practicable execute a variation to the Agreement and the
Supplier shall implement the agreed variation.

27. The Supplier shall have the right to make any changes to the Services which are necessary to comply with any
applicable law or safety requirement, provided that the Supplier gives the Customer reasonable notice of such changes
and that such changes do not materially affect the nature/scope of the Services or the Service Charges.

Indemnity

28. The Supplier shall indemnify the Customer against any claim by any other person that the provision of the Services to
the Customer in accordance with this Agreement infringes any Intellectual Property Rights of that other person.



Liability and Insurance
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29. If the Supplier's performance of its obligations under this Agreement is prevented or delayed by any act or omission of
the Customer, its agents, sub-contractors, consultants or employees, the Supplier shall not be liable for any costs,
charges or losses sustained or incurred by the Customer that arise directly or indirectly from such prevention or delay.

30. Nothing in this Agreement limits or excludes either party's liability for:

a.
b.
C.

d.

death or personal injury caused by its negligence;
fraud or fraudulent misrepresentation; or

breach of the terms implied by section 2 of the Supply of Goods and Services Act 1982 (title and
quiet possession); or

any other liability which cannot be limited or excluded by applicable law.

31. Subject to the above clause and the clause above (Indemnity), neither party shall have any liability to the other party,
whether in contract, tort (including negligence), for breach of statutory duty, or otherwise, arising under or in
connection with this Agreement for:

a.

g.

loss of profits;

b. loss of sales or business;

c. loss of agreements or contracts;
d.
e
f

loss of anticipated savings;

. loss of or damage to goodwill;
. loss of use or corruption of software, data or information;

any indirect or consequential loss.

32. Subject to the two preceding clauses and the clause above (Indemnity), the total liability of either party for any other
loss of the other party in respect of any one event or series of connected events shall not exceed £0.

33. The terms implied by sections 3 to 5 of the Supply of Goods and Services Act 1982 are, to the fullest extent permitted
by law, excluded from this Agreement.

34. During this Agreement, the Supplier and the Customer shall each maintain in force with a reputable insurance
company, insurance sufficient to indemnify risks for which they may be responsible, including for their respective sub-
contractors, agents and employees, in connection with the Services and shall, on either parties' request, produce both
the insurance certificate giving details of cover and the receipt for the current year's premium.

Confidentiality

35. Each party will only use Confidential Information to perform its obligations under the Agreement and will not cause or
allow the information to be disclosed except:

a.
b.

where required by law, court order or any governmental or regulatory body;

to any of its employees, officers, sub-contractors, representatives or advisers who need to know the information in
order to discharge its obligations under the Agreement and agree only to use the information for that purpose and
not to cause or allow disclosure of that information;

. where the information has become generally available to the public (other than as a result of disclosure in breach of

the Agreement by the party or any of its employees, officers, sub-contractors, representatives or advisers);

. where the information was available or known to it on a non-confidential basis before being disclosed under

the Agreement; or

. where the information was developed by or for it independently of the Agreement and is received by persons who

are not the disclosing party.



Intellectual Property
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36. Subject to the clause below, the Supplier reserves all Intellectual Property Rights (if any) which may subsist in any
Deliverables, or in connection with, the provision of the Services. The Supplier reserves the right to take such action as
may be appropriate to restrain or prevent the infringement of such Intellectual Property Rights.

37. The Supplier licenses all such rights to the Customer free of charge and on a non-exclusive, worldwide basis to such
extent as is necessary to enable the Customer to make reasonable use of the Deliverables and the Services.

38.

If this Agreement is terminated, this licence will automatically terminate.

Data Protection

39. Each party shall comply with its obligations, and may exercise its respective rights and remedies under Schedule 4.

Anti-Bribery

40. The Supplier and its agents, sub-contractors, consultants or employees shall:

a.

comply with all applicable laws, regulations, statutes, and codes relating to anti-bribery and anti-corruption
including but not limited to the Bribery Act 2010 (Bribery Laws);

not commit an offence under sections 1, 2 or 6 of the Bribery Act 2010;

comply with the Customer's Anti-Bribery Policy annexed to this Agreement in the respective Schedule (as
updated from time to time) and any relevant industry code related to Anti-Bribery (Bribery Policies);

have, maintain, and enforce throughout the term of this Agreement its own policies and procedures, to ensure
compliance with the Bribery Laws and the Bribery Policies; and

promptly report to the Customer any request or demand for any undue financial or other advantage of any kind
received by the Supplier in connection with the performance of this Agreement.

Non-Solicitation

41. The Customer shall not, without the prior written consent of the Supplier, at any time from the date of this Agreement
to the expiry of 12 months after the last date of supply of the Services or termination of this Agreement (whichever is
the latest), solicit or entice away from the Supplier or employ or attempt to employ any person who is, or has been,
engaged as an employee, consultant or sub-contractor of the Supplier in the provision of the Services.

Circumstances beyond the control of either party

42. Neither party shall be liable for any failure or delay in performing their obligations where such failure or delay results
from any cause that is beyond the reasonable control of that party.

43.

44,

45.

46.

Such causes include, but are not limited to: power failure, Internet Service Provider failure, acts of God, epidemic,
pandemic, civil unrest, fire, flood, droughts, storms, earthquakes, collapse of buildings, explosion or accident, acts of
terrorism, acts of war, governmental action, any law or any action taken by a government or public authority, including
without limitation imposing an export or import restriction, quota or prohibition, or any other event that is beyond the
control of the party in question.

The party affected by a circumstance beyond its control shall use all reasonable endeavours to mitigate the effect of the
force majeure upon the performance of its obligations.

The corresponding obligations of the other party will be suspended to the same extent as those of the party affected by
a force majeure event.

If the delay continues for a period of 90 days, either party may terminate or cancel the Services to be carried out under



this Agreement.

Termination
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47. Either party may terminate this Agreement by giving the other party 8 weeks' prior written notice.
48. A party may terminate the Agreement immediately by giving written notice to the other party if that other party:
a. does not pay any sum due to it under the Agreement within 60 days of the due date for payment;

b. commits a material breach of the Agreement which, if capable of remedy, it fails to remedy within 30 days after
being given written notice specifying full particulars of the breach and requiring it to be remedied);

. persistently breaches any term of the Agreement;
. is dissolved, ceases to conduct substantially all of its business or becomes unable to pay its debts as they fall due;
. Is'a company over any of whose assets or property a receiver is appointed;
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makes any voluntary arrangement with its creditors or (if a company) becomes subject to an administration order
(within the meaning of the Insolvency Act 1986);

g. (if an individual or firm) has a bankruptcy order made against it or (if a company) goes into liquidation;
h. undergoes a change of control (within the meaning of section 1124 of the Corporation Tax Act 2010); or
i. (if an individual) dies or as a result of illness or incapacity becomes incapable of managing their own affairs.

Consequences of Termination

49. On termination or expiry of this Agreement:

a. the Customer shall immediately pay to the Supplier all of the Supplier's outstanding unpaid invoices and interest
and, in respect of Services supplied but for which no invoice has been submitted, the Supplier may submit an
invoice, which shall be payable immediately on receipt;

b. the Customer shall, within a reasonable time, return all of the Supplier's Equipment and any relevant Deliverables
remaining the property of the Supplier. Until they have been returned or repossessed, the Customer shall be solely
responsible for their safe keeping.

50. Termination or expiry of the Agreement shall not affect any rights, remedies, obligations or liabilities of the parties
that have accrued up to the date of termination or expiry, including the right to claim damages in respect of any breach
of the agreement which existed at or before the date of termination or expiry.

51. Other than as set out in the Agreement, neither party shall have any further obligation to the other under the
Agreement after its termination.

General

52. This Agreement contains the whole agreement between the parties relating to its subject matter and supersedes all
prior discussions, arrangements or agreements that might have taken place in relation to the Agreement. Nothing in this
clause limits or excludes any liability for fraud or fraudulent misrepresentation.

53. No party may assign, transfer or sub-contract to any third party the benefit and/or burden of the Agreement without the
prior written consent (not to be unreasonably withheld) of the other party.

54. No variation of the Agreement will be valid or binding unless it is recorded in writing and signed by or on behalf of
both parties.

55. The Contracts (Rights of Third Parties) Act 1999 does not apply to the Agreement and no third party has any right to
enforce or rely on any provision of the Agreement.

56. Unless otherwise agreed, no delay, act or omission by a party in exercising any right or remedy will be deemed a
waiver of that, or any other, right or remedy.

57. A provision which by its intent or terms is meant to survive the termination of the Agreement will do so.
58. If any court or competent authority finds that any provision (or part) of the Agreement is invalid, illegal or



unenforceable, that provision or part-provision will, to the extent required, be deemed to be deleted, and the
validity and enforceability of the other provisions of the Agreement will not be affected.



DocuSign Envelope ID: 895B7632-6700-407C-84E4-16F877001A2B

59. Unless specifically provided by the parties, nothing in the Agreement will establish any employment relationship,
partnership or joint venture between the parties, or mean that one party becomes the agent of the other party, nor does
the Agreement authorise any party to enter into any commitments for or on behalf of the other party.

60. Any notice (other than in legal proceedings) to be delivered under the Agreement must be in writing and delivered by
pre-paid first class post to or left by hand delivery at the other party's registered address or place of business, or sent by
email to the other party’'s main business email address as notified to the sending party. Notices:

a. sent by post will be deemed to have been received, where posted from and to addresses in the United Kingdom,
on the second Working Day and, where posted from or to addresses outside the United Kingdom, on the tenth
Working Day following the date of posting;

b. delivered by hand will be deemed to have been received at the time the notice is left at the proper address; and
c. sent by email will be deemed to have been received on the next Working Day after sending.

Governing law and jurisdiction

61. This Agreement shall be governed by and interpreted according to the law of England and Wales and all disputes
arising under the Agreement (including non-contractual disputes or claims) shall be subject to the exclusive jurisdiction
of the English and Welsh courts.

The parties have signed this Agreement on the date(s) below:
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SCHEDULE T SPECIFICATION OF SERVICES
PREMORTEM SERVICES

1. This schedule described the services that are to be delivered under the contract by the
supplier to the customer on a ‘call-off’ basis and are subject to the charges as laid down in
Schedule 2. This Schedules includes Design and delivery of One-Day Premortems, Premortem
Training, Mentoring and Value-Added services. A ‘call-off’ is initiated and authorised by a
Purchase Order from the client to the supplier for one of the following services:

a. Design and delivery of Premortems. Premortems are designed to primarily focus on
supporting trade negotiation rounds directly or indirectly. This imagines that that trade talks or
other business aspects have failed to achieve UK goals and then reverse engineer what could
potentially lead to failure/identify how to work out these potential flaws. The Premortem (which
can be customised further under 1c) consists of:

i. Preparation. Confirmation of aims, administration and conduct of the activity.
Support to the client’s production of a failure statement. This activity will be by MS
Teams by default.

ii. Premortem lecture. A lecture supported by MS PowerPoint to explain the technique
and its application. This is enhanced by the use of threat and failure examples agreed
by the client.

iii.Premortem. Facilitation of the delivery of the DCI three-part premortem by client
personnel. Client attendees are to the split into groups of up to ten personnel with a
nominated leader, chief of staff, and scribe in each group.

iv.Feedback. On departure of attendees the supplier will provide a ‘hot wash-up’
session with a nominated client representative, or representatives up to 4 in number
to assist in interpreting findings and helping with any clarifications sought.

b. Premortem Leader Training for client staff to enable them to design and deliver future
premortems for the Department. This delivers long-term VFM by building the Department’s own
expertise with an irreducible minimum of outside support. Personnel who have experience of
three or more premortems are eligible to be trained as Premortem leaders. This explains the
technique in depth, gives attendees the opportunity to practice, and has workshop sessions to
help develop attendee knowledge. Training consists of:

i. Preparation. Confirmation of training audience and client requirements.
ii. Premortem Expert Level Lecture. A lecture supported by MS PowerPoint to
explain the technique and its application. This is enhanced by the use of failure

examples to illustrate the technique rather than scenario.

iii.Premortem Practice. Attendees will be given the opportunity to practice in small
teams supported by a mentor.




iv.Workshops. A series of workshops enabling and encouraging attendees to clarify,
guestion and engage with key concepts.
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c. Mentoring, Customisation and Alternative Approaches to support the client in the design,
customisation and delivery of premortems with additional techniques or in complex or new
scenarios. This can be applied to supplier provided services, strategy development or client
devised premortems.

2. The client is responsible for the provision of the working environment including access
control, safety and security. Intellectual property, including failure statements (unless
anonymised), reasons, mitigations and customer work will not be entered onto supplier systems
to protect client confidentiality. IT (The presentation will be emailed to the client to enable them
to retain physical, and virtual control of hardware and software) used during the premortem is to
be supplied by the client.

3. Classrooms are to have IT presentation facilities (MS PowerPoint), white boards or
flipcharts, sticky notes, pens. Clients are strongly recommended to equip course members
(their staff) with the ability to record key information on a work system, but this is discretionary.

4. Lecture audiences are not to exceed 20 personnel without express agreement and
personnel under training in facilitated groups are not to exceed 10 people per sub-syndicate for
Premortems, and 6 people for Premortem Leader Training.
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SCHEDULE 4 DATA PROTECTION

PART A

1. For the purposes of this Schedule:

a. Data Protection Laws means any applicable law relating to the processing of Personal Data, as applicable to either
party or the Services, including:

i. the GDPR,;
ii. any laws which implement or supplement such laws;
iii. any laws that replace, extend, re-enact, consolidate or amend any of the laws stated in (i) and (ii) above;

iv. all guidance, codes of practice and codes of conduct issued by any relevant Data Protection Supervisory
Authority relating to such Data Protection Laws (whether legally binding or not).

b. GDPR means the UK General Data Protection Regulation;

c. Protected Data means Personal Data received from or on behalf of the Customer, or obtained in connection with
the performance of the Supplier's obligations under the Agreement; and

d. Sub-processor means any agent, subcontractor or any other third party engaged by the Supplier (or by any other
Sub-Processor) for carrying out any processing activities in respect of the Protected Data.

The terms "Controller"”, "Data Subject", "International Organisation" "Member State", "Personal Data", "Personal Data
Breach", "Processor", "Processing™ and "Supervisory Authority" shall have the same meaning as in the GDPR.

Compliance with data protection laws

2. The parties agree that the Customer is a Controller and the Supplier is a Processor for the processing of Protected Data
pursuant to this Agreement.

3. The Supplier shall, and shall ensure its Sub-Processors and each of the Supplier personnel shall comply with all Data
Protection Laws in connection with the processing of Protected Data and the provision of the Services.

4. Nothing in this Agreement relieves the Supplier of any responsibilities or liabilities under Data Protection Laws.

Indemnity

5.  Each party shall be liable for and shall indemnify (and keep indemnified) the other against all actions, proceedings,
liabilities, costs, claims, losses, expenses, compensation paid to Data Subjects and other reasonable professional costs
and expenses suffered or incurred by the indemnified party arising out of or in connection with any breach of the the
Data Protection Laws by the indemnifying party, its employees or agents.

Instructions

6.  The Supplier shall only process (and shall ensure Supplier personnel only process) the Protected Data in accordance
with Section 1 of Part B of this Schedule and the Customer's written instructions. The Supplier will immediately inform
the Customer if any instruction relating to the Protected Data infringes or may infringe any Data Protection Law.



Security
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7.

The Supplier shall implement appropriate technical and organisational measures to protect the Protected Data from
accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access. The technical and organisational
security measures which the Supplier shall have in place are set out in Part B to this Schedule.

Sub-processing

8.

10.

11.

The Supplier will not permit any processing of Protected Data by any third party (except Supplier personnel that are
subject to an enforceable obligation of confidence with regards to the Protected Data) without the prior specific written
permission of the Customer, except (i) as specifically stated in this Schedule, or (ii) where such processing is required
by any applicable law, regulation or public authority.

The Supplier shall prior to the relevant Sub-Processor carrying out any processing activities in respect of the Protected
Data, appoint each Sub-Processor under a written agreement containing data protection obligations that provide at least
the same level of protection for Protected Data as those in this Schedule.

The Supplier shall remain fully liable to the Customer under this Agreement for all the acts and omissions of each Sub-
Processor and each of the Supplier Personnel as if they were its own.

Where a Sub-processor is engaged by the Supplier, the Supplier shall:

a. carry out adequate due diligence to ensure that the Sub-processor is capable of providing the level of protection for
Protected Data required by this Schedule;

b. remain liable for any breach of this Schedule caused by a Sub-processor; and
c. provide relevant details and a copy of each agreement with a Sub-Processor to the Customer on request.

Assistance

12.

13.

The Supplier shall, taking into account the nature of the processing, provide reasonable assistance to the Customer
insofar as this is possible, to enable the Customer to respond to requests from a Data Subject seeking to exercise
their rights under Data Protection Laws. In the event that such request is made directly to the Supplier, the Supplier
shall promptly inform the Customer of the same.

The Supplier shall to the extent required by Data Protection Laws, taking into account the nature of the processing and
the information available to the Supplier, provide the Customer with commercially reasonable assistance with data
protection impact assessments (as such term is defined in Data Protection Laws) or prior consultations with data
protection authorities that the Customer is required to carry out under Data Protection Laws.

Data subject requests

14.

The Supplier will record and refer all requests and communications received from Data Subjects or any Supervisory
Authority to the Customer which relate (or which may relate) to any Protected Data promptly (and in any event within
three days of receipt) and will not respond to any without the Customer's express written approval and strictly in
accordance with the Customer's instructions unless and to the extent required by law.

International transfers

15.

The Supplier will not process and/or transfer, or otherwise directly or indirectly disclose, any Protected Data in or to
countries outside the UK or EEA or to any International Organisation without the prior written consent of the Data
Subject. The Supplier must comply with its obligations under the Data Protection Laws and ensure that (i) the transfer
is to a country approved by the European Commission as providing adequate protection pursuant to Article 45 GDPR;



(ii) there are appropriate safeguards in place pursuant to Article 46 GDPR; or (iii) one of the derogations for specific
situations in Article 49 GDPR applies to the transfer.

Audits and records
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16. The Supplier will, in accordance with Data Protection Laws, make available to the Customer such information in the
Supplier's possession or control as the Customer may reasonably request with a view to demonstrating the Supplier's
compliance with the obligations of data processors under Data Protection Laws in relation to its processing of
Protected Data.

17. The Customer may exercise its right to audit under Data Protection Laws through the Supplier providing:

a. an audit report not older than 18 months by an independent external auditor demonstrating that the Supplier's
technical and organisational measures are in accordance with the Supplier's industry audit standard; and

b. additional information in the Supplier's possession or control to a Supervisory Authority when it requests or
requires additional information in relation to the data processing activities carried out by the Supplier under this
Schedule.

Breach

18. The Supplier shall promptly (and in any event within 24 hours) notify the Customer if it (or any of its Sub-Processors
or the Supplier Personnel) suspects or becomes aware of any suspected, actual or threatened occurrence of any
Personal Data Breach in respect of any Protected Data.

19. The Supplier shall promptly (and in any event within 24 hours) provide all information as the Customer requires to
report the circumstances referred to in paragraph 19 (above) to a Supervisory Authority and to notify affected Data
Subjects under Data Protection Laws.

Return/Deletion of Protected Data

20. Upon termination or expiry of the Agreement, the Supplier shall at the Customer's election, promptly (and in any
event, within 30 days of the expiry of the Agreement) delete or return to the Customer the Protected Data
(including existing copies) in the Supplier's possession by secure file transfer, save to the extent that the Supplier is
required by any applicable law to retain some or all of the Protected Data.

21. The Supplier will provide written certification to the Customer that it has fully complied with the section above within
30 days of the expiry of the Agreement.

Survival

22. This Schedule shall survive termination or expiry of the Agreement for any reason.

PART B

Section 1 - Data processing

Processing of the Protected Data by the Supplier under this Schedule shall be for the subject-matter, duration, nature and
purposes and involve the types of Personal Data and categories of Data Subjects set out in this Section 1 of Part B.

Subject-matter of processing:

The Supplier's provision of the Services and any related technical support to the Customer.



Duration of the processing:

The term plus the period from expiry of the term until return/deletion of all Protected Data by the Supplier in accordance
with this Schedule.
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Nature and purpose of the processing:

The Supplier will Process Protected Data for the purpose of providing the Services and any related technical support to the
Customer in accordance with this Schedule.

Type of Personal Data:

Names and email addresses for correspondence only.

Categories of Data Subjects:
Protected Data will concern the following categories of Data Subjects:
Data Subjects about whom the Supplier collects Protected Data in its provision of the Services; and/or

Data Subjects about whom Protected Data is transferred to the Supplier in connection with the Services by, at the
direction of, or on behalf of Customer.

Section 2 - Minimum technical and organisational security measures



Without prejudice to its other obligations, the Supplier shall implement appropriate technical and organisational measures to
ensure an appropriate level of security for Personal Data. The Supplier shall provide the Customer with details of all such
technical and organisational measures on reasonable written notice from the Customer.



