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This Contract for the provision of ICT Services includes:

Part A - Contract Data
Part B - The Schedutes

Schedule 1 — Service Requijrements
Schedule 2 - Service tevels

Schedule 3 — Contract Charges
Schedule 4 — Governance
Schedule 5 — Exit Management

Schedule 6 — Dispute Resolution

Schedule 7 ~ Change Conlrol Procedure

Schedule 8 — Authority Responsibilities and Authorily Assets
Schedule 9 — Securily

Schedule 10 — Records Provision

Schedule 11 — Definitions

Part C — Terms and conditions
1 ontract start date, length and methodol

2, Overriding provisions

3. Transfer and sub-contracting

4. Conlractor Staff

5. Due diligence

6. Warranties, representations and acceplance criteria
7. Business continuity and disaster recovery
8. Payment terms and VAT

9. Recovery of sums due and right of sel-off
10, Insurance

11. Confidentiality

12. Conflict of Interest

13. Intellectual Properly Rights

14. Data Protectlion and Disclosure

15. Authority Data

16. Records and audit access

17. Freedom of Information (FOI) reguests
18. Standards and Qulaity

19. Security

20. Guarantee

21. Incorporation of Terms

22. Managing Disputes

23. Termination

24 Conseguences of termination and expiry
25. Contractor's status

26. Notices

27. Exit plan

28. Handover to replacemeni contractor
29. Force Majeure

30. Entire Agreement

31. Liability

32. Waiver and cumulative remedies

33. Fraud
34. Prevention of bribery and corruption

35. Legislative change
36. Publicity, branding, media and officiat enquiries
37. Non Discrimination

38. Premises
39. Equipment
40. Contracis {Rights of Third Parties) Act




41, Law and jurisdiction
42, Environmental requirement

43. NOT USED

44. Interpretation
45, NOT USED

46 Transparency and Access fo Records
47. Relationship of the Parties

48. NOT USED

49 Freedom of Information Act

50. Promating Tax compliance.

51. Official Secrets Act

52. NOT USED

53. Complaints handling and resolution
4. Severabilit




PARTIES:

(1) THE CARE QUALITY COMMISSION of 3™ Floor, 151 Buckingham Palace Road, London,
SWiIW 932 (the “Authority");

AND

(2) COMPUTACENTER (UK) LIMITED registered in England and Wales under number
01584718 whose registered office is Hatfield Avenue, Hatfield, Hertfordshire, United
Kingdom, AL10 8TW (the “Contractor”)

{each a “Party” and togelher the “Parties”).

WHEREAS

i.  This Confract is issued by the Authorily in accordance with the VEAT Nolice
Reference 2017-23507 dated 07/09/2017.
ii.  The Centractor is an expert in the field of digilal hosting services and experienced
Coniractor 10 the Authority.
iii. This Contract is for the provision of managed hosting services by the Contractor to
the Authority.

Formation of Contract

1.1 By signing and returning this the Coniraclor agrees to enter into a Conlract with the
Authority comprising of the following documents, which in the event of conflict shall be
interpreted with the following order of precedence:

1.1.1  Part A = The Contract Data
1.1.2 Part B - The Schedules
1.1.3 Part C = The Terms and Conditions

1.2 The Partias agree that they have read the Contract Data, the Schedules and the Terms
and Conditions by signing below and agree to be bound by this Contract upon signature
by both Parties.

1.3 The terms and conditions of the Contract and Contract Data will supersede those of the
Conlractor Terms and Conditions.

SIGNED:

Contractor: Authority:

Name:

Signature:




Part A - Contract Data

Contract ref.

Contract title

Contract description

Start date

End date

Contract value

Charging method

Purchase order No.

CacICTC 722

CRM Hosling

Managed CRM Hosting Services

01/11/2017

This Contract shall expire on:

1.21 31/10/2018; or

122 where the Authority exercises the option
to extend the Agreement for a further 12 months, by
giving three (3} months' notice in writing to the
Contraclor prior to 31/10/2018, the second (2)
anniversary of the Commencement Date.

Year one £720,636.00
Year two (if extended) £720,636.00

Vionthly

TeC



Princlple contact details

Authority
From: the Name N
Authority Address: 151 Buckingham Palace Road, London, SW1W 952
Phone:
e-mail: g
Name: IR
To: the Address: Hatfield Business Park, Hatfield Avenue, Hatfield, AL10
Contractor aTW
Phone:_
e-mail; |
Company Number 01584718
Together: the “Parties”
Contract term
Commencement This Contract commences on 1% November 2017 and is valid for 12
date: months.
Termination:

In accordance wilh Conltract clause 23 the notice period required for
Termination is at least 90 working days from {he date of written notice
for disputed sums or at least 30 days from the date of written notice for
termination without cause.

Authority contractual details

This Conlract is for the Services oullined below. It is acknowledged by the Parties that the volume of
the Services ulilized by the Authority may vary fram time to time during the course of this
Contract, subject always to the terms of the Conlract.

Services required: o This Contract is for he provision of Services
according to the technology code of practice
{hitps Mwww gov uk/service-
manualiiechnology/code-of-pracilice.himl)
e according to the government service design
manual (htips://www gav.uk/service-manual)

including:

2.1 Infrastructure as a Service {laaS)

21 Infrastructure as a Service (iaaS) Contraciors will
provide processing, storage, networks, and other



Additional
Services:

Location:

Quality
standards:

Technical
standards

On-boarding
Off-boarding

Limit on
Contracto
r's
liability:

fundamental computing resources where the Authority is
able to deploy and run arbitrary software, which can
include operating systems and applications. The Authority
does not manage or control the underlying cloud
infrastructure but has conirol over operating systems,
storage, and deployed applications; and possibly limited
control of select networking components (eg, host
firewalls).

The Authority may raquest additional activities to be performed relevant/
ancillary to the scope of the Services. Such activilies will be subject to
additional charges in accordance with Schedule 3 (Contract Charges).
The scope of such additional aclivities and any associated additional
charges shall be agreed between the parsties prior to the additional
services commencing.

The Contractor shall deliver the Services from its Data Centre (address
Computacenter, Metroplex business Park, Unit 120, Broadway, Salford,
Manchester, M50 2UW) and its premises at Hatfield Business Park,
Hatfield Avenue, Hatfield AL1G 9TW

The Confractor Quality Management System (QMS) has been
established to comply with the requiremenls of ISO 9001, 1SO 20000,
ISO 27001 and is intended to support the effective operation of the
business and operational processes. The scope of certification can be
found on certificate license FS 14666

The Contractor shall deliver the Services in accordance with the
technical requirements set out in Schedule 1 {Service Requirements),
Annex 1. The Contractor service standards are based on the
Information Technology Infrastruciure Library (ITIL) which is a set of
concepts and practices for managing information Technology (IT)
services (ITSM), IT development and IT operations.

Not used

See Schedule 5

In accordance with Contract clause 31.5 the Limit on Contractor's
liability for direct loss, desltruction, corruption, degradation or damage
to the Authority Data or Personal Data or any copy of such Authority
Data is as follows:

The annual aggregate liability of either Party for all defaults resulting in
direcl loss of or damage to the properly of the other Party including
technical infrastructure, assets, equipment or IPR but excluding any
loss or damage to the Authority Data or Authority Personal Data under
or in connection with this Contract shall in no event exceed



Insurance:

Authority's
Responsibilities

£5 million.

The annual aggregate liabilty (other than liability governed in
accordance with paragraph above) for afl defaults resulting in direct
loss, destruction, corruption, degradation or damage to the Authority
Data or Authority Personai Dala or any copy of such Authority Data,
caused by the Contract's defaults under or in connection with this
Contract shall in no event exceed the greater of £5 million or fifty
percent {50%) of all the Charges paid or payable, had this Conlract
been properly performed, by the Authorily to the Contractor during the
Contract Term.,

The annual aggregate liability under this Contract of either Parly for ali
defauits, with the exception of the liability for the matters referred to in
the paragraphs above, shall in no event exceed the greater of
£100,000 or one hundred and twenty five per cent (125%) per cent of
all the Charges paid or payable {including all Charges thal would have
been payable had this Contract been properly performed) by the
Authority to the Contractor during the Contract Term,

Minimum insurance Period

Six (6) Years following the expiration or earlier termination of this
Agreement

To comply with its obligalions under this Agreement and as a
minimum, where requested by the Authority in writing the Contractor
shall ensure that:

-professional indemnity insurance is held by the Contraclor and by any
agent, Sub-Conlractor or consultant involved in the supply of the
Services and thal such professional ndemnity insurance has a
minimum limit of indemnity of five million pounds sterling (£5,000,000)
for each individual claim or such higher limil as the Authority may
reasonably require {and as required by Law} from time to time;

-employers' lability insurance with a minimum limit of ten million
pounds sterling (£10,000,000) or such higher minimum limit as
required by Law from time to time; and

-public liability insurance is held by the Contractor and by any agent,
Sub-Contractor or consultant involved in the supply of the Services
and that such public liability insurance has a minimum limit of
indemnity of five million pounds sterling (£5,000,000) for each
individual claim or such higher limit as the Authority may reasonably
require (and as required by Law) from time to time;

The Authority is responsible for the obligations set out in Part B,
Schedule 1 and Schedule 8 (Authorily Responsibilities and Authority
Assets).

The Authority shall comply with all its obligations as set out in this
Contract. The Contractor shall not be liable for any failure to perform



Authority’s
equipment

Contractor's
Information

Commercially
sensitive
information:

Contract Charges
and payment

Payment method
(GPC or BACS):

Payment profile:

Invoice details:

Who and whare to
send invoices to:

Invoice
information
required

Invoice frequency
Contract value:

Contract
Charges:

(or any delay in performing) any of its abligations under the Contract
provided that the Contractor can reasonably demonstrale that the
failure or delay by the Authority in performing any Authority
rasponsibility.

The Authority's equipment to be used in connection with this Conltract
includes (see Schedule 8)

The followingis a list of the Contractor's commercially sensitive
information

Contractor's pricing and Charging details and any Contractor solution
specific elements or personne! information

The Contract Charges and payment delails are below. See Schedule 3
for a full breakdown

The method of payment for this Contract is BACS.

The payment profile for this Contract is monthly in arrears.

The Contractor shall issue electronic invoices monthly in arrears. In
accordance with Contract clause 8, the Authority will pay the
Contraclor within 30 calendar days of receipt of a valid invoice.
Invoices shall be sent to:

Care Quality Commission

T70 Payables F175

Phoenix House

Topcliffe Lane

Wakefield

West Yorkshire

WF3 1WE.

All invoices must include a Purchase Order Number.

Invoice will be sent to the Authority monthly.
The value of this Contract is £720,636.00

See Schedule 3.



Performance The Contractor shall deliver the Services so as to meet the Service

of the service Requirements sel out in Part B, Schedule 1 and achieve the Service
and Levels set out in Schedule 2.
deliverables

Collaboration The Autharily does not require the Contractor to enter inlo a

agreement Collaboration Agreement.
Warranties, As per Contract clause 6.
representations

10



Part B - The Schedules

1.1

2.1

22

Schedule 1

Service Requirements
Part A

Performance of the Services

During the Contract Period, the Contractor shall provide the Services to the Authority and
each Authority User from time to time in accordance with;

{a) the appticable parts of this Schedule 1 (Service Requirements) {Service
Requirements),

{b) the relevant Service Levels as set out in Schedule 1 {Service Levels); and
{c) applicable tegislation, including {but not limited to):
(i Computer Misuse Act (1980) elc
(ii) Data Proteclion Act (1998)
(iii) Copyright Designs and Patents Act (1988)
(v} Health and Safety Acl
(v} Human Rights Act (1998)
(vi} Regulation of Investigatory Powers Act (2000)
(vit) Freedom of Information Act {2000)
{wiii) Equality Act
in each case as amended or replaced from time {o time.
Standard of the Services
The Contraclor shall perform the Services in accordance with:
(8} Good Industry Praclice;
{b) the Authority's security requirements as set out in Schedule 9; and

{c) the Contractor's own established procedures and practices (where the same do not
conflict with the direct requirements of the Authority).

In the event that the Contractor fails to provide the Services or fails to comply with its

obligations under the Contract, the Authority may, without prejudice to its other rights, require
the Contractor to re-perform the Services or to comply with its obligations.

11



31

3.2

4.1

51

52

Service Elements
The Services shall comprise each of the following service elements:

(a) hosting of the Infrastructure in accordance with paragraph 5 and Part B of this
Schedule 1 {Service Requirements);

(b) management of the Infrastructure in accordance with paragraph 6 and Part 8 of this
Schedule 1 (Service Requirements);

(c) maintenance of and updales to the Infrastructure in accordance wilh paragraph 7 and
Part B of this Schedule 1 {Service Requirements);

{d) Conlractor Helpdesk and Incident support in accordance with paragraph 8 and Part B
of this Schedule 1 {Service Requirements);

{e) back-up and data recovery in accordance with paragraph 9 and Part B of this
Schedule 1{Service Requirements);

(f service management as set out in paragraph 10 and Pari B of this Schedule
1{Service Requirements)

(g) reporting in accordance with paragraph 11 of this Schedule 1 (Service
Requirements}; and

For the avoidance of doubt, the Services lo be provided by the Conlraclor shall include such
access to specmalis! support as is required to support the Infrastructure. This shall include, but
not be limited to, access to specialist Oracle database administrator (DBA) supporl.

Operations Manual

The Contractor shall produce within 3 months of the Commencement Date and shall maintain
during the Contract Period a manual describing its operations in respect of each element of
the Services in sufficient detail as would be required to allow an expert IT data hosting
Contractor to take over and manage the Services (the Operations Manual).

Data Centre Hosting

The Contractor shall provide the racks and equipment necessary to host the Authority Assets
as are set out in Schedule 8 Part B which make up the hardware elements of the
Infrastructure (the "Authority Hardware") and as may be updated or upgraded from time to
time by:

{a) the Authority; or
(b) the Contractor in accordance with this Schedule 1 (Service Requirements)
in each case pursuant io the Change Control Procedure.

The Autherity Hardware shall be housed by the Contractor in ils Data Centre and such Data
Centre shall have the following physical characteristics;

12



53

54

5.5

(a)
(b)
(c)
(d)
(e)
(f)

(9)
(b
(i

()

Raised floor,

Full-air-conditioning;

Fire and waler detection syslems;

Fire protection and suppression;

Un-interruptible power supply,

Diesel generator;

Intruder prevention methods, e.g., Alarms;

CCTV routed to operational bridge;

Security personnel for siles wilhout permanent operations slaff;

Secure controlled physical access;

The Contractor shall configure its firewall by agreement with the Autharity to enable the
security of the WAN link connection to the Infrastructure.

The Contractor shall not allow any connectivity to the infrastructure, other than via the
Authority's WAN connection or from such management and administrative networks, owned
and operated by the Contractor as the Contractor requires to carry out their obligations in
respect of this Coniract.

The hosting services to be provided by the Contractor pursuant to this paragraph 5 are
provided under the assumptions that:

(@

(b)

(c)

(d)

(e)

N

all Data Centre cabling must be supptied and installed by the Contractor,
all Data Centre interconnects must be supplied and installed by the Contractor.

failure of an element of the infrastructure which is provided by the Authority and is
only capable of single power supply shall be excluded from the calculation of the
relevant Service Levels;

the Authority shall procure, maintain and operate a Wide Area Network (WAN),
providing a connectian between the Authority Premises and the Contractor Data
Centre.

the Authority shall be responsible for the availability and correct functioning of the
WAN up to and including WAN demarcation point, this being the LAN side Ethernet
port on the routing device that provides ingress from the Authority Premises and
delivery poinis to the Contractor Data Cenire; and

insurance of the Authority Hardware housed within the Contractor Dala Cenire will
remain the responsibility of the Authority.

13



6.1

6.2

6.3

6.4

6.5

6.6

Management of the Infrastructure

The Contraclor shall manage the Infrasiructure (in the UK only) in such a way that the
Infrastructure managed by the Contractor is capable of delivering and does deliver a fully
functional and operational service to all Authority Users at their place of consumption in
accordance with the Service Levels set out in Schedule 2 {Service Levels) to this Contract.

The Authority requires that its Authority Users are able lo use the Applications during the
Core Hours and to facilitate this the Contractor shall ensure that the Infrastructure is fully
functional and operational to support the Applications during the Core Hours The Contractor
shall ensure thal any routine maintenance and/or utility processes are conducted Outside
Core Hours.

System Monitoring

The Contractor shall provide and operate monitoring tools to monitor the Infrastructure
(including to monitor load on the Infrastructure through CPU, Memory, disk space and storage
file system utilisation) so as to meet the agreed Service Levels set out in Schedule 2 (Service
Levels)

The Contractor shall ensure that the load on the Infrastructure remains within industry
classified safe thresholds. For the avoidance of doubt, monitoring of the foad placed upon the
WAN will not be monitared by the Conlractor.

The Contractor shall provide nolification to the Authority via an agreed method (which may
include via the escalation matrix set out at paragraph 8.5 below andfor via email or such olher
method as shall be agreed upon between the parties) upon the identification of each and
every,

{a) Backup Failure; and
(b) physical security risk andfor breach.

The Contractor shall ensure that automated checks are performed in accordance wilh a
schedule agreed between the parties lo regularly confirm that the Infrastructure (including but
not limited to the Authority Hardware and enabling software elements of the Infrastructure) is
funclioning correclly and that access from the Infrastructure through the WAN demarcation
point has not been terminated.

Problem/incident Management

6.7

6.8

The Contractor shall perform incident management to the ITIL v3 standard. This includes
ensuring that faults are corrected, preventing any recurrence of these faults, and the
application of preventative mainlenance to reduce the likelihood of these faulls oceurring in
the first instance.

The Contractor shall also provide reactive fault diagnosis and proactive trend analysis to
identify, record, report on and rectify root causes of Incidents and to prevent future Incidents
and problems,

14



6.9

7.1

7.2

7.3

74

7.5

7.6

The Conlractor shall provide support for any Incidents thatl arise from Infrastructure Release
Management activities in accordance with the relevant Service Levels set out in Schedule 2
(Service Levels).

Maintenance and Updates

The Confractor will diagnose and repair problems and carry out routine maintenance on the
Authority Hardware. Any Authority requesied specific mainienance tasks may attract an
additional Charge payable by the Authorily on a time and material basis in accordance with
Schedule 3 (Charges). Where additional charges are payable, the parties shall agree the
scope of the mainlenance to be carried out and the Contraclor shall provide an estimale of
the time required to carry out the requested maintenance. This estimate shall be reviewed
and approved by the Authority prior to the Contractor incurring any costs.

Where other equipment is defined by the manufacturer as user replaceable, (eg batleries),
The Contractor will provide a quole for this, including engineering resource charges. Upon
approval by way of a purchase order from The Authorily, The Contractor will procure and
replace the item.

The Contractor will maintain the Infrastructure operating systems by deploying palches and
upgrades in line with the agreed Change Management process. This excludes whole ar Point
Version releases of software which is out of scope. Where there is a need for a whole or
Point Version release of software to upgrade the Infrastructure operating systems, the parties
shall agree the scope and charges for such work in accordance with the Change Control
Procedure and such work shall be carried out in accordance with the rate card set out in
Schedule 2 {(Charges).

The Contractor shall provide and maintain an anti-virus solution on all Infrastructure. The
software and licensing of the relevant anti-virus salution shall be supplied by the Authority.

The Contractor shall provide and operate monitoring tools to monitor back-ups and other
utility routines to ensure these are successful and complete and shall raise an Incident at the
appropriate severity level to reclify each and every failure.

If and when required by the Aulhority, the Contractor shall at the Authority's direction, restore
the Infrastructure or any aspect thereof, to a mutually agreed separate area owned by the
Authority to check the status of any restores prior to overwriting the target environment.

15



Infrastructure Change Management and Release Management

7.7

7.8

79

7.10

7.12

713

7.14

8.1

8.2

8.3

The Contractor shall integrate its Change Management process with that of the Authority.

The Conlractor shall perform Configuration Management and present information to the
Aulhority upon request,

The Contraclor shall seek approval from the Authority in writing of all planned changes which
may impact Infrastructure Availability.

The Contractor shall perform Infrastructure Release Management in accordance with the
process agreed with the Authority.

From time to time the Authorily may require updates to the Applications and/or to the
Infrastructure. Where updales to Applications entail any changes and/or updates to the
Infrastructure, or where the Authority so reasonably requests, the Contraclor shalt provide the
appropriate resources to enable it to work closely with the Authority and any third party
supplier engaged by the Authority to facilitale the implementation of the Authority's required
changes. The Conlractor's services in this respect shall be charged on a Time and Material
basis in accordance with the rate card set out in Schedule 3 {Charges).

The Contractor shall apply operating system security patches on a timely basis to remove
known vulnerabilities. For the avoidance of doubt applying an operating system security palch
shall be considered as a Change (in accordance with the Change Contro! Procedures set out
in Schedule 7).

The Contractor shall ensure that agreed regression testing is completed before applying
software version updates, patches or changes to the Production Environment and prior to any
significant structural changes to the Infrastructure.

The Contractor shall liaise with the Authorily’s nominated Change Manager to assist in
creating and implementing deployment plans for any changes 1o the infrastructure or to any
Application which may require the Contractor's support and/or assistance.

Contractor Helpdesk and Incident Support

The Contraclor shall provide support in respect of any Incident via a helpdesk (“the
Contractor Helpdesk™). The Contractor Helpdesk shail be available during Working Hours
and shall resolve and fix Incidents in accordance with the Service Levels set out in Schedule
2 (Service Levels).

Queries from Authority Users shall not be routed directly to the Contractor Helpdesk but shall
inslead be directed lo the Authority's Service Desk. The Authority's Service Desk shall carry
out an initial triage and diagnosis of the query and shall route Incidents which solely relate to
the Infrastructure and/or require the Contractor's support in respect of aspects of the incident
which relate to the Infrastructure to the Contractor's Helpdesk.

Upon receipt of an Incident from the Authority Service Desk, which will include an indicalion of

its severity and likely cause, the Contractor shall categorise the Incident according to the
information provided by the Authority Service Desk. Response and target fix times for the

16



Contractor shall be communicated to the Authorily Service Desk once the call is logged and
an [ncident Reference Number is provided.

8.4 The Contractor shall define each Infrastructure Incident severity as follows:

Category Deascription

Severity 1 Any Incident where the failure of a resilient Production Component of the
nfrastructure has resulted in the Applications and/or Infrastructure being
Linavailable to Authority Users.

[Severity 2 lny Incident where there has been a failure of a Non Production Component
bf the Infrastructure or a non production, service impacting, failure which in
Either case has resulted in modules of the Service (specified by the Authority)
being unavailable to Authority Users but such Incident, following initial
nvestigation, can be cleared

[Severity 3 ny Incident which has resulted in the severe functionality defect of the
ervices but which is non service impacting.

r request for change but which is non service impacting.

[Severity 4 Fny Incident which has arisen as a result of a request for further investigation

85 The Contractor shall manage escalations through the Authority Service Desk according o the
following table. For Major Incidents, or escalation of Incidents that have not been able to be
resolved, calls will be escalated to the following members of Staff in (his order and within the
specified timescales:

Service downtime that will Authority e Contractor .
impact Availability during
Core Hours
Less than 30 mins IT Service Management Service Manager
Team
More than 30 mins IT Service Managers Contractor Service Delivery
Manager
More than 1 hour Head of infrastructure Contractor Client Director
More than 8 hours 1 Director of Finance, Contractor Client Director
| Commercial & Infrastructure

8.6 The Contractor shall allow interaction with the Contractors Helpdesk by telephone and by e-
mail.

17



21

92

93

94

85

96

97

9.8

10

10.1

102

103

Backup

The Contractor shall fully document schedules for the backup of data, software and operating
systems, for use in the event of an infrastruclure or Application failure or data corruption. All
backups carried out by the Coniractor shall be to indusiry standard media and the means and
the media employed shall be subject to Authority approval.

The Contractor shall ensure that all back-ups are completed and verified with no effect on the
required Availability or response times of the Infrastruclure or Applications.

The Contractor shall ensure that it is possible 1o restore the Applications to specific points in
time based on the backup schedule. Retention periods for backups are:

{a) Daily full back-up; retained for 1 month
(b) Weekly full back-up; retained for 1 month
{c) Monthly full back-up; retained for 12 months

The Contractor shall manage backup and restore of all servers to a schedule that shall be
agreed between the parties within 1 month of the Commencement Date, plus on an ad hoc
basis if the Authority requires at an additional charge {in accordance with Schedule 3
{Charges) per request.

The Contractor shall manage backup media and store it off-site, with media being removed
from site at ieast once per day.

The Contractor shall ensure that the Authority is informed about any Severity 1 Incident
relating to the Infrastructure within 30 minutes during Core Hours and 1 hour Oulside Core
Hours.

The Contractor shall confirm that in the event of a Severity 1 Incident there will be no data
{oss up to and including the last verified back up (this being where the tape has been
removed from site). Where a single component fails, no data that has been writlen to disk will
be lost.

Recovery and restart procedures shall include recovery from the last completely processed
transaction in order to maintain integrity of the Applications' databases. The Conliractor shall
also define, within the Operations Manual, their interpretalion of a ‘complete fransaction’ and
how transaction logging is employed to both provide data security and integrity,

Service Management

The Contractor shall record and monitor the progress of Infrastructure Incidents and
Changes.

The Contractor shall provide regular status updales o the Authority and shall comply with the
provisions of Schedule 6 (Governance).

The Contractor shall ctose Incidents which impacted availability after confirmation with the
Authority.

18



10.4

10.5

1

12

121

12.2

12.3

12.4

12.5

The Coniractor shall review with the Authority all open Incidents on a regular basis,

The Conlraclor shall maintain the Authority and Contractor contacts data (including but not
limited to named callers, phone numbers, addresses).

Reporting

The Contractor shall provide reporting on 2 monthly basis on performance of the Services to
include:

(a) Average Speed of Answer
(b) Number of Incidents reported each month

(c) Service Leve! Reporis monthly to the Authority detailing the availability of:

(i) production Infrastructure

(i) non-production Infrastruciure
{iid) backup performance summary
{iv) Incident management siatistics

{v) Change Management statistics
(vi) outage reports
{(vii}  capacily analysis

Access to Contractor Data Centres

Planned access to the Contraclor Data Centre by the Authority shall require logging a Change
Request with the Conlractor Helpdesk and shall be subject to such Change Request being
approved. If planned access is required then the Authority shall provide at least 48 hours’
notice.

Emergency access to Contractor Data Centre shall be via a Change Request made to the
Contractor Helpdesk using the agreed method issued by a duly authorised Authority
employee.

Access requests to the Coniractor Data Centre shall be authenticated by the Coniractor using
the Access Control authorised user list shown in this Schedule 1 (Service Requirements).
Users requesting access and not on the authorised list will be declined and the request will be
escalated to the Authority.

Once authorised, access to the Contractor Data Centre must be supported by production of
valid EU Drivers' licenses or valid passport to verify identity.

Whilst the Authority’s staff and/or contractors are on the Contractor's premises they shall
ensure that as litlle interference as is reasonably practicable is caused to any aclivity which
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may be taking place at the Coniractor's premises and the Authority shall procure that its staff
andfor contractors shall comply with any health, safety or security rules, requirements or
policies which are displayed at the Contractor's premises or specifically brought to its notice,
Failure to comply with the provisions of this section may resuit in removal of the relevant
Authority staff or contractors from and denial of access to the Contractor's Data Centres.

13 Data Centre downtime

Planned

131 The Authority must request Planned Downlime via the Change Control Procedure

13.2  The Contractor will only withdraw availability of the Data Cenlre Hosting Service if an
operational need arises. Where the need, if unfuifilled, threatens the Contractor's ability to
supply the Services at the required quality of service on an on-going basis, Contractor will
conlact the Authority to nolify the day and time on which the outage wil! take place.

13.3  The following notice periods apply both during Core Hours and Outside of Core Hours:

(a) 0 to 6 hours downtime: at least four weeks
{b) 6 1o 12 hours downtime: at leasl six weeks
{c) Greater than 12 hours: at least eight weeks

13.4  For emergency situations where this notice cannol be given, the planned downtime will be
subject to an acceleraled Change Control Procedure.

135 Contractor will use reasanable endeavours to minimise such downtime and will take into
account any representations made by the Authority as to the timings of such outages. The
Authority should be aware that such outages may affect a large number of Contractor's
cuslomers and it may not be possible to satisfy all timing requests from cusiomers.
Contractor's decision is final.

13.6  Agreed Planned Downtime shall be exciuded from Availability caleulations.

Unplanned

13.7  Inthe event that it is necessary to withdraw the availability of the Infrastructure from Authority
Users at short notice due to unforeseen issues, the Contraclor shall inform the Authority as
soon as possible, and, wherever feasible, before such withdrawal. The Contractor shall keep
the Authority informed regarding the expected time of resumption of Service.

14 Access Control authorised user list

14.1  The following table details the Authority employees who are authorised to request planned

access and emergency access to the Contraclor Dala Centres and the Authority employees
who are allowed access (once duly authorised):
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Name

156

15.1

Job Title Contacl detalls “Authorised to: i

Request planned access
Requesl emergency access

Autherise CQC staff who
are allowed access |

Request planned access -I
|
Request emergency access !

Authorise CQC staff who |
are allowed access

Request planned access

Request emergency
access
Authorise CQC staff who |
' are allowed access
Static Data Cut

Following the migration of the static data cut environment to Production, the monthly aclivities
will continue to be performed, bul as part of these Service Requirements, the charges for
which are now included in the Monthly Service Charge.
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Service Requirements

RESPONSIBILITY MATRIX

Part B

1. The lable below details the responsibility matrix for the Services.

Key:

P = Perform

s A= Approve

C = Co-Operale
* R =Make Recommendations

s T =Trigger

Detalled Services: Hosting and
Connectivity of Infrastructure at
Manchester Data Centre

Responsibility

Contractor Auf'ﬁority
Monitor network performance P
Manage Firewall policies P T
Manage data centre environment P R
Detailed Services: Management of Responsibility
Infrastructure at Manchester Data
Centre

Contractor Authority
Menitor infrastructure using BMC Patrol P
console
Respond to alerts generated via Patrol P
Review BMC thresholds P A
Recommend BMC threshold changes as P
appropriate
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Detalled Services: Management of
Infrastructure at Manchester Data
Centre

Responsibility

Contractor Authority

Patch level management P A
Virus protection P C
Manage Contractor Subcontractors P

Manage license requirements R P
Request Changes P T
Implement Changes te Manchester P A
Infrastructure

Manage SAN P

Manage database layer P

Detalled Services: Incident Management

Responsibillty

Contractor Authority
Report Incidents to the Contractor Helpdesk P
Answer Service calls from Authority P T
Helpdesk, classify type and severily of call
in conjunction with user
Respond to alerts from Contractor P
monitoring tools
Record Incidents and/or aleris P T
Distribute to Resolver Groups for resolution P
Menitor and manage Incidents through to P
resolution
Provide updates to key contacts on the P
progress of Priorily 1 incidents (MIM)
Update Incident delails P
Priorilise Incidents P
Escalation P
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Detailed Services: Incident Management Responsibility
Contractor Authority

Assess Impact of alert / Incident P

Resolve Infrastructure Incidents P

Manage Contractor Subcontractors P

Produce timely and accurate Management P

Information

Ownership of related process and P

procedures

Measure compliance P

Resolve CRM Infrastructure incidents P

Resolve Coniractor Incidents in scope P
[Detailed Services: Backupand Storage |  Responsibility

Management

Contractor Authority

' Design and Implement backup schedules P P
| Administer backup process | P __"—!"' ) T
Manage backup media requirements P E _"
LW&T&; media stoege =~ | P ]

requirements

Manage and implement restore requests | P T
' Manage and implement changes to backup P ) o

schedules
| Provision of media = T B P

Detailed Services: Change Management Responsibility

of Infrastructure

Contractor Authority




Detailed Services: Change Management Responsibility
of Infrastructure
Contractor Authority
Raise Request for Change P |
Manage all Requests for Change T P '
Assess Requests for Change T PlA
Implement Requests for Change P P
Manage Change Control documentation [ =
Record all Request for Change details in P
the change management system
| Manage the up keep of the change ' P
managemen! system !
Detailed Management Information Systems | = 0 i
reporting ‘
Measure compliance to the change l’ P T
management process |
Detalled Services: Capacity Responsibility
Management
Contractor Authority
Design and implementation of thresholds P c
Monitor thresholds P
Establish baselines ) RIP A
Review thresholds and recommend change P _
Trends and forecasting P :
Utilisation reporting P
Business requirements and volumes R P
Detailed Management Information Systems | P
reporting
L
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Detailed Services: Service Delivery
Management

Responsibility

Contractor Authority
Operational delivery against agreed service P
levels
|
Bﬁerélignmrocesses and procedures - P i e - B
Management of operational staff P i ) ]
Single point of contact for operational P - R
escalations
Service improvement program P = =
Assessment of additional service a I - —f=—r= T
' requirements |
| Manage underpinning subcontractors P .
‘Manage and host monthly service review TP A
meelings |
|
' Provide monthly detailed service reporls R P ]
'Dispute resolution management P T b
Contract management P P
Detailed Services: Authority Hardware Responsibility
Supponrt
Contractor Authority
Incident diagnosis P
Incident allocation to Resolver Group . P
Resolution of Incidents relating to Authority P
Hardware in accordance with SLA
Appropriate levels of spare parts to be P T : ==
made available for CustomerAuthority
Hardware support service
Authority Hardware restoration to P | ) ]
Authority's standards
Monitor and report on recurring Autharity P
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Detalled Services: Authority Hardware
Support

Responsibility

Contractor Authorlty
Hardware Incidenis
Adding new Authority Hardware on {o AP TP
Supporied Authority Hardware listing for
support
Inventory management controls F

J

Authorisation of consumables T j P
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Annex 2 to Schedule 1
Authority Premises

€QC Head Office

151 Buckingham Palace Road
London

SW1w 0SZ

National Customer Service Centre & North East Region
National Authority Service Centre

Citygale

Gallowgate

Newcastle upon Tyne NE1 4PA

East Midlands and East Region

The Axis Building

Upper Parliament Street

Nottingham NG1 6LF

Note: The Mental Health Operations Team also works within this office

North West Region
Guild Centre

Lord's Walk
Preston

Lancashire

PR1 1RA

South West Region
Fourth Floor
Colston 33

Calston Avenue
Bristol BS1 4UA

West Midlands Region
15th floor

McLaren Building

46 Priory Queensway
Dale End

Birmingham

B4 7LR

Yorkshire and Humberside region
St Paul's House

23 Park Square South

Leeds LS1 2ND
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1 SCOPE

Schedule 2
Service Levels

This Schedule 2 (Service Levels) sels out the Service Levels which the Contractor is required
o achieve when delivering the Services, the mechanism by which the achievement of the
Service Levels will be measured and monitored. This schedule comprises:

11 Part A: Service Levels;
1.2 Appendix to Part A - Service Levels and Severily Levels; and
13 Part B: Performance Monitoring
RT A
1 OBJECTIVES

The objectives of the Service Levels and Service Credils are lo:

11

1.2

1.3

ensure that the Services are of a consistently high qualily and meet the
requirements of the Authority;

provide a mechanism whereby the Authority can attain meaningful recognition of
inconvenience andfor loss resulting from the Contractor's failure to deliver the level
of Service for which it has contracted to deliver; and

incentivise the Contractor to meet the Service Levels and to remedy any failure to
meet the Service Levels expeditiously.

2  SERVICE LEVELS

21

22

The Appendix to this Part A of this schedule sets out Service Levels for the folfowing
aspects of the Services (the Relevant Services), the performance of which the
parties have agreed to measure:

Availability of the Infrastruciure to allow Authority Users to access lhe Applications
and associated Interfaces; and provision of problem and Incident management and
the Contractor Helpdesk.

The Conltractor shall monitor its performance of each of the Services referred to in
paragraph 2.1 by reference 10 the Service Level(s) for that Service and shall send
the Authority a report detailing the level of service which was achieved in
accordance with the provisions of part B of this Schedule 2.
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2.3 The Contractor shall provide the Services in such a manner that the Service Level
for each Service is achieved.

24 If the leve! of performance of the Contracior of any element of a Service:

241 Is below the Service Level in respect of each element of the Service, the
appropriale number of Service Credits will accrue to the Contractor in respect
of that element of the Service; or

24.2 constitutes a Critical Service Failure, this shall represent a Malerial Breach
and the Aulhority shall be entitled to terminate this Contract pursuant to
Contract clause 23 and/or seek damages in addition to any Service Points
which have already been accrued by the Contraclor and which accrue and for
which Service Credits are payable by the Contractor to the Authority.

3 SERVICE CREDITS
3.1 Service Credits

The Contractor shall ensure that it meets the contracted Service Levels. If the
Contracior does not meet the applicable Service Levels, the Authority will have
rights to financial remedies by way of Service Credils. The intent is to ensure the
right leve! of executive focus to the Authority by the Confractor lo resolve sub-
standard performance.

3.1.1  The availability of the Production Infrastructure during Core Hours is subject
to service credits if it equals or falls below 98.5% (excluding planned and
agreed oulages) measured over a 3 month period (the Service Period) and
reported on a monthly basis in accordance with Parl B of this Schedule.

3.1.2  The Contractor will apply a credit on an increasing scale for Availability below
98.5%, (excluding planned and agreed oulages) to be capped at 10% of the
quarterly Charge for the Services in the event that the Availability over the
Service Period was 80% or below.

Availability of | % of Quarterly Charge lo credit
Production

Infrastructure in Core

Hours

> 98.5% 0.0%
< 98.5% 0.5%
< 97.5% 1.0%
< 96.5% 1.5%
< 95.5% 2.0%
< 94.5% 2.5%
< 93.5% 3.0%
£ 93.0% 3.5%
£ 92.5% 4.0%
£ 92.0% 5.0%
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< 91.5% 6.0%
< 91.0% 7.0%
< 90.5% 8.0%
< 90.0% 10.0%

If:

3.1.21 Availability is reported to have fallen below 90% (excluding planned
and agreed oulages) in 3 or more conseculive Service Level
Reporis; or

3.1.2.2 during any ane Service Period, Availability (excluding planned and
agreed outages) falls below 85%

in each case, such failure shall be classed as a Critical Service Failure.
4 SERVICE CREDIT CALCULATION

41 The Authorily shall use the performance reports provided pursuant to Part B of this
schedule to, among other things, verify the calculation and accuracy of the Service
Credits, if any, applicable to each relevant Service Period.

4.2 Service Credits are a reduction of the amounis payable in respect of the Services
and do not include VAT. The Contractor shall set-off the value of any Service
Credits againsl! the appropriate invoice to which the Service Credit relates.

5 NATURE OF SERVICE CREDITS

The Contraclor confirms that it has modelled the Service Credits and has taken them inlo
account in setting the fevel of the Charges. Both parties agree that the Service Credils are a
reasonable method of price adjustment to refiect poor performance and that they are not
liquidated damages.

6 MAINTENANCE

6.1 When the Contractor wishes to carry oul any maintenance to the Services {other than
Emergency Mainlenance), it shall ensure that:

6.1.1 the timing of the planned maintenance is agreed as per the Change Control
Procedure (Permitled Maintenance).

6.2 Any Permitted Mainienance or Emergency Maintenance will be excluded from the
calcutation of any Service Level or Service Credit.

7 EXCUSED PERFORMANCE

71 If the Contractor fails to achieve any of the Service Levels in any Service Period then,
for the avoidance of doubt, each such failure shall be deemed to be a Service Failure.

7.2 The Contractor shall advise the Authority in writing of any events or circumstances

which il claims give rise lo Excused Performance and shali do so as soon as
reasonably praclicable after becoming aware of any such events or circumstances
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7.3

7.4

and, in any event, within ten 10 Working Days after the end of the relevant Service
Period in accordance with paragraph 3 (Performance Monitoring and Performance
Review) of Part B to this Schedule 2 (Service Levels). Failure to so advise the
Authority shall prevent the Contractor from claiming that the relevant events or
circumstances give rise lo Excused Performance.

The Contractor shall, be enlitled lo Excused Performance in respect of a Service
Failure if and to the extent (and subject to the Contractor demonstrating to the
reasonable satisfaction of the Authority) that:

7.31 the Service Failure was caused by a Force Majeure Event which the
Contractor could not have foreseen, prevented or mitigated and which
directly affected the Contractor's ability to provide the Services in respact of
the relevant Service Levels, provided that the Conlraclor has timely and
effectively implemenled any applicable disaster recovery or business
recovery plan that would enable the Coniractor to resume providing the
Services to the Service Levals, or

7.3.2  the underlying cause of the Service Failure was due to an act or omission of
(a) the Authority, ils employees or contractors or (b} a third party service
provider (except lo the extent that the Contractor has any service and/or
management obligations in respect of such third party and has failed to
comply with such obligations).

Notwithstanding the cause of any Excused Performance, the Contractor shall use ils
reasonable endeavours and take all reasonable steps within its control to mitigate the
impact to the Authority of any Services failing to achieve the Service Levels,
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APPENDIX TO PART A

1 Service Levels and Severity levels

11 Infrastructure Availability
The overall infrastructure availability targets for the Production Enviranment
are as follows:
Infrastructure Target Maximum
Period Availability Infrastructure Qutage per
| Service Level ; single Incident
1 Core Hours I 99.50% J 4 hours
2 All other hours [ 98.00% | 4 hours
The Core Hours Availabilily target for the Proguction Environment shall be subject to Service
Credits.
Note

The minimum Infrastructure Availability shall be measured across a 3 month rolling period.

The overall Infrastructure Availability targets for the Non-Production Environments
{development, tesl, user acceptance lesting, pre-production and training) are as follows:

Target Maximum
Target
. Infrastructure

Period Infrastructure .
Availabilit Outage per single

y Incident
1 Core Hours 95% 24 hours
2 Outside Core 95% 24 hours

Hours

1.2

Helpdesk in support of the Infrastructure to the following Service Levels:

Description”

Time

' Severltv 1

15
minutes

Any Incident where the
failure of a resilient
Production Componant
of the Infrastructure
has resulted in the
Applications and/or

“[Response [Resolution |

4 Hours |

SLA
Time

The Contractor shall provide problem and incident management and the Contractor

{ Hours™!

of

_ Cover

90%

24x365




" T category """ pescription ‘Response 'Resolution’' SLA " [ Hours
Time Time of
Cover

Infrastructure being |
unavailable to

Authority Users.
Severity 2 Any Incident where 30 8 Hours 90% 24x365
there has been a minutes

failure of a Non
Production Component
of the infrastructure or
a non production,
service impacling,
failure which in either
case has resulled in
modules of the Sarvice
{specified by the
Authority) being
unavailable lo
Authorily Users but
such Incident,
following initia!
investigation, can be
cleared

Severity 3 Any Incident which has 30 12 Hours | 90% | 24x365
resulted in the severe minutes
functionality defect of
the Services but which
is non service
impacling.

Severity 4 Any Incident which has 1 hour Scheduled | 95% | 24x365
arisen as a result of a outage to
request for further resolve
investigation or
request for change but
which is non service
impacting.

1.3 The minimum Coniraclor Helpdesk and problem/incident management SLAs shall be
measured across a 3 month rolling period.

1.4 The required resolution time specified in the above table shall be the target time that
is required to restore Infrastructure Availability.

1.4.1 If Authority is unable to provide an outage window within the target resolution
time then this will be considered an exception and an outage will be agreed
with the Authority.
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1.5

1.6

1.4.2 Where a solution has been provided by a 3rd parly (e.g. ATOS, Infosys) and
no action was effected by the Conlractor then any Incidents raised with the
Contractor relating to the 3rd Party solution will be deemed an exception.

The Contractor shall receive Incidents from the Authority Helpdesk, and from
automated sysiem monitoring alerts which it shall maintain.

The Contractor shall provide a target Service Level of 30 seconds average speed of
answer (ASA),

2 AVAILABILITY

21

2.2

2.3

The Contractor shall measure the Availability of the Infrastructure and shall monitor it
in accordance with the Performance Monitoring System.

The Infrastructure shall be Avallable (and "Available” shall be interpreted accordingly)
when Authority Users are able to access and ulilise all of the Applications during the
Core Hours.

Availability shall be measured as a perceniage of the total time in a Service Period, in
accordance with the following formula:

Service Availability % = (MP D) x 100
AP
Where:
MP = Tolal number of minutes, excluding Permitied Maintenance,
within the relevant Service Period; and
SD =  Total number of minutes of Service Downtime, excluding

Permilted Maintenance, in the relevant Service Period
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EARTB

1 Performance Monitoring

11 The Contractor will monitor the load on the Infrastructure through CPU, memory and
storage file system ulilisation

The Contractor shall monitor the Infrastructure to identify:
s faults
» load, by means of measuring the servers utilisation of CPU, memory
and disk space useable by the installed operating system.

1.2 The Contraclor shall provide reports monthly to the Authority detailing:

Availability of:
¢ productlion Infrastructure
« non-production Infrastructure
* backup performance summary
¢ [ncident management slatistics
» Change Management statislics
+ oulage reporis
» capacity analysis

1.3 The Contractor shall provide a report within 5 Working Days of all Severity 1
Incidents, as defined in Section 1.2 of Appendix A to Part A of Schedule 2. These
reports will contain a detailed chronology of the period leading up to, during and
following the Incident to the point of service recovery; identification of the root cause
of the Incident and a description of the actions carried out (or a plan for the actions to
be carried out) by the Contractor to prevent recccurrence.

14 Out of Scope

Everything not specifically stated to be in scope is out of scope.
Monitoring of the load placed upon the WAN will not be monitorad by the Contractor.
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2 REPORTING OF INCIDENTS

21

22

2.3

24

The Authority Service Desk shall report all Incidents to the Contraclors Helpdesk

The Contractor shali ensure that all Incidents are logged immediately on receip! of
nolification, on the Contractor's incident management tool.

Where the Contractor's Helpdesk receives more than one report of the Incident then
all such reports shall be logged on the Contractor's Incident management tool.

The Conlractor shall ensure that, as 2 minimum, the following delails are recorded by
the Contractor in respect of each Incident provided such information has been
provided by the Authority Service Desk at the lime the Incident is being logged:

2.4.1

242

243

244

245

24586

247

248

249

a unique Incident number ;

the date and time the report is received at the Contractor's Helpdesk;
the nature and location of the Incident;

the person/organisation making the report;

the severity level assigned to the Incident by the Canlractor ;

an estimate of the number of Authority Users which are affected by the
Incident ;

the action inlended to be taken or which has been taken to rectify the
Incident;

defails of any communication with the Authority's Representative in
connection with the Incident;

notes/commenis regarding any miligaling circumstances with regard to the
Incident;

3 PERFORMANCE MONITORING AND REVIEW

3.1

3.2

Within 10 Working Days of the end of each month, the Contraclor shall pravide a
Service Level report to the Authorily's Representative (the Service Level Report).

The Service Level Report shall contain, as a minimum, the following information in
respect of the Service Period just ended:

3.21

322

the monitoring which has been performed in accordance with the
Performance Monitoring System with a summary of any issues identified by
such monitoring;

for each Service Level, the actual performance achieved over the Service
Period, and that achieved over the previous 3 Service Periods;
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3.3

34

35

36

4 RECORDS

4.1

3.23  asummary of all incidents that occurred during the Measurement Period;
3.24 the level of each Incident which occurred;
3.25 which Incidents remain outstanding and progress in resolving them;

326 for any Severity 1 Incident occurring in the Service Period, the cause of lhe
fault and any action being taken to reduce the likelihood of recurrence;

327 for any Repeat Failures, actions taken to resolve the underlying cause and
preveni recurrence;

3.28 for any Incidents for which the Contraclor believes Excused Performance
will apply, the underlying cause and origin of such Incidents. The Contractor
shall ensure that each such Performance Monitoring Report will be
accompanied by appropriate data and information which subslantiate the
circumstances or events giving rise to Excused Performance;

329 the Service Credits fo be applied in respect of that Service Period indicating
the Incident(s) to which the Service Credits relate;

3.2.10 a rolling total of the number of Incidents that have occurred and the amount
of Service Credits that have been incurred by the Contractor over the past
six months;

3.2.11 relevant particulars of any aspecls of the performance by the Contractor
which fail to meet the requirements of the Contract; and

3.2.12 such other details as the Authority may reasonably require from time lo time
as mutually agreed by the Parties.

The Service Level Report shall be reviewed and its contents agreed by the Parties at
the Service Review Meeting.

The pariies shall attend Service Review Meetings on a monthly basis {unless
otherwise agreed). The Service Review Meetings will be the farum for the review by
the Contractor and the Authority of the Service Level Reports

The Authority shall be entitled to raise any reasonable additional questions and/or
request any further information regarding any Incident,

The Contractor shall provide to the Authority such supporting documentation as the
Authority may reasonably require in order to verify the level of the performance by the
Contractor and the calcutations of the amount of Service Crediis for any specified
period.

The Contractor shall keep appropriate documents and records (included but not
limited to help desk records, Service Level Reports, Change records) in relation to the
Services being delivered and the other requirements to be satisfied pursuant to this
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Confract. Without prejudice to the generality of the foregoing, the Contractor shall
maintain accurate records of call histories in relation to the monitoring of the Services
for a minimum of 12 months and provide prompt access to such records to the
Authority upon the Authority's request. The records and documen!s of the Contractor
referred to in this paragraph 4.1 shail be avallable for inspection by the Authority
and/or its nominee at any time and the Authority and/or its nominee may make copies
of any such records and documents.

42 In addition to the requirement in paragraph 4.1 of this Part B to maintain appropriate
documenls and records, the Conlractor shall provide to the Authority such supporting
documentation as the Authority may reasonably require in order to verify the level of
the performance of the Contractor and the calculations of the amount of Service
Credils for any specified period.

5 SUPPORT AND MAINTENANCE

The Contractor will provide hardware support for the Authorily’s Assels as listed in Schedule 8 for
the duration of the Contract Period in accordance with paragraph 7.1 of Parl A of Schedule 1
{Service Requirements).
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Schedule 3
Charges

For each individual Service, the applicable Call-Off Contract Charges (in accordance with the
Contractor's Digital Marketplace pricing document) cannot be amended during the term of the Call-Off
Conlract. The detailed breakdown for the provision of Services during the term of will include (but will
not be limited to):

1 Purpose of Part A

1.1 The purpose of this Part A of the schedule is to se! out the provisions relating to the
Charges applicable to the Services

1.2 The Charges for the Services shall consist of:

(i)

(i) variable charges on a time and material basis in accordance with paragraph
3 (Time and Materials Charges)

2 Monthly Service Charge

2.1 The Monthly Service Charge shall be inclusive of all services elements sel out in Section
1 (Service Requirements) {with the exception of those service elements which are
expressly stated lo be subject to charging on a time and materials basis) and all service
management.

2.2 As from the Commencement Dale, the Conlraclor shall raise invoices in respect of the
Monthly Service Charge in accordance with the following time table:

.Involce Date - Period Invoice | Managed Service | Managed Service
Covers {Excl VAT) (Incl VAT)
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Total | | £720,636 | £864,756 |

2.3

31

32

3.3

3.4

3.5

41

'The Authority shafl make péymenl of the Monthly Service Charge in accordance wilh
Part B (Invoicing and Payment) of this Schedule.

Time and Material Charges

Where service elements are expressly subject to Time and Materials Charges, the Rale
Card of the Conftractor as shown below shall apply. Where the required Contraclor
resowrce is not shown in the below Rate Card, the Contractor shall provide the price for
the same upon request by the Authority.

Time and Materials Charges which are incurred on a Working Day outside of Working
Hours or on a Saturday, shall incur charges at the x1.5 Premium rate shown in the above
iable.

Time and Materials Charges which are incurred on a Sunday and/or on a statulory bank
holiday in the UK, shall incur charges at the x2 Premium rate shown in the above table

A minimum of ten Working Days notice is required for all requests for time and materials
resource and will only be confrmed upon receipt of a purchase order covering the
quoted charges as approved by the Authority,

The Authority shall reimburse the Contracior for Reimbursable Expenses reasonably
incurred by the Contractor at the rates and in accordance with the Authorily's policy
current from time to time. The Authority shall provide a copy of such rates and policy to
the Contractor upon request

Charges for Change Controt

Where a Change is requested then the Contractor will prepare a quotation for the cost
which shall:

include estimated volumes of each lype of resource to be employed and the
applicable rate card; and

inciude fulf disclosure of any assumptions underlying such quotation,
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4.2 If the Change is adopted by the Authority in accordance with Schedule 7 (Change
Control) then the Contractor will propose an addendumn to this Contract.

Termination Charges

5.1 The provisions of this paragraph § shall apply only in respect of a Termination where the
Autherity has terminated this Contract pursuant to clause 23 of the Coniract Terms and
Conditions (Termination}. Termination without Cause shall not include any expiry of this
Contract which arises due fo the decision of the Authority not to exercise its oplion to
renew the Contract pursuant lo Contract term of the Contract Data.

52 Where the Authority has terminated the Conlract pursuant to clause 23 of the Contract
Terms and Conditions, the Contractor shall be enlitled to charge the Authority the
relevant charge as calculated in accordance with the table below. The relevant
lermination charge shall be the amount shown in the table below in this paragraph 5 in
respect of the relevant month in which the Terminalion takes effect.

5.3 The charges set out in the table below in this paragraph 5 shall be the only charges
payable by the Authority in respect of the Termination and the Contractor shall not be
entilled 1o charge any furlher sums (including but not limited to) in respect of unavoidable
costs andfor loss of profil, the Termination Charge being calculated at a level to
recompense the Contractor for such Termination without Cause.

Termination Charges:

Month of the Contract in which Ralevant Termination Charge
Termination {akes effact ayable by Authorit
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Part B - Invoicing and Payment

1

1.4

1.2

1.3

14

1.5

Purpose of Part B

This part of the schedule sets out the method by which the Conlraclor shall raise invoices to
the Authority for payment, together with the requirements which apply lo such invoices, and
the payment terms thereof,

The Contractor shall be entilled to raise an invoice in respect of any payment which falls
payable to the Contraclor pursuant to the Contract provided that each invoice is delivered lo
the Autharity within 5 Working Days afler;

(a) In respect of Monthly Service Charges, the end of the calendar month to which the
relevant Monthly Service Charge relates; and

{b) In respect of Time and Materials Charges, the end of the month in respect of Time
and Materials Charges consumed in thal month.

In any event, all invoices musl be provided to the Authority within six () months of completion
of delivery of the relevant Services to which the invoice relates. Invoices delivered after

expiry of this period shall be invalid and the Authority shall have no liabiity in respect of such
invoices,

The Contraclor shall invaice the Authority in respect of Services in accordance with the
timescales specified for issue of invoices for the Charges as detailed in Parl A of this
schedule.

The Contractor shall ensure that each invoice contains the following information:

(a) the date of the invoice,

(b} a unique invoice number;

{c) the month or other period(s) {o which the relevant Charges relate;

{d) the reference number of the purchase order issued by the Authority to which it relates
(if any);

{e) the dates between which the Services subject of each of the Charges detailed on the
invoice were performed;

()] details of any Service Credits or similar deduclions that shall apply to the Charges
detailed on the invoice,;

(o) a contact name and telephone number of a responsible person in the Contractor's
finance depariment in the event of adminisirative queries; and

(h) the banking details for payment to the Contractor via electronic transfer of funds
{such as name and address of bank, sort code, account name and number).
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1.6

1.7

1.8

1.9

Each invoice shall at all times be accompanied by sufficient information to enable the
Authority to reasonably assess whether the Charges detailed thereon are properly payable.
Any such assessment by the Authority shall not be conclusive, The Contractor undertakes to
provide to the Authority any other documentation reasonably required by the Authorily frem
time to time o substantiate an invoice,

All Contractor invoices shall be expressed in pounds sterling or such other currency as shali
he permilted by the Authority in writing.

The Authority shall cnly regard an invoice as valid if it complies with the provisions of this
schedule. Where any invoice does not canform to the Authority's requirements set out in this
schedule, the Authority will relurn the disputed invoice to the Contractor. The Contractor shall
promptly issue a reptacement invoice which shall comply with the requirements of this
Schedule.

Subject to the provisions of this schedule, the Authority shall make payment to the Contractor

within thirty (30) days of receipt of a valid invoice by the Autharily at its nominated address for
invoices.
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3.3

4.1

4.2
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Schedule 4
Governance
Govemance Framework

The Contraclor and the Authorily shall operate a governance framework comprising the
following;

(a) Manthly Service Review meeling

(b} Chuarterly Contract Review meeting

(c) Extracrdinary meetings as necessary and requested by Authority
Monthly Service Review meeting

The Monthly Service Review meeting is a formal meeting between Authority and Contractor
Service Managers to review service performance as measured against the contract. Minutes
will be taken and actions recorded.

Attendees: Authority and Contractor Service Managers, others as required and invited.

Purpose: To review the Monthly Service Report detailing the delivered service performance
as measured againsl the contract service levels; 1o review and agree work to address any on-
going perfarmance issues,; and to review and agree conlinual service improvement activity.

Quarterly Service Review meeting

The Quartedy Contract Review meeting is a more strategic meeting belween the Authority
and Contractor Heads of Department. It will review and discuss contraclual and commercial
performance against the contracl. Minutes will be taken and actions recorded.

Atlendees: Authority and Coniractor Heads of Department and Service Managers.

Purpose: To review the contractual and commercial health of the relationship; to discuss
areas for business development and improvement,

Extraordinary meetings

Extracrdinary meetings will occur as necessary, Meelings arranged, possibly a short notice
to address urgent and/or high impact issues or incidenls.

Attendees: Authority and Contractor representatives as appropriate.
Purpose: To address and agree action in response to exlraordinary events whether technical,

contraclual or external to CRM that either already have, or have the potential to, impact
service performance and delivery.
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52

5.3

Continual Service Improvement

The Coniractor and the Authority will carry outl continual service improvement (CSU) to
regularly capture, review and execule measures that improve the quality, performance,
usabilily and relevance of Seibel CRM during the Contract Period.

The Conlraclor and the Authority will maintain a CS1 Register io caplure and record potential
opporiunities to improve the service. CSl items and suggestions can be added to the CS)
Register at any time by any Authority or Contractor representative.

As part of the Monthly Service Review, the Contractor and the Authority shall review the CSI
Register and agree new CSI activities that will be carried out as well as review progress of
CSi activities that are already in progress.
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1.2

13

2.1

22

23

3.1

Schedule 5
Exit Management

Overview

The Contractor is required to ensure the orderly transition of the Services from the Contractor
lo the Authority and/or any replacement supplier in the event of termination or expiry of this
Coniract. This schedule sels out the principles of the exil and service transfer arrangements
that are intended to achieve such orderly transition and which shall form the basis of the Exit
Plan. For the avoldance of doubl, the Contractor shall be responsible for the overall
management of the exit and service transfer arrangements.

The Contractor, at the Authority's expense, shall carry out the necessary activilies to transfer
responsibility for the delivery of the Services to the Authority andfor a new service provider
(as required by the Authority) upon the earlier of the following:

(a) expiry of this Contract on the Expiry Dale; or
(b) termination of this Contract in accordance with this Contract.

This Schedule defines the scope of an Exit Plan and how such a plan will be created and
revised to ensure thal it remains workable at any time upon termination or expiry. Where only
the principles of such Exil Plan are set out then the parties will reach agreement on detailed
terms and conditions in respect of such principles and such agreemenl shall not be
unreasonably delayed or withheld,

Exit Plan

The Contractor shall, with input as relevant, from the Authorily, create within 3 months of the
Commencement Date an Exit Plan which envisages the requirements in relation to an exit of
the Services covered by this Contract.

The Authority shall review the content of the Exit Plan submitled to it by the Conlractor in
accordance with paragraph 2.1 above and the Authority and the Contractor shall, acting
reasonably and in good faith, seek to agree the contents of the Exit Plan within 30 days of
submission of the same by the Contraclor under paragraph 2.1. Should the Authority and the
Contractor be unable to reach agreement, the matter will be referred to the Dispute
Resolution Process contained in Schedule 6.

The Contractor shall review the Exit Plan with the Authority periodically during the Term, as a
minimum once avery 6§ months, and shall update it in order to reflect and take account of any
Changes to the Services and/or their method of delivery.

Scope of Exit Plan
The Exit Plan shall contain;

(3) a list and timetable of activities for the Contractor and the Authority to undertake
during the Termination Assistance Period in sufficient detail to ensure that each party
can comply with the terms of this Schedule & and to allow the smooth transition of the
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4.1

(b)

(c)

(d})

(e)

Services to any replacement contractor(s) with no disruption to the business of the
Authority;

details of which Coniractor activities shall be provided free of charge (which shall
include returning to the Authorily all Specifically Created Material and all Authority
Malerial to the Authority), ang which activities shall be chargeable in accordance with
paragraph 7 below;

full details of dependencies on the Autherity and on the Contractor for the successful
implementation of the Exit Plan;

such other details as the Authority and the Contractor consider appropriate when
agreeing the terms of the Exit Plan; and

withoul prejudice to paragraph 8, the Tarmination Assistance that the Contractor will
reasonably be required to provide to the Authority.

During any period when the Exit Plan has not been agreed by the Authority and the
Contractor, the Exit Plan shall be deemed to be, and the Authority and the Contractor shall
comply with, the terms detailed in this Schedule.

Notification of Requirements for Termination Assistance

The Authority shall have the right to require the provision of Termination Assistance by giving
written notice to the Contractor at least one month prior to the Expiry Date of this Contract or
at any lime following service of a notice of Termination (a "Termination Assistance Request").
The Termination Assistance Request shall specify:

(a)

(b)

(c)

(@

the date from which Termination Assistance is required, provided that such date is no
earlier than:

{)] in the case of Termination, a date which is 10 (ten) days from the date of
service of the Termination Assistance Request; and

(ii) in the case of expiry only (and not earlier Termination), 1 (one) month prior to
expiry

(the "Activation Date");

the nature and exlent of the Termination Assistance required in accordance with
paragraph 8;

if not already provided, confirmation as to whether the Terminating Services are to be
continued in accordance with paragraph 5; and

the period during which the Authority envisages that Termination Assistance will be
required, provided that such period will continue no longer than 3 months after the
date that the Contractor ceases to provide the Terminating Services (the
“Deactivation Date").
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4.3

5.1

52

6.1

62

63

6.4

The period between the Activation Date and Deactivation Date shall be the Termination
Assistance Period.

For the sake of clarity, in this Schedule "Termination Assistance" excludes "Terminating
Services"

Continuation of the Terminating Services

In the event of the early Termination or the expiry of this Contract {for whalever reason), the
Contractor shall, and shall ensure that all of its subcontractors (if any) and staff shall, to the
extent requested by the Authority, in addition to supplying any other Termination Assistance
pursuan! to this Schedule 5, continue to perform the Terminaling Services for the period
specified in the notice of Termination and/or the Termination Assistance Reguest, which
period shall not exceed 3 months after either the date on which Termination becomes
effective or the Expiry Date,

Where the Authority requires the Contractor to conlinue the provision of some or all of the
Terminating Services, such Terminating Services shall be provided al no detriment to the
applicable Service Levels.

Exit Management and the implementation of the Exit Plan

The Authority and the Contractor shall each advise the other in writing within 10 (ten) Working
Days of the Aclivation Date of the idenlity of its staff responsible for the management of the
exit from the Contract {the Exit Managers).

The Exit Managers shall promptly review the Exil Pian, and shall determine whether any
amendments to the Exit Plan are required and shall discuss any other issues or malters
relevant to the provision of Termination Assistance by the Confractor in accordance with the
Exit Plan and this Schedule.

Upon agreement of any amendments to the Exit Plan, or if no such amendments are required,
immediately following such review, the Contractor shall commence the implementation of the
Exit Plan.

In order 1o facilitate implementation of the Exit Plan, the Contractor shall maintain:

(a} A list of all assets used in providing the Services (including those that are owned by
the Contractor);

{b) such documentation as is necessary to detail the technical aspects of the Services.
This documentation shail be of sufficient defail to permit the Authority and any
replacement contractor of the Services to undersiand how the Contractor provides
the Services and to enable the smooth transition of the Services with the minimum of
disruption to the Authority;

{c) details of ather relevant third party contracts; and
in each case, the Authority may audit such documentation prior to implementation of the Exit

Plan. The Contractor shall provide to the Authority such informalion, documents and details
promptly upon request by the Authority.
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7.1

7.2

8.1

Costs

In respect of and for the duration of the confinuance of the provision of the Terminating
Services pursuant to paragraph 5, the Authority shall continue to pay the Charges in respect
of the Terminating Services in accordance with Schedule 3 (Charges).

The Conlractor shall be entitled to charge the Authority on a time and materials basis in
accordance with Schedule 3 (Charges) for the provision of any Termination Assistance
provided that:

(a) the Contractor shali use reasonable endeavours {o reallocate resources lo provide
any Terminalion Assistance without additional costs;

(b) where additional cost is incurred, the Contraclor can demonstrate to the Authority that
such charges are reasonable; and

{c) the scope of the Termination Assistance and estimated fees in respect of the same
have heen previously authorised by the Authaority.

Termination Asslistance

The Contractor shall fully co-operate with and assist the Authority andfor any replacement
supplier(s) in ensuring the smaoth handover and continued running of the Services during the
Termination Assistance Period. |n particular, the Contractor shall, and shall procure that its
subcanlractors (if any) shall, render all such assistance to the Authority andfor the
replacement supplier(s} as the Authority may reasonably require including (but not limited to)
the following:

(a) implementing and complying with the Exit Plan;
{b) providing an inventory of application software and documeniation;
(c) undertaking knowledge transfer from key individuals;

{d) allowing the Authority andfor any replacement supplier access lo stafi andfor
Contractor Premises, upon reasonable notice and at reasonable times, as may be
reasonably necessary to fulfil the objective of this schedule;

(e) vacating all Authority Premises;

(f preparing documentalion and/or any equipment for collection and returning all
Authority Materials and Authority Assets (including Specifically Created Material and
all of those Authority Assets as are listed in Schedule 8, Part B to Contract);

(o} providing help and further information to any replacement supplier(s) for up to 6
months following the transfer of the Services;

(h) dealing with final invoicing;

£} at the end of the Termination Assistance Period (or earlier where requested by the
Authority) erasing from any computers, storage devices and storage media that are to
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9.1

be retained by the Conlraclor after the end of the Termination Assislance Period any
Specially Created Material and all Authority Dala;

Transfer of assets and data

At the end of the Termination Assistance Period:

(a)

(b)

(c)

(d)

(e)

(n

(g}

()

{or earlier if 50 request by either party), each party shall return to lhe other party all
Confidential Information of the other party and will certify that it does not retain the
olher party's Confidential Information save to the extent (and for the limited period)
that such information needs to be retained by the party in question for the purposes of
providing or receiving any Services, Terminaling Services and/ or Termination
Assistance,

except where Coniract provides otherwise or where terminaled earlier by the
Authority, all licences, leases and authorisations granted by the Authority to the
Contractor in relation to the Services shall be terminated with effecl from the end of
the Termination Assistance Period;

all equipment used and owned by the Conlractor lo deliver the service to the
Authority will, uniess specifically identified otherwise, remain the property of the
Contractor,

the Contractor shall relurn to the Authority any equipmenl owned by the Authority that
has been used in the provision of the Services including bul not {imiled to those
Authority Assets as are set out in Schedule 8.

the Authority, at the Contractor's diseretion, may purchase at the then net book value
equipment owned by the Contractor which is used by the Conlractor soleiy for the
purpose of providing the Services.

where the Authority requires, the Contractor shalil license to the Authority or shail use
reasonable endeavours to procure the grant of a licence to the Authorily of any
software used by the Conlractor which is used solely for the purpose of providing the
Services and/or receiving the Services and the properly and rights (including
intellectual property rights) in which is not already owned or licensed to the Authority,
for the use by the Authority following the Termination or expiry of this Contract and
the end of any Termination Assistance Period,

the Contractor shall transfer to the Authority any current and historic documentation
and management information relating to the provision of the Services as per the
terms of this Contract. This information shall be transferred to the Authority at no
charge.

where the Authority requires, the Coniraclor shall use reasonable endeavours to
secure the novation to the Authorily of any third party contracts used by the
Contractor solely for the purpose of providing the Services and/or aflowing the
Authaority lo receive the Services.
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10.1

1

1.1

{i) the Contractor shall hand over to the Authority all data relating to the Infrastruciure,
such data to include database records, configuration information of the Infrastructure
and all back-up copies of such data. The Contractor shail provide such data an
industry standard media and format.

Communication

Arrangemenls for communication with staff, relevant trade unions, contractors and the
Authority's will be made so as to avoid any detrimental impact upon the Parties’ business as a
result of undertaking any transfer contemplated by the Exit Plan. The Parlies will agree prior
to any release of information the manner and timing for releasing information.

Disputes Relating to Termination Services

Where there is any dispute between the parties regarding any matler set out in this Schedule,
such dispute shall be resolved in accordance with Schedule 6
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Schedule 6
Dispute Resolution

Any question which may arise conceming the construction, meaning or effect of this
Agreement or any maller arising out of or in conneclion with this Contract, in the first instance
shali be referred in writing to the Contractor's and Authorily's nominated managers for
discussion and resolution within two weeks.

If the matter is not resolved wilhin that time, it will be referred to the next level of the
Contractor's and Authority's IT management who must meel within two weeks of such referral
to altempt to resolve the matter. if the matter is not resolved at that meeting the escalation
continues with one week maximum time interval up to the most senior ievel of management
{for the avoidance of doubl, in the case of Authority the most senior level of management for
these purposes shall refer to IT managers only.) If the unresolved matler is having a serious
effect on the Services, both parties will use reasonable endeavours to reduce the elapsed
time in completing the process.

The levels of escalation are as set out in the below table with each row representing
escalating seniority {the first being the lowest level of seniority and the fourth row being the
highest level):

Authority Contractor

If any of the above are unable fo altend the meeting, a subslitute may atlend provided that
such substilute is authorised |0 setlle the unresolved matter.

Any dispute, coniroversy or claim arising out of or relating to this Contract, or the breach,
terminaltion, ar invalidity thereof which has not been resolved in accordance with paragraph 1
and 2 above, shall be resclved through mediation in accordance with clause 53 of the
Contract

Neither party may initiate any legal action until the procedures sel out in paragraphs 1, 2 and

3 above have been completed unless such party has reasonable cause to do so to avoid
damage to its business.

54



Schedule 7
Change Control Procedure

GENERAL PRINCIPLES OF CHANGE CONTROL PROCEDURE

This schedule sets out the procedure for dealing with Changes.

Operationai Changes shall be processed in accordance with paragraph 8 below. If
either Parly is in doubt about whether a change falls within the definition of an
Operational Change then it will be processed as a Change.

1.1

1.2

13

Under this Change Control Pracedure:

1.21

1.2.2

123

1.24

1.2.5

1.2.6

either Party may request a Change which they shall initiate by issuing a
Change Request in accordance with paragraph 3;

the Contractor will assess and document the potential impact of a proposed
Change in accordance with paragraph 4 before the Change can be either
approved or implemented,

the Authorily shall have the right to request amendments to a Change
Request, approve it or reject it in the manner set out in paragraph 5;

the Contractor shall have the right to reject a Change Request solely in the
manner set out in paragraph 6;

no proposed Change shall be implemented by the Contractor until such time
as a Change Authorisation Note has been signed and issued by the
Authority in accordance with paragraph 5; and

if the circumstances or nalure of a proposed Change mean that it is a Fast-
track Change then it shall be processed in accordance with paragraph 7.

Until such lime as a Change Authorisation Note has been signed and issued by the
Authority in accordance with paragraph 1.2, then:

1.31

132

unless the Authority expressly agrees otherwise in writing, the Contractor
shall continue to supply the Services in accordance with the existing terms
of the Cenlract as if the proposed Change did not apply; and

any discussions, negotiations or other communications which may take
place between the Authority and the Contractor in connection with any
proposed Change, including the submission of any Change
Communications, shall be without prejudice lo each Parly's other rights
under this Contract.
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2.2

23

Subject to paragraph 2.3, the costs of preparing each Change Request and
undertaking an Impact Assessment incurred by both Parties, shall be borne by the
Party making the reguest.

All Changes shall be calculated and charged in accordance with the principles and
day rates set out in Schedule 3 (Charges). The Contractor will only be entitled to
increase the Charges if it can demonstrate in the Impact Assessment that the
proposed Change requires additional resources or services and that such additional
resources or services are not accounted for within the scope of Charges that are
already payable by the Authority. in any event, any change to the Charges resulting
from a Change (whether the change will cause an increase or a decrease in the
Charges) will be strictly proportionate to the increase or decrease in the level of
resources or services required for the provision of the Services as amended by the
Change.

Both Parlies’ cosis incurred in respect of any use of this Change Conirol Procedure
as a result of any error or Default by the Contraclor shall be pald for by the
Contractor.

CHANGE REQUEST

3.1 Either Party may issue a2 Change Requesl to the other Parly at any time during the
Contract Period. The Change Request shall be substantially in the form of Appendix
1 {o this schedule and must state whether the Party issuing the Change Request
considers the propased Change to be a Fasl-track Change.

3.2 If the Contraclor issued the Change Request, then it shall also provide an Impact
Assessment to the Authority as soon as is reasonably practicable,

3.3 If the Authority issued the Change Request, then the Contractor shall provide an
Impact Assessment to the Authority as soon as is reasonably practicable.

IMPACT ASSESSMENT

4.1 Each Impact Assessment shall include (without limitation):

411 details of the proposed Change including the reason for the Change; and

41.2 delails of the impact of the proposed Change on the Services, the Additional
Services and the Contractor's ability lo meet its other obligations under the
Contract and any variation fo the terms of the Contract that will be reguired
as a result of that impact and including without |imitation changes to:
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4121 the Services Requirements and the Service Levels;

41.2.2 the Mileslones and any other timetable previously agreed by
the Farties;

4.1.2.3 other services provided by third party contraciors to the
Authority, including any changes required by the proposed
Change to the Authority's IT infrasiructure;

4.1.24 other proposed Changes which have yet to be agreed with
the Authority pursuant to this Change Contro! Process;

4125 details of the cost of implementing the proposed;

4126 details of the ongoing costs required by the proposed
Change when implemented, including any increase or
decrease in the Charges, any alteration in the resources
and/or expenditure required by either Party in accordance
with the cost visibility taking into consideration any other
proposed Changes and any alteration to the working
practices of either Party;

4127 a timetable for the implementation, together with any
proposals for the testing of the Change and the impact on
any olher proposed Changes;

4128 details of how the proposed Change will ensure compliance
with any applicable Change in Law; and

4129 such olher informalion as the Authority may reasonably
request in (or in response to) the Change Request.

4.2 Subject to the provisions of paragraph 4.3, the Authority shall review the Impact
Assessment and, within 15 Working Days of receiving the Impact Assessment, it shall
respond to the Coniraclor in accordance with paragraph 5.

43 If the Authority is the Receiving Party and the Authority reasonably considers that it
requires further information regarding the proposed Change so that it may properly
evaluate the Change Request and the Impact Assessment, then within five Working
Days of receiving the Impact Assessment, it shall notify the Contractor of this fact and
detail the further information that it requires. The Contractor shall then re-issue the
relevant Impact Assessment to the Authority within a reasonable time of receiving
such notification. At the Authority’s reasonable discretion, the Parties may repeat the
process described in this paragraph until the Authority is satisfied that it has sufficient
information to properly evaluate the Change Request and Impact Assessment.

5 AUTHORITY'S RIGHT OF APPROVAL

5.1 Within 15 Woarking Days of receiving the Impact Assessment from the Contractor or
within 10 Working Days of receiving the further information that it may request
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pursuant to 4.3, the Authorily shall evaluate the Change Requesl and the Impact
Assessment and shall do one of the following:

51.1 approve the proposed Change, in which case the Parties shall follow the
procedure set qut in paragraph 5.2 below;

512 in ils absolute discretion reject the Change, in which case it shall nolify the
Contraclor of the rejection. The Authorily shall not reject any proposed
Change 1o the extent thal the Change is necessary for the Coniraclor or the
Services to comply with any Changes in Law. If the Authority does reject a
Change, then it shall explain ils reasons in writing to the Contractor as soon
as is reasonably practicable following such rejection;

513 request the Coniraclor to modify the Change Request andfor Impact
Assessment in which event the Contractor shall make such modifications
within a reasonable period of such request, Subject to paragraph 4.3
above, on receiving the modified Change Request andfor Impact
Assessment, the Authority shall approve or reject the proposed Change
within 10 Working Days.

5.2 If the Authority approves the proposed Change pursuant to paragraph 5.1 and it has
not been rejected by lhe Contractor in accordance with paragraph 6 below, then it
shall inform the Contractor and the Contractor shall prepare two copies of a Change
Authorisation Nolte which it shall sign and deliver to the Authority for its signalure.
Following receipt by the Autharity of the Change Authorisation Note, it shall sign both
copies and return one copy fo the Contraclor. Cn the Authority's signalure, the
Change Authorisation Note shall constitule a binding varialion to the Contract
provided that the Change Authorisation Nole is signed by:

521 the appropriate person(s) specified in paragraph 9.1 of this schedule;
and

522 the Authority within 10 Working Days of receiving the Contractor's
signed copy. If the Authosity does not sign the Change Authorisation
Note within this time period, then the Conlractor shall have the right
to notify the Authority and if the Authority does not sign lhe Change
Authorisation Note within five Working Days of the date of such
notification, then the Contractor may refer the matter to the Expedited
Dispute Timelable pursuant to the Dispute Resolution Procedure.

6 CONTRACTOR'S RIGHT OF APPROVAL

6.1 Foliowing an impact Assessment, if the Contractor reasonably believes that any
proposed Change which is requesled by the Authority:

6.1.1  would materially and adversely affect the risks to the health and
safety of any person; or

6.1.2 would require the Services to be performed in a way that infringes
any Law; or
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6.1.3 is outside of the Contraclor's technical capability where;

6.1.3.1 the Contractor can demonstrate to the Authority's reasonable
satisfaction that the proposed Change is impossible to
implement; and

6.1.3.2 the proposed Change is outside the technical scope of the
Services as set out in the Services Requirements , or

6.1.4 the Contractor has insufficient resources to fulfii the proposed
Change.

6.1.5 then the Contractor shall be entitled to reject the proposed Change
and shall notify the Autharity of its reasons for doing so within five
Working Days after the date on which it is obliged to deliver the
Impact Assessment in accordance with paragraph 4.3,

FAST-TRACK CHANGES

7.1 The Parties acknowledge that to ensure operational efficiency there may be
circumstances where it is desirable to expedile the processes set out above.

7.2 If both Parties agree in relation to a proposed Change that:

7.2.1 the Change does not involve any alteration lo, or deviation from the
contractual principles set out in the Contract; and

7.2.2 the total number of Changes in relation to which this fast track
procedure has been applied does not exceed 24 in any 12 month
period (or such higher number as the Parties may from time to time
agree in writing); and

7.2.3 the value of the proposed Change does not exceed £500,000 and the
propased Change is not significant (as determined by the Authority
acting reasonably),

then the Parties shall confirm to each other in writing that they shall use the process
set out in paragraphs 2, 3, 4, 5 and 6 above but with reduced timescales, such that
any period of 15 Working Days is reduced to five Working Days, any period of

10 Working Days is reduced to two Working Days and any period of five Working
Days is reduced to one Working Day.

7.3 The paramelers set out in paragraph 7.2 may be revised from lime to time by
agreement between the Parlies in writing.

OPERATIONAL CHANGE PROCEDURE

81 Any changes identified by the Contractor to improve operational efficiency of the
Services may be implemented by the Centractor without following the Change Conirol
Procedure for proposed Changes provided they do not:
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10

8.1.1 have an impact on the Authority,

8.1.2 require a change to the Contract;
8.1.3 have a direct impact on use of the Services; or
814 involve the Authorily in paying any additional Charges or other costs.

8.2 The Authorily may request an Operational Change by submitting a written request for
Operational Change ("RFOC") to the Contractor Represeniative,

8.3 The RFOC shall include the following details:

831 the proposed Operationat Change; and
8.3.2 time-scale for completion of the Operational Change.

8.4 The Contractor shall inform the Authority of any impact on the Services that may arise
from the proposed Operational Change.

85 The Conlractor shall complete the Operational Change by the timescale specified for
completion of the Operational Change in the RFOC, and shall promptly notify ihe
Authorily when the Operational Change is completed.

CHANGE AUTHORISATION

9.1 Any proposed Change processed in accordance with this schedule will not be
authorised and the Contractor shall not implement any proposed Change until the
Change Authorisation Note is signed and executed by the IS & ICT Procurement &
Contracts Manager in accordance with the Authority’s Change authorisation and sign
off procedure(s), as notified to the Contraclor in writing from time to time,

COMMUNICATIONS

10.1  For any Change Communication to be valid under this schedule, it must be sent to

either the Authority's Change Manager or the Contraclor's Change Manager, as
applicable. All Change Communications may be hand delivered or sent by firsi-class
post, email or facsimile. Change Communications shall be deemed to have been
received at the following times:

10.1.1  if hand delivered, then al the time of delivery or, if delivered after
16.00 hours on the next Working Day;

10.1.2 if posted first class from within the UK, at 10.00 hours on the second
Working Day after it was put into the post; or

10.1.3  if senl by facsimife or email, then at the expiration of 4 (four) hours after the
time of dispatch, if dispatched before 15.00 hours on any Working Day, and
in any other case at 10.00 hours on the next Working Day following the date
of dispatch.
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10.2 In proving delivery of a Change Communication, it will be sufficient to prove (hat
delivery was made, or tha! the envelope conlaining the Change Communication was
properly addressed and posted (by prepaid first class recorded delivery post) or that
the facsimile or email was properly addressed and dispatched, as the case may be.
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APPENDIX 2

Change Request Form

| CR NO.: TITLE: TYPE OF CHANGE:
PROJECT: REQUIRED BY DATE:
ACTION: NAME: DATE:
RAISED BY:

AREA(S) IMPACTED (OPTIONAL FIELD):

ASSIGNED FOR IMPACT ASSESSMENT BY:

ASSIGNED FOR IMPACT ASSESSMENT TO:

CONTRACTOR REFERENCE NO.:

FULL DESCRIPTION OF REQUESTED VARIATION:

DETAILS OF ANY PROPOSED ALTERNATIVE SCENARIOS:

REASONS FOR AND BENEFITS AND DISADVANTAGES OF REQUESTED VARIATION:

SIGNATURE OF REQUESTING CHANGE QWNER:

DATE OF REQUEST:
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APPENDIX 2
Impact Assessment Form

CR NO.: TITLE: DATE RAISED:

PROJECT: REQUIRED BY DATE:

DETAILED DESCRIPTION OF VARIATION FOR WHICH IMPACT ASSESSMENT IS BEING
PREPARED AND DETAILS OF ANY RELATED VARIATIONS:

PROPOSED ADJUSTMENT TO THE CHARGES RESULTING FROM THE VARIATION:

DETAILS OF PROPOSED ONE-OFF ADDITIONAL CHARGES AND MEANS FOR
DETERMINING THESE (E.G. FIXED PRICE OR COST-PLUS BASIS):

DETAILS OF ANY PROPOSED CONTRACT AMENDMENTS:

DETAILS OF ANY SERVICE LEVELS AFFECTED:

DETAILS OF ANY OPERATIONAL SERVICE IMPACT:

DETAILS OF ANY INTERFACES AFFECTED:

DETAILED RISK ASSESSMENT:

RECOMMENDATIONS:
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APP

3

Change Authorisation Note

CR NO.:

TITLE:

DATE RAISED:

PROJECT:

TYPE OF CHANGE:

REQUIRED BY DATE:

KEY MILESTONE DATE: if any

DETAILED DESCRIPTION OF VARIATION FOR WHICH IMPACT ASSESSMENT IS BEING
PREPARED AND DETAILS OF ANY RELATED VARIATIONS:

PROPQOSED ADJUSTMENT TO THE CHARGES RESULTING FROM THE VARIATION:

DETAILS OF PROPOSED ONE-OFF ADDITIONAL CHARGES AND MEANS FOR
DETERMINING THESE (E.G. FIXED PRICE OR COST-PLUS BASIS):

SIGNED ON BEHALF OF THE AUTHORITY:

SIGNED ON BEHALF
CONTRACTOR:

OF THE

Signature: Signature:
Name: Name:
Position: Position:
Date: Date:
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Schedule 8
Authority Responsibilities and Authority Assets

Part A: Authority Responsibilities

1 INTRODUCTION

1.1

1.2

The responsibilities of the Authority set gut in Schedule 1 (Service Requirements) and
this Schedule 8 (Authorily Responsibilities and Authority Assets) shall constilute the
exclusive Authority Responsibilities under this Caontract,

The responsibililies specified within this schedule shall be provided to the Coniractor
free of charge, unless otherwise agreed between the Parlies.

2 GENERAL OBLIGATIONS

The Authority shall:

2.1

22

2.3

use its reasonable endeavours to provide the Confractor with access to appropriate
members of the Authority's staff, as such access is reasonably requested by the
Contractor in order for the Contractor to discharge its obligations throughout the
Contract Period;

provide sufficient and suitably qualified staff to fulfil the Authority's roles and duties
under this Contract; and

use its reasonable endeavours to provide such documentlation, data andfor other
information thal the Contraclor reasonably requests that is necessary to perform its
obligations under the terms of this Contract provided that such documentation, data
and/or information is available to the Authority and is authorised for refease by the
Authority.

3 SPECIFIC OBLIGATIONS

Software

31

3.2

The Authorily shall ensure that all required software specific to the delivery of their
Services to the Authority {and any applicable licence(s)} is provided by the Authority
to the Contractor provided that:

3.1.1  the Contractor provides the Authority with reasonable notice
of any software required to deliver the Infrastructure hosting
Services, including its licensing requirements (such as the
number of required license and the useflype of license
required); and
3.1.2 the Contractor keeps full and accurate records of the number
of licences required and the number of users licensed to use
the relevant software.
The Authority will agree and implemeant network security over its WAN to enable the
Contractor to manage all environments from the Authority's Sites.
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3.3

3.4

35

3.6

3.7

38

39

3.10

3.11

The Authority will ensure that WAN bandwidth is sufficient 1o enable timely
{<15minutes) check-in/check-out during the development cycle

The Authority will procure the necessary maintenance agreements for the
infrastructure and these will then be utilised by the Contractor.

The Authority will procure the necessary maintenance agreements for the operating
system and application element of the infrastructure and these will then be utilised by
the Contraclor.

The Authority will procure the necessary maintenance agreements for the anti-viral
and backup element of the infrastructure and these will then be ulilised by the
Contractor,

The Authority shall ensure that, at all times, for the duration of the Contract the
Contractor shall be able to utlise a supporl agreement between the Authority, Oracle
and other manufaclurers at no charge le the Contractor, for the purpose of obtaining
the support and guidance that the Contractor deems reasanably necessary for the
fulfilment of their duties as defined by this Contract.

Any Changes shall be conducted via the Change Conlro! Procedure as set out in
Scheduie 7.

The Authority retains responsibility for the rofl-out of software o its Authorily Users,

The Contractor shall recommend application, dalabase, operating system; patches or
upgrades which the Authorily will either approve or reject. If the recommendation is
rejected, the Conltractor will detail the impact on ils ability to deliver the services.

Provision, delivery and installation of hardware in addition to that set out in Schedule
8 shall be dealt with via the Change Control procedure in Schedule 7,

4 RELIEF EVENTS

4.1

42

The Authorily acknowledge that certain obligations of the Conliractor are dependent
on the Authority itself performing its obligations as detaited in this Contract.

Should the Authority fail to perform an obligation (a “Relief Event”) then subject to
written notification by the Contractor as soon as reasonably practicable after the
Contraclor becomes aware of the occurrence of the Relief Event:

421 (failure by the Contractor {o perform the relevant obligations directly impacted
by the Relief Event and any consequent poor performance of the affected
Service componenis shall not conslitute a breach of the provisions of this
Contract by the Authority; and

4.2.2 the Relief Event shall be taken account of in measuring the performance of
the affecled Service and performance where relevant shall be calculated as
though the relevant services had been performed free from any
consequences of such Relief Event.
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4.3

The provisions of this paragraph 4 shall apply only to the extent that:

4.3.1 the Relief Event affects the Contractor's ability 1o perform the relevant
obligations,

4.3.2 the Relief Event is not itself the resull of lhe Conltractor’s breach; and

433 the Contractor has used reasonable endeavors to perform the relevant
obligations notwithstanding the impact of the Relief Event on the Contractor's
ability to perform its obligations under this Call Off Agreement.
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Part B: Authority Assets

1.1

1.2

Authority's Assets

The Contractor undertakes the safe custody of and due return of all Authority Assets made available to or
otherwise received by the Contractor and such Authority Assels shall be used in the performance of this
Contract and for no other purposes without the prior approval in writing of the Authority.

Neither the Contractor, nor any sub-contractor, nor any other person, shall have a lien on any Authorily's
Assels for any sum due lo the Conlractor, sub-contraclor or other person and the Contractor shall take all
reasonable steps to ensure that the title of the Authority Assets and the exclusion of any such lien are brought
lo the notice of all sub-contractors and other persons dealing with any Authority Assets.
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1.1

1.2

1.3

14

1.5

1.6

1.7

1.8

1.9

1.10

Schedule 9
Security

The Contractor shall comply with the security policy of the Authority as amended from time to time.
As at the Commencement Date, the relevant policy is the Authority's Informalion Security and
Governance Policy version 1.2 dated 26 January 2015. A copy is appended (o this Contract and is
available upon request from the Authority.

ay s

!nforrrati;Security

and Govemance Polic

The Contractor shall procure that all of its staff and contractors which require access to Authority
Premises in order to deliver the Services undergo the Authority's security training prior to any
atlendance on site at any Authority Premises unless such attendance is expressly authorised by the
Authority.

The Conlractor shall ensure that if it accesses data in lhe Production Environment then such access
shall comply with Caldicott principles. The Caldicott Report set out a number of general principles that
health and sacial care organisations should use when reviewing its use of client information.

The Contractor shalt ensure that it maintains and operates the Service in accordance with 1SO 27001
standards and shall annually {and on request by the Authority) provide confirmation and evidence of
such certification.

The Contraclor shall produce a quarlerly report of user access to enable the Authorily to check that
access is valid. It will also allow the Authority to audit any changes to live data or access rights by
those with enhanced access rights such as DBAs.

The Conlractor shall communicale violations of Infrastructure security to the Authority ICT Service
Manager for inclusion in the audit report, to include any unauthorised access attempts to the physical
data centre, within 1 Working Day.

The Contractor shall ensure that where system to system interchanges occur, automated mechanisms
of authentication shall be in-built, where supported.

The Contractor shall configure, install and mainlain appropriate anti-virus software as provided by the
Authority to minimise the risk of infection of the managed servers by virus, Trojan horse, other
maliclous software or persons.

The Contractor shall ensure that only the necessary systems management components have access
o the Internet and that access lo the hosted Siebel CRM and OBIEE managed services is not
possible from the Internet and that ali access requests to those services are authenticated by the
method specified and approved by the Authority.

The Contractor shall allow network access from any location within the Authority's network via the
Aulthority's secure WAN link.

The Contractor shall ensure that all infrastructure, as described in Annex B - Asset List, other than the
provision of power, air conditioning and fire suppression systems, is dedicated for the use of the
Authority.
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1.12  The Contraclor shall ensure that all servers and network systems hosted by the Contractor have
system clocks synchronised to a reliable and accurate time source such as the master time server in
the Authority's network.
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Schedule 10
Records Provision

1 INTRODUCTION

The objective of this schedule is to set out the requirements for:

1.1

1.2

2 REPORTS

21

2.2

23

3 RECORDS

3.1

the retention of proper records of processes and decisions taken relating to the performance
and management of the Contract; and

the detail and nature of the reporls that are to be made by the Parties, including the timing
and process for making such reports,

Any or all of the following reports may be required:

211 Management Information and other reports required by this
Confract, including but not limited lo these set out in Appendix 2
attached; and

2.1.2 Force Majeure Event reports.

The reports referred to in paragraph 2.1 shall be provided to the Authority as and when
reasgnably requesied by the Authority upon written notice.

The Authority shall be entitled from time {o time to reasonably request the Contractor to
produce reports other than those referred fo in paragraph 2.1 to enable it o meet its
obligations and provide reports and returns pursuant to regulations, directions or guidance
applicable to the Authorily or as required by external agencies. Where the Contractor is
reasonably able to produce such reports without significant effort or cost from records which
it already maintains, or is required to maintain under this Cantract, the Contractor shall
produce such reports at the Authority's request, within a reasonable period and without
additional charge. Where the produclion of such reporls requires the Contractor to keep
additional records or to incur significant effort or cost, the Authorily's request shall be dealt
with through the Change Controf Procedure and the Authority shall not be entitled
unreasonably to withhold its consent pursuant to paragraph 5.1.2 of schedule 7 (Change
Control Procedure) notwithstanding that the change will result in an increase in the Charges.

The Contractor shall relain and maintain all the records (including superseded records)
referred to in Appandix 1 to this schedule:

3.1.1 in accordance with the requirements of the Public Records Office (PRO) and Good
Industry Practice;

3.1.2 in chronological order;

3.1.3 in a form that is capable of audit; and



314 al its own expense,

The Contractor shall make these records available for inspection to the Authorily on request subject to the
Authority giving reasonable notice.

3.2

33

3.4

3.5

Wherever practical, origina! records shall be retained and maintained in hard copy form.
True copies of the original records may be kept in hard copy or electronic form by the
Contractor where it is not practicable to retain original records.

The Contractor shall, during the Contract Period and a period of al leasl six years following
the expiry of termination of this Contract (or for such other period as required by Law),
maintain or cause to be maintained complete and accurate documents and records in
relation to the provision of the Services including but not limited to all records (whether in
elecironic format or otherwise) referred to in the Appendices to this schedule.

Financial records referred to in Appendix 1 shall be retained and maintained in safe storage
by the Contractor for a period of at least seven years afler the expiry or termination of this
Contract.

Without prejudice to the foregoing, the Contraclor shall provide the Authority:

3.56.1 as soon as they shall have been senl to its shareholders in order to be laid before an
annual general meeting of the Contractor, but not later than 130 Working Days afler
the end of any of the Contraclor's financial years of which part or all of which falls
during the Contract Period, the Contractor's audited accounts and if appropriate, of
the consolidaled audited accounts of the Contractor and, its associated companies
(if any), in respect of that period, prepared in accordance with the Companies Act
(2006) and generally accepted accounling principles and bases in the UK,
consistently applied together with copies of all related directors’ and auditors' reports
and all other notices/circulars to shareholders.



APPENDIX 1

Records to be kept by the Contractor

In accordance with the provisions of paragraph 3 of this Schedule 10 the Contraclor shall maintain the
following records:

10.

11.

12

13.

14.

15.

186.

17,

18,

The Contract, its schedules and all amendments te such documents.
All other documents which this Conlract expressly requires to be prepared.

Records relating to the appointment and succession of the Contraclor Representative and each
member of the Key Personnel.

Natices, reporis and other documentation submitted by an expert.

All operation and maintenance manuals prepared by the Contracior for the purpose of maintaining
the provision of the Services and the underiying ICT Environment and Contractor Equipment.

Documenls prepared by the Contraclor or received by the Contractor from a third party relating to a
Force Majeure Event,

All formal notices, reports or submissions made by the Contractor to the Authorily Representative in
connection with the provision of Services.

All certificales, licences, registrations or warranties in each case obtained by the Contractor in
relation to the provision of the Services.

Documents prepared by the Coniractor for the Autherity in support of claims for the Charges.
Documents submitted by the Contractor pursuant to accordance with the Change Control Procedure.

Documents submitted by the Contractor pursuant to invocation by it or the Authority of the Dispute
Resolution procedure under Schedule 6.

Documents evidencing any change in ownership or interest in the Contractor of five percent {5%) or
more of the issued share capital of the Cenlractor and/or the Guarantor and all holdings of more than
five percent (5%) of the issued share capital of the Contractor and/or the Guaranior.

Invoices and records relaled to VAT sought to be recovered by the Contractor.

Financial records, including audited accounts of the Contractor.

Records required to be retained by the Contractor by Law, including in relation to health and safely
matters and health and safety files and all consents.

All documents relating to the insurances to be maintained under the Contract and any claims related
to this Contract made in respect of them,

All other records, nolices or certificales required to be produced and/or maintained by the Contractor
pursuant to this Contract.

All journals and audil trail data referred to in Schedule 9 (Securily).



Schedule 11 — Definitions

In this Contract, the following expressions and defined lerms have the following interpreted meaning:

‘Additional Services'

‘Authority’

‘Authority’s
Confidential
Information'

‘Authority Data’

‘Authority Software’

‘Background IPRs’

‘Backup Failure’

‘Charges’

‘Commencement Date’

‘Commercially
Sensitive Information’

The services in addition to the Services set out in schedule 1 (Service
Requirements) which the Authority may request from time to time.

The Care Quality Commission as further described in the Contract Dala.

means all Authorily Data and any information that relates to the business,
affairs, developments, trade secrels, know-how, personnel, and Contractors
of the Authority, including all Intellectual Property Rights (IPRs), together
with all informaltion derived from any of the above

Any other informalion clearly designaled as being confidentia! or which
ought reasonably be considered to be confidenlial (whether or not it is
marked ‘confidential®).

Data that is owned or managed by the Authority,

Software owned by or licensed to the Authority (olher than under or
pursuant to this Conlract), which is or will be used by the Contractor for the
purposes of providing the Services.,

For each Party:

¢ |PRs owned by lhal Party before the date of this Contract, including
IPRs contained in any of the Party's know-how, documentation,
processes and procedures,

¢ IPRs created by the Party independenlly of this Contract, and/or

s For the Authority, Crown Copyrighl which s not available to the
Contractor otherwise than under this Contract,

but exciuding IPRs owned by that Parly subsisting in Authorily Software or

Contractor Software.

Means the faiture of a scheduled backup as set out in Schedule 1, Section 1
{Service Requirements) of this Contract and as varied in writing from time to
fime,

The prices (excluding any applicable VAT), payable to the Contractor by the
Authority under the Contract contained in Schedule 3.

For the purposes of the Contract, commencement date shall be as set in the
Contract Data

Information, which s set out in the Contract Data as Commercially Sensitive
Information and any other information hat the Authority has been notified
abou with full detaits of why the Information is deemed to be commercially



‘Comparable Supply’

‘Confidential
Information’

‘Contract’

‘Contract Data’

‘Contractor’

‘Contractor
Background IPRs'

‘Contractor Insolvency
Event’

‘Contractor Staff’

‘Contractor Terms’

‘Control'

‘Crown’

sensitive,

The supply of seérvices to another customer of the Conlractor that are the
same or similar to any of the Services

The Authorily's Confidential Information or the Contractor's Confidential
informalion, which may include (but is not limited to):

e any information that relates to the business, affairs, developments,
trade secrets, know-how, personnel, and third parties, including all
Intellectual Property Rights (IPRs), together with all information
derived from any of the above

any other information clearly designated as being confidential or which
ought reasonably be considered to be confidential (whether or not it is
marked 'confidential’

The legally binding agreement for the provision of Services made between
the Authority and the Conftractor.

| Means the information set out in Pari A lo this Contract

' Supplier who has been awarded to supply the Services in accordance with

the VEAT noatice published on the 16™ September 2017 as further detailed in
the Contract Data.

Background IPRs of the Contractor.

means the Conlractor is unable to pay debis in Section 268 of insolvency
Act 1986.

All persons employed by the Contractor inciuding the Contraclor's agents
and consultants used in the performance of its obligations under this
Contract.

means the terms and conditions pertaining to the Services and as set out in
the Terms and Conditions document supplied as part of the Contractor's

| Tender.

Control as defined in section 1124 and 450 of the Corporation Tax Act
2010. 'Controls’ and ‘Controlled’ will be interpreled accordingly

The government of the United Kingdom (including the Northern [reland
Assembly and Executive Committee, the Scoltish Executive and the
National Assembly for Wales), including government ministers and
government departmenls and particular bodies, persons, commissions or
agencies from time to time carrying out functions on its behalf



‘Data Loss Event’

‘Data Protection Laws'

‘Data Pratection Officer’

‘Data Subject Access’

‘Data Subject’

'Default’

‘Deliverable’

‘Effective Date’

‘Equipment’

‘FolA’

‘Force Majeure’

a breach of any syslem containing Personal Data that causes unauthorised
access to Personal Data, actual or potential loss of Personal Data;

any law, statute, suberdinate legislation within the meaning of section 21(1)
of the Interpretation Act 1978, bye-law, enforceable right within the meaning
of section 2 of the European Communities Act 1972, regulation, order,
mandatory guidance or code of praclice, judgment of a relevant court of law,
or directives or requirements of any regulatory body which relates to the
protection of individuals with regard to the processing of Personal Data to
which a Party is subjecl including the Dala Protection Act 1998 and, with
effect from 25 May 2018, the GDPR (and any replacement or supplementary
legislation implemenled in the United Kingdom following ils exit from the
European Union);

the designated individual with the responsibility for data protection and
privacy to act as the point as contact for the purpose of observing the Dala
Protection Laws and associated obligations under the Contract

a request made by a Data Subject in accordance with rights granted
pursuant to the Data Protection Laws to access his or her Personal Data;

will have the same meaning as set out in the Data Protection Laws, as
amended from lime to time.

means any breach of the obligations of the Conltraclor (including any
fundamental breach or breach of a fundamental term)

any other default, act, omission, negligence or negligent statemeni of the
Contractor of its Subcontrators or any Contractor Staff in connection or in
relation to this Contract

Those Services which the Authority contracts the Contractor to provide
under the Contract.

The date on which the Contract is signed and as set out in the Contract
Data.

The Confractor's hardware, computer and telecoms devices, plant,
materials and such other items supplied and used by the Contractor (but not
hired, leased or loaned from the Authority) in the performance of its
obligations under the Contract.

The Freedom of Information Act 2000 and any subordinate legislation made
under the Act occasionally together with any guidance or codes of practice
issued by the Information Commissioner or relevant Government
department in relation to such legislation.

anything affecting either Parly's performance of their obligations arising from

any of the following:

. acts, evenls, omissions, happenings or non-happenings beyond the
reasonable control of the affected Party

® riots, war or armed conflict, acts of terrorism, nuclear, biological or



‘Fraud’

‘GDPR’

‘Good Industry Practice®

‘Group’

‘Guarantee’

‘Guidance’

'Holding Company

'Information’

‘Insolvency Event'

chemical warfare

. acts of government, local government or Regulatory Bodies
. fire, flood, any disaster and any failure or shortage of power or fuel
4 an industrial dispute affecting a third party for which a substitute

third party is not reasonably available,
But excluding: The following do not constitute a Force Majeure event:

) any industrial dispute relating to the Coniractor, its staff, or any
other failure in the Contractor's (or a Subconiractor's) supply chain
. any event or occurrence which is altributable to the wilful act,

neglect or failure to take reasonable precautions against the event
or occurrence by the Party concerned

Any offence under Laws creating offences in respect of fraudulent acts
{including the Misrepresentalion Act 1967} or at common law in respect of
fraudulent acts in relation to this Contract or defrauding or attempting to
defraud or conspiring to defraud the Crown.

means Regulation (EU) 2016/679 of the European Pardiament and of the
Council of 27 April 2016 on the protection of natural persons with regard to
the processing of personal data and on the free movement of such data,
and repealing Direclive 95/46/EC (General Data Proteclion Regulation).

Standards and procedures conforming to the Law and the application of
skili, care and foresight which would be expected from a person or body
who has previously been engaged in a similar type of undertaking under
similar circumstances. The person or body must adhere to the technology
code of practice (bitps.//www.gov.uk/service-manual/technology/code-of-
praclice.him!) and the government service design manual
{https:/fwww.qgov.uk/service-manual),

A company plus any subsidiary or Holding Company.
'Holding company' and ‘Subsidiary' are defined in section 1159 of the
Companies Act 2006.

The deed of guarantee described in the Contract Data (Parent Company
Guarantee).

Any current UK Government Guidance on the Public Contracls Regulations.
in the event of a conflict between any current UK Government Guidance and
the Crown Commercial Service Guidance, current UK Government
Guidance shall take precedence.

As described in section 1159 and Schedule 6 of the Companies Act 2008.

As described under sectlion 84 of the Freedom of Information Act 2000, as
amended from fime to time.

Can be:
® avoluniary arrangement
e a winding-up petition
e the appointment of a receiver or administrator
s anunresolved statutory demand
¢ a Schedule A1 moratorium.



‘Intellectual Property
Rights' or 'IPR’

‘Law’

'Loss’

'Material Breach'

‘Parent Company’

'Party’

'Personal Data'

'Prohibited Act'

‘Processing’

means:

a) copyright, rights related to or affording protection similar to copyright,
rights in databases, patenis and rights in inventions, semi-conductor
topography rights, service marks, logos, database righls, rade marks, righls
in internet domain names and website addresses and other rights in tfrade or
business names, design rights (whether registerable or otherwise), know-
how, trade secrets and moral rights and other similar rights or obligations
whether registerable or not;

b) applications for registration, and the right to apply for registration, for any
of the rights listed at (a) that are capable of being registered in any country
or jurisdiction; and

c) all other rights whether registerable or not having equivalent or similar
effect in any country or jurisdiction (including but nol limited to the United
Kingdom) and the right to sue for passing off.

Any applicable Acl of Parliament, subordinate legislation within the meaning
of Section 21(1) of the Interpretation Act 1978, exercise of the royal
prerogative, enforceable community right within the meaning of Section 2 of
the European Communities Act 1972, judgment of a relevant court of Law,
or directives or requirements of any Regulatory Body.

All losses, liabilities, damages, costs, expenses (including legal fees),
disbursements, costs of investigation, litigation, setilement, judgment,
interest and penalties whether arising in contract, tort (including
negligence), breach of statutory duty, misrepresentation or otherwise and
'Losses’ will be interpreted accordingly.

A significant breach of the Contract that enlities the Authority to
terminate the Conlract under clause 23.4

Any company which is the ultimate Holding Company of the Contractor.

the Confractor or the Authority and ‘Parlies’ will be interpreted
accordingly,

As described in the Data Protection Laws

To directiy or indireclly offer, promise or give any person working for or
engaged by the Authority a financial or olher advantage to:

e Induce that person to perform improperly a relevant function or activity

s reward that persan for improper perfformance of a relevant funclion or

activity

* commit any offence:

under the Bribery Act 2010

under legislalion crealing offences concerning Fraud

al common Law concerning Fraud

committing or altempting or conspiring to commit Fraud

¢ 00O

has the meaning given to it in the Data Protection Laws but, for the



‘PSN’

‘PSN Code of Practice’

‘Regulations’

‘Regulatory Bodies’

‘Reporting Date’

'Request for

Information'

‘Services'

'Service Definition’

‘Service Description’

‘Service Levels’

‘Specific Change In
Law'

‘Subcontractor’

‘Tender

‘Weorking Day’

purposes of the Contract, it shall include both manual and automatic
processing and "Process” and "Processed" shall be interpreted accordingly;

The Public Services Network (PSN) is the Government's high-performance
nelwork which helps public sector organisations work together, reduce
duplication and share resources.

Those obligations and requirements for PSN Service

Providers wanting to participate in the PSN together

with all documents annexed (o it and referenced within
it, as set out in the code template.

The Public Contracts Regulations 2015 (at
blip:/fwww legislation.gov.uk/uksif2015/102/contents/made) and the Public
Contracts {Scotland) Regulations 2012 (at

hitp:/fwww legislation.gov.uk/ssif2012/88/made).

Government departments and other bodies which, whether under statute,
codes of practice or otherwise, are entitled o invastigate or influence the
matters deait with in this Contract.

The seventh day of each month following the month to which the relevant
Ml relates. A different date can be chosen if acreed between the Parties.

A request for information or an apparent request under the Code of Practice
on Access to Government Information, FOIA or the Environmental
Information Regulations.

Means the Required Services and anyfor Additional Services ouilined in the
Contract Data.

The definition of the Contracior's the Services provided in Section 2 (The
Services) of this Contract

The description of the Contractor service offering as provided in the Contract
Data

the levels of service required to be provided, as prescribed in Schedule 2.

A change in the Law that relates specifically to the business of the Authority
and which would not affect a Comparable Supply.

Each of the Contraclor's Subcontractors or any person engaged by the
Contractor in connection with the provision of the services as may be
permitted by this Contract,

The response submitted by the Contractor,
Any day other than a Saturday, Sunday or public holiday in England and

Wales, from 9am to 5pm unless otherwise agreed with the Authority and the
Contractor in the Contract.






Part C - Terms and conditions

1.
1.1

1.2

2.1

22

3.1

3.2
3.3

4.1

Contract start date, length and methodology
The Conlractor will start providing the Services on the date specified in the Contract Data.

This Contract will terminate on the End Date specified in the Contract Data unless terminated earlier
in accordance with Clause 23 and will be a maximum of 24 months from the Commencement Date.

Overriding provisions

The Contraclor agrees to supply the Services and any Additional Services in accordance with this
Contract and the Contractor's Terms as identified in the and incorporated into this Contract.

In the event of and only to the extent of any conflict or ambiguity between the Clauses of this
Conlract, the provisions of the Schedules, any document referred to in the Clauses of this Contract
(including Contractor's Terms) the conflict shall be resolved in accordance with the following order of
precedence:

» the Clauses of this Coniract (excluding Centractor Terms)
e the completed Contract Dala

the Conlractor's Terms and Conditions any other document referred to in the Clauses of this
Contract.

The Conltractor accepts ihis is the order of prevailing provisions in this Contract.

Transfer and sub-contracting

The Contractor will not assign, novate or sub-contract any part-of this Contract without the
Authority's prior written approval which shall not be unreasonably withheld or delayed.

The Contractor will be responsible for the perfarmance of any Sub-Conlraclors.

The Authority may assign, novale or otherwise dispose of its rights and obligations under this
Contlract or any part thereof to:

e any other body established by the Crown or under statute in order substantially to perform any of
the functions that had previously been performed by the Authorily, or

& any privale sector body which subslantially performs the functions of the Authority

provided that any such assignment, navation or other disposal shall not increase the burden of the
Contractor's obligations under this Contract.

Contractor Staff

The Contraclor Staff will:

fulfil all reasonable requests of the Authority

apply all due skilt, care and diligence to the provisions of the Services

be appropriately experienced, qualified and trained to supply the Services
respond to any enquiries about the Services as soon as reasonably possible
complete any necessary vetting procedures specified by the Authority
Comply with the provisions of the Official Secrets Act 1911 to 1989; and
Sectlion 182 of the Finance Act 1389.
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Due diligence
Both Parties agree that when entering inlo a Contract, they:

5.2.1 having made their own enquiries are satisfied by the accuracy of any information supplied by
the other Party

5.2.2 are confident that they can fulfil their obligations according to the terms of this Contract
5.2.3 have entered into this Contract relying on their own due diligence
Warranties, representations and acceptance criteria

The Contractor will perform its obligations under this Contract with all reasonable care, skill and
diligence, according to Good Industry Practice.

The Contraclor will use reasonable endeavours lo prevent the introduction, creation or propagation
of any disruptive elements into systems providing services to dala, software or Authority Confidential
information held in electronic form.

The Conlractor undertakes to the Authority that the Services will meet the Authority’s acceptance
ctiteria, as defined in the Contract Conlract Data.

The Contractor warrants that it has full capacity and authority and all necessary authorisations,
consents, licences and permissions and Intellectual Properly Rights to perform this Contract.
The Conftractor represents thal, in entering into this Contract it has not committed any Fraud.

The Conlractor undertakes to pay all taxes due from it to HMRC and will not indulge in “disguised
employment” praclices when delivering services under this Contract, and

For the avoidance of doubt, the fact that any provision within this Centracl is expressed as a
warranty shall not preclude any right of termination lhe Authority may have in respect of breach of
that provision by the Conlractor.

Not Used

The Contractor undertakes to continue o pay all taxes due from it to HMRC and wifl not indulge in
“disguised employment” praclices when delivering services under this Contract.

The Contractor warrants and represenls that it has full capacity, authority and all necessary
authorisations, consents, licences, permissions, to enter into and perform ils cbligalions under the
Contract. This includes where a Contractor’s procedures require the consent of its Parent Company.
The Contraclor underiakes that it or an authorised representative has signed the Contract.

The Contractor warrants and represents that it has nol commilted, or agreed to commit, a Prohibited
Act before entering into this Contract.

The Contractor undertakes not to commit or agree to commit a Prohibited Act and undertakes to
perform all obligations under this Contract in compliance with all Laws,

Business continuity and disaster recovery

The Contractor will ensure a disaster recovery approach is caplured in a clear disaster recovery plan
conltained within their service descriptions where appropriate and required by the Autharity.
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Payment terms and VAT

The Authority will pay the Contractor within 30 days of receipt of a valid invoice submilted by the
Conlractor in accordance with this Contract.

The Contract Charges are deemed lo include all Charges for payment processing..

All charges payable by the Authority to the Contractor shall include VAT af the appropriate rate.
The Contractor will add VAT to the charges at the appropriate rate.

Not used.

The Contractor wili ensure that each invoice contains all appropriate references and a detailed
breakdown of the Services supplied. The Authority may request the Contraclor provides further
documentation to subslantiate the invoice and the Authority will act reasonably in this regard.

Contractor Sub-Contracts must oblige the Caonltractor to make payments to its Sub-Contractor within
30 calendar days from the receipt of a valid invoice.

The Conlractor shall indemnify the Authority on demand against any liability arising from the
Contraclor's failure to account for or to pay any VAT on payments made to the Contraclor under this
Conftract. The Contractor shall pay afl monies pursuant to this indemnity to the Authority not less
than § UK working days before the date upon which the tax or other liability is payable by the
Authority.

The Contractor shall not suspend the supply of the Services for Authorily’s failure to pay undisputed
sums$ of money unless the Cantractor is entitled to suspend or terminate this Contract. Interest shall
be payable by the Authority on the late payment of any undisputed sums of money properly invoiced
in accordance with the Late Payment of Commercial Debts (Inlerest) Act 1998 (as amended from
time to time).

in the event of a disputed invoice, the Authority shall make payment in respect of any undisputed
amount in accordance with the provisions of this Contract and return the invoice to the Contractor
within 10 UK working days of receipt with a cavering stalement proposing amendments to the invoice
andfor the reason for any non-payment. The Contractor shall respond within 10 UK working days of
receipt of the returned invoice stating whether or not the Contractor accepts the Authority's proposed
amendments. If it does then the Contractor shall supply wilh the response a replacement valid
invoice.

Recovery of sums due and right of set-off

If a Contractor owes money to the Authority, the Authority may deduct that sum from the Contract
Charges due.,

Insurance
The Contractor will maintain the insurances required by the Authority including those set out in this
clause.

Subconiractors

10.1.1 The Contractor will ensure that, during this Contract, Subcontractors hold third-party public
and products liability insurance of the same amounts that the Contractor would be legally
liable to pay as damages, including claimant’s cosls and expenses, for accidental death or
bodily injury and loss of or damage to Property, to a minimum of £1,000,000.

Agents and professional consultants
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10.2.1 The Contractor will also ensure that all agents and professional consultants involved in the
supply of Services hold professional indemnity insurance to a minimum indemnity of
£1,000,000 for each individual claim during the Contract, and for 6 years after the
lermination or expiry date 1o this Contract to which the insurance relates.

10.2.2 The Conlractor will also ensure that all agents and professional consultants involved in the
supply of Services hold employers liability insurance to a minimum indemnity of £5,000,000
for each individual claim during the Contract, and for 6 years after the termination or expiry
date to this Contract to which the insurance relates.

Addilional or extended insurance

10.3.1 If requested by the Authority, the Contractor will obtain additional insurance policies, or
extend exisling insurance policies procured under the Contract.

10.3.2 The Contractor will provide The Authority with the following evidence thal they have
complied with clause 10.3.1 above:
e abroker's verificalion of insurance; or
* receipts in respect of the insurance premium; or
e other evidence of payment of the latest premiums due.

Contraclor liabilities
10.4.1 Insurance will not relieve the Contraclor of any kabilities under this Contract.

10.4.2 The Contractor will:

o take all risk controt measures relating to the Services as it would be reasonable (o expect of
a contractor acting in accordance wilth Good Industry Practice, including the investigation and
reports of claims to insurers;

¢ promptly nolify the insurers in writing of any relevant material fact under any insurances of
which the Contractar is, or becomes, aware; and

¢ hold all insurance policies and require any broker arranging the insurance to hold any
insurance slips and other evidence of placing cover representing any of the insurance to
which it is a Party,

10.4.3 The Contractor will nol do or omit to do anything, which would vitiale any of the insurances.
Indemnity to principals

10.5.1 Where specifically outlined in this Coniract, the Conlractor will ensure that the third-party
public and products liability policy will contain an ‘indemnity to principals’ clause under which the
Authority will be compensaled for both of the following claims against the Authority:
s death or bodily injury; and
¢ third-parly Property damage arising from connection with the Services and for which the
Contractor is legally liable.

Cancelled, suspended, terminated or unrenewed paolicies

10.6.1 The Contractor will notify the Authority as soon as possible if the Contractor becomes aware
that any of the insurance policies have been, or are due to be, cancelled, suspended, terminated or
not renewed.

Premium, excess and deductible payments

10.7.1 Where any insurance requires payment of a premium, the Contractor will:

e be liable for the premium; and
¢ pay such premium promplly.
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10.7.2 Where any insurance is subjeclt to an excess or deductible below the Contractor will be liable
for it. The Contractor will not be entitled to recover any sum paid for insurance excess or any
deductible from the Authority.

Confidentiality

Except where disclosure is clearly permitted by this Coniract, neither Party will disclose the other
Party's Confidential Information without the relevant Party’s prior written consent.

Disclosure of Confidential Informalion is permitted where information:

s must be disclosed to comply with legal obligations placed on the Party making the disclosure

s belongs to the Parly making the disclosure (who is not under any obligation of confidentiality)
before its disclosure by the information owner

e was obtained from a third party who is not under any obligation of confidentiality, before
receiving it from the disclosing Party

e s, or becomes, public knowledge, other than by breach of this clause or Contract

s is independently developed without access to the other Party's Confidential Information

» s disclosed to obtain confidential legal professional advice.

The Authority may disclose the Contractor's Confidential Infarmation:

¢ to any central government body on the basis that the information may only be further
disclosed lo central government bodies;

¢ to the UK Parliament, Scottish Parliament or Welsh or Northern Ireland Assemblies, including
their commiltees;

o if the Authority (acting reasonably) deems disclosure necessary or appropriate while carrying
out its public functions;

e on a confidential basis to exercise its rights or comply with its obligations under this Coniract;
or

e On a confidentiat basis to a proposed transferee, assignee or novatee of, or successor in title
{o, the Authority.

References to disclosure on a confidential basis will mean disclosure subject to a confidentiality
agreement or arrangement containing the same terms as those placed on the Authority under this
clause.

The Conlractor may only disclose the Authorily's Confidential Information to Contractor Staff who are
directly involved in the provision of the Services and who need to know the information 1o provide the
Services. The Contractor will ensure that its Contractor Staff will comply with these obligations.

Either Parly may use lechnigues, ideas or knowledge gained during this Contract unless the use of
these things results in them disciosing the other Party’s Confidential information where such
disclosure is not permitted by the Contract, or is an infringement of Intellectual Property Rights,

Conflict of Interest

The Conlractor will take all appropriate steps to ensure that Contractor Staff are not in a position
where there Is or may be an actual conflict between the financial or personal interests of the
Contractor Staff and the Authority.

Any breach of this clause will be deemed o be a Malerial Breach.

Where the Contractor identifies a risk of a conflict or potential conflict, they will (before starting work
under this Contract, unless otherwise agreed with the Authority } inform the Authorily of such
confiicts of Interest and how they plan fo mitigate the risk. Details of such mitigation arrangements
are to be sent to the Authorily as soon as possible. On receiving this notification, the Authority will, at
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its sole discretion, notify the Contractor if the mitigation arrangemenis are acceptable or whether the
risk or conflict remains a Malerial Breach.

Intellectual Property Rights

The Contracler will have no rights lo use any of the Authority's names, logos or trademarks wilthout
the Authority's prior written approval.

Other than as set out in this Contract the Contractor will not acquire any right, tille or interest in the
other's inteliectual Properly Rights (IPR).

The Contractor warrants that it owns, or has obtained, valid licences for all IPR that are necessary
to perform its obligations under this Contract, other than any IPR provided to the Contractor by the
Authority. The Contractor will maintain the same in full force and effect during this Contracts.

Data Protection and Disclosure
The Contractor shall compiy with the requirements under the Dala Protection Laws which arise
connection with a Contract {including notification requirements).

The Contractor will provide the Authority the contact details of its Dala Protection Officer to
act as the peint of contract for the purpose of observing its obligations in this Clause 14.

The Contractor shall not delete or remove any proprietary notices contained within or relating to
the Governmenl Data.

The Conlractor shali not atiow the Processing by any third party (“subprocessor”) of the Authority’s
Data except:

14.4.1 where necessary for the performance of its obligalions under this Contract;

14.4.2 accordance with writlen instructions of the Authority;
14.4.3 as otherwise agreed in writing by the Parties; or

14.4.4 the extent thal is required by any Law or regulatory body (in which case the Contractor
shall inform the Authority of that legal requirement before Processing that Authority
Data, unless that law prohibits such information being provided on important grounds of
public interast).

The Contractor shall notify the Authorily in advance of any change lo the processing of personal data
that is proposed, planned or to be introduced by the Conftractor and that is likely to introduce a high
risk to the rights and freedoms of natural persons or {o escalate an exitsting fevel of risk to a high risk
where such a change appears likely to require prior impact assessment in accordance with the Data
Protection Laws. Where this is the case, the Contractor will undertake a Dala Prolection Impact
Assessment (DPIA) and will provide a copy of that assessment to the Authority prior to implementing
the change to processing.

The Conlractor shall keep a record of all Processing activities carried out on behalf of the Authority
including any transfers outside of the EU or 1o an international organisation

The Contractor shall preserve the integrity, prevent the wunlawful Processing, accidential loss,
destruction, or damage to, corruption or loss of Authority Data, by having in place appropriate
technical and organisational measures as required by Data Protection Laws (and in particular Articles
32 to 34 GDPR),.

The Contractor shall provide a written description of the measures laken to comply with Clause 0 and
the Data Protection Laws (including records procedures guidance, training and manuals).



14.9 The Contractor shall ensure that any system on which the Contraclor holds any Authority Data,
including back-up data, is a secure system that complies with the Security Policy and any applicable
Security Management Plan each as set out in Schedule 9 (Security).

14.10 The Contracter must be able o state to the Authority at all times the physical locations in which
Authority Data may be stored, Processed and managed from and the Law that the Authority Data will
be subject to.

14.11 The Contractor must request the Authority’s consent to store Government Dala in a localion outside of
the UK.

14.12 Subject to Clause 14.4, the Authority shall not unreasonably withhold or delay consent to a request to
store Government Data in:

14.13.1 the European Economic Area (EEA);

14.13.2 the USA, if the Contractor and or any relevant Sub-Contractor have signed up to the
US-EU Privacy Shield Regisler; and/or

14.13.3 another country or lerrilory outside the EEA if that country or ferrilory ensures an
adequate level of protection by reason of its domestic Law or of the international
commilments il has entered into which have been defined as adequate by the EU
Commission.

14.13 If at any time the Contractor suspects or has reason lo believe that the Authority Data provided to the
Contractor under a Conlract is corrupted, lost or sufficiently degraded, then the Contractor shall notify
the Authority and immediately prepose remedial aclion required.

14.14 If the Authority Data is corrupted, lost or sufficiently degraded so as to be unusable, the Authorily
may;

14.15.1 require the Contraclor to reslore or procure the restoration of Authorily Dala as soon
as practicable but not later than five (5) Working Days from the earlier of the date of
receipt of the Authority’s nolice or the Contractor's knowledge of the issue; and/or

14.15.2 itself restore or procure the restoration of Authority Data.

14.15 The reasonable cosls of complying with Clause 14.14 shall be borne by the Contractor where the the
Contractor is al fault.

14.16 Where any Personal Data is processed in connection with the exercise of the Parties’ rights  and
obligations under a Contract, the Parties acknowledge that the Authority is the Data Controller and that
the Contractor is the Dala Processor.

14.17 The Contraclor shall take reasonable steps to ensure the reliability and integrity of any Contractor Staff
who have access to the Government Data and ensure that the Contractor Staff are subject to
confidentiality undertakings or professional or statutory obligations of confidentiality and are aware of
and, adequately trained on the use, care and handling of Personal Data in accordance with the Data
Protection Laws and this Clause 14.17and Clause 11 (Confidentiality).

14.18The Contractor shall notify the Authority immediately and in any event no later than twelve {(12) hours of
becoming aware of a Data Loss Event and shall:

14.18.1 describe the nature of the event including the categories and approximate
number of the data subjects concerned;



14.19.2 co-operale fully with the Authority's investigalion into the actual or potential cause
and effect of the Data Loss Event;

14.19.3 take all necessary actions to remedy the causes and effect of the Data Loss Event;
14.19.4 not make any statement public without approval of the Authority; and

14 19.58 provide necessary assistance la enable the Authority to fulfil its obligations (o natify
the Information Commissioner within seventy-iwo (72) hours of becoming aware of
the Data Loss Evant

14,19 The Contraclor shall:

15.

151
15.2
15.3

5.4

155

156

14.19.1  provide the Authority with all Authority Data within ten (10) Working Days of a
written request, in an agreed format;

1419.2 have documenled processes to guarantee prampi availability of Authority Data in
the event of the Conlractor ceasing lo trade;

14.19.3  securely destroy all storage media that has held Authority Data at the end of life
of that media in line with Good Industry Practice,

14.194  securely erase any or all Authority Data held by the Coniractor when requested to
do so by the Authority,

14.195  comply with and assist the Authority o comply with the Data Protection Laws;

Authority Data
The Contractor will not remove any proprietary notices relaling to the Authority Data.
The Contractor will not store or use Authority Data except where necessary to fulfill its obligations,

If Authority Data is processed by the Contractor, the Contractor will supply the data to the Authority
as requested and in the formal specified by the Authority.

The Contractor will preserve lhe Integrity of Authority Data processed by the Contractor and prevent
its corruption and loss.

The Contractor will ensure that any system which holds any Authority Data complies with the security
requirements prescribed by the Authority.

The Contractor will ensure that any system on which the Contractor holds any protectively marked
Authority Data will be accredited as specific to the Authority and will comply with:
e the government securily policy framewark and information assurance policy;
» guidance issued by the Centre for Protection of National Infrastructure on Risk Management
and Accreditation of Information Systems; and
» the relevant government information assurance standard(s)
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Where the duration of this Contract exceeds one year, the Contractor will review the accreditation
status at least once a year to assess whether material changes have occurred which could alter the
ariginal accreditation decision in relation to Authority Data. If any changes have occurred then the
Contractor will re-submit such system for accreditation.

If at any time the Contractor suspecls that the Authority Data has or may become corrupted, lost,
breached or significantly degraded in any way for any reason, then the Contractor will notify the
Authority immediately and will (at its own cost where such corruption, loss, breach or degradation of
the Authority Data was caused by the aclion or omission of the Contraclor or its representalives)
comply wilh any remedial action proposed by the Authority.

The Contractor will provide at the request of the Authority, any information relating to the
Contractor's compliance with its obligations under the Data Protection Laws t (to the extent arising
under and/or in connection with the Contract). The Contractor will atso ensure that it does not
knowingly or negligently fail 1o do something that places the Authority in breach of its obligations of
the Data Protection Laws. This is an absolute obligation and is not qualified by any other provision of
this Contract.

The Contractor agrees to use the appropriate organisational, operationat and technological
processes and procedures to keep the Authority Data safe from unauthorised use or access, loss,
destruction, theft or disclosure.

The provisions of this Clause 15 shall apply during the term of this Contract and for such time as the
Contractor holds the Authority's Data.

Records and audit access

The Contractor will allow the Autharity (and the Authority's external auditor) to access its information
and canduct audits of the Services provided under this Contract on an annual basis unless
requested by a Regulator.

The Contractor will reimburse the Authorily's reasonable costs incurred in relation to the audit or
inspection, if it reveals that the Contractor has commilted a material Defauilt

Each Party is responsible for covering all other cosls that they may incur from their compliance with
the obligations of this Contract.
Freedom of Information (FOI) requests

The Contractor will transfer any Request for Information to the Authority within 2 UK working days of
receipt.

The Contractor will provide all necessary help reasonably requested by the Authority to enable the
Authority to respond to the Request far Information within the time for compliance set out in section
10 of the Freedom of Information Act or Regulation 5 of the Environmental Information Regulations.
To the extent it is permissible and reasonably practical for it to do so, the Authority will make
reasonable efforts to notify the Contractor when it receives a relevant FOIA or EIR request sa that
the Contractor may make appropriale representations.

Standards and quality

The Contractor will comply with any standards in this Contract.

Security
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The Contractor will use software and the mast up-to-dale antivirus definitions available from an
indusiry accepted antivirus software vendor to minimise the impact of Malicious Software.

if Malicious Software causes loss of operational efficiency or loss or corruption of Authority Data, the
Contractor will help the Authorily to mitigate any losses and will restore the Services to their desired
operating efficiency as soon as possible,

The Contractor wili immediately notify the Authority of any breach of security in relation to the
Authority’s Confidential Information (and the Authority in relation to any breach regarding Authority
Confidential Information). The Contractor will recover Authority Confidential Information however it
may be recorded.

Any system development by the Contractor must also comply with the government’s *10 Sleps to
Cyber Securily’ guidance, available at; hitps //www.gov uk/government/publications/cyber-risk-
manaqemert-a-board-level-responsibility/ 10-sleps-summary

Guarantee

Where the Authority has specified in the Conlract Dala that this Conlract shall be conditional upon
receipl of a Guaraniee from the guarantor, the Contractor shall deliver to the Authority 2 compieted
Guarantee in lhe form attached, on or prior to the Commencement Dale; and deliver to the Authorily
a certified copy of the passed resolution and/or board minutes of its guarantor approving the
axecution of the Guarantee.

Incorporation of terms

Upon the execulion the terms and conditions agreed in the Contract Data will be incorporated into
this Contract.

Managing disputes

When either Party notifies the other of a dispute, both Parlies will attempt in good faith to negotiate a
setilement as soon as possible.

Nothing in this procedure will prevents a Party from seeking any interim order restraining the other
Party from doing any act or compelling the other Parly lo do any act.

If the dispute cannot be resolved, either Party will be entitled o refer it to mediation in accordance
with the procedures below, unless:

o the Authority considers that the dispute is not suitable for resclution by mediation,

e the Coniractor does not agree 1o mediation.

The procedure for mediation is as follows:

» A neutral adviser or mediator will be chosen by agreement between the Parties. If the Parties
cannot agree on a mediator within 10 UK working days after a request by one Party to the
other, either Party will as soon as possible, apply to the mediation provider or to the Centre
for Effective Dispute Resolution (CEDR} to appoint a mediator. This application to CEDR
must lake ptace within 12 UK working days from the date of the proposal to appoint 2
mediator, or within 3 UK working days of notice from the mediator to either Party hat they
are unable or unwilling to act.

¢ The Parties will meet with the mediator within 10 UK working days of the mediator's
appointment lo agree a programme for the exchange of all relevant information and the
structure for negotiations to be held. The Parties may at any stage seek help from the
mediation provider specified in this clause to provide guidance on a suitable procedure.

o LUnless otherwise agreed, all negofiations connected with the dispule and any settlement
agreement refating to it will be conducted in confidence and without prejudice to the rights of
the Parties in any future proceedings.
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o If the Parties reach agreement on the resolution of the dispute, the agreement will be
reduced to writing and will be binding on the Parties once it is signed by their duly authorised
representatives,

e Failing agreement, either Party may invile the mediator to provide a non-binding but
informative opinion in wriling. Such an opinion will be provided without prejudice and will not
be used in evidence in any proceedings relating to this Contract without the prior written
consent of both Parties.

o If the Parties fail to reach agreement in the structured negotiations within 60 UK working days
of the mediator being appeinted, or such longer period as may be agreed by the Parties, then
any dispute or difference between them may be referred to the courts.

Either Party may request by writlen notice thal the dispute is referred to expert determination if the
dispute relates to:

» any lechnical aspect of the delivery of {he digital services;

e the underlying technology; or

e otherwise is of a financial or lechnical nature.

An expert will be appointed by written agreement between the Parties, but if there is a failure to
agree within 10 UK working days, or if the person appointed is unable or unwilling to act, the expert
will be appointed on the instructions of the President of the British Computer Sociaty (or any other
association that has replaced the British Compuler Society).

The expert will act on the following basis:

s they will act as an expert and nol as an arbitrator and will act fairly and impartially;

e the expert's determination will (in the absence of a malerial failure to follow the agreed
procedures) be final and binding on the Parties;

o the expert will decide the procedure to be fallowed in the determination and will be requested
to make their delermination within 30 UK working days of their appointment or as soon as
reasonably practicable and the Parties will help and provide the documentation that the
expert needs for the determination;

e any amount payable by one Party to another as a result of the expert's determination will be
due and payable within 20 UK working days of the expert's determination being notified to
the Parties

e the process will be conducted in private and will be confidential;

o the expert will determine how and by whom the costs of the determination, including their
fees and expenses, are to be paid.

Without prejudice to any other rights of the Authority under this Contract, the obligations of the
Parties under this Contract will not be suspended, ceased or delayed by the reference of a dispute
submitted to mediation or expert determination and the Contractor and the Contractor Staff will
comply fully with the Requirements of this Coniracl at all limes.

Termination

The Authority will have the right to terminate this Contract at any time by giving the notice fo the
Contractor specified in Part A, the Contract Data. The Contraclor's obligation to provide the Services
will end on the date set out in the Authority's notice.

The Parties acknawledge and agree that:

o the Authority's right to terminate under this clause is reasonable in view of the subject matter
of this Contract and the nature of the Service being provided.

« the Contract Charges paid during the notice period given by the Authority (including any early
termination charges} in accordance with this clause are a reasonable form of compensation
and are deemed to fully cover any avoidable costs or losses incurred by the Contractor which
may arise either direclly or indirectly as a result of the Authority exercising the right to
terminate under this clause without cause.

s Subject {o clause 31 (Liability), if the Authority terminates this Contract without cause, they
will indemnify the Contractor against any cammitments, liabilities or expenditure which result
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in any unavoidable Loss by the Contractor, provided that the Contractor takes all reasonable
steps to mitigate such Loss. If the Contractor holds insurance, the Contractor will reduce its
unavoidable costs by any insurance sums available. The Contractor will submit a fully
itemised and cosled list of such Loss, with supporting evidence of unavoidable Losses
incurred by the Contractor as a result of termination.

e Either Party will have the right to terminate this Conlract where clause 29.2 applies.

The Authority will have the right to lerminate this Contrac! at any time with immediate effect by
written notice to the Contractor if:
e the Contractor commits a Contractor Default and if the Contractor Default cannot be
remedied, or
o the Contractor commits any fraud.

Either Parly may terminate this Contract at any time with immediate effect by wrilten notice (of not
more than 30 UK working days) if the other Party commits a Material Breach of any term of this
Contract (ather than failure lo pay any amounts due under this Conlract) and, if such breach is
remediable, fails to remedy that breach within a period of 15 UK working days of being nolified in
writing to do so.

If an insolvency Event of either Party occurs, or the other Party ceases or threalens lo cease to carry
on the whole or any material part of its business, the other Party is entitled to terminate this Contract
with immediale effect

If the Authority fails to pay the Contractor undispuled sums of money when due, the Conlractor shall
notify the Authority in writing of such failure to pay and allow the Authority five (5) calendar days to
settie the undispuled invoice. If the Authorily fails to pay such undisputed sums within the allotted
additional 5 calendar days, the Contractor may terminate this Contract subject to giving the length of
notice specified in the Contract Data (Termination)

The Contractor shall notify the Authority immediately in writing where the Contractor undergoes a
change of control within the meaning of section 1124 of the Corporation Tax Act 2010 (“Change of
Control"). Where the Authority reasonably believes that such change is likely to have an adverse
impact on the Services the Authority may terminate the Contract with immediate effect by notice
and without compensation to the Contractor within 6 Months of:

{a) being notified thal a Change of Control has ocgurred; or

{b) where no notificalion has been made, the dale that the Authorily becomes aware of the
Change of Control,

but shall not be permilted to terminate where consent was granted prior to the Change of
Control.
Consequences of termination and expiry

Where the Authority has the right to terminate this Contract it may elect lo suspend this Contract and
its performance.

If the Authorily contracts with another Contractor for the Deliverables under this Contract, the
Conteactor will comply with clause 28.

The rights and obligations of the Parties in respect of this Contract will automatically terminate upon
the expiry or termination of this Contracl, except those righis and obligations set out in clause 24.7.

Al the end of the Contract period (howsoever arising), the Contracior must:
e promptly return to the Authority:
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all Authority Data including all copies of Autharity software, code and any other software
licensed by the Authorily to the Contractor under this Contract;

o any materials created by the Contractor under this Contract where the IPRs are owned by
the Authority;

o cease to use the Authority Data and, al the direction of the Authority, provide the Authority
and the replacement supplier with a complete and uncorrupted version of the Authority
Data in eleclranic form in the formats and on media agreed with the Authority and the
replacement Contractor;

destroy all copies of the Authority Dala when they receive the Authority's written instructions

to do so or 12 months after the date of expiry or termination, and provide written confirmation

to the Authority that the data has been securely destroyed, except where the retention of

Authaority Data is required by Law,

work with the Authority on any work in progress and ensure an orderly transition of the

Services to the replacement supplier,;

return any sums prepaid for Services which have not been delivered to the Authority by the

date of expiry or termination;

provide all information requested by the Authorily on the provision of the Services so that:

o the Authority is able to understand how the Services have been provided; and

o the Authority and the replacement supplier can conduct due diligence.

Each Party will return all of the other Party's Confidential Information. Each Party will confirm that it
does not retain the other Party's Confidential Information except where the information must be
retained by the Party as a legal requirement or where this Contracl states otherwise.

All licences, leases and autherisations granted by the Authority 1o the Conlracter in relation to the
Services will be terminated at the end of the Contract period (howsoever arising) without the need for
the Authority to serve nolice except where this Contract states otherwise.

Termination or expiry of this Contract will not affect:

¢ any rights, remedies or obligations accrued under this Contract prior to termination or expiration;

+ the right of either Party to recover any amount ouistanding at the time of such termination or
expiry;

« {he continuing rights, remedies or obligations of the Authority or the Contractor under clauses:

o

00000000

8 - Payment Terms and VAT

9 - Recovery of Sums Due and Right of Set-Off
10 - Insurance

11 - Confidentiality

12 - Canflict of Interest

13 - Intellectual Property Rights

15 - Authority Data

24 - Consequences of Expiry or Termination

31 - Liability

32 - Waiver and cumulative remedies

» any other provision of the this Contract which expressly or by implication is 1o be performed or
observed notwithstanding termination or expiry will survive the termination or expiry of this
Contract.

Contractor's status

The Contractor is an independent Contractor and no contract of employment or partnership is
crealed between the Contractor and the Authority. Neither Parly is authorised to act in the name of,
or on behalf of, the other Party.



26. Notices

26.1  Any notices sent must be in wriling. For the purpose of this clause, an email is accepted as being in
writing

26.2 The following table sets out the method by which nolices may be served under this Conlract and the
respective deemed time and proof of Service:

Delivery type Deemed delivery time Proof of Service

Sl 9am on the first Working Day Dispaiched in a pdf form to the correcl email

after sending address withoul any error message

26.3 The address and emaif address of each Party will be the address and email address in the Contract
Data.

27, Exit plan

27.1  The Contraclor has provided details of their exit plan within the service description specified in the
Contract Data and the Authority and Contractor will follow these arrangemenits as per Contractor
Terms,

28. Handover to replacement Supplier

28.1  Within 10 UK Working Days of the expiry or termination of this Contract , the Contractor will make
available to the Authority:

e any data (including Authority Data), Authorty Personal Data and Authority Confidential
Information in the Confractor's possession, power or control,

e any sums prepaid to the Contractor in respect of Deliverables not provided by the date of expiry
or termination of this Contract.

282 When requested, the Contractor will {at ils own expense where the Contract has been terminated
before end of term due lo Contracior cause) help the Authority to migrate lhe Services to a
replacement supplier in line with the exit plan (clause 27) to ensure continuity of the Services.

29, Force Majeure

28,1 Neither Party wiil be liable to the olher Party for any delay in performing, or failure to perform, its
obligations under this Contract (other than a payment of money) lo the extent that such delay or
failure is a result of a Force Majeure event. Each Parly will use all reasonable endeavours to
continue to perform its obligations under this Contract for lhe length of a Force Majeure event,

202 If a Farce Majeure event prevents a Party from performing ils obligations under this Contract for
more than 15 consecutive calendar days, the other Party may terminate this Contract with immediate
effecl by notice in writing.

30. Entire agreement

30.1 This Contract constitutes the entire agreement between the Parties relaling to the matters deait
within it. )t supersedes any previous agreement between the Parties relaling to such matters.

30.2  Each Party agrees that in entering into this Contract it does not rely on, and will have no remedy
refating to, any agreement or representation (whether negligently or innocently made) other than as
expressly described in this Contract,

30.3  Nothing in this clause will exchude any liability for (or remedy relating to) fraudulent misrepresentation

or fraud.
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31.2

31.3

31.4

31.5

31.6

Each of the Parties agrees that in entering Into this Conlract it does not rely on, and will have no
remady relating to, any agreement, statement, representation, warranty, understanding or
undertaking (whether negligently ar innocently made) other than as described in this Contract.

Liability

Neither Parly excludes or limits its liability for:
death or personal injury;
bribery or fraud by it or its employees;
breach of any obligation as to title implied by section 12 of the Sale of Goods Act 1979 or sections 2
or 11B of the Supply of Goods and Services Act 1982; or
any liability to the extent il cannot be excluded or limited by Law.

Subject to Clauses 31.1 and 31.10 and any lower limits specified in the Contract Data, and
notwithstanding Clause 31.4, each Parly's total aggregate liability relating to all Losses dueto a
Default in connection with this Contract::

» resulting in direct loss or damage to physical Property (including any technical infrastructure,
assets or Equipment) of the other Party, will be limited to the sum of £1,000,000 in each Contraclt
year in which the Default occurs

e subject to the first bullet point in this clause 31.2 which occur in the first 6 months, will be limited
{o the greater of the sum of £500,000 or a sum equa! to 200% of the estimated Contract Charges
for the first six months

¢ subject to the first bullet point in this clause 31.2 which occur during the remainder of the Contract
period will be limited to the greater of the surm of £500,000 or an amount equal to 125% of the
Contract Charges paid, due or which would have been payable under this Contract in the 6
months immediately preceding the event giving rise lo the liability

s subject to the first bullet point in this clause 31.2 which occur after the end of the Contract period,
will be limited to the grealer of the sum of £600,000 or an amount equal to 125% of the Contract
Charges paid, due or which would have been payable under this Contract in the 6 months
immediately before the end of the Contract period.

Subject to clause 31.1, 31.4, in no event will either Party be liable to the other for any:
loss of profits;

loss of business;

loss of revenue;

loss of or damage to goodwill;

loss of savings (whether anticipated or otherwise); or

any indirect, special or consequential loss or damage.

Subject to Clause 31.2 the Contractor will be liable for the following types of loss which will be

regarded as direct and will be recoverable by the Authority:

¢ the additional operational or administrative costs and expenses arising from any Contractor
Default; and

» any wasted expenditure or charges rendered unnecessary and/or incurred by the Authority arising
from the Contractor's Default; and
any losses, costs, damages, expenses or other liabilities suffered or incurred by the Authority
which arise out of or in connection with the lass of, corruption or damage to or failure o deliver
Authority Data by the Contractor; and

¢ any regulatory losses, fines, expenses or other losses arising from a breach by the Contractor of
any Law.

The annual aggregate liabilily for all defaults resulting in direct loss, destruction, corruption,
degradation or damage lo the Authority Data or the Authority Personal Data or any copy of such
Autharity Data, caused by the Contractor's default under or in connection with a Contract shali be
subject to the financial limits set out in the Contract Dala.

No enquiry, inspection, approval, sanction, comment, consent, or decision at any time made or given
by, or on behalf of, the Authority to any document or information provided by the Contractor in its
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33.

33.1

33.2

333

34,

34.1

34.2

343

provision of the Services, and no failure of the Authority to discern any defect in, or omissicn from,
any such document or information will exclude or limit the obligation of the Contractor to carry out all
the obligations of a professional Contractor employed in a ¢client and Authority relationship.

Unless otherwise expressly provided, the obligations of the Authority under this Contracl are
obligatiens of the Authority in its capacity as a Contracting counterparty and nothing in this Contract
will be an obligation on, or in any other way conslrain the Authorily in any other capacily, nor will the
exercise by the Authorily of its duties and powers in any other capacily lead 1o any liability under this
Contract on the part of the Authority to the Contractor.

Any liabilities which are unlimited will not be taken into account for the purposes of establishing
whether any limits relating to direct loss or damage to physical Property within this clause have been
reached,

The Contractor shall not be responsible for any injury, loss, damage, cost or expense if and to the
extent that it is caused by the negligence or wilful misconduct of the Authority or by breach by the
Authority of its Conlract obligations.

Waiver and cumulative remedies

The rights and remedies provided by this agreement may be waived only in writing by the Authority
or the Contractor representatives in a way that expressly states that a waiver is intended, and such
waiver will only be operative regarding the specific circumstances referred 10.

Uniless a right or remedy of the Aulhority is expressed lo be exclusive, the exercise of it by the
Authorily is without prejudice to the Authority's other rights and remedies. Any failure lo exercise, or
any deiay in exercising, a right or remedy by either Party will nat conslitute a waiver of that right or
remedy, or of any olher righis or remedies.

Fraud

The Contractor will notify the Authority if it suspects that any fraud has occurred, or is likely to occur.
The exception to this is if while complying with this, it would cause the Coniractor or ils employees to
commit an offence.

If the Conlraclor commits any fraud relating, this Contract or any other Contract with the government:
® the Authority may terminate the Conlract

® the Authority may recover in full from the Contractor whether under Clause 33.3 below or by
any other remedy available in law.

The Contractor will, on demand, compensate the Authority, in full, for any loss suslained by the
Authority at any time (whether such loss is incurred before or after the making of a demand following
ihe indemnity hereunder} in consequence of any breach of this clause.

Prevention of bribery and corruption

The Contractor will ensure that neither it, nor any person acting on the Contractor’s behalf will
commit any Prohibited Acl in connection with this Contract.

The Authority will be entitied to recover in full from the Contractor and the Contractor will, on
demand, compensale the Authority in full from and against:

] the amount of value of any such gift, consideration ar commission; and
. any other loss sustained by the Authority in consequence of any breach of this clause

if the Conlractor breaches this clause, the Authority may terminate this Contract.
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Legislative change

The Coniractor will neither be relieved of its obligations under this Contract nor be enlitled to
increase the Contract prices as the result of a general change in Law or a Specific Change in Law
without prior written approval from the Authority.

If a Specific Change in Law occurs during the term which has a material impact on the delivery of the
Services or the Charges, the Contractor will notify the Authority of the likely effects of that change.
This will include whether any change is required o the Services or the Contract.

Publicity, branding, media and officlal enquiries

The Conlractor will take all reasonable steps to not do anything which may damage the public
reputation of the Authority. The Authority may terminate this Contract for Malerial Breach where the
Conlractor, by any act or omission, causes material adverse publicity relating to or affecting the
Authority or the Contracl. This is true whether or not the act or omisslon in guestion was done in
connection with the performance by the Contractor of its obligalions hereunder.

The Authority will be entitled to publicise this Contract in accordance with any legal obligation on the

Authority, including any examination of this Contract by the Naticnal Audit Office following the
National Audit Act 1983.

Non Discrimination

The Contractor will notify the Authority immediately of any legal proceedings issued against it by any
Contractor Staff on the grounds of discrimination.

The Contractor will not unlawfully discriminate within the meaning and scope of any Law relating to
discrimination.

The Contractor will make sure that all Contractor Staff engaged or employed in the performance of
this Contract observe this clause.

Premises

Where either Party uses the other Party’s premises, such Party is liable for all Loss or damage it
causes to the premises. Such Party is responsible for repairing any damage to the premises or any
objects on the premises, other than fair wear and tear,

The Contractor will use the Authority's premises solely for the performance of its obligations under
this Contract,

The Contractor will vacale the Autharity's premises upon termination or expiry of the Contract.
This clause does not create an tenancy or exclusive right of occupalion.

While on the Authority’s premises, the Contractor will:

. ensure the security of the premises;

) comply with Authorily requirements for the conduct of personnei;

. comply with any health and safety measures implemented by the Authority;

° comply with any instructions from the Authority on any necessary assaciated safety

measures ; and

) notify the Autherity immediately in the event of any incident occurring on the premises where
that incident causes any personal injury or damage to Property which could give rise to
personal injury.
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Equipment

Any Equipment brought onlo the premises will be at the Contractor's own risk and the Authority will
have no liability for any loss of, or damage to, any Equipment unless such joss or damage was due

lo the Authority negligence.

39.2
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401

41.

411

42.
421

42.2

43,

Upon lermination or expiry of the Contract, the Contractor will remove the Equipment, and any other
materials, leaving the premises in a safe and clean condition.

The Contracts (Rights of Third Parties) Act 1999

A person who is not party to this Contract has no right under the Contracts (Rights of Third Parties)
Act 1999 to enforce any term of this Contract but this does not affect any right or remedy of any
person which exists or is available otherwise than pursuant to that Act.

Law and jurisdiction
This Contract will be governed by the Laws of England and Wales. Each Parly agrees to submit to

the exclusive jurisdiction of the courts of England and Wales and for all disputes to be conducted
within England and Wales,

Environmental requirements

The Authority will provide a copy of its envisonmental policy to the Contractor on request, which the
Contractor will comply with.and the impact of complying with such policy shall be assessed in
accordance with the Change Control Procedure.

The Contractor must supporl the Authority in their efforts to work in an environmentally-friendly way,
eg by helping them engage in practices like recycling or lowering their carbon footprint.

Not Used
Interpretation

The interpretation and construction of this Contract will all be subject to the following provisions:

. words importing the singular meaning include where the context so admils the plural
meaning and vice versa

. words importing the masculine include the feminine and the neuter and vice versa

'y the words 'include’, “inciudes’ 'including’ ‘for example’ and 'in particular’ and words of
similar effect will not limit the general effect of the words which precede them

° references 1o any person will include natural persons and partnerships, firms and
other incorporated bodies and all other legal persons of whatever kind

. references to any statute, regulation or other similar instrument will be consltrued as

a reference to the statute, regutation or instrument as amended by any subsequent
enactment, modification, order, regulation or instrument as subsequently amended or re-
enacted

. headings are included in this Contract for ease of reference only and will not affect
the interpretation or construction of this Contract

. references in this Contract to any clause or framework schedule without further
designation will be construed as a reference to the clause or sub-clause or schedule to this
Contract so numbered

. references in this Contract to any paragraph or sub-paragraph without further
designation will be construed as a reference to the paragraph or sub-paragraph of the
relevant framework schedule 1o this Conlract so numbered
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49.5

49.6

49.7

50.

50.1

. reference to a clause is a reference to the whole of that clause unless staled
otherwise.

NOT USED

Transparency and Access to Records

Transparency

In accordance with the government’s policy on transparency, the Authority reserves the right to make
all or part of the information (including this Contract) publicly available (subject to any redactions
made at the discretion of Authority by considering and applying relevant exemptions under the FolA).

The terms of this Contract permit all of the following:

¢ the Authority to publish the full text of such Contract concluded with the Contractor

o the Authority to publish the Conltract after considering (at the Authority’sAuthority's sole discretion)
any representations made by the Conlractor regarding the application of any relevant FolA or EIR
exemptions

Relationship of the Parties
Neither Party can act as agent of the other or make representations on their behalf.

NOT USED

Freedom of information Act

The Contraclor acknowledges that the Authority is subject lo the requirements of the Freedom of
Information Act (FolA) and the Eavironmental Information Regulation (EIR).

The Contractor will help and co-operate with the the Authority to enable them to comply with their
Information disclosure abligations regarding this Contract

The Contractor will in no event respond directly to a Request for information under the FolA.

The Coniractor will note that the Information disciosed in response 1o a FolA or EIR request may
include its response. This may include attachments, embedded documents, any score or details of
the evaluation of a response.

If the Contractor considers any part of its response to be confidential or commercially sensitive, the
Contractor will:
. identify this Information
. explain the potential implications of its disclosure, specifically addressing the public interest test
as in the FolA
L] eslimate how long it believes such Information will remain confidential or commercially sensitive

The Authority will then consider whether or not to withhold such Information from publication. Even
where [nformation is identified as confidential or commercially sensitive, the Authority may be
required t¢ disclose such Information in accordance with the FolA or the EIR.

The Authotity must form an independent judgement of whether the Conlractor's Information is
exempt from disclosure under the FolA or the EIR and whether the public interest favours disclosure
or not. Coniractors must refer any request for Information, including requests relating to the
procurement, to the Autharity.

Promoting tax compliance

If tax non-compliance occurs during the Contract the Contractor will:



o nolify the Authority in writing within 5 UK working days of its occurrence
promptly provide the Authority with:
-details of the steps that the Contraclor is taking to address the non-compliance
-other information in relation to the non-compliance as the Authority may reasanably

require
50.2  If the Contractor fails to comply with this clause or does not provide details of fls proposed mitigating
factors, which in the reasonable opinion of the Authority are acceptable, then the Aulhority reserves
the right to terminate this Contract for material Defaull,
51. Official Secrets Act

The Contractor will comply with and ensure that the Contractor Slaff comply with the provisions of
the Official Secrets Act 1911 to 1989 and Section 182 of the Finance Act 1989,

52. NOT USED

53. Not used

54. Severability

54.1  If any part of the Confract becomes invalid, illegal or unenforceable, it will be severed from the
Contracl and the remaining parts of the Contract will be unaffected.





