OFFICIAL; SENSITIVE . COMMERCIAL

[ ORBER NO: SERIp484 DATE OF ORDER: & March 2015 ]
- (to be quoted on afj invoices and corespondence relating fo this Order)
|' FROM: (neme ang address of Customer) TO: {name ang address of Supplier)
Waltel r Services Regulation Authority (Ofwat) | Condeco Ltd
Centre City Tower 8th Floor Exchange Tower
7 Hill Streat 2 Harbour Exchange Square
Birmingham London
85 4uA E149GE
Telephone Na: 0124 =244 Mobile: 07878
Email -g;.,irma, Q5! Gov uk Emall..ﬂ;condeeoauﬁwammm
DELIVERY ADDRESS INVOICE ADDRESS
As above angd Finance Team
Water Services Regulation Authority {Ofwat)
4th floor Centre Clly Tower
21 Bloomsbury Straet 7 Hill Street
London Birmingham
WCI1B 3HF BS 4UA
The Agreement arising from thig Order shail be Governed by the: Water Services Regulation
Authority's Conditiong of Contract for 1T Hardware and Solulions attached gt Appendix A; the
Customer's Invitation to Tender dated 8 February 2015; clarification Paper attached at Appendix
B; the Supplier's Proposal dated 17 February 2016; smaij correspondenice botween the Cusiomer
and the Supplier dated 24 - 2¢ February 2015 and 6 March 2015;: ang any enhancements thereig

and provisiong eXpressly listed hargin,

IT Hardware ang Solutions:
Resource Booking System (Hosted) - PROC.02.0087
The IT Goods and Servicas o be delivered are as set out in Appendix C,

Term:

The commencement date shail be 6 March 2015. The Term will be 3 years from 6 March 2015 to
§ March 2018, with the option to extend in 12 month increments Up to 8 maximun of 5 years,
unless terminateg earlier in accordance with the Provisions of this Agreemant,

Charges:

The Initial tota) fixed Charge for the IT Goods and Services (as detailed in Appendix C) is
—————=0WI lixed Charge f pendix C) is |
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El e years excluding travel & subsisience and VAT. N

The oplion to extend in 12 month increments is W per yeo; excluding travel &
Subsistence and VAT For the avoidance of doubt the annuaj charges shall not be subject to
indexation, A breakdown of the Charges is set out in Appendix C.

In the event that there are changes to the Deliverables during the Term then the Parties wi| agres
any changes to the Charges in the form of an agreed 'Variation Form',

Any travel undertaken as g consequence of performance of the contract must utilise the most cost
effective means (taking into account the cost of travel, the cost of meals and accommodation and
savings in time) for the whole journey,

The Customer will not pay for:

Any mark-up on disbursements:
* Travelling time unfess the Customer reprasentative has authorised in advance the payment of
travelling time,

Payment Profile:

Invoices for Sel-up Charges and Year 1 annual Charges including any implsmentation services
will be due upon acceptance by the Customer of the Solution in accordance with the provisions of
Clause 9 of tha Terms and Conditions of Contract for IT Hardware and Soiutions,

Year 2 and 3;
ugl S

Annual Charges will be payabie annuelly in advance, The Charges for the second and third years

(and fourth and fifth years if Agreement extended) shall be billed annually in advance on the
anniversary of the previously billed annual fee,

Invoiging
All invoices shall contain the following information;
* the Order Number (as stated above);
n
* the line value; total value excluding Vaiug Added Tax {VAT), the VAT percentage and totg|
value including VAT:
voices must not contain the Suppliers tenns &nd conditions, nor can reference be made 1o the
pplier's terms and

in
Supp conditions. Invoicas with the Supplier's terms and conditions printed on them
or referred to therein will not be g the Customer.
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Implamentation Plan: j

The Partles shall agree the Implementation Plan within (2) days afier the kick-off meating, Oncs
agreed, the Implementation Plan shall be deemed part of the Agresment,

Both Parties shall perform all their obligations under the Agresment In accordance with the dates
and limeframes specified in the Implementation Plan,

Acceptance Testing:

The Customer shall be entitiad to conduct Acceptance Tests on the Supplier's Solution to test
whether the Solution meets the requirements set out in the Specification,

Service Levels:

Key Personnel;
The Key Personnel for the provision of the related Services hereunder shall be:

: Senior Project Manager
Contract Manager

Project Management:

The Customer's Project Manager shafl be:

T Associate, Operations
T: 0121 6o

E NG ot wat.o:5i.cov.uk

The Supplier's Senior Project Manager shall be:

\_
T: 0207 00 R I™
M: 07876 W

E: S < ndecosciiware. com

The Supplier's Contract Manager shall be:
| ———

T: o7e7c D

E:" SR ) condecosoftware.com
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Signed for and on behalf of Customer

| Name: "SR

Title; Principal - Operations {Finance)
Signature:

Date: 12/03/2015

Signed for and on befail of Suppiier

Name:

Tite: ["‘)e} P ccaanky ‘\"Mw’a?-""

o ——
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Appendix A

Terms and Conditions of Contract for IT Hardware and Solutions

Attached as a sepsrate document.
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Appendix B

Clarification Paper

Attached as a separate document.
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Appendix G

Supptier's Quotation

Attached as a separate document.
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Appendix D

Travel & Subsistence rates

Receipts must be submitted with all claims and must be in accordance with these
rates

Meal Allowance:

Paid on actual expenditure within the following prescribed cellings:

Breakfast £10
Lunch £8
Dinner £25

These amounts cover the cost of purchagsing meals and beverages. Recoipts must
be submitted.

Accommodation:

Pald on actual expenditure within the following prescribed ceilings:
London £165
Elsewheare £1156
Private residence E25

These rates cover a 24 hour period for accommodation only, inclusive of VAT,
receipte must be submitied,

Mileage Rates:
25p per mile

Rali Travel:

The actual cost of pubiic transport (normally rail) may be relmbursed. Economy
Class {sscond class) rall ticksts shouid be purchased,
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Appendix E

Service Request Management SLA’s

Services requests are classed as a request from a user for information, or advice, or
for a standard change. They are communicated or logged with Condeco in the
standard manner either by email or telephone.

Service request will be handled by Service Desk and do not require an RFC to be
submitted. Table 2 outlines the Service Request SLA

Priority  Description Response Time  Resolution
SLA Time SLA
High Urgent service request, i.e.; shori- 2 hours 24 hours
notica IMAC request .
(instali/modify/addichange user} which
needs to be expedited above standard

response to prevent undue impact to
individual and/or business process.

Medium  Standard service request, i.e.: request 4 hours 80 hours
for information, ad-hoc report or IMAC
when 10- days tumaround is
accepiable to individua! and/or
business process

Low Non-urgent request, l.e.: request for Next day 240 hours
information or other non-IMAC service
request, which can be managed over
longer 15-day turmeround with no
impact to individual and/or business

process



Appendix E

Declaration Form
Tender for: Resource Booking System
Project Ref.: PROC.D2.0087
To the Water Sarvices Regulation Authority
On behalf of [Condcs ] offer to provide the Gaods and Services specified in
your ITT documents. | understand that our offer and any Agreement, which may
fesult from i, will be based upon the documents listed below:
a) invitation to tender letter:
b) Specification and any appendices; and

£) Temns and Conditions of Contract for IT Hardware and Solutions

1. Any other terms and conditions
| agree that any terms or conditions of contracts or any general rexervations which
may be printed on any cormrespondence originaling from mefus in connection with this

tender or with any contract resulting from this tender, will not be applicable to the
Agreemen.

2. Law

I agree that any Agreement made will be subject to the law of England and Wales,

3. Tendered Price

The tendered price Is valid for [§<] days from the tender returnable date,

[The tenderer is to insert the number of days which must be no fewer than 21 days; if

ho validity period is staled, it will be assumed that the offer is firm for 80 days from
the fender retumable date.]

4. | agree that the Customer Mmay disclose our information/documentation {submitted
lo the Customer during this procursment) more widely within Government for the

purpose of ensuring effective cross-Government procurement pracesses, including
value for money and related puposes.

Name_.........,..
Signature: " -

Position; {7 :h‘3 ECTE A PP L s T

Date"—‘\.‘s\\“"- "

36




Annex D: Information handling checklist

f' Information handiing messure ation |
| Where we are invoived in projects invoiving Ofwat sensitive information L YESNO

we shall operate local procedures that conirol the acea
personnel. Visitors to our premises will not be permi
areas unlees thay have the appropriate Security Clearance or are under

full escort.

85 and egress of all
tted within secure

will be removed from the user's d

stendard sofiwara,

We will operate a ciear desk policy
information is held, such that all materigl, regardless of
al the end of the day and stored in

ans riate lockable container for the of maierial haid. ,
Where information disposal, of Ofwat sen

esk

Where our premises hold Ofwat sensitive information our personnel/sub- “YESHNO
contractors shall be required to undergo seturity vetling to a minimum of
the Baseline Personne! Security Standard BPES).

in all premises where Ofwat sensitive \;E“égo
s

protective marking

sitive information, is required, we YES/NO
erific lo the requirements of the

will use appropriate disposal methods sp
protective marking.
All electranic Ofwat sensitive information residing on our ICT network Y@O

accessed remolely will be secured as

out in 180 180268-4 and audited/accredited as & minimum annualty. ]
Where Otwat sensitive information resides on laptops, it will be securad ! YE@O

using full hard disk encryption with a minimum FIPS 140-2 compliant

per commercial best practice set

AES 258,

Where Ofwat sensitive informalion resides on
Blackberry, Android, Apple or Windows, the d
the appropriate encryption service for that d

maobiie devices, such as "YE@D
evices will be securad uaing
evice to @ minimum level of

encryption (AES 258).

minimum of FIPS 140-2 standard

i Wwith the writlen permission of the

All slectronic Ofwat sensitive informat
be secured using best practice controls, developed in accordance with the

rinciples of 1SO27001, and Budited/accredited annually. »
Where Ofwat sensitive information is transferred to CD-ROM removabie YE@O
media it will first be compressed and encrypted using zip sirong

Where Ofwat sensitive information is sto
other flash slorage) the removable m

cover will show no marking or descriptor

Addressee only, if appropriste, The inne

Bppropriate protective marking and be syitabl addressed. !

Ofwat sensitive information may be issued by fax within the UK but only YE§N0
originator. The recipient must be able to

i receive the fax immediately. The transmittal fax machine must issue 2

j fransmittal receipt. Anything sbove the OFFICIAL-SENSITIVE marking

ion rasiding on our ICT network wil ) Y@o

software,

Where Ofwat sengitive inforimation is attached and senl via emall i must ‘YEW
| first be comprassed and encrypled using Zip atrong encryption (AES 268). -
Where Ofwat sensitive information raqui[es posting it wili be issued by ' YE§N0

other than Personal or
¢ envelope will be marked with the

red on USB remavabie media (o7 "YE
edia will be secured using a

(.' =l } Rk

'r;\:st never be faxed, -
L ame Date

[ —— 2
G, - T




Appendix A

Terms and Conditions of Contract for IT Hardware and Solutlons

1 interpretation
1.1 In these terms and conditions:

“Acceptance means the test criteria agreed by the Parties in writing prior to the Acceptance
Test Criteria” Test Period;
"Acceptance means the period agreed by the Parties in writing during which the Acceptance
Test Period” Tests shall be performed;
“Acceptance means the acceptance test agreed by the Parties in writing prior fo the
Tests" Acceptance Test Period;
‘Agreement” means the contract between (i) the Customer acting as part of the Crown and
(it} the Supplier constituted by the Supplier's countersignature of the Order:
*Central means a body listed in cne of the following sub-categories of the Central
Govemment Government classification of the Public Sector Classification Guide, as
Body" published and amended from time to time by the Office for National Statistics:
(a) Government Department:
(b) Non-Departmental Public Body or Assembly Sponsored Public Body
(advisory, executive, or tribunal);
(c) Non-Ministerial Department: or
(d) Executive Agency;
“Charges” means the charges for the Goods and Services as specified in the Order;
“Confidential means all information, whether written or oral (however recorded), provided by
Information® the disclosing Parly to the recelving Party and which (i) is known by the

“Critical Service

receiving Party to be confidentlal; (If) is marked &s or stated to be confidential;
or (iii) ought reasonably to be considered by the receiving Parly to be
confidential;

ehall have the meaning given in the Order;

Fallure”

“Customer” means the Water Services Regulation Authority;

"Customer (a) data, text, drawings, diagrams, images or sounds (fogether with any

Data" database made up of any of these) which are embodied in any electronic,
magnetic, oplical or tangible media, and which:
(i) are supplied to the Supplier by or on behalf of the Customer; or
(if) the Supplier is required to generate, process, store or transmit pursuant to
the Agreement; and/or
(b) any Personal Data for which the Customer is the Data Controller (the terms
‘Data Controller' and 'Personal Data' shall have the meanings prescribed under
DPA);

"CGustomer means the Customers computing environment (consisting of hardware,

System” soflware and/or telecommunications networks or equipment) used by the
Customer or in respect of which access may be granted to the Supplier to
provide the Goods and Services;

“Deliverables” means anything delivered or to be delivered by the Supplier to the Customer, as

1



“Delivery”

"DPA’
*Expiry Date”
“FOIA™

II& Msﬂ

“ICT
Environment®

“Information”

"Implementation
Plan®

“Key Personnel”

“*Malicious
Software”

*Order”
"Order Number"

‘Party”
‘Personal Data”
"Pre-Existing

intellectua!
Property Rights”

“Project Specific
IPRs"

specified in the Agreement;

means the time at which the Goods and Services have been installed by the
Supplier and the Customer has accepted the Solution in accordance with
Clause 8. “Deliver” and "Delivered” shall be construed accordingly;

means the Data Protection Act 1998:;
means the date for expiry of the Agreement as set out in the Order:
means the Freedom of Information Act 2000;

means the goods to be supplied by the Supplier to the Customer under the
Agreement;

means the Customer Sysfem and the Supplier System;

has the meaning given under section 84 of the FOIA;

means the implementation plan set out in the Order (or subsequently agreed by
the Parties);

means any persons specified as such in the Order or otherwise notified as such
by the Customer to the Supplier in writing;

means any software program or code intended to destroy, interfere with,
corrupt, or cause undesired effects on program files, data or other information,
executable code or appiication software macros, whether or not its operation is
immediate or deiayed, and whether the malicious software is introduced wilfully,
negligently or without knowledge of its existence:

means the order for Goods and Services set out on the front cover hereof:

means the Customer’s unique number relating to the supply of the Goods and
Services;

means the Supplier or the Customer (as appropriate) and “Parties” shall mean
both of them;

means personal data (as defined in the DPA) which s processed by the
Supplier or any Staff on behalf of the Customer pursuant to or in connection with

the Agreement;
means any Intellectual Property Rights vested in or licensed to:

a)} the Supplier prior to or independently of the performance by the Supplier of
its obligations under the Agreement; and

b) the Customer prior to or independently of the performance by the Customer
of its obligations under the Agreement;

means:

a) IPRs in the Services, Deliverables and/or Goods provided by the Supplier
(or by a third party on behalf of the Supplier) specifically for the purposses of
the Agresment and all updates and amendments of these items created
during the Term; and/or

b) IPRs arising as a result of the provision of the Services, Deliverables and/or
Goads by the Suppiier (or by a third party on behalf of the Supplier) under
the Agreement,

including the rights in or to any database developed and supplied by the



“Request for
Information”
“Sacurity Policy"

“Service
Credits"

‘Service Levels®
*Software”

“Solution”
“Specification®

“Staff”

“Staff Vetting
Procedures”

“Supplier’

“Supplier
Software”

“Supplier
System"

“Term”

“Third Party
Software”

VAT

“Working Day”

Supplier to the Customer in accordance with the terms of the Agreement;

has the meaning set out In the FOIA or the Environmental Information
Regulations 2004 as relevant (where the meaning set out for the term ‘request’
shall apply);

means the Customer’s current security policy as updated from time to time;

means the sums refemed to in the Order as being payable by the Supplier in
respect of any fallure by the Supplier to meet one or more Searvice Levels;

means any service levels applicable to the provision of the Services:

means the Supplier Sofiware and the Third Party Software as described in the
Order;

means the Supplier's solution for the provision of the Goods and Services as
referred to in the Order;

means the specification for the Goods and Services (including as to quantity,
description and quality) as specified in the Order:

means all directors, officers, employees, agents, consultants and contractors of
the Supplier and/or of any sub-contractor of the Supplier engaged in the
performance of the Supplier’s obligations under the Agreement:

means vetting procedures that accord with good industry practice or, whene
requested by the Customer, the Customer's procedurss for the vetting of
personnel as provided to the Supplier from time to time;

means the person named as the Supplier in the Order:

means any software in which the Intellectual Property Rights are owned by the
Supplier;

means the information and communications technology system used by the
Supplier in providing the Goods and Services (bul excluding the Customer
System);

means the period from the start date of the Agreement set out in the Order to
the Expiry Date as such period may be extended or terminated in accordance
with the terms and conditions of the Agreement;

means any software in which the Intellectual Property Rights are owned by a
third party;

means value added tax in accordance with the provisions of the Value Added
Tax Act 1984; and

means a day (other than a Saturday or Sunday) on which banks are open for
business in the City of London.

1.2 In these terms and conditions, unless the context otherwise requires:

1.2.1 references to numbered clauses are references to the relevant clause in these terms
and conditions;

122 any obligation on any Party not to do or omit to do anything shall include an
obligation not to allow that thing to be done or omitted to be done;

1.2.3 the headings to the clauses of these terms and conditions are for information only
and do not affect the interpretation of the Agreement;

124 any reference to an enactment includes reference to that enactiment as amended or



21

2.2

34

4.1

42

43

44

4.6

replaced from time to time and to any subordinate legislation or byelaw made under
that enactment; and

the word ‘including’ shall be understood as meaning ‘including without limitation’,

Basls of Agreement

The Order constitutes an offer by the Customer to purchase the Goods and Services subject
to and in accordance with the terms and conditions of the Agreement.

The offer comprised in the Order shall be deemed to be accepted by the Supplier on receipt
by the Customer of a copy of the Order countersigned by the Supplier within 7 days of the
date of the Order.

Due Dlligence
The Supplier acknowledges that it:

3.1.1 has made and shall make its own enquiries to satisfy itself as to the accuracy and
adequacy of any information supplied to it by or on behalf of the Customer:

3.1.2 has raised all relevant due diligence questions with the Customer before the start
date of the Agreement; and

3.1.3 has entered into the Agreement in refiance on its own due diligence aione.
Supply of Goods and Services

In consideration of the Customer's agreement to pay the Charges, the Supptier shall supply
the Goods and Services to the Customer for the Term subject to and In accordance with the
terms and conditions of the Agreement.

In supplying the Goods and Services, the Supplier shall co-operate with the Customer In all
matters relating to the Goods and Services and comply with all the Customer's instructions.

The Supplier shall supply the Goods and Services in accordance with the Implementation
Plan.

In the event that the Supplier fails to fulfil an obligation by the date specified in the
Implementation Plan for such fulfilment, the Supplier shall, at the request of the Customer,
and without prejudice to the Customer's other rights and remedies arrange all such
additional resources as are necessary to fulfil the said obligation as early as practicable
thereafter at no additional charge to the Custorner.

The Supplier shall supply the Goods in accordance with the Specification. The Supplier
warrants, represents, undertakes and guarantees that the Goods suppiied under the
Agresment shall:

451 be free from defects (manifest or latent), in materials and workmanship and remain
so for 12 months after Delivery;

452 be of satisfactory qualily (within the meaning of the Sale of Goods Act 1979) and
comply with any applicable statutory and regulatory requirements relating to the
manufacture, labelling, packaging, storage, handling and delivery of the Goods:



4.6

4.7

4.8

49

8.1

52

4.5.3 conform with the specifications (including the Specification), drawings, descriptions
given in quotations, estimates, brochures, sales, marketing and technical literature or
material (in whatever format made available by the Supplier) supplied by, or on behalf
of, the Supplier;

45.4 Dbe free from design defects;

4.5.5 bae fit for any purpose held out by the Supplier or made known fo the Supplier by the
Customer expressly or by implication, and in this respect the Customer relies on the
Supplier'’s skill and judgement. The Supplier acknowledges and agrees that the
approval by the Customer of any designs provided by the Supplier shall not relieve
the Suppller of any of its obligations under this sub-clauss.

in supplying the Services, the Supplier shall:

4.6.1 perform the Services with all reasonable care, skill and diligence in accordance with
good industry practice in the Supplier's industry, profession or trade;

4.6.2 use Staff who are suitably ekilled and experienced to perform tasks assigned to them,
and in sufficient number to ensure that the Supplier's obligations are fulfilled in
accordance with the Agreement;

4.6.3 ensure that the Services shall conform with all descriptions and specifications set outin
the Specification;

4.6.4 comply with all applicable laws; and

4.6.5 provide all equipment, tools and vehicles and other items as are required to provide the
Services.

The Supplier shall provide the Services to meet or exceed the Service Levels and any failure
to meet the Service Levels shall entitle the Customer to Service Credits calculated in
accordance with the provisions of the Order or in the event of a Critical Service Failure shall
give rise to a right for the Customer to temminate the Agreement with immediate effect upon
giving written notice to the Supplier.,

The Supplier shall iImplement all measurement and monitoring fools and procedures
necessary to measure and report on the Supplier's performance of the Services against the
applicable Service Levels at a level of detail sufficient to verify compliance with the Service
Levels.

The Customer may by written notice to the Supplier at any time request a variation 1o the
scope of the Goods and Services. In the event that the Supplier agrees to any variation to
the scope of the Goods and Services, the Charges shall be subject to fair and reasonable
adjustment to be agreed in writing between the Customer and the Supplier.

Customer's Obligations

Subject to the provisions of Clause 16, the Customer undertakes to provide to the Supplier
all information, services, facilitios and responses reasonably required by the Supplier.

The Supplier shall not be llable for any loss, damage or delay in providing the Goods and
Servicas caused by or arising from the Customer's failure to comply with its obligations
under the Agreement and the time for performance of the Supplier's obligations under the
Agreement shall be extended by the Supplier as a result thereof.



6.1

74

7.2

7.3

74

1.5

7.6

7.7

Term

The Agreement shall take effect on the date specified in the Order and shall expire on the
Expiry Date, unless it is ctherwise extended or terminated in accordance with the terms and
conditions of the Agresment.

Charges, Payment and Recovery of Sums Due

The Charges for the Goods and Services shall be as set out in the Order and shall be the full
and exclusive remuneration of the Supplier in respect of the supply of the Goods and
Services. Unless otherwise agreed in writing by the Customer, the Charges shall include
every cost and expense of the Supplier directly or indirectly incurred in connection with the
supply of the Goods and/or performance of the Services, including but not limlited to the
costs of packaging, Insurance, delivery, unloading, stacking and carriage.

Following Delivery of the Goods, the Supplier shall invoice the Customer as specified in the
Agreement. Each invoice shall include such supporting information required by the
Customer to verify the accuracy of the invoice, including the relevant Order Number and a
breakdown of the Goods and Services supplied In the Invoice period.

In consideration of the supply of the Goods and Services by the Supplier, the Customer shall
pay the Supplier the invoiced amounts no later than 30 days after recsipt of a valid invoice
which includes a valid Order Number. The Customer may, without prejudice to any other
rights and remedies under the Agreement, withhold or reduce payments in the event of
unsatisfactory performance.

All amounts stated are exclusive of VAT which shall be charged at the prevalling rate. The
Customer shall, following the receipt of a valid VAT invoice, pay to the Supplier a sum equal
to the VAT chargeable in respect of the Goods and Services.

If there is a dispute between the Parties as to the amount invoiced, the Customer shall pay
the undisputed amount. The Supplier shall not suspend the supply of the Goods and
Services unless the Supplier is entitled fo terminate the Agreement far a failure to pay
undisputed sums in accordance with clause 24.4. Any disputed amounts shail be resolved
through the dispute resolution procedure detailed in clause 27.

if a payment of an undisputed amount is not made by the Customer by the due date, then
the Customer shali pay the Supplier interest at the interest rate specified In the Lale
Payment of Commercial Debts {(Interest) Act 1998.

If any sum of money is recoverable from or payable by the Supplier under the Agreement
(including any sum which the Supplier is liable to pay to the Customer in respect of any
breach of the Agreement), that sum may be deducted unilaterally by the Customer from any
sum then dus, or which may come due, to the Supplier under the Agreement or under any
other agreement or contract with the Customer. The Supplier shall not be entitied to assert
any credit, set-off or counterclaim against the Customer in order to justify withholding
payment of any such amount in whole or In part.

Delivery

The Supplier shall Deliver the Goods and provide the Services in accordance with the
Implementation Plan.



82

83

84

8.5

8.6

87

8.1

8.2

8.3

9.4

8.5

Time of delivery in relation to commencing and/or supplying the Goods and Services shall ba
of the essence and if the Supplier fails to deliver the Goods and Services within the time
specified in accordance with clause 8.1 and as set out in the Order and without prior written
Approval, the Customer may release itself from any obligation o accept and pay for the
Goods and Services and/or terminate the Agreement, in either case without prejudice fo any
other rights and remedies of the Customer.

Except where otherwise provided in the Agresment, the Goods shall ba instalied and the
Services provided by the Staff or the sub-contractors at such place or places as set out in

the Order.

Where the Goods are delivered by the Supplier, the paint of delivery shall be when the
Goods are removed from the transporting vehicle at the premises. Where the Goods are
collected by the Customer, the point of delivery shall be when the Goods are loaded on the
Customer’s vehicle.

Except where otherwise provided in the Agreement, delivery shall include the unioading,
stacking or installation of the Goods by the Staff or the Suppliers suppliers or carriers at
such place as the Customer or duly authorised person shall reasonably direct.

in the event that not all of the Goeds and Services are Delivered by the relevant milestone
dates specified in the Implementation Plan ("Undelivered Goods and Services”) then the
Customer shall be entitled to withhold payment of the Charges for any Goods and Services
that were not Delivered in accordance with the corresponding milestone dats until such time
as the Undellvered Goods and Services are Deliverad.

The Customer shall be under no obligation to accept ar pay for any Goods Delivered in
excess of the quantity specified in the Order. If the Customer elects not io accept such over-
Delivered Gocods it shall give notice in writing to the Supplier to remove them within five (5)
Working Days and to refund to the Customer any expenses incurred by the Customer as a
result of such over-Delivary (including but not limited to the costs of moving and storing the
Goods}, failing which the Customer may dispose of such Goods and charge the Supplier for
the costs of such disposal. The risk in any over-Delivered Goods shall remain with the
Supplier.

Acceptance

The Supplier shall, during the Acceptance Test Period, make avallable the Solution for the
Accepiance Tests to be performed. If the Customer fails fo accept the Solution within the
Acceptance Test Period and such failure is wholly and solely due to the actions or inactivity
of the Customer, the Acceptance Tests shall be deemed to have besn completed
successfully,

The Customer will conduct the Acceptance Tests on the Solution with the co-operation of the
Supplier to test whether they meet all the Acceptance Test Criteria.

The Acceptance Tests shall be recorded as successful and the Supplier notified in writing
where all the Acceptance Test Criteria are met.

The Acceptance Test shall be recorded as unsuccessful and the Supplier notifled in writing
where any of the Acceptance Test Criteria are not met.



9.6

27

10
10.1

10.2

10.3

104

10.5

of ten (10) Working Days {or such other period as the Parties may agree) during which the
Supplier shall correct the faults which caused the Acceptance Tests to be recorded as
unsuccessful and the Acceptance Tests shall be re-performed.

In the event that after the Customer has extended the Acceptance Test Pariod pursuant to
Clause 9.5, the relevant Acceptance Tests have not been recorded as successful by the end
of that period, the Customer shall have the option, in addition to any other remedies that may
be avaliable to It under the Agresment or otherwise, 10 elect cne or more of the following
remedies:

96.1 fo extend the Acceptance Test Period for a period or periods specified by the
Customer during which the Supplier shall correct the faults which caused the
Acceptance Tests to be recorded as unsuccessful and the Acceptance Tests shall be
re-performed:; or

8.6.2 to accept such part of the Solution as the Customer may decide and pay a pro-rated
Charge therefore or such other charge as may be agreed between the Parties.

At its sole discretion the Customer may, in respect of any of the Solution that has nat been
so accepted extend, the Acceptance Test Period for a period specified by the Customer
during which the Supplier shall comect the faults which caused the Acceptance Tests to be
recorded as unsuccessful and the Acceptance Tests shall be re-performed; or

9.6.3 to terminate the Agreement and receive a refund of any sums paid under the
Agreement.

i the Customer extends the Acceptance Test Period for a pericd or periods pursuant to
Clause 9.6.2 and the Acceptance Tests have not been recorded as successful by the end of
that period, the Customer shall have the option, in addition to any other remedies that may
be available to it under the Agreement or ctherwise, to elect one or more of the remedies
specified in Clause 9.6.

Ownership and Title

Subject to Clause 10.5, ownership and passing of titie in the Goods shall, without prejudice
to any other rights or remedies of the Customer pass to the Customer on the earlier of
payment by the Customer of the Charges or the Solution passing the final Acceptance Tests.

Risk in the Goods shall, without prejudice to any other rights or remedies of the Customer
pass to the Customer at the time of acceptance of Delivery.

In the event that the Customer requires any of the Goods which are the subject of the Order
fo be the subject of a lease, loan or hire purchase agreement, the Customer and the
Supplier wilt discuss and jointly seloct a lessor/third party and will agree the terms of that
lease, loan or hire purchase.

Where the Customer is entering Info any other terms and conditions with any such third
party, the Customer shall inform the Supplier of the terme and conditions of any such third
party leasing, loan or hire purchase contract that It shall be expscted to comply with and the
Supplier shall ensure that no act or omission by itself, any Supplier Staff or its sub-
confractors in anyway invalidates or affects (including causing or likely to cause the
Customer to breach) such terms and conditions.

Where any Goods are leasaed, loaned or hired from a third party either directly to the
Customer or via the Supplier (in which case the identity of the third parly shail be disclosed
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to the Customer), title to those Goods shall remain with the lessor and risk shall be
determined in accordance with the relevant third party terms and conditions.

Promises

If necessary, the Customer shall provide the Supplier with reasonable access at reasonable
times to its premises for the purpose of supplying the Goods and Services. All equipment,
tools and vehicles brought onto the Customer's premiges by the Supplier or the Staff shall be
at the Supplier's risk.

If the Supplier supplies all or any of the Goods and Services at or from the Customer's
premises, on completion of the Services or termination or expiry of the Agresment
(whichever is the earlier) the Supplier shall vacate the Customer's premises, remove the
Supplier's plant, equipment and unused materials and ali rubbish arising out of the provision
of the Services and leave the Customer’s premises in a clean, safe and tidy condition. The
Supplier shall be solely responsible for making good any damage to the Customer's
premises or any objects contained on the Customer's premises which is caused by the
Supplier or any Staff, other than fair wear and tear.

If the Supplier supplies all or any of the Goods and Services at or from its premises or the
premises of a third party, the Customer may, during normal business hours and on
reasonable notice, inspect and examine the manner in which the relevant Services are
supplied at or from the relevant premises.

The Customer shall be responsible for maintaining the security of its premises in accordance
with its standard eecurity requirements. While on the Customer's premises the Supplier
shall, and shall procure that all Staff shall, comply with all the Customer's security
requirements.

Where all or any of the Services are supplied from the Supplier's premises, the Supplier
shall, at its own cost, comply with ail security requirements specified by the Customer in
writing.

Without prejudice to clause 11, any equipment provided by the Customer for the purposas of
the Agreement shall remain the property of the Customer and shall be usad by the Supplier
and the Staff only for the purpose of carrying out the Agreement. Such equipment shalf be
retumed promptly to the Customer on expiry or termination of the Agreement.

The Supplier shall reimburse the Customer for any loss or damage to the equipment,
furniture fixtures and fittings (other than detsricration resulting from normal and proper use)
caused by the Supplier or any Staff. Equipment supplied by the Customer shall be deemed

fo be in a good condition when received by the Supplier or relevant Staff unless the
Customer is nofified otherwise in writing within 5 Working Days.

Staff and Key Personnel

If the Customer reasonably bslieves that any of the Staff are unsuitable to undertake work in
respect of the Agreement, it may, by giving written notice to the Supplier:

12.1.1 refuse admission to the relevant person(s) to the Customer's premises;

12.1.2 direct the Supplier to end the involvement in the provision of the Goods and Setvices
of the relevant person(s); and/or

121.3 requirs that the Supplier replace any person removed under this clause with another
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13.2

133
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suitably qualified person and procure that any security pass issued by the Customer
to the person removed is surrendered,

and the Suppiier shall comply with any such nofice.
The Supplier shall:
1221 ensure that all Staff are vetted in accordance with the Staff Vetting Procedurss;

12.2.2 If requested, provide the Customer with a list of the names and addresses (and any
other relevant information) of all persons who may require admission to the
Customer's premises In connection with the Agreement, and

12.2.3 procure that all Staff comply with any rules, regulations and requirements reasonably
specified by the Customer.

Any Key Personnel shall not be released from supplying the Services without the agreement
of the Customer, except by reason of long-term sickness, matemity leave, patemity leave,
termination of employment or other extenuating circumstances.

Any replacements to the Key Personnel shall be subject to the prior written agreement of the
Customer (not to be unreasonably withheld). Such replacements shall be of at least equal
status or of equivalent experience and skills to the Key Personnel being replaced and be
suitable for the responsibilities of that person in relation fo the Services.

Assignment and sub-contracting

The Supplier shall not without the written consent of the Customer assign, sub-contract,
novate or in any way dispose of the benefit and/ or the burden of the Agreement or any part
of the Agreement. The Customer may, in the granting of such consent, provide for additional
terms and conditions relating to such assignment, sub-contract, novation or disposal. The
Supplier shall be responsible for the acts and omissions of its sub-contractors as though
those acts and omissions were its own.

Where the Supplier enters into a sub-contract for the purpose of performing its obligations
under the Agreement, it shall ensure that a provision is included In such sub-contract which
requires payment to be made of all sums due by the Supplier to the sub-contractor within a
specified period not exceeding 30 days from the receipt of a valid invoice.

Where the Customer has consented to the placing of sub-contracts, the Supplier shall, at the
request of the Customer, send copies of each sub-contract, fo the Customer as 500N as s

reasonably practicable.

The Customer may assign, novate, or otherwise dispose of its rights and obligations under
the Agreement without the consent of the Suppilier provided that such assignment, novation
or disposal shall not increase the burden of the Supplier’s obligations under the Agreement.

intellectual Property Rights

Save as granted under the Agreement, neither the Customer nor the Supplier shall acquire
any right, title or interest in the other's Pre-Existing Intellectual Properly Rights. The Supplier
acknowledges that the Customer Data is the property of the Customer and the Customer
hereby reserves all Intellectual Property Rights which may subsist in the Customer Data.

10
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14.4
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15.1

The Customer shall not acquire title to the Intellectual Property Rights in the Suppliers
Software, any Third Party Software or any Project Specific IPRs supplied hereunder.

The Supplier:

14.3.1 hereby grants to the Customer a licence to use the Supplier's Software on its
standard licence terms;

14.8.2 hereby grants, or shall procure the direct grant, to the Customer of a non-exclusive
perpetual licence to use any Project Specific IPRs as supplied to the Customer
hereunder for any purpose relating to the Services;

14.3.3 shall procure that the owners or the authorised licensors of any Third Party Software
hereby grant a licence to the Customer on the Third Party software owner’s standard

licence terms:;

14.3.4 hereby grants to the Customer a non-exclusive licence to copy the descriptions of the
Software, including technical specifications; user manuals; operating manuals;
process definitions; and procedures, for any purpose that is connected with or
otherwise incldental to the exercise of the rights granted to the Customer under this
Ciause 14.3.

To the extent that the Supplier creates any materials (in whatever form or media), including
training, marketing, promotional or publicity materials, relating to the provision of the Goods
and Services ("Materials”) it shall provide copies of all Materials to the Customer promptly
and the Supplier hereby grants to the Customer a royalty free, irrevocable, non-exclusive
licance for such term as the Customer shall require to use all and any Intellectual Property
Rights in the Materials as it shall reasonably require with the ability to sub-licence the same.

The Customer shall not make any copies of the Software excapt such copies as are
incidental to the normal use of the Software and such number of coples of the Software as is
reasonable for the purpose of back-up and operational security. All such copies of the
Software shall include the original machine readabie copyright notice.

The Supplier shall indemnify, and keep indemnifled, the Customer in full against all costs,
expenses, damages and losses (whether direct or indirect), including any interest, penalties,
and reasonable legal and other professional fees awarded against or incurred or paid by the
Customer as a result of or in connection with any claim made against the Customer for
actual or aileged infringement of a third party’s intellectual property arising out of, or in
connection with, the supply or use of the Goods and/or Services, to the extent that the claim
is attributable fo the acts or omission of the Supplier or any Staff.

The Customer shall promptly notify the Supplier of any infringement claim made against it
relating to any Goods or Services and, subject to any statutory obligation requiring the
Customer fo respond, shall permit the Supplier to have the right, at its sole discretion to
assume, defend, setflo or otherwise dispose of such claim. Tha Customer shall give the
Supplier such assistance as it may reasonably requlire to dispose of the claim and shall not
make any statement which might be prejudicial to the settlement or defence of the claim.

Governance and Records

The Supplier shall:

1
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16.2

15.1.1 attend progress mestings with the Customer at the frequency and times specified by
the Customer and shall ensure that its representatives are suitably qualified to attend
such meetings; and

15.1.2 submit progress reports to the Customer at the times and in the format specified by
the Customer.

The Supplier shall keep and maintaln until 8 years after the end of the Agreement, or as long
a period as may be agreed between the Parties, full and accurate records of the Agreement
including the Goods and Services supplied under it and al! payments made by the Customer.
The Supplier shall on request afford the Customer or the Customer’s representatives such
access to those records as may be reasonably requested by the Customer in connection
with the Agresment.

Confldentlality, Transparency and Publicity
Subject to clause 16.2, each Party shall:

16.1.1 treat all Confidential Information It receives as confidential, safeguard it accordingly
and not disclose it to any other person without the prior written permission of the
disclosing Party; and

16.1.2 not use or exploit the disclosing Party’s Confidential Information in any way except
for the purposes anticipated under the Agreement.

Notwithstanding clause 16.1, a Party may disclose Confidential Information which it receives
from the other Party:

16.2.1 where disclosure Is required by applicable law or by a court of competent jurisdiction;
16.2.2 to its auditors or for the purposes of regulatory requirements;
16.2.3 on a confidential basis, fo its professional advisers;

16.2.4 to the Serious Fraud Office where the Party has reasonable grounds to believe that
the other Parly is involved in activity that may constitute a crimina! offence under the
Bribery Act 2010;

16.2.5 where the receiving Party Is the Supplier, to the Staff on a need to know basis to
enable performance of the Supplier's cbligations under the Agresment provided that
the Suppiier shall procurs that any Staff to whom it discloses Confidential \nformation
pursuant to this clause 16.2.5 shall observe the Supplier's confidentiality cbligations
under the Agreement. and

16.2.6 where the receiving Parly Is the Customer:

a) on a confidential basis to the employses, agents, consultants and contractors of
the Customer;

b) on a confidential basis to any other Central Govermnment Body, any successor
body to a Central Government Body or any company to which the Customer
transfers or proposes to transfer all or any part of its business;

c) tothe extent that the Customer (acting reasonably) deems disclosure necessary
or appropriate in the course of carrying out its public functions: or

12



16.3

16.4

17

171

17.2

17.3

d) in accordance with clause 17.

and for the purposes of the foregoing, references to disclosure on a confidential basis
shall mean disclosure subject to a confidentiality agreement or arrangement
coniaining terms no less stringent than those placed on the Customer under this
clause 16.

The Parties acknowledge that, except for any information which is exempt from dlsclosure in
accordance with the provisions of the FOIA, the content of the Agreement is not Confidential
Information and the Supplier hereby gives its consent for the Customer to publish this
Agresment in its entirety to the general public (but with any information that is exempt from
disclosure in accordance with the FOIA redacted) including any changes to the Agreement
agreed from time to time. The Customer may consult with the Supplier to inform its decision
regarding any redactions but shall have the final decision in its absclute discrefion whether
any of the content of the Agreement is exempt from disclosure in accordance with the
provisions of the FOIA.

The Supplier shall not, and shall take reasonable steps to ensure that the Staff shail not,
make any press announcement or publicise the Agreement or any part of the Agreement in
any way, except with the prior written consent of the Customer.

Freedom of Information

The Suppller acknowiedges that the Customer is subject to the requirements of the FOIA
and the Environmental Information Regulations 2004 and shali:

17.1.1 provide all necessary assistance and cooperation as reasonably requested by the
Customer to enable the Customer to comply with its obligations under the FOIA and
the Environmental Information Regulations 2004;

17.1.2 transfer to the Customer all Requests for Information relating to this Agreement that It
receives as soon as practicable and in any event within 2 Working Days of receipt;

17.1.3 provide the Customer with a copy of all Information belonging to the Customer
requested in the Request for Information which is in its possession or control in the
form that the Customer requires within 5 Working Days {or such other period as the
Customer may reasonably specify) of the Customer's request for such Information;
and

17.1.4 not respond directly to a Request for Information unless authorised in writing to do so
by the Customer.

The Supplier acknowledges that the Customer may be required under the FOIA and the
Environmental Information Regulations 2004 to disclose Information concerning the Supplier
or the Services (including commercially sensitive information) without consulting or obtaining
consent from the Supplier. In these circumstances the Customer shall, in accordance with
any relevant guidance issued under the FOIA, take reasonable steps, where appropriate, to
give the Supplier advance notice, or failing that, to draw the disclosure to the Supplier's
attention afler any such disclosure.

Notwithstanding any other provision in the Agreement, the Customer shall be responsible for
determining in its absolute discretion whether any Information relating fo the Supplier or the
Services is exempt from disclosure in accordance with the FOIA and/or the Environmental
Information Regulations 2004.

13
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19.1

19.2

19.3

19.4

Protection of Personal Data and Security of Data

The Supplier shall, and shall procure that all Staff shall, comply with any notification
requirements under the DPA and both Parties shall duly observe all their obligations under
the DPA which arise in connection with the Agreement.

Notwithstanding the general obligation in clause 18.1, where the Supplier Is processing
Personal Data for the Customer as a data processor (as defined by the DPA) the Supplier
shalll:

18.2.1 ensure that it has in piace appropriate technical and organisational measures to
ensure the secwrity of the Personal Data (and to guard against unauthorised or
unlawful processing of the Personal Data and against accidental loss or destruction
of, or damage to, the Personal Data), as required under the Seventh Data Protection
Principle in Schedule 1 to the DPA;

18.22 provide the Customer with such information as the Customer may reasonably
request fo satisfy itself that the Supplier is complying with its obligations under the
DPA;

18.2.3 promptly notify the Customer of:

(a) any breach of the security requirements of the Customer as referred to in
clause 18.3; and

(b) any request for personal dats; and

1824 ensurs that it does not knowingly or negligently do or omit to do anything which
Places the Customer in breach of the Customer's obligations under the DPA.

When handling Customer data (whether or not Personal Data), the Supplier shall ensure the
sacurity of the data is maintained in line with the security requirements of the Customer as
notified to the Supplier from time to time.

Security Requirements

Where required by the Customer, the Supplier shall comply, and shall procure the
compliance of its Staff, with the Security Policy.

The Customer shall notify the Supplier of any changes or proposed changes to the Security
Policy.

If the Supplier belleves that a change or proposed change to the Security Policy will have a
material and unavoidable cost implication to the provision of the IT Products it may notify the
Customer. In doing so, the Supplier must support its request by providing evidence of the
cause of any increased costs and the steps that It has taken to mitigate these costs. Any
such change shall then be agreed in accordance with the change procedures previously
agreed between the Customer and the Supplier .

Unless and/or until such a change is agreed by the Customer pursuant to Clause 19.3 the

Supplier shall continue fo perform the Services In accordance with its existing obligations
under the Agreement.

14
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20.2

21
21.1

21.2

221

222

Malicious Software

The Supplier shall, as an enduring obligation for the Term, use the latest versions of anti-
virus definitions available from an industry accepted anti-virus software vendor to check for
and delete Malicious Software from the ICT Environment.

Notwithstanding Clause 20.1, if Malicious Software is found, the Parties shall co-operate to
reduce the effect of the Malicious Software and, particularly if Malicious Software causes
loss of operational efficiency or loss or corruption of Customer Data, assist each other to
mitigate any losses and to restore the Services to their desired operating efficiency.

Any cost arising out of the actions of the Parties taken in compliance with the provisions of
Clause 20.2 shali be bome by the Parties as follows:

(a) by the Supplier where the Malicious Software originates from the Supplier System or the
Customer Data (whilst the Customer Data was under the control of the Supplier); and

(b) by the Customer if the Malicious Software originates from the Customer System or the
Customer Data (whilst the Customer Data was under the control of the Customer).

Customer Data

The Supplier shell not delete or remove any proprietary notices contained within or relating
to Customer Data.

The Supplier shall not store, copy, disclose, or use Customer Data except as necessary for
the perfomance by the Supplier of its obligations under the Agreement or as otherwise
expressly authorised in writing by the Customer.

Llability

The Supplier shall not be responsible for any injury, loss, damage, cost or expense suffered

by the Customer if and to the extent that it is caused by the negligence or wilful misconduct

of the Customer or by breach by the Customer of its obligations under the Agreemsnt.

Subject always to clauses 22.3 and 22.4:

2221 the aggregate liability of the Supplier in respaci of all defaults, claims, losses or
damages howsoever caused, whether arising from breach of the Agreement, the
supply or faflure to supply the Goods and/or Services, misrepresentation (whether
tortuous or statutory), tort (Including negligence), breach of statutory duty or
otherwise shall in no event exceed a sum equal fo 125% of the Charges paid or
payable to the Supgpller; and

2222 except in the case of claims arising under clauses 14.8 and 26.3, in no event shall
the Supplier be liable to the Customer for any:

(a) loss of profits;
(b) less of business;
{c) loss of revenue;

(d) loss of or damage to goodwil;

15
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231

24

241

242

(e) loss of savings (whether anticipated or otherwise); and/or

(f) any indirect, special or consequential loss or damage.
Nothing in the Agreement shall be construed to limit or exclude either Party's liability for:
22.3.1 death or personal injury caused by its negligence or that of its Staff;
2232 fraud or fraudulent misrepresentation by it or that of Its Staff:

22.3.3 breach of any obligation as to title implied by section 12 of the Sale of Goods Act
1979 or section 2 of the Supply of Goods and Services Act 1982; or

22.3.4 any other matier which, by law, may not be excluded or limited.

The Supplier's iability under the indemnity in clause 14.6 and 26.3 shall be unlimited.

Force Majeure

Neither Party shall have any liability under or be deemed fo be in breach of the Agreement
for any delays or failures in performance of the Agreement which result from circumstances
beyond the reasonable control of the Party affected. Each Party shall promptly notify the
other Parly in writing when such circumstances cause a delay or failure in performance and
when they cease to do so. if such circumstances continue for 2 continuous period of more
than 30 days, either Party may terminate the Agreement by written notice to the other Party.

Termination

The Customer may terminate the Agreement at any time by nofice in writing to the Supplier
to take effect on any date falling at least 1 month {or, if the Agreement is less than 3 months
in duration, at least 10 Working Days) later than the date of service of the relevant notice.

Without prejudice to any other right or remedy it might have, the Customer may terminate
the Agreement by written notice to the Supplier with immediate effect if the Supplier:

2421 (without prejudice to clause 24.2.5), is in material breach of any obligation under the
Agresment which is not capable of remedy;

24.2.2 repeatedly breaches any of the terms and conditions of the Agreement in such a
manner as to reascnably justify the opinion that its conduct Is inconsistent with it
having the intention or ability to give effect to the terms and conditions of the

Agreement;

24.2.3 is in material breach of any obligation which is capable of remedy, and that breach is
not remedied within 30 days of the Supplier receiving notice specifying the breach
and requiring it to be remedied;

24.2.4 undergoes a change of control within the meaning of section 416 of the Income and
Corporation Taxes Act 1088;

24.2.5 breaches any of the provisions of clauses 12.2, 16, 17, 18 and 25; or
24.2.6 becomes insolvent, or if an order is made or a resolution is passed for the winding up

of the Supplier (other than voluntarily for the purpose of solvent amalgamation or
reconstruction), or if an administrator or administrative receiver is appointed in

16



24.3

244

24.5

2486

251

25.2

253

respect of the whole or any part of the Supplier's assets or business, or if the
Supplier makes any composition with its creditors or takes or suffers any similar or
analogous action (to any of the actions detailed in this clause 24.2.6) in consequence
of debt in any jurisdiction.

The Supplier shall notify the Customer as soon as practicable of any change of control as
referred to in clause 24.2.4 or any potential such change of control.

The Supplier may terminate the Agreement by written notice to the Customer if the
Customer has not paid any undisputed amounts within 90 days of them falling due.

Temination or expiry of the Agreement shall be without prejudice to the rights of either Party
accrued prior to termination or expiry and shall not affect the continuing rights of the Parties
under this clause and clauses 2, 4.5, 4.6, 1.1, 11.2, 11.6, 11.7, 12, 14, 15.2, 16, 17, 18, 22,
24.6, 25.4, 26.3, 27 and 28.7 or any ather provision of the Agreement that either expressly or
by implication has effect after termination.

Upon temination or expiry of the Agreement, the Supplier shall;

2461 give all reasonable assistance to the Customer and any incoming supplier of the
Services; and

24.6.2 return all requested documents, information and data to the Customer as soon gs
reasonably practicable.

Compliance

The Supplier shall promptly nofify the Customer of any health and safety hazards which may
arise in connection with the performance of its obligations under the Agreement. The
Customer shall promptly notify the Supplier of any heglth and safety hazards which may

exist or arise at the Customers premises and which may affect the Supplier in the
performance of its obligations under the Agreement.

The Supplier shall;
25.2.1 comply with the reasonable requirements of the Customer's security arangements;

25.2.2 comply with al! the Customer's health and safety measures while on the Customer's
premises;

25.2.3 notlfy the Customer immediately in the event of any incident occurring in the
performance of its obligations under the Agreement on the Customer's premises

26.2.4 perform its obligations under the Agreement in accordance with all applicable
equality Law and the Customer's equality and diversity policy as provided to the
Supplier from time to time;

25.2.5 take all reasonable steps to secure the observance of clause 25.2 4 by all Staff; and

25.2.6 supply the Goods and Services and any packaging in accordance with the
Customer's environmental policy as provided from time to time.

The Goods shall be packed and marked in a Proper manner and In accordance with any

17
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26.1

26.2

27

274

27.2

273

instructions specified in the Order, any statutory requirements and any requirements of the
carriers. All packaging materials shall be considered non-returnable. The Supplier shall
indemnify the Customer against all actions, suits, claims, demands, losses, charges, costs
and expenses which the Customer may suffer or incur as a result of, or in connection with,
any breach of this clause 25.3,

The Supplier shall comply with, and shail ensure that its Staff shall comply with, the
provisions of:

254.1 the Official Secrets Acts 1911 to 1989; and
25.4.2 section 182 of the Finance Act 1989.
Prevention of Fraud and Corruption

The Supplier shall not offer, give, or agree to give anything, to any person an inducement or
reward for doing, refraining from doi » or for having done or refrained from doing, any act in
relation to the obtaining or execution of the Agreement or for showing or refraining from
showing favour or disfavour to any person in relation to the Agreement.

The Supplier shall take all reasonabls steps, in accordance with good industry practice, to

If the Supplier or the Staff engages in conduct prohiblted by clause 26.1 or commits fraud in
relation to the Agreement or any other contract with the Crown {(including the Customer) the
Customer may:

26.3.1 terminate the Agresment and recover from the Supplier the amount of any loss
suffered by the Customer resulting from the termination, including the cost

26.3.2 recover in full from the Supplier any other loss sustained by the Customer in
consequence of any breach of this clause,

Dispute Resolution

The Parties shail attempt in good faith to negotiate a settlement to any dispute between
them arising out of or in connection with the Agreement and such efforts shall invoive the
escalation of the dispute to an appropriately senlor representative of each Party.

If the dispute cannot be resolved by the Parties within one month of being escalated as
referred to in clause 27.1, the dispute may by agreement between the Partles be referred to
a neutral adviser or mediator (the “Mediator”) chosen by agreement between the Parties. All
negotiations connected with the dispute shall be conducted in confidence and without
prejudice to the rights of the Parties in any further proceedings.

If the Parties fail to appoint a Mediator within one month, or fail to enter into & written
agreement resolving the dispute within one month of the Mediator belng appointed, either
Party may exercise any remedy It has under appiicable law.

18
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28.1

28.2

28.3

28.7

288

20.1

202

General

Each of the Parties reprasents and warrants to the other that it has full capacity and
authority, and ali necessary consents, licences and permissions to enter into and perform its
obligations under the Agreement, and that the Agreement is executed by its duly authorised
reprasentative.

A person who is not a parly fo the Agresment shall have no right fo enforce any of its
provisions which, expressly or by implication, confer a benefit on him, without the prior
written agreement of the Parties.

The Agreement cannot be varied except in writing signed by a duly authorised
representative of both the Parties.

The Agreement contains the whole agreement beiween the Parties and supersedes and
replaces any prior written or oral agreements, representations or understandings betwesn
them. The Parties confirm that they have not entered into the Agreement on the basis of any
representation that is not expressly incorporated info the Agresment. Nothing in this
clause shal! exclude liability for fraud or fraudulent misrepresentation.

Any waiver or relaxation either partly, or wholly of any of the terms and conditions of the
Agreement shall be valid only if it is communicated to the other Party in writing and expressly
stated to be a waiver. A walver of any right or remedy arising from a breach of contract shall
not constitute a waiver of any right or remedy arising from any other breach of the
Agreement.

The Agreement shall not constitute or imply any partnership, joint venture, agency, fiduciary
relationship or other relationship between the Parties other than the contractual relationship
expressly provided for in the Agreement. Neither Party shall have, nor represent that it has,
any authority to make any commitments on the other Party's behalf.

Except as otherwise expressly provided by the Agreement, all remedies available to either
Party for breach of the Agreement (whether under the Agreement, statute or common law)
are cumulative and may be exercised concurrently or separately, and the exercise of one
remedy shall not be deemed an election of such remedy o the excluslon of other remedies.

if any provision of the Agreement Is prohibited by law or judged by a court to be unlawful,
void or unenforceable, the provision shall, fo the extent required, be severed from the
Agreement and rendered ineffective as far as possible without modifying the remaining
provisions of the Agreement, and shall not in any way affect any other circumstances of or
the validity or enforcement of the Agreement.

Notices

Any notice to be given under the Agresment shall be in writing and may be served by
personal delivery, first class recorded or, subject to clause 29.3, e-maiil to the address of the
relevant Party set out in the Order, or such other address as that Party may from time to time
notify to the ather Party in accordance with this clause:

Notices served as above shall be deemed served on the Working Day of delivery provided
delivery is before 5.00pm on a Working Day. Otherwise delivery shall be deemed to occur
on the next Working Day. An email shall be deemed delivered when sent unless an error
message is received.

19
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301

Notices under clauses 23 (Force Majeure) and 24 (Termination) may be served by email
only if the original notice is then sent to the recipient by personal delivery or recorded
delivery in the manner set out in clause 29.1.

Governing Law and Jurisdiction
The vaiidity, construction and performance of the Agreement, and all contractual and non

contractual matters arising out of it, shall be govemed by English law and shall be subject to
the exclusive jurisdiction of the English courts fo which the Parties submit.
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1. Introduction

This document provides a technical overview of the Condeco Enterprise product. The document is
authored for technical resources tasked with im plementing Condeco Enterprise as an on premise

solution.

Scope

Atechnical overview for the Condeco Enterprise product including additional details for digltal
signage, mobile applications and outloock Integration.

2.At a Glance

A simple table populated with questions, answers, requirements and technical information designed

to give a snap shot of technical information most co

Question

What servers do I need to run Condeco
Enterprise in my environment?

What version of Windows Server /IS doyou
support?

What version of SQL do you su pport?

Do ineed to set up any accounts for the
Condeco Enterprise Application?

What kind of specification is needed on the
servers to support the product {RAM, Processor
and Storage)

How do users access Condeco Enterprise?

Condeco Enterprise - Technical Overview

mmonly requested.
Answer

Condeco Enterpnse Is a Microsoft based product
running on IIS with a MS SQL database, Typically
these are installed on two different servers but
additional servers can be added for resiliency and

capacity

Condeco Enterprise supports I157.5 and above
which is available on Windows Server 2008R2 and
above

Condeco Enterpnse supports MS SQL 2008 and
above

Condeco Enterprise requires a domain account
to run the AD Authentication Service. This
account should have local administrator rights
and a password that does not expire.

Piease see the Server Specifications section for
minimum recommendations.

Condeco Enterprise is Integrated with Active
Directory via LDAP and Windows Authentication.
if using a compatible browser, users will be
logged into the system automatically or can enter
their network credentials to login,
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What ports does Condeco Enterprise
communicate on?

Does Condeco Enterprise support $5L7

How does Condeco Enterprise integrate with
Outlook?

How are users authenticated when using the
Outlook Add-In?

Can we use 2 load balancer and muttiple web
servers for high availability?

Hew can we install Condeco with Disaster
Recovery?

What software is behind the Condeco Digital
Signage?

How do the Condeco Digital Signage devices
cannect to the Enterprise product?

How are the Condeco Meeting Room Touch
Screens and Desk Booking Touch Screens
powered?

How are Condeco Digital Rcom and Desk

Condeco Enterprise - Technical Overview

Condeco Enterprse is a web based product.
Users connect to the web site via HTTP {port 80)
or HTTPS (443). The web server(s} connect to the
database via ODBC which defaults to port 1433.
LDAP communication is on port 389 and emails
are sentvia SMTP on port 25 For a full network
communication diagram see the Server
Specifications section

Yes Condeco Enterprise can be deployed in SSL
mode utilizing HTTPS.

Condeco Enterpnse includes an optional
Microsoft Outlook client add-in that 1s deployed
to user’s machines using an MSI The client add-
In connects to Condeco Enterprise using the
same protocol and ports as the web interface
(HTTP/S port 80/443)

The username of the logged in user is passed
through to Condeco Enterprise without the need
forthe user to input login credentials.

Yes, Condeco enterprise can be deployed on
multiple web servers connecting to the same
database and synchronized by the Condeco
Application Cache Each serverwill need to be
able to reach the other servers over HTTP/
HTTPS.

Condeco Enterprise support load balancing on
the web server level. An additional web server can
be deployed in a DR lacation and load balanced
with the primary web servers. In addition SQL log
shipping can be utilized to replicate the Condeco
Enterprise database in the DR location.

The Condeco Meeting Room Touch Screens and
Desk Screens use custom burit hardware running
windows CE and an in house application to
provide connectnity to Condeco Enterprise

Condeco Digital Signage devices connect via the
web interface using the same protocol and ports
as the web interface (HTTP/S port B80/443).

Both devices are powered by POE over the
Ethernet cable

The devices connect to the network on the same
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Screens connected to our network? port as they are powered (Ethernet)

How does Condeco Enterprise send email Condeco Enterprise sends emails using an SMTP
notifications? gateway on port 25. It does not support
authenticated gateways.

3.Application

Condeco Enterprise is a multilayer web based application that runs on 1S and Microsoft SQL Server.

The application consists of various sub applications including a caching layer to reduce datzbase
traffic and improve application performance.

Application Overview

Sig2l11
7 Input Devices ( Web Server Tler ( Pata Tier
. 7 internet |nformation Services ( Microsoft SQL Server
1—-:—2 Erowsers / Qutiook . Condeco Application
Condeco AP| Services Condeco D:t:hase_ T
Moblle Devices
= g HTTP / HTTPS ,\ noec
T
Condeco Dighal
Signage Conhdeco Cache Reporting Database
{optcnal)
I! - [ Condaca Wayfinder
J J) )
J
Web browsers
Condeco supports |E8 and above. Additional browsers are also supported including Firefox, and
Chrome. (Please see compatibility matrix for detailed information.)
Note: Windows Authentication is only avallable in supported browsers (internet Explorer)
Web application
Condeco Enterprise requires 157.5 or above on a Microsoft Windows Server with Microsoft NET
features, application development features instalied.
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Note: Please see Appendix A for full server pre-requisites.

The Condeco web application can be hosted on multiple load balanced web servers. Sticky sessions
{or persistence) are required for load balanced im plementations.

Forimplementations that include over 200 Condeco Meeting Room Touch Screens, an independent
web server is required as shown in the enterprise exampile in the enterprise design on page 13.

Condeco application cache

A core feature of the Condeco Enterprise application is an application cache that stores geographic
data, booking data and availability in memory on the application server. The majority of data
requests can then be accessed from the cache store. This dramatically reduces the number of
database calls, thus reducing the load on the SQL server and increasing performance.

When the system is first started, the static data and 1 days’ worth of booking data is loaded into the
cache. As new dates are accessed the data is added to the cache.

When a new booking Is added or an existing booking is amended, the database Is updated first and
an update is made to the cache.

The cache can be configured to flush and update at regular intervals in addition to self-managing,

Component Services (COM objects)

Two component DLL's are registered on the web server as compenent services. The COM+ objects will
require a valid network service account to run them, this account will on ly require basic domain user
permissions. The account should be configured so that the password does not expire.

3" Party components

Condeco uses four 3" party components:

ASPEmail - Handles the sending of emails from the Condeco website

ASPJpeg - Handles rendering of jpg files for Condeco visitor pass creation
ASPUpload - Handles the uploading of files

ASPPDF - Handles the creation of PDFs for visitor pass creation and reporting output

These components will be installed on to each web server and all licensing is included in the Condeco
Enterprise product license.

Email Sending (SMTP)

Emails are sent from Condeco using an SMTP gateway. All communicatlion is handled over port 25,

Relay should be enabled on the SMTP server to ensure the emails are accepted and sent by the SMTP
server,

Note: Condeco does not support the use of username /password (authenticated) SMPT services.
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SQL Database

The Condeco database is compatible with Microsoft SQL Server 2008 and above and can be deployed
on dedicated instances oron SQL clusters. If deployed on a cluster with shared resources, it is the
customer’s responsibility to ensure appropriate resourcing is available, equal or greater than those
specified in the Server Specification section.

The application connects to the database using the MDAC (Microsoft Data Access Components)
provider via ODBC using a SQL user account.

Note: Active Directory authentication for the application SQL connectien Is not supported. A SQL user
account is required (as detailed below).

All database access from the application server to the data is controlled through the use of stored
procedures.

A SQL user account with a password that does not expire will be required for the web application
connection to the database. This account username and password {use of some special characters
not supported) can be customized and should have permission to execute stored procedures and
select data from tables within the Condeco database as a minimum, DBO permissions are
recommended,

Database maintenance scripts are required to be set up on the SQL server. These scripts are provided
in the installation package and include jobs to clear redundant data and re-build indexes ensure
optimal SQL performance.

Security
User Authentication

Users of the Condeca Enterprise product are authenticated by Windows Authentication when using a
campatible browser. If logging in manually users are authenticated against the configured domain(s)
by the Condeco AD Authentication service. The service assumes the identity of the service account
provisioned for the application and queries the Active Directory via LDAP,

Encryption

The Condeco application can be configured to run on SSL {HTTPS). The application has been
penetration tested for SQL injection. No domain user passwords are stored within the Condeco
product.

Data Protection

Condeco only stores relevant data. No excessive user data is captured.

Role-based system access

The Condeco application has five user access levels which are controlled by user authentication.
These are global admin, country admin, location admin, group admin and user.
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Audit and logging

The Condeco Enterprise product contains a variety of logging and audit trails. From a functional
perspective the application contains an audit trail for booking history allowing administrators to trace
bocking activity. The application also includes the ability to view user account audits.

The database contains muitiple logging tables for recording of any application errors. This can be
accessed in the event of an issue for investigative or tracking purposes.

The Condeco Digital Signage solution includes logging on both the physical display units when
required and the screen dashboard within the web interface of the Condeco Enterprise product.

In addition to the abave application level logging and audit trails, the servers will include Microsoft
windows server event [ogging, IIS logging & SQL logs.

4. Application Size, Growth & Bandwidth

The Condeco application consists of two primary layers, the web layer and the database layer. This
section details the estimate growth of the respective layers.

Web site files

The web directory initial size is approximately L35MB. The majority of the web layer is static and does
not grow, however the system does allow for the upload of image files for rooms, catering and
equipment items, The size of the web directory will increase by the size of the uploaded files. When
sizing the application server’s disk capacity this should be accounted for.

Note: There is no enforced maximum size of image files, Image file processing or compression so
images should be ‘saved for web’ prior to uploading to ensure smatller sizes.

Database

The Condeco database initial size is SOMB. This may vary depending on the number of resources
initially being populated onto the system and if a data import is being performed. Once the initial
system is built, growth is estimated at 2 rate of 2KB per transaction.

To estimate database growth, the factors to consider are quantity of rooms and quantity of bookings
made per day, per rcom. This can be extrapolated to determine an estimated daily growth that can be
extended to a business year. The typical database storage allocation for a Condeco customer is
between 20 and 40GB.

Bandwidth usage

The following network usage was calculated during a typical user journey. In this process a user
logged into the Condeco system via the web or Qutlook interface and made a bocking. The first set of
results details the data transmission betweesn tha client browser/fterminal and the Condeco web
server. The second details the data transaction between the web server and the SQL database.
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Client to Web Server

Packets kilobytes  Mbits/s

394 27127 0.033

Web Server to SQL Server

Packets kilobytes  Mbits/s

347 181.7 0.028
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5. Server Specifications

Minimum specification

The following design is a designated ‘minimum specification’ level design. It does notinclude high
availability or disaster recovery. This design includes separate Web and SQL servers, which is

recommended.
fig4.1.1
Internal Network Devices . Intemet Connacterd Devices i
12 ==0) CondocaDighial |1 : | Condaco Wayfinder
— romeere / Qutioak Smare e o= | Mokl Devices
F— : T
J
HEIP £ HITPS [part 60 /4 3o internal Natwork Interner
( Condeco Envirenment -

|5
JRe PN A
‘ SWTP Gatewsy

o ‘—bf\ =~
Sk

Candaca Databaye Server

Note: This design shows the usage of dedicated SQL server, The Condeco Database can also be
located on a SQL cluster.
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Resourcing

The following recommendations are based on a typical minimum specification installation. However,
please ensure the specification is agreed and discussed with the Condeco project manager or

Technical Consultant.

Processor Memory Storage”
Web Server 2 Cores 4GB 40GB
5QL Server 4 Cores 8GB 60GB

*Storage requirement is based on a dedicated partition.

Condeco Enterprise - Technical Overview Page 11 0f 28



8o 21T adey

M3INBAQ [EDILYD3] ~ BSPdIeuT 0Japuoy

uefyesiday 108 e ameq Sipoday @
- Tl—
TMM‘“ -ﬁ.ﬂntﬁ;@ {eei o) ngan
Aemayen gl
Jade] aseqeieg
. 52 1004 o {e@n tm.a 800
S N v
,—.||.|§1 ] Ms&."...:}:._. 3
J3M3E QAN COBPUDT  JAMIDS qa CoRpAOY SNI5 UBBDS ca2pu)
——{svr a0y sa1 & » g an
Aicoang ey o= s £33
~ !
r JAI.. avel 1247 GO 19487 JPrBS UBEIIS
| —]
* F 3
SdLLH/ dUH
WaWUoIALE coapuoy ; y
i — SqLLH / dLin
BuiRy SHOMBN feLLBYU 33\8‘_55...._.:._.:.._.:_ Hauejeg peon
s s i
| —
[HARG F([FOM Appuydep mapuoy

S83jA50 PAIIBULC) JBLLIBIL

J

SB3JAS(] YoMBN |eusaiu;

HOORNQ / 518 Solg afeusyy
4 JEUSIO caapuesy

susans |ey3|g +Q0Z

J

‘Rijigeyeae Y31y Suipn)aul uisap asudiaus (8481 y3if e uodn paseq si uBisap Bumoljoyay)

udisep asudiajug



Resourcing
The following recommendations are for an enterprise level installation.

Processor Memory Storage”
Web Server(s) 4 Cores BGB 40GB
SQL Server 6 Cores 16GB 100GB

*Storage quote is assumed to be on a dedicated partition

6. Condeco Active Directory Authentication
Explained

Condeco comprises of two elements to ensure a seamless log-in and user management
experlence for administrators,

* Aweb service application that runs as a network user account on the web servers.
This service is used for live LDAP queries and by the scheduled user im port task,

¢ Windows Authentication allowing users to have single sign on access through
internet explorer without needing to enter any credentials.

A scheduled task is implemented on one of the web servers that executes the Condeco user
import VBS seript. This user import script pulls user details from the configured domain(s}
and keeps any usemame changes updated. it Is scheduled to run on a nightly basis.

The following provides a walkthrough of users logging in to Condeco given multiple
scenarios:

* Auserisdirected to the log-in page and they enter their AD network log-in details,
The AD Authentication service (running on the web servers) queries the domain via
LDAP for authentication,

o Ifa user exists in the Condeco usertable and is authenticated in Active
Directory they are logged into Condeco.

o Ifthe username does not exist in Condeco, a user Is presented with the
create user account page (containing user details gathered from AD e.g.
emall, firstname, lastname) a user account is created in Condeco and the
user is subsequently logged into the system.

» |fthe user uses a compatible browser, Windows Authentication is used. The
username for the user accessing the Condeca website (SAMAccountName) is passed.
o Ifthe user exists in the Condeco user table they are logged in automatically.
o Iftheydo natexist in Condeco but have a valid network usemame that gives
them access to the page, then they are pushed to the log in page
{mentioned above) where they follow the AD log in process. Once they are
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registered, Condeco will find them In its user table and log them in
automatically

7.Condeco Outlook Integration

Condeco integrates with Outlook using an Outlook client side add-in, which does not require
any integration with MS Exchange and connects to Condeco Enterprise via HTTP / HTTPS.
The Condeco Add-in is based on add-in express technology.

Desktop requirements

e Microsoft Cutiook 2007—2013

¢ .NET Framework v2.0 for the instaliation package

» _NET Framework v4.0 for the add-in

& Latest version of MSXML

» Accessto Condeco Enterprise (v2.5.x) via port 80 or 443

Configuration

A Condeco resource will collect all of the relevant information to configure the Outlook add-
in package for your installation; this will include the host URL and additional settings that
may be needed for your implementation.

Deployment

The Condeco Qutlook Add-in requires administrator permissions to be installed. For SCCM
deployments the MSI must be run with highest privileges (elevated rights).

The add-in is supplied 2s a pre-configured MSI. This MS| also includes a setup.exe file for use
in manual installations (.exe allows users to right click and ‘run as administrator’) the
setup.exe is not used for packaging or deployment.

The deployment method used will be dependent on customer software distribution
solutions and packaging policies. The majority of customers use a packaging and
deployment solution such as SCCM to deploy to user desktops.

Prer user installation

This option allows only the user who is logged in at the time of the installation to use the
Condeco Qutlook plug-in. in order to install the Condeco Outlook Add-in, the user must
belong to the administrator group or have administrator rights on the local machine.

Per machine installation

All users that can log on to the machine can use the Condeco Outlook plug-in. This
Installation is not restricted to any particular user or account. In order to install the Condeco
Add-in the user must belong to the administrator group or have administrator rights on the
local machine.
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Note: If you require the ‘per user installation’, please inform your project manager.

8.Condeco Digital Signage

Condeco Meeting Room Touch Screens

Condeco Meeting Room Touch Screens are powered by a custom restricted version of
Microsoft Windows CE6 with a Condeco proprietary application running on the system.

The units connect to the Condeco core application (or dedicated screen server) via HTTP /
HTTPS. The units can be configured with a static IP address or DHCP and are powered by
Pok (Power over Ethernet).

For customers with 200+ room screens we advise the use of a dedicated screen server node.
Please see the enterprise design on page 13.

Note: the touch screen units are not compatible with an authenticated proxy service
(Standard Proxy is compatible). If a proxy is required it should not be authenticated For
HTTPS implementations SSL certificates should be verified at root lavel,

Condeco Desk Booking Touch Screens
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Condeco Desk Booking Touch Screens are powered by customized Microsoft Windows CEE
operating system with a Condeco proprietary application running on the systern.

The units connect to the Condeco core application Web Services AP[s. The Lnits can be
configured with a static IP address or DHCP and are powered by PoE (Power over Ethernet).

Detailed hardware information can be found in the ‘Condeco Desk Booking Touch Screens’
document.

Condeco Wayfinder

The Condeco Wayfinder is a web-based product that displays multiple upcoming room
availability or meeting lists, typically on large screens in receptions or communal areas.

The Wayfinder web page is designed to be displayed in the Chrome browser. To utllise the
Wayfinder functionality, a display screen with a connected PC to the Chrome Browser will be
required. This is not provided by Condeco,

In most deployments Condeco customers create a shortcut on the connected PC with the
Wayfinder URL set to open in kiosk mode. This is then added to the startup folder of the PC.

Condeco Enterprise - Technical Overview Page 16 of 28



Condeco Desk Booking Kiosk

The Condeco Desk Booking Kiosk is a user-friendly touch screen that enables staff to baok
workstations when and where they need them. The touch screen can be put in lobby areas,
on a stand or wall mounted creating an attractive and cost effective booking sotution. It
connects to Condeco Desk Booking software, providing a seamless desk boaking sclution for
a more efficient and flexible work environment.

Prerequisites

The Condeco Kiosk requires standard 240v power and comes with a UK 3 pin adaptor which
connectsto a 3 pin transformer.

Connectivity is provided via Ethernet cable and the unit supports both DHCP and static [P
address configuration.

The unit must be able to resolve the host address for the Condeco web application, as
standard on port 80 (HTTP) or port 443 (HTTPS). Further network connectivity is not
required.

If required, the unit can be supplied without an Operating System to allow customers to
install customized builds. However Google Chrome must be Installed and Local Admin
access must be provided to an account which can be shared with the commissioning
engineer. This requirerment must be communicated before delivery of the unit.

The unit can be delivered with or without RFID reading capabilities. If the customer does not
require access control card readings, this must be raised prior to delivery.

Additional Notes

The kiosk does not require any direct access or Interaction with the customer's domain or
sacurity access system.

The RFID reader reads the publically available unique identifier on the access control card
such as card serial number, and authenticates this value against a value stored against the
user's profile in the Condeco database.
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User card information is stored against a user’s profile.

+ The user self-registers their card to their profile at the kiosk using their domain
log in credentials, This is a one-time operation which allows a user to use their
access card to authenticate instead of their domain credentlals

9 Compatibility Matrix

# Fully compatible Fully tested against this version with no known major issues.
o] Not fully Fully or partially tested agatnst this version with known minor issues
compatible '
X Not compatible Fully or partiaily tested against this version with known major issues.
? Untested Untested against this version.
Web browsers Condeco Enterprise
IE6 X
IE7 X
IE8 W4
ES 7
IE 10 7
E11 7
Chrome 7
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Firefox 4

Web server(s) (Windows server / IIS versions)

Condeco Enterprise
Windows Server 2008 {IIS 7} X
Windows Server 2008R2 (IS 4
7.5)
Windows Server 2012 {IIS 8) 7
Windows Server 2012Rz {IIS 4
8.5)
Microsoft SQL server versions

Condeco Enterprise
Microsoft SQL Server 2008 7
Microsoft SQL Server 2008R2 4
Microsoft SQL Server 2012 7
Microsoft SQL Server 2014 ?
Microsoft Outlook Versions
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Dutlook Add-In v5.x

Outlook 2007 7
Outlook 2010 7
Outlook 2013 s
Outlook Web Access X

10. FAQ’s

Q: We use Outlook 365, does the configuration vary when implementing Condeco?

A: The Condeca Outlook add-in is a client side Outlook add-in. It does not integrate with
Exchange or have any integration to Office 365 web based interface. The add-in is deployed
anto client desktops and connects to Condeco via HTTP / HTTPS.

Q: Does Condeco support Multiple Domains/Forests?

A: Yes, Condeco supports the adding of multiple domains into its configurable connections.
Trust must be provided across the relevant domains and user account SAMAccountNames
should be unique across the domains.

Q: Does Condeco offer APIs?

A: Yes, Condeco has a wide range of APIs available which are under a licensed module of the
product. Piease speak with your account manager or technical lead to obtain AP specific
information.

Q: Does Condeco support Virtual Machines?

AYes
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Q: Does Condeco offer any SQL maintenance jobs?

A: Yes, Condeco require the set-up of scripts which will re-Index the database and clean up
data in tables to optimise performance,
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Appendix

Appendix A - Installation checklist

Overview

This section outlines the roles, services and prerequisites that should be configured before
an installation of Condeco can take place.

Please note that any items not configured may cause the Condeco installation to be delayed
or cancelled. For assistance with any of the items listed please discuss with your project
manager.

Preparing the web server

To prepare your web server(s) for a Condeco installation, certain roles and services must be
installed. The following is a comprehensive list of the roles and services that should be
instalied priorto a Condeco Enterprise installation.

Server Roles

« Application Server

*  Web Server ISS
Features

»  NET Framework Features
o NET Framework 3.5
o HTTP Activation
©  Non-HTTP Activation
» .NET Framework 4.5 Features
o .NET Framework 4.5
o ASP.NET4.5
o WCF Services
= HTTP Activation

* Message Queuing
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= Name Pipe Activation
= TCP Activation

*  TCP Port Sharing

* |IS Hostable Web Core

Application Server Role Services

.NET Framework 4.5

= COM+ Network Access

a  TCP Port Sharing

= Web Server lI5 Support

»  Windows Process Activation Service Support

o]

o Message Queuing Activation

o Named Pipes Activation

o}

HTTR Activation

TCP Activation

Web Server (IiS) Role Services

= Common HTTP Features

o

O

[¢]

Q

Defauit Document
Directory Browsing
HTTP Errors

Static Content
HTTP Redirection

WebDAV Publishing

= Health and Diagnostics

Condeco Enterprise - Technical Oveniew
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e}

HTTP Logging

o Logging Tools

o

Request Monitor

= Performance

o]

¢}

Static Content Compression

Dynamic Content Compression

»  Security

¢}

o

o

o]

¢}

Request Filtering

Basic Authentication

Client Certificate Mapping Authentication
Digest Authentication

IS Client Certificate Mapping Authentication
IP and Domain Restrictions

URL Authorization

*  Windows Authentication

o

o]

e}

Application Development
.NET Extensibility 3.5
NET Extensibility 4.5
Application Initialization
ASP

ASP.NET 3.5

ASP.NET45

ISAP| Extensions

ISAPI Filters

Server Side Includes

Condeco Enterprise - Technical Overview
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Preparing the SQL Server

The following requirements must be in place before the Condeco Enterprise installation
takes place.

Server collation is ‘Latinl_General_CI_AS'

‘Mixed’ mode is configured to allow the use of
both Windows and SQL authentication

Remote connections are enabled
TCP/IP is enabled

Default SQL port 1433 is open (1434 for
named instances). If altemative port Is in use,
please notify Condeco

The Condeco engineer wilf have the ability to
restore from a backup and create a SQL user

Default language of SQL account will be
“British English’

SQL user will have "Select’ permission on
tables and ‘Execute’ permissions on stored
procedures on the Condeco database where
‘DBO’ is not possible
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Additional pre-installation checks

The following additional requirements must be in place prior to an installation of Condeco
Enterprise

Adomain account has been created with a
password that does not expire. This account
should be local admin on the application server/s,
but only requires basic user permissions on the
domain

A DNS entry has been created

ffit is intended for users to access the application
over HTTPS, the certificate should be loaded onto
the web server(s)

DNS/IP address of SMTP server has been provided

Paort 25 is open and relay allowed from application
server on the SMTP gateway.

Condeco Touch Screens

Vinyl has been applied and allowed 24 hours
to dry (Glass mounting only)

Back plates have been mounted (Glass or
wall)

CAT5/CATE cable has been run and terminated

Connectivity between the screen location
and network/Condeco application has been
tested

Condeco Enterprise - Technical Overview Page 26 of 28



Cable is POE enabled

If static IP addresses are to be used, a full list
of these plus Default Gateway, Subnet Mask
and DNS server IP addresses have been
pravided

Condeco Enterprise - Technical Overview Page 27 of 28




About Us

Powering Change

Condeco is the leading provider of integrated meeting room, desk booking and space
utilisation technologies. Our robust software and exceptionally designed hardware is the
most feature-rich and versatile on the market.

Condeco’s complementary product suite is designed to provide a seamless experience, with
technology and insight informing one another to help you better understand and improve
your workplace. We are a full service company, uniquely positioned to provide clients with
an end-to-end solution and offer 24/7 support across the globe. Our integrated departments
encompass research, design, development, services and support.

Condeco powers your business to change the way you work and manage your real estate
more effectively.

Who We Work With

Millions of people are using Condeco worldwide, including some of the largest blue chip
organisations across the globe:

Our Global Network

Condeco has offices across America, Asia, Australia, Africa, Europe and the Middle East as
well as strategic partners across the world.
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1. Service Introduction

Condeco’s enterprise hosted service is a ‘private cloud’ solution providing customers with
secure, resilient infrastructure that has been designed to perform at optimal levels
regardless of scale and geographic spread of the user base.

Condeco provides customers with a dedicated virtual server environment on which to install
and run the Condeco application. These are all hosted within a high security data centre
operating to the highest industry standards. The hosted solution is fully resilient with off
campus disaster recovery, thereby giving peace of mind as well as global enterprise-fit
performance.

The hosted sclution is fully supparted by Condeco and underpinned by Industry leading
Service Level Agreements.

The solution is fully scalable enabling it to grow with our customer's business so that they
can leverage Condeco’s market-leading workspace management solution across their entire
enterprise,
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2.Service Benefits

The Condeco hosted solution provides organisations with the following features and
business benefits.

Scalability - We provide our customers with fully scalable infrastructure on which to host
their Condeco Workspace Management solution, enabling them to upscale or downsize
according to the demands and requirements of their business, without facing the often
prohibitive infrastructure costs. Candeco are able to scale solutions to meet any
requirements. We help organisations react quickly to their business needs, whilst operating
and financing efficiently.

Performance - We provide our hosted customers with the optimal performing environment
on which to run their Condeco Workspace Management solution. Our hosted environment
has been designed by Condeco with the knowledge and expertise of deploying our soiution
to hundreds of customers worldwide. Our systems architecture and design is specified to
deliver the highest achievable levels of speed and availability. We provide our hosted
customers with the canfidence that they will be able to meet the performance expectations
of their user community and fully realise the range of business benefits assaciated with the
Condeco application.

Resilience - Our systems architecture is fully resilient across all key facets including servers,
storage and connectivity. We use industry leading tools to proactively monitor all aspects of
our hosted solution on a 24/7 basis, Condeco committe providing 99.9% uptime to their
hosted customers. Our customers have reassurance that the Condeco application will
always be avallable to their user base, all day, every day.

Support - Our hosted customers have a single channel for all aspects of Condeco support —
(core infrastructure, hardware and/or software) - in the shape of our helpdesk. This ‘one
stop shop’ ensures that issues can be quickly and fully evaluated, with an expedited
resolution path that simply isn’t possible in a multi-vendor situation. Suppert is available on
a 247 basis. Our support team work to defined Service Level Agreements in orderto
respond quickly and fully to our customers’ needs. Our one stop support model provides
fully accessible expertise and allows our customers to remain efficient.

Security - Condeco takes security very seriously. Our physical environments exceed the
highest industry security standards. Our network and data secu rity operates within
recognised standards using approved protocols and policies. Condeco alleviates the
headache and management overhead associated with maintaining a highly secure
environment,
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3.Why Opt for a Hosted Service?

3.1. Hosted vs. On-Premise

Whether opting for hosted or on-premise solution, the customer will still buy and ‘own’ the
software, The simple differences lie in where the software is instailed, and who owns and
manages the underlying infrastructure.

Organisations often desire the control and perceived peace of mind that comes with
installing and managing software on their own infrastructure, i.e. on-premise. These
organisations will face additional upfront costs associated with procuring and installing
hardware and their associated software licenses. They also are prepared to absorb
additional running costs associated with the support and management of the infrastructure.

Organisations that face budgetary constraints, or who do not have capacity within (or the
support of) their IT team, may find that a hosted sclution is better suited to their
requirements. In this scenario the infrastructure costs are sold within a service pricing
framework (e.g. monthly pricing) and the entire infrastructure is managed, operated and
supported by the supplier. The service can be set-up quickly; all the customer requires is
reliable network connectivity into the hosted centre,

Because in both scenarios the organisation ‘owns’ the software, they always have the choice
to bring the application on-premise at a later stage, (or vice versa) should their situation

change.
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4. Why Opt for Condeco Hosted?

Those organisations that have concluded that a hosted Condeco solution is the right option
for them are now faced with a further two optians to consider:

Does the organisation have the Condeco application hosted on an existing
or selected hosting vendor's infrastructure? Or,

Does the organisation select Condeco to host the application on their
behalf?

By selecting Condeco ta host their solution on the organisation’s behalf, further rafts of
benefits are enabled.

Confidence - Condeco’s hosted infrastructure has been designed by Condeco, for Condeco
solutions. It is specifically designed to optimise application perfarmance, whilst providing
the resilience and security expected by our global customer base.

Ease and Efficiency - By having the entire solution delivered by Condeco, the organisation is
provided with only one channel to deal with for delivery, management and on-going
communication. This significantly reduces the management burden and allows the
organisation to focus its efforts on thefr core business.

Expertise — Condeco has in-house expertise across the application and hosted
infrastructure, providing peace of mind in service delivery. Ifthings do go wrong, then
Condeco has fuil end- to-end visibility and control over fault diagnosis and resolution. This
means that issues are resolved more quickly and that communication around problems is
more cohesive and informed.

Cost Efficiency - By using one provider for both the application and hosted infrastructure,
costs are minimised,
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5.Technical Features

5.1. Performance
Condeco provides an optimally designed hosted environment underpinned by:

a dedicated Hyper-V virtual database cluster providing best-in-class
virtualized performance (multi-core/32blt/64bit)

Load balanced web servers to optimise processing speed
Load balanced screen servers {for room/desk screen customers)

Dual routed network connectivity delivering up to 100Mb per connection

5.2.Resilience

We provide a fully robust hosted solution designed to deliver 99.9% availability, Our hosted
solution has the fallowing key features to deliver resilience:

Clustered Hyper-V virtual server environment

Connectivity (‘P Multi-homed’ by Level 3) dual routed through separate
switches and separate carriers

Centralized high availability SAN storage

Hardware *N+1’ resilience, eliminating single point of failure across server
and network infrastructure

Full network performance monitoring capability including
availability/uptime monitoring, traffic/utilization monitoring, device heaith
monitoring, network mapping, port mapping, network analysis amongst
others

Full server performance monitoring capability including Windows
monitoring, Hyper-V monitoring, SQL server monitoring, systern heaith
monitoring, application, process and log file monitoring amongst others

2417 alert system into our India based support centre who have full access
to interrogate hosted infrastructure and execute recovery plans

Full data backup using commen rotation scheme with three backup cycles
(grandfather-father-son). Backups taken daily on a First In First Qut (FIFQ)
basis with data held for 12 menths as standard

Computerised Building Management System (BMS) to monitor physical
environment
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Redundant high capacity power supplies with both UPS systems and
standby generators

Afully replicated non-resilient Disaster Recovery environment hosted off-

campus with manual intervention ‘warm-start’ within hours of incident

5.3. Security

Cur primary data centre is provided by our racked space partner, Telecity, and located in
London’s docklands. Key physical security features inciude:

permanently manned security presence at our data centre

a multi-layered physical security approach including a secure perimeter,
biometrics and video surveillance

Tightly controlled entry, with strict procedures in place to monitor and
control visitor access both into and within the data centre

We operate a high level of data and network security through a number of policies and
protocals. These inciude:

551 encryption to transmit documents and data safely and securely over the
internet

Certified industrial firewalls to ward off cyber attacks

Password policies that control and protect from unwanted access

5.4. Scalability

The scale of a hosted customer’s Condeco Workspace Management deployment can be
quickly and easily grown or downsized to support business demand.

We have access to unlimited physical racked space and can quickly and seamlessly add
Hyper V clustered server on them to meet any new requirement.

5.5.Support and Service Level Agreement

We will promise to deliver or exceed 99.9% availability on our hosted environment.

Our global support team can be contacted 24x7x365 by
- E-mail Primesupport@condecosoftware.com or;
- Telephone support helpline on +44 (0)845 548 0036

Our support team provide global 24/7 support and operate against the Service Level
Agreement below;
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Priority  Severity Description Response Comm'n  Recovery

Time Frequency Time
1 Critical ~ Complete unavailability of the 30 Mins Hourly 4 hours
system, or so severely limits
functionality or performance
that day to day business
cannot be continued
2 High Key system functionality is 2 hours 4 hours 24 hours
unusable orinoperable
causing severe business
process disruption or affected
screen failure results in
reputational damage
3 Medium  System functionality affected 4 hours Asagreed  60hours
resulting in some aspects of on
department/business not individual
working as per normal or basis
multiple screen failures
4 Low User inconvenience, limited Next Day As agreed 240
to single or <5 users whereby on hours
issue does not disrupt individual
business process and basis

warkaround exists. Also
covers functional questions
and isolated hardware
failures

Ourinternal escalation process Is Intended to natify and brief various levels of management
throughout the life cycle of technical issues. This ensures that the appropriate resources within
Condeco are utilised to resolve outstanding technical prablems as efficiently as possible.

The following schedule shows the manager recelving notification, and the elapsed time at which
notification is given, according to the Priority Level; escalation continues until the issue has been
resolved or a satisfactory workaround has been implementad:

Person Notifled Prority 1 Priority 2 Priority 3
Account Manager 1 4 48
Global Support Manager 1 4 72
Head of Operations 2 8
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This support model is aligned to our global prime support agreement which is provided to all
global enterprise customers with multiple location deployments. In-country or single/few
location deptoyment customers may want to consider other our other available support
models for hosted.

5.6. Data centre Partner

We have carefully chosen to partner with Telecity in order to provide a world class hosted
offering to our customers.

Telecity is a European leader in the provision of premium carrier-neutral data centres. They
have a wide network of data centres in prime city centre locations across Europe. Condeco
believes that Europe provides the ideal location for hosting its Workspace Management
solution for a global customer base.

First established in 1998, Telecity now has an enviable list of clients including many well-
known global blue chip companies. Telecity has won numerous industry awards reflecting
the high calibre of their people and the high standards they operate against.

Whilst located in Telecity's data centres, the server farms are owned and fully managed by
Condeco Ltd.

Our data centre has been awarded the 15027001 standard for security management. It
specifies the requirements for establishing, implementing, operating, monitoring, reviewing,
maintaining and improving a documented Information Security Management System. The
standard ensures best practise for security controls to protect information assets.

Qur data centre has also has been awarded 1509001 (Quality Management), 5014001
{Environmental Management) and 1S022301 (Business Continuity Management).
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7.About

About Condeco

We are the leading provider of meeting room and desk booking solutions, as well as
advanced digital signage solutions.

Our robust software and exceptionally designed hardware is the most feature-rich and
versatile on the market. It powers your business to change the way you work and manage
your real estate more effectively.

Our complementary product suite and service delivery means, we spare you the headache of
having to manage multiple vendors.

Ourvertically integrated departments encompass R&D and design - leading the way in
software and hardware innovations - through to delivery, support and upgrade.

Who we work with

Today, we work with around 400 companies worldwide, including over 30% of the FTSE 100.
We have offices in the Europe, USA, Australia, Asia and the Middle East, as well as strategic
partners across the world. Our strategic partners enable us to respond quickly to client
demands with 24/7 customer support. They also extend our global reach, enabling us to
provide scalable solutions to companies with real estate assets worldwide.



Contact

Europe (Head Office)

8th Floor Exchange Tower
2 Harbour Exchange Square
London Ei4 8GE

Tel +44 {0)20 7001 2020

europe@condecosoftware.com

Americas

370 Lexington Avenue
Suite 1409
NewYork NY 10017

Tel +1 917 677 7600

americas@condecosoftware.com

Asia

703 Vatika City Point,
Sector 25, MG Read,
Gurgaon 122 002 India
Tel+91 124 414 2643

asia@condecosoftware.com

Australia & New Zealand

Level 2, 10 Bond Street

Sydney
NSW 2000
Australia

anz@condecosoftware.com
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Middle East

Almas Tower, 49th Floor, JLT
P.O. Box 340505

Dubai

United Arab Emirates

Tel: 971 50 457 8924

MiddleEast@condecosoftware.com

South Africa

45 Wessel Road
Rivonia

2128 Johannesburg
South Africa

Tel: +27 (0)11 844 9900

Africa@condecosoftware.com
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Overview
The maln features of Advanced Reporting are;

= The abiiity to create custom reports based on the clients requirements

e The abllity to utilise most of the database values within Condeco to design a report.
e Reports can be exported into Excel or Adobe pdf.

¢ Reports are run in “real time” and can be modified and re run Instantly.

« Reports can be saved and rerun at any time.

This guide sets out to Introduce the user how to start unning and configuring thelr own reports.

Advanced Reporting Engine
In order to access Advanced Reporls & user neads o be at least a Group Administrator.

[¥3 COTien [+ retcoms mosas seaa TSZ012 | $1:00:38 ®POT et #Prnfie B Log st
Vo Repats | Craatn e
_ Weew Raporie J Creats New N Viaw Raports / Creats How
Pavking Hapirts Contains visitor related reports
iy uar Raporhs iy Balvary Reparls
f.  view Bapartn / Craste Paw [#°  sirw meports 7 crasta wew
Usar raluted raports Deiwery raports
Kiy  Wanoarcs Reports
i, vmw Reports  Creste New
TesCWTA reporky
- b — kit
Ratm Bocking
Click <Advanced Reporte> in left hand navigation pane.
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In the left menu bar the reports are categorised into the 7 modules of Condeco;

* Room Booking
+ Desk Booking
+ Paring

e Visitors

s User

¢ Delivery

¢ Resources

They are also displayed in the right hand window.

By clicking one of the icons in the left hand navigation menu or <View Reports / Create New> under
any of the headings in the right hand window displays the various raports available.

Click <View Raports / Craate New> under the Room Booking.

& Condeco Limilad 2013
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The Advanced Report Tabs
m Booking Reporky Gregle New Report  ° _;
LI. Standard Eﬂs Mpdified Standard w Custom Reports. Formatted wmi L&WWB I
Thase reports cannol ba delelud or modifled
" Rapert Nama Rapart Dascnpiion T m et
} Booking by Particular Ttam Booking kry Particulsr Jtam Bun £ Esiit |
i Booidng Item Raport Rapormescription Run f Ediz '
{ Cataring Caot Raport RepartDascription Ruan 7 Eclit
‘mnmmmwwmm AsporiDescriptionCort Centre Report Bun { EdE !
Cast Codas Report RaportDescription Aon { Edit -
: Cont Cantrat Repurt Groupad by Ttsm ReporiDenaription Runj Bt -
! Fnance/Services Wy Sub Group - Cataring  RaportDescRinance/Swrvices By Sub Group  Bun / Edit |
Reapurca uanpe ReporiDestriptien Rum { Edit
Rnom Backings ReportDescription Bun/ EdM
:mm'wmparmarmm ReportDesaiption Bun / Eos
jPogelof2 () [1] 2
The & different report types are explained below
Tab Title Description Editable? Output Format? Deletabie?
The original default
Yas (Saved under
Standard | Condeco repors.
Modified Standeard Excel or PDF No
Reports | These cannot be Reports)
amended.
Modifled | Any Standard Reports
Standard | that a user amends Yes Excael or PDF Yes
Reports | are saved here.
Reporis that the user
& has creatad from Yes Excel or PDF Y
or es
scratch.
Created for the client
3 without th rti N T N
out the reporting o O screen o
Reporte
engina.
Legacy | The “original” Condeco
No To sereen No
Reports | reports.
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The Reporting Engine
Standard, Modified Standard and Custom Reports all use the “Condeco Reporting engine”
Each report type acts as a base upon which different reports can be built.

By clicking <Run / Edlit> to the right of any of the report types above opens the Report Engine Ina
separate window {or a new tab depending on the browser).

Overview of the Reporting Engine

— - o
thy Passls adas jrem

ars 3t

A 1 [

BT I o S
L 1T fa (L]
e 19:00 L] e
TR B iy Pyt Ll
2Ram1 AN Ll Al fi ¥ A
Lo DR EL L) ey iyt (1=
INE L N0
L TREN 143
TN kb [EET

[1] cumrent Location & Time Perlod Fiters (to amend these; click Change Filters

[2] Formattool bar (hover the mouse over a button to see a description).
EI Flelds used In current report (see page 7)
E Edit/Create filters (see pege 9)

The format tool bar allows any edited reports to be saved (Standard Reports are saved in the
Modified Standard Reports tab).

© Condeca Limited 2013
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The Format Tool Bar - Show Field Selection

Page 7

Leaving the mouse on any of the buttons in this tool bar displays a pop up explain its function.

Clicking Show Field Selechon Windew  ieplays a list of ALL fields avaiable to report on.

» & current fields being used have a check by them
» Add - Add this field to the current report.
» Group - Group by this field on the report (more than one field can be selected).

Where applicable mathematical functions can also be applied fo a field, for example look at the Coat

field selections below;

Tehl Cont ¥
Cit Cappre

Cout Cantrazt

Quartny

tink Do

L B3

—

Additional filiering can now be applied to each field of the report.

© Condeco Limited 2013
Sth Fioor Exchange Tower, 2 Harbour Exchange Square, London E14 $QGE, United Kingdom
T: +44 (0)20-7001 2020 » F: +44 (0) 20-7001 2030 = URL: wwav.condecosoftware.com

Sum = Total amount
Average = Average

Count = A count of all tems
Max = Maximum amount
Min = Minimum amount

G = The Total is presented by
Group (totals appear on each row
of a report).

T= Total Amount (totals appear at
the bottom of a repart).

By clicking | MOGHY_] at the
bottom of the soreen the report is
rerun in the original window.
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Filter by Field

Once a report is <Run> fields can be configured further. For example clicking the drop down arrow to
the right of any field allows the user to select all items in that field, or to select Individually;

— 1

Primary Room Name i _ In this example (All) Primary Room

et — =X T = =

I——— — ) . ﬁ; Names can be selectad or click a room
AAA Room 3 = :
name ta salectit...

AAA raom 5
AAA TEST ROOM 1
Canary Rogom 1 -

Additional Filters by Fleld

Each field can be filtered further by clicking the filter icon

The following pop up appears;

« Begins with The user can then filter using these
Contains options, for axample; Begins with
Ends with Board Room...

Equals

Doasn't mgual

1s lass than

Is lesg than or equal to
Iz greater than

I Is greater than or equal to

© Condaco Limited 2013
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Pege D

Grouping Reports by Field
A field can be selected using <Show Field Sslection Window> and chacking the tick box under G
{see page B).

Or, when a report has been generated simply drag a field onta the top row.

The following report is being filtered by “Booking Type”.

F-'-lmi
TG Fateng 1B Bockry Tele & - Prmov Rotee kowa T T ey
% 1 k4 f
Sy of Tousl Ceit-w E47
Hae & Yot Cobt e 15,13
o Takek Conll 4 00
O Cramg ya!

4 = Sort by smallest to largest (or A to Z)
¥ = Sort by largest to smallest (or Z to A)

Drag other fields to the top row to additionally sort by them, the order of sorting is from left to right,
every time a field is “dragged and drepped” the report re runs in order to display resulis instantly.

. i '! E:
= I Hover the mouse between two fields to adjust the width of the column, (Useful to see more data
In a row).

& Condeco Limited 2013
5th Floor Exchange Tower, 2 Harbour Exchange Square, London E14 9GE, United Kingdom
T: +44 (0)20-7001 2020 » F: +44 (0) 20-7001 2030 « URL: www.condacosoftware.com
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Create Filter (Filter Builder)
The create filter appears at the bottom left of the screen and can be used to apply edditional

conditions to a repart;

By clicking © “CERR.AREL e toiiowing window opans:

Fiter Bufder Ix} Clicking And would open all argument funciions,

And ©
Clicking © would add another leval to tha filter.

— (The additional argument functions).

= Add Group
T, add Condition !
¥ Remove '

Words In blue underline are current fields used in
the raport.

Fiter Bulder x|

and &
Booking ID ls grester than 300
Words in green underline are additional equations.

A typlcal filter would look fike this...

@ Click <OK»> to apply the filter

Save and close any changes to a report by clicking <Save> or <Save as> on the format toolbar.

© Condeca Limited 2013
5th Floor Exchange Tower, 2 Harbour Exchange Square, London E14 BGE, United Kingdom
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Create New Report (The New Report Wizard)
The New Report Wizard allows the user to creata a totally new report to suite their requirements.

From the homepage click L CTeate New Repert |
The Wizard has 4 pages;
Page 1 Chose the raport type (from the seven Condeco modules see page 3)
Fo Chose the report group (Standard, Modified Standard, Custom, Formatted,
e legacy, see page 4)
Page 3 Chose the fields/groupings & summaries (see page 6)
P‘F:" Choose Name and Description
Exporting Reports

Standard, Modified & Custom reports can be exported in MS Excel or pdf format.

Click <Export to Excel> or <Export to PDF> on the format toclbar.

& Condecao Limited 2013
5th Flgor Exchanga Tower, 2 Harbour Exchange Square, London E14 BGE, United Kingdom
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Appendix 1 Room Booking Reports

A list of Standard, Formatted and Legacy room booking reports.

Standard
Report Name Report Description
Dooking by Particular  pooking by Particular Ttem

Booking Item Report 'El,'gls rep:rr::dpur:we\;l:lgs c.{:.talled Information about items that were

Catering cost report gives infarmation about the cast of catering
Catering Cost Report Items that were booked. It contains total cost, cost centre

Cost Centre Report
Grouped by Cost ‘;‘2;: report shows the total costs per cost centre and the overall

Centre

This report shows the booking Information per group of items. For
g?_:ﬁ:::tx f;f: i example all orders and baoking information for Tea Item will be
grouped under a single heading.

All booking tems are shown with the relevant cost centre displayed
as the first column

Finance/Services By Catering orders are grouped by the requestor, subcategery and the
Sub Group subgroup of the items.

Shows the costs for each Group in the system. The data Is further

Resource usage grouped by the Resource & Services category (Meeting Rooms,
Catering, Equipment, Supplies) ard the individual Resource or
Service (Tea, Room1,ete.)

Details regarding room bookings are displayed. Available filters
Room Bookings intlude hast name, floor and room name,

Cost Codes Report

i:;‘ice By Booking All ltems are displayed with thelr booking ids and cost detalis.

Formatted
— - R aaal : 1
| Report Name g ReportiDescpton ™ o ©
. A detailed formatted report for all meeting room bookings, and
Banqueting Report assoclated ltems. Ordered by time of the meeting

. A detalled formatted report for all meeting room bookings, and
Dally Summary Report .o ciated items. Ordered by time of the meeting

Room slgnage report A report that can be printed out and used outside Meeting Rooms.

© Condeco Limiled 2013
Gth Floor Exchange Tower, 2 Harbour Exchange Square, Landen E14 §GE, United Kingdom
T: +44 (Q)20-7001 2020 = F: +44 (0) 26-7004 2030 » URL: www.condecosoftware.com



Legacy

Page 13

Report Name

Report Description

Booking Item Report

Detailed itam report showing all ordered items
and Includes a summary, payment and refund
details.

A simple excel spread sheet report showing

Catering cost report catering costs per booking, cost codes grouped
by delivery date.
Cost Centre Report Report detalled all items ordered and a total.

Cost Centre Report Grouped by Cost Centre

A report that detalls all items ordered induding
meeting rooms and total costs, grouped by cost
code

Cost Centre Report Grouped by Item

A report that detalls all items ordered including
meeting rooms and total costs, grouped by
Item

Cost Centre Report Totals

Fadilities List Report

Finance/Services By Sub Group

Instant Meetings Number of instant meetings.
Detalls of the meetings and thelr requestor that
No shows report have been bumped or marked as no-show.

Includes the total meeting time.

Resource Id report

Excel Report used to show resourcelD detalls
for Condeco Screen pragramming.

Resource usage

A report grouped by resource showing the
number of items booked. Can be drilled down o
the actual item booked.

Resource usage by person

Drill down report grouping booking ems by the
user who reguested the item.

Room and equipment, booking reports

A report detalling the meetings and any
equipment required for a meeting.

Room bookings

A simple report detailing room bookings.

Room Usage Analysls

report detalling the number of minutes and
hours spent In meetings grouped by room.

Room Utilization {Default max occupancy)

A report grouped by room, showling the number
of bookings, and how many attendees In the
room as compared to the rooms maximum
defeult occupancy.

Room Utllization (List)

A report detailing by room, the utilisation of
that room by booking slot. Set-up and clear
down times are not Included In this report.

Room Utilization with no show

A report detalling by room, the actual utilisation of
that room by booking slot after no-shows have
been accounted for. Set-up and dear down times
are not Included In this repoit.

Service By booking group by time

A detalled report showing afl ibems ordered grouped
by time.

Service By booking ftem report

A detalled ordered tem report that Includes
payment and refund detalls,

Service By booking report

A master / detall report showing both booking
information and Items ordered per booking.

Service By cancelled booking report

A master / detail report showing both booking
information and tems ordered per cancelled
booking

Service By room

A master / detall report showing bookings and any
associated orders grouped by room

Simple room bookings report

A simple list report showing only very basic booking
detalls,

6 Condeco Limitad 2013
5th Fioor Exchanga Tower, 2 Harbour Exchange Square, London E14 9GE, United Kingdom
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A drill down report grouped by date showing total
Total setup cleandown times report setup time, dean down time and meeting counts.

VYC Report Video Conferenca Detalls

A report duplicating the vendor reports that are
available from the vendor system. This report

Vendor Report shows meeting details in addition to fem required
grouped by delivery time.
Vender Report {Single Page) Vendor Report (Single Page)
© Condeco Limitad 2013
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Appendix 2 Room Booking List of Fields
A list of fields thet can be used to generate raports., itams with a * can be further reported on with the

functions on page 7.

General Flelds

Is Primary Room
Booking ID
Resource&Services
Number Attending
Moeeting Title
Booking Type

Is No Show?
Booking Notes
Time

Start Date

End Date

Start Date (w)

End Date (w)
Start Time

End Time

Start Year

End Year

Start Month

End Month
Delivery Time
Collection Time
Catagory
Category

Sub Category

Sub Group

Cost

Total Cost

Cost Cantre
Quantity

Unit Cost

Host

Hast

Host Phone

Host UserlD

Host Email
Department
Business Category
Requestor
Requestor
Requestor Phone
Requestor User ID
Requestor Email
Geography
Country

Reglon

Location

Group

Room

Room ID

Floor

Time Used
Booking Duration *
Setup Minutes N
Clean Down Minutes *

w & % 0w

Sth Floor Exchange Tower, 2 Harbour Exchange Squara, London E14 SGE, United Kingdom
T: +44 (0)20-7001 2020 « F: +44 {0) 20-7001 2030 + URL: www.condecosofiweare.com
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Event Management
Client Name
Contact First Name
Contact Last Name
Event Name

© Condeco Limited 2013
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Appendix 3 Desk Booking Reports
Standard Reports

Report Name ! Report Description
Desk Buth Fm& s-hms—ﬁé-aéi‘_s that \nreleilimped by thelr geograﬂ]l'c_liﬁ;mﬁﬁt;n
P (location, fioor,group) , by date and by the person that made the booking.

This report shows the desk eosts by booking person, date and geographical information

Desk Costs
{location,group,floor).

Desks Allocated  This report shows the desk allocation per person, by date and geographical information
to People (location,group,ficar)

Lagmey
Report Name

_AI_I_LE;STO:T)ESIE Group !
Boakable desk utilization by person
Desk Allacated to people
Desk Bump
Desk Check in and Bump
Pesk Costs
Desk Usage By Person
Desk User Performance
Desk Utllization

Desk Utdlization (Extended)

© Condeco Limited 2013
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Appendix 4 Desk Booking List of Flelds
A list of fields that can be used to generate reports., items with a * can be further reported on with the
functions on page 7.

Desk

Desk Type

Desk Name

Am Only

Pm Only

Auto Release

Is Bumped?

fs Booked? *
Is Released? *

Cost
Cost/Day
Cost/Half Day

Start Date
Unitil Date

User
Allocated to
User ID

Geography
Country
Region
Location
Group
Floor

Department
Department

@ Condeco Limited 2013
5th Floor Exchange Tower, 2 Harbour Exchange Square, Landon E14 9GE, United Kingdom
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Appendix 5 Parking Reports
Standard Reports

Paga 18

{ Report Name

Parking Bookings by Parking Location

. Report Description
' This report displays the parking bookings by their location

Legacy Reports

: Report Name

% Parking Bookings by Parking Location
Parking Utilization
Short term parking

Report Description

© Condeco Uimfted 2013
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Appendix 6 Parking List of Flelds
A list of Standard, Formatted and Legacy Reports.

Parking
Parking Name

Parking Scheme
Car Registration
Booking ID

Time

Start Date
End Date
Stari Date (w)
End Date {w)
Start Time
End Time
Start Year
End Year
Start Month
End Month

Geography
Country
Region
Locaticn

© Condeco Limited 2013
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Appendix 7 Visitor Reports
Standard Repaorts

Report Name - Report Descnpbion
"This report shows the visitor arrivals by visitor Infarmation (name, company), visiting information
{name) and relevant dates (visitor created, and visitor arrived)

Visltor Arrivals

Visitor List Visitor List report
Visitors Visitors repaort by date

Legacy
Report Name

" Vislior Arrivals
Visitor List
Viskors

© Condaco Limited 2013
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Appendix 8 Visitor List of Flelds

A list of fields that can be used to ganerate reporis.

Visitor

Visitor 1D

Visitor Name
Visitor Company
Visitor Phone
Visitor Email
Visitor Pass Type
Visitor Number
Sent Email

Sent Phone

Sent SMS
Location Name
Is VIP?

Visltor Category
Added By

Birth Date

Notes

Direction Emall Sent?
Notes

ls Walk-in?

Visiting

Visiting Name
Vislting Phone
Vigiting SMS
Visiting Location
Visiting Email

© Condaco Limited 2013
5th Floor Exchange Towat, 2 Hasbour Exchange Square, London E14 8GE, Uinitad Kingdom
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Visit

PassRetumned

Is prebooked?

Purpose Of Visit

Armrived on the same day
Arrived early?

Notification
Notify Email

Netify Phone
Netify SMS

Date

Arrive Time

Depart Time

Vigit Time

Visit Date

Create Date
Direction Email Time
Collect Time

© Condeco Limited 2013
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Appendix 9 User
Standard Reports

Report Name Report Description

Basic User Report  Report showing detalls for users.

Legacy

Report Name
Nos?winbyalll.lsers
No show by user(s)

© Condeco Limited 2013
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Appendix 10 User List of Fields
A list of fields that can be used to generate reports.

User

User ID

User Name

Title

First Name

Last Name

initial

Email

Telephone

Moblle

Extension

Fax

Caost Code

Is parking admin?

Parking Days per Week
Parking Days per Month
Default Location

Staff Number

Parking Booking O7

Desk Slots per Wesk
Employee ID

Company
ExtemnalMeetingRooms
UserSelectExternalProvider
AdminExtemnalRequests
DisplayRequestsOnDelete
UserPreApprovedForExternalBockings

© Condeco Limited 2013
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Appendix 11 Delivery Reports
Standard Reports

_ Report Name |
ooking by Partciar e ’
Booking Item Report

Catesing Cost Report

Cost Cantre Report Grouped by Cost Centre

Cost Centre Report Grouped by Ttem

Cost Codes Report

Anance/Sarvices By Sub Group - Catering

No Show By All Users

Service by Booking

Service By Booking Group by Time:

© Condeco Limiied 2013
th Floor Exchange Tower, 2 Harbour Exchange Square, London E14 8GE, United Kingdom
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Appendix 12 Delivery List of Fields
A list of fields that can be used to generate reports., items with a * can be further reported on with the
functions on page 7

Cost

Total Cost .
CostCentre  *
Quantity *
Unlt Cost *

Host

Host

Host Phone
Host UseriD
Host Emall

Requastor
Raquestor
Requestor Phone
Requestor User ID
Requastor Email

Geography
Country
Region
Location
Group
Room
Room ID
Floor

Time Used

Booking Duration *
Selup Minutes "
Clean Down Minutes *

Payment
Payment ID
Order iD
Payment Status
© Condeco Limited 2013
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Total Payment
Payment Date

Pay Expiry Date
Payment Location
Payment Email
Payment Message
Payment Referenca
Payment Type
Payment Transaction ID
Receipt Name

Pay ltem Cost
Quantity Paid

VAT Rate

Pay ltem Charge
Base ltem Cost
Paymaent User ID

Refund
Refund Reference
Refund Date

€ Condeco Limited 2013
5th Floar Exchangs Tower, 2 Harbour Exchange Square, London E14 9GE, Unlted Kingdom
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Appendix 13 Resources Reports
Standard Reports
Report Name i Report Description
Basic Resources Report This report dispiays all the reports n the system, with thelr geographical normation,
Hot Desk Numbers Hot Desk Numbers report
© Condeco Limited 2013
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Appendix 14 Resources List of Flelds
A list of Standard, Formatted and Legacy Reports, items with a * can be further reporied on with the
functions on page 7.

Resource
Resource ID
Resource Hem ID
Resource Type
Category

Sub Category
ltem Name
Country Name
Country ID
Region Name
Region ID
Location Name
Location ID
Group

Group ID

Floor

Avallable From
Available To

© Condeco Limited 2013
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1.Document Purpose

The document is primarily intended to explain and clarify the support provision for the
Software Support of the application which includes Incident Management and Problem

resolution including Defect Management. There Is a section specifically provided to explain

the Hardware Support including replacement and return of hardware.

In this document the words and expressions set out below shall have the meanings

attributed to them;

Glossary of Terms

“Critical Defect”

“Major Defect"

"Standard Defect"

"Minor Defect”

"Critical Screen Defect”

“Screen Defect”

*Non - defect”

"Working Days"
“Working Hours"
"CRI"

"Hot Fix”
"Service Pack”
"RCA"

HQAII

defect that, in The Client’s reasonable opinion, causes the
Licensed Software to be unusable for all users.

defect that, in The Client’s reasonable opinion, causes the
Licensed Software to be unusable for over 50% of users

defect that, in The Client’s reasonable cpinion, causes the
Licensed Software to be unusable for 109 of users

defect that, in The Client's reasonable opinion, causes the
Licensed Software causes inconvenience to some of the users

fault on a screen that renders it unusable,

fault that effects the normal operaticn of the screen, but does
not render It unusable

reported incident which is determined not a defectin the
llcensed Software. This includes questions of usage or
configuration and requests for services such as updates and
license change.

Monday - Sunday

00:00:00 to 23:55:59

Client Reported Issue

formal code change for a specific CRI

an amalgamation of Hot Fix releases into a single deliverable
Root Cause Analysis

Quality Assurance

Support SLA & Engagement Info
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“IMAC? Instalt, moves and changes

"DLL* Dynamic link library

Support SLA & Engagement Info Page 4 of 17



2.Support Structure Overview

2.1, 1st Line Activity

Within the Condeco Support structure the responsibility for the initial point of interaction
requiring Support of the Condeco application resides within the 1st Line Teams. Actions
taken by the team will include:

Classification and initial support

Incident recording

Incident investigation and diagnosis

Resolution and recovery, licensing

Incident closure

lncident ownership, tracking and Client communication
Provision of new licenses

Functional escalation from 1st Line to 2nd line team

2.2.2M Line Activity

2nd Line act as an escalation paint when an incident cannot be resolved by the 1st line team
orwhen the incident needs to be resolved in a timeline of an urgent nature when the 2nd
line experience and knowledge can provide a quicker response.

Actions taken by the 2nd line team will include;

»

Investigation of data provided to Condeco, typically of database logs or
configuration details

Remote access to the local infrastructure

Onsite visits

Change Board meeting

Account review meetings

Bespoke reports

Updates versions in line with SLA

Functional escalation from 2nd line to 3rd line

2.3.3" Line Activity

3rd line provides a service for hot fixes and Service Packs for defect resolution. They will
manage the support created CRIs, escalations and own the prioritisation and delivery of all
hot fixes. The team will document and deliver QA of these hot fixes.

Hot fix Delivery
Functional QA
Release Notes
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3.Logging of Incidents

The ability to provide suitable and timely support if an incident is raised to the Condeco
Support Team. Condeco provide two methods of raising incidents to our Support Team;
both methods are operationally in line with agreed SLA's and are manitored 24x5x365.

Incident Logging Questions Mandatory
The name, email and telephone no of the affected individual(s) or contact Y
Desctiption of the incident ¥
The impact of the issue? Le. description of business impact Y
Internal Priority of the Incident as used within Client ServiceDesk N
Where has the error occurred: (Location(s)) Y
Outloock Condeco form (version required) N
Condeco web app fversion required) N
Condeco Screens: Number, size, firmware N
Description of error and can you replicate? Please provide screen shots if possible. Y
Are you receiving any error messages? Y
What web browser are you using? And what is the version, i.e. IE8 Y
Definition of the start {(in time or foliowing a specific activity) of the incident and Y
frequency of reoccurrence?

Explanation of the steps to replicate the Incident (if available) N
Time zone {only applicable if the client is multinational) N
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Query if any known local or system activity has taken place since last good use N

+ Client should utilise support@condecosoftware.com emall or the telephone services
helpline +44 {0)845 459 6003.
* Service Operation hours UK Monday 00:00 - Friday - 23:59

Typical information required as part of incident logging process is outlined below:

3.1. Process for Remote Assistance for diagnosing HW/SW fault

During the lifecycle of an Incident, it maybe decided that remote access to your system
would be beneficial. This process will be requested by our Service Desk and will allow
visibillty of the incident.

Condeco use a variety of Industry Standard Citrix Remote Support tools such as Fast Support
and GOTO Assist. We will work with the designated client teams to investigate and diagnose
incidents.

The remote access process / details will have been requested during our Professionai
Services installation in consultation with your IT teams and handed onto our support team.
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4.Incident Management SLA’s

The cause of Incidents may be apparent and the cause may be addressed without the need
for further investigation, resulting in 2 repair, a work-around or a request for change (RFC} to
remqve the error. The goal of the incident management process is to restore a normal
service operation as quickly as possible and to minimize the impact on business operations,
therefore ensuring that the best possible levels of service quality and availability are
maintained.

Provision of a Root Cause Analysis for all Priority 1 issues will be pravided within 7 days of
case closure. Example template provided in Appendix.

Table 1 outlines the Incident management SLA for Defects.

Priority Severity  Description Response  Communication  Remwvery
Time frequency TimeSLA
guideline
1 Critical Complete unavailability of the 50 Hourly 8 hours
system or so severely limits minutes

functionality or performance
that day-to-day business
cannot be continued

2 High Key system functionality is 2 hour 4 hours 48 hours
unusable / inoperable, resulting
in severe business process
disruption or affected screen
failure results in reputational

impact.

3 Medium  System functionality affected 4 hours As agreed on 60 hours
resulting in some aspects of individual
departmental/business not incident basis

waorking as per normal or
multiple internal screen
failures,
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4 Low

Support SLA & Engagement Info

User inconvenience, limitedto  Nextday
single or <5 users whereby issue

is cosmetic and not disrupting

business processes and work is

able to continue via

workaround, or is a functional

question or Individual

hardware failures.

As agreed on
individual
incident basis

240
hours

Page9of17



5.Service Reguest Management SLA's

Services requests are classed as a request from a user for information, or advice, orfora
standard change. They are communicated or logged with Condeco in the standard manner
either by email or telephone.

Service request will be handled by Service Desk and do not require an RFC to be su bmitted.
Table 2 cutlines the Service Request SLA

Priority Description Response Time Resolution
SLA Time SLA
High Urgent service request, i.e.: short-notice IMAC 2 hours 24 hours

request (install/modify/add/change user) which
needs to be expedited above standard response to
prevent undue impact to individual and/or
business process.

Medium  Standard service request, L.e.: request for 4 hours 60 hours
information, ad-hoc report or IMAC when 10-days
turnaround is acceptable to individual and/or
business process

Low Non-urgent request, i.e.: request for information or ~ Next day 240 hours
other non-IMAC service request, which can be
managed over longer 15-day turnaround with no
impact to individual and/or business process
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6.Application Support Release

The Support release mechanism is dependent on the severity of the case. Normally activity
will be for a CRI to be delivered in hot fix which is managed by our 3rd line team based in UK
and India locations. The code will be delivered in the form of a hot fix, which could be a
package of re-compiled DLL, SQL stored procedures or single files. We will present these
deliveries in a cycle of regular releases normaily over several weeks.

Hoffixes need to be installed in a consistent sequential manner.

Sharter mare urgent defects can be delivered using Critical CRI Deployments and less urgent
defects or Feature Enhancements are provided in Roadmap release by our Development
team. A series of hot-fixes bundled together into Service Packs to enable ease of
deployment.

Condeco will make available updates to the software via the main mechanisms:

Critical CRI release — individual hot-fix to provide a solution to a Critical Incident
Het fix - planned release of multiple hot-fixes

Service Pack - combination of hot-fixes to be implemented as a single update
Roadmap Release - Significant Feature enriched release of product

oW

Access to release of the hot fix is provided within a folder In an FTP site. Documentation is
provided to ailow knowledge of the defects within each release. Condeco provide best
practice recommendations for the scheduled housekeeping for activities to ensure health of
our applicatlons.

These will include re-indexing of tables, scheduling advice for the archiving of data and
maintenance of log files. Condeco conforms to version control and adopts a common
naming convention with regards to software delivery.
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7.Screen Hardware Fault resolution

All screen related incidents will be reported to the Condeco initially following the standard
call logging process.

7.1, Hardware Replacement

In the event that it is not possible to resolve the incident at the initial point of contact, a
replacement screen will be dispatched to client site within 24 hr of the incident determining
that a replacement screen is necessary. During the Triage of a defective screen we may
require a suitably proficient local client resource to remove screens and reseat, replace,
power cycle the affected units{s) or provide other local assistance. A workaround of a High
priority Incident for Hardware may Invalve relocating less impacting screens to provide a
temporary solution.

The Client will cantinue to be responsible for the timely retumn of the faulty screens and
completion of the Hardware Return form, The client is also responsible for suitable
packaging and posting of the return screen. All returned screens must be dispatched to the
Condeco UK Warehouse.

The faulty screen must be returned to Condeco within 5 days of receipt of the replacement.

SLA resolution times will not include time taken to deliver the replacement parts to the
affected location.

7.2. Software and Firmware Support

The support on the software and firmware used to operate and control the hardware will be
provided using remote diagnostic support, but in the event such remote support is unlikely
to achieve the service levels required then on-site fix will be required. In the event that
Condeco needs to come ansite as a result of the aforemention, the work and/or any travel
shall be done at no cost to the client.

Where appropriate, Condeco may select to attend site to carry out a replacement of one or
more faulty screens at a location and where this option is selected the replacement will take
place. In the event, Condeco makes such a selection, the site visit shall be at no cost to the
client.
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8.Escalation Management Notification and
Briefing

Qur internal escalation process is intended to notify and brief various levels of management
throughout the life cycle of technical issues. This ensures that the appropriate resources
within Condeco are utilized to resolve outstanding technical problems as efficiently as
possible.

The following schedule shows the manager receiving notification, and the elapsed time at
which notification is given, according to the Priority Level; escalation continues until the
issue has been resolved or a satisfactory workaround has been implemented:

Person Notified Priority 1 Priority 2 Priority 3
Account Manager 1 24 48

Global Support Manager 1 24 72

Head of Operations 2 48

*All times are measured in elapsed hours from the provision of an incident confirmation.

8.1. Escalation Guidelines

We follow an approach where all the incidents are handled in the most proficient manner.

1. Assoon as an incident is reported a ticket is generated and the customer is informed
about the ticket number by of an emailed reply or verbally via the agent.

2. Asperthe incident reported, a Priority is assigned and agreed.

3. Atany point where the client is not satisfied that the incident is being progressed to
their satisfaction, they can request an escalation to the next level.

4. Timelines for each escalation are set such that the SLA for each incident Is met;
however in generat practice the 1st line will escalate to 2™ line within 48 hours of the
incident reported time.

5. Duringinvestigation of the incident if Condeco and Client agree that on-site services
are necessary to diagnose or resolve a Defect, the Company will provide these
services and the Client will pay for these services at the Standard Rate plus travelling
expenses.

Support SLA & Engagement Info Page 13 of 17



9. Service Reviews

Perfoarmance management information will be supplied as part of a regular Service
Reporting and will be detailed in agreement with each client as part of the handover and
initial Service Review discussions. Provision of data in review of Service Performance will
include but not be limited to:

a) SlLAhitrate

b) Trending of data against monthly performance
¢) No ofcases logged by

d} Location

€) Module of software component

f) Severity

E) Age of resolution

h) Status of incident

Definition of meetings to be held with Condeco:

Review\Rpt Title Report S5cope Who Where Frequency
Monthly Service Rpt  Report of all KPIs and Support VC/Tel Monthly
\ Service Review trending analysis based on Manager conf
data for previous month
Quarterly Service Report of all KPIs and Account Onsite, Quarterly
Rpt\ Service Review  trending analysis based on Delivery VC/Tel
data for previous quarter Exec, conf
Support
Manager
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10. Appendixes

10.1. Appendix A - Incident Management Process

==

irf@-:
|
i

: Mala® i e
@ ]
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10.2. Appendix B - Major Incident Communication Template

Major Incident Communlcation

This communication serves to advise you on - <incident ref> — <description> Initial /

Initial/Interim/Final update: DD-MM-Y : HH:MM
GMT Communication No:

Summary of the issue:

impact Details:

» Location:
« Number of Users affected:
s  When: DD-MM-YY : HH:MM GMT

Cause;

Current Actions Taken:
Surnmary of actions taken

Additional Information:

Service Restoration:
DD-MM-YY: GMT

CONDECO Duty Manager:
Nome (contact number)

<Client>
Service
Manager
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Name
(contact
number)

Next Communication: Communication sert toc

10.3. AppendixC RCATemplate

Client(s) / Service: Date of Incident:
Short description of problem:

Client Impact:

(how did the incident(s) affect the clients
business)

Executive Summary

S.mmary of problem and the resolution
applied

Key findings {causes)

Key actiors to prevent recurrence

Incident History - Timeline: Incident developmenty Actions taken / Initial Problem Analysis
(include reasons for actions taken. and outcome of those actions:

Service Management Administration

Requestor:
Distribution:
Date of Request:

Assigned to:
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1. Key Contacts

Head Office Address

Condeco Limited

8th Floor Exchange Tower
2 Harbour Exchange Square
London Ei4 9GE

Tel +44 (0)z0 7001 2020
Fax +44 (©)20 7001 2030

enquiries @condecosoftware.com

Sales Team

Account Director

Tel +44 (0)20 70014008

Mob +44 (o)788 2SI
RS 3 condecosoftware.com

General Sales Enquiries
Tel +44 (0)20 7001 2055

sales@condecosoftware.com

Finance Team

Finance Director

TR
Tel +44 (0)20 700
«IRNER )  ondecosoftware.com

Service Team

Head of Professional Services

Ry

Tel +44 (0)20 7001l
Mob +44 (0)7551 YN

S 2 condecosoftware.com
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Service Team

Head of Training

SR, Application Trainer
Tel +44 {0)20 7002 il
Mab +44 (0)75 57:4F

<SRN condecosoftware.com

Technical Support Team
1% Line Technical Support Team
Tel +44 (0)20 7001 2040

support@condecosoftware.com

Head of Global Support

S condecosoftware.com
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2 Overview of Condeco Implementation Process

Our Professional Services Team works to a standard implementation methodology for the
installation and subsequent roll-out of our software and hardware. This methodology has
been tried and tested in partnership with over 500 customers nationally and intermationally
across a range of business. The following process lies at the heart of the methodology:

Each implementation of a Condeco system is individually tailored to the customer's needs
with a clear focus the on scope and requirements of each particular project.

Using our experience and expertise in successfully deploying enterprise-wide solutions
across multiple locations for other private sector companies & public sector organisations
in the UK & globally, we will bring together our Professional Services Team to implement
the solution tailored to the scope and requirements of your project.
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Below is an example of a Statement of Works based on the following scope of project:

5o X Meeting Rooms

5o x Room Screens

soo x Desks

1x VC Integration

Ovtlook Integration

Visitor Management including designing passes

IMPORTANT: The timeline is a guidefine only and may be subject to change.

Selection Phase

Vendor Shortlist Selection

Vendor Selection

Financials Agreed

Contract Phase

PO Raised

Contract Sign off

Kick-off Phase

Customer confirms PM & IS Leads

Condeco appoints a PRINCE2 Project Manager
Condeco PM agrees DatefAgenda for Kick-Off meeting
Condeco Screen/Kiosk Order pfaced with OEM
Screen Mounts & Fixings Shipped

Screen Mounts Fitted

Implementation Meeting

Data Collection & Design Phase
Pre-Configuration Workshop (Non-Technical)
Data Collection Commences

Configuration Workshop {Non-Technical)
Data Collection Forms Retumed & Fioor Plans
Data Clean-up & prepare the Condeco DB

Room booking sample for data migration analysis

Build Phase

Condeco Implementation Guide

Days

Y41 days

Days
¥ days

14 days
o1days

L4 days

1-2 days

Days

Schedule

Schedule
Week 1-0
Week 3-0
Schedule
Week 1-0
Week 2-0
Week1-0
Week 1-0
Week 2-0
Week 2-5
Week 2-0
Schedule
Week 1-0
Week 1-0
Week 4-0
Week 4-0
Week 4-0

Week 4-0

Schedule

Task
Customer
Customer

Condeco/Customer

Task
Customer
Customer

Task
Customer
Condeco
Condeco
Condeco
Condeco
Customer
Condeco

Task

Condeco/Customer
Customer
Condeco/Customer
Customer
Condeco

CondecofCustomer

Task
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Import Data & Create Condeco Database Yedays Weeks-o Condeco

Acceptance Testing Yidays Week6-o0 Condeco
Software Configuration 3 days Week 6-0 Condeco
Upload Floor Plans {Desk Bocking) included  Week 60 Condeco
Outlook Integration (Add-in) te UAT & Live l4days Week50  Condeco/Customer
VC Integration - VC Provider Setup and Testing 10days Week6-8  Condeco/Customer
Screens Fitted, Commissioned & Tested atedays Week7-0 Condeco
Resolve any Coding & Site issues included  Week 8-0 Condeco
Training Phasa Schedule Schedula Task

Admin / User Training 1-2days Weekg-o  Condeco/Customer
Go Live Phase Schadule Schedule Task

Data Migration of current bookings Into Condeco 2 days Week1o-  Condeco/Customer
GO LIVE 1days Weekio-  Condeco/Customer
Support Phasa Schedule Schedule Task
Hanhdover to Condeco Support Team - Week g-0 Condeco
On-going Account Management - Week g-0 Condeco
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2.Statement of Works Template

Please find below our Statement of Works template with description of each task:

SELECTION PHASE Schedule Task
Supplier Shortlist Selection Customer
Customer annhounces that Condeco has been shoertlisted.

Supplier Selection Customer
Customer announces that Condeco is their preferred

solution.

Financlals Agreed Customer
Customer confirms FINAL scope for the project and financials

are signed off.

CONTRACT PHASE Schedule Task
PO Raised Customer

Customer raises a PO for the Project. Receipt of the Purchase
Order wilt initiate the Implementation of the project.

Contract Sign off Customer
Condeco AJC Manager emalls the Contract to the customer. Condeco
Any changes to the Contract are tracked so that our

Contracts Manager can review the changes and accept or

reject accordingly. Once the Contract is approved, the

Customer signs, dates & retums the Contract to the

Contracts Manager who emails a counter signed copy for the

Customer's records.
KICK-OFF PHASE Schedule Task
Customer confirms PM & IS Leads Custorner

Customer confirms the name of the Project Manager and
Technical Lead for the project.

Condeco appoints a Project Manager Condeco
Upon receipt of a signed contract or receipt of a PO, Condeco

appoints a PRINCE2 Project Manager to oversee the

implementation of the project up to GO LIVE and to be

responsible for liaising with the Custorner’s appointed Project
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Manager.

Condeco PM agrees Agenda for Kick-Off meeting Condeco
The Project Manager will confirm a date & agenda for an

Implementation Meeting (Kick-Off meeting) with the

Customer's Project Manager, IS Lead and relevant

stakehoklers. This meeting can be on site or via VC or

teleconference.

Condeco Screen/Kiosk Order placed with OEM Condeco
Condeco orders screens &for kiosks with our OEM.

Lead Times:

10.1* Condeco TOUCH screen: 1-2 weeks

4.3" Condeco Desk Screen: 4 weeks

30" Condeco Desk Booking Kiosk: 4 weeks

Screen Mounts & Fixings Shipped Condeco
The Condeco Services Coordinator ships the mounting plates
and appropriate fixings to the Customer.

Screen Mounts Fitted Customer
The Customer will ensure the following pre-requisites are in
place prior to a Condeco screen engineer attending site to
commission the screens:

o Screen back plates fitted in position to the customer’s
location requirements.

o Pre terminated network cable with RJ45 connector at the
screen. The terminating cable should be approximately
20cm from the back plate entry to the connector.

o The provided network cable should be patched and tested
as operational on the network.

o The network connection provided must be capable of
supplying POE to the screen either from the switch or by
the use of an inline injector somewhere between the
screen and the network switch. These should be in place
and powered.

o The network point should be tested to ensure routing of
http traffic port 8o is available to the server that the
Condeco software is to be installed on.

o Ifthe use of static [P addresses is required these should be
pre-allocated and the engineer advised of the |P addresses
and the meeting room/screens they are to be used on.

Please refer to the following screen & kiosk data sheets:
Screen Documents

[ Condeco Desk Booking Software via Kiosk {pdf)

[ 10.1 inch Condeco Touch - Mounting Infarmation (pdf)

Implementation Meeting Customer
Based on the precise scope of the project) the agenda for the Condeco
kick-off meeting will cover the following:
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Understanding of Scope of Project
Implementation Process
Data Collection
Configuration Workshop
Server Requirements
- Does the Customer wish for the application & Condeco
DB to be installed onto a Live and UAT environment?
o Integrations
Screen (access/security pass protocols)
- AD/Non-GE user access (via Login screen)
- CostCodes
- VC
Other (CAFM)
o Application Set-up
Active Directory
- SMT
- Condeco Outlook Add-in or Lotus Notes integration
- Data Migration of exiting bookings into Condeco
from each office location
- User Accounts
© Scraen Requirements — How will the screens be mounted?
{GlassfWallfFlush?)
o Admin/User Training Process
o Timeline
Configuration Workshop
Software installation, setup & testing
- Condeco Outlook Add-in deployment
- Software configuration
- Data migration
- Screen delivery
- Screen commissioning
o AOB -Customisations

C0GCDO

Please refer to the following technical data sheets:
Technical Documents

4 Condeco Core product Technical Overview (pdf)

1 Condece Outlook Add-in — Installation Guide (pdf}

™ Condeco Lotus Notes Installation Requirements (pdf)

DATA COLLECTION & DESIGN PHASE Schedule Task

Data Collection Commences Customer
Work begins immediately by GE Global on completing the

data collection forms for the 20 rooms & 5o desks that

Condeco will manage at each of the selected GE offices

including all relevant vendors (catering & equipment) &

resources.

IMPORTANT: Condeco will be unable to configure the

system until this data has been completed by the Customer.
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Please refer to the following implementation documents:

implementation Documents

The Condeco Implementation Guide explains how to complete each of the following data
collection sheets.

71 Condeco Implementation Guide (Word)

1 Condeco Room Data Cellection Form (xIs)

1 Condeco Desk Data Collection Form (xIs)

T; Condeco Vended Services Data Collection Form (xIs)

Configuration Workshop (Non-Technical) Condeco
The purpose of this one-day workshop is to make sure Customer
relevant stakeholders (at each office location the system s
required to manage) fully understands ALL the configuration
options available in the Condeco system. Either our PM or
Application Trainer will manage the workshop and
recommended attendees are the Customer’s PM, FM, Office
Admin Team and Catering & Equipment Vendors.
Agenda:
1. Understanding the Customer’s current/proposed business
process;
2. Explanation of config options in Condeco so that when we
come to configure the system, it is tailored to the
Customer's precise requirements;
3. Agree Admin & User Training Agenda.

Please refer to the following training documents:
Training Documents

[ Condeco Training Overview (Word)

[ The Concept of Groups within Condeco (Word)

Data Collection Forms Retumed & Floor Plans Customer
The Customer’s PM emails the completed data collection

forms and floor plans (either as CAD drawings or converted

to jpegs if Condeco is managing desk bookings) to our

Project Manager.

Data Clean-up & prepare the Condeco DB Condeco
Our PM will check the completed data collection forms and
report to the Customer's PM any anomalies.

Room booking sample for data migration analysis Condeco
The customer will emall a data sample for analysis.

BUILD PHASE Schedule Task

Import Data & Create Condeco Database Condecc
A Candeco engineer will import the data supplied in the data
collection forms and create the GE Global Condeco database.
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Software Application & DB Installation, Set-up & Acceptance
Tasting

A Condeco engineer, in liaison with both PMs, will install the
application & Condeco DB onto a production environment
(and a UAT environment if purchased) and a period of
Acceptance Testing will commence.

Please refer to the following technical document:
Technical Pocuments

[ Condeco Core product Technical Overview (pdf)

[1 Condeco Lotus Notes Installation Requirements (pdf)

Upload Floor Plans (Desk Booking)
Floor plan(s) will be converted to jpegs and uploaded into the
system if Condeco Desk Booking is required.

Lotus Notes Integration

Please refer to the following technical document included with this proposal:

I Condeco Lotus Notes Installation Requirements (pdf)

Deploy the Condeco Outlaok Add-in

Our Service Teamn will assist the Customer's IS Lead in
deploying the Condeco Outlook Add-In to all your users as
either an Executable File or MSI Package.

Your packaging team will need to interact with our Service
Team in order to get the specific package according to your
environmental requirements, We can provide files and you
can repackage the Add-In according to your requirements.

Please refer to the following technical documents:
Software Installation
[1 Condeco MS Outlook Add-In (pdf) — Configuration & installation Manual

VC Integration (if applicable)

Screens Fitted & Tested

The Condeco screen engineer will mount each screen to the
pre-installed back plates, program any static IP addresses
required, commission the screens to the software installed on

the Customer's server and test the functionality.

Resolve any coding & site issves identified in Testing

TRAINING PHASE Schedule

Admin f User Training

Condeco Implementation Guide
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A Condeco Application Trainer provides Administration
(Super-User) & User training In accordance with approved
training plan agreed at the Configuration Workshop. Training
manuzls & user guides will also be provided.

GO LIVE PHASE Schedule

Data Migration of current bookings into Condeco

GO LIVE
On the day the system is to go live, we can arrange for an
engineer to be on-site to oversee a smooth transition.

SUPPORT PHASE Schedule

Handover to Condeco Support Team

Our PM will formally handover the project to our UK or
Global Support Team dependent on the level of support
purchased by the Customer.

Condeco Account Management On-going

The Condeco AJC Manager wifl be responsible for:

1. Informing the Customer of Service Pack updates to the
platform

2. Managing requests for additional room, desk or car park

licences;

Managing requests for additional screens;

4. Providing the Customer with six monthly updates of new
product enhancements in the Development Roadmap and
prospective release date that have been agreed by the
Condeco Development Roadmap Committee;

5. Flag any Support requests or Support Cases.

o

Post Implementation Support

Customer

Task

Customer
Condeco

Customer
Condeco

Task

Condeco

Condeco

From the day the solution goes live, Condeco is now managed by our Customer Support
Team who are committed to ensuring that your Condeco solution is operating to full

potential at all times.

The Condeco support team consists of 1st, 2nd and 3rd Line Support analysts, who are
readily available to answer the Customer’s day-to-day questions and queries. Support
requests will be escalated to 2nd or 3rd Line Support analysts based on the complexity of

the issue.

When the Customer calls us for support, you will not get routad to a centralised call centre
with basic product knowledge — all of our support team members are fully trained and work

directly with Condeco and their key partners.

Condeco Implementation Guide
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Once a technical support issue is raised, it is automatically logged within the Condeco
CRM system and a knowledge base and unique case number are generated. This ensures a
consistent management of issues.

Whether the Customer chooses our standard support (8am to 6pm UK) or round-the-clock
24/5 (Global) support in liaison with our New York and New Delhi offices, you have a single
paint of contact for all of our software applications. If a site visit or a remote diagnosticis
required, our team will deal with this within our stated service level agreement and
communicate with the customer throughout the process.

Service Packs & Release Notes
Every Customer is provided with up to six {6) Service Packs with corresponding release
notes each year so that the solution is never out of date.
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3.Data Collection Forms

In order to configure Condeco as per your requirements, we require you to complete one or
more of the following data collection forms:

('l Condeco Room Data Collection Form (xls)
[ Condeco Desk Data Collection Farm (xIs)

Condeco Vended Services Data Collection Form {xIs)

3.1. Condeco Room Data Collection Form

For organisations that have purchased the Condeca Room Booking module, we require
you to complete Condeco Room and Fixed Attributes Data Collection Form in orderto
configure Condeco as per your requirements. This form will be sent to you by email by the
relevant Condeco Ltd Account Handler.

In the data collection form there is an explanation of the fields that you are required to
complete for each meeting room in the Condeco system covering: Please complete a
separate spreadsheet for each location that Condeco will be managing.

* denotes that this field must be completed in order to configure Condeco.
SHEET 1 - Location 1

Room Name*

Please enter the unique name for each meeting room in the system, i.e. Board
Room, Training Room, Room 1, Room 2 etc.

Digital Photo of Meeting Room (see example in screenshot 1)

Please state YES “Y", if you are supplying 2 digital photograph of the meeting
room

(JPEG only - max resolution 1280 x g6o pixels / recommended resolution 800 x 600
pixels)
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Plan Location of Meeting Room {see example 2 on following page}

Eloo

Please state YES, if you are providing a floor pfan highlighting the precise location
of each meeting room in the system {JPEG only - recommended resolution 800 x
6ou pixels).

Example 2: Roorm.jpeg

Tz R A_g-_.-.;‘ll: ‘ -‘.i*
T iy ' &_‘;‘;_ ‘- 1 Inthe example below, the customer has
P [ . r;[_ ‘ws . _  providedaJPEG that has been colour-
e b Wit filled to identify the precise location of
o % 7 ks y - the meeting room on the floor and has
"o U= Yt branded it with their logo.
7

Room Details — Floor Number *

Please state the floor number that the meeting room Is located on, i.e. Lower
Ground "LG", Ground "G", ast floor "1", 2nd Floor "2" etc.

Room Details — Room Dimensijons

Please state the room dimensions in metres, i.e. 5x6

Room Details — Telephone Extension

Please state the telephone extension of the phone fixed to each meeting room (if
applicable).

Room Details —- Room Costs
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If there is a cost associated to hiring the meeting room, please state one or more of
the following charges & state the relevant currency for the location, i.e. GBP £,
USDs, EURE:

s Costper hourGBP £
Please state the charge for hiring the room by the hour {if required)

» Minimum Room Cost GBP £
Please state the minimum cost for the hiring/booking of a room (if

required)

¢ Maximum Room Cost GBP £
Please state the maximum cost for the hiring/booking of a reom (if

required)

Groups — Managed or Self-Service *

Please state whether each room in the system is *managed* (where users place a
request to an administrator when they want to make a booking) and “self-service”

(where no approval required).

Groups — Business Group (if required)

Please state whether each room is assigned to a specific business group, i.e. Sales
Department).

Room Set-up Options *

Please state the maximum occupancy according to the set-up style or styles
assigned to each room in the system and type an asterisk (*) beside the default
set-up style for the room, e.g. if the default set-up style for a room is “Conference”
with a maximum capacity of 10 people then place a 10* under Conference in the
appropriate row for that meeting room.

Room Attributes

Please state what equipment is fixed to each room in the system (items can be in
your own wording) by placing a "Y” (Yes) In the appropriate column for the item
and in the appropriate row for that meeting room.
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Condeco Vended Services Data Collection Form

For organisations that have purchased the Condecc Room Booking module, we require
you to complete Condeco Vended Services Data Collection Formin order to configure
Condeco as per your requirements. This form will be sent to you by email by the relevant
Condeco Ltd Account Handler.

In the data collection form there is an explanation of the fiekds that you are required to
complete for each meeting room in the Candeco system covering:

Please complete a separate spreadsheet for each vendor that provides resourcestoa
meeting room. Should you wish to add additional vendors, please make a copy of one of
the two sheets and complete.

Sheet 1 of the form, titled Catering Vendor 1, is to be completed by your in-house or
external Catering Vendor.

Sheet 2 of the form, titled Equipment Vendor 1, is to be completed by your in- house
Equipment Vendor, i.e. the person(s} responsible for delivering equipment (not fixedto a
meeting room) that has been requested by a user for a specific meeting.

* denotes a field that must be completed in order to configure Condeco.
SHEET 1 - CATERING VENDOR 1

Name of Yendor *

Please state the name of the Catering Vendor.

Name of ltem *
Please state the name of each item provided by the vendor.
Name of Sub-Group *

Please state the sub-group of each item listed using one of the following sub-group
headings - Beverages, Breakfast, Lunch or Snacks.

Digital Photo of Item (See example in Screenshct 2)

Please state YES, if you are providing a digital photograph of each item in the
system (JPEG only - recommended resolution 8oo x 600 pixels).

Cost per unit *

Please state the cost per unitin the relevant currency for the location, i.e. GBPZ,
USDs, EURe

Set-up Time

Please state the time needed to set-up the item ordered to the meeting room (in
minutes or hours), i.e. it takes 15 minutes to set up a pot of coffee. NB: This will

Condeco implementation Guide Page18ofag



stop meetings running concurrently and will generate a greyed out block on the
Condeco Room Booking Grid of fifteen minutes before the meeting takes place.

Clean Down Time

Please state the time needed to clean away the item ordered to the meeting room
{in minutes or hours), i.e. it takes 15 minutes to clear-up the pot of coffee and
coffee cups. NB: This will stop meetings running concurrently and will generate a
greyed out biock on the Condeco Room Booking Grid of fifteen minutes after the
meeting takes place.

Notification Period *

Please state the notification period required by the vendor for the item that has
been requested (in minutes, hours, days or weeks). NB: Users requesting an item
for a meeting that is outside the notification period will be informed that their
request Is invalid.

Cut-off Time

Please state the cut-off time for a user to update an item that they have already
ordered (in minutes, hours or days), i.e. if a user has ordered cne pot of coffee
which has been accepted by the catering vendor and then goes back to their
booking and updates the itemn to two pots, it will only be accepted if it comes
within the cut-off time.

Minimum Amount

Please state the minimum amount that can be ordered by a user for each item, i.e.
the minimum order accepted by the vendor for croissants is 4.

Maximym Amouynt

Please state the maximum amount that can be ordered by a user for each item, i.e.
the maximum order accepted by the vendor for croissants is 12.

Additional Information (if required)

Please create an extra row and type in any additional information about the item,
i.e. nutrition content etc. This will be viewed when a user clicks on the )
information icon under catering in the booking form (see screenshot 2 below).
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To complete the Catering Vendor sheet, please place an "X* under each item and beside each
meeting room in the system, if it is available to be ordered by a user

* denotes a field that must be completed in order to configure Condeco.
SHEET 2 - EQUIPMENT YENDOR
Name of Vendor *
Please state the name of the Equipment vendor.
Name of ltem *
Please state the name of each item provided by the vendor.
Serial Number of item *
Please state the name of each item provided by the vendor.
Number Avajlable *
Please state the number of units available for each item.
Digital P

Please state YES "Y", if you are providing a digital photograph of each item In the
system (JPEG only - recommended resclution 800 x 600 pixels).

Cost per hour *

Please state the cost per hour to hire each item and in the relevant currency for the
location, i.e. GBF £, USD s, EUR €.

Maxim
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Please state the maximum cost for hiring the item for a meeting and in the
relevant currency for the locztion, i.e. GBP £, USD 5, EUR £.

Minimum Cost

Please state the minimum cost for hiring the item for a meeting and in the relevant
currency for the location, i.e. GBP £, USD $, EUR €.

Set-up Time

Please state the time needed to set-up the item ordered to the meeting room (in
minutes or hours), i.e. it takes 1 hour minutes to set up a camcorder.

Clean Down Time

Please state the time needed to clean away the item ordered to the meeting room
(in minutes or hours), L.e. It takes 15 minutes to pack up a camcorder.

Ngtification Period *

Please state the notification period required by the vendor for the item that has
been requested (in minutes, hours, days or weeks). NB; Users requesting an item
for a meeting that is outside the notification period will be informed that their

request is invalid.
Cut-off Time

Please state the cut-off time for a user to update an item that they have already
ordered (in minutes, hours or days), i.e. if a user has ordered a laptop for the
meeting, which has been accepted by the equipment vendor and then goes back to
their baoking and updates the request to 2 laptops, it will only be accepted if it
comes within the cut-off time.

To complete the Equipment Vendor sheet, please place an "X" under each item listed and
beside each meeting room in the system that the equipment Is fixed to, if it is available to be
ordered by a user.
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3.2.Condeco Desk Data Collection Form

For arganisations that have purchased the Condeco Desk Booking module, we require you
to complete Condeco Desk Data Colfection Form in order to configure Condeco as per your

requirements. This form will be sent to you by emall by the relevant Condeco Ltd Account

Handler.

In the data collection form there Is an explanation of the fields that you are required to
complete for each desk in the Condeco system covering. Please complete a separate
spreadsheet for each location that Condeco will be managing.
# denotes a field that must be completed in order to configure Condeco.
SHEET 1 - LOCATION 1
Desk ID Number * (maximum ¢ digits)

Please state the desk ID number of each desk in the system (whether fixed desk or
a bookable desk).

Desk ID examples:

Example 1 Example 2
Floor Desk Desk Desk Floor Desk Desk Desk
Abbre i 2 3 Abbre 1 2 3
v v

Dasks on the Lower 00 00.0 000 000 LG LGo1 LGo LGo3
Ground 1 2 3 2
Desks on the Ground Floor 0 0.01 0.02 003 G Ger Goz2 Go3
Desks on the First Floor 1 1.01 102 103 aF aFo1 1Fo2 aFo3
Desks on the Second Floor 2 2.02 2.02 203 aF 2Foa  2Foz  2Fo3

Desk Type *

Please state whether each desk in the system is Bookable (B) or Fixed (F). If the
desk is *Fixed” then please state who tha deslk is assigned to.

NB: A Bookable desk can be booked by any user. A Fixed desk is assigned to a
specific user and can become a bookable desk when they release the desk into the

systern.

Floor *

Please state the floor that the desk in the system is located on.

Business Groyp *
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Please state the name of the Business Group (e.g. departrent, project group or
cluster), that each desk in the system is assigned to and place an *X" in the
appropriate row for each desk and in the appropriate column for the group.

Default Desk Attributes
(Feature functionality to help users locate an appropriate desk)

Please state the desk attributes associated to each desk, e.g. disabled access, PC,
docking station etc. (used for “Find a desk" search function} and place an *X* in the
appropriate row for each desk and in the appropriate column for the group.

Privacy § of Desk

(Feature functionality to help users locate an appropriate desk)

According to the location of each desk on the floor, please rate each desk in the
system according to how private the desk is. Please state the privacy status of the
desk by placing an *X* under High, Medium, Low or No Preference, i.e. a desk
adjacent to a main walk way would be deemed “Low” and a desk furthest away
from a walkway would be deemed “High”.

Default Software
(Feature functionality to help users locate an appropriate PC)

If under "Default Desk Attributes” you have stated that the desk is a PC, i.e.aPCis
located on the desk, then please state the default software on the computer.

Costs — Per Half Day / Per Full Day

If you wish to associate a cost to a desk in the system, please state the cost of the
desk “Per Half Day” and "Per Fuli Day” in the relevant currency for the location, i.e.
GBP%, USDs, EURE.
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4. Floor Plans (For Desk Booking solution)

In Condeco, there are three ways of making a desk booking; via a floor plan, on the
booking grid or using the “Find a Desk” search functionality. In order for our technician to
configure Condeco according to your requirements, please supply the following floor plans:

4.1.Plan of Entire Floor
(JPEG - recommended width 1200 pixels)

When browsing for a desk in Condeco, the user is taken a *main floor" view first (see
screenshot 3 below). The user then clicks on their default *business group” andis taken to 2
close-up view of the group (see screenshot 4) where they can book a desk.
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Plan of Entire Floor

i
o 'E' l

= e o . - [ = = E @ s ioyeitiane o -

in order to configure Condeco, please provide floor plans in JPEG format (preferably black
outline on white as they are clearer) of each Main Floor that has been assigned to desk
share (see example 3). For clarity, please title each JPEG according to the location of the
floor, i.e. ground floor, first floor etc.
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Example 3: GroundFloor.jpeg
JPEG of Entire Floor

{Recommended width 1200 pixels)
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4.2. Floor Plan of Business Group
(JPEG — recommended width 8oo pixels)

In order to configure Condeco, please provide floor plans {preferably black outline on
white) in JPEG format for each Business Group that has been assigned to desk share (see
example 4). A Business Group Is a group of desks that users, assigned to the group, can
book.

For clarity, please title each JPEG according to the name of the business group of the floor,
i.e. Group A, Group B or Sales Dept, Strategy Dept etc.

e N —

HLTH

o5 (e F_\m/_clﬁ'?

Example 4:
GroupA.jpeg

JPEG of Business
Group A

ol T I Y 1)

{Recommended
width 8co pixels)

Upon receipt of each Business Group floor plan, our technician can assign the relevant desk
icon to the bookable and fixed desks as per your specifications detailed in the Condeco
Desk Data Collection Form.

4.3.Colourising Business Groups on the “Plan of Entire Floor”
(Optional)

The “Plan of the Entire Floor” can be coloured for ease of use in order to denote the
different "Business Groups” assigned to desk sharing (see example 5), i.e. Green = Business
Group 1; Orange = Business Group 2 etc.

Example 5

If you wish to highlight each business group by colour,
please supply the floor plan colourised as per your

’ - requirements. It is also recommended to provide an
_— Index on the floor plan denoting what colour is

i associated to each Business Group, i.e.

Green: Strategy Department
Orange: Marketing Department

Red: Human Resources Department
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5. Training

We provide training courses to ensure that everyone in the company understands the
application, and the reasons for implementing a new booking policy.

All training courses can be hosted at your offices, or at our Offices in Canary Wharf.,
Training Courses can be run as “hands on* or tutor fead, watching and discussing as
the trainer demonstrates the processes.

« Electronic copies of training materials can also be provided.
We can also run meetings remotely via GoToMeeting or WebEx.

The course descriptions below outline the typical topics covered in training, however ail
courses are tailored to the Customer's requirements, providing practical solutions to your
booking problems and offering best practice.

The following training courses are provided:

Admin Configuration — Global Administration

Location & Group Administration

How to Book a Room using the Condeco web application [End User]
How to Book a Room using the Microsoft Outlook plug-in [End User]

Please note that our Applications Training Officer will discuss a training agenda at the Pre-
Training Consultation.

5.1. Configuration Workshop

The purpose of this one-day workshop is to make sure relevant stakeholders (at each office
location the system is required to manage) fully understands ALL the configuration options
available in the Condeco system. Either our PM or Application Trainer will manage the
workshop and recommended attendees are the Customer’s PM, FM, Office Admin Team
and Catering & Egquipment Vendors.

Agenda:
1. Understanding the Customer’s current/proposed business process;
2. Explanation of config options in Condeco so that when we come to configure the
system, It is tailored to the Customer’s precise requirements;
3. Agree Admin & User Training Agenda.

5.2.Training

Condeco typically provides ‘train the trainer’ support to all customers so that they are then
equipped with the skills neaded to carry out their own end-user training. However, because
the Condeco system is intvitive and easy to use, most customers choose to carry out a
minimal amount of actual end user training and sometimes none at all. The focus should
then be on providing high quality communications to staff and a range of tailored training
material such as quick reference guides.

A sample agenda for a typical end-user training session is as follows:

Condeco Implementation Guide Page 27 of 29



Course Title:

Audience:
Duration:

Objectives:

Course
Content:

[End User] How to book a room using the Condeco web application

New users to Condeco
Users that would like a reminder on how to use the system

1 hour

To introduce the user to Condeco
To enable the user to book a reom on the Candeco web application
To demonstrate the new booking procedure

» Logging on » The Booking Form
» Changing profile detalls ¢ Adding Attendees
o Navigating the Room Bocking homepage ¢ Adding Vended Items
» The Concept of Groups (Managed vs. s The Summary Page
Non Managed) = My Bookings (deleting
o Quick Room Search Bookings)
¢ Find a Room / Advanced Search -
Recurring Bookings

Condeco can work closely with a training department to ensure that any training works
within the existing process and procedures of the customer. For administrator users,
training is essential and Condeco’s trainers work with the customer’s training department
to develop an in-house plan. The main objective is invariably to focus on the management
of change within the organisation which is by definition a key consideration when
introducing a new working practice or changing a software application.

A sample agenda for a typical Global Administration Training session is as follows:

Course Title:

Audience:

Duration:

Objectives:

Course
Content:

Condeco Implementation Guide

[Admin Configuration] Global Administration

Facilities Team Members
System Configurations
Catering Manager

IT/IS Manager

34 Day - 1 Day

To introduce Global Administrators to Condeco
To be able to fully configure and support the Condeco Application

s General overview of s AvServices
functionality ¢ Equipment

« Creation of Countries, Regions & = Catering
Location » Supplies

» The Concept & Creation of e Meta Admin
Groups: = Creation of Vendors

¢ Adding Rooms e Vendor Company

« Deployment & Default User ¢ Vendor Contacts
Permissions » Home Setup

« Meeting Types e Visitor Setup

Page 28 of 29



» Application Setup » Advanced Setup
» Email Templates * Reporting

» Grid Display

» Creation of Resources

s Creation of Linked Rooms

« Creation of Services

A sample agenda for a typical Location & Group Administration training session is as

follows:
Course Title: [Admin] Location & Group Administration
Audience: Reception Teams
Departmental Administrators
Duration: % Day - 1Day
Objectives: To introduce Location & Group Administrators to Condeco
To be able to fully configure/support a Condeco Application
Course  System overview
Content: » Management of Bookings
» Confirmation of Beoking Requests
« Visitor Management
» Amendment of Resources
« Amendment of Services
» Reports

» Vendor Workflow Overview

A sample agenda for a typical Vendor training session is as follows:
Course Title: [Admin] Vendor Training

Audience: Catering Team
ITHS Team
Facilities Members
Avdio Visual Team

Duration: 14 Day

Objectives: To Introduce the Vendor to the Condeco application
To understand the End User Booking Process
To understand the Vendor Process

Course e System overview

Content: e Management Vended Resources
« Vendor Workflow
s Reports
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APPENDIX B: RESOURCE BOOKING PRICING SCHEDULE

Company Detalls Condeco

o S

Costs

Infrastructure Costs

Hardware

10 Condeco Touch interactive Room Screen with RFID Authentication (optional)

120 Desk Screens {Optionai)

Software licencing costs

Annual SAAS - 25 Meeting Room Pack

Annual SAAS - 100 Desk/Parking/Collaborative Working Pack

Annual SAAS - 50 Desk/Parking/Collaborative Working Pack

Implementation costs

- please detail how this is calcualted here and what it includes e.g. project management, Implementation
planning, delivery, instaliation, commissioning, knowledge transfer, training and occeptance testing.

Project management

instollation

configuration

Training

Data migration {optional, Poss not needed)

Screen Configuration

Ping Federated for single sign on

Annual maintenance costs

- please detail how this is calculated here and what it includes e.g. infrastructure suppori, softwrae support
and overall solution support.

Software mointance, upgrades, hosting and support including in SAAS cost.

Room Screen Maintenance {optional)

Desk screen maintenance (optional)

Other costs ﬂplease add additional cost items here)

Other costs 2 (please add additionol cost /tems here)

Other costs 3 (please add additional cost items here)

Other costs 4 [please add additional cost items here)
Total

TOTAL 3 YEAR COST

TOTAL 4 YEAR COST

TOTAL 5 YEAR COST

Other notes

optional Moblle Licence for 200 staff

Optional Way finder Licence per instance



