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1. [bookmark: _heading=h.1ci93xb]Security and CONFIDENTIALITY requirements
1.1 The Supplier shall be certified as compliant with:
1.1.1 ISO/IEC 27001 by an Accreditation Service-approved certification body or is included within the scope of an existing certification of compliance with ISO/IEC 27001; and 
1.1.2 Cyber Essentials PLUS, 
and shall provide the Buyer with a copy of each such certificate of compliance before the Supplier shall be permitted to receive, store or Process Buyer Data; and
1.2 The Supplier must confirm and provide evidence that it conducts a CHECK penetration test or IT Health Check of its service regularly (ideally annually) and implements appropriate remediation or mitigation for all critical or high severity issues. Proof of this must be made available to the Buyer on request. 
1.3 The Supplier must confirm and demonstrate that it has vulnerability and patch management processes in place
1.4 [bookmark: _heading=h.h23k0fn2mv4n]The Supplier must confirm and demonstrate adequate data handling controls for the lifecycle of the data. This should include secure storage, processing, sharing and secure destruction controls
1.5 [bookmark: _heading=h.urhjckkovo11]The Supplier must take steps to prevent malware from being delivered to, run on or spread from devices and promote a ‘Defence in Depth’ approach to architecture to minimise the potential impact of malware.
1.6 [bookmark: _GoBack]The Supplier must confirm and demonstrate that the service supports the principle of least privilege for access supported by adequate authentication and authorisation for varying privileges and roles (i.e. privileged, support and end users)
1.7 [bookmark: _heading=h.g8ib7cvo4vvp]The Supplier must support multi-factor authentication for all privileged accounts remotely accessing / supporting the service
1.8 [bookmark: _heading=h.mv3pvm37mj4h]The Supplier service must implement adequate encryption at rest and in transit for all data. (e.g. AES256 at rest and TLS1.2 in transit)
1.9 [bookmark: _heading=h.c24u1evbe4ko]The Supplier must demonstrate that it has a robust incident response plan and supporting processes in place to detect, respond, contain and recover from security breaches to the service
1.10 [bookmark: _heading=h.8ncsqkyqrjfi]The Supplier will immediately notify CCS of any breach of security in relation to CCS’s Confidential Information. The Supplier will recover such CCS Confidential Information however it may be recorded.
1.11 [bookmark: _heading=h.7luiye52gup]The Supplier must confirm that all personnel supporting the service have undergone appropriate security vetting and have appropriate clearances
1.12 [bookmark: _heading=h.9o6nhi8egl3h]The Supplier must confirm processes and measures necessary to ensure that all data is backed up and recoverable within a period which is agreed
1.13 [bookmark: _heading=h.tw6bfdlns67n]The Supplier should implement protective monitoring and maintain useful security logs (e.g. login, administrator actions) and have a mechanism in place to provide details of such logs upon Buyer’s request (e.g. during security investigations)
1.14 [bookmark: _heading=h.hzpxrxlrecue]The Supplier must adhere to agreed retention timeframes with the Buyer and must utilise approved mechanisms for secure deletion of data due for deletion
1.15 [bookmark: _heading=h.b0lg2thtz2oo]The Supplier shall take responsibility for ensuring that its suppliers supporting this service maintain a comparable level of security as per these requirements
1.16 [bookmark: _heading=h.sirc87232486]In the event that the Supplier makes use of further sub-contracted organisations within the supply chain, it is the Supplier's responsibility to ensure that these organisations protect the Buyer’s information in accordance with these requirements. Proof of this must be made available to the Buyer on request
1.17 [bookmark: _heading=h.l1ef7i8xesb8]The Supplier shall ensure cloud services delivering this service are aligned in accordance with:
1.17.1 [bookmark: _heading=h.n52zwe4wpoc]the NCSC "Bulk Data Principles", a copy of which can be found at https://www.ncsc.gov.uk/guidance/protecting-bulk-personal-data-main; and 
1.17.2 [bookmark: _heading=h.y1642hyrughf]the NSCS "Cloud Security Principles", a copy of which can be found at: https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles
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