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G-CLOUD 8 CALL-OFF CONTRACT





G-Cloud 8 Framework Agreement Reference: RM1557 (viii)


Between


THE SECRETARY OF STATE
FOR THE DEPARTMENT FOR EDUCATION

And

LEIDOS INNOVATIONS UK LTD




This Call-Off Contract for the G-Cloud 8 Framework Agreement (RM1557viii) includes:

Part A - Order Form

Part B - The Schedules
Schedule 1 - Deliverables
Schedule 2 - Call-Off Contract Charges

Part C – Terms and conditions
1.	Contract start date, length and methodology
2.  Overriding provisions
3.  Transfer and sub-contracting 
4.  Supplier Staff
5.  Due diligence
6.	Warranties, representations and acceptance criteria
7.	Business continuity and disaster recovery
8. 	Payment terms and VAT
9.	Recovery of sums due and right of set-off
10.	Insurance
11.	Confidentiality
12. Conflict of Interest
13.	Intellectual Property Rights
14. Data Protection and Disclosure 
15. Buyer Data
16.	Records and audit access
17.	Records and audit access
18.	Freedom of Information (FOI) requests
19. Security
20.	Guarantee
21. Incorporation of Terms
22. Managing Disputes 
23.	Termination
24. Consequences of termination
25.	Supplier’s status
26.	Notices
27.	Exit plan
28.	Handover to replacement Supplier 
29.	Force Majeure
30.	Entire Agreement
31.	Liability
32.	Waiver and cumulative remedies
33.	Fraud
34.	Prevention of bribery and corruption
35.	Legislative change
36.	Publicity, branding, media and official enquiries
37.	Non Discrimination
38.	Premises
39.	Equipment
40. Contracts (Rights of Third Parties) Act
41. Law and jurisdiction 
42. Environmental requirement
[bookmark: h.on8veyo34oto]43. Defined Terms 


Part A - Order Form 

	Buyer 
	The Secretary of State for the Department for Education

	Service reference 
	Service ID No: 2905 5327 3654 330

	Supplier 
	Leidos Innovations UK Ltd

	Call-Off Contract ref.
	Application Lifecycle Management Services

	Call-Off Contract title 
	Application Lifecycle Management Services

	G-Cloud Framework No.
	RM1557 (viii)

	Call-Off Contract description
	End to end service for the development of software applications and tailored support models with Service Level Agreements (SLAs), delivered using the most appropriate methodology (whether waterfall, agile, or in-between) and latest technologies and are developed to maximise value for money, quality, usability and maintainability. For Buyer’s use for its corporate and business applications as required.

	Start date 
	01 April 2017

	End date
	31 March 2019

	Call-Off Contract value 
	Up to but not to exceed nine million and five hundred thousand pounds (£9,500,000) GBP ex VAT.

	Charging method 
	Fixed Monthly Charge, outcome based or Time and Materials (T&M) proposals as agreed by Change Authorisation Note executed by completing the Change Control Template Forms attached at paragraph SR1 of ‘Supplemental requirements’ set out below.

	Purchase order No.
	PO SFOR



This Order Form is issued in accordance with the G-Cloud 8 Framework Agreement (RM1557viii).
	Project reference:            n/a
Buyer reference:              n/a 

	Order date:
	1 April 2017

	Purchase order:
	PO SFOR 

	From: the Buyer

	The Secretary of State for the Department for Education
[redacted]

	To: the Supplier
	Leidos Innovations UK Ltd
[redacted]

	

Together:
	Company number: [redacted]

the “Parties”





Principle contact details 
	For the Buyer:
	Name & title:
	redacted

	
	Email:
	redacted

	
	Phone:
	redacted

	For the 
Supplier 
	Name & title:
	redacted

	
	Email:
	redacted

	
	Phone:
	redacted



Call-Off Contract Term
	Commencement Date:

	This Call-Off Contract commences on 1 April 2017 and is valid for twenty-four (24) months.

	Termination: 
	In accordance with Call-Off Contract clause 23 the notice period required for Termination is at least 90 Working Days from the date of written notice for disputed sums or at least 30 days from the date of written notice for termination without cause.

	Buyer contractual details
This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of the G-Cloud Services utilized by the Buyer may vary from time to time during the course of this Call-Off Contract, subject always to the terms of the Call-Off Contract.

	G-Cloud 8 Lot 4
	This Call-Off Contract is for the provision of Services under Lot 4 – Specialist Cloud Services.


	G-Cloud 8 Services required:
	End to end service for the development of software applications and tailored support models and Service Level Agreements (SLAs), delivered using the most appropriate methodology (whether waterfall, agile, or in-between) as further detailed in paragraph SR5 of Supplemental requirements’ of the Call-Off Contract.  Applications use the latest technologies and are developed to maximise value for money, quality, usability and maintainability.

Services shall be provided on the basis of a fixed Monthly Charge, outcome based or Time and Materials (T&M) and agreed by completing the Change Control Template Forms attached at paragraph SR1 of ‘Supplemental requirements’ of the Call-Off Contract.  The Supplier shall present its proposal by completing the Impact Assessment Form or Change Authorisation Note (“CAN”) within the (10) Working Days of receiving the Buyer’s Change Request Form.  
The parties must execute a CAN for any G-Cloud Services ordered and may agree to execute a CAN without first completing a Change Request Form or Impact Assessment Form.
· [bookmark: h.a12n1rducqb0][bookmark: h.3j8qltolr8ny]

	Additional Services:
	[bookmark: h.qaifyigx0mux]As available in the Supplier’s published service definition that is within the scope of the Framework Agreement, as required by the Buyer.

	
	

	Location:
	Unless otherwise agreed, the Services shall be provided at the Buyer’s offices in either London, Coventry or, Sheffield or other offices in the UK including the Supplier’s offices.

	Quality standards:

	(i) ISO 9001;
(ii) Information Security Policies for ICT Systems v1.8 as incorporated in paragraph SR9 of the supplemental requirements in this Call-Off Contract; and
(iii) the quality standards required in the Call-Off Contract and the Supplier’s published service definition under the Service reference stated at the head of this Order Form.


	Technical standards 
	(i) Working to ITIL v3; and
(ii) the technical standards required under the Call-Off Contract and the Supplier’s published service definition under the Service reference stated at the head of this Order Form.


	On-boarding 
	The Supplier shall ensure that any personnel on-boarded shall meet the requirements of the Buyer’s ‘Baseline Security Policy’ document as incorporated in paragraph SR8 of the Supplemental requirements in this Call-Off Contract.


	Off-boarding 
	The Supplier shall ensure that it’s personnel return the Buyer’s software, data, equipment, tools and confidential information in its possession, on or prior to the date of off-boarding and provide knowledge transfer to the Customer or Customer’s nominated supplier as reasonably required.


	Limit on Supplier’s liability:
	[bookmark: h.4xoax97ftnya]In accordance with Call-Off Contract clause 31.5, the Limit on Supplier’s liability for direct loss, destruction, corruption, degradation or damage to the Buyer Data or the Buyer Personal Data or any copy of such Buyer Data is one (1) million pounds sterling (£1,000,000).


	Insurance:
	In accordance with Call-Off Contract clause 10, the insurance(s) required will be:
(i) a minimum insurance period of 6 years following the expiration or earlier termination of this Call-Off Contract;
(ii) professional indemnity insurance cover to be held by the Supplier and by any agent, Sub-Contractor or consultant involved in the supply of the G-Cloud Services. This professional indemnity insurance cover will have a minimum limit of indemnity of £1,000,000 for each individual claim or such higher limit as the Buyer may reasonably require (and as required by Law); and
(iii) employers' liability insurance with a minimum limit of £5,000,000 or such higher minimum limit as required by Law from time to time.


	Buyer’s Responsibilities
	(i) to make available its own representatives and its suppliers for meetings and promptly provide information, materials and documents requested by the Supplier from time to time;
(ii) to configure the Buyer’s IT service management toolset (“Servicenow”) with the service levels that the Buyer requires the Supplier to meet in the delivery of the G-Cloud Services as detailed in the document ‘AMS Service Levels’ incorporated at paragraph SR6 of Supplemental requirements of this Call-Off Contract;
(iii) where agreed, to provide office facilities, excluding car parking, at Buyer’s Coventry address for Supplier’s service delivery staff to perform the Ordered G-Cloud Services;
(iv) to provide the proposed reporting timetable and report formats for governance and meetings;
(v) unless otherwise agreed in a CAN, be responsible for back-ups and recovery of its software;
(vi) to be responsible for decisions to use unsupported versions of its software; 
(vii) to be responsible for communication to its organisation in respect of any agreed activity by the Supplier when undertaking services defined within this Call-Off Contract which may impact the Buyer’s business; and
(viii) ensure application documentation, product documentation and vendor support for all the third party software and devices are available to the Supplier as it requires to enable it to provide the G-Cloud Services.


	Buyer’s equipment
	The technical environment including access, tools, software, documentation, licences, equipment and infrastructure reasonably required for the Supplier to provide the G-Cloud Services.


	Supplier’s information

	Commercially Sensitive Information:
	Any of the Supplier’s unpublished pricing and financial information specifically offered to the Buyer under this Call-Off Contract.

	
Subcontractors / Partners:
	


	Call-Off Contract Charges and payment 

	[bookmark: h.5yo47ql59d6j]

	Payment method (GPC or BACS):
	The method of payment for this Call-Off Contract is BACS.



	Payment profile:
	The payment profile for this Call-Off Contract is: monthly in arrears.

	Invoice details:
	The Supplier shall issue electronic invoices monthly in arrears. In accordance with Call-Off Contract clause 8, the Buyer will pay the Supplier within 30 calendar days of receipt of a valid invoice.

	Who and where to send invoices to:
	[bookmark: _GoBack]At the time of executing this Call-Off Contract, the Skills Funding Agency (“SFA”) is an Executive Agency of the Buyer and shall merge with the Buyer during the first year of this Call-Off Contract.  During this merger period the SFA may also order the G-Cloud Services and the Supplier shall submit its invoices to the address of the party agreed in each CAN as follows:
	For the Buyer:
	For the SFA:

	[redacted]
	[redacted]




	Invoice information required – eg PO, project ref, etc.
	All invoices must include the Buyer’s PO number.

	Invoice frequency
	Invoice will be sent to the Buyer monthly.

	Call-Off Contract value:
	Up to but not to exceed nine million and five hundred thousand pounds (£redacted) GBP ex VAT.

	Call-Off Contract Charges:
	The Call-Off Contract charges are as agreed in each CAN and where appropriate, based on the Supplier’s rate card attached at paragraph SR2 of ‘Supplemental requirements’ set out below.



	Additional Buyer terms


	Performance of the service and deliverables 
	[bookmark: h.37cmg75c7re3][bookmark: h.nelyzlcnxppj][bookmark: h.b8unk7x7vzfi]As agreed in the CAN executed by completing the Change Control Template Forms attached at paragraph SR1 of ‘Supplemental requirements’ set out below.
[bookmark: h.gtbus58nvrs8]

	Collaboration agreement 
	As attached at paragraph SR4 of ‘Supplemental requirements’ set out further below.

	[bookmark: h.tyjcwt]Supplemental requirements in addition to the call-off terms

	In accordance with the Call-Off Terms, the Supplier will comply with the following documents as incorporated into this Order Form by reference:
	Ref.
	Document
File Name
	Document
Description
	File

	SR1
	Change Control Template Forms v1.3
	The forms for raising a Variation by Change Request including Impact Assessment and Change Authorisation Note.
	


	SR2
	SFIA Rate Card
	The Supplier’s SFIA definitions and published rate card under Service ID: 2905 5327 3654 330 of the Call-Off Contract.
	


	SR3
	Additional G-Cloud Terms v2.4
	The Buyer’s additional terms.
	


	SR4
	Collaboration Document v2.2
	The delegated rights of the SMI and the principles of suppliers working together including governance.
	


	SR5
	Service Definition Document
	The Supplier’s service definition for its published Service ID 2905 5327 3654 330.
	


	SR6
	AMS Service Levels
	The Service Measures to be met by the Supplier in the provision of the G-Cloud Services, in alignment to the Buyer’s SMI service level agreement.
	


	SR7
	Operational Service Protocol (OSP) v1.0
	The contractually non-binding protocol to ensure the parties work with the Buyer’s SMI, to consistent procedures.   
	


	SR8
	Baseline Security Policy 2014
	The Buyer’s security requirements and policy for Supplier’s personnel.
	


	SR9
	SFA Information Security Policies for ICT Systems v1.8
	The document describing the Buyer’s ICT security policy.
	


	SR10
	Subject to the Supplier providing no less than two (2) weeks’ written notice to the Buyer and where the Buyer agrees, the Supplier may temporarily remove its personnel from the provision of the G-Cloud Services herein for the following purposes:
(i) training activities that extend beyond two (2) hours; and
(ii) housekeeping and attendance at Supplier’s corporate meetings;






	
Public Services Network (PSN)
	
The Public Services Network (PSN) is the Government’s high-performance network which helps public sector organisations work together, reduce duplication and share resources.

Delivery of PSN Compliant Services
If requested to do so by the Buyer, the Supplier shall ensure that
the G-Cloud Services adhere to the conditions and obligations
identified in the PSN Code of Practice at the Supplier’s cost.

If any PSN Services are Sub-Contracted by the Supplier, the
Supplier must ensure that services have the relevant PSN
compliance certification, which includes:
· Buyer environments 
· communications components 
· compliant and certified 

Role of the PSN authority 
The Supplier will immediately disconnect its G-Cloud Services
from the PSN if instructed to do so by the PSN Authority following
an event affecting national security, or the security of the PSN. The
Supplier agrees that the PSN Authority shall not be liable for any 
actions, damages, costs, and any other liabilities which may arise
as a consequence.
· This clause may be enforced by the PSN Authority, notwithstanding the fact that the PSN Authority is not a party to this Call-Off Contract.





	1. 
Formation of the Call-Off Contract 

	1.1 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off Contract with the Buyer.
	

	1.2 The parties agree that they have read the Order Form (Part A) and the Call-Off Contract terms and by signing below agree to be bound by this Call-Off Contract.
	

	1.3 In accordance with the Buying process set out in the Framework Agreement, this Call-Off Contract will be formed when the Buyer acknowledges the receipt of the signed copy of the Order Form from the Supplier.
1.4 The terms and conditions of the Call-Off Contract and Order Form will supersede those of the Supplier Terms and Conditions.
2. Background to the Call-Off Contract
2.1	The Supplier is a provider of G-Cloud Services and undertook to provide such Services under the terms set out in Framework Agreement number RM1557viii (the “Framework Agreement”).
2.2	The Buyer served an Order Form for Services to the Supplier.

	


SIGNED:
	
	Supplier:
	Buyer:

	Name:
	
	

	Title:
	
	

	Signature:
	[image: ] 
	[image: ]

	Date:
	
	


[bookmark: h.2jeh1cg04xmr][bookmark: h.gwr24yb3u19v][bookmark: h.svwt5wkq2ptz]

Part B - The Schedules
[bookmark: h.756kamv1w8jg]
[bookmark: h.3dy6vkm]
Schedule 1 - Deliverables

[bookmark: h.26in1rg]Services and Deliverables shall be as agreed between the parties, within each CAN and subject to the scope of the Supplier’s published Service Definition on the government’s Digital Marketplace for the G-Cloud 8 Framework Agreement for the Service ID in this Call-Off Contract.


Schedule 2 -	Call-Off Contract Charges

Charges for Services and Deliverables shall be as agreed between the parties, within each CAN and subject to the scope of the Supplier’s published pricing document on the government’s Digital Marketplace for the G-Cloud 8 Framework Agreement for the Service ID in this Call-Off Contract and as also set out in paragraph SR2 of ‘Supplemental requirements’ herein.
[bookmark: h.49x2ik5][bookmark: h.ihxvnpgceuw0][bookmark: h.ezo07l38gzng][bookmark: h.ciok2t6k4m0g][bookmark: h.6425p1hbwkne][bookmark: h.drreugdc2i09][bookmark: h.23ckvvd]
Charges are agreed on a:
(i) Fixed Monthly Charge;
(ii) Outcome basis; or
(iii) Time & Materials (T&M).

for the Call-Off Contract Term and shall be invoiced monthly in arrears pro-rata, with invoices paid subject to the payment terms of the Call-Off Contract.
The Supplier shall apply the percentage discounts shown in the table below, to the aggregated Charges (excluding VAT) measured over a twelve (12) month period from the Start date of the Call Off Contract (1 April 2017).


	Aggregated Charges
per twelve-month period (ex VAT)
	Applicable Discount (%)

	Less than £1,000,000
	No discount

	£1,000,000 to £3,000,000
	1%

	£3,000,000 to £5,000,000
	2%

	Above £5,000,000
	3%




The applicable discount is applied to the Charges only within the range of the Aggregated Charges shown in the table above, measured over a twelve (12) month period.  For the avoidance of doubt, the aggregated measure is restarted upon the anniversary of the Call-Off Contract.


Part C – Terms and conditions

[bookmark: h.ihv636]1.	Call-Off Contract start date, length and methodology
1.1 	The Supplier will start providing the Services on the date specified in the Order Form.
1.2 	This Call-Off Contract will terminate on the End Date specified in the Order Form unless terminated earlier in accordance with Clause 23 and will be a maximum of 24 months from the Commencement Date.

[bookmark: h.aj63dwj35ogj]2. 	Overriding provisions
2.1 	The Supplier agrees to supply the G-Cloud Services and any Additional Services (Lot 4 only) in accordance with this Call-Off Contract and the Supplier’s Terms as identified in the Framework Agreement (G-Cloud Services) and incorporated into this Call-Off Contract.
2.2 	In the event of and only to the extent of any conflict or ambiguity between the Clauses of this Call-Off Contract, the provisions of the Schedules, any document referred to in the Clauses of this Call-Off Contract (including Supplier’s Terms) and the Framework Agreement, the conflict shall be resolved in accordance with the following order of precedence:
· the Framework Agreement;
· the Clauses of this Call-Off Contract (excluding Supplier Terms);
· the completed Order Form;
· the Supplier's Terms and Conditions; and
· any other document referred to in the Clauses of this Call-Off Contract.
The Supplier accepts this is the order of prevailing provisions in this Call-Off Contract.
[bookmark: h.2t6u4pty0r6u]3. 	Transfer and sub-contracting
3.1 	The Supplier will not assign, novate or sub-contract any part-of this Call-Off Contract without the Buyer’s prior written approval which shall not be unreasonably withheld or delayed.
3.2 	The Supplier will be responsible for the performance of any Sub-Contractors.
3.3 	The Buyer may assign, novate or otherwise dispose of its rights and obligations under this Call-Off Contract or any part thereof to:
· any other body established by the Crown or under statute in order substantially to perform any of the functions that had previously been performed by the Buyer; or
· any private sector body which substantially performs the functions of the Buyer
provided that any such assignment, novation or other disposal shall not increase the burden of the Supplier’s obligations under this Call-Off Contract.
[bookmark: h.32hioqz]4. 	Supplier Staff
4.1 	The Supplier Staff will:
· fulfil all reasonable requests of the Buyer;
· apply all due skill, care and diligence to the provisions of the Services;
· be appropriately experienced, qualified and trained to supply the Services;
· respond to any enquiries about the Services as soon as reasonably possible;
· complete any necessary vetting procedures specified by the Buyer;
· Comply with the provisions of the Official Secrets Act 1911 to 1989; and
· Section 182 of the Finance Act 1989.

[bookmark: h.3tbugp1]5. 	Due diligence
5.1  	Both Parties agree that when entering into a Call-Off Contract, they:

5.2.1 having made their own enquiries are satisfied by the accuracy of any information supplied by the other Party;
5.2.2 are confident that they can fulfil their obligations according to the terms of this Call-Off Contract; and
5.2.3 have entered into this Call-Off Contract relying on their own due diligence.

[bookmark: h.28h4qwu]6.	Warranties, representations and acceptance criteria
6.1 	The Supplier will perform its obligations under this Call-Off Contract with all reasonable care, skill and diligence, according to Good Industry Practice.
6.2 	The Supplier will use all reasonable endeavours to prevent the introduction, creation or propagation of any disruptive elements into systems providing services to data, software or Authority Confidential Information held in electronic form.
6.3 	The Supplier undertakes to the Buyer that each G-Cloud Service will meet the Buyer’s acceptance criteria, as defined in the Call-Off Contract Order Form.
6.4 	The Supplier warrants that it has full capacity and authority and all necessary authorisations, consents, licences and permissions and Intellectual Property Rights to perform this Call-Off Contract.
6.5	The Supplier represents that, in entering into this Call-Off Contract it has not committed any Fraud.
6.6 	The Supplier undertakes to pay all taxes due from it to HMRC and will not indulge in “disguised employment” practices when delivering services under this Call-Off Contract.
6.7 	For the avoidance of doubt, the fact that any provision within this Call-Off Contract is expressed as a warranty shall not preclude any right of termination the Buyer may have in respect of breach of that provision by the Supplier.

[bookmark: h.37m2jsg]7. 	Business continuity and disaster recovery
7.1 	The Supplier will ensure a disaster recovery approach is captured in a clear disaster recovery plan contained within their service descriptions where appropriate and required by the Buyer.

[bookmark: h.1mrcu09]8. 	Payment terms and VAT
[bookmark: h.46r0co2]8.1 	The Buyer will pay the Supplier within 30 days of receipt of a valid invoice submitted by the Supplier in accordance with this Call-Off Contract.
[bookmark: h.3l18frh][bookmark: h.206ipza]8.2 	The Call-Off Contract Charges are deemed to include all Charges for payment processing. All Invoices submitted to the Buyer for the Services shall be exclusive of any Management Charge.
[bookmark: h.4k668n3][bookmark: h.x2yyhpua01zo]8.3 	All charges payable by the Buyer to the Supplier shall include VAT at the appropriate rate.
[bookmark: h.99nzb7tmpx1y][bookmark: h.ejv6zxxv3ldy]8.4	The Supplier will add VAT to the charges at the appropriate rate.
[bookmark: h.j13zinmg6bi3][bookmark: h.6oul3ieo77mt]8.5 	Where specified within the Order Form, the Supplier will accept payment for G-Cloud Services by the Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied for using the GPC and shall not recover this charge from the Buyer.
[bookmark: h.nt5ey8gi4z6b]8.6 	The Supplier will ensure that each invoice contains all appropriate references and a detailed breakdown of the G-Cloud Services supplied. The Buyer may request the Supplier provides further documentation to substantiate the invoice.
8.7 	Supplier Sub-Contracts must oblige the Supplier to make payments to its Sub-Contractor within 30 calendar days from the receipt of a valid invoice. 
8.8 	The Supplier shall indemnify the Buyer on demand against any liability arising from the Supplier's failure to account for or to pay any VAT on payments made to the Supplier under this Call-Off Contract.  The Supplier shall pay all monies pursuant to this indemnity to the Buyer not less than 5 UK Working Days before the date upon which the tax or other liability is payable by the Buyer.  
8.9 		The Supplier shall not suspend the supply of the G-Cloud Services for Buyer’s failure to pay undisputed sums of money unless the Supplier is entitled to suspend or terminate this Call-Off Contract. Interest shall be payable by the Buyer on the late payment of any undisputed sums of money properly invoiced in accordance with the Late Payment of Commercial Debts (Interest) Act 1998 (as amended from time to time). 
8.10 	In the event of a disputed invoice, the Buyer shall make payment in respect of any undisputed amount in accordance with the provisions of this Call-Off Contract and return the invoice to the Supplier within 10 UK Working Days of receipt with a covering statement proposing amendments to the invoice and/or the reason for any non-payment. The Supplier shall respond within 10 UK Working Days of receipt of the returned invoice stating whether or not the Supplier accepts the Buyer’s proposed amendments. If it does then the Supplier shall supply with the response a replacement valid invoice. 
[bookmark: h.1egqt2p]9.	Recovery of sums due and right of set-off
9.1 	If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off Contract Charges due. 

[bookmark: h.2dlolyb]10.	Insurance
The Supplier will maintain the insurances required by the Buyer including those set out in this clause. 

10.1	Subcontractors
10.1.1	The Supplier will ensure that, during this Call-Off Contract, Subcontractors hold third-party public and products liability insurance of the same amounts that the Supplier would be legally liable to pay as damages, including claimant's costs and expenses, for accidental death or bodily injury and loss of or damage to Property, to a minimum of £1,000,000.
10.2	Agents and professional consultants

10.2.1	The Supplier will also ensure that all agents and professional consultants involved in the supply of Services hold professional indemnity insurance to a minimum indemnity of £1,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the termination or expiry date to this Call-Off Contract to which the insurance relates.

10.2.2	The Supplier will also ensure that all agents and professional consultants involved in the supply of Services hold employers liability insurance to a minimum indemnity of £5,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the termination or expiry date to this Call-Off Contract to which the insurance relates.
10.3	Additional or extended insurance

10.3.1	If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing insurance policies procured under the Framework Agreement. 

10.3.2	The Supplier will provide CCS and the Buyer with the following evidence that they have complied with clause 10.3.1 above:
· a broker's verification of insurance; or
· receipts in respect of the insurance premium; or
· other evidence of payment of the latest premiums due.
10.4	Supplier liabilities

10.4.1 Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this Call-Off Contract.

10.4.2 The Supplier will:
· take all risk control measures relating to the Services as it would be reasonable to expect of a contractor acting in accordance with Good Industry Practice, including the investigation and reports of claims to insurers;
· promptly notify the insurers in writing of any relevant material fact under any insurances of which the Supplier is, or becomes, aware; and
· hold all insurance policies and require any broker arranging the insurance to hold any insurance slips and other evidence of placing cover representing any of the insurance to which it is a Party.

10.4.3 The Supplier will not do or omit to do anything, which would vitiate any of the insurances.
10.5 	Indemnity to principals

10.5.1 Where specifically outlined in this Call-Off Contract, the Supplier will ensure that the third-party public and products liability policy will contain an ‘indemnity to principals’ clause under which the Buyer will be compensated for both of the following claims against the Buyer:
· death or bodily injury; and
· third-party Property damage arising from connection with the Services and for which the Supplier is legally liable.
10.6 	Cancelled, suspended, terminated or unrenewed policies

10.6.1 The Supplier will notify CCS and any Buyers as soon as possible if the Supplier becomes aware that any of the insurance policies have been, or are due to be, cancelled, suspended, terminated or not renewed.
10.7	Premium, excess and deductible payments

10.7.1 Where any insurance requires payment of a premium, the Supplier will:
· be liable for the premium; and
· pay such premium promptly.

10.7.2 Where any insurance is subject to an excess or deductible below the Supplier will be liable for it. The Supplier will not be entitled to recover any sum paid for insurance excess or any deductible from CCS or the Buyer.

[bookmark: h.sqyw64][bookmark: h.3cqmetx]11.	Confidentiality 
[bookmark: h.1rvwp1q]11.1 	Except where disclosure is clearly permitted by this Call-Off Contract, neither Party will disclose the other Party’s Confidential Information without the relevant Party’s prior written consent.
11.2 	Disclosure of Confidential Information is permitted where information:
· must be disclosed to comply with legal obligations placed on the Party making the disclosure
· belongs to the Party making the disclosure (who is not under any obligation of confidentiality) before its disclosure by the information owner
· was obtained from a third party who is not under any obligation of confidentiality, before receiving it from the disclosing Party
· is, or becomes, public knowledge, other than by breach of this clause or Call-Off Contract
· is independently developed without access to the other Party’s Confidential Information
· is disclosed to obtain confidential legal professional advice.
11.3 	The Buyer may disclose the Supplier’s Confidential Information:
· to any central government body on the basis that the information may only be further disclosed to central government bodies;
· to the UK Parliament, Scottish Parliament or Welsh or Northern Ireland Assemblies, including their committees;
· if the Buyer (acting reasonably) deems disclosure necessary or appropriate while carrying out its public functions;
· on a confidential basis to exercise its rights or comply with its obligations under this Call-Off Contract; or
· On a confidential basis to a proposed transferee, assignee or novatee of, or successor in title to, the Buyer.
11.4 	References to disclosure on a confidential basis will mean disclosure subject to a confidentiality agreement or arrangement containing the same terms as those placed on the Buyer under this clause.
[bookmark: h.4bvk7pj]11.5 	The Supplier may only disclose the Buyer’s Confidential Information to Supplier Staff who are directly involved in the provision of the Services and who need to know the information to provide the Services. The Supplier will ensure that its Supplier Staff will comply with these obligations.
[bookmark: h.2r0uhxc][bookmark: h.1664s55]11.6 	Either Party may use techniques, ideas or knowledge gained during this Call-Off Contract unless the use of these things results in them disclosing the other Party’s Confidential Information where such disclosure is not permitted by the Framework Agreement, or is an infringement of Intellectual Property Rights.
[bookmark: h.3q5sasy]11.7 	Information about orders placed by a Buyer (including pricing information and the terms of any Call-Off Contract) may be published by CCS and may be shared with other Buyers. Where Confidential Information is shared with other Buyers, CCS will notify the recipient of the information that its contents are confidential.

[bookmark: h.25b2l0r]12. 	Conflict of Interest
12.1 	The Supplier will take all appropriate steps to ensure that Supplier Staff are not in a position where there is or may be an actual conflict between the financial or personal interests of the Supplier Staff and another Supplier where both are providing the Services to the Buyer under any Call-Off Contract in accordance with the Framework Agreement.
12.2 	Any breach of this clause will be deemed to be a Material Breach.
12.3 	A conflict of interest may arise in situations including where a member of the Supplier Staff:
· is related to someone in another Supplier team who both form part of the same team performing the Services under the Framework Agreement
· has a business interest in another Supplier who is part of the same team performing the Services under the Framework Agreement
· has been provided with, or had access to, information which would give the Supplier or an affiliated company an unfair advantage in the Tender process.
12.4 	Where the Supplier identifies a risk of a conflict or potential conflict, they will (before starting work under this Call-Off Contract, unless otherwise agreed with the Buyer) inform the Buyer of such conflicts of interest and how they plan to mitigate the risk. Details of such mitigation arrangements are to be sent to the Buyer as soon as possible. On receiving this notification, the Buyer will, at its sole discretion, notify the Supplier if the mitigation arrangements are acceptable or whether the risk or conflict remains a Material Breach.

[bookmark: h.kgcv8k]13. 	Intellectual Property Rights 
13.1 		The Supplier will have no rights to use any of the Buyer’s names, logos or trademarks without the Buyer’s prior written approval.

[bookmark: h.34g0dwd]14. 	Data Protection and Disclosure
14.1	The Supplier shall comply with any notification requirements under the DPA and both Parties will duly observe all their obligations under the DPA which arise in connection with the Framework Agreement or under this Call-Off Contract.

14.2	Where the Supplier is processing Buyer Data or Other Contracting Bodies’ Personal Data, the Supplier shall ensure that it has in place appropriate technical and organisational measures to ensure the security of the Authority and Other Contracting Bodies’ Personal Data (and to guard against unauthorised or unlawful processing or accidental loss, destruction of or damage to the Buyer Data and the Other Contracting Bodies’ Personal Data.

14.3	The Supplier shall provide the Buyer and/or Other Contracting Body with such information as the Buyer and/or Other Contracting Body may reasonably request to satisfy itself that the Supplier is complying with its obligations under the DPA including;
· to promptly notify the Buyer and/or Other Contracting Body of any breach of the security measures to be put in place pursuant to this Clause; and
· to ensure that it does not knowingly or negligently do or omit to do anything which places the Buyer and/or Other Contracting Body in breach of its obligations under the DPA and
· not to cause or permit to be processed, stored, accessed or otherwise transferred outside the European Economic Area any Buyer Data or Other Contracting Body Personal Data supplied to it by the Buyer or Other Contracting Body without approval.
[bookmark: h.1jlao46]
[bookmark: h.43ky6rz]15.	Buyer Data 
15.1 	The Supplier will not remove any proprietary notices relating to the Buyer Data.

15.2 	The Supplier will not store or use Buyer Data except where necessary to fulfil its obligations.
15.3	If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as requested and in the format specified by the Buyer.
15.4 	The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its corruption and loss.
15.5 	The Supplier will ensure that any system which holds any Buyer Data complies with the security requirements prescribed by the Buyer.
[bookmark: h.2iq8gzs]15.6 	The Supplier will ensure that any system on which the Supplier holds any protectively marked Buyer Data will be accredited as specific to the Buyer and will comply with:
· the government security policy framework and information assurance policy;
· guidance issued by the Centre for Protection of National Infrastructure on Risk Management and Accreditation of Information Systems; and
· the relevant government information assurance standard(s).
[bookmark: h.xvir7l][bookmark: h.3hv69ve]15.7 	Where the duration of this Call-Off Contract exceeds one year, the Supplier will review the accreditation status at least once a year to assess whether material changes have occurred which could alter the original accreditation decision in relation to Buyer Data. If any changes have occurred then the Supplier will re-submit such system for accreditation.
[bookmark: h.1x0gk37]15.8 	If at any time the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately and will (at its own cost where such corruption, loss, breach or degradation of the Buyer Data was caused by the action or omission of the Supplier or its representatives) comply with any remedial action proposed by the Buyer.
15.9 	The Supplier will provide at the request of CCS or the Buyer, any information relating to the Supplier’s compliance with its obligations under the Data Protection Act (to the extent arising under and/or in connection with the Framework Agreement and this Call-Off Contract). The Supplier will also ensure that it does not knowingly or negligently fail to do something that places CCS or any Buyer in breach of its obligations of the Data Protection Act. This is an absolute obligation and is not qualified by any other provision of this Call-Off Contract. 
15.10 	The Supplier agrees to use the appropriate organisational, operational and technological processes and procedures to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.
15.11	The provisions of this Clause 15 shall apply during the term of this Call-Off Contract and for such time as the Supplier holds the Buyer’s Data.
[bookmark: h.4h042r0][bookmark: h.2w5ecyt]16.	Records and audit access
[bookmark: h.3vac5uf]16.1	The Supplier will allow CCS (and CCS’s external auditor) to access its information and conduct audits of the Services provided under this Call-Off Contract and the provision of Management Information.
[bookmark: h.2afmg28]
[bookmark: h.pkwqa1]17.	Freedom of Information (FOI) requests
17.1	The Supplier will transfer any Request for Information to the Buyer within 2 UK Working Days of receipt.
17.2	The Supplier will provide all necessary help reasonably requested by the Buyer to enable the Buyer to respond to the Request for Information within the time for compliance set out in section 10 of the Freedom of Information Act or Regulation 5 of the Environmental Information Regulations.
17.3	To the extent it is permissible and reasonably practical for it to do so, CCS will make reasonable efforts to notify the Supplier when it receives a relevant FOIA or EIR request so that the Supplier may make appropriate representations.

[bookmark: h.39kk8xu]18. 	Standards and quality
18.1	The Supplier will comply with any standards in this Call-Off Contract and Section 4 (How Services will be delivered) of the Framework Agreement.

[bookmark: h.1opuj5n]19.	Security
[bookmark: h.2nusc19]19.1 	The Supplier will use software and the most up-to-date antivirus definitions available from an industry accepted antivirus software vendor to minimise the impact of Malicious Software.
19.2 	If Malicious Software causes loss of operational efficiency or loss or corruption of Buyer Data, the Supplier will help the Buyer to mitigate any losses and will restore the Services to their desired operating efficiency as soon as possible.
19.3	Any costs arising from the actions of the Buyer or Supplier taken in compliance with the provisions of the above clause, will be dealt with by the Buyer and the Supplier as follows:
· by the Supplier, where the Malicious Software originates from the Supplier software or the Buyer Data while the Buyer Data was under the control of the Supplier, unless the Supplier can demonstrate that such Malicious Software was present and not quarantined or otherwise identified by the Buyer when provided to the Supplier.
· by the Buyer if the Malicious Software originates from the Buyer software or the Buyer Data, while the Buyer Data was under the control of the Buyer.

19.4 	The Supplier will immediately notify CCS of any breach of security in relation to CCS’s Confidential Information (and the Buyer in relation to any breach regarding Buyer Confidential Information). The Supplier will recover such CCS and Buyer Confidential Information however it may be recorded.
19.5 	Any system development by the Supplier must also comply with the government’s ‘10 Steps to Cyber Security’ guidance, available at: https://www.gov.uk/government/publications/cyber-risk-management-a-board-level-responsibility/10-steps-summary
[bookmark: h.fpcw1mi76le3]
[bookmark: h.r2utc0kvuqcj]20.	Guarantee 
20.1 	Where the Buyer has specified in the Order Form that this Call-Off Contract shall be conditional upon receipt of a Guarantee from the guarantor, the Supplier shall deliver to the Buyer a completed Guarantee in the form attached, on or prior to the Commencement Date; and deliver to the Buyer a certified copy of the passed resolution and/or board minutes of its guarantor approving the execution of the Guarantee. 

[bookmark: h.2fk6b3p]21.	Incorporation of terms
21.1 	Upon the execution of an Order, the terms and conditions agreed in the Order Form will be incorporated into this Call-Off Contract.

[bookmark: h.3ep43zb]22.	Managing disputes
22.1 	When either Party notifies the other of a dispute, both Parties will attempt in good faith to negotiate a settlement as soon as possible.

22.2 	Nothing in this procedure will prevents a Party from seeking any interim order restraining the other Party from doing any act or compelling the other Party to do any act.
22.3 	If the dispute cannot be resolved, either Party will be entitled to refer it to mediation in accordance with the procedures below, unless:
· the Buyer considers that the dispute is not suitable for resolution by mediation,
· the Supplier does not agree to mediation.
22.4 	The procedure for mediation is as follows:
· A neutral adviser or mediator will be chosen by agreement between the Parties. If the Parties cannot agree on a mediator within 10 UK Working Days after a request by one Party to the other, either Party will as soon as possible, apply to the mediation provider or to the Centre for Effective Dispute Resolution (CEDR) to appoint a mediator. This application to CEDR must take place within 12 UK Working Days from the date of the proposal to appoint a mediator, or within 3 UK Working Days of notice from the mediator to either Party that they are unable or unwilling to act.
· The Parties will meet with the mediator within ten (10) UK Working Days of the mediator’s appointment to agree a programme for the exchange of all relevant information and the structure for negotiations to be held. The Parties may at any stage seek help from the mediation provider specified in this clause to provide guidance on a suitable procedure.
· Unless otherwise agreed, all negotiations connected with the dispute and any settlement agreement relating to it will be conducted in confidence and without prejudice to the rights of the Parties in any future proceedings.
· If the Parties reach agreement on the resolution of the dispute, the agreement will be reduced to writing and will be binding on the Parties once it is signed by their duly authorised representatives.
· Failing agreement, either Party may invite the mediator to provide a non-binding but informative opinion in writing. Such an opinion will be provided without prejudice and will not be used in evidence in any proceedings relating to this Call-Off Contract without the prior written consent of both Parties.
· If the Parties fail to reach agreement in the structured negotiations within 60 UK Working Days of the mediator being appointed, or such longer period as may be agreed by the Parties, then any dispute or difference between them may be referred to the courts.
22.5 	Either Party may request by written notice that the dispute is referred to expert determination if the dispute relates to:
· any technical aspect of the delivery of the digital services;
· the underlying technology; or
· otherwise is of a financial or technical nature.
22.6	An expert will be appointed by written agreement between the Parties, but if there is a failure to agree within 10 UK Working Days, or if the person appointed is unable or unwilling to act, the expert will be appointed on the instructions of the President of the British Computer Society (or any other association that has replaced the British Computer Society).
22.7 	The expert will act on the following basis:
· they will act as an expert and not as an arbitrator and will act fairly and impartially;
· the expert's determination will (in the absence of a material failure to follow the agreed procedures) be final and binding on the Parties;
· the expert will decide the procedure to be followed in the determination and will be requested to make their determination within 30 UK Working Days of their appointment or as soon as reasonably practicable and the Parties will help and provide the documentation that the expert needs for the determination;
· any amount payable by one Party to another as a result of the expert's determination will be due and payable within 20 UK Working Days of the expert's determination being notified to the Parties
· the process will be conducted in private and will be confidential;
· the expert will determine how and by whom the costs of the determination, including their fees and expenses, are to be paid.
22.8 	Without prejudice to any other rights of the Buyer under this Call-Off Contract, the obligations of the Parties under this Call-Off Contract will not be suspended, ceased or delayed by the reference of a dispute submitted to mediation or expert determination and the Supplier and the Supplier Staff will comply fully with the Requirements of this Call-Off Contract at all times.

[bookmark: h.1tuee74]23.	Termination
[bookmark: h.3rjbtrlh2b6b]23.1 	The Buyer will have the right to terminate this Call-Off Contract at any time by giving the notice to the Supplier specified in Part A, the Order Form. The Supplier’s obligation to provide the Services will end on the date set out in the Buyer’s notice.
23.2 	The Parties acknowledge and agree that:
· the Buyer’s right to terminate under this clause is reasonable in view of the subject matter of this Call-Off Contract and the nature of the Service being provided.
· the Call-Off Contract Charges paid during the notice period given by the Buyer in accordance with this clause are a reasonable form of compensation and are deemed to fully cover any avoidable costs or losses incurred by the Supplier which may arise either directly or indirectly as a result of the Buyer exercising the right to terminate under this clause without cause.
· 	Subject to clause 31 (Liability), if the Buyer terminates this Call-Off Contract without cause, they will indemnify the Supplier against any commitments, liabilities or expenditure which result in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate such Loss. If the Supplier holds insurance, the Supplier will reduce its unavoidable costs by any insurance sums available. The Supplier will submit a fully itemised and costed list of such Loss, with supporting evidence of unavoidable Losses incurred by the Supplier as a result of termination.
· [bookmark: h.4du1wux]Either Party will have the right to terminate this Call-Off Contract where clause 29.2 applies.

23.3 	The Buyer will have the right to terminate this Call-Off Contract at any time with immediate effect by written notice to the Supplier if:
· the Supplier commits a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of the Buyer, be remedied, or
· the Supplier commits any fraud.
23.4	Either Party may terminate this Call-Off Contract at any time with immediate effect by written notice (of not more than 30 UK Working Days) if the other Party commits a Material Breach of any term of this Call-Off Contract (other than failure to pay any amounts due under this Call-Off Contract) and, if such breach is remediable, fails to remedy that breach within a period of 15 UK Working Days of being notified in writing to do so.
[bookmark: h.2szc72q]23.5 	If an Insolvency Event of either Party occurs, or the other Party ceases or threatens to cease to carry on the whole or any material part of its business, the other Party is entitled to terminate this Call-Off Contract with immediate effect.

23.6	If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier shall notify the Buyer in writing of such failure to pay and allow the Buyer five (5) calendar days to settle the undisputed invoice. If the Buyer fails to pay such undisputed sums within the allotted additional 5 calendar days, the Supplier may terminate this Call-Off Contract subject to giving the length of notice specified in the Order Form (Termination).
[bookmark: h.184mhaj]
[bookmark: h.3s49zyc]24. 	Consequences of termination and expiry
[bookmark: h.u0ybim7xzdo5]24.1 	Where the Buyer has the right to terminate this Call-Off Contract it may elect to suspend this Call-Off Contract and its performance. 
[bookmark: h.yyalmcymhpr3][bookmark: h.meukdy]24.2	If the Buyer contracts with another Supplier for the Deliverables under this Call-Off Contract, the Supplier will comply with clause 28.
[bookmark: h.36ei31r][bookmark: h.1ljsd9k]24.3   	The rights and obligations of the Parties in respect of this Call-Off Contract will automatically terminate upon the expiry or termination of this Call-Off Contract, except those rights and obligations set out in clause 24.7.
[bookmark: h.45jfvxd][bookmark: h.2koq656]24.4   	At the end of the Call-Off Contract period (howsoever arising), the Supplier must:
· promptly return to the Buyer:
· all Buyer Data including all copies of Buyer software, code and any other software licensed by the Buyer to the Supplier under this Call-Off Contract;
· any materials created by the Supplier under this Call-Off Contract where the IPRs are owned by the Buyer;
· cease to use the Buyer Data and, at the direction of the Buyer, provide the Buyer and the replacement Supplier with a complete and uncorrupted version of the Buyer Data in electronic form in the formats and on media agreed with the Buyer and the replacement Supplier;
· 	destroy all copies of the Buyer Data when they receive the Buyer’s written instructions to do so or 12 months after the date of expiry or termination, and provide written confirmation to the Buyer that the data has been securely destroyed, except where the retention of Buyer Data is required by Law;
· work with the Buyer on any work in progress and ensure an orderly transition of the Services to the replacement supplier;
· return any sums prepaid for Services which have not been delivered to the Buyer by the date of expiry or termination;
· provide all information requested by the Buyer on the provision of the Services so that:
· the Buyer is able to understand how the Services have been provided; and
· the Buyer and the replacement supplier can conduct due diligence.
[bookmark: h.zu0gcz][bookmark: h.3jtnz0s]24.5	Each Party will return all of the other Party’s Confidential Information. Each Party will confirm that it does not retain the other Party’s Confidential Information except where the information must be retained by the Party as a legal requirement or where this Call-Off Contract states otherwise.
[bookmark: h.1yyy98l][bookmark: h.4iylrwe]24.6	All licences, leases and authorisations granted by the Buyer to the Supplier in relation to the Services will be terminated at the end of the Call-Off Contract period (howsoever arising) without the need for the Buyer to serve notice except where this Call-Off Contract states otherwise.
[bookmark: h.2y3w247][bookmark: h.1d96cc0]24.7	Termination or expiry of this Call-Off Contract will not affect:
· any rights, remedies or obligations accrued under this Call-Off Contract prior to termination or expiration;
· the right of either Party to recover any amount outstanding at the time of such termination or expiry;
· the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses:
· 8 - Payment Terms and VAT
· 9 - Recovery of Sums Due and Right of Set-Off
· 10 - Insurance
· 11 - Confidentiality
· 12 - Conflict of Interest
· 13 - Intellectual Property Rights
· 15 - Buyer Data
· 24 - Consequences of Expiry or Termination
· 31 - Liability
· 32 - Waiver and cumulative remedies
· any other provision of the Framework Agreement or this Call-Off Contract which expressly or by implication is to be performed or observed notwithstanding termination or expiry will survive the termination or expiry of this Call-Off Contract.
[bookmark: h.3x8tuzt]
[bookmark: h.2ce457m]25.	Supplier’s status
[bookmark: h.rjefff]25.1 	The Supplier is an independent Contractor and no contract of employment or partnership is created between the Supplier and the Buyer. Neither Party is authorised to act in the name of, or on behalf of, the other Party.

[bookmark: h.3bj1y38]26.	Notices
26.1 	Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being in writing.
[bookmark: h.1qoc8b1]26.2 	The following table sets out the method by which notices may be served under this Call-Off Contract and the respective deemed time and proof of Service:
	[bookmark: h.4anzqyu]Delivery type
	Deemed delivery time
	Proof of Service

	Email
	9am on the first Working Day after sending
	Dispatched in a pdf form to the correct email address without any error message


[bookmark: h.2pta16n]
[bookmark: h.14ykbeg]26.3 	The address and email address of each Party will be the address and email address in the Order Form.

[bookmark: h.3oy7u29]27.	Exit plan
27.1 	The Supplier has provided details of their exit plan within the service description specified in the Order Form and the Buyer and Supplier will follow these arrangements as per Supplier Terms.

[bookmark: h.243i4a2]28.	Handover to replacement supplier
28.1 Within 10 UK Working Days of the expiry or termination of this Call-Off Contract, the Supplier will make available to the Buyer:
· any data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information in the Supplier’s possession, power or control.
· any sums prepaid to the Supplier in respect of Ordered Deliverables not provided by the date of expiry or termination of this Call-Off Contract.
28.2 	When requested, the Supplier will (at its own expense where the Call-Off Contract has been terminated before end of term due to Supplier cause) help the Buyer to migrate the Services to a replacement Supplier in line with the exit plan (clause 27) to ensure continuity of the Services. 
[bookmark: h.1idq7dh]
[bookmark: h.3gnlt4p]29.	Force Majeure
[bookmark: h.rg96gqvq0p7q]29.1 	Neither Party will be liable to the other Party for any delay in performing, or failure to perform, its obligations under this Call-Off Contract (other than a payment of money) to the extent that such delay or failure is a result of a Force Majeure event. Each Party will use all reasonable endeavours to continue to perform its obligations under this Call-Off Contract for the length of a Force Majeure event.
[bookmark: h.4fsjm0b]29.2 	If a Force Majeure event prevents a Party from performing its obligations under this Call-Off Contract for more than 15 consecutive calendar days, the other Party may terminate this Call-Off Contract with immediate effect by notice in writing.
[bookmark: h.2uxtw84]
[bookmark: h.1a346fx]30.	Entire agreement 
[bookmark: h.2981zbj]30.1 	This Call-Off Contract constitutes the entire agreement between the Parties relating to the matters dealt within it. It supersedes any previous agreement between the Parties relating to such matters.
[bookmark: h.odc9jc][bookmark: h.38czs75]30.2 	Each Party agrees that in entering into this Call-Off Contract it does not rely on, and will have no remedy relating to, any agreement or representation (whether negligently or innocently made) other than as expressly described in this Call-Off Contract.
[bookmark: h.1nia2ey]30.3 	Nothing in this clause will exclude any liability for (or remedy relating to) fraudulent misrepresentation or fraud.
[bookmark: h.47hxl2r][bookmark: h.2mn7vak]30.4 	Each of the Parties agrees that in entering into this Call-Off Contract it does not rely on, and will have no remedy relating to, any agreement, statement, representation, warranty, understanding or undertaking (whether negligently or innocently made) other than as described in this Call-Off Contract.
[bookmark: h.11si5id]
[bookmark: h.3ls5o66]31.	Liability 
31.1 	Neither Party excludes or limits its liability for:
· death or personal injury;
· bribery or fraud by it or its employees;
· breach of any obligation as to title implied by section 12 of the Sale of Goods Act 1979 or sections 2 or 11B of the Supply of Goods and Services Act 1982; or
· any liability to the extent it cannot be excluded or limited by Law.
31.2 	Subject to Clauses 31.1 and 31.10 and any lower limits specified in the Order Form, and notwithstanding Clause 31.4, each Party's total aggregate liability relating to all Losses due to a Default in connection with this Call-Off Contract:
· resulting in direct loss or damage to physical Property (including any technical infrastructure, assets or Equipment) of the other Party, will be limited to the sum of £1,000,000 in each Call-Off Contract year in which the Default occurs
· subject to the first bullet point in this clause 31.2 which occur in the first 6 months, will be limited to the greater of the sum of £500,000 or a sum equal to 200% of the estimated Call-Off Contract Charges for the first six months 
· subject to the first bullet point in this clause 31.2 which occur during the remainder of the Call-Off Contract period, will be limited to the greater of the sum of £500,000 or an amount equal to 125% of the Call-Off Contract Charges paid, due or which would have been payable under this Call-Off Contract in the 6 months immediately preceding the event giving rise to the liability
· subject to the first bullet point in this clause 31.2 which occur after the end of the Call-Off Contract period, will be limited to the greater of the sum of £500,000 or an amount equal to 125% of the Call-Off Contract Charges paid, due or which would have been payable under this Call-Off Contract in the 6 months immediately before the end of the Call-Off Contract period.
[bookmark: h.20xfydz][bookmark: h.4kx3h1s]31.3 	Subject to clause 31.1, 31.4, in no event will either Party be liable to the other for any:
· loss of profits;
· loss of business; 
· loss of revenue; 
· loss of or damage to goodwill;
· loss of savings (whether anticipated or otherwise); or
· any indirect, special or consequential loss or damage.
[bookmark: h.302dr9l][bookmark: h.1f7o1he]31.4 	Subject to Clause 31.2 the Supplier will be liable for the following types of loss which will be regarded as direct and will be recoverable by the Buyer:
· the additional operational or administrative costs and expenses arising from any Supplier Default; and
· any wasted expenditure or charges rendered unnecessary and/or incurred by the Buyer arising from the Supplier's Default; and
any losses, costs, damages, expenses or other liabilities suffered or incurred by the Buyer which arise out of or in connection with the loss of, corruption or damage to or failure to deliver Buyer Data by the Supplier; and
· any regulatory losses, fines, expenses or other losses arising from a breach by the Supplier of any Law.
31.5	The annual aggregate liability for all defaults resulting in direct loss, destruction, corruption, degradation or damage to the Buyer Data or the Buyer Personal Data or any copy of such Buyer Data, caused by the Supplier's default under or in connection with a Call-Off Contract shall be subject to the financial limits set out in the Order Form.
[bookmark: h.3z7bk57]31.6 	No enquiry, inspection, approval, sanction, comment, consent, or decision at any time made or given by, or on behalf of, the Buyer to any document or information provided by the Supplier in its provision of the Services, and no failure of the Buyer to discern any defect in, or omission from, any such document or information will exclude or limit the obligation of the Supplier to carry out all the obligations of a professional Supplier employed in a client and Buyer relationship.
[bookmark: h.2eclud0]31.7 	Unless otherwise expressly provided, the obligations of the Buyer under this Call-Off Contract are obligations of the Buyer in its capacity as a Contracting counterparty and nothing in this Call-Off Contract will be an obligation on, or in any other way constrain the Buyer in any other capacity, nor will the exercise by the Buyer of its duties and powers in any other capacity lead to any liability under this Call-Off Contract on the part of the Buyer to the Supplier.
[bookmark: h.thw4kt]31.8 	Any liabilities which are unlimited will not be taken into account for the purposes of establishing whether any limits relating to direct loss or damage to physical Property within this clause have been reached.
[bookmark: h.4cmhg48]31.9	The Supplier shall not be responsible for any injury, loss, damage, cost or expense if and to the extent that it is caused by the negligence or wilful misconduct of the Buyer or by breach by the Buyer of its Call-Off Contract obligations.
[bookmark: h.6bficyoone5l]31.10 	The Supplier's liability to pay any Management Charges which are payable to the Authority shall not be limited.
[bookmark: h.16x20ju]32.	Waiver and cumulative remedies 
32.1	The rights and remedies provided by this agreement may be waived only in writing by the Buyer or the Supplier representatives in a way that expressly states that a waiver is intended, and such waiver will only be operative regarding the specific circumstances referred to.
32.2 	Unless a right or remedy of the Buyer is expressed to be exclusive, the exercise of it by the Buyer is without prejudice to the Buyer’s other rights and remedies. Any failure to exercise, or any delay in exercising, a right or remedy by either Party will not constitute a waiver of that right or remedy, or of any other rights or remedies.

[bookmark: h.3qwpj7n]33.	Fraud 
33.1 	The Supplier will notify the Buyer if it suspects that any fraud has occurred, or is likely to occur. The exception to this is if while complying with this, it would cause the Supplier or its employees to commit an offence.
33.2 	If the Supplier commits any fraud relating to a Framework Agreement, this Call-Off Contract or any other Contract with the government:
· the Buyer may terminate the Call-Off Contract
· CCS may terminate the Framework Agreement
· CCS and/or the Buyer may recover in full from the Supplier whether under Clause 33.3 below or by any other remedy available in law.
33.3 	The Supplier will, on demand, compensate CCS and/or the Buyer, in full, for any loss sustained by CCS and/or the Buyer at any time (whether such loss is incurred before or after the making of a demand following the indemnity hereunder) in consequence of any breach of this clause.

[bookmark: h.261ztfg]34.	Prevention of bribery and corruption
34.1 The Supplier will not commit any Prohibited Act.
34.2 The Buyer and CCS will be entitled to recover in full from the Supplier and the Supplier will, on demand, compensate CCS and/or the Buyer in full from and against:
· the amount of value of any such gift, consideration or commission; and
· any other loss sustained by CCS and/or the Buyer in consequence of any breach of this clause.

[bookmark: h.356xmb2]35.	Legislative change 
35.1	The Supplier will neither be relieved of its obligations under this Call-Off Contract nor be entitled to increase the Call-Off Contract prices as the result of a general change in Law or a Specific Change in Law without prior written approval from the Buyer.
[bookmark: h.1kc7wiv]
36.	Publicity, branding, media and official enquiries 
36.1	The Supplier will take all reasonable steps to not do anything which may damage the public reputation of the Buyer. The Buyer may terminate this Call-Off Contract for Material Breach where the Supplier, by any act or omission, causes material adverse publicity relating to or affecting the Buyer or the Call-Off Contract. This is true whether or not the act or omission in question was done in connection with the performance by the Supplier of its obligations hereunder.
[bookmark: h.44bvf6o]
[bookmark: h.2jh5peh]37.	Non Discrimination
37.1	The Supplier will notify CCS and relevant Buyers immediately of any legal proceedings issued against it by any Supplier Staff on the grounds of discrimination.
[bookmark: h.ymfzma]
[bookmark: h.3im3ia3]38.	Premises 
38.1	Where either Party uses the other Party’s premises, such Party is liable for all Loss or damage it causes to the premises. Such Party is responsible for repairing any damage to the premises or any objects on the premises, other than fair wear and tear.
38.2 	The Supplier will use the Buyer’s premises solely for the performance of its obligations under this Call-Off Contract. 
38.3	The Supplier will vacate the Buyer’s premises upon termination or expiry of the Call-Off Contract.
38.4	This clause does not create a tenancy or exclusive right of occupation.
38.5	While on the Buyer’s premises, the Supplier will:
· ensure the security of the premises; 
· comply with Buyer requirements for the conduct of personnel;
· comply with any health and safety measures implemented by the Buyer;
· comply with any instructions from the Buyer on any necessary associated safety measures ; and
· notify the Buyer immediately in the event of any incident occurring on the premises where that incident causes any personal injury or damage to Property which could give rise to personal injury.
38.6 The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety at Work Act 1974) is made available to the Buyer on request. 
38.7 All Equipment brought onto the Buyer’s premises will be at the Supplier's risk. Upon termination or expiry of the Call-Off Contract, the Supplier will remove such Equipment. 

[bookmark: h.1xrdshw]39.	Equipment
39.1	Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer will have no liability for any Loss of, or damage to, any Equipment.
39.2	Upon termination or expiry of the Call-Off Contract, the Supplier will remove the Equipment, and any other materials, leaving the premises in a safe and clean condition. 

40.	The Contracts (Rights of Third Parties) Act 1999
40.1	A person who is not party to this Call-Off Contract has no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any term of this Call-Off Contract but this does not affect any right or remedy of any person which exists or is available otherwise than pursuant to that Act.
[bookmark: h.4hr1b5p]
[bookmark: h.2wwbldi]41.	Law and jurisdiction 
41.1	This Call-Off Contract will be governed by the Laws of England and Wales. Each Party agrees to submit to the exclusive jurisdiction of the courts of England and Wales and for all disputes to be conducted within England and Wales.

[bookmark: h.x2lis3bcuuwl]42. 	Environmental requirements 
42.1 	The Buyer will provide a copy of its environmental policy to the Supplier on request, which the Supplier will comply with.
42.2	The Supplier must support Buyers in their efforts to work in an environmentally-friendly way, e.g. by helping them engage in practices like recycling or lowering their carbon footprint.

[bookmark: h.1c1lvlb][bookmark: h.cjuubzwom6o]43.	Defined Terms
In this Call-Off Contract, the following expressions and defined terms have the following interpreted meaning: 

	“Additional Services”
	The services in addition to the G-Cloud Services which are within the scope of the Framework Agreement which the Buyer may request from time to time;

	“Application”
	The response submitted by the Supplier to the Invitation to Tender (ITT);

	‘Assurance’
	The verification process undertaken by CCS as described in this Framework Agreement;

	“Background IPRs”
	For each Party:
· IPRs owned by that Party before the date of this Call-Out Contract, including IPRs contained in any of the Party's know-how, documentation, processes and procedures,
· IPRs created by the Party independently of this Call-Out Contract, and/or
· For the Buyer, Crown Copyright which is not available to the Supplier otherwise than under this Call-Out Contract,
but excluding IPRs owned by that Party subsisting in Buyer software or Supplier software;

	“Buyer”
	A UK public sector body, or Contracting Body, as described in the OJEU Contract Notice, that can execute a competition and a Call-Off Contract within this Framework Agreement and is identified in the Call-Off Order Form;

	“Buyer’s Confidential Information”
	All Buyer Data and any information that relates to the business, affairs, developments, trade secrets, know-how, personnel, and Suppliers of the Buyer, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above.

Any other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential');

	“Buyer Data”
	Data that is owned or managed by the Buyers.

	“Buyer Software”
	Software owned by or licensed to the Buyer (other than under or pursuant to this Agreement), which is or will be used by the Supplier for the purposes of providing the Services;

	“Call-Off Contract”
	The legally binding agreement (entered into following the provisions of this Framework Agreement) for the provision of Services made between a Buyer and the Supplier.

This may include the Order Form detailing service requirements, term of Call-Off Order, start date and pricing;

	“Charges”
	The prices (excluding any applicable VAT), payable to the Supplier by the Buyer under the Call-Off Contract;

	“PSN Code of Practice”
	Those obligations and requirements for PSN Service
Providers wanting to participate in the PSN together
with all documents annexed to it and referenced within
it, as set out in the code template;

	“Collaboration Agreement”
	An agreement between the Buyer and any combination of the Supplier and contractors, to ensure collaborative working in their delivery of the Buyer’s Services and to ensure that the Buyer receives an efficient end-to-end G-Cloud Services;

	“Commencement Date”
	For the purposes of the Framework Agreement, commencement date shall be as outlined in Section 1 - The Appointment within this Framework Agreement. 
For the purposes of the Call-Off Contract, commencement date shall be as set in the Order Form;

	“Commercially Sensitive Information”
	Information, which CCS has been notified about, (before the start date of the Framework Agreement) or the Buyer (before the Call-Off Contract start date) with full details of why the Information is deemed to be commercially sensitive;

	“Comparable Supply”
	The supply of services to another Buyer of the Supplier that are the same or similar to any of the Services;

	“Confidential Information” 
	CCS's Confidential Information or the Supplier's Confidential Information, which may include (but is not limited to):
· any information that relates to the business, affairs, developments, trade secrets, know-how, personnel, and third parties, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above
· any other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential';

	“Contracting Bodies”
	The Buyer and any other person as listed in the OJEU Notice or Regulation 2 of the Public Contracts Regulations 2015, as amended from time to time, including CCS;

	“Control”
	Control as defined in section 1124 and 450 of the Corporation Tax Act 2010. 'Controls' and 'Controlled' will be interpreted accordingly;

	“Crown”

	The government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Executive and the National Assembly for Wales), including government ministers and government departments and particular bodies, persons, commissions or agencies from time to time carrying out functions on its behalf;

	“Data Protection Legislation or DPA”
	The Data Protection Act 1998, the EU Data Protection Directive 95/46/EC, the Regulation of Investigatory Powers Act 2000, the Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000 (SI 2000/2699), the Electronic Communications Data Protection Directive 2002/58/EC, the Privacy and Electronic Communications (EC Directive) Regulations 2003 and all applicable laws and regulations relating to processing of personal data and privacy, including where applicable legally binding guidance and codes of practice issued by the Information Commissioner;

	“Data Subject” 
	Shall have the same meaning as set out in the Data Protection Act 1998, as amended from time to time;

	“Default”
	· any breach of the obligations of the Supplier (including any fundamental breach or breach of a fundamental term) 
· any other default, act, omission, negligence or negligent statement of the Supplier, of its Subcontractors or any Supplier Staff in connection with or in relation to this Framework Agreement or this Call-Off Contract 

Unless otherwise specified in this Call-Off Contract the Supplier is liable to CCS for a Default of the Framework Agreement and in relation to a Default of the Call-Off Contract, the Supplier is liable to the Buyer;

	“Deliverable” 
	Those G-Cloud Services which the Buyer contracts the Supplier to provide under the Call Off Contract;

	“Digital Marketplace”
	The government marketplace where Services will be made available to Buyers to enable them to be bought (https://www.digitalmarketplace.service.gov.uk/);

	“Equipment”
	The Supplier’s hardware, computer and telecoms devices, plant, materials and such other items supplied and used by the Supplier (but not hired, leased or loaned from CCS or the Buyer) in the performance of its obligations under the Call-Off Contract;

	“Direct Award Criteria”
	The award criteria to be applied for the award of Call-Off Contracts for G-Cloud Services set out in Section 3 ‘Buying Process’;

	“Direct Ordering Procedure”
	The ordering procedure set out in Framework Agreement;

	“Effective Date”
	The date on which the Call-Off Contract is signed and as set out in the Order Form;

	“FoIA”
	The Freedom of Information Act 2000 and any subordinate legislation made under the Act occasionally together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department in relation to such legislation;

	“Framework Agreement”
	This contractually-binding document;

	“Framework Suppliers”
	The suppliers (including the Supplier) appointed under this G-Cloud 8 Framework Agreement;

	“Fraud” 
	Any offence under Laws creating offences in respect of fraudulent acts (including the Misrepresentation Act 1967) or at common law in respect of fraudulent acts in relation to this Framework Agreement or defrauding or attempting to defraud or conspiring to defraud the Crown;

	“G-Cloud Services”
	The cloud services described in Framework Section 2 (G-Cloud Services) as defined by the Service Definition, the Supplier Terms and any related tender documentation, which the Supplier shall make available to the Authority and Other Contracting Bodies and those services which are deliverable by the Supplier under the Collaboration Agreement;

	“Good Industry Practice”
	Standards and procedures conforming to the Law and the application of skill, care and foresight which would be expected from a person or body who has previously been engaged in a similar type of undertaking under similar circumstances. The person or body must adhere to the technology code of practice (https://www.gov.uk/service-manual/technology/code-of-practice.html) and the government service design manual (https://www.gov.uk/service-manual);

	“Group”
	A company plus any subsidiary or Holding Company.
'Holding company' and 'Subsidiary' are defined in section 1159 of the Companies Act 2006;

	“Group of Economic Operator”
	A partnership or consortium not (yet) operating through a separate legal entity;

	“Guarantee”
	The deed of guarantee described in the Order Form (Parent Company Guarantee);

	“Guidance” 
	Any current UK Government Guidance on the Public Contracts Regulations.  In the event of a conflict between any current UK Government Guidance and the Crown Commercial Service Guidance, current UK Government Guidance shall take precedence;

	“Holding Company”
	As described in section 1159 and Schedule 6 of the Companies Act 2006;

	“Information”
	As described under section 84 of the Freedom of Information Act 2000, as amended from time to time;

	“Insolvency Event”
	Can be:
· a voluntary arrangement
· a winding-up petition
· the appointment of a receiver or administrator
· an unresolved statutory demand
· a Schedule A1 moratorium;

	“Intellectual Property Rights” or “IPR”
	means:
a) copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, service marks, logos, database rights, trade marks, rights in internet domain names and website addresses and other rights in trade or business  names, design rights (whether registerable or otherwise), know-how, trade secrets and moral rights and other similar rights or obligations whether registerable or not;

b) applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction; and

c) all other rights whether registerable or not having equivalent or similar effect in any country or jurisdiction (including but not limited to the United Kingdom) and the right to sue for passing off;

	“Invitation to Tender or ITT”
	The invitation to tender for this Framework Agreement;

	“Law”
	Any applicable Act of Parliament, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, exercise of the royal prerogative, enforceable community right within the meaning of Section 2 of the European Communities Act 1972, judgment of a relevant court of Law, or directives or requirements of any Regulatory Body;

	“Loss”
	All losses, liabilities, damages, costs, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgment, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise and 'Losses' will be interpreted accordingly;

	“Lot”
	A subdivision of the Services which are the subject of this procurement as described in the OJEU Contract Notice;

	“Management Charge”
	The sum paid by the Supplier to CCS being an amount of up to 1% but currently set at 0.5% of all Charges for the Services invoiced to Buyers (net of VAT) in each month throughout the duration of the Framework Agreement and thereafter, until the expiry or termination of any Call-Off Contract;

	“Management Information”
	The management information (MI) specified in section 6 (What you report to CCS) of this Framework Agreement;

	“Management Information (MI) Failure”
	If any of the below instances occur, CCS may treat this as an 'MI Failure':
· there are omissions or errors in the Supplier’s submission
· the Supplier uses the wrong template
· the Supplier’s report is late
· the Supplier fails to submit a report;

	“Material Breach (Framework Agreement)” 
	A breach by the Supplier of the following Clauses in this Framework Agreement: 
· Subcontracting 
· Non-Discrimination
· Conflicts of Interest and Ethical Walls
· Warranties and Representations 
· Provision of Management Information
· Management Charge 
· Prevention of Bribery and Corruption
· Safeguarding against Fraud
· Data Protection and Disclosure
· Intellectual Property Rights and Indemnity 
· Confidentiality
· Official Secrets Act 
· Audit;

	“Material Breach (Call-Off Contract)” 
	A single serious breach of or persistent failure to perform as required in the Call-Off Contract;

	“OJEU Contract Notice”
	The advertisement for this procurement issued in the Official Journal of the European Union;

	“Order Form”
	An order set out in the Call-Off Contract for G-Cloud Services placed by a Buyer with the Supplier;

	“Other Contracting Bodies”
	All Contracting Bodies, or Buyers, except CCS;

	“Parent Company”
	Any company which is the ultimate Holding Company of the Supplier;

	“Party”
	· for the purposes of the Framework Agreement, CCS or the Supplier
· for the purposes of the Call-Off Contract, the Supplier or the Buyer and 'Parties'  will be interpreted accordingly;

	“Personal Data”
	As described in the Data Protection Act 1998 (http://www.legislation.gov.uk/ukpga/1998/29/contents);

	“Prohibited Act”
	To directly or indirectly offer, promise or give any person working for or engaged by a Buyer or CCS a financial or other advantage to:
· induce that person to perform improperly a relevant function or activity
· reward that person for improper performance of a relevant function or activity
· commit any offence:
· under the Bribery Act 2010
· under legislation creating offences concerning Fraud
· at common Law concerning Fraud
· committing or attempting or conspiring to commit Fraud;

	“PSN” 
	The Public Services Network (PSN) is the Government’s high-performance network which helps public sector organisations work together, reduce duplication and share resources;

	“Regulations”
	The Public Contracts Regulations 2015 (at http://www.legislation.gov.uk/uksi/2015/102/contents/made) and the Public Contracts (Scotland) Regulations 2012 (at http://www.legislation.gov.uk/ssi/2012/88/made);

	“Regulatory Bodies”
	Government departments and other bodies which, whether under statute, codes of practice or otherwise, are entitled to investigate or influence the matters dealt with in this Framework Agreement;

	“Reporting Date”
	The seventh day of each month following the month to which the relevant MI relates. A different date can be chosen if agreed between the Parties;

	“Request for Information”
	A request for information or an apparent request under the Code of Practice on Access to Government Information, FOIA or the Environmental Information Regulations;

	“Self Audit Certificate”
	The certificate in the form as set out in Framework Schedule 1 - Self Audit Certificate, to be provided to CCS by the Supplier;

	“Services”
	Means G-Cloud Services and any/or Additional Services;

	“Service Definition” 
	The definition of the Supplier's G-Cloud Services  provided as part of their Tender that includes, but is not limited to, those items listed in Section 2 (G-Cloud Services) of this Framework Agreement;

	“Service Description” 
	The description of the Supplier service offering as published on the Digital Marketplace;

	“Standstill Period”
	The term Standstill Period is set out in Regulation 87 (2). In summary, it is the 10 calendar days after CCS (in this instance by electronic means) sends its decision to conclude the Framework Agreement tendered via the Official Journal of the European Union, during which CCS must not conclude the Framework Agreement with the successful Supplier(s). Unsuccessful Applicants can raise any questions with CCS that relate to the decision to award before the Framework Agreement is concluded. CCS cannot advise unsuccessful Applicants on the steps they should take. Applicants should always seek independent legal advice, where appropriate;

	“Specific Change in Law”
	A change in the Law that relates specifically to the business of CCS and which would not affect a Comparable Supply;

	“Subcontractor”
	Each of the Supplier’s Subcontractors or any person engaged by the Supplier in connection with the provision of the digital services as may be permitted by this Framework Agreement;

	“Supplier”
	A Supplier of G-Cloud Services who can bid for Call-Off Contracts as outlined in the Contract Notice within the Official Journal of the European Union (OJEU Contract Notice);

	“Supplier Background IPRs”
	Background IPRs of the Supplier;

	“Supplier Insolvency Event”
	Means the Supplier is unable to pay debts in Section 268 of Insolvency Act 1986;

	“Supplier Staff”
	All persons employed by the Supplier including the Supplier's agents and consultants used in the performance of its obligations under this Framework Agreement or any Call-Off Contracts;

	“Supplier Terms”
	means the terms and conditions pertaining to the G-Cloud Services and as set out in the Terms and Conditions document supplied as part of the Supplier’s Tender;

	“Tender”
	The response submitted by the Supplier to the Invitation to Tender; and

	“Working Day”
	Any day other than a Saturday, Sunday or public holiday in England and Wales, from 9am to 5pm unless otherwise agreed with the Buyer and the Supplier in the Call-Off Contract.
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DEFINITIONS



1. For the purposes of this document only the following definitions shall apply in addition to the definitions and rules of interpretation set out in the Call-Off Agreement: 



		"Change"

		any contract change to the Call-Off Agreement, also defined as a Variation;



		"Change Authorisation Note"

		the form used by the Parties to set out the agreed Change and which shall be substantially in the form of Appendix 3 of this document;



		"Change Request"

		a written request for a Change which shall be substantially in the form of Appendix 1 of this document; and



		"Impact Assessment"

		an assessment of a Change Request substantially in the form of Appendix 2 of this document;





2. Where a Party proposes a Change it shall submit to the other Party a Change Request and Impact Assessment, in the form detailed at Appendices 1 and 2 respectively of this document. 



3. If the proposed Change Request and Impact Assessment is accepted by the receiving Party, the Parties shall agree a Change using the Change Authorisation Note at Appendix 3 of this document. No Change shall be effective unless the authorised representatives of both Parties have signed the relevant Change Authorisation Note.



4. Unless otherwise agreed, each party shall bear its own costs in relation to the preparation and agreement of each Change Request and Impact Assessment.

1. 
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APPENDIX 1

Change Request Form

		CR NO.:

		TITLE:

		TYPE OF CHANGE: 



		PROJECT:

		REQUIRED BY DATE:



		ACTION: 

		NAME:

		DATE:



		RAISED BY: 



		AREA(S) IMPACTED (OPTIONAL FIELD): 



		ASSIGNED FOR IMPACT ASSESSMENT BY: 



		ASSIGNED FOR IMPACT ASSESSMENT TO: 



		SMI OR MANAGED SUPPLIER REFERENCE NO.: 



		FULL DESCRIPTION OF REQUESTED CONTRACT CHANGE: 



		DETAILS OF ANY PROPOSED ALTERNATIVE SCENARIOS:



		REASONS FOR AND BENEFITS AND DISADVANTAGES OF REQUESTED CONTRACT CHANGE:



		SIGNATURE OF REQUESTING CHANGE OWNER:



		DATE OF REQUEST:






APPENDIX 2

Impact Assessment Form



		CR NO.:

		TITLE: 

		DATE RAISED: 



		PROJECT:

		REQUIRED BY DATE: 



		DETAILED DESCRIPTION OF CONTRACT CHANGE FOR WHICH IMPACT ASSESSMENT IS BEING PREPARED AND DETAILS OF ANY RELATED CONTRACT CHANGES:



		PROPOSED ADJUSTMENT TO THE CHARGES RESULTING FROM THE CONTRACT CHANGE:



		DETAILS OF PROPOSED ONE-OFF ADDITIONAL CHARGES AND MEANS FOR DETERMINING THESE (E.G.  FIXED PRICE OR COST-PLUS BASIS):



		DETAILS OF ANY PROPOSED CONTRACT AMENDMENTS: 



		DETAILS OF ANY SERVICE LEVELS AFFECTED:



		DETAILS OF ANY OPERATIONAL SERVICE IMPACT: 



		DETAILS OF ANY INTERFACES AFFECTED:



		DETAILED RISK ASSESSMENT:



		RECOMMENDATIONS:






APPENDIX 3

Change Authorisation Note



		CR NO.:

		TITLE:

		DATE RAISED: 



		PROJECT:

		TYPE OF CHANGE:

		REQUIRED BY DATE: 



		[KEY MILESTONE DATE: [if any]   ]



		DETAILED DESCRIPTION OF CONTRACT CHANGE FOR WHICH IMPACT ASSESSMENT IS BEING PREPARED AND DETAILS OF ANY RELATED CONTRACT CHANGES: 



		PROPOSED ADJUSTMENT TO THE CHARGES RESULTING FROM THE CONTRACT CHANGE:



		DETAILS OF PROPOSED ONE-OFF ADDITIONAL CHARGES AND MEANS FOR DETERMINING THESE (E.G.  FIXED PRICE OR COST-PLUS BASIS): 







		SIGNED ON BEHALF OF THE CUSTOMER:



		SIGNED ON BEHALF OF THE SUPPLIER:



		Signature:_____________________



		Signature:_____________________



		Name:________________________



		Name:________________________



		Position:______________________



		Position:______________________



		Date:________________________



		Date:_________________________









		FOR CUSTOMER OFFICE USE ONLY

[bookmark: _GoBack]INTERNAL APPROVALS (as applicable)

		



		

		Print Name

		Signature



		Programme / Project Management

		

		



		Service Owner / Management

		

		



		Commercial Management

		

		



		Finance / Budget Management
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LOCKHEED MARTIN

Pricing for Specialist Services

This section shows details of the pricing structure for all aspects of Specialist Services:

o
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Strategy and Architecture £460 £540 £780 £1015 | £1325 | £1160
Change and Transformation £460 £540 £780 £1015 | £1325 | £1160

Development and

. £265 £390 £540 £590 £790 £1025 | £1100
Implementation

Delivery and Operation £205 £370 £465 £560 £725 £895 £950
Skills and Quality £205 £320 £400 £560 £725 £895 £950
Relationships and £205 |£320 |£400 |£560 |£725 |£895 | £950
Engagement

Follow

Works under close supervision. Uses little discretion. Is expected to seek guidance in expected
situations.

Assist

Works under routine supervision.

Uses minor discretion in resolving problems or enquiries. Works without frequent reference to
others.

Apply

Works under general supervision. Uses discretion in identifying and resolving complex problems
and assignments. Usually receives specific instructions and has work reviewed at frequent
milestones. Determines when issues should be escalated to a higher level

Enable
Works under general direction within a clear framework of accountability.

Exercises substantial personal responsibility and autonomy. Plans own work to meet given
objectives and processes.

Ensure/Advise
Works under broad direction. Is fully accountable for own technical work and/or project/ supervisory
responsibilities. Receives assignments in the form of objectives.

Establishes own milestones and team objectives, and delegates responsibilities. Work is typically
self-initiated.

Initiate/ Influence

Has defined authority and responsibility for a significant area of work, including technical, financial
and quality aspects. Establishes organisational objectives and delegates responsibilities. Is
accountable for actions and decisions taken by self and subordinates.

Set Strategy/ Inspire

Has authority and responsibility for all aspects of a significant area of work, including policy
formation and application. Is fully accountable for actions taken and decisions made, both by self
and subordinates.





—F

Standards for Day Rate Cards
The rates do not include VAT, which would be added at the rate prevailing at the time.

The rates do not include expenses, which would be charged if required, at cost, in addition, and in
accordance with customer staff expenses rates.

The rates assume a 7.5 hour working day (although all of our consultants are flexible to some
degree, to ensure peaks of work are met).

The working week is from Monday to Friday excluding national holidays.

Offered Discounts
Lockheed Martin is willing to offer the following wide range of discounts.

Prompt Payment: We offer a discount on the payment within 15 days of a fully authorised
invoice. The discount is typically in the region of 0.5%, and we offer a sliding scale of
discount until the 30 day mark after which there is no discount available for prompt payment;

Payment in Advance: If a customer pays some or all of the assignment price at the outset of
the assignment then we offer a discount on the percentage of the final fee paid in advance.
For example, for payment of 100% of the fee in advance we discount 1% down a sliding
scale of 0.1% for 10% paid in advance;

Volume — Number of days: If a particular assignment or group of assignments for a customer
falls into a set band of days then a discount is applied to the total cost. The days are grouped
in 100-day bands with 500+ being the upper band. Discounts are presented on a sliding scale
from 1.5% to 5% (See table below);

Volume — Expenditure: An alternative to the number of days is the level of expenditure. This
works in exactly the same way as the Number of Days discount except the bands are
monetary values. The values are grouped into £75,000 bands with the upper band in this
case is £375,000+. The range of discount is the same as the Volume - Number of Days
discounts (See table below);

Time — length of assignment: If at the outset of an assignment the customer commits to a set
number of days then we discount on a basis similar to that for Volume - Number of Days, the
difference here is that the commitment is made at the beginning of the project and the
discount is greater for the customer;

Return of unused money/resources: If a customer has paid a fixed price for an estimated
number of days work, and it becomes clear that the work will take significantly less than
estimated then we only invoice for an agreed number of days;

Follow-on work: For work which is an immediate follow-on of a previous contract with no
break in the assignment we offer a discount of 1.5%.

>£375,000

Effort/Fixed Price Cost Discount Over Agreed Rates | Comment

<100 days / £74,999 0% Can be considered on an individual
basis

100 - 199 days / 1.5% Discount not applied retrospectively

£75,000 - £149,999

200 - 299 days / 2.25% Discount not applied retrospectively

£150,000 - £224,999

300 — 399 days / 3.5% Discount not applied retrospectively

£225,000 - £299,999

400 — 499 days / 4.25% Discount not applied retrospectively

£300,000 to £374,999

>500 days / 5%
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For the purposes of this document, as incorporated in the Call-Off Agreement (also known as the
Call-Off Contract), the following definitions shall apply in addition to the definitions and rules of
interpretation described in the Call-Off Agreement. These provisions shall form part of the Call-Off
Agreement for the provision of the G-Cloud Services.

1. Delegated Rights

The Supplier will comply with its obligations in the Collaboration Document as incorporated in the
Call-Off Agreement and accepts that the Customer’s Service Management and Integration (SMI)
supplier has the Customer’s delegated authority to act on behalf of the Customer in a service
management capacity.

2. Intellectual Property

2.1 Definitions
“Customer means:
IBl?lgls(ground (@) IPRs owned by the Customer before the Commencement Date of the Call-Off

Agreement, including IPRs contained in any of the Customer's Know-How,
documentation, processes and procedures;

(b) IPRs created by the Customer independently of the Call-Off Agreement;
and/or

(c) Crown Copyright which is not available to the Supplier otherwise than under
the Call-Off Agreement;

but excluding IPRs owned by the Customer subsisting in the Customer Software;

“Customer Data” | means:

(a) the data, text, drawings, diagrams, images or sounds (together with any
database made up of any of these) which are embodied in any electronic,
magnetic, optical or tangible media, and which are:

(i) supplied to the Supplier by or on behalf of the Customer; and/or

(i) which the Supplier is required to generate, process, store or transmit pursuant
to the Call-Off Agreement; or

(b) any Personal Data for which the Customer is the Data Controller;

“Customer means software which is owned by or licensed to the Customer (other than under

Software” or pursuant to the Call-Off Agreement) and which is or will be used by the
Supplier for the purposes of providing the G-Cloud Services;

“Intellectual means copyright, rights related to or affording protection similar to copyright,

Property Rights” | rights in databases, patents and rights in inventions, trademarks, rights in Internet

or “IPRs” domain names and website addresses and other rights in trade names, designs,

Know-How, trade secrets and other rights in Confidential Information;

“Know-How”

means all ideas, concepts, schemes, information, knowledge, techniques,
methodology, and anything else in the nature of know how relating to the G-
Cloud Services but excluding know how already in the other Party’s possession
before the Commencement Date of the Call-Off Agreement;

“Open-Source”

means computer Software that is released on the internet for use by any person,
such release usually being made under a recognised open source licence and
stating that it is released as open source;

Page 1 of 5






“Project Specific
IPRs”

means:

(@) Intellectual Property Rights in items created by the Supplier (or by a third
party on behalf of the Supplier) specifically for the purposes of the Call-Off
Agreement and updates and amendments of these items including (but not limited
to) database schema; and/or

(b) Intellectual Property Rights arising as a result of the performance of the
Supplier's obligations under the Call-Off Agreement;

but shall not include the Supplier Background IPRs or the Specially Written
Software;

“Specially any software (including database software, linking instructions, test scripts,

Written compilation instructions and test instructions) created by the Supplier (or by a

Software” Sub-contractor or other third party on behalf of the Supplier) specifically for the
purposes of the Call-Off Agreement, including any modifications or
enhancements to Supplier Software or Third Party Software created specifically
for the purposes of the Call-Off Agreement;

“Supplier means Intellectual Property Rights owned by the Supplier before the

Background Commencement Date of the Call-Off Agreement, for example those subsisting in

IPRs” the Supplier's standard development tools, program components or standard code
used in computer programming or in physical or electronic media containing the
Supplier's Know-How or generic business methodologies;

“Supplier means software which is proprietary to the Supplier (or an Affiliate of the

Software” Supplier) and which is or will be used by the Supplier for the purposes of

providing the G-Cloud Services;

“Third Party

means software which is proprietary to any third party (other than an Affiliate of

Software” the Supplier) or any Open Source Software which in any case is, will be or is
proposed to be used by the Supplier for the purposes of providing the Services;
and

“Third Party means Intellectual Property Rights owned by a third party but excluding

IPRs” Intellectual Property Rights owned by the third party subsisting in any Third
Party Software.

2.2 Except as expressly set out in the Call-Off Agreement:

2.3

2.2.1 the Customer shall not acquire any right, title or interest in or to the Intellectual Property

Rights of the Supplier or its licensors, namely:

(i) the Supplier Software;
(ii) the Third Party Software;
(iii) the Third Party IPRs; and

(iv) the Supplier Background IPRs;

2.2.2 the Supplier shall not acquire any right, title or interest in or to the Intellectual Property

Rights of the Customer or its licensors, including:

(i) the Customer Software;

(ii) the Customer Data; and

(iii) the Customer Background IPRs.

Where either Party acquires, by operation of law, title to Intellectual Property Rights that is

inconsistent with the allocation of title set out in paragraph 2.2, it shall assign in writing such

Intellectual Property Rights as it has acquired to the other Party on the request of the other
Party (whenever made).
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2.4

2.5

3.

3.1

Neither Party shall have any right to use any of the other Party's names, logos or trade marks

on any of its products or services without the other Party's prior written consent.

The Supplier hereby agrees to transfer to the Customer, or shall procure the transfer to the
Customer of, all rights in the Specially Written Software and the Project Specific IPRs

including:

2.5.1 the Documentation, Source Code and the Object Code of the Specially Written

Software;

2.5.2 all build instructions, test instructions, test scripts, test data, operating instructions and
other documents and tools necessary for maintaining and supporting the Specially Written
Software (together the “Software Supporting Materials”; and

2.5.3 the Project Specific IPRs.

Transfer of Undertakings (Protection Of Employment) Regulations 2006 and Pensions

Aspects
Definitions

“Customer”

has the meaning defined in the Call-Off Agreement;

“Employee
Liabilities”

means all claims, actions, proceedings, orders, demands, complaints, investigations
(save for any claims for personal injury which are covered by insurance) and any
award, compensation, damages, tribunal

awards, fine, loss, order, penalty, disbursement, payment made by way of
settlement and costs, expenses and legal costs reasonably incurred in

connection with a claim or investigation related to employment including in
relation to the following:

(a) redundancy payments including contractual or enhanced redundancy costs,
termination costs and notice payments;

(b) unfair, wrongful or constructive dismissal compensation;

(c) compensation for discrimination on grounds of sex, race, disability, age,
religion or belief, gender reassignment, marriage or civil

partnership, pregnancy and maternity or sexual orientation or claims for equal pay;

(d) compensation for less favourable treatment of part-time workers or fixed term
employees;

(e) outstanding employment debts and unlawful deduction of wages including any
PAYE and national insurance contributions;

(f) employment claims whether in tort, contract or statute or otherwise; and

(9) any investigation relating to employment matters by the Equality and Human
Rights Commission or other enforcement, regulatory

or supervisory body and of implementing any requirements which may arise from
such investigation;

“Employee
Transfer Date”

means in respect of any particular Previous Contractor Transferring Employee or
Supplier Transferring Employee the date on which the part of the services similar
to the Services to which they are assigned transfers from the Previous Contractor to
the Supplier;

“Future means the date of termination or expiry of the Call-Off Agreement;
Transfer Date”
“Future means those employees of the Supplier who are at the Future Transfer Date
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Transfer employed under a contract of service or apprenticeship or otherwise in the relevant

Employee” part of the undertaking which transfers on the termination or expiry of the Call-Off
Agreement pursuant to TUPE or the Acquired Rights Directive 187/77/EC or
otherwise to any Successor Contractor or to the Customer;

“G-Cloud means the services as described in the Call-Off Agreement as provided by the

Services” Supplier;

“Previous means the contractor engaged in providing services

Contractor”

substantially the same as the Services set out in the Call-Off Agreement prior to the
coming into force of the Call-Off Agreement;

“Successor

means the person nominated by the Customer to undertake the services

Contractor” substantially the same as the G-Cloud Services after the termination of the Call-Off
Agreement;
“Supplier” has the meaning defined in the Call-Off Agreement;

“Transferring

means those employees of the Customer or Previous Contractor who are at the

Employees” Employee Transfer Date employed under a contract of service or apprenticeship or
otherwise in the relevant part of the undertaking which transfers on the Employee
Transfer Date pursuant to TUPE or the Acquired Rights Directive 187/77/EC to the
Supplier or any sub-contractor; and

“TUPE” or means the Transfer of Undertakings (Protection of Employment) Regulations 2006

“Employee (SI 2006/246) as amended or replaced or any other Regulations implementing the

Regulations” Acquired Rights Directive.

3.2

3.3

3.4

TUPE on commencement of the Call-Off Agreement:

3.2.1

the Customer and the Supplier shall act on the basis that TUPE does not apply on

commencement of the Call-Off Agreement; and

3.2.2

there are no Transferring Employees subject to TUPE at the Employee Transfer Date.

TUPE on expiry or termination of the Call-Off Agreement:

331

the Customer and the Supplier shall act on the basis that TUPE does not apply on

expiry or termination of the Call-Off Agreement; and

3.3.2

there are no Future Transfer Employees subject to TUPE at the Future Transfer Date.

Notwithstanding paragraphs 3.2 and 3.3, the Customer and Supplier agree that where the
operation of TUPE applies, each party shall perform and discharge its respective obligations
under the Employee Regulations and that each party shall accept the Employee Liabilities
where they may fall.
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4. Indemnities

The Supplier shall indemnify the Customer against any Employee Liabilities arising from any act or
omissions of the Supplier prior to the Future Transfer Date in respect of any Future Transfer
Employee (or, where applicable any employee representative as defined in the Employment

Regulations) other than arising from or as a result of any act or omission by the Customer occurring
before the Future Transfer Date.

5. Indexation

Unless otherwise agreed, from the Commencement Date and for the term of the Call-Off Agreement,
the Supplier’s rates as provided in its time and materials rate card, shall not be subject to indexation
for the G-Cloud Services or any agreed Additional G-Cloud Services.
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Collaboration Document v2.2

For the purposes of this document, as incorporated in the Call-Off Agreement (also known as the
Call-Off Contract), unless otherwise explicitly stated, the definitions and rules of interpretation in the
Call-Off Agreement shall apply.

1. Introduction

11

12

13

14

15

The Customer operates a multiple Managed Supplier (as defined at Paragraph 1.2 below)
service delivery model comprising of separately contracted Managed Suppliers managed and
coordinated through a contracted service management integrator function. On 19 May 2014
the Customer and BAE Systems Applied Intelligence (the “SMI”) entered into a contract
under a framework agreement (the "SMI Contract™) for the provision of the aforesaid service
management and integration services. The Customer has delegated certain functions and
responsibilities of integrated delivery to the SMI, including the supervision of the Managed
Suppliers and their Managed Contracts (as defined at Paragraph 1.2 below). For the avoidance
of doubt, the Supplier agrees to collaborate and assist in accordance with this Collaboration
Document but has no obligation to comply with the SMI Contract or any other Managed
Contract, other than the Call-Off Agreement.

All separately contracted managed suppliers supervised and coordinated by the SMI
(“Managed Suppliers”) for the Customer will be together, referred to as the “Supply Chain”
and each Managed Supplier’s contract referred to as the “Managed Contract” or
cumulatively as the “Managed Contracts”. The term “Call-Off Agreement” shall apply
where reference is made to the Customer’s Managed Contract with the Supplier only. It is
important that Managed Suppliers in the Supply Chain responsible for the delivery of an end
to end business service in its Managed Contract work together, under the supervision of the
SMI, acting on behalf of the Customer so that:

1.2.1 the Customer realises the full benefits of the Managed Contracts;

1.2.2  the Managed Suppliers within the Supply Chain assist each other to deliver the
business services and the associated benefits detailed in its respective Managed
Contract for the Customer;

1.2.3  Managed Suppliers within the Supply Chain assist each other, to the extent
reasonably practicable, to deliver their respective contractual benefits for the
Customer; and

1.2.4  the Managed Suppliers within the Supply Chain do not adversely affect the
performance of each other under their respective contract.

Where the Managed Supplier is engaged under a Managed Contract, the Managed Supplier
shall comply with the provisions of this Collaboration Agreement for the term of the agreed
Managed Contract.

Any breach by the Managed Supplier of the provisions contained in this Collaboration
Agreement shall be deemed to be a breach of the Managed Contract.

For the purposes of this Paragraph, any reference to the Customer shall also mean a reference
to the SMI, appointed to act on behalf of the Customer in accordance with the SMI’s
delegated responsibilities in Annex 1. For the avoidance of doubt, the following shall apply to
this Collaboration Agreement;
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151

15.2

153

154

155

1.5.6

157

158

the SMI shall be entitled to use the software, goods and services provided or to be
provided by the Managed Supplier under its Managed Contract for the purposes of
performing its obligations therein;

if required by the Customer, the SMI shall be entitled to discuss with Managed
Suppliers potential variations to the Managed Supplier’s Managed Contract, for
example, in respect of service levels and service descriptions and other matters
relating to the delivery of the software, goods and/or services to the Customer. Any
Changes or Variations shall be agreed between the Customer and the Supplier using
the ‘Change Control Template Forms’ incorporated in the Call-Off Agreement.

the SMI will administer or supervise the Managed Contract on behalf of the
Customer. This may include placing calls for support services or to other contacts
within the Managed Supplier and discussion about any elements of the software,
goods and/or services to be provided by the Managed Supplier under the Managed
Contract;

the SMI will be the first point of contact for all service matters related to the Managed
Contracts;

the SMI may define the requirements for (as instructed by the Customer) additional
products, services, installations, rearrangements, maintenance and/or removal of
equipment on behalf of the Customer;

on behalf of the Customer, the SMI will be entitled to report on service failures and
validate the service credits due associated with the Managed Contract including any
failure of the Managed Supplier to meet any applicable service level agreements
between the Customer and the Managed Supplier;

the Managed Supplier will provide to the SMI, a copy of the Managed Contract and
all related documentation that is currently available to the Customer and other
delivery information reasonably requested by the SMI. The SMI will treat such
information as confidential information and shall use it strictly for the purposes of
performing the services for the Customer in connection with the SM1I’s services. It
may be necessary to disclose some of this information to the SMI’s subcontractors on
a confidential basis, mutatis mutandis; and

the SMI will not be accountable for the Managed Supplier’s acts or omissions nor the
Customer’s acts or omissions. The Managed Supplier will retain its contractual
arrangements with the Customer, subject to the amendments set out in this
Collaboration Agreement. The Customer will make payments directly to the
Managed Supplier with respect to the Managed Supplier’s Charges, in accordance
with the agreed payment terms set out in its Managed Contract.

2. Obligations of the Managed Supplier

21

The Managed Supplier acknowledges that the delivery of the Customer’s Supply Chain
strategy will require the full co-operation and assistance of all Managed Suppliers in the
Supply Chain and their respective personnel. Accordingly, the Managed Supplier shall, to the
extent reasonably practicable:
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2.1.1

212

2.1.3

214

2.1.5

2.1.6

2.1.7

2.1.8

219

procure that its personnel shall, co-operate and work pro-actively with and provide
information and assistance, in a timely manner, to the other Managed Suppliers and
their personnel in the Supply Chain, the Customer, the SMI and other Contracting
Bodies of the Crown as necessary and, at the Customer’s reasonable request, other
service recipients in order to:

(a) provide an end-to-end service to the Customer;

(b) assist in the fulfilment of each party’s obligations under the relevant Managed
Contract;

(c) resolve any problems that relate to or subsist in the defined service, as detailed in
the Managed Contract; and

(d) comply with the governance procedures set out in Annex 2 as applicable as
updated from time to time.

to the extent it is aware of the same; avoid hindering, delaying or preventing any
other Managed Supplier or its personnel from performing its obligations under the
relevant Managed Contract;

to the extent it is aware of the same, identify and/or disclose any particular problems,
difficulties or issues that any other Managed Supplier may experience in performing
its obligations under its Managed Contract;

taking account of the timescales and events detailed within the transition or
implementation plan where so provided in the Managed Contract, provide sufficient
time and notice to other Managed Suppliers where so impacted by such plan;

comply with the relevant obligations as set out in any governance requirements of the
Customer or SMI,

only perform those obligations it has been appointed to perform under its Managed
Contract and not perform or attempt to perform the services under any other Managed
Supplier’s Managed Contract unless otherwise agreed in writing between the
Customer and the Managed Supplier;

not undermine or attempt to undermine any other Managed Supplier, including, by
way of example only, reporting any other Managed Supplier’s failures or breaches
under its Managed Contract without first giving the defaulting Managed Supplier the
opportunity to remedy the failure or breach and report the same to the Customer,
and/or the relevant Service Recipient and/or any Other Contracting Body;

procure that its personnel shall enact any reasonable request or instruction of the SMI
relating to it dispensing its obligations and delegated responsibility as set out in
Annex 1, in a timely manner;

not undermine or attempt to undermine the SMI, including, by way of example only,
discussing any matter directly with the Customer first before discussing it with the
SMI where the SMI has responsibility for dealing with said matter under its
obligations in its SMI Contract. The SMI’s delegated responsibility is as set out in
Annex 1 to this Collaboration Agreement.
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3. Information Sharing

3.1

3.2

Without prejudice to Paragraph 2, the Managed Supplier undertakes (and shall only be
relieved of such obligation to the extent the same is not practically and commercially
reasonable) to:

3.1.1 promptly make available, all interfacing information necessarily required by another
Managed Supplier for the purposes of performing the services under its Managed
Contract;

3.1.2  share promptly with another Managed Supplier, all information that the Customer
reasonably believes to be strictly necessary for the performance by that other
Managed Supplier under its Managed Contract; and

3.1.3 make resources available to other Managed Suppliers in a reasonable and helpful
manner for the benefit of the Supply Chain and the services provided to the
Customer.

Where any information in Paragraph 3.1 is subject to restrictions in respect of its onward
distribution, the Managed Supplier shall inform the Customer of such restrictions as soon as
reasonably practicable, together with brief details of the information to be shared and its
reasons for proposing to share the same. The Managed Supplier shall not be obliged to
disclose any commercially sensitive information related to its subcontractors.

4. Operational Service Protocol (OSP)

4.1

4.2

4.3

44

Where the Customer reasonably considers that the Managed Supplier’s performance under a
Managed Contract is;

4.1.1 dependent upon another Managed Supplier duly and properly performing its Managed
Contract services; or

4.1.2 likely to be adversely affected by another Managed Supplier’s failure to perform its
Managed Contract services; or

4.1.3  where clarification of operating practices is required to ensure the service can be
effectively delivered,;

then the Customer shall require the relevant Managed Supplier to enter into and agree an
Operational Service Protocol (“OSP”) with each other and/or with the Customer and/or with
the SMI and/or the relevant Contracting Body and/or Service Recipient in order to facilitate
and ensure cooperation between the parties.

Unless expressly stated otherwise, the parties to the OSP agree that the OSP itself shall not be
legally binding and that each party shall have no right of claim from, or liability to the other
as a result of any default or breach of the terms of the OSP.

Where Paragraph 4.1 applies, the Managed Supplier shall use its reasonable endeavours to
agree the OSP in a timely manner and the Customer reserves the right to oversee and
participate in the agreement of the OSP.

The OSP shall set out the responsibilities of each party as agreed with the Customer and
include, but not necessarily be limited to, only where appropriate, the alignment of
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4.5

implementation, testing, delivery, incident management and exit timetables and plans between
the Managed Supplier and the SMI and other Managed Suppliers.

The Managed Supplier shall not be obliged to accept obligations under an OSP which go
beyond those under its Managed Contract. The Customer shall procure consent from the
relevant Contracting Body and Service Recipients to the OSP, where necessary.

5. Notification to the Customer

5.1

The Managed Supplier undertakes to inform the Customer promptly:

5.1.1 subject to Paragraphs 2.1.7 and 2.1.9, of any act or omission by the SMI or another
Managed Supplier that is reasonably likely to continue to affect its ability to perform
the services under its Managed Contract; or

5.1.2 of any issue or any circumstance which if not resolved in a timely manner is likely to
result in a dispute with the SMI or another Managed Supplier.

6. Emergency Provision of Services

6.1

Where at any time:

6.1.1 inrelation to a Managed Supplier, an event occurs or circumstance arises, described
as Step-In Rights in the relevant Managed Contract (if applicable); or

6.1.2 a Managed Contract with a Managed Supplier is subject to early termination in whole
or in part or a Managed Supplier otherwise disclaims its obligations under a Managed
Contract;

the Customer may, as a matter of urgency, require a Managed Supplier to promptly provide
some or all of the services previously provided by another Managed Supplier. In such event,
the parties and the relevant Contracting Body shall use reasonable endeavours to agree such
provisions by agreeing a Change to the Managed Contract using the Change Control
Template Forms set out in the relevant Managed Contract (where permitted by Law) or by
way of a new Managed Contract. Where the Managed Supplier provides such services it shall
be entitled to charge under the Managed Contract or new Managed Contract (as applicable)
for providing the services.

7. Confidentiality

7.1

The Managed Supplier and the Customer acknowledge that this Collaboration Document, any
other Managed Contract and all information (in whatever form) supplied pursuant to this
Collaboration Document or disclosed shall be deemed confidential information and shall be
treated as such by the Managed Supplier and the Customer, and the Customer shall procure
that the SMI and Managed Suppliers treat the Call-Off Agreement in accordance with this
Paragraph 7.1.

8. Liability

8.1

If one Managed Supplier breaches the provisions of its Managed Contract, which as a
consequence results in a service failure or default by another Managed Supplier, the Customer
shall procure that it or the relevant Contracting Body grants the other Managed Supplier relief
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8.2

from liability under its Managed Contract in respect of the consequential service failure or
default.

A Managed Supplier’s liability under this Collaboration Document shall form a part of the
limitations of liability, subject to the exclusions of the same, in its Managed Contract. The
limitation of the Managed Supplier’s liability in the Call-Off Agreement applies to this
Collaboration Document and the Managed Supplier shall not have any separate or additional
liability arising (whether in contract, tort, negligence or otherwise and howsoever arising) out
of or in connection with this Collaboration Document (whether in whole or in part) and
whether to the Customer, its SMI, any other Managed Supplier or third party.
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Annex 1

1. Delegated Responsibility to the SMI

. The SMI delegated responsibility in relation to each Managed Contract is set out in
the relevant Call Off in the SMI Contract and may be divided into actions the SMI
can take: (i) without Customer approval or (ii) only with Customer approval.

o The Tables below define which area the SMI:
1. has delegated responsibility on behalf of the Customer;
2. requires the Customer’s approval to obtain delegated responsibility; or

3. does not have the Customer’s delegated responsibility.

11 SMI Delegated Responsibility
AREA ENTIRELY ONLY WITHIN SCOPE BY
WITHIN SCOPE CUSTOMER APPROVAL
Monitor Service Levels and enforce the X
Service Level Agreement
Attend Governance meetings and carrying X (Exception of Contractual
out Governance functions Governance Meetings)
Exercise any other Customer rights in X
relation to Sub-contracts
Exercise and manage the Customer's X
Audit rights
Exercise any of the Customer's rights in X

respect of records and reports which must
be kept or provided under the Managed
Contract

Exercise the right to call the Managed X
Supplier's senior management and audit
partner to present its publicly available
financial results

Exercise the Customer's rights and X
responsibilities in respect of Confidential

Information

Exercise the Customer's rights and X
obligations under the ITSC Plan

Exercise any of the Customer's rights or X
obligations in respect of Exit

Management

Approve Non-conformance Reports X
Approve Correction Plans X
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AREA ENTIRELY ONLY WITHIN SCOPE BY
WITHIN SCOPE CUSTOMER APPROVAL

Approve Operational Changes through the X
Operational Change Control Procedure

Exercise the Customer's rights in respect X
of Intellectual Property Rights

Exercise the Customer's rights in respect X
of Escrow

Notify the Managed Supplier of any X
Default Claim

Table 1 - SMI has the delegated responsibility from the Customer

1.2 Delegated Responsibility ONLY by Customer Approval
AREA ONLY WITHIN SCOPE BY
CUSTOMER APPROVAL
Set Revised Milestone Dates X
Approve compensation for Delays due to a Customer Cause X
Approve Business Changes using the Contract Change X
Template Forms
Approve price variation requests X
Discuss any conflicts with the Standards and agree any X
appropriate changes to those Standards
Approve transfers of Assets X
Exercise any of the Customer's rights in respect of Value for X
Money
Exercise any other rights and responsibilities of the X

Customer under the Dispute Resolution Procedure
(including attendance at proceedings and settling Disputes)

Exercise the Customer's rights in respect of Managed X
Supplier Personnel (including Key Personnel)

Exercise the Customer's Responsibilities X
Exercise the Customer's rights in respect of Financial X
Distress

Exercise the Customer's rights in respect of assessing a X
Specific Change in Law / Standards

Exercise the Customer's rights in respect of the Security X
Policy
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AREA

ONLY WITHIN SCOPE BY

CUSTOMER APPROVAL
Agree mitigation actions and grant relief where there is a X
Force Majeure Event
Conduct proceedings in respect of any third party claims X
(including IPR Claims)
Exercise any of the Customer's rights in respect of Insurance X
Exercise the Customer's rights and obligations in respect of X
such Default Claim
Issue notices under the Contract X
Discuss any potentially Prohibited Transactions and agree X
any appropriate action
Approve the use of Sub-contractors (including Key Sub- X
contractors)
Initiate the Dispute Resolution Procedure X
Exercise the Customer's rights in respect of FOIA X

Table 2 - SMI requires the Customer’s specific approval to obtain delegated responsibility.
This is typically where there is a contractual relationship or cost impact.

13 No Delegated Responsibility
AREA NOT WITHIN SCOPE

Approve amendments to Sub-contracts (including X
termination)
Receive notice of any third party claims (including IPR X
Claims)
Exercise any other rights of the Customer in respect of third X
party claims (including IPR Claims)
Exercise the Customer's termination rights X
Exercise any of the Customer's Step-in Rights X
Approve assignment or novation of any rights and X
obligations under the Managed Contract
Waive any of the Customer's rights and remedies under the X
Managed Contract
Approve any requested publicity and branding, requested by X
the Managed Supplier
Receive notices under the Managed Contract X

Table 3 - SMI does not have the Customer’s delegated responsibility
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Annex 2

1. Governance

The Managed Supplier will participate in the governance meetings appropriate to it, accounting for its
status as high touch (as classified to indicate the relative scale, scope and complexity of the services
offered). The Managed Supplier agrees to the Terms of Reference as described below of each of the
meetings and will ensure that appropriate staff attend, and provide the defined materials in accordance
with the Terms of Reference.

1.1 Governance Structure

The governance structure between SMI and Managed Suppliers is illustrated below (references to SFA
mean the Customer) and described more fully in the remainder of this document.

SMI Delivery Commercial & Finance

e.g. — SMI Performance
Review

e.g. — Supplier Programme

Board

Supplier Commercial
Meeting

Existing SFA Driven
meetings

Figure 1- Meeting Structure

1.2 Service Delivery Board

The SMI will chair the monthly Service Delivery Board. It will be attended by all high touch Managed

Suppliers and a nominated selection of other suppliers. This board will cover the following:

. review of overall end-to-end service performance with a focus on issues relating to multiple
Managed Suppliers, in particular delivery interface issues and presentation of recommendations
for continual improvement of the overall Services;

. review of Problem Management as a joint capability and agree actions to improve service
availability;
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° Managed Suppliers to present their detailed analysis, recommendations for capacity/event
management improvements and through-life plans based on current estate and future demand,
where there is a need to work collaboratively to realise success;

° SMI to present high level recommendations on the above topics (including Continuous Service
Improvement recommendations) and discuss new business demand information;

o customer satisfaction issues or Customer concerns over overall service delivery;

° trends that SMI has identified that are impacting overall service delivery involving multiple
Managed Suppliers; and

o risks to overall service delivery that would benefit from collaboration and open discussion.

1.3 Individual (Monthly) Service Reviews

The SMI will conduct monthly Individual Service Reviews which will be attended by all high touch

Managed Suppliers and a nominated selection of other suppliers. The actual agenda for this meeting

will be tailored as appropriate but with the intention that it will achieve the following:

. Service performance, relating to: projects, architecture, operations and problems (note: this is not
to discuss actual project delivery or architecture issues, only where there is an impact to live
service);

° Review of service improvement plans provided by the Managed Supplier and their
recommendations for continual service improvement initiatives;

° Review of individual Managed Supplier risks and issues; and

. Commercial Management of the Managed Supplier relating to service delivery (unresolved issues
to be escalated to the Customer’s commercial representative by SMI).

1.4 Weekly Service Reviews

The SMI Service Operations Lead will hold one Weekly Service Review attended by all high touch
Managed Suppliers and a nominated selection of other suppliers. The purpose of these is to enable
appropriate corrective and preventative actions to be taken between the more formal monthly reviews.
These are expected to be a maximum of 30 minutes in duration and will be in addition to the Daily
Service Review (DSR) of that day.

The actual agenda for this meeting will be tailored as appropriate but with the intention that it will

achieve the following:

. discuss key risks and issues that have manifested during the DSRs of the week in question, and
progress to resolving outstanding actions, specifically those that require escalation or have a
direct impact on service availability;

o provide a SMI summary of the service against the Managed Supplier service levels with a one
week back view, identifying where improvement focus is needed;

° discuss up and coming activities, specifically those that have a cross-service group impact or may
affect service availability; and

o highlight any specific Managed Supplier issues worthy of escalation at the monthly Service
Delivery Board or the SMI Delivery Board.

15 Daily Service Reviews (DSRs)

The SMI will hold Daily Service Reviews of the live operations, chaired by SMI and attended by those
Managed Suppliers who have the highest levels of interactions with SMI. The DSRs will review key
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SLA achievements, including Incidents, service requests and key volumetric and important business
events. These are expected to be a maximum of 30 minutes in duration.

Typically, a DSR will cover the following areas, but may be tailored accordingly:
° Active management of open priority 1 and 2 Incidents;

. Problem status of “big ticket” problems;

° Availability flags to be aware of for the next 48 hours;

° Service level trends that need DSR attention;

° Planned and failed changes within the past/next 24 hours; and

. Critical issues that may affect operational availability for the next 48 hours.

1.6 Operational Change Advisory Boards

SMI will hold weekly Operational Change Advisory Boards (CABs), chaired by SMI and attended by
the Customer and Managed Suppliers including appropriate attendees to inform CAB approval (e.g.
architectural leads). The Operational CAB will review changes that have completed request for change
(RFC) approval and have progressed for final approval to be released to live service.

The Operational CAB will provide the oversight and formal decision making governance for Service
Management’s Change Management process, following the agreed Operational Change Management
process.

Where appropriate, SMI will chair Emergency CAB (ECAB) meetings to resolve operationally
impacting Incidents. ECABs will be convened at short notice and be chaired by SMI Major Incident
Manager.
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LOCKHEED MARTIN

Application Development Cloud Services

An overview of the G-Cloud Service (functional, non functional)

Application development services are part of the Lockheed Martin DNA and continue to form
an integral part of our business activities and service offerings, as they have for decades. We
continue to focus heavily on our application development services, both bespoke and
commercial off the shelf (COTS) based, with a growing emphasis on Cloud based solutions.
In addition to our sizeable Microsoft development centre, we have a Java development practice
and provide development services using a wide range of other technologies such as
JavaScript. We have extensive experience of successfully delivering:

e Web applications;

e Rich desktop customer experience;

e  Mobile applications on all major platforms (Native, Hybrid or Web);
e Modernisation of existing legacy applications;

e  Solutions based on COTS products (e.g., Microsoft SharePoint, Microsoft Dynamics
CRM, etc.).

Lockheed Martin uses both proprietary and open source technologies in the majority of our
solutions, as a combination of the two typically yields the best result for the customer.
Lockheed Martin judges technologies objectively on their merits and adoption within the
industry, considering the specific solution, and has no vendor bias.

Our Public Sector customers are widely varied bodies of all sizes. We adapt to our customers’
needs, and ensure we work collaboratively to yield successful outcomes. Key to this is our
flexibility, and ability to deliver under a variety of commercial and delivery approaches.

Lockheed Martin partners with key organisations within the industry, and is both an Oracle
Partner and Microsoft Gold Partner. As part of the latter, Lockheed Martin has an array of
recognised competencies. This reflects a continual investment in our staff, skills, tools and
training.

These competencies include:
e Gold Application Development Partner;
e  Gold Hosting Partner;
e Gold Intelligent Systems Partner;
e Gold Devices and Deployment Partner;
e Gold Midmarket Solution Partner;
e Silver Data Platform Partner;
e Silver Data Analytics Partner.

Lockheed Martin’s software production process has been certified for over 20 years, currently
to 1ISO9001:2008 standard and is second to none. We don’t advocate or adopt a one size fits
all approach (e.g., agile or waterfall), instead we work in collaboration with our customers to
choose the appropriate methodology which best meets the the customer’s business needs and
circumstances while providing the appropriate level of governance.

Lockheed Martin’s Approach to Application Development

We apply our industry and technical knowledge to your business models, ensuring the systems
we design and deliver to customers fully meet their business needs.

Our service covers all aspects of application design and development, including:





e Requirements;

e  Architecture and Design;
e Development;

e Integration;

e Testing:

e Deployment.

Each of these areas is elaborated upon below.

Requirements

Effective handling of requirements capture and management is not primarily about choosing
appropriate tools or templates; rather, it is about choosing an appropriate process. As a
secondary consideration, the process can then be supported by appropriate tools/technologies,
and where possible the use of off the shelf solutions.

We work with you to constructively engage all stakeholders in the process. As well as direct
interaction during the process definition discussions, this is aided by the production of a
“Process Description” package, explaining:

e How the process works;

e Its value to each of the stakeholders;

e The responsibilities of each stakeholder;
e The key deliverables and their purpose.

Furthermore, in the case of an iterative (e.g., agile) process, Lockheed Martin recommends
that each iteration ends with a “lessons learned” meeting. This allows stakeholders to discuss
what has been successful, what requires improvement and how the process should be refined
for the next iteration. A typical feedback loop is shown in Figure 1.

REQUIREMENTS
ANALYSIS
4

CLOSE LOOP EARLY
CLOSE LOOP OFTEN
SHORT-CIRCUIT IF POSSIBLE

Figure 1 — Iterative Feedback Loop
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There are three key elements to considering requirements prior to developing an application:
e Requirements Elicitation;
e Requirements Capture;
e Requirements Capture Mechanisms.

Requirements Elicitation
The requirements process must be based around the needs of customer stakeholders,
including:

e Business analyst(s) — Must be able to unambiguously, comprehensively and efficiently
document all requirements to a level appropriate for the project;

e  Solution functional owner — Must be able to satisfy themselves unambiguously that the
captured material represents their business requirements;

e Business sponsor — Must be satisfied that the selected process is both effective and
delivers value-for-money;

e End users — Must be satisfied that they are appropriately represented in the process,
directly or via business analysts;

e Project manager and technical lead — Must be able to easily enumerate development
tasks, estimate them, schedule them on a plan and assign them to developers;

e Developers — Must be able to implement the requirements with no more than an
anticipated quantity of recourse to the business analysts (e.g., user stories are merely
placeholders for conversations, while use cases tend to include all necessary
information);

e Testlead — Must be able to efficiently and traceably decompose the requirements into
acceptance test scripts (and/or automated acceptance tests);

e  Testers — Must be able to deliver and execute the test scripts which may lean heavily on
the requirements material.

The specific needs of each customer stakeholder typically vary according to project-specific
factors.

Requirements Capture

The outcome of the analysis process is a logical Requirements Specification that acts as the
master record of all requirements (see Figure 2 below). The requirements evolve throughout
the software development lifecycle, and all agreed changes are reflected by updating the
Requirements Specification as appropriate.

Although the format of Requirements Specifications may vary from project to project, the
following artefacts are always relevant:

e Functional requirements — System(s) behaviour in response to user-driven or event-
driven stimuli. Lockheed Martin typically describes this using Unified Modelling
Language (UML) notation;

e Non-functional requirements — Attributes the system(s) must exhibit while meeting the
functional requirements (e.g., related to security, performance, availability, delivery
through the Cloud, etc.);

e Design constraints — Constraints to which the system(s) design must adhere when
addressing the functional and non-functional requirements (e.g., platform constraints,
mandated integration protocols, etc.).
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Figure 2 — Requirements Specification

In addition to the Requirements Specification, Lockheed Martin may produce other
supplementary material to aid understanding, such as user storyboards, mock-ups, and
working prototypes.

Requirements Capture Mechanisms

When capturing requirements, Lockheed Martin prefers to conduct user workshops, attended
by all appropriate stakeholders and focussed on a managed agenda. We believe priorities,
stakeholder disagreements and functional discrepancies are most effectively resolved face-to-
face around a table.

In some instances, the size of the stakeholder community may be too large for this approach.
In these circumstances, Lockheed Martin holds separate workshop streams, partitioning the
community in a manner in which cross-workshop overheads are minimised while ensuring
attendance by the most meaningful attendees.

In an iterative approach, the requirements evolve as the solution evolves, and it is important to
ensure that changes/updates are captured effectively.

Iterative Requirements Capture

Lockheed Martin has extensive experience of iterative requirements capture, building in
flexibility to the delivery process as the solution evolves. The two main themes in analysing
and mitigating the risks associated with this iterative approach to requirements are:

e |terative requirements gathering (see Figure 3);

e Rapid and frequent closure of the requirements - design - development - evaluation
loop.

www.lockheedmartin.co.uk Page 4 of 11





—F

REQUIREMENTS REQUIREMENTS REQUIREMENTS REQUIREMENTS

Jih, g g, I8

MDEILISATIDN) MAINTENANEE)

- W w

ITERATIONS [TERATIONS [TERATIONS

Figure 3 - Iterative Requirements Gathering

Each iteration commences with an initial requirements capture/review phase, ensuring that the
solution evolves in alignment with the customers’ requirements, and that the final deliverable
meets the customers’ up-to-date requirements Application Architecture and Design

Building on the requirements and constraints, Lockheed Martin offers comprehensive expertise
which helps to determine:

e  Which design/architecture artefacts are most valuable for a given project;

e What COTS products could provide the required functionality, and what integration
architecture would support these;

e  The project milestones at which these artefacts should be produced;
e How these artefacts should be maintained as the project progresses;

e I|dentification of the project-specific “sweet-spot” between insufficient consideration of
up-front design and time wasted over-architecting up-front for no tangible business
benefit.

Firmly positioning the design as a response to concrete business requirements, Lockheed
Martin then produces a Technical Architecture Specification (TAS) that describes both the
physical and logical architecture of the system. This specification communicates how the
solution:

o Delivers the functional requirements;
e Meets the non-functional requirements;
e Adheres to the design constraints.

The TAS may be augmented by supplementary specifications when appropriate (e.g., Interface
Specifications, Data Migration Specifications, etc.).

Architecture Frameworks

Most Enterprise Architecture (EA) frameworks, such as The Open Group Architecture
Framework (TOGAF), are heavyweight, with a large array of possible architectural assets and
views. This can be intimidating at first sight, but Lockheed Martin can help customers identify
the assets which yield most business value for their circumstances, without impeding agile
application delivery. For example, for agile projects, rather than using a heavyweight design
process, Lockheed Martin typically recommends its own lighter methodology. This lighter
approach is specifically targeted to reduce the friction between the EA-driven desire to lay
extensive groundwork before any software is built, and the agile-driven desire to deliver
tangible business value via working software as rapidly as possible.

Lockheed Martin will advise on how much material should be presented in the architecture for
the specific application and methodology in use. Certain architectural views are of primary
importance, and Lockheed Martin can advise what yields most value to the customer.

Lockheed Martin’s approach enables different stakeholders to understand the architecture and
relate it to their own perspectives. For example, although Service-oriented Architecture (SOA)
is a widely recognised architectural pattern, the merit of SOA in relation to a specific system
can vary and should be explained clearly within the architecture material. This approach
ensures customers get a flexible approach to design with a strong focus on business objectives
and return on investment.
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Development

Whether the overall project is being delivered in a waterfall or agile manner, and is a bespoke
solution or the integration of COTS offerings, there are core engineering principles that
underpin any successful software development process. Figure 4 shows the Lockheed Martin
engineering practices.

TEAM INTERACTION

SURATION
GEMENT

Figure 4 — Lockheed Martin Engineering Practices

Integration
Lockheed Martin has successfully adopted many integration approaches, including:

e Messaging systems (e.g., message brokers, enterprise service buses, BizTalk,
NServiceBus, etc.);

e  Service-oriented architectures (SOA);

e Shared database mechanisms;

e File sharing mechanisms;

e APIs of COTS products (such as SharePoint and Dynamics CRM).

We continuously demonstrate our ability to integrate into customers’ legacy systems, and to
use advanced integration methods to allow customer to rationalise their systems, extracting
maximum value from existing investment. Our solutions also interface into Commercial Off the
Shelf (COTS) Customer Relationship Management (CRM) and Enterprise Content
Management (ECM) solutions, where necessary, extending their functionality across a
customer’s organisation.

By adopting a structured and open approach to our system design, we ensure that customers
are not locked into aging/expensive technology, whilst allowing them to exploit out of the box
features wherever possible, reducing the cost of ownership and risk to the business.

Testing

Early in the project, Lockheed Martin produces a Test Strategy, Test Plan and Acceptance Test
Specification (ATS). These are signed off by the customer. Lockheed Martin then conducts
formal test phases against the ATS, using manual and/or automated test tools. Lockheed
Martin ensures there is a direct correlation between the requirements and the system testing
that takes place, to ensure all requirements are tested (see Figure 5).
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REQUIREMENTS SPECIFICATION

FUNCTIONAL AREA FUNCTIONAL AREA

USE CASE

SCENARIO SCENARIO SCENARID

TEST CASE TEST CASE

TEST CASE TEST CASE

ACCEPTANCE TEST SPECIFICATION

Figure 5 — Example traceability of Requirements to Test Cases

Lockheed Martin advocates up to 5 levels of system testing, depending on the particular project
requirements:

1.
2.
3.
4,
5.

Post-Development System Testing (PDST);
Pre-Factory Acceptance Testing (Pre-FAT);
Factory Acceptance Testing (FAT);

User Acceptance Testing (UAT);
Operational Acceptance Testing (OAT).

These levels of system testing differ according to when they are performed, whether they are
mandatory, who performs them and whether they use the agreed ATS.

Lockheed Martin has a distinct G Cloud offering related to Testing Services which provides
greater detail on our services in this area.
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Deployment

The final aspect of Lockheed Martin’s development activity is the transition from the
development environment to the customer’s production environment, which may be Cloud
based or through another third party. Lockheed Martin is involved in all aspects of the Release
and Deployment Management Process with the customer. Lockheed Martin manages the
movement of new or changed software, hardware, documentation, process, configuration and
testing to the Live Production Environment and any other subsequent environments the
customer may have, including Disaster Recovery. Deployments can be rolled out to single or
multiple locations.

Under the Release and Deployment Management Process, Lockheed Martin assembles and
positions all aspects of services into Production and establishes effective use of new or
changed services. Lockheed Martin recognises that effective release and deployment delivers
significant business value by delivering changes at optimised speed, reduced risk and
effectively managed cost, as well as offering a consistent, appropriate and auditable
implementation of usable and useful business services.

Lockheed Martin’'s Release and Deployment Management process aims to build, test and
deliver the capability to provide the services specified by Service Design that will accomplish
the Stakeholders requirements and deliver the intended objectives.

Typical Releases handled by Lockheed Martin are:
e Major — containing new functionality and replacing minor upgrades and emergency fixes;

e Minor — containing small enhancements usually superseding preceding emergency
fixes;

e Emergency — normally containing corrections to the underlying causes of Problems.

Example Technologies Lockheed Martin Deploys

The following provides examples of the type of technologies that Lockheed Martin commonly
deploys:

e Bespoke Application Software:
e .NET, ASP.NET, WCF Web Services, C#, JavaScript;
e Microsoft Message Queuing (MSMQ) - ESB (e.g., NServiceBus);

e Open Source tools and Frameworks (e.g., NHibernate, Spring.NET, Castle,
NUnit, Log4net, WatiN, Selenium);

e ETL (e.g., Microsoft SSIS, Oracle Data Integrator);
e Databases (including SQL Server and Oracle);

e IS (Internet Information Services) Hosting;

e  WinForms;

e Java;

e Mobile Applications — Native, Hybrid, Web (Lockheed Martin has a distinct G
Cloud offering covering these technologies);

e  Third Party software — Installing and configuring the following COTS products:

e Dynamics CRM (Lockheed Martin has a distinct G Cloud offering covering this

technology);

e SharePoint (Lockheed Martin has a distinct G Cloud offering covering this
technology);

e SSRS;

e Active Directory;
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e Active Directory Federation Services (ADFS);
e VMWare;
e WebSphere.
e Desktop Software:
e Desktop Support Services;
e PCimages;

e Microsoft Office.

Method of Engagement

Lockheed Martin provides a full range of Application Development services to the Public Sector
including the provision of:

e Full end to end Application Development Services delivered either on site or off site;
o Application Development resource augmentation on site;
o Development of an Application Development Strategy for your Organisation;

o Application Development Assurance (with a focus on knowledge transfer where
appropriate).

Lockheed Matrtin also provides Application Management and Support (AMS), where the focus
is on transition, support, maintenance and continuous modernisation of existing applications
and operations. Lockheed Martin has a distinct G Cloud offering related to Application
Management which provides greater detail on our services in this area.

Details of the level of backup/restore and disaster recovery that will be
provided

Lockheed Martin’s offering includes designing software with tolerance for localised failures
within the infrastructure, and to cater for additional disaster recovery options.

On-boarding and Off-boarding processes/scope etc.

Lockheed Martin works with customers to define and validate their application requirements to
determine the exact configuration of their solution. The on-boarding and off-boarding process
is dependent on the specific requirements of the solution, and the delivery methodology agreed
upon.

Service management details

Lockheed Martin provides full service management for the applications we deliver to
customers. All of our Service Delivery Managers (SDM) are ITIL v3 certified, and as a company
we are certified to 1SO9001:2008 (Quality), 1SO27001 (Information Security) and 1ISO20000
(Service Management).

Our SDMs ensure we provide the highest level of service to our customers, and are responsible
for the management of incidents, problems, releases, and changes within the service provision.
In addition to these standard services, our SDMs lead Continual Service Improvement activities
to ensure our services remain at the highest level and that we provide the innovation required
by our customers.

Alternatively, due to the highly-configurable nature of our solutions, customers may prefer to
support our applications in-house. Lockheed Martin supports this model by providing product
and solution training and knowledge transfer activities during the Implementation of the
solution. This enables customers to support and maintain the application themselves, without
the need for involvement from Lockheed Martin or any other third party support provider.
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Service constraints (e.g. maintenance windows, level of customisation
permitted, schedule for deprecation of functionality/features etc.)

Lockheed Martin has not identified any service constraints under our application development
service offering.

For maintenance windows, Lockheed Martin adheres to the following.

Planned Maintenance

“Planned Maintenance” means any pre-planned maintenance of any infrastructure relating to
the Services. Lockheed Martin provides the customer with at least twenty four (24) hours’
advance notice of any such planned maintenance:

e Planned maintenance of Lockheed Martin’s infrastructure relating to the Services is
conducted between the hours of 20:00 and 07:00 (UK local time) Monday to Sunday
and/or between the hours of 08:00 and 12:00 (UK local time) on a Saturday and/or
Sunday. No planned maintenance takes place on a Saturday unless agreed in advance
by both parties;

e Planned Maintenance is excluded from any availability calculation in regard to Service
Credits but shall be included in the monthly service reporting.

Emergency Maintenance

“Emergency Maintenance” means any emergency maintenance of any of the infrastructure
relating to the Services. Whenever possible, Lockheed Martin provides the customer with at
least six (6) hours’ advance notice:

e Whenever possible Emergency Maintenance of Lockheed Martin’s infrastructure is
conducted between the hours of 20:00 and 06:00 (UK local time) Monday to Sunday
and/or between the hours of 08:00 and 12:00 (UK local time) on Saturday and/or Sunday
unless there is an identified and demonstrable immediate risk to a customer’s
environment;

e Emergency Maintenance is excluded from any availability calculation in regard to service
credits but shall be included in the monthly service reporting.

Service Levels (e.g. performance, availability, support hours, severity
definitions etc.)

Lockheed Martin provides our customers with tailored support models and Service Level
Agreements (SLAs) which meet their needs. Our support provision is dependent on the
business criticality of the application, the core hours of operation, and the customer
requirement.

Lockheed Martin provides the following base support models:
e  Business hours support (Monday to Friday, 8:30am to 6:00pm);
e  Core hours support (Monday to Sunday, 8:30am to 6:00pm);
e 24/7 support (365 days per year, 24 hours per day).

In addition to the above, Lockheed Martin is happy to tailor support provision to the needs of
the individual customer.

Financial recompense model for not meeting service levels
Lockheed Martin agrees recompense models tailored to each customer’s needs, for each
development as required.

Training
Lockheed Martin can provide training as part of our application development offering. The

exact training content depends on customer need and the application itself. Examples of the
training we offer include:

e Developer Coaching;
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e Methodology Coaching (e.g., Scrum, Kanban, etc.)
e  System Administrator Training;

e  Train-the-Trainer Training;

e  Super User Training.

Ordering and invoicing process
Lockheed Martin accepts electronic orders and provides electronic invoices. Please contact us
at the email address above if you would like to discuss this further.

For any orders placed, Lockheed Martin provides order confirmation which includes a detailed
cost breakdown.

Prior to the commencement of any work secured under the G-Cloud framework, Lockheed
Martin request that you provide a customer acceptance of the order and also the completion of
a Call-Off Contract. We are happy to commence work on a Letter of Intent which indicates that
orders and call-offs are being prepared.

Lockheed Martin will agree the invoicing frequency and mechanism in advance of any
assignment commencing.

Termination terms

By consumers (i.e. consumption)
Individually agreed with each customer.

By the Supplier (removal of the G-Cloud Service)
We will not terminate without prior customer consultation.

Data restoration / service migration
Lockheed Martin offers full service migration support as required.

Data restoration / service migration

Where applicable, data restoration is supported by the backup regime agreed between
Lockheed Martin and the customer. Data migration from legacy systems is available, and is
subject to individual customer requirements and the application being delivered.

Customer responsibilities

Within any engagement, Lockheed Martin expects the customer to allocate an identified
champion who ensures all relevant information and staff are readily available to support the
engagement.

Technical requirements (service dependencies and detailed technical
interfaces, e.g. client side requirements, bandwidth/latency requirements
etc.)
Depending on the specific application development services require, there may be a number
of technical requirements to be met by the customer. Typical dependencies include a need for
internet access, and suitable connectivity — such as a Government secure network.
Details of any trial service available

Lockheed Martin is happy to cater for any customers that wish to view their development
facilities.
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AMS Service Levels.pdf
Service Level [ITIL Description - These Service Measures relate to Production and (other than (SMI) Supplier|SLA/KPI
Reference for P1 Incidents) Pre-Production . Threshold] Threshold
SMI-M
SLMO02.02 Availability Management Process Availability of services during service hours. Measure all systems against 3 N/A 99.50%|SLA
elements 1) Infrastructure 2) Network 3) Application. Note systems to be
available 24 hours a day, 7 days a week, 365 days a year unless subject to
agreed downtime.
SLMO03.01 Capacity Management Process Number of P1 or P2 incidents with root cause attributed to High Touch supplier 0 O[KPI
Capacity issues
SLMO04.01 Change Management Process Maximum number of Emergency Changes per month. Where Emergency 3 1|KPI
Change means an unplanned change requested by the business and is as
defined in the change process produced by the SMI. Only applies where
Emergency Change is for Supported Software
SLMO04.02 Change Management Process Reduction in failed changes per annum. 50.00% 50.00%|KPI
% of Failed changes as a % of those in the previous period (year)
SLMO04.03 Change Management Process % of Emergency Changes impacted within 1 working day, Operational Changes 95.00% 95%|KPI
impacted within 5 working days
Where Emergency Changes means as per SLM04.01 and that there will be
only 1 per month. Only applies where Emergency Change is for Supported
Software
Operational Changes means fixes applied to resolve P1 to P3 Incidents. Only
applies where Operational Change is for Supported Software
Only applies where Operational Change is for Supported Software
SLMS04.04 Change Management Process % of CMDB updates made within 5 working days of change implementation 98.00% 98.00%|KPI
SLMO09.01 Incident Management Process - note this |% of Severity 1 e2e resolutions within 5 hours. Note: P1 fix time applies 95.00% 98%/4|SLA
applies to Incidents managed by SMI 24x7x365)
Service Desks and excludes Agency 1st
line desks e.g. CDS/NAS
SLMO09.02 Incident Management Process - note this |% of Severity 2 e2e resolutions within 12 service hours 95.00% 98%I/8|SLA
applies to Incidents managed by SMI
Service Desks and excludes Agency 1st
line desks e.g. CDS/NAS
SLMO09.03 Incident Management Process - note this |% of Severity 3 e2e resolutions within 24 service hours 98.00% 98%|SLA

applies to Incidents managed by SMI
Service Desks and excludes Agency 1st
line desks e.g. CDS/NAS






SLMO09.04 Incident Management Process - note this |% of Severity 4 e2e resolutions within 5 service days 98.00% 98%|SLA
applies to Incidents managed by SMI
Service Desks and excludes Agency 1st
line desks e.g. CDS/NAS
SLMO09.05 Incident Management Process - note this |% of Major Incident draft Exception Reports (quoting a Problem number) that 100.00% 100%|KPI
applies to Incidents managed by SMI are made available on or before the 2nd working day following the restoration of
Service Desks and excludes Agency 1st [service. Where report is draft initial view using a template which has been
line desks e.g. CDS/NAS agreed by the Parties. For the avoidance of doubt report will be issued to
Customer's SMI and will only cover Supported Software where the Supplier is
responsible
SLMO09.07 Incident Management Process - note this |% of Incidents responded to within 20 service minutes of being received N/A 100%|KPI
applies to Incidents managed by SMI
Service Desks and excludes Agency 1st
line desks e.g. CDS/NAS
SLM11.01 IT Service Continuity Management % of ITSCPs maintained to schedule. For the avoidance of doubt alignment of 100.00% 100%|KPI
Process the Supplier process with the SMI process requires the SMI process to be
available and up to date
ITSCP to be reviewed and updated once a year
SLM12.01 Knowledge Management Process
SLM12.03 Knowledge Management Process % of Data inputs to the ITIL Toolset made within 4 service hours (08:00 to 100.00% 100%|KPI
18:00).
SLM12.04 Knowledge Management Process % of Data sampled from the ITIL Toolset meeting the quality standard agreed 90.00% 90%|KPI
by the Parties
SLM13.01 Problem Management Process % of Problems resolved in rolling 3 months within 3 months of the fix being 70.00% 70%|KPI
raised
SLM13.02 Problem Management Process % of Major Incident final Exception Reports (containing a plan and an impact 100.00% 100%/8|SLA
assessment containing action recommendations for root cause analysis and
problem avoidance), that are produced within 8 working days of the Problem
case being raised. For the avoidance of doubt report will be issued to
Customer's SMI and will only cover Supported Software where the Supplier is
responsible.
SLM13.03 Problem Management Process % of problem reports (containing a plan and an impact assessment containing 100.00% 100%/10|KPI
action recommendations for root cause analysis and problem avoidance), for
the resolution of a Problem not resulting from a Severity 1 Incident, that are
produced within 10 working days of the Problem case being raised. Where
report template has been agreed by the Parties
SLM13.04 Problem Management Process % of Problem permanent fix deployments that do not generate future incidents 95.00% 95.00%|KPI
within 3 months of deployment
SLM15.01 Request Fulfillment Process % of Category 1 e2e fulfilled within 4 service hours N/A 95.00%|SLA
SLM15.02 Request Fulfillment Process % of Category 2 e2e fulfilledwithin 2 working days 95.00% 95%|SLA






SLM15.03

Request Fulfillment Process

% of Category 3 e2e fulfilled within 5 working days

95.00%

95%

SLA

SLM15.04

Request Fulfillment Process

% of Category 4 e2e fulfilled within stated or agreed timescales

95.00%

95%

SLA

SLM15.06

Request Fulfillment Process

% of 2nd Line Service Requests Responses within 20 minutes

N/A

95%

SLA

SLM16.01

Service Asset & Configuration
Management Process

% of accurate and complete CMDB Cl’s to support the Delivered Services.
Where accurate means when audited CMDB contains details of all agreed and
imlemented changes as recorded through change boards, change logs and
release documentation. Where Delivered Services is as contained in the Call-
Off Agreement. For the avoidance of doubt the Supplier will be using TFS to
manage the configuration control of the Supported Software code.

95.00%

98%

KPI

SLM17.01

Service Catalogue Management Process

% of accurate details in the Service Catalogue. Where accurate means Service
Catalogue entries/items which have been agreed by the Parties prior to entry to
the system.

For the avoidance of doubt Supplier will only be measured on the processes for
which they are responsible.

95.00%

95%

KPI

SLM18.01

Service Level Management Process

% of Customer complaints responded to within 5 working days (even if this
includes the provision of supporting information). For the avoidance of doubt
this measure will only apply where complaint is directly related to Supplier
Supported Software

95.00%

95%

KPI

SLM21.01

Service Reporting

Number of working days within which accurate monthly reports are delivered to
the agreed template.

10

SLA

SLM21.02

Service Reporting

% of Dailyservice reports delivered to schedule to the agreed
definition/template:

Batch schedule reports provided by 10:00am of each working day

Daily checks report to be provided by 12:00pm of each working day

Daily change and release reports to be provided by 09:00am of each working
day

95.00%

95.00%

KPI

SLM22.01

Service Validation & Testing Process

Number of P1 or P2 Incidents per month caused by changes deployed in the
preceding 3 months

SLM26.01

Continual Service Improvement

Number of Service Improvements managed and delivering benefit per half year
for each supplier and for SMI

2 each

>2 every 6
months

KPI

SLM28.01

IT Operations Management Function

% of Batch processing or scheduled jobs that complete successfully within
agreed time windows (default by 06:30am). Schedule is by 08:00 next day.
Measure only applies if directly related to Supported Software

95.00%

95%

KPI

SLM29.10

Service Desk Function

Service Desk Core Hours/Support Hours

08.00 - 18.00
Monday -
Friday

08.00 - 18.00
Monday -
Friday

SLA

New

Problem Management

% of Problem Tasks complete within timescales as agreed and assigned in
Service Management toolset

n/a

95%

KPI






New

Change Management

% of Operational Changes implemented which do not result in incidents and
concluded with the appropriate documenmtation including configuration items
being updated

98%

98%

SLA
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2 Glossary of Terms

Acronym Description

CAB Change Advisory Board

CSlI Continual Service Improvement
DSR Daily Service Review

FOIA Freedom of Information Act

ICT Information and Communications Technology
MIM Major Incident Management
MSR Monthy Service Review

ORR Operational Readiness Review
OSsP Operational Service Protocol
RCA Root Cause Analysis

RFC Request For Change

SFA Skills Funding Agency

SLA Service Level Agreement

SMI Service Management Integrator
WSR Weekly Service Review

OSP - Skills Funding Agency Page 4 of 36





3 Declaration

This Operating Service Protocol (OSP) is agreed the [............... ] day of
[ ]1201]....]
BETWEEN:

Q) Chief Executive of the Skills Funding (a partner organisation of the Department for

Business, Innovation & Skills) of Cheylesmore House, Quinton Road, Coventry, CW1 2WT
("The Agency");

(2) BAE Systems Applied Intelligence a company registered in England and Wales under
company number 01337451 and has its registered office at Surrey Research Park, Guildford,
England GU2 7YP ("The Service Management Integrator" or “SMI”);

3 [INSERT NAME(S) OF A MANAGED SUPPLIER] a company registered in England and
Wales under company number [ e ] whose registered office is at [ e ] (e.g. "Managed
Supplier").

OSP - Skills Funding Agency Page 5 of 36





4 Purpose

11

1.2

1.3

14

15

1.6

1.7

1.8

1.9

1.10

On 19 May 2014 the Skills Funding Agency (the “Agency”) and BAE Systems
Applied Intelligence (the “SMI”) entered into a contract under a framework
agreement (the "SMI Contract") for the provision of service management and
integration services (the "SMI Services").

On [DATE] the Agency and [INSERT NAME OF MANAGED SUPPLIER] entered a
[framework] agreement (the e.g. "[Applications] Contract”) for the provision of [e.qg.
applications] services (the “Managed Contract”) [which can be procured by the
Agency entering call off agreement(s) with [e.g. the Applications Supplier] under
[e.q. the Applications Contract.]]

Under the SMI Contract and the Managed Contract, the Agency has delegated
certain functions and responsibilities of integrated delivery to the SMI, including the
management of the Managed Supplier and the Managed Contract.

Where the Managed Contract does not refer to the SMI, the SMI shall take on the
responsibilities of the Customer in the Managed Contract in line with the delegated
responsibilities in this OSP.

The parties to this Operating Service Protocol ("Parties") agree that the purpose of
this document is to assist all parties to work cooperatively to agreed behaviours,
processes, procedures and targets in order to meet the SMI and the Managed
Supplier’s respective delivery responsibilities in relation to ICT Services provided to
the Agency. This document is ancillary to the Managed Contracts and does not
create any new obligations and shall not be enforced directly between the parties in
any court of law.

This document lays out the scope of the SMI role and the applicable delegated
authorities granted to the SMI by the Agency.

It describes a single view of the operating model reflecting the responsibilities of the
Agency, the SMI, the Managed Supplier and where applicable other ICT Suppliers
as appropriate.

It identifies the key process, system and organisational interfaces between the
parties to enable the Managed Supplier to work directly with the SMI to ensure
overall integration and end to end service management to be provided to the
Agency.

It is important to the Agency that the SMI and the Managed Supplier are aligned
and working to common objectives to deliver a comprehensive end to end service to
the end users, as laid out by the Agency’s ICT Strategy.

Common terminology and measures will be used throughout.
This document defines the escalation routes to ensure issues are managed

effectively. Wherever possible, the Agency intends such issues are resolved without
intervention from the Agency.
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Commercial in Confidence

5.1

511

5.1.2

5.1.3

OSP Principles

General Principles

In delivering their services, the SMI and the Managed Supplier will adhere to the
operating principles, as set out below:-

User First

All parties will place a high priority on ensuring continuity and excellence of service to the
users.

All parties will consider the needs of the user when making decisions.

All parties will align performance of the service and associated measures with the needs
of the Agency.

All parties will put in place appropriate measures of performance to support the principle
of users first.

All parties will promote a “fix first; discuss later” principle, so that service to the Agency is
prioritised.

User perceptions (as measured through satisfaction surveys) will be treated with
comparable weight as actual SLA performance, and comparable energy will be expended
to address reasonable perceived weaknesses as for actual weaknesses.

Value Maximisation

The SMI and the Managed Supplier will share opportunities and all parties will work
together to help identify where each other’s strengths can be best utilised.

During the course of daily interactions, the SMI will build an understanding of the
Managed Suppliers’ actual and perceived strengths, weaknesses, opportunities and
threats, so that it can support innovation and guide the resolution of issues. This will be
utilised during the Supplier Reviews as well as during day to day interactions.

All parties will work together to drive continuous service improvement.

The SMI, Managed Supplier(s) and the Agency have committed to pursuing the principle
of mutual success in their relationships with each other..

The SMI will adopt an unbiased approach to working with the Managed Supplier and the
Agency.

Openness and Honesty

The parties will seek to engender a culture of openness that will enable all to raise
concerns and deal with difficult issues openly and directly.

A “no-blame” culture will be encouraged to promote the spirit of openness and honesty.

Effective communication processes will be encouraged and suggested improvements to
such communications processes will be welcomed at all times.

SFA - Generic OSP Page 7 of 36
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5.1.4

5.1.5

5.1.6

Collaboration and Transparency
All parties will provide clarity and efficiency of communication.

Each party will provide co-operation, support, assistance and information to each other,
as is necessary.

All parties will work together in a collaborative manner, adopting an open approach to
dealing with issues and the reasons behind the issues.

The SMI will be fair, whilst adopting rigorous behaviour to ensure efficiency and
performance.

The SMI will promote collaboration by including the Managed Supplier in the making of
decisions that affect them, so that all parties understand the rationale for the decisions
and can contribute their views.

Efficiency

The parties will work together to reduce any unnecessary duplication of effort.

The SMI will not unnecessarily impede the operational workings of the Managed Supplier.
The SMI will work together with The Managed Supplier to optimise value to the Agency.

The parties will seek to operate in a proactive manner, identifying opportunities for
improvements and seeking to reduce numbers of recurring problems and issues

The parties will aim to work in a planned manner giving each other as much notification of
upcoming events or changes as is possible. The parties will at all times aim to comply
with agreed lead times (e.g. for items such as Requests for Changes (RFC’s))

Quality

The parties will strive to maintain and continually improve the quality of information held
and provided in the execution of their responsibilities. (e.g. Knowledge Management
Information, Reporting Information).

At all times, the parties will ensure that the Agency’s policies and procedures are
observed and followed and will (subject to individual contractual agreements) comply with
audit requests in this respect.

SFA - Generic OSP Page 8 of 36
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5.2

521

5.2.2

5.2.3

5.24

Process Specific Principles

In delivering their services, for the specific processes listed, the SMI and the Managed
Supplier will adhere to the operating principles, as set out below:-

Service Desk
The SMI Service Desk will be the focal point for all interaction.

Supplementary Service Desks, where allowed by individual Managed Supplier contracts,
will provide all required information to the SMI Service Desk.

The Managed Supplier will provide timely inputs and support to the SMI Service Desk
Team to enable the Service Desk to meet its obligations.

Incident Management

Incident Management on a per incident basis will be the responsibility of the appropriate
Managed Supplier, with the exception of Major Incident Management (see 5.2.4).

The Managed Supplier will ensure that incidents are resolved in a timely manner and will
aim to resolve all Incidents within SLA performance targets.

The Managed Supplier will agree to investigate all Incidents assigned to them and
provide supporting information for reassignment to alternate resolvers if they believe the
Incident has been incorrectly assigned to them.

Governance of Incident Management

The SMI is responsible for ensuring that Incidents are effectively managed by all
participants and that accountability for service level attainment is understood in this
respect.

The Managed Supplier will agree to re-prioritisation of resolution of certain Incidents from
time to time based upon guidance from the SMI, and will provide the necessary
information required to satisfy client requirements for user satisfaction.

Major Incident Management

The Managed Supplier will (subject to their individual contractual commitments) provide
appropriately skilled resources at the request of a Major Incident Manager in order to
resolve a major Incident regardless of the initial apparent nature of the Major Incident.
This will require the attendance of such resources at various Technical and/or
Management conference calls deemed necessary by the Major Incident Manager.

The Managed Supplier will provide and maintain duty rosters to allow the Major Incident
Manager to contact the assigned individuals during hours pursuant to the Managed
Contract in the most efficient manner possible.

The Managed Supplier will complete any agreed actions assigned to them during the
course of a Major Incident to the satisfaction of the SMI and in a timely manner
regardless of whether the specific action bears directly upon their own contractual SLA
commitments.

The collective aim of the Major Incident Service Restoration Team (SRT), comprising the
SMl, the Managed Supplier, and potentially the Agency, is to resolve the Incident as fast
as possible and in a way which will provide stable continuity of service. The SRT
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5.2.5

5.2.6

5.2.7

5.2.8

5.2.9

5.2.10

members agree to work collaboratively to achieve this aim and will place this ahead of
individual objectives.

Event Management

The SMI is responsible for ensuring that appropriate events trigger Incident in a proactive
manner and that thresholds are set by the Managed Supplier at levels which give
sufficient time for proactive actions to be taken to avoid unplanned interruptions to
service.

The Managed Supplier will ensure that agreed events are monitored, and that appropriate
thresholds are set to allow proactive resolution before service outages occur.

Where serious issues have occurred which have not generated event information, the
Managed Supplier will be responsible as part of the RCA (MIM) process for ensuring that
these events are captured to avoid future occurrences

Service Request Fulfilment

The SMI will manage the end-to-end fulfilment of all Service Requests, and the Managed
Supplier will ensure that the individual jobs assigned to them are fulfilled within the
service level target allocated.

Governance of Service Request Fulfilment

The Managed Supplier will provide daily and weekly updates regarding the overall status
of all outstanding Service Requests assigned to them, using the capabilities of the ITIL
Toolset, and will agree to re-assignment of priorities at the request of the SMI from time to
time.

Knowledge Management

The SMI are required to maintain an active database of knowledge management articles
in order to support efficient resolution of end user issues and to support identification of
known issues at the time of reporting.

The Managed Supplier is required to submit knowledge articles, related to their scope, to
the SMI for review and inclusion in the knowledge database. They will also be required to
periodically conduct technical reviews of existing knowledge articles to ensure that they
are still fit for purpose.

The Managed Supplier will be expected to proactively supply knowledge information to
the SMI as well as reactively.

Governance of Accessibility Requests

The SMI will work with the Agency to ensure that Accessibility requests are handled in a
sensitive and effective manner.

The Managed Supplier will recognise the extra sensitivity and time necessary to fulfil such
requests and will make special arrangements for handling these requests at the request
of the SMI.

Access Management

The SMI Service Desk will fulfil selected predefined end user requests for access to
various systems and file shares according to policies set between the Agency and the
SML.

SFA - Generic OSP Page 10 of 36

Commercial in Confidence





Commercial in Confidence

5.2.11

5.2.12

The Managed Supplier will (subject to their own and the Agency’s security policies)
provide access facilities and technical support for the SMI Service Desk to perform these
access modification functions, and agree to participate in review processes to maintain
such access for the SMI Service Desk.

Other access requests not within the predefined selection for SMI Service Desk fulfilment
will be allocated by the SMI Service Desk to the Managed Supplier to be fulfilled by them
in accordance with the assigned service levels.

Problem Management

For reactive Problem management, the SMI will ensure that an RCA is raised for every
severity 1 or severity 2 Incident and selected other Incidents. The aim of this RCA will be
to ensure that the root cause has been correctly identified and actions taken to prevent a
recurrence of the major Incident in the future and also to review lessons learnt, review
processes were followed and fit for purpose, and ensure alerting thresholds were
appropriate.

The Managed Supplier will ensure that a thorough investigation is undertaken upon the
request of the SMI and that assigned actions are pursued through to completion.

For Proactive Problem Management, the SMI will review Incidents regardless of resolvers
and will identify targeted lists of issues that if pursued, may result in a fewer number of
repeat Incidents being raised.

The Managed Supplier agrees to provide the SMI with lists of target improvements which
the SMI will then decide whether or not to include in the overall list of tracked Problems.
The Managed Supplier is actively encouraged to identify Problems in this way, regardless
of whether the resolution of that Problem lies within their own control or whether co-
ordination across multiple Managed Suppliers by the SMI is required.

The Managed Supplier will agree to attend such Problem review or Problem resolution
meetings as may be deemed necessary from time to time to progress the resolution of
particular or overall lists of Problems associated with their area.

The Managed Supplier will also agree to address the identified actions (subject to
individual contractual obligations) in a timely and effective manner.

All parties agree to work collaboratively to drive down the number of repeat Incidents
through the Problem Management process.

Catalogue Management

The SMI will maintain a master list of all items which may be made available for end
users to select and order. They will also administer the Service Request Management
process to fulfil such requests made by end users.

The Managed Supplier agrees to work with SMI to review the eligibility of various items
for inclusion in the catalogue and provide updates to the catalogue to support the
modification of any catalogue items which fall under their area of responsibility.

The Managed Supplier agrees to send reports detailing the descriptions and volumes of
items which have been consumed over preceding periods and to update the items in the
agreed format.

The Managed Supplier agrees (subject to individual contractual commitments) to perform
the necessary testing and accreditation required to accept proposed items into the
catalogue, and to provide estimates of costs for such activities.
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5.2.13 Catalogue Publishing
The Managed Supplier agrees to provide inputs in the form of proposed catalogue items
in the agreed format for inclusion in the catalogue.

5.2.14 Capacity Management
The SMI will maintain a master view of the overall capacity of the managed estate and
will work with the agency to review against the expected demand forecasted for the
estate. Identified gaps, under and over capacities will be made available to all parties and
the parties will work together to agree action plans to address such discrepancies.
The Managed Supplier will provide the SMI with required capacity reports of a relevance
and format agreed to cover the part of the managed estate within the individual supplier’s
responsibility.
The Managed Supplier will review the provided demand forecasts and provide timely
information regarding the expected ability of the managed estate to meet the required
demand forecast.

5.2.15 Availability Management
The SMI will maintain an overall service Availability plan which will be used to co-ordinate
planned changes that will require elements of service outage across the Managed
Suppliers.
The SMI will generate monthly aggregated Availability reports including commentary and
recommendations and provide these to the service level management function as part of
SLA reporting to the Agency.
All parties will work collaboratively with the aim of ensuring the maximum affordable level
of availability of services during the critical periods identified by the plan.
The Managed Supplier will refer to the plan when planning change activities.
The Managed Supplier will report on Availability upon request. For each significant
Incident (severity 1 or severity 2) the Managed Supplier will generate a record of impact
on Availability.

5.2.16 Operational Change Management
The SMI will provide a single function for the management, control and administration of
all changes to the live operational estate
The Managed Supplier agrees to submit timely change requests (RFC’s) for all changes
that will impact (or have the potential to impact) a live operational service.
Any DR, pre-LIVE, LIVE, changes also need to go through this process. Any downtime or
service interruption to the Test env also needs to go through this process.
The parties will work collaboratively to review the quality and completeness of such
RFC’s and will ensure that the submission meet minimum standards set for RFC’s with
the aim of getting the submissions “right first time”
The SMI will host regular change advisory boards (CAB’s) and the Managed Supplier will
ensure that all changes which they are responsible for are adequately presented at such
CAB'’s
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5.2.17

5.2.18

5.2.19

5.2.20

The Managed Supplier will ensure the changes are carried out within the agreed change
windows and will ensure deviation from the change window and/or the technical
description of the change steps is avoided. Where such deviations are unavoidable, the
Managed Supplier will seek authorisation from SMI to proceed with the change and will
ensure that RFC documentation is updated with the details of the deviation. They will also
participate in such lessons learnt reviews as may be deemed necessary by SMI in the
event of such deviations.

Emergency Change Management

The SMI will act as the single authoriser for emergency changes which may be necessary
from time to time as part of a service restoration activity managed by a Major Incident
Manager

The Managed Supplier must seek and receive authorisation from the Major Incident
manager before proceeding with an emergency change, and where possible the RFC will
be raised at the same time. If it is not possible to raise it at the same time, the Managed
Supplier will raise the RFC at the first opportunity following the associated deployment,
and the SMI will also ensure that the RFC has been raised and attains approval following
a major Incident.

The SMI will run an emergency CAB (in most cases this will be done live during the
service restoration period) and the Managed Supplier agrees to provide the necessary
inputs regarding submissions, risks or review dialogue.

Following the Major Incident and any emergency change performed as a result, the SMI
will retrospectively look for potential wider impacts of the Emergency Change and
Managed Suppliers will be asked to assist in this review process.

Release & Deployment Management

The appropriate Managed Supplier will be responsible for undertaking any contracted
releases or deployments and the SMI will review major deployment and releases at the
point that these impact the Operational environment.

The Managed Supplier will provide the necessary technical inputs to the Operational
Readiness Review (ORR) checklists and will participate in such ORR meetings as may
be deemed necessary to review the completeness of such deployments or releases into
the production environment.

Service Validation & Testing

The SMI will ensure that new services being commissioned are acceptable for live
operational service by assurance of the alignment and results of testing for serviceability.

The Managed Supplier will provide such information and assurances as are deemed
necessary and agreed during the design phases to complete this compliance checklist
and demonstrate the suitability for use.

Service Level Management

The SMI will maintain a complete list of Service Levels that are contracted collectively
and individually and will manage the process to ensure that all parties are on target to
meet the expected Service Levels.

The Managed Supplier will provide timely reporting information to the reviews (typically
daily, weekly or monthly) to ensure that the SMI can maintain an accurate view of current
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5.2.21

5.2.22

5.2.23

5.2.24

expected Service Level forecasts (subject to an individual supplier’s contractual
undertakings).

The Managed Supplier will work collaboratively with the SMI to apply skilled resource,
where feasible, to address any expected shortcomings in SLA performance with the
collective target to meet all contractual undertakings.

Service Measurement

The SMI will ensure that all contracted services are measured in line with the contractual
undertakings in the form of Satisfaction and Perception surveys.

The Managed Supplier will provide SMI with timely information for each of the Service
Measurements covering their area of contracted responsibility and will attend the relevant
meetings to review the status of these measurements. From time to time, they will
participate in meetings to review the appropriateness of the individual measurements and
will make recommendations for how the measurements could be altered with the aim of
improving the overall service provided to the Client.

Service Reporting

The SMI will provide an overall collated service report to the Client each month which will
comprise all of the statistical reports for the managed service, plus appropriate
commentaries to highlight the key performance messages for the attention of the Agency.

The Managed Supplier will ensure the timely delivery of such reports and will make sure
that the reports are of an acceptable quality. This will include their own commentary to aid
readability, including explanation of noteworthy highlights or underperforming areas.

The Managed Supplier will also ensure that suitable additional material is provided from
time to time as is deemed necessary by the SMI with the aim of improving the overall
quality of the information pack provided to the Agency.

Continual Service Improvement

The SMI has an overall responsibility to collate and drive improvements to the end user
service. This is achieved by coordinating collaboration across all suppliers to identify and
execute such improvements, either by autonomous execution, or by presenting the ideas
to the client for budgetary approval to proceed.

The SMI is also responsible for conducting regular client satisfaction surveys to measure
the perceived performance levels of all parties.

The Managed Supplier will work collaboratively with the SMI to present improvement
ideas, and to execute agreed plans, or provide costing information to support
presentation of ideas to the client.

The Managed Supplier will aim at all times to meet or exceed perceived performance
levels and address areas of concern highlighted by Customer Satisfaction Surveys
through the CSI process

Service Asset & Configuration Management

Each Managed Supplier is responsible for managing and maintaining their own asset and
configuration management database covering their area of responsibility. The SMI is
responsible for providing an overview of asset information to the Agency in support of
various other processes and functions, for example in performing the User validation
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5.2.25

5.2.26

5.2.27

5.2.28

5.2.29

process within the SMI Service Desk, and for undertaking sampling checks from time to
time.

The Managed Supplier will provide such asset information as is deemed necessary, in an
agreed format and frequency so that the SMI may discharge its responsibilities in this
respect.

Operational Supplier Management (DSR, WSR, MSR)

The SMI is responsible for managing the day-to-day performance of the Managed
Supplier. A key way of fulfilling this is through the daily, weekly and monthly service
reviews which are performed either collectively or individually with the Managed Supplier
as appropriate to their contracted scope of service and any transient periods of
escalation.

The Managed Supplier will attend the respective meetings (frequency and duration of
attendance will be agreed with SMI in relation to the scope and nature of the Managed
Suppliers’ Contract) and send appropriate representatives who have the necessary
detailed reports and understanding of information contained within those reports, to
effectively participate in those review meetings. They will be empowered to accept and
drive any remedial actions issued to them during the reviews. Daily and weekly reviews
will typically be via conference call, with monthly reviews typically being held face-to-face
at the Agency’s premises.

Service Governance and Commercial Management

The SMI is responsible for overall service governance and for assisting the Agency to
perform a variety of commercial management functions.

The Managed Supplier will collaborate with SMI with respect to non-commercially
sensitive information to ensure the overall service to the Agency is provided effectively.

Financial Management Service

The SMI has been commissioned to assist the Agency in the invoice payment process
through goods receipting and validating the quoted levels of service delivered.

The Managed Supplier will collaborate with SMI with respect to non-commercially
sensitive information to ensure the overall service to the Agency is provided effectively.

All parties will strive to deliver value for money for the Agency across the services
supplied.

Documentation Management

The Agency is responsible for providing a single document repository for all information
relating to the Managed Service. The SMI will help to establish the document
management standards and policies.

The Managed Supplier will ensure that all relevant documentation relating to their area of
responsibility is provided and that version control is maintained according to the prevailing
standards.

Exit Management

The SMI is required to ensure that each of the Managed Suppliers (including itself) has
an appropriate and up to date exit plan. It will ensure on a regular basis that the plans
exist, are appropriate, and meet certain minimum criteria.
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5.2.30

5.2.31

5.2.32

5.2.33

The Managed Supplier will ensure that full exit plans are maintained and provided to the
SMI and will participate in review meetings to verify the appropriateness of those exit
plans. They will also agree to fulfil actions placed upon them by the SMI to address any
agreed deficiencies identified in those exit plans during the review process.

Each exit plan will form the basis of activities to be undertaken should exit provisions be
required, with specific planning aligned to the timing and nature of the requirement being
instigated at that point.

Software Delivery, Removal & Licensing

The SMI is required to ensure that software which is deployed or removed is tracked
effectively and to check that the Agency holds appropriate licenses for the deployed
estate.

The Managed Supplier will execute the process to deploy or remove the relevant
software, and will ensure that regular lists of deployed licenses are made available to the
SMI so that this check can be effectively done. Where the process dictates, they will not
deploy software until the existence of the appropriate license can be validated in advance
of the deployment taking place.

Operations & Technology Management

The SMI is required to provide an overall Operations and Technology Management
Service for the Agency. This obliges us to publicise Major Changes according to the
Service Component descriptions.

The Managed Supplier will collaborate with Service management to ensure that the
information is made available in a timely manner and that the Agency’s needs are met in
this respect.

IT Service Continuity Management

The SMI is required to report on the effective capability of various components of the
estate to perform in a disaster scenario.

The Managed Supplier shall supply information as requested from time to time regarding
the capability of the estate under their area of responsibility to continue operating in a
disaster scenario.

They are also responsible for providing disaster recovery capability where specified by
individual contracts and to test this as directed by the SMI.

Security Governance & Compliance Management

The SMI is required to participate in meetings and to assist the Agency to meet Security
Governance and Compliance requirements.

The Managed Supplier will apply security and compliance requirements as set by the
Agency and directed by SMI and will supply requested information and attend appropriate
meetings

SFA - Generic OSP Page 16 of 36
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6 Delegated Responsibility to the SMI

° SMI delegated responsibility in relation to each Managed Contract is set out in the
relevant Call Off in the SMI Contract and may be divided into actions the SMI can
take without Agency approval, or only with Agency approval.

. The Tables below define which area the SMI:

1. has delegated responsibility on behalf of the Agency;

2. requires the Agency’s specific approval to obtain delegated responsibility;

or

3. does not have the Agency’s delegated responsibility.

6.1 SMI Delegated Responsibility
AREA SMI Contract  ENTIRELY WITHIN ONLY WITHIN SCOPE ~ NOT WITHIN
Ref clause SCOPE WITH THE Agency’s SCOPE
SPECIFIC APPROVAL
Monitor Service Levels 12 X
and enforce the Service
Level Agreement
Attendance at Governance 8.1 sch 2.3 X (Exception of
meetings and carrying out Contractual
Governance functions Governance
Meetings)
Exercise any other Agency 24 sch 8.7 X
rights in relation to Sub-
contracts
Exercise and manage the 25 X
Agency's Audit rights
Exercise any of the 26 X
Agency's rights in respect
of records and reports
which must be kept or
provided under the
Contract
Exercise the right to call 25 X

the Supplier's senior
management and audit
partner to present its
publicly available financial
results

SFA - Generic OSP
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AREA

NOT WITHIN
SCOPE

Exercise the Agency's

rights and responsibilities
in respect of Confidential

Information

Exercise the Agency's
rights and obligations
under the ITSC Plan

Exercise any of the
Agency's rights or

obligations in respect of

Exit Management

Approve Non-
conformance Reports

Approve Correction Plans

Approve Operational
Changes through the
Change Control
Procedure

Exercise the Agency's
rights in respect of
Intellectual Property
Rights

Exercise the Agency's
rights in respect of
Escrow

Notify the Supplier of
any Default Claim

SMI Contract ENTIRELY WITHIN ONLY WITHIN SCOPE
Ref clause SCOPE WITH THE Agency’s
SPECIFIC APPROVAL
43 X
49 sch 4.6 X
56 X
7.1 X
2.12.2 X
8.3
3B &7 X
39 X
51.9 X

Table 1 - SMI has the delegated responsibility from the Agency
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6.2 Approval Required

AREA

SMI
Contrac

Ref clause

ENTIRELY
t WITHIN
SCOPE

ONLY WITHIN SCOPE
WITH THE AGENCY'S
SPECIFIC APPROVAL

NOT
WITHIN
SCOPE

Set Revised Milestone
Dates

Approve compensation
for Delays due to an
Agency Cause

Approve Business
Changes through the
Change Control
Procedure

Approve price variation
requests

Discuss any conflicts with
the Standards and agree
any appropriate changes
to those Standards

Approve transfers of
Assets

Exercise any of the
Agency's rights in respect
of Value for Money

Exercise any other rights
and responsibilities of the
Agency under the
Dispute Resolution
Procedure (including
attendance at
proceedings and settling
Disputes)

Exercise the Agency's
rights in respect of
Supplier Personnel
(including Key Personnel)

Exercise the Agency's
Responsibilities

Exercise the Agency's
rights in respect of
Financial Distress

8.3.3

8.3

12.8

14

15.13

20 sch

8.4 sch

6.1

2.8

29.9 sch 8.2

44.6

44.7

X
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AREA SMI
Contract
Ref clause

ENTIRELY
WITHIN
SCOPE

ONLY WITHIN SCOPE
WITH THE AGENCY'S
SPECIFIC APPROVAL

NOT
WITHIN
SCOPE

Exercise the Agency's a7
rights in respect of

assessing a Specific

Change in Law /

Standards

Exercise the Agency's 48
rights in respect of the
Security Policy

Agree mitigation actions 50
and grant relief where

there is a Force Majeure

Event

Conduct proceedings in 51
respect of any third party

claims (including IPR

Claims)

Exercise any of the 53 sch 6.3
Agency's rights in respect
of Insurance

Exercise the Agency's
rights and obligations in
respect of such Default
Claim

Issue notices under the 67
Contract

Discuss any potentially 18
Prohibited Transactions

and agree any

appropriate action

Approve the use of Sub- 24 sch 8.7
contractors (including
Key Sub-contractors)

Initiate the Dispute 8.4 sch2.8
Resolution Procedure

Exercise the Agency's 42
rights in respect of FOIA

X

Table 2 - SMI requires the Agency’s specific approval to obtain delegated responsibility. This is
typically where there is a contractual, relationship or cost impact
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6.3 No Delegated Responsibility

AREA

SMI
Contract
Ref clause

ENTIRELY ONLY WITHIN
WITHIN SCOPE WITH THE
SCOPE AGENCY'S

SPECIFIC
APPROVAL

NOT WITHIN SCOPE

Approve
amendments to
Sub-contracts
(including
termination)

Receive notice of
any third party
claims (including
IPR Claims)

Exercise any
other rights of the

Agency in respect

of third party
claims (including
IPR Claims)

Exercise the
Agency's
termination rights

Exercise any of
the Agency's
Step-in Rights

Approve
assignment or
novation of any
rights and
obligations under
the Contract

Waive any of the
Agency's rights
and remedies
under the
Contract

Approve any
requested
publicity and
branding,
requested by the
Supplier

24 sch 8.7

51

51

57

58

59

62
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AREA SMI ENTIRELY ONLY WITHIN NOT WITHIN SCOPE
Contract WITHIN SCOPE WITH THE
Ref clause SCOPE AGENCY'S
SPECIFIC
APPROVAL
Receive notices 67 X
under the
Contract

Table 3 - SMI does not have the Agency’s delegated responsibility
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7.1

7.1.1

Governance

The Managed Supplier will participate in the governance meetings appropriate to them.
The Managed Supplier agrees to Terms of Reference as described below of each of the
meetings, and will ensure that appropriate staff attend, and provide the defined materials
in accordance with those Terms of Reference.

Governance Structure

The governance structure between SMI and Managed Suppliers is illustrated below, and
described more fully in the remainder of this document.

SMI Delivery Commercial & Finance

e.g. — SMI Performance
Review

e.g. — Supplier Programme

Board

Supplier Commercial
Meeting

Existing SFA Driven
meetings

Figure 1 :- Meeting Structure

Service Delivery Board

The SMI will chair the monthly Service Delivery Board. It will be attended by all “High
Interaction” Managed Suppliers and a nominated selection of other Suppliers. This board
will cover the following:

o review of overall end-to-end service performance with a focus on issues relating
to multiple Managed Suppliers, in particular delivery interface issues and
presentation of recommendations for continual improvement of the overall
Services;

o review of Problem Management as a joint capability and agree actions to
improve service availability;
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7.1.2

7.1.3

e Managed Suppliers to present their detailed analysis, recommendations for
capacity/event management improvements and through-life plans based on
current estate and future demand, where there is a need to work collaboratively
to realise success;

e SMI to present high level recommendations on the above topics (including
Continuous Service Improvement recommendations) and discuss new business
demand information;

e customer satisfaction issues or Agency-driven concerns relating to overall
service delivery;

e trends that the SMI has identified that are impacting overall service delivery
involving multiple Managed Suppliers;

e risks to overall service delivery that would benefit from collaboration and open
discussion

Individual (Monthly) Service Reviews

The SMI will conduct monthly Individual Service Reviews which will be attended by all
“High Interaction” Managed Suppliers and a nominated selection of other Suppliers. The
actual agenda for this meeting will be tailored as appropriate but with the intention that it
will achieve the following:

e Service performance, relating to: projects, architecture, operations and
problems (note: this is not to discuss actual project delivery or architecture
issues, only where there is an impact to live service);

¢ Review of service improvement plans provided by the Managed Supplier and
their recommendations for continual service improvement initiatives;

e Review of individual Managed Supplier risks and issues; and

e Commercial Management of the Supplier relating to service delivery
(unresolved issues to be escalated to the Agency Commercial Director by the
SMI).

Weekly Service Reviews

The SMI Service Operations Lead will hold one Weekly Service Review attended by all
“High Interaction” Managed Suppliers and a nominated selection of other Suppliers. The
purpose of these is to ensure that appropriate corrective and preventative actions are
being taken between the more formal monthly reviews. These are expected to be a
maximum of 30 minutes in duration and will be in addition to the Daily Service Review of
that day.

The actual agenda for this meeting will be tailored as appropriate but with the intention
that it will achieve the following:

e discuss key risks and issues that have manifested during the DSRs of the week
in question, and progress to resolving outstanding actions, specifically those
that require escalation or have a direct impact on service availability;

e provide an SMI summary of the service against the Managed Supplier service
levels with a one week back view, identifying where improvement focus is
needed;

e discuss upcoming activities, specifically those that have a cross-service group
impact or may affect service availability; and
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7.1.4

7.1.5

7.1.6

¢ highlight any specific Managed Supplier issues worthy of escalation at the
monthly Service Delivery Board or the SMI Delivery Board.

Daily Service Reviews

The SMI will hold Daily Service Reviews (DSR) of the live operations, chaired by SMI and
attended by those Managed Suppliers who have the highest levels of interactions with the
SMI. The Daily Service Reviews will review key SLA achievements, including Incidents,
service requests, key volumetric and important business events. These are expected to
be a maximum of 30 minutes in duration.

Typically a DSR will cover the following areas, but may be tailored to react to the
operational picture:

e Active management of open priority 1 and 2 Incidents;

e Problem status of “big ticket” problems;

e Availability flags to be aware of for the next 48 hours;

e Service level trends that need DSR attention;

e Planned and failed changes within the past/next 24 hours; and

e Critical issues that may affect operational availability for the next 48 hours.

Operational Change Advisory Boards

The SMI will hold weekly Operational Change Advisory Boards (CABs), chaired by SMI
and attended by the Agency, Managed Suppliers, including appropriate attendees to
inform CAB approval (e.g. architectural leads). The Operational Change Advisory Board
will review changes that have completed request for change (RFC) approval and have
progressed for final approval to be scheduled for released to live service.

The Operational Change Advisory Board will provide the oversight and formal decision
making governance for Service Management’s Change Management process, following
the agreed Operational Change Management process.

Where appropriate, the SMI will chair Emergency CAB (ECAB) meetings to resolve
operationally impacting Incidents. ECABs will be convened at short notice and be chaired
by the SMI's Major Incident Manager.

Financial and Commercial Governance
Monthly SMI Performance Review

It is anticipated that the Agency will hold regular commercial reviews with both SMI and
the Managed Suppliers to review and resolve any specific issues. These meetings are
likely to be held either jointly or separately depending upon scope.

The Managed Supplier will work with the SMI to identify any potential impacts to budget,
including savings, but the financial interactions will be held directly with the Agency.

The Managed Supplier will ensure that invoices are sent as soon as any work is
completed.

Where necessary, the SMI will escalate commercial issues to the Agency.
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8 Processes and Tools

The SMI has been developing processes (“to be” processes) that describe the operation
of the SMI service. These processes cover the end-to-end service within the scope of the
SML.

8.1.1 Service Components and Processes

Service Components are logical groupings of SMI functions as defined in the SMI
Contract.

Processes have been developed to satisfy those Service Components. It should be noted
that there will be one or more processes per Service Component.

In Appendix A, the mapping of process to Service Component is shown.

8.1.2 Interactions

In developing the processes, the use of swim lanes to delineate organisations has been
used. Managed Suppliers are shown as a separate swim lane in a process.

An interaction occurs where a process flow crosses a swim lane boundary or where a
process action spans a swim lane boundary.

Each process may interact with one or more Managed Suppliers. Each process may also
interact with a Managed Supplier on one or more occasions as the process flow is
stepped through.

These interactions form the basis of the communication flows between the SMI and the
Managed Supplier to allow a process to achieve its goal.

Interactions may be electronic (such as a data interface), but also include email, SMS
message, telephone calls, meetings and other forms of exchange.

Interactions may occur at varying frequencies, so may be regular events (such as a
weekly meeting) through to ad-hoc events.

An interaction reference number will be defined for each interaction between the SMI and
the Managed Suppliers and the process diagrams will be updated to show these
references.

The full list of SMI/Managed Supplier interactions are listed in Appendix A

Appendix B will list any noted exceptions to the above generic agreement for a particular
Managed Suplier, and will detail the specific contacts and dependencies together with the
SLA inter-dependencies

It will also show any Supplier specific interactions between SMI and the individual
Managed Supplier detailing the Service Component, process and description of the
interface including type of interaction, frequency and data interchanged.
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9 Escalations

The SMI and Managed Suppliers will seek to resolve operational issues that arise at the
working level. Escalation routes will be put in place by the Managed Supplier, SMI and
the Agency. All parties will promptly escalate and manage issues, seeking in all instances
to resolve at the lowest possible level of escalation.

The SMI and Managed Supplier Operational Leads will have the opportunity to escalate
to the Agency at the same time as their respective Leadership Teams.

©
=
Q
—
(o] g
[ SMI Delivery Director ST
o [ ]
—

SMI Operational Leads Supplier Operational Leads
o)
@ Service Desk Manager
g Change Manager

Delivery Manager (s)

)
% Working Level Resources
—

Figure 2 :- Escalations
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The SMI and Managed Supplier have identified the following individuals who occupy the
decision making and escalation roles. [To be populated following discussion with the
Managed Supplier and the Agency].

Figure 3 :- Organisation
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10 Signatures
SIGNED for and on behalf of THE SKILLS FUNDING AGENCY

SIGNED for and on behalf of BAES SYSTEMS APPLIED INTELLIGENCE
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Service
Component

Appendix A - Processes

Process References

The following table demonstrates how each of the SMI processes relates to the

components of the service.

Component
Name

Reference

Process Document Reference

3.2 Service Governance and Commercial TBC
Management
3.4 Financial Management Service TBC
3.10 Capacity Management D03.10-Capacity Management v1.0
3.11 Service Level Management D03.11-Service Level Management v1.0
3.12 Availability Management D03.12-Availability Management V1.0
3.13 Operational Supplier Management D03.13-Operational Supplier Management
V1.0
3.14 Service Reporting D03.14-Service Reporting V1.0
3.15 Continual Service Improvement D03.15-Continual Service Improvement v1.0
4.2 Operational Change Management D04.02-Operational Change Management
v1.0
4.3 Emergency Change Management D04.03-Emergency Change Management
v1.0
4.4 Service Asset and Configuration D04.04-Service Asset and Configuration
Management Management v1.0
4.5 Release and Deployment Management D04.05-Release and Deployment
Management v1.0
4.6 Service Validation and Testing D04.06-Service Validation and Testing
Management Management v1.0
4.7 Service Knowledge Management D04.07-Service Knowledge Management v1.0
4.8 Documentation Management D04.08-Documentation Management v1.0
4.9 Exit Management D04.09-Exit Management v1.0
7.2 Service Desk TBC
7.3 Incident Management D07.03-Incident Management v1.0
7.4 Governance of Incident Management D07.04-Governance of Incident Management
v1.0
7.5 Major Incident Management D07.05-Major Incident Management v1.0
7.6 Service Request Fulfilment D07.06-Service Request Fulfiiment v1.0
7.7 Governance of Service Request D07.07-Governance of Service Request
Fulfilment Fulfilment v1.0
7.8 Governance of Accessibility Requests D07.08-Governance of Accessibility Requests
v1.0

SFA - Generic OSP

Page 30 of 36

Commercial in Confidence





Commercial in Confidence

Service Component Process Document Reference
Component Name

Reference

7.9 Access Management D07.09-Access Management v1.0
7.10 Software Delivery, Removal and D07.10-Software Delivery, Removal and
Licensing Licensing v1.0

8.2 Event Management D08.02-Event Management v1.0

8.3 Problem Management D08.03A-Problem Management (Reactive)
v1.0
D08.03B-Problem Management (Proactive)
v1.0

8.4 Operations and Technology Management Included in D03.12-Availability Management
v1.0

8.5 Service Measurement Included in D03.11-Service Level
Management v1.0

8.6 IT Service Continuity Management D08.06-IT Service Continuity Management
v1.0

9.2 Catalogue Management D09.02-Catalogue Management v1.0

9.3 Catalogue Publishing Included in D09.02-Catalogue Management
v1.0

11.6 Security Governance and Compliance D11.06-Security Governance and Compliance

Management Management v1.0
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A.2

Detailed Process Interaction Table

The following table details the interaction points between the SMI and the Managed
Supplier and the type of expected interaction.

Detail regarding frequency, data, and format will be outlined in the Service Operations
Manual and any exceptions will be listed in the Supplier Specific Annexe (Annexe B)

Service Management / Managed Suppliers Interactions

Service
Component
Reference

Component Name

Interaction Reference

Process Document Reference

3.2

Service Governance and
Commercial Management

TBC

TBC

3.4

Financial Management Service

TBC

TBC

3.1

Capacity Management

03.01-01- - Demand & Capacity Reports
03.01-02 - Meeting - (MSR) Performance and Capacity Management Review

D03.10-Capacity Management v1.0

3.11

Service Level Management

03.11-01 - Meeting - Weekly Service Review

03.11-02 - Meeting - Ad-hoc SLA Deviation Rectification

03.11-03 - Action - Produce Corrective Action Plan

03.11-04 - Meeting - Agree Corrective Action Plan

03.11-05 - Information - Responses requiring Incident Tickets

03.11-06 - Meeting - (MSR) Review of Customer Satisfaction Responses

D03.11-Service Level Management v1.0

3.12

Availability Management

03.12-01 - Information - Monthly Availability SLA Information

03.12-02 - Information - Proactive Availability Analysis

03.12-03 - Meeting - (DSR, WSR) Review Availability information

03.12-04 - Discussion - Advise SMI of required changes to Availability Plan
03.12-05 - Information - List of required changes to Availability Plan

D03.12-Availability Management V1.0

3.13

Operational Supplier
Management

03.13-01 - Meeting - OSP Realignment
03.13-02 - Meeting - Performance/Compliance Improvement Review

D03.13-Operational Supplier
Management V1.0

3.14

Service Reporting

03.14-01- - Monthly Reporting Pack
03.14-02 - Meeting - (MSR) Review data and narrative

DO03.14-Service Reporting V1.0

3.15

Continual Service Improvement

03.15-01 - Information - Monthly Opportunities and Progress
03.15-02 - Meeting - Agree Priority CSl items for implementation
03.15-03 - Meeting - Agree implementation plan

03.15-04 - Information - CSI changes progress

D03.15-Continual Service Improvement
v1.0

4.2

Operational Change
Management

04.02-01 - Information - RFC Request Raised

04.02-02 - Information - RFC Rejected

04.02-03 - Information - Resubmission or cancellation of RFC

04.02-04 - Information - Approval notification

04.02-05 - Information - RFC Rejection after technical/bus review

04.02-06 - Information - RFC Approval notification after technical/bus review
04.02-07 - Meeting - Change Advisory Board

04.02-08 - Information - Notification of Scheduled Status

04.02-09 - Information - Notification of change completion

04.02-10 - Meeting - Lessons Learned post failed Change

D04.02-Operational Change
Management v1.0

43

Emergency Change Management

04.03-01 - Information - RFC Request Raised

04.03-02 - Information - RFC Rejected

04.03-03 - Information - Resubmission or cancellation of RFC

04.03-04 - Information - Approval notification

04.03-05 - Information - RFC Rejection after technical/bus review

04.03-06 - Information - RFC Approval notification after technical/bus review
04.03-07 - Meeting - Change Advisory Board

04.03-08 - Information - Notification of Scheduled Status

04.03-09 - Information - Notification of change completion

04.03-10 - Meeting - Lessons Learned post failed Change

D04.03-Emergency Change Management
v1.0
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4.4

Service Asset and Configuration
Management

04.04-01 - Information - Copy of MS CMS Records
04.04-02 - - Monthly CMS Report

D04.04-Service Asset and Configuration
Management v1.0

4.5

Release and Deployment
Management

04.05-01 - Information - Authorised Change Request
04.05-02 - Meeting - Check ORR Readiness

04.05-03 - Meeting - ORR Milestone Review

04.05-04 - Information - Notification that ORR is not required

D04.05-Release and Deployment
Management v1.0

4.6

Service Validation and Testing
Management

04.06-01 - Information - Portfolio Management input to Test Strategy
04.06-02 - Information - Provision of ORR Information requirements

04.06-03 - Discussion - Review of Proposed Tests

04.06-04 - Discussion - Notification of the results of OAT testing

04.06-05 - - OAT Testing Results

04.06-06 - Information - Notification of test Results to Portfolio Management

DO04.06-Service Validation and Testing
Management v1.0

4.7

Service Knowledge Management

04.07-01 - Information - Notify need to update a knowledge document
04.07-02 - Information - Notify need to review a knowledge document
04.07-03 - Information - Output of a Knowledge Document review
04.07-04 - Meeting - Updated Knowledge Document Review and approval
04.07-05 - Information - Provide Knowledge Data (Create)

04.07-06 - Meeting - Test Knowledge Scenarios (Create)

04.07-07 - Information - Provide Rejection Reason (Create)

04.07-08 - Discussion - Approval of Knowledge Article (Create)
04.07-09 - Information - Notification of a change of process (Review)
04.07-10 - Meeting - Test Knowledge Scenarios (Review)

04.07-11 - Information - Provide Rejection Reason (Review)

04.07-12 - Discussion - Approval of Knowledge Article (Review)

D04.07-Service Knowledge Management
v1.0

4.8

Documentation Management

04.08-01 - Information - Notification of how and where to store documentation

D04.08-Documentation Management
v1.0

4.9

Exit Management

04.09-01 - Information - Onboarding of new supplier
04.09-02 - Information - Exit of Supplier

D04.09-Exit Management v1.0

7.2

Service Desk

TBC

TBC

7.3

Incident Management

07.03-01 - Discussion - Notification of Priority Incident

07.03-02 - Information - Notification of Incident

07.03-03 - Information - Notification of Incident Reassignment
07.03-04 - Discussion - Notification of Priority Incident Reassignment
07.03-05 - Discussion - Notification of Priority Incident Resolution
07.03-06 - Information - Notification of Incident Resolution

D07.03-Incident Management v1.0

7.4

Governance of Incident
Management

07.04-01 - Information - Managed Supplier input to DSR
07.04-02 - Meeting - Daily Service Review

07.04-03 - Information - Escalated Issues/Actions from DSR
07.04-04 - Meeting - Weekly Service Review

07.04-05 - Information - Escalated Issues/Actions from WSR
07.04-06 - Meeting - Monthly Service Review

07.04-07 - Information - Escalated Issues/Actions from MSR
07.04-08 - Meeting - Corrective Action Plans

DO07.04-Governance of Incident
Management v1.0

7.5

Major Incident Management

07.05-01 - Discussion - Notification to MIM of a Sev1/2 Incident
07.05-02 - Discussion - Notification from MIM to investigate Major Incident
07.05-03 - Meeting - Service Restoration Team

DO07.05-Major Incident Management v1.0
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7.6 Service Request Fulfilment 07.06-01 - Discussion - Notification of Urgent Service Request D07.06-Service Request Fulfilment v1.0
07.06-02 - Information - Notification of Service Request
07.06-03 - Discussion - Notification of rejection of Urgent Service Request
07.06-04 - Information - Notification of rejection of Service Request
07.06-05 - Discussion - Notification of Fulfilment of Urgent Service Request
07.06-06 - Information - Notification of Fulfilment of Service Request
7.7 Governance of Service Request |07.07-01 - Information - Managed Supplier input to DSR DO07.07-Governance of Service Request
Fulfilment 07.07-02 - Meeting - Daily Service Review Fulfilment v1.0
07.07-03 - Information - Escalated Issues/Actions from DSR
07.07-04 - Meeting - Weekly Service Review
07.07-05 - Information - Escalated Issues/Actions from WSR
07.07-06 - Meeting - Monthly Service Review
07.07-07 - Information - Escalated Issues/Actions from MSR
07.07-08 - Meeting - Corrective Action Plans
7.8 Governance of Accessibility 07.08-01 - Meeting - Review Suitability of Provided Equipment DO07.08-Governance of Accessibility
Requests Requests v1.0
7.9 Access Management 07.09-01 - Discussion - Creation or Review of Access Rights D07.09-Access Management v1.0
07.09-02 - Information - Modifications to User Authentication / File Systems
7.1 Software Delivery, Removal and [07.01-01 - Information - Request for the provision of Software D07.10-Software Delivery, Removal and
Licensing 07.01-02 - Information - Request for the Removal/Retirement of Software Licensing v1.0
07.01-03 - Information - Notification of lack of an entitlement for a S/W Request
07.01-04 - - Software Utilisation Reports
8.2 Event Management 08.02-01 - - Event Trend Analysis Report D08.02-Event Management v1.0
08.02-02 - Information - Notification that Problem record is logged
08.03-03 - Meeting - Review of proposed revised Event Thresholds
8.3 |Problem Management 08.03-01 - Discussion - Approval of Reactive Problem Ticket D08.03A-Problem Management
08.03-02 - Information - Issue Approved Problem Ticket (Reactive) v1.0
08.03-03 - Information - Notification that Problem is a Known Error D08.03B-Problem Management
08.03-04 - Discussion - Record any additional action items (Proactive) v1.0
08.03-05 - Information - Notification to implement permanent solution
08.03-06 - Discussion - Agree closure with Service Owner and/or Business Rep
08.03-07 - - Monthly Incidents Resolved Report
08.03-08 - Meeting - Monthly Problem Management Meeting
08.03-09 - Information - Inform Problem Management to raise a Problem Ticket
08.03-10 - Meeting - Problem Resolution Meeting
8.4 |Operations and Technology See 03.12 Included in D03.12-Availability
Management Management v1.0
8.5 Service Measurement See 03.11 Included in D03.11-Service Level
Management v1.0
8.6 IT Service Continuity 08.06-01 - Information - All Changes to be reviewed re impact on Service Continuity [D08.06-IT Service Continuity
Management 08.06-02 - Meeting - Bi-Annual Service Continuity Review Management v1.0
08.06-03 - Meeting - Agree Annual Test Plan
08.06-04 - Information - Notification of Agreed/Funding testing
08.06-05 - Discussion - Create/Execute correction plan
9.2 Catalogue Management 09.02-01 - Information - Rejection of request for new catalogue entry D09.02-Catalogue Management v1.0
09.02-02 - Information - Notification of request for new Catalogue entry
09.02-03 - Discussion - Review Catalogue change requirement
09.02-04 - Information - Acceptance of Review Estimate
09.02-05 - Information - Results of testing and acreditation of new catalogue item
09.02-06 - Information - Pricing/Commercial detail associated with new item
09.02-07 - Information - Results of proposed catalogue entry review
09.02-08 - Information - Catalogue Release in agreed format
09.02-09 - - Volumes/Details of items purchased/installed
09.02-10 - Discussion - Stock management Check
09.02-11 - Information - Catalogue Change request
09.02-12 - Information - Updated catalogue entry in agreed format
9.3 Catalogue Publishing See 09.02 Included in D09.02-Catalogue
Management v1.0
11.6 | Security Governance and 11.06-01 - Information - Security Policies and Security Standards D11.06-Security Governance and
Compliance Management 11.06-02 - Information - Security Assurance Request Compliance Management v1.0
11.06-03 - - Security Assurance Certificate(s)
11.06-04 - - Security & Compliance Audit Report
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B Appendix B
Supplier Specific Annexe —
[Insert Managed Supplier]
B.1 Service Scope

[ Managed Supplier to insert brief summary describing scope of services to be delivered]

B.2 Key Contacts
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B.3

SLA’s
BAES SLA’s

Service Level |ITIL Description - These Service Measures relate to Production and (other than for P1 Incidents) Pre- | BAES (SMI)
Reference Production . Threshold
SMI-M ~ ~ ~ ~?
SLM02.01 02. Availability Management Process % of the Service Hours that the Service Desk telephony is available for the analysts to take calls 99.50%
SLM02.02 % of the Managed Supplier Availability Service measures that met or exceeded their thresholds (w here those Measure UIDs are 98.00%
SLMS02.01, SLMS02.2, SLMS02.03)
Availability of services during service hours. Measure all systems against 3 elements 1) Infrastructure 2) Netw ork 3) NA
Application. Note systems to be available 24 hours a day, 7 days a week, 365 days a year unless subject to agreed
downtime.
SLMO3.01 03. Capacity Management Process Number of P1 or P2 incidents w ith root cause attributed to High Touch supplier Capacity issues 0
SLM04.01 04. Change Management Process Maximum number of Emergency Changes per month 3
SLM04.02 Reduction in failed changes per annum. 50.00%
% of Failed changes as a % of those in the previous period (year)
SLM04.03 % of Emergency Changes impacted within 1 w orking day, Operational Changes impacted w ithin 5 w orking days 95.00%
SLMS04.04 % of successful changes % of CMDB updates made w ithin 5 w orking days of change implementation 98.00%
SLM09.01 09. Incident Management Process - note % of Severity 1 e2e resolutions within 5 hours. Note: P1 fix time applies 24x7x365) 95.00%
this applies to Incidents managed by
SMI Service Desks and excludes
Agency 1st line desks e.g. CDS/NAS
SLM09.02 % of Severity 2 e2e resolutions w ithin 9 service hours 95.00%
SLM09.03 % of Severity 3 e2e resolutions w ithin 24 service hours 98.00%
SLM09.04 % of Severity 4 e2e resolutions within 5 service days 98.00%
SLM09.05 % of Major Incident draft Exception Reports (quoting a Problem number) that are made available on or before the 2nd w orking 100.00%
day follow ing the restoration of service
SLM09.06 % of Incidents triaged and allocated to resolver group w ithin 20 service minutes 95.00%
SLM11.01 11. IT Service Continuity Management  [% of ITSCPs maintained to schedule 100.00%
Process
SLM12.01 12. Know ledge Management Process
SLM12.03 % of Data inputs to the ITIL Toolset made within 4 service hours 100.00%
SLM12.04 % of Data sampled from the ITIL Toolset meeting the agreed quality standard 90.00%
SLM13.01 13. Problem Management Process % of Problems resolved in rolling 3 months within 3 months of the fix being raised 70.00%
SLM13.02 % of Major Incident final Exception Reports (containing a plan and an impact assessment containing action recommendations for 100.00%
root cause analysis and problem avoidance), that are produced w ithin 8 w orking days of the Problem case being raised.
SLM13.03 % of problem reports (containing a plan and an impact assessment containing action recommendations for root cause analysis 100.00%
and problem avoidance), for the resolution of a Problem not resulting from a Severity 1 Incident, that are produced w ithin 10
working days of the Problem case being raised.
SLM13.04 % of Problem permanent fix deployments that do not generate future incidents w ithin 3 months of deployment 95.00%
SLM14.01 14. Release & Deployment Management [deleted and included in 04.04
Process
SLM15.01 15. Request Fulfillment Process % of Category 1 e2e fulfilled within 5 service hours 95.00%
% of Category 1 e2e fulfilled within 4 service hours
SLM15.02 % of Category 2 e2e fulfilledw ithin 2 w orking days 95.00%
SLM15.03 % of Category 3 e2e fulfilled within 5 w orking days 95.00%
SLM15.04 % of Category 4 e2e fulfilled within stated or agreed timescales 95.00%
SLM15.05 % of First Line Service Requests triaged and allocated to fulfiment group w ithin 20 service minutes 95.00%
SLM16.01 16. Service Asset & Configuration % of accurate and complete CMDB Cl's to support the Delivered Services. 95.00%
Management Process
SLM17.01 17. Service Catalogue Management % of accurate details in the Service Catalogue 95.00%
Process
SLM18.01 18. Service Level Management Process [% of Customer complaints responded to w ithin 5 w orking days 95.00%
SLM21.01 21. Service Reporting Number of w orking days within w hich accurate monthly reports are delivered 10
SLM21.02 21. Service Reporting % of Dailyservice reports delivered to schedule: 95.00%
Batch schedule reports provided by 10:00am of each w orking day
Daily checks report to be provided by 12:00pm of each w orking day
Daily change and release reports to be provided by 08:00am of each w orking day
SLM22.01 22. Service Validation & Testing Number of P1 or P2 Incidents per month caused by changes deployed in the preceding 3 months 3
Process
SLM26.01 26. Continual Service Improvement Number of Service Improvements managed and delivering benefit per half year for each supplier and for SMI 2 each
SLM28.01 28. IT Operations Management Function % of Batch processing or scheduled jobs that complete successfully within agreed time window s (default by 06:30am) 95.00%
SLM29.01 29. Service Desk Function % of calls answ ered w ithin 30 seconds 80.00%
Answ er Call Response Time (ACRT)
SLM29.02 29. Service Desk Function % of Abandoned Calls 6.00%
SLM29.03 29. Service Desk Function % of unique reference numbers raised in response to electronic requests for Service Desk support w ithin 30 service minutes 98.00%
of request receipt
SLM29.04 29. Service Desk Function % of calls answ ered within 60 seconds 98.00%
Answ er Call Response Time (ACRT)
SLM29.05 29. Service Desk Function % of Incidents and Problems that are bounced <4 times 97.00%
SLM29.06 29. Service Desk Function % of Service Desk contacts that are allocated for requesting customer satisfaction feedback 50.00%
SLM29.07 29. Service Desk Function % of Notifications of P1 incidents communicated w ithin 20 mins 95.00%
SLM29.08 29. Service Desk Function % of Notifications of P2 incidents communicated w ithin 20 mins 95.00%
SLM29.09 29. Service Desk Function % of responses (quoting reference number and "in progress" confirmation) issued to the user within 20 service minutes of an 98.00%
Incident or Service Request being logged
SLM29.10 29. Service Desk Function Service Desk Core Hours/Support Hours 08.00 - 18.00
Monday -
Friday
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Baseline Security Policy 2014.pdf
Skills Funding Agency

BASELINE AND NATIONAL SECURITY
POLICY

Skills Funding
Agency

Summary

This guidance is for managers and employees. It covers the Skills Funding
Agency’s general approach and policy on the Baseline Personnel Security
Standards ("BPSS") and Disclosure and Barring Service ("DBS") process
(formerly Criminal Records Bureau), security of personal data and
employment of ex-offenders.

Human Resources Team
V6.0 Issued March 2014

Policy Statement

The BPSS describes the pre-employment controls required for all Skills
Funding Agency employees, temporary staff, government contractors and all
contingent workers. The consistent application of the policy ensures that the
Skills Funding Agency is employing people entitled to work in the UK and with
the values required for government-related work.
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Introduction and Background

The HMG BPSS produced by the Cabinet Office describes pre-employment
controls for all Civil Servants, temporary staff and government contractors. As
part of the Civil Service, the Skills Funding Agency is required to comply with the
BPSS and as a minimum requirement; all staff are subject to BPSS as explicitly
mandated in the HMG Security Policy Framework.

Pre-employment checks will be carried out as part of the Agency’s recruitment
and selection process. The successful candidate will be offered employment
subject to satisfactory completion of enquiries to verify the following 4 elements -

1. Identity

2. Nationality and Immigration status (including an entitlement to
undertake the work in question)

3. Employment History

4. Criminal Record

Consent will be requested to obtain information regarding ‘unspent’ criminal
convictions via the application of a Basic Disclosure Scotland as defined in the
Rehabilitation of Offenders Act 1974. However some roles which have access to
personal data relating to children, young people and/or vulnerable adults, or
requires visiting premises and/or contact with these groups will be recruited to
following satisfactory clearance of an Enhanced DBS disclosure.

We would encourage any candidate called for interview to provide details of their
criminal record at an early stage in the recruitment and selection process. This
information should be sent under separate and confidential cover to the recruiting
manager and will only be seen by those who need to see it as part of the
recruitment process.

To ensure compliance with the mandatory Cabinet Office standard all existing
employees, who have not already had a Basic Disclosure Scotland check
completed as part of their original appointment process, or who have not
subsequently had an Enhanced level DBS check, will be asked to complete
either a Basic Disclosure Scotland or Enhanced DBS check as appropriate.

All employees will be rechecked every 5 years or upon a change of role if
additional checking is required.

The Civil Service Code requires all employees either as a direct employee,
contractor, consultant or employment agency staff to report changes in their
personal circumstances (e.g. a criminal conviction) to their employer, line
manager or HR throughout the course of their contract.

Administering the Process
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The Skills Funding Agency has contracted with Due Diligence Checking Ltd
(DDC) to administer the application process for a Basic Disclosure Scotland and
Enhanced DBS checks. Following receipt of the application, Disclosure Scotland
completes the background checks and issues certificates known as 'Disclosures'
to DDC. The disclosure will either appear as ‘clear’ or detail an individual's
criminal convictions.

e A Basic Disclosure Scotland contains only convictions considered unspent
under The Rehabilitation of Offenders Act 1974.

e An Enhanced DBS disclosure contains all conviction information, spent
and unspent, and any other non conviction information considered to be
relevant by the police or other Government bodies.

DDC will notify the Skills Funding Agency of the Disclosure Certificate number
where the record is ‘clear’. In circumstances when the Disclosure record shows
content, this information will be relayed securely to HR by DDC for further
exploration. Access to the information will be strictly limited to those who are
appropriately authorised to view it.

Successful Applicants via Recruitment and Selection

Applicants to the Skills Funding Agency will be selected on merit following open
and fair competition. Only once an offer of employment has been made to the
successful applicant, subject to satisfactory completion of enquiries, will the
Agency request consent to carry out either a Basic Disclosure Scotland or
enhanced DBS check.

DBS checks can take up to 6 weeks for clearance to be received and this should
be considered when confirming start dates. Without a satisfactory DBS check an
employee will not be allowed to access certain data relating to children, young

people and/or vulnerable adults which may stop them from carrying out their role.

Contingent Workers: Contractors, Consultants and Agency Staff including
Inward Secondee’s

Agency Staff and Inward Secondee’s are subject to the same pre and post
appointment checks as staff employed directly by the Skills Funding Agency. To
manage this process rigorously and manage risk, the Skills Funding Agency will
apply a process for ensuring the relevant Basic Disclosure Scotland or Enhanced
DBS checks for all contingent workers have been undertaken.

Although all workers are subject to the BPSS minimum where the Agency has a
contract in place for services to be carried out by non Agency staff (including
consultants, contractors and supplier managed contracts) there will be a
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requirement within the contract that the company/contractor/consultant can
demonstrate it has carried out the relevant requirements of the BPSS and DBS
checks depending on the services provided under the contract.

Existing Staff

If an employee is moving into a role which requires an Enhanced DBS check and
their disclosure is returned as ‘unclear’, we would look to return the employee to
their previous role if it is still available, or to redeploy into a suitable alternative
position. This will be dealt with on a case by case basis.

Refusal to Comply with BPSS

The Data Protection Act does not prevent an employer from carrying out effective
recruitment controls but balances the employer’s needs and the applicant’s right
to respect for his or her private life.

An individual’s refusal to undergo an essential check could lead to refusal of
employment. Whilst all staff are subject to BPSS minimum checks, the Agency
will only request enhanced DBS checks where it necessary for the role.

Decision Making

To maintain the reputation of the Skills Funding Agency we must ensure that we
minimise the risks where staff have contact with or access to personal data
related to children, young people and/or vulnerable adults.

If a disclosure is returned as unclear the Agency will investigate and review the
details on an individual basis and take appropriate action. Should an offer of
employment/contract for services be withdrawn, we will make every effort to
speak with the candidate/company as well as providing a response in writing.

Equality & Diversity

The Skills Funding Agency is committed to the fair treatment of current and
potential employees and contingent workers regardless of ethnic origin, gender,
religion or belief, sexual orientation, age, disability, marital status, pregnancy or
maternity and gender reassignment. We actively promote equality of opportunity
for candidates with the right mix of skills and potential and welcome applications
from a wide range of candidates. We select all candidates for interview based on
their skill, qualifications and experience, in line with the Skills Funding Agency
competency framework.
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Guidance Notes

Glossary of Terms

Spent Conviction

The Rehabilitation of Offenders Act (ROA) 1974 sets out to make life easier for people who have been
convicted of a criminal offence and who have since lived on the right side of the law. A conviction
becomes spent after a certain period of time has passed known as the rehabilitation period. The
length of time it takes for a conviction to become spent depends on the length of the sentence given
and starts from the date on which the conviction was made. Once a conviction has been spent, the
convicted person does not have to reveal it or admit its existence in most circumstances, including, for
example, when applying for a job however when assessing the suitability of a person for a position of
trust, an employer is entitled to ask a candidate to reveal details of all convictions, whether spent or
not. This is, in part, to ensure that children and other vulnerable groups are adequately protected from
those in positions of authority over them.

Unspent
Conviction

A conviction is described as unspent if the rehabilitation period associated with it has not yet lapsed. A
rehabilitation period is a set length of time from the date of conviction, according to the sentence
imposed.

Enhanced DBS
Check

These are primarily for posts that involve working with children or vulnerable adults or in some cases
where roles involve accessing the personal and/or sensitive data for these groups. The Enhanced
check contains details of all convictions held on the PNC including current and 'spent’ convictions as
well as details of any cautions, reprimands or final warnings. If a position involves working with
children the DBS check will indicate whether information is held on the lists of those who are barred
from working with children or the vulnerable, if it is defined as Regulated Activity and these checks are
requested.

Personal Data

Data which relates to a living individual who can be identified from that data.

Sensitive Data

Data which includes Racial or ethnic origin, Religious or other beliefs of a similar nature, Physical or
mental health or condition, Sexual life, Offences (including alleged offences)

Umbrella Body

An Umbrella Body is a Registered Body that provides access to the DBS to other non-registered
organisations.
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Frequently Asked Questions

Why do some roles require an Enhanced
DBS check?

If a role has access to either data relating to or children, young people or
vulnerable adults we have a requirement under the BPSS to check the
background of employees to ensure the safety of this group of people.

Why does the Skills Funding Agency use
DDC?

Due to the strict security requirements with receiving and holding Disclosure
Scotland and/or DBS checks, the Skills Funding Agency has opted to utilise
DDC to ensure that we comply with all guidelines relating to the handling,
storage and destruction of this information.

Do | need to send the original of all
documentation for verification by a
document checker?

Yes, you will need to provide the originals (and one copy of each document
for Disclosure Scotland checks) to your nominated document checker.

Who sees the Disclosures?

HR receives notification of a clear or unclear response from DDC. You will
receive the detailed report for your information. If the response is “unclear”
your line manager will arrange a meeting, requesting you to attend and to

bring the report with you.

If I receive an unclear report will the offer
of employment or move to specific role be
withdrawn?

Not necessarily, it depends on the nature and timing of the offences, hence
why a meeting will be held to discuss the information and options.

What do | do if | dispute the information
contained within a Disclosure?

As you would receive the full information direct from DDC, you would need to
take any discrepancies to DDC directly. This may mean that the employee
may not be able to access data in the short term, depending on the disputed
information.

What happens if | refuse to undergo a
Basic Disclosure Scotland or DBS check?

Potential employees/contingent workers who are not willing to complete a
DBS check will not be able to take up the position offered. EMT have
confirmed that to minimise the risk to employees and data security, a Basic
Disclosure Scotland check must be completed for all employees who were
not checked as part of the recruitment process or have not subsequently
completed and enhanced DBS check. For employees who refuse to comply,
we may need to review their employment with the Agency.
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Is it usual to undertake a Basic Disclosure
Scotland or Enhanced DBS checks on
employees who are already in post?

The Skills Funding Agency’s recruitment process informs applicants that
National Security checks will be conducted for all roles to satisfy the
requirements of the Baseline Security Standards which came into effect in
2007. This includes as a minimum a Standard DBS check for all workers or
an enhanced DBS checks as and when appropriate for the role.

When we are advised that a role may include an individual having access to
the personal or sensitive data of either children, young people or vulnerable
adults, we are required to comply with our legal duty to protect these groups
of people, whilst also protecting our employees by ensuring that they are
adequately checked. Therefore as we are notified of role holders that may
have access to such data, we will require them to satisfy the requirement for
a DBS check. We are continuing to identify roles that require employees
(including existing employees) to complete DBS checks as they are
established (for example NAS roles) and/or as they evolve to include access
to sensitive data.

What disclosure details are held by the
Skills Funding Agency?

The Skills Funding Agency will only retain a record of the date of issue of a
Disclosure request, the name of the individual, the date on which a request
for a Disclosure Scotland/DBS check was requested, the date an answer was
returned, the unique reference number of the disclosure and details of the
recruitment decision taken. No further information will be held by HR
Services. Any additional information requested as part of any discussions
regarding an “un-clear” Disclosure will be reviewed on a case by case basis
by the Head of HR and HR Case Consultants team.

How long will DDC retain my disclosure
document?

DDC will keep Disclosure documents for a maximum of 6 months, unless
there are exceptional circumstances to allow for the consideration and
resolution of any disputes or complaints.

Will my disclosure details be used for any
other purpose?

Disclosure information will only be used for the specific purpose for which it
was requested, the Recruitment & Selection process, and for which the
applicant’s full consent has been given.
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Overview of the Process

Basic Disclosure Scotland

1.

HR will request the Disclosure Scotland form from DDC via the online portal. DDC will then forward a paper form to
the employee at their home address together with instructions for completing and returning.

2.

The individual will complete the form and take this along with the original and one copy of their identity documents
to the nominated document checker, who will be identified from the instructions provided by DDC

The document checker will verify the copies against the original documents return the originals to the employee and
sign and date the copies of the documents.

The employee will send the completed Disclosure Scotland form and the copies of the documents signed by the
document checker to DDC in the envelope provided.

DDC will action the Disclosure Scotland check.

HR will receive the Disclosure reference number. Should there be any content on the Disclosure, HR will contact
the recruiting manager and \or relevant HR Case Consultant/HOHR who will speak with the candidate\employee to
obtain further information.

Enhanced DBS Checks
Enhanced DBS checks will be managed entirely online, including the completion of the forms, checking of documents and
submission of the DBS request for processing, and the following process will apply.

1.

HR will email the employee to advise that they have been identified as having a role that requires a DBS check

2.

DDC contacts the employee/contingent worker by email and provides log on and password details to enter the DDC
site

3.

The employee will log on and complete the online DBS form

Once completed, the employee must take the originals of the documents they have selected to their nominated
document checker

The document checker will receive an email from HR advising that DDC will email them with their log on and
password details. Once DDC supply the log in details you will need to retain them securely for future use.

The document checker will log on to the DDC site and verify the documents online confirming the details on the
original documents. If the documents produced do not match the original list entered by the employee, the
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document checker can update the list

7. The Document checker will submit the application form to DDC

8. DDC will action the DBS check

9. HR will receive the Disclosure reference number. Should there be any content on the Disclosure, HR will contact
the recruiting manager and relevant HR Case Consultant/HOHR who will speak with the candidate/employee to
obtain further information

*Note - Disclosure and Barring Service
The DBS was established under the Protection of Freedoms Act 2012 and merges the functions previously carried out by the
Criminal Records Bureau (CRB) and Independent Safeguarding Authority (ISA).
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1 Scope

The Skills Funding Agency suite of Information Security Policies consists of three main
documents:
e The Skills Funding Agency Information Security Policy Statement — This is
a high level document that reflects the Skills Funding Agency Senior
Management’s intentions regarding Information Security. This document
has been reviewed, authorised and signed by the Chief Executive
e The Information Security for ICT Systems Policy — Which contains a
number of detailed Policies regarding procurement, configuration and
operation of ICT Systems
e The Information Security for Staff Policy — Which contains issue specific
Policies that primarily relate to and address risks arising from people
handling and using information and information systems

This document is the second of these.

The Skills Funding Agency’s activities are critically dependent on the information and
information systems which underpins our every day working. Consequently, we must
appropriately manage and protect this information and ensure that those involved in its
use understand their information security responsibilities.

Consequently, the Information Security Policies within this document have been
developed to establish the controls to be met by users, systems, resources and
processes in order to ensure appropriate levels of information security across the Skills
Funding Agency organisation.

However, these Policies are not intended to impose restrictions that are contrary to the
Skills Funding Agency’s established culture of openness, trust and integrity, but to
provide guidance and direction on the use, storage and transmission of Skills Funding
Agency Information.

The Information Security risks inherent with operating Information Communications and
Technology (ICT) systems comes in many forms. For example, during procurement, or
when providing remote access to home workers, connecting third parties to our secure
networks or even when electronic backups of our data are transported.

This document is divided into separated Policy chapters that each address specific ICT
related Information Security Risks.

2 Applicability
The policies and security requirements in this document apply to:
e All information in the possession of or under the control of the Skills
Funding Agency, regardless of its media
e All permanent, temporary and contract staff employed or engaged by the

Skills Funding Agency, its subsidiaries or any 3rd party organisations
whilst engaged on Skills Funding Agency business
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3 Compliance

The policies and security requirements in this document refer to and gain authority from
the Skills Funding Agency Information Security Policy Statement as authorised and
issued by the Skills Funding Agency Chief Executive.

Any employee found to have violated these policy requirements could be subject to
disciplinary action, up to and including termination of employment

At its sole discretion, the Skills Funding Agency may require the removal from the
service provision account any employee of a 3rd party organisation contractually
engaged on Skills Funding Agency business who is found to have violated these policy
requirements.

4 Responsibilities

The Skills Funding Agency’s Senior Information Risk Owner (SIRO) owns this policy on
behalf of the Skills Funding Agency Executive Management Team and oversees its
implementation.
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5 Accreditation Policy

HMG Information Assurance Standard 1_2 Information Risk Management, which is
mandated within the Security Policy Framework (as MR8) states the following:-

Risk Management Requirement 6:

The SIRO, in conjunction with the Lead Accreditor must produce and communicate an
Accreditation Policy that defines a proportionate and accountable approach, and
includes their requirements of the RMADS, and the conditions for re-accreditation.

In support of the above requirement, the Skills Funding Agency has introduced a tiered
Accreditation structure consisting of three levels (Registered, Managed and Optimised),
each one imposing further rigour as the criticality or value of a system increases.

Skills Funding Agency ICT systems will be placed into one of 3 tiers based upon a
number of attributes which together outline the criticality of the same.

Placement into a particular tier does not indicate a level of security, but simply an
indicator as to the level of rigour applied in terms of IA activity for an ICT system, such
that a proportionate and cost effective (PACE) accreditation process is undertaken.

5.1 Policy Statement

5.1.1 All Agency ICT systems must be accredited in line with the requirements of this policy
and the related IA and Accreditation Standard, regardless of the type or scope of data
being processed.

5.1.2 The scope of Accreditation must be agreed with the Skills Funding Agency Accreditor
early in the project lifecycle.

5.1.3 The Agency Initial Assurance/Accreditation Assessment must be completed for all
ICT systems to allow the Accreditor to determine the required level of assurance.

5.1.4 The Accreditor, based upon the level of risk and management of the same, will
decide whether or not to Accredit an ICT system.

5.1.5 In the event of disagreement between the Accreditor and the business (SRO or IAO)
on the scope or extent of a particular risk, the Skills Funding Agency Senior
Information Risk Owner (SIRO) will be used as an escalation path.

5.1.6 Accreditation is a business function and as such the IAO must accept responsibility
for the accreditation and maintenance of the same throughout the life of a system.

5.1.7 The business must allow for Information Assurance activity throughout the lifetime of
a system, and thus ensure that adequate resources are set aside/made available for
this purpose, this includes but is not limited to the following:-

e Re-Accreditation
e Pen Test/ITHC activity, including remediation
e Decommissioning activity
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5.1.8 The Accreditation status of all Agency ICT systems must be reviewed on an annual
basis. The vehicle for enabling this is the Agency Accreditation review questionnaire,
which must be completed and presented to the Accreditor at least 2 months prior to
expiry of the existing accreditation.

5.2 Policy Responsibilities

5.2.1 The Information Asset Owner (IAO) is responsible for the Accreditation (and
maintenance of the same) of ICT systems within their respective portfolios.

5.2.2 The Accreditor, acting on behalf of the Senior Information Risk Owner (SIRO) is
responsible for the Accreditation of Skills Funding Agency ICT systems.

5.2.3 The SIRO is ultimately responsible for risk management activity within the Skills

Funding Agency and as such reserves the right to refuse or withdraw Accreditation
for a particular ICT system if it is deemed to carry an overly high level of risk.

5.3 Related Documents

Document Description

Skills Funding Agency IA and Accreditation Standard v1.5
Initial Assurance Assessment v1.3

Accreditation Review Questionnaire v1.5
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6 Access Control Policy

Skills Funding Agency employees and authorised third parties must have access to the
information resources they require to undertake Skills Funding Agency business.
However, unless access to computer systems is appropriately managed there is a risk of
unauthorised access to Skills Funding Agency data.

This Policy establishes Access Control requirements, which must be met by all Skills
Funding Agency Information and Communications Technology (ICT) systems, to protect
the confidentiality, integrity and availability of Skills Funding Agency data

6.1 Policy Statement

6.1.1

6.1.2

6.1.3

6.1.4

6.1.5

6.1.6

6.1.7

6.1.8

6.1.9

6.1.10

6.1.11

6.1.12

6.1.13

6.1.14

Access to the Skills Funding Agency’s ICT systems will only be granted to those
with a legitimate need to do so.

Access accounts to Skills Funding Agency ICT systems will have no more
privileges than necessary to be able to fulfil their function.

Users must be both identified and authenticated by systems at each logon, prior
to being granted access.

System to system access accounts shall not include administrative permissions
and will not be enabled for interactive login

Accounts are to be created so that the identity of all users can be established
and activity monitored at all times during use

All requests for access to Skills Funding Agency ICT systems must be via an
access request process that has been approved by the Information Governance
and Security Manager.

Generic or shared accounts are not allowed

Users will not circumvent the permissions granted to their accounts in order to
gain unauthorised access to information resources.

Users will not allow anyone else to use their account, or use their computers
while logged in under their account, except as required for system
administration.

Computer screens should be ‘locked’ or the user logged out before leaving any
workstation unattended.

User-accounts that have not been used for a period of three months are to be
disabled.

Usernames and passwords will be created, managed and distributed in a
secure manner.

The processes for provisioning user access for each system will be approved by
the Head of Information Compliance and Security .

Appropriate screening checks, aligned to BPSS, will be undertaken and
satisfactorily concluded before user accounts are provisioned for access to ICT
systems containing OFFICIAL data
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6.1.15

6.1.16

6.1.17

6.1.18

6.1.19

6.1.20

6.1.21

6.1.22

6.1.23

6.1.24

Appropriate credit worthiness checks will be undertaken and satisfactorily
concluded before user accounts are provisioned for access to ICT systems that
manage financial transactions

Duties must be segregated so that no individual can carry out a critical task
alone that could prove to be detrimental to the Skills Funding Agency

Where user access account management is delegated to 3rd parties the service
agreement must define the security obligations of both parties and be agreed by
the Information Assurance Manager

All Skills Funding Agency information systems that require user authentication
must enforce a limit of three consecutive unsuccessful login attempts after
which the user will be locked out of the system.

Where technically possible, logon screens will provide appropriate information
security and Data Protection Act notices that will remain on the screen until the
user has been successfully authenticated and access granted.

The Skills Funding Agency reserves the right to revoke access to any or all of its
computer systems at any time.

Data classified as OFFICIAL or higher shall not be used outside of live
production systems, for example in development environments, unless it is first
fully anonymous or has been approved by the Information Assurance Manager

All ICT system logon events (login success or failure) will be recorded and
exceptions reports made available for management review.

Concurrent logins to a Skills Funding Agency ICT system from a single user
account is prohibited and where possible will be technically enforced

Session time-out and system availability times will be established and where
possible technically enforced.

6.2 Policy Responsibilities

6.2.1

6.2.2

6.2.3

All Information in the possession of, or under the control of Skills Funding
Agency must have a designated Data Custodian responsible for:

° Determining who should have access to their Data

° Establishing account eligibility, creation, maintenance, and expiration
for each ICT system that provides access to their respective data

° Periodically reviewing access rights and privileges and ensuring
modification, revocation, or deactivation as appropriate

° Verifying that ICT systems users have undergone appropriate

background checks and security training as part of the systems access
request process

A Data Custodian’s responsibility for the specification of appropriate access
controls may not be delegated to third party service providers

Users of Skills Funding Agency systems must immediately report to the ICT
Service Desk if they feel that either they or another user has an inappropriate
access level to a Skills Funding Agency system.
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6.3 Related Documents

6.3.1 This Policy forms an essential part of the Skills Funding Agency’s overall
Information Risk Management arrangements and should be read in association
with relevant related policy and supporting procedures, including:

Document Description

Remote ICT Systems Access Policy for 3rd Party Organisations
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7 Remote ICT Systems Access Policy for 3rd Party Organisations

To maintain the confidentiality, integrity and availability of its information the Skills
Funding Agency operates a secure closed network. However, it is recognised that
frequent yet temporary authorised remote access to the Skills Funding Agency’s
networks may be required by 3rd party organisations or others undertaking Skills
Funding Agency business outside of Skills Funding Agency premises.

The provision of this remote access creates specific information security issues which
must be appropriately managed. Consequently, this Policy chapter establishes the
control requirements for authorising, managing, monitoring and removing remote access
by 3rd parties to the Skills Funding Agency’s Information and Communications
Technology (ICT) infrastructure.

7.1 Policy Statement

7.1.1

7.1.2

7.1.3

7.1.4

7.1.5

7.1.6

7.1.7

7.1.8

7.1.9

7.1.10

Unauthorised remote access to Skills Funding Agency’s internal networks is
strictly prohibited.

All in-bound temporary telecommunication links connecting to the Skills Funding
Agency’s internal networks must pass through an access control point that
employs two factor authentication or another extended user authentication
technology.

All remote access to the Skills Funding Agency’s internal networks must be via
methods that have been subject to formal Accreditation and subsequently
authorised by the Skills Funding Agency SIRO.

All remote ICT devices that are connected to Skills Funding Agency’s internal
networks via remote access technologies must use up-to-date anti-virus
software.

Remote Access accounts are to be created so that the identity of each remote
user can be established and activity monitored and recorded at all times during
their use.

Remote access will be restricted to that required for the authorised functions for
which access was granted

All requests for remote access to Skills Funding Agency’s internal networks
must be via a request process approved by the Operational Security manager.

Approval of remote access to Skills Funding Agency’s networks will be subject
to annual review.

The Skills Funding Agency reserves the right to monitor, restrict or terminate
remote access to its internal networks.

Remote access accounts that have not been used for a period of six months will
be disabled
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7.1.11

7.1.12

7.1.13

7.1.14

7.1.15

7.1.16

Where technically possible Skills Funding Agency’s remote access systems
must display an initial system login message informing potential users that:

. It is a Skills Funding Agency ICT systems

. Remote use may be monitored, recorded, and subject to audit

o Use of the system indicates consent to monitoring and recording
o Unauthorised use of the system is prohibited

. Unauthorised use may be subject to criminal or civil penalties.

The system login message will remain on the screen until the user has been
successfully authenticated and access granted.

In addition to network controls, additional mechanisms are to be employed by
applications to enhance access security.

Remote Access by a 3rd party to Skills Funding Agency’s networks is only
permissible where the Information Asset Owner (IAO) of the information to
which the 3rd party will be given access has agreed in writing.

Remote access to Skills Funding Agency’s networks by third party organisations
must not be used for any purpose inconsistent with the conditions detailed
within a service provision contract that has been agreed with and signed by an
authorised representative of the third party.

Authorised third parties are prohibited from providing remote access to Skills
Funding Agency’s network to unauthorised individuals or organisations

7.2 Policy Responsibilities

7.2.1

7.2.2

7.2.3

7.2.4

Third party organisation must manage their connected systems in accordance
with their organisational Information Security Policy which must, at a minimum,
comply with relevant Skills Funding Agency Policy.

Third party organisation requiring remote access to Skills Funding Agency’s
internal networks must confirm in writing that they take responsibility for any
information security threats to the Skills Funding Agency that may emanate from
their organisation or any other inter-connected organisation

It is the responsibility of each third party organisation to ensure that
unacceptable use of Skills Funding Agency’s networks is not carried out by any
person within or on behalf of their organisation. The discharge of this
responsibility must include informing those with authorised remote access to
Skills Funding Agency’s networks of their obligations in this respect.

Third party organisations must promptly notify Skills Funding Agency when any
authorised employee leaves their employ or no longer requires remote access
to Skills Funding Agency’s internal networks. New personnel will be granted
access by following Skills Funding Agency’s remote access request process,
not by assuming the identity of a former user

7.3 Related Documents

7.3.1

This Policy forms an essential part of the Skills Funding Agency’s overall
Information Risk Management arrangements and should be read in association
with relevant related policy and supporting procedures, including:
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Document Description

Access Control Policy

Network Code of Connection Policy
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8 Network ‘Code of Connection’ Policy

To maintain the confidentiality, integrity and availability of its information the Skills
Funding Agency operates a secure closed network.

However, authorised 3rd parties may require permanent connection to Skills Funding
Agency’s networks and access from these other networks must be strictly controlled.

This Policy establishes minimum requirements which must be achieved and maintained
for all permanent 3rd party organisation connections to the Skills Funding Agency’s
networks.

8.1 Policy Statement

8.1.1

8.1.2

8.1.3

8.1.4

8.1.5

8.1.6

8.1.7

8.1.8

8.1.9

Any external or third party connection to the Skills Funding Agency networks
must first be subject to risk assessment.

Connection by Third Parties to Skills Funding Agency’s networks is only
permissible where the Information Asset Owner (IAO) of the information to
which the third party will be given access, the Data Custodian and the
Information Assurance Manager have agreed in writing. Such agreement must
be obtained before access is established.

Approval of connection to Skills Funding Agency’s networks will be subject to
annual review

A prerequisite for connection approval is verifiable confirmation that the
connecting organisation has reliably identified and appropriately managed all
risks associated with the network it intends to connect to Skills Funding
Agency’s infrastructure.

Connection to Skills Funding Agency’s networks may not be used for any
purpose other than that detailed within a service provision contract. The service
provision contract must be agreed with, and signed by an authorised employee
or authorised representative of the third party requiring connection to Skills
Funding Agency’s networks.

Third parties organisations must sign agreement to a non-disclosure
confidentiality agreement before being granted access to the Skills Funding
Agency network.

The Skills Funding Agency reserve the right to suspend or terminate any or all
relevant network connections if they have reason to believe that a Third Party’s
use of resources may contravene any Skills Funding Agency service provision
contract clause.

All changes to a Third Party’s access to Skills Funding Agency’s networks must
be accompanied by a valid business justification, and must be subject to review
and written approval.

All Third Party organisations will adhere to the Skills Funding Agency’s current
information security policies, guidance and standards.
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8.1.10

8.1.11

8.1.12

8.1.13

8.1.14

8.1.15

8.1.16

8.1.17

8.1.18

8.1.19

8.1.20

8.1.21

8.1.22

Authorised Third Parties are prohibited from providing access to Skills Funding
Agency’s network to unauthorised parties via their infrastructure.

The Skills Funding Agency reserves the right to audit, utilising internal or
external resources, to confirm compliance with this Policy.

System privileges for third parties must be strictly limited to the system facilities
and information needed to achieve the predefined business objectives.

System privileges for third parties must be periodically reviewed by the relevant
IAO or their delegated Data Custodian who will arrange modification,
revocation, or deactivation as appropriate.

Third party accounts are to be created so that the identity of all users can be
established and activity audited at all times during their computer usage.

Each third party organisation granted access to Skills Funding Agency networks
must undertake logging and monitoring of their user’s behaviour. Skills Funding
Agency requires that such logs are made available if requested, to assist in an
investigation of a potential security breach.

All Skills Funding Agency systems that interface to Third Party networks must
maintain system logs that indicate the identity and activity performed by each
user who accesses these systems.

Third party organisations requiring connection to Skills Funding Agency’s
networks must, prior to establishing the connection, provide detailed diagrams
of the network it intends to connect. Contemporary diagrams must be submitted
to Skills Funding Agency annually or following a significant change, redesign or
technical refresh.

All configurations, system design information, and security measures employed
for Skills Funding Agency’s information systems and networks is classified as
OFFICIAL’ level information. Only specific information should be provided to
third parties and only to those who have a legitimate need for that information.

All in-bound telecommunication lines connecting Third Parties to Skills Funding
Agency internal networks must pass through a Skills Funding Agency controlled
and managed firewall and virus protection system with full logging and audit
functionality enabled.

All access to the Skills Funding Agency network, systems, applications and data
must be restricted to the services, applications files or data for which those
users are authorised.

The Skills Funding Agency reserve the right to investigate and retain forensic
evidence when an action by a connected Third Party, or anyone for whom it
accepts responsibility:

o Is in violation of any Skills Funding Agency information security Policy
. Breaches the terms of this Code of Connection Policy
. Results in loss or damage to Agency or other third parties

Any information security event or incident detected by a connected Third Party
that may be a threat to Skills Funding Agency’s security must be immediately
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8.1.23

reported to Skills Funding Agency’s ICT Help Desk (0870 496 1111 —External,
1234 -Internal).

Where Skills Funding Agency deems it appropriate, the Third Party organisation
will assist in the investigation of any security incident.

8.2 Policy Responsibilities

8.2.1

8.2.2

8.2.3

A third party organisation requiring connection to Skills Funding Agency’s
networks must, prior to connection being established, verify in writing that they
accept responsibility for any threats that emanate from their organisation to
Skills Funding Agency and any other inter-connected organisations.

It is the responsibility of Third Party organisations to ensure that unacceptable
use of Skills Funding Agency’s networks is not carried out by any person within
or on behalf of their organisation. The discharge of this responsibility must
include informing those with access to Skills Funding Agency’s networks of their
obligations in this respect.

It is the responsibility of each Third Party organisation to ensure compliance
with the conditions set out in this Code of Connection by all persons, from or on
behalf of their organisation, accessing Skills Funding Agency’s networks.

8.3 Related Documents

8.3.1

This Policy forms an essential part of the Skills Funding Agency’s overall
Information Risk Management arrangements and should be read in association
with relevant related policy and supporting procedures, including:

Document Description

Remote ICT Systems Access Policy for 3rd Party Organisations

Skill Funding Agency Data Sharing Agreement
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9 Information Security Requirements for 3" Party ICT Contracts

As with all organisations, it is often commercially more cost effective for the Skills
Funding Agency to purchase products and services rather than develop, operate or
maintain them in-house.

However, as the Skills Funding Agency’s activities are critically dependent on
information and information systems, it is important to recognise and effectively manage
any potential increase in information security risk that external procurement may pose.

This document establishes contractual control requirements in relation to service
providers and other third party suppliers and their adherence to Skills Funding Agency
information security policies

9.1 Policy Statement

9.1.1

9.1.2

9.1.3

9.14

9.1.5

9.1.6

9.1.7

9.1.8

9.1.9

9.1.10

All third party vendor agreements that provide for the handling, manipulation,
reading, storage, or transmittal of Skills Funding Agency information assets
must contain auditable and enforceable clauses that ensure the vendor employs
appropriate information security safeguards and processes to protect the
confidentiality, integrity and availability of Skills Funding Agency’s information
assets.

Skills Funding Agency Information Asset Owners (IAO’s) are responsible for
ensuring that any tender documentation and subsequent contract includes
appropriate Information Security requirements for their respective data.

Contracts will unambiguously document third party roles and responsibilities for
carrying out specific security processes.

Information security requirements must be considered in all phases of the Skills
Funding Agency procurement process.

The Skills Funding Agency must include information security as an evaluation
factor in all information technology related acquisitions.

Products that have been evaluated and approved by the Information Assurance
Manager must always be used in preference to those that have not.

Upon the termination or completion of their contract, all contractors, consultants,
and temporaries must provide Skills Funding Agency all information received or
created during the execution of the contract.

Skills Funding Agency data classified as ‘OFFICIAL’ or higher, which contains
personal data, must not be disclosed to third parties that have not signed an
explicit confidentiality agreement which has been approved by Skills Funding
Agency’s Legal Department

Until recommended security controls are implemented, and a contract executed
with explicit access provisions, third parties must not be allowed access to
premises or systems containing Skills Funding Agency information.

Third party security provisions in contracts must meet or exceed Skills Funding
Agency Information Security Policies and related procedures. Any related third
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9.1.11

9.1.12

9.1.13

9.1.14

9.1.15

9.1.16

9.1.17

party information security policies will be made available to Skills Funding
Agency, including updates or revisions that occur after execution of the contract.

The Skills Funding Agency will retain the right to request to inspect third party
premises and security practices to ensure compliance with contract provision
and stated policies.

The Skills Funding Agency must require contracted third parties to report
information security incidents according to Skills Funding Agency procedures,
within agreed timescales.

All third party ICT service contracts must include provisions that protect Skills
Funding Agency operations from failures that are a direct result of the inability of
the provider to meet contract requirements.

Third party and outsourcing contracts must include provisions for ensuring that
employees of the contracted party are aware of, and familiar with, Skills Funding
Agency’s information security policies

Contracted third parties will be required to sign and acknowledge receipt of
current and updated Information Security Policies that they are contractually
bound to adhere to.

No third-party may use Skills Funding Agency’s name in its advertising or
marketing materials unless the permission of Skills Funding Agency’s Legal
Services has been obtained.

Where consideration is given to locate or obtain services from outside of the
UK, all contracts must first take into account the guidance and requirements of
the ‘HMG Good Practice Guide No6 ‘Off Shoring’: Managing the Security Risks

9.2 Policy Responsibilities

9.21

The Agency procurement function is responsible for ensuring all new ICT
contracts adhere to the latest Office of Government Commerce (OGC) ICT
model terms and conditions.

9.3 Related Documents

9.3.1

This Policy forms an essential part of the Skills Funding Agency’s overall
Information Risk Management arrangements and should be read in association
with relevant related policy and supporting procedures, including:

Document Description
Access Control Policy
Network Code of Connection Palicy

10 ICT Systems Password Policy

Computer and application software passwords are an important aspect of information
security. Passwords are generally used in combination with some form of identification,
such as a username.
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Whilst a username establishes the identity of a user, the password authenticates that the
user is who he or she claims to be.

A poorly chosen password could result in the compromise of the Skills Funding Agency’s
information and communications technology (ICT) networks or systems, therefore, all
users of the Skills Funding Agency’s ICT infrastructure are responsible for taking the
appropriate steps, as outlined below, to select and secure their passwords.

Consequently, the purpose of this Policy is to establish standards for the creation and
protection of ICT Systems passwords across and within the Skills Funding Agency.

10.1 Policy Statement

10.1.1

10.1.2

10.1.3
10.1.4

10.1.5
10.1.6
10.1.7
10.1.8
10.1.9

10.1.10
10.1.11

10.1.12

Where technically possible ‘Remember Password/Keep Me Logged in’ features
will be disabled

Passwords will be constructed to the following parameters which, where
possible, will be technically enforced:

e Systems that are public facing that require passwords will enforce a
minimum password length of 8 characters, of mixed case including a
number or symbol

e Skills Funding Agency staff passwords will be a minimum of 8
characters, of mixed case including a number or symbol and will be
changed every 60 days

e Administrator passwords will be a minimum of 12 characters, mixed
case including at least one number or symbol and will be changed every
60 days as per HMG IA7.

Each user must have a unique username.

Accounts are to be created so that the identity of all users can be established
and activity audited at all times during their computer usage.

Initial passwords, not created by the user, must be changed at first logon.
Authentication must be to individual users, not groups.

Passwords must not be displayed on screen during entry.

Systems access shall be denied until the correct password is entered.

Where technically possible, accounts will be locked following 3 unsuccessful
login attempts.

All default vendor passwords must be changed.

Passwords must be encrypted when stored on systems or transmitted across
networks.

Old passwords cannot be re-cycled for a minimum of ten changes
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10.1.13

10.1.14

10.1.15

In general, only an account holder may request a reset of their account
password. However, circumstances may exist where others may have to
request a reset of staff accounts. In these cases the request, which must
include a business justification, must follow procedures approved by the
Operational Security Manager and be made in writing through the Service Desk.

No password will be given to a user, an account unlocked, or a password
changed without the identity of the user being unambiguously confirmed.

A full audit trail must be kept, for a period of twelve months, of all password
resets.

10.2 Policy Responsibilities

10.2.1

The Chief Technical Officer will ensure that all ICT Systems and devices
requiring password meet the above Policy requirements.

10.3 Related Documents

10.3.1

This Policy forms an essential part of the Skills Funding Agency’s overall
Information Risk Management arrangements and should be read in association
with relevant related policy and supporting procedures, including:

Document Description

Acceptable Use of Information and Communications Technology (ICT) Policy

User Password Policy
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11 Malicious Software (Anti-Virus) Policy

Malicious software such as Viruses, Worms, etc., represents a significant threat to
information assets. Many examples have the ability to replicate themselves across
networks and cause damage or disruption to multiple computer systems and data files.

Therefore, it is imperative that the Skills Funding Agency adopt, and rigorously adhere
to, a comprehensive strategy of protection, detection, reaction and recovery measures to
reduce the likelihood and possible impact of malicious software.

This document establishes requirements, which must be met by all Information and
Communication Technology (ICT) devices within the Skills Funding Agency’s computing
infrastructure, to protect the confidentiality, integrity and availability of Skills Funding
Agency software and information assets from the effects of malicious software

11.1 Policy Statement

1111

11.1.2

11.1.3

11.1.4

11.1.5

Unless undertaken by or following instruction from ICT support staff, Skills
Funding Agency employees must not disable malicious software detection (e.g.
Anti-Virus) software running on, or prevent updates being applied to, devices
within the Skills Funding Agency ICT infrastructure.

All content imported into the agency environment must be scanned for malicious
software prior to being processed or stored.

The intentional introduction of malicious code to Skills Funding Agency’s
computing infrastructure is strictly prohibited

Only software that has been authorised by Skills Funding Agency can be
installed upon Skills Funding Agency systems.

All files must be scanned for and cleaned of malicious software before being
encrypted and sent to any third party.

11.2 Policy Responsibilities

11.2.1

11.2.2

Each Skills Funding Agency employee is responsible for immediately reporting
any abnormal behaviour of Skills Funding Agency computing systems to the ICT
Help Desk.

The Chief Technical Officer is responsible, via their operational team, for:

e Providing and maintaining an effective solution to the threat of malicious
code to Skills Funding Agency’s computing infrastructure

¢ Organising and maintaining an in-house response team that will provide
accelerated problem notification, damage control, and problem
correction services in the event of malicious software related
emergencies such as virus infestations

o Reviewing, on a weekly or more frequent basis, all information security
vulnerability advisories issued by trusted organisations, for items related
to malicious software threats possibly affecting the Skills Funding
Agency computing infrastructure

e Maintaining the maximum effectiveness of malicious software detection
systems, including updating signature definitions, 'engine versions',
configurations and other settings

o Deploying and maintaining malicious code detection software, which has
been approved by the Information Assurance Manager, that can detect
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malicious code within network transmission streams, at all Skills Funding
Agency internet or public network interfaces

Promptly assessing, testing and installing all security problem fix
software and command scripts provided by operating system vendors,
official computer emergency response teams, and other trusted third
parties

Providing ‘defence in depth’ against malicious code by employing
detection software produced by different vendors at the entry and exit
points of the Skills Funding Agency networks to that employed on Skills
Funding Agency desktops, laptops and servers etc

Ensuring that malicious code detection software, which has been
approved by the Information Assurance Manager, is installed, enabled,
functioning correctly and monitored on all Skills Funding Agency devices
that can run such software and where a threat exists within Skills
Funding Agency’s infrastructure

Applying, where no malicious software detection software is available for
a particular operating system or platform, all prudent security practices
to reduce the likelihood of infection

When malicious software detection software becomes available for an
operating system or platform previously lacking such software, the team
of the Chief Technical Officer must install it on all applicable devices
within the Skills Funding Agency ICT infrastructure.

11.3 Related Documents

11.3.1 This Policy forms an essential part of the Skills Funding Agency’s overall
Information Risk Management arrangements and should be read in association
with relevant related policy and supporting procedures, including:

Document Description

Software Patching Policy
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12 Software Patching Policy

Information security threats to ICT systems are manifold and new vulnerabilities are
discovered on an almost daily basis. This is particularly true with software as rarely, if
ever, is an application or operating system developed without subsequently needing to
be corrected, upgraded, or modified.

Therefore, the need to make systems available for the Skills Funding Agency’s business
activities must be coupled with the need to ensure that these systems are running
securely and efficiently. Consequently, the Skills Funding Agency must operate software
update processes to identify and distribute patches to mitigate such issues

This Policy establishes requirements to ensure all Skills Funding Agency computer
systems are promptly and accurately updated with software updates (patches) for known

vulnerabilities and potential exploits.

12.1 Policy Statement

12.11

12.1.2

12.1.3

12.1.4

12.1.5

12.1.6

12.1.7

12.1.8

12.1.9

The team of the Chief Technical Officer) will maintain an accurate inventory of
the Skills Funding Agency’s software resources to determine which operating
systems and applications are used within the organisation

The team of the Chief Technical Officer will monitor information security mailing
lists, review vendor announcements and research information security internet
sites for notification of emerging threats and vendor release of new patches that
correspond to the software within Skills Funding Agency’s software inventory.

All Skills Funding Agency computing devices will be patched with vendor
provided application and operating system security patches to the current patch
level as defined by the software vendor.

All software installed on new devices must be patched to the current patch level,
as defined by the current Skills Funding Agency standard build, prior to the
device being deployed into production setrvice.

All software patches will be applied as soon as possible following appropriate
testing by the team of the Chief Technical Officer.

Regardless of platform, system or criticality, all patch releases will follow a
defined process for patch deployment that includes risk assessment, testing,
scheduling, installing, and verification.

Following patch implementation, the team of the Chief Technical Officer will
verify the successful installation of each patch and that there have been no
adverse effects.

The team of the Chief Technical Officer will run vulnerability discovery tools
against all Skills Funding Agency systems on a frequent basis.

The team of the Chief Technical Officer will undertake periodic checking of all
systems configurations to ensure that they have not changed during software
patch modifications.
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12.1.10

12.1.11

12.1.12

The Skills Funding Agency SIRO will be notified by IM Services of any Skills
Funding Agency computing device or software that cannot, for whatever reason,
be patched.

As software patch updates can potentially cause an application to malfunction,
IM Services must, as part of normal change control procedures, proactively
announce the deployment of all patches.

Software patch management controls during business recovery shall be
addressed in business continuity and disaster recovery plans and the
associated procedures tested at least every 12 months.

12.2 Policy Responsibilities

12.2.1

12.2.2

IM Services is responsible for operating a comprehensive, documented, and
auditable process for identifying and addressing software related threat patch
management.

IM Services must consistently measure the effectiveness of its patch and
vulnerability management program and apply corrective actions as necessary.

12.3 Related Documents

12.3.1

This Policy forms an essential part of the Skills Funding Agency’s overall
Information Risk Management arrangements and should be read in association
with relevant related policy and supporting procedures, including:

Document Description

Malicious Software (Anti-Virus) Policy
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13 System Hardening and Standard Builds

Information security controls are usually not enabled by default on ICT products,
resulting in many being immediately vulnerable ‘out-of-the box’. Accordingly, the Skills
Funding Agency must define a minimum security baseline configuration that must be
implemented and maintained for each of its ICT systems.

This Policy establishes a consistent baseline approach to securing the Skills Funding
Agency’s ICT systems.

13.1 Policy Statement

13.1.1 Minimum security build standards will be developed for, but not be limited to, the
following types of device and software:

General purpose operating systems

Common desktop applications such as Microsoft Word, Outlook and
Excel etc

Infrastructure devices such as routers, firewalls, virtual private network
(VPN) gateways, intrusion detection systems (IDS), wireless access
points (WAP) etc

Application servers such as Domain Name System (DNS) servers,
Dynamic Host Configuration Protocol (DHCP) servers, Web servers,
Simple Mail Transfer Protocol (SMTP) servers, File Transfer Protocol
(FTP) servers, SQL servers, Sharepoint and database servers

Other network devices such as mobile phones, scanners, printers,
copiers and fax appliances

13.1.2 The Skills Funding Agency’s minimum security build standards will adhere to,
but not be limited to, the following guiding principles:
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The use of passwords will be enabled in accordance with the Skills
Funding Agency’s password policy

Unnecessary software, system services, protocols, ports and drivers will
be removed or disabled

User privileges shall be set utilising the least privileges concept of
providing the minimum amount of access required to perform functions.
Internet facing services must be minimised

Systems should generally process as few types of data as possible (e.qg.
not combine multiple server applications on the same system).

If possible, host-based firewall applications should be used.

Systems should have as few users as needed

Where possible, remote administration or access should be restricted; if
used, connections should be encrypted

Systems should be placed behind firewalls and other network security
devices that restrict access and filter unnecessary protocols





13.1.3

13.1.4

13.1.5

With the exception of Skills Funding Agency authorised post deployment vendor
updates, only those functions described in the relevant Skills Funding Agency
minimum security build standard must be included in a Skills Funding Agency
production device or communications system.

The team of the Chief Technical Officer must undertake periodic checking of all
systems configurations to ensure that they have not changed during software
modifications or rebooting.

Following Skills Funding Agency SIRO approval, the team of the Chief
Technical Officer may remove from service any Skills Funding Agency device
that does not comply with Skills Funding Agency’s minimum security build
standards or is not considered to be adequately secure

13.2 Policy Responsibilities

13.2.1

The team of the Chief Technical Officer will maintain an accurate inventory of
the Skills Funding Agency’s systems

13.3 Related Documents

13.3.1

This Policy forms an essential part of the Skills Funding Agency’s overall
Information Risk Management arrangements and should be read in association
with relevant related policy and supporting procedures, including:

Document Description

Software Patching Policy

Page 26 of 37





14 Backups and Archiving Policy

The Skills Funding Agency’s activities are critically dependent on information that is
processed and stored electronically. Consequently, it is essential that secure backup
and archival practices are followed to ensure the availability of this information in-line
with business requirements

This Policy establishes requirements to ensure Skills Funding Agency data held on
information systems is backed up and archived in line with business need.

14.1 Policy Statement

1411

14.1.2

14.1.3

14.1.4

14.1.5

14.1.6

14.1.7

14.1.8

14.1.9
14.1.10

14.1.11

14.1.12

The back-up and archival requirements of all information assets processed by
the Skills Funding Agency shall be identified and documented by the
appropriate Data Custodian (A Data Custodian is the person to whom authority
to manage a dataset is delegated by the Information Asset Owner).

Back-up controls shall ensure that the integrity and availability of information
assets can be sustained in line with the identified and documented business
requirements.

All backed-up data shall be subject to a defined retention period which shall be
determined by the relevant Data Custodians, which must include any legal or
regulatory requirements.

The team of the Chief Technical Officer shall develop, maintain, and test back
up recovery procedures on a routine basis according to business need.

As a minimum, at least two recent and complete backups, made on different
dates containing critical Skills Funding Agency records, must always be stored
off-site.

Backups of Skills Funding Agency data must be stored in an environmentally
protected and access-controlled site that is deemed, by risk assessment, to be
a sufficient distance away from the originating facility.

Backup data shall be stored on appropriate media which shall facilitate recovery
in a timely manner.

Media used for backup purposes shall be disposed of in a secure manner when
no longer required

All backups will be verified before placing the media in secure storage

Where technically possible, and in-line with relevant licensing agreements, all
purchased computer software must be copied prior to its initial usage; the
original master copies must be stored in a safe and secure location and must
not be used for ordinary business activities.

If bespoke third-party software is to be used, the vendor must either license and
provide the source code to the Skills Funding Agency or the vendor must
provide accessibility to the source code through an escrow agreement with a
third party.

All data classified as ‘OFFICIAL-SENSITIVE’ or higher that is recorded on
backup computer media Skills Funding Agency offices must be encrypted.
However, where it is likely that encrypted backup data could not be restored
with sufficient speed in the event of a Business Continuity or Disaster Recovery
scenario alternative compensating controls may be applied to the recording,
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14.1.13

14.1.14

14.1.15

14.1.16

moving and storing of Backups. Any such alternative controls must be approved
by the Head of Information Compliance and Manager.

Production batch processes must not begin unless a pre-processing backup of
all involved critical information has been completed.

All areas where backup media is stored, including fireproof storage rooms,
vaults, and cabinets must be kept closed and locked when not in active use.

All backup data stored off-site must be recorded in a current directory that
identifies the data and shows the date when each backup was made.

Mobile computing devices or removable media must not be used for the long-
term storage of Skills Funding Agency information.

14.2 Policy Responsibilities

14.2.1

14.2.2

The team of the Chief Technical Officer is responsible for ensuring that back-up
controls are designed, implemented and maintained in order to satisfy the
requirements of Data Custodians.

The team of the Chief Technical Officer is responsible for making backups of
multi-user computer systems which, when technically possible, must be
performed without end-user involvement, over an internal network and outside
of normal business hours.

14.3 Related Documents

14.3.1

This Policy forms an essential part of the Skills Funding Agency’s overall
Information Risk Management arrangements and should be read in association
with relevant related policy and supporting procedures, including:

Document Description

Use of Encryption Policy
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15 Use of Encryption Policy

Encryption technologies can be used to protect the confidentiality and integrity of the
Skills Funding Agency’s electronic information, and for authenticating the users and
devices of Skills Funding Agency computer systems.

This document establishes requirements for the use and management of encryption
within the Skills Funding Agency and to limit the selection and use of encryption
technologies and algorithms to those approved by the Skills Funding Agency.

15.1 Policy Statement

15.1.1

15.1.2

15.1.3

15.1.4

15.1.5

15.1.6

15.1.7

15.1.8

15.1.9

15.1.10

15.1.11

Only encryption technologies, algorithms and products that have been approved
by the Head of Information Compliance and Security may be used.

All Skills Funding Agency information classified as ‘OFFICIAL SENSITIVE or
above must be encrypted for transmission across the Internet.

All Skills Funding Agency information classified as ‘OFFICIAL’ or above that is
stored on portable devices including, but not limited to, laptops and personal
digital assistants (PDA’s) must be encrypted.

Skills Funding Agency Data classified as ‘OFFICIAL SENSITIVE’ level or higher
that is copied to removable media including, but not limited to, CD-ROMs, floppy
disks, backup tapes etc must be encrypted.

All Skills Funding Agency information classified as ‘OFFICIAL’ or above that is
recorded on computer backup media must be encrypted.

Where encryption is used to protect Skills Funding Agency data resident on
computer storage media, the encryption keys and related encryption keying
materials used in the encryption process must not be stored anywhere on or
with this storage media in unencrypted form.

The private keys associated with each worker at the Skills Funding Agency
must be protected against unauthorised disclosure.

Encryption key and password generation devices must be sealed in tamper-
resistant modules that will automatically erase sensitive data, such as
encryption keys, if opened.

Encrypted data management controls during business recovery shall be
addressed in business continuity and disaster recovery plans and the
associated procedures tested at least every 12 months.

The secrecy of any encryption key used for confidentiality purposes must be
maintained until all of the protected information is no longer considered
confidential.

Private digital signature keys must be kept confidential and accessible for at
least the number of years that they might be used in a legal challenge.

15.2 Policy Responsibilities

15.2.1

Encryption Key management responsibility can only be delegated by the
department of the Chief Technical Officer to a party that has passed an
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operational encryption key security audit, and signed a confidentiality
agreement.

15.3 Related Documents

15.3.1 This Policy forms an essential part of the Skills Funding Agency’s overall
Information Risk Management arrangements and should be read in association
with relevant related policy and supporting procedures, including:

Document Description
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16 Forensic Readiness Policy

The Skills Funding Agency’s Information Security Policies have been developed to
establish the controls to be met by users, systems, resources and processes in order to
ensure appropriate levels of information security across the organisation.

In support of these Policies the organisation must also be prepared to undertake
thorough investigations of actual or potential breaches of information security.

Any such investigation involving Information and Communications Technology (ICT)
systems is likely to require digital evidence and will therefore require a level of digital
forensic investigation.

This Policy establishes the requirements for the Skills Funding Agency’s readiness and
capability to undertake forensic digital investigations following an actual or suspected
information security breach.

16.1 Policy Statement

16.1.1 All methods of investigation and detection of information security incidents
MUST be lawful
16.1.2 The Skills Funding Agency’s forensic investigations processes must include:

e A systematic, standardised and legally compliant process for the
preservation and admissibility of digital evidence that may be required
for formal dispute or legal process

e Details of the circumstances when a full formal investigation, which may
use digital evidence, should be launched

¢ Integration with existing incident management processes

o Alist of those who can authorise an investigation
Guidance to allow investigations to proceed at a cost in proportion to the
incident or event

e Processes to minimise business disruption by forensic investigations

o Ensure that digital evidence is gathered such that it makes a positive
impact on the outcome of any investigation, dispute or legal action.

e Adoption of the practices and approach detailed within the CESG
authored Forensic Readiness Good Practice Guide

o Adoption of the evidence gathering and handling principles published by
the Association of Chief Police Officers (ACPO)

¢ A management review process that improves plans in accordance with
experience and new knowledge

16.1.3 The Forensic Management Plan will be subject to periodic legal review to
ensure compliance with relevant legislation

16.1.4 The Skills Funding Agency will provide sufficient resources to establish and
maintain a capability for securely gathering legally admissible evidence to meet
the requirements of the forensic management plan.

16.1.5 The Skills Funding Agency’s digital forensic capability will be developed with
regard for the level of information risk or actual business need to undertake
digital forensic investigations.
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16.1.6

16.1.7

16.1.8

16.1.9

16.1.10

16.1.11

16.1.12

Skills Funding Agency Senior Management has delegated sufficient authority to
the Head of Information Compliance and Security to ensure that essential
forensic evidence is preserved at his instruction. This includes the authority to
seize or isolate equipment whilst evidence is obtained.

The Chief Technical Officers department will advise IAO’s or their delegates as
to what is technically possible regarding digital evidence gathering, and the
implications thereof, for each system accessing, transmitting or storing their
respective data.

Available sources and forms of digital evidence, such as system logs, CCTV
recordings etc, will be identified for all Skills Funding Agency systems holding
information classified as OFFICIAL-SENSITIVE level, where personal data is
involved or higher classification levels.

Forensically gathered Information obtained by or on behalf of the Skills Funding
Agency will be stored securely and kept for no longer than is necessary.

Authorised Skills Funding Agency personnel and authorised information
technology service providers may only analyse network services, systems, data,
applications and data communications facilities pertaining to Skills Funding
Agency’s business activities, other than that contractually agreed, with written
authorisation from the Head of Information Compliance and Security.

The Skills Funding Agency reserves the right to examine any digital information
residing on any server or workstation it owns, including mobile and home
working computing devices.

Inspection of an individual users activities, where the user is unaware and has
not given permission for it to take place, must be in-line with the Skills Funding
Agency Monitoring Policy

16.2 Policy Responsibilities

16.2.1

16.2.2

The Head of Information Compliance and Security is responsible for managing
forensic investigations within the Skills Funding Agency

The Skills Funding Agency’s Senior Information Risk Owner (SIRO) is
responsible for ensuring the organisation has assessed its requirement for
forensic readiness and has produced a forensic readiness management plan.

16.3 Related Documents

16.3.1

This Policy forms an essential part of the Skills Funding Agency’s overall
Information Risk Management arrangements and should be read in association
with relevant related policy and supporting procedures, including:

Document Description

Incident Management Policy

Monitoring Policy

ICT Systems Event Logging Policy
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17 Electronic Asset Disposal Policy

To prevent unauthorised or accidental disclosure of information it is important to exercise
care in its disposal, including protecting its security and confidentiality during storage,
transportation, handling, and destruction.

This Policy Chapter establishes disposal control requirements to protect the
confidentiality of all retrospective Skills Funding Agency information stored in whatever
form, including archived material, whether held on Skills Funding Agency premises or
any external service provider facilities.

17.1 Policy Statement

17.11

17.1.2

17.1.3

17.1.4

17.1.5

17.1.6

17.1.7

17.1.8

17.1.9

Once no longer needed, all Skills Funding Agency information classified as
‘OFFICIAL’ or above is involved, must be securely destroyed following methods
contained within this Policy

The destruction or disposal of Skills Funding Agency information must be
authorised by the designated information asset owner (IAO)

The destruction of ‘OFFICIAL’ level data or above must be carried out by Skills
Funding Agency personnel or by a Skills Funding Agency approved third party
service provider.

When a third party is used for the disposal of Skills Funding Agency information,
the third party must be contractually bound to employ security controls that are
equivalent to or exceed those required by the Skills Funding Agency.

Where possible and without the introduction of increased risks to confidentiality,
all Skills Funding Agency information destruction and disposal activities will be
accomplished in an environmentally sound manner.

Destruction of ‘OFFICIAL’ level Skills Funding Agency information captured on
computer storage media must only be performed with methods and equipment
approved by the Information Assurance Manager

All data and software will be removed and hard-disks will be repartitioned and
reformatted on information system hardware or machine-readable media that is
being released for reuse.

All electronic information will be removed from information systems prior to
release to a third party for sale, service or repair. The methods employed must
conform to the requirements of HMG Information Assurance Standard No 5 —
The Secure Sanitisation of Protectively Marked or Sensitive Information

All removable information storage media, when no longer needed, will be
destroyed in accordance with procedures that conform to the requirements of
HMG Information Assurance Standard No 5 — The Secure Sanitisation of
Protectively Marked or Sensitive Information
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17.1.10 The Chief Technical Officer's inventory of Skills Funding Agency hardware will
include details of any devices that have been taken from service, sent for repair,
used for parts or destroyed.

17.2 Policy Responsibilities

17.2.1 The Skills Funding Agency will ensure that appropriate instruction and guidance
are available to all staff concerning the retention and disposal of information
classified as ‘OFFICIAL’ and above.

17.2.2 It is the responsibility of the information asset owner to ensure that procedures
are followed to assure secure disposal of information when it is no longer
required.

17.2.3 The Skills Funding Agency’s Senior Information Risk Owner (SIRO) owns this

policy on behalf of the Skills Funding Agency Management Group and oversees
its implementation.
17.3 Related Documents

17.3.1 This policy forms an essential part of the Skills Funding Agency’s overall
Information Risk Management arrangements and should be read in association
with relevant related policy and supporting procedures, including:

Asset Disposals Policy
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18 ICT Systems Event Logging Policy

Information

has become a resource that must be protected. To this end, the Skills

Funding Agency’s Information Security Policies have been developed to establish the

controls to

be met by users, systems, resources and processes in order to ensure

appropriate levels of information security across the organisation.

To maintain this level and measure the effectiveness of our protection the Skills Funding
Agency must monitor its information systems to quickly identify actual or potential
breaches of Skills Funding Agency’s information security policies.

This Policy Chapter establishes the requirements for the monitoring and logging of
events relating to the security and use of the Skills Funding Agency’s information

systems.

18.1 Policy Statement

18.1.1 The use of Skills Funding Agency’s Information and Communications
Technology (ICT) infrastructure, services, systems and applications may be
monitored by Skills Funding Agency authorised personnel as permitted by UK
legislation, which allows the monitoring of systems and network traffic without
consent for legitimate purposes such as:

Recording evidence of transactions

Policing regulatory compliance

Detecting crime or unauthorised use

Safeguarding the integrity of Skills Funding Agency’s information and
information systems

18.1.2 As a minimum, the following baseline requirements will be applied:
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Logged event information should consider GPG13 and must include:

» The date and time of occurrence

» The physical or logical address, or both, where the function took place
» If applicable, the source and destination IP address
>

The type of service being executed, for example; logon or logoff,
address resolution, but particularly unsupported services or protocols.

All Skills Funding Agency systems must generate success or failure event
logs whenever a user account or group is created, renamed, changed or
deleted. This includes the creation of events when passwords are changed,
and user accounts are enabled or disabled.

Skills Funding Agency’s information technology service provider will
undertake and maintain independent monitoring and logging of system
administrator actions.

The reconstruction from logs of all systems administrator activities affecting
Skills Funding Agency information.

All information systems monitoring logs will be securely maintained with only
authorised and recorded access provided and must be fully resistant to
attempts to deactivate, modify, or delete the logging software and logs.

Alarm, alert and audit logging functions of any firewalls and other network
perimeter access control systems will be enabled.





¢ Audit logs from network perimeter access control systems must be reviewed
daily by the system administrator.

e System integrity checks of firewalls and other network perimeter access
control systems will be undertaken on a routine basis.

o Audit logs for servers and hosts on the internal protected network,
applications (Sharepoint, SQL servers) and devices (switches , routers) will
be reviewed regularly.

e Skills Funding Agency’s information technology service provider will furnish
any audit logs as requested by the Head of Information Compliance and
Security.

e Where technically possible, system clocks will be synchronised with a single
reliable source and protected from unauthorised alteration.

e Individuals or processes performing functions will have a unique recordable
identification

e The execution of privileged commands, for example password changes,
extension to access rights, backup and restore operations etc shall be
recorded.

e Skills Funding Agency will define systems and network performance
thresholds which will be monitored, recorded, analysed and reported when
breached.

18.2 Policy Responsibilities

18.2.1

18.2.2

18.2.3

Information Asset Owners (IAOs) must ensure that monitoring and logging
criteria are established for each system that accesses their respective data.

Skills Funding Agency’s Chief Technical Officer's department will advise 1AOs
as to what monitoring and logging is technically possible, and the implications
thereof, for each system accessing, transmitting or storing their respective data.

Skills Funding Agency’s Chief Technical Officer's department is charged with
the provision of information systems’ monitoring and logging consistent with the
instructions of IAOs.

18.3 Related Documents

18.3.1

This policy forms an essential part of the Skills Funding Agency’s overall
Information Risk Management arrangements and should be read in association
with relevant related policy and supporting procedures, including:

Document Description

Incident Management Policy
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