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CROSS-DOMAIN INTEROPERABILITY SERVICES (CDIS) - OS TEST AND DEVELOPMENT PLATFORM SUPPORT LICENCESHARDWARE - COMMITMENT CASE 53
References:	 
A.	DG Fin 6.3 (178 20) 20/21 FINANCIAL FORECAST dated 28 Sep 2020.
B.	ISS En-DepHd 6-Fin email 20201009 13:21 - In-Year Commitment Controls - DD Commitment Control Process.
C.  	CDIS Outline Business Case (OBC) DPS-CDI-MGE-2018-0002, dated 5 Dec 2019.
D. 	CDIS OBC – IAC 5144 CAT A – Outletter ref DG Fin 6.3 (065 20) dated 30 March 2020.	

COMMITMENT CONTROL
1) As a result of the MOD financial forecast at AP05, Reference A directed all spending that does not directly support defence outputs, or that does not meet legislative or health and safety imperatives, should cease. Defence outputs fall in to 3 broad categories (Defence Policy, Military Capability, Military Operations).  This commitment falls under adherence of The Defence Manual of Security, JSP440 as it relates to building a secure OS platform based on the CDIS High-level design.
2) [bookmark: _Hlk62567705]Reference B expanded the direction in Reference A and spend proposals that are considered lower priority and/or not immediately necessary should not proceed. This commitment of £174,000 inclusive of VAT will accrue not to exceed £174,000 inclusive VAT in FY20/21.
3) Should this commitment not be approved the BoM for the OS Test and Development platform will not be procured resulting lack of interoperability services at OS.
	
ISSUE
4) This commitment case seeks approval to procure the essential software support licenses (a Bill of Materials (BoM)) required to support the build of the Cross-Domain Interoperability Services (CDIS) Official Sensitive (OS) Test and Development platform. The BoM has been produced against the CDIS platform High-Level Design. There is in-year affordability but if procurement is delayed to FY 21/22 there Is no allocation or affordability and, subsequently, development of the CDIS OS capability will not progress and the CDIS OS key milestones will not be met. This will cause indefinite delay to the CDIS programme’s ability to support information exchange at O/S.

RECOMMENDATION
5) The approving authority is invited to approve: 
a. The commitment of not to exceed £174,000 (inclusive of all non-recoverable VAT) for the CDIS OS Test and Development High Side and Low Side platform software support licences.
And to note
b. This is in support of the CDIS Major Update[footnoteRef:2] capability. [2:  Run v Change category.  Categories are: 1. Upkeep; 2. Minimum Update; 3. Major Update; 4. Major Upgrade.] 

TIMING
6) Urgent.  Approval is requested by 05 Febuary 2021 to enable swift procurement action. This will ensure delivery of the BoM is achieved in-year and meets CDIS OS schedule milestones.
BACKGROUND
7) The CDIS programme will deliver the next generation of cross-domain gateways for Defence, replacing the existing legacy medium threat (Pegasus) and High Assurance Gateways programmes.
8) CDIS completed its concept phase on 31 March 2019. During this phase, through the construction of a Concept Capability Demonstrator (CCD), it has been shown that ‘cloud technologies’, such as abstraction, automation, orchestration and micro-segmentation, can be successfully used to create a ‘next generation’ Information Exchange gateway. The approach and lessons learned from the CCD has been further developed, through a Government Digital Services (GDS) delivery strategy, enabling CDIS to ‘de-risk’ and suitably mature it’s design artefacts, enabling the Live Information Exchange gateway to be deployed, delivering rich Information Exchange Services with multiple Security Enforcing Functions, against a backdrop of a zero trust security posture, whilst continuing driving value for money for Defence by being modular and scalable. 
9) An initial Test and Development demonstrator was delivered in January 2020 to test the findings and assumptions that were made during the CCD phase of the programme. The CCD demonstrator enabled the programme to learn significant lessons throughout the development of the Platform Architecture and Security Enforcing Functions.
10) The CDIS Mandate directed the scope of the programme to include interoperability at OFFICIAL-SENSITIVE (OS). This BoM will enable the programme to procure the necessary components to enable the design and build of the Low Side of the OS Test and Development Gateway. 
11) The OFFICIAL-SENSITIVE project within CDIS has a mandate to deliver nine Information Exchange Services to Partners of Choice. In order for the programme to suitably de-risk the development, build and integration of these services within the Assessment and Demonstration Phase (A&DP), a Test and Development environment is required for the CDIS technical teams to test Security Enforcing Function based products and to demonstrate the solution end to end. 
REQUIREMENT
12) Procurement of the BoM listed at Annex A is required to deliver the software support licenses to enable the successful build of the OS Test and Development platform to meet the directed Mandate, project milestones and to test and develop the integration of the end to end OFFICIAL-SENSITIVE CDIS gateway to offer Information Exchange Services to Partners of Choice.  
OPTIONS
13) The following options were considered: 
a. Option 1 – Do Nothing. Under this option software support licenses required to enable the successful build of the OS Test and Development platform will not be delivered. Subsequently. the development of the CDIS OS capability will not progress and the CDIS OS key milestones will not be met. This option is therefore not recommended.
b. Option 2 - Procure the CDIS OS Test and Development Platform Software support Licenses as Listed at Annex A. This option enables the software support licenses for the OFFICIAL-SENSITIVE Test and Development platform to be procured and delivered in-year. This is the recommended option.
BENEFITS AND RISK
14) The benefits that will accrue from this course of action is that Option 2 will enable commencement, at pace, of the OS Test and Development platform. This will ensure the CDIS OS project is on track to meet the programme milestones within the A&DP of CDIS.
PROCUREMENT STRATEGY 
15) It is Commercials recommendation that this requirement is competed under a Crown Commercial Services (CCS) Framework using Technology Products & Associated Services (TEPAS). The lot identified for use is Lot 4 – Information Assured Products and Associated Services.
16) This approach is in accordance with Commercial Policy at the time of writing by;
a) ensuring a fair procurement process; maximising the use of competition to secure the best value for money;
b) using a framework agreement when it is appropriate for the procurement of contractor deliverables; and
c) using a CCS framework for the procurement of Common Goods and Services (CGS) where there is a pan-government route to market available.
17) This procurement will fall under the Public Contract Regulations (PCR) 2015.
18) The Authority will apply NAPNOC to any proposals received.
19) The Commercial activities required to execute the above strategy fall within the delegation of ISS Comrcl-C2-39.
In order to drive maximum value for money for Defence and to protect the sensitivity and secure nature of the CDIS programme, it is recommended that Commitment Case (CC) 51 and 53 are tendered via means of competition on the Crown Commercial Services (CCS) Technology Products & Associated Services (TEPAS) Framework, utilising Lot 4 - Information Assured Products & Associated Services.


AFFORDABILITY AND FUNDING 
20) . 

Table 1 – Commitment Case Affordability
	Affordability (£M)

	Year
	1
	2
	3
	4
	Total

	FY
	20/21
	21/22
	22/23
	23/24
	

	Approved Value
	CDIS Outline Business Case
	CDEL
	7.901 
	2.478 
	 
	 
	10.379 

	
	
	RDEL
	22.976 
	13.443 
	 
	 
	36.419 

	
	
	Total
	30.877 
	15.921 
	0.000 
	0.000 
	46.798 

	Committed Value
	CDIS Outline Business Case
	CDEL
	3.630 
	 
	 
	 
	3.630 

	
	
	RDEL
	10.420 
	1.172 
	 
	 
	11.592 

	BC Value
	NNB004
BWE080
	CDEL
	0.062 
	 
	 
	 
	0.062 

	
	
	RDEL
	0.112 
	 
	 
	 
	0.112 

	
	
	Total
	0.174 
	0.000 
	0.000 
	0.000 
	0.174 

	Variance 
(-ve represents excess in provision)
	CDEL
	-4.209 
	-2.478 
	0.000 
	0.000 
	-6.687 

	
	RDEL
	-12.444 
	-12.271 
	0.000 
	0.000 
	-24.715 

	
	Total
	-16.653 
	-14.749 
	0.000 
	0.000 
	-31.402 



PRESENTATIONAL AND HANDLING ISSUES
21) The ISG capabilities are on the Defence Secret network. Any requests for publicity should be reviewed by the Project Team who will seek advice from security authorities and Defence Digital Commercial as appropriate.



Case submitted by 
Signed:		Steve Kjaer 			date:  4th Feb 2021
Kjaer, Steve B2 (ISS Del-DPS-AsstHd-ISG3-PPM)  steve.kjaer775@mod.gov.uk


Case approved by:


Signed:							date:

Blanchett, Christopher Mr (ISS Dev-DPS-DepHd-ISG-PPM) Christopher.Blanchett332@mod.gov.uk


Annex A - CDIS OS Test and Development Support Licences Platform Bill of Materials 


OFFICIAL SENSITIVE - COMMERCIAL

1
		
OFFICIAL SENSITIVE - COMMERCIAL
ANNEX A TO
DPS/ISG/CDIS//CC53
DATED 21 JAN 21

	Line Item
	Item
	 

	
	Item Group
	Vendor
	Part Number
	Model Description
	Item Type
	Item Duration
(Months)
	Quantity

	1.37
	H  module
	HPE
	BD505A
	HPE iLO Advanced 1-server License with 3yr Support on iLO Licensed Features
	Licensing - Perpetual
	36
	5

	1.38
	H  module
	HPE
	BD505A      0D1
	Factory Integrated
	Licensing - Perpetual
	36
	5

	1.49
	H  module
	HPE
	H7J33A3
	HPE 3Y Foundation Care NBD wDMR SVC
	Support
	36
	1

	1.50
	H  module
	HPE
	H7J33A3     X09
	HPE ISS price band 2 CDMR Service
	Support
	36
	5

	1.51
	H  module
	HPE
	H7J33A3     YL1
	HPE DL385 GEN10 PLUS Supp
	Support
	36
	5

	1.52
	H  module
	HPE
	AC114A
	HPE ProLiant Door/dock Medium Logistic Service
	Support
	 
	5

	2.20
	H  module
	HPE
	BD505A
	HPE iLO Advanced 1-server License with 3yr Support on iLO Licensed Features
	Licensing - Perpetual
	36
	1

	2.21
	H  module
	HPE
	BD505A      0D1
	Factory Integrated
	Licensing - Perpetual
	36
	1

	2.30
	H  module
	HPE
	H7J33A3
	HPE 3Y Foundation Care NBD wDMR SVC
	Support
	36
	1

	2.31
	H  module
	HPE
	H7J33A3     YL0
	HPE DL325 GEN10 PLUS Supp
	Support
	36
	1

	2.32
	H  module
	HPE
	H7J33A3     X09
	HPE ISS price band 2 CDMR Service
	Support
	36
	1

	2.33
	H  module
	HPE
	AC114A
	HPE ProLiant Door/dock Medium Logistic Service
	Support
	 
	1

	3.06
	H  module
	HPE
	R2C33AAE
	HPE MSA 2060 Advanced Data Services E-LTU
	Licensing - Perpetual
	 
	2

	3.07
	H  module
	HPE
	H1K92A5     ZQA
	HPE MSA 2060 Support
	Support
	 
	1

	3.09
	H  module
	HPE
	H1K92A5     ZQC
	HPE MSA ADS LTU Support
	Support
	 
	1

	3.10
	H  module
	HPE
	H1K92A5     ZQE
	HPE MSA 2060 LFF Enclosure Support
	Support
	 
	1

	3.11
	H  module
	HPE
	H1K93A5
	HPE 5Y Proactive Care 24x7 wDMR SVC
	Support
	 
	2

	3.13
	H  module
	HPE
	H1K93A5     X01
	HPE HPSD price band 1 CDMR Service
	Support
	 
	2

	5.01
	H  module
	Cisco
	CON-SSNT-N9KC933F
	3Y SOLN SUPP 8X5XNBD Nexus 9300 with 96p 10/25G SFP+, 6p 100
	Support
	36
	2

	5.02
	H  module
	Cisco
	MODE-NXOS
	Dummy PID for mode selection
	Software
	 
	2

	5.03
	H  module
	Cisco
	NXOS-9.3.4
	Nexus 9500, 9300, 3000 Base NX-OS Software Rel 9.3.4
	Software
	 
	2

	5.10
	H  module
	Cisco
	CON-ECMUS-N9SWADXF
	SOLN SUPP SWSS NX-OS Advantage Lice
	Support
	36
	2

	5.11
	H  module
	Cisco
	C1A1TN9300XF-3Y
	DCN Advantage Term N9300 XF, 3Y
	Licensing - Subscription
	36
	2

	6.01
	H  module
	Cisco
	CON-SSSNT-FPR2130W
	SOLN SUPP 8X5XNBD Cisco Firepower 2130 NGFW Appliance, 1U,
	Support
	36
	2

	6.02
	H  module
	Cisco
	FPR2130T-TMC
	Cisco FPR2130 Threat Defense Threat, Malware and URL License
	Licensing - Subscription
	 
	2

	6.03
	H  module
	Cisco
	L-FPR2130T-TMC-3Y
	Cisco FPR2130 Threat Defense Threat, Malware and URL 3Y Subs
	Licensing - Subscription
	 
	2

	6.05
	H  module
	Cisco
	SF-F2K-TD6.3-K9
	Cisco Firepower Threat Defense software v6.3 for FPR2100
	Software
	 
	2

	6.13
	H  module
	Cisco
	L-FPR2K-ASASC-5=
	Cisco Firepower 2100 - Add 5 Security Context Licenses
	Licensing - Perpetual
	 
	6

	6.14
	H  module
	Cisco
	L-FPR2K-ENC-K9=
	Cisco Firepower 2100 Strong Encryption (3DES/AES)
	Licensing - Perpetual
	 
	6

	7.01
	H  module
	Cisco
	CON-SNT-ISR4431S
	SNTC-8X5XNBD Cisco ISR 4431 Sec b
	Support
	12
	1

	9.10
	H  module
	Meinberg
	 
	Standard manufacturer's warranty is 3 Years from date of shipment from factory.  Return to APC Time
	Support
	 
	1

	10.37
	L  module
	HPE
	BD505A
	HPE iLO Advanced 1-server License with 3yr Support on iLO Licensed Features
	Licensing - Perpetual
	36
	5

	10.38
	L  module
	HPE
	BD505A      0D1
	Factory Integrated
	Licensing - Perpetual
	36
	5

	10.49
	L  module
	HPE
	H7J33A3
	HPE 3Y Foundation Care NBD wDMR SVC
	Support
	36
	1

	10.50
	L  module
	HPE
	H7J33A3     X09
	HPE ISS price band 2 CDMR Service
	Support
	36
	5

	10.51
	L  module
	HPE
	H7J33A3     YL1
	HPE DL385 GEN10 PLUS Supp
	Support
	36
	5

	10.52
	L  module
	HPE
	AC114A
	HPE ProLiant Door/dock Medium Logistic Service
	Support
	 
	5

	11.20
	L  module
	HPE
	BD505A
	HPE iLO Advanced 1-server License with 3yr Support on iLO Licensed Features
	Licensing - Perpetual
	36
	1

	11.21
	L  module
	HPE
	BD505A      0D1
	Factory Integrated
	Licensing - Perpetual
	36
	1

	11.30
	L  module
	HPE
	H7J33A3
	HPE 3Y Foundation Care NBD wDMR SVC
	Support
	36
	1

	11.31
	L  module
	HPE
	H7J33A3     YL0
	HPE DL325 GEN10 PLUS Supp
	Support
	36
	1

	11.32
	L  module
	HPE
	H7J33A3     X09
	HPE ISS price band 2 CDMR Service
	Support
	36
	1

	11.33
	L  module
	HPE
	AC114A
	HPE ProLiant Door/dock Medium Logistic Service
	Support
	 
	1

	12.05
	L  module
	HPE
	R2C33AAE
	HPE MSA 2060 Advanced Data Services E-LTU
	Licensing - Perpetual
	 
	2

	12.06
	L  module
	HPE
	H1K92A5     ZQA
	HPE MSA 2060 Support
	Support
	 
	1

	12.07
	L  module
	HPE
	H1K92A5     ZQC
	HPE MSA ADS LTU Support
	Support
	 
	1

	12.08
	L  module
	HPE
	H1K92A5     ZQE
	HPE MSA 2060 LFF Enclosure Support
	Support
	 
	1

	12.09
	L  module
	HPE
	H1K93A5
	HPE 5Y Proactive Care 24x7 wDMR SVC
	Support
	 
	2

	12.10
	L  module
	HPE
	H1K93A5     X01
	HPE HPSD price band 1 CDMR Service
	Support
	 
	2

	14.01
	L  module
	Cisco
	CON-SSNT-N9KC933F
	3Y SOLN SUPP 8X5XNBD Nexus 9300 with 96p 10/25G SFP+, 6p 100
	Support
	36
	2

	14.02
	L  module
	Cisco
	MODE-NXOS
	Dummy PID for mode selection
	Software
	 
	2

	14.03
	L  module
	Cisco
	NXOS-9.3.4
	Nexus 9500, 9300, 3000 Base NX-OS Software Rel 9.3.4
	Software
	 
	2

	14.10
	L  module
	Cisco
	CON-ECMUS-N9SWADXF
	SOLN SUPP SWSS NX-OS Advantage Lice
	Support
	36
	2

	14.11
	L  module
	Cisco
	C1A1TN9300XF-3Y
	DCN Advantage Term N9300 XF, 3Y
	Licensing - Subscription
	36
	2

	15.01
	L  module
	Cisco
	CON-SSSNT-FPR2130W
	SOLN SUPP 8X5XNBD Cisco Firepower 2130 NGFW Appliance, 1U,
	Support
	36
	2

	15.02
	L  module
	Cisco
	FPR2130T-TMC
	Cisco FPR2130 Threat Defense Threat, Malware and URL License
	Licensing - Subscription
	 
	2

	15.03
	L  module
	Cisco
	L-FPR2130T-TMC-3Y
	Cisco FPR2130 Threat Defense Threat, Malware and URL 3Y Subs
	Licensing - Subscription
	 
	2

	15.05
	L  module
	Cisco
	SF-F2K-TD6.3-K9
	Cisco Firepower Threat Defense software v6.3 for FPR2100
	Software
	 
	2

	15.13
	L  module
	Cisco
	L-FPR2K-ASASC-5=
	Cisco Firepower 2100 - Add 5 Security Context Licenses
	Licensing - Perpetual
	 
	6

	15.14
	L  module
	Cisco
	L-FPR2K-ENC-K9=
	Cisco Firepower 2100 Strong Encryption (3DES/AES)
	Licensing - Perpetual
	 
	6

	16.01
	L  module
	Cisco
	CON-SNT-ISR4431S
	SNTC-8X5XNBD Cisco ISR 4431 Sec b
	Support
	12
	1



