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CONTRACT FOR STA Helpline

	THIS CONTRACT IS TO START 07 SEPTEMBER 2018

	


Parties

	
1) The Secretary of State for Education whose Head Office is at Sanctuary Buildings, Great Smith Street, London, SW1P 3BT (“the Department”); and

2) Echo Managed Services Limited (Company Registration Number 04102885) whose registered office is at The Quorum, Bond Street South, Bristol, BS1 3AE (“the Contractor”).




Recitals

The Contractor has agreed to provide a Helpline Service on the terms and conditions set out in this Contract.

The Department's reference number for this Contract is STA 0182.
[bookmark: _Toc507749036]Interpretation
In this Contract the following words shall mean:- 
	Affiliate
	in relation to a body corporate, any other entity which directly or indirectly Controls, is Controlled by, or is under direct or indirect common Control with, that body corporate from time to time;

	CESG
	the UK government’s National Technical Authority for Information Assurance.  The website is:
http://www.cesg.gov.uk/Pages/homepage.aspx

	Charges
	the charges for the provision of the Services set out in and derived in accordance with Schedule 3, including any Milestone Payment, Stage Payment or Service Charge;

	Confidential Information

Contractor Background IPR
	the Department's Confidential Information and/or the Contractor's Confidential Information;
the Intellectual Property Rights owned by the Contractor before the Contractor commenced the Services; and/or intellectual Property Rights created by the Contractor independently of this Contract;

	Contract Manager
	Kirsty Jacobs

	Contracting Department
	any contracting Department as defined in Regulation 2(1) of the Public Contracts  Regulations 2015 other than the Department;

	Contractor Personnel
	all employees, agents, consultants and contractors of the Contractor and/or of any Sub-contractor;

	Contractors Contract Manager
	Mark Titterton

	Control




Controller, Processor, Data Subject, Personal Data, Personal Data Breach, Data Protection Officer
	that a person possesses, directly or indirectly, the power to direct or cause the direction of the management and policies of the other person (whether through the ownership of voting shares, by contract or otherwise) and "Controls" and "Controlled" shall be interpreted accordingly;

	
	take the meaning given in the GDPR

	
	

	Copyright
	any and all copyright, design right (as defined by the Act) and all other rights of a like nature which may, during the course of this Contract, come into existence in or in relation to any Work (or any part thereof);

	Crown and/or Her Majesty
	Queen Elizabeth II and any successor to Her Majesty;

	Crown Body
	any department, office or agency of the Crown;

	
	

	Data Loss Event






	any event that results, or may result, in unauthorised access to Personal Data held by the Contractor under this Contract, and/or actual or potential loss and/or destruction of Personal Data in breach of this Contract, including any Personal Data Breach. 


	DPA 2018

	Data Protection Act 2018  

	Data Protection Impact Assessment
	an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data.  


	Data Protection Legislation
	(i) the GDPR, the LED and any applicable national implementing Laws as amended from time to time (ii) the DPA 2018 [subject to Royal Assent] to the extent that it relates to processing of personal data and privacy; (iiii) all applicable Law about the processing of personal data and privacy; 


	Data Subject Access Request
	a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data.


	Department’s Data
	(a)  the data, text, drawings, diagrams, images or sounds (together with any database made up of any of these) which are embodied in any electronic, magnetic, optical or tangible media, and which are:
(i)  supplied to the Contractor by or on     behalf of the Department; or 
(ii) which the Contractor is required to generate, process, store or transmit pursuant to this Contract; or
(b)  any Personal Data for which the Department is the Data Controller;

	Departmental Security Standards
	the Department’s specification for security that the Contractor is required to deliver;

	DOTAS
	the Disclosure of Tax Avoidance Schemes rules which require a promoter of tax schemes to tell HM Revenue & Customs of any specified notifiable arrangements or proposals and to provide prescribed information on those arrangements or proposals within set time limits as contained in Part 7 of the Finance Act 2004 and in secondary legislation made under vires contained in Part 7 of the Finance Act 2004 and as extended to National Insurance Contributions by the National Insurance Contributions (Application of Part 7 of the Finance Act 2004) Regulations 2012, SI 2012/1868 made under s.132A Social Security Administration Act 1992.

	Environmental Information Regulations
	the Environmental Information Regulations 2004 together with any guidance and/or codes of practice issues by the Information Commissioner or relevant Government Department in relation to such regulations;

	FOIA
	the Freedom of Information Act 2000 and any subordinate legislation made under this Act from time to time together with any guidance and/or codes of practice issued by the Information Commissioner or relevant Government Department in relation to such legislation;

	Force Majeure Event
	any cause affecting the performance by a party of its obligations arising from acts, events, omissions, happenings or non-happenings beyond its reasonable control, including acts of God, riots, war or armed conflict, acts of terrorism, acts of government, local government or Regulatory Bodies, fire, flood, storm or earthquake, or disaster but excluding any industrial dispute relating to the Contractor, the Contractor Personnel or any other failure in the Contractor or the Sub-contractor's supply chain;

	General Anti-Abuse Rule
	(a) the legislation in Part 5 of the Finance Act 2013; and 
(b) any future legislation introduced into parliament to counteract tax advantages arising from abusive arrangements to avoid national insurance contributions.

	
	

	“GDPR”

	the General Data Protection Regulation (Regulation (EU) 2016/679)


	“LED”
	Law Enforcement Directive (Directive (EU) 2016/680) 
 

	Halifax Abuse Principle
	the principle explained in the CJEU Case C-255/02 Halifax and others.

	Her Majesty’s Government
	the duly elected Government for the time being during the reign of Her Majesty and/or any department, committee, office, servant or officer of such Government;

	ICT
	information and communications technology;

	ICT Environment
	the Department’s  system and the Contractor system;

	Information
	has the meaning given under section 84 of the Freedom of Information Act 2000; 

	Insolvency Event
	[bookmark: _Ref58691792][bookmark: _Toc139080638]the occurrence of any of the following events (or any event analogous to any of the following in a jurisdiction other than England and Wales) in relation to the relevant entity:
(a) the entity passing a resolution for its winding up or a court of competent jurisdiction making an order for the entity to be wound up or dissolved or the entity being otherwise dissolved;
(b) the appointment of an administrator of or, the making of an administration order in relation to the entity or the appointment of a receiver or administrative receiver of, or an encumbrancer taking possession of or selling, the whole or part of the entity's undertaking, assets, rights or revenue;
(c) the entity entering into an arrangement, compromise or composition in satisfaction of its debts with its creditors or any class of them or takes steps to obtain a moratorium or makes an application to a court of competent jurisdiction for protection from its creditors;
(d) the entity being unable to pay its debts or being [capable of being] deemed unable to pay its debts within the meaning of section 123 of the Insolvency Act 1986; or
(e) the entity entering into any arrangement, compromise or compromise or composition in satisfaction of its debts with its creditors;
However, a resolution by the relevant entity or a court order that such entity be wound up for the purpose of a bona fide reconstruction or amalgamation shall not amount to an Insolvency Event; amalgamation shall not amount to an Insolvency Event;

	Intellectual Property Rights or IPR 













IT Security Health Check
	(a) copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, trade marks, rights in internet domain names and website addresses and other rights in trade or business names, designs, ideas, concepts, schemes, information, knowledge, techniques, methodology, trade secrets and other rights in Confidential Information;
(b) applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction; and
(c) all other rights having equivalent or similar effect in any country or jurisdiction;"

an assessment to identify vulnerabilities in IT systems and networks which may compromise the confidentiality, integrity or availability of information held on that IT system.

	Key Sub-contract
	each Sub-contract with a Key Sub-Contractor;

	Key Sub-contractor
	(a)  each of the Sub-contractors listed in Schedule 7 (Notified Sub-contractors);
(b)  any Sub-contract with a Sub-Contractor replacing any Key Sub-Contractor listed in Schedule 7 (Notified Sub-Contractors); 
(c)  any Sub-contractor which in the opinion of the Department performs a business critical role in the provision of the Services; 
(d)  any Sub-contractor with a Sub-contract with a contract value in excess of [10%] of the aggregate Charges payable under this Contract.

	Liquid Sub-contractor Market
	means that there are sufficient willing parties (being at least two parties, each of whom is capable of being a substitute Key Sub-contractor) in the market of similar contracts for the provisions of the services (in each case similar to the existing Key Sub-contract) for a price which is fair value.

	Malicious Software
	any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence;

	Occasion of Tax Non-Compliance
	(a)  any tax return of the Contractor submitted to a Relevant Tax Authority on or after 1 October 2012 is found on or after 1 April 2013 to be incorrect as a result of:
(i)  a Relevant Tax Authority successfully challenging the Contractor under the General Anti-Abuse Rule or the Halifax Abuse Principle or under any tax rules or legislation that have an effect equivalent or similar to the General Anti-Abuse Rule or the Halifax Abuse Principle;
(ii) the failure of an avoidance scheme which the Contractor was involved in, and which was, or should have been, notified to a Relevant Tax Authority under the DOTAS or any equivalent or similar regime; and/or
(b)  any tax return of the Contractor submitted to a Relevant Tax Authority on or after 1 October 2012 gives rise, on or after 1 April 2013, to a criminal conviction in any jurisdiction for tax related offences which is not spent at the Effective Date or to a civil penalty for fraud or evasion.

	Personal Data
	the same meaning as set out in the Data Protection Act 1998;

	Personnel Security Standard
	A government wide requirement including checks on identity, employment history, nationality and immigration status and the declaration of unspent criminal records.

	Process
	the meaning given to that term by the Data Protection Act 1998.

	Processing
	the meaning given to that term by the Data Protection Act 1998.

	Property 

	the property, other than real property, issued or made available to the Contractor by the Department in connection with the Contract.

	“Protective Measures”
	appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the such measures adopted by it.  


	Relevant Tax Authority
	HM Revenue & Customs, or, if applicable, a tax authority in the jurisdiction in which the Contractor is established.

	Request for Information
	a request for information or an apparent request under the Code of Practice on Access to Government Information, FOIA or the Environmental Information Regulations;

	Required Action
	has the meaning given in clause 36. (Step-In Rights);

	Security Plan
	the Contractor's security plan prepared as part of their tender and included in a schedule (Security Requirements) to the contract;

	Security Policy
	the Department's security policy annexed to the Security Requirements and Plan schedule as updated from time to time;

	Sensitive Personal Data
	the meaning given to that term by the Data Protection Act 1998.

	Services

Service levels



Service specific IPR
	the services to be performed by the Contractor as described in the Schedules;
the service levels as set out in Schedule 3 (Service Management), Paragraph 1 (Service Levels);


(a) Intellectual Property Rights in items created by the Contractor (or by a third party on behalf of the Contractor) specifically for the purposes of this Contract and updates and amendments of these items including (but not limited to) databases, database schema; and/or

(b) IPR in or arising as a result of the performance of the Contractor's obligations under this Contract and all updates and amendments to the same; but shall not include the Contractor Background IPR;

	SME
	a micro, small or medium-sized enterprise defined in accordance with the European Commission Recommendation 2003/361/EC and any subsequent revisions;

	Sub-contract
	any contract or agreement or proposed contract or agreement between the Contractor and any third party whereby that third party agrees to provide to the Contractor the Services or any part thereof or facilities or services necessary for the provision of the Services or any part thereof or necessary for the management, direction or control of the Services or any part thereof;

	“Sub-processor”
	any third Party appointed to process Personal Data on behalf of the Contractor related to this Contract  

	Sub-contractor



Third Party IPR
	the third party with whom the Contractor enters into a Sub-contract or its servants or agents and any third party with whom that third party enters into a Sub-contract or its servants or agents;

Third Party IPR means Intellectual Property Rights owned by a third party which is or will be used by the Contractor and/or the Department for the purpose of providing the Services;

	Working Day
	any day other than a Saturday, Sunday or public holiday in England and Wales.



References to “Contract” mean this contract (and include the Schedules).  References to “Clauses” and “Schedules” mean clauses of and schedules to this Contract.  The provisions of the Schedules shall be binding on the parties as if set out in full in this Contract.
Reference to the singular include the plural and vice versa and references to any gender include both genders.  References to a person include any individual, firm, unincorporated association or body corporate.
[bookmark: _Toc507749037]Commencement and Continuation
The Contractor shall commence the Services on 07 September 2018 and, subject to Clause 19.1 shall complete the Services on or before Thursday 06 September 2019 (the Term of the contract).
The provisions of the Contract shall apply throughout the term of this contract.
[bookmark: _Toc507749040]Services Levels 
The Contractor shall provide the Services to meet or exceed the Service Levels set out in Schedule 3 which shall become effective from the contract start date.
If at any time the Service Levels are not met, then, without prejudice to the Department’s other rights and remedies set out in the Contract or otherwise, the Contractor, at the Department’s option where practical and reasonable having regard to the circumstances pay the Department the appropriate Service Credits prescribed in Schedule 3. 
Service Credits shall be calculated in accordance with Schedule 3 and Service Credits shall be shown as a deduction from amounts due from the Department to the Contractor in the next invoice due to be issued under the Contract or, if no invoice is due to be issued, then the Contractor shall promptly issue a credit note against the previous invoice and the amount for the Service Credits shall be repayable by the Contractor as a debt within ten (10) Working Days of issue.
The Parties agree that the payment of or provision of the Service Credits is not a penalty and the amount of the Service Credits is without prejudice to the other rights and remedies available to the Department.
[bookmark: _Toc507749041]Status of Contractor
In carrying out its obligations under this Contract the Contractor agrees that it will be acting as principal and not as the agent of the Department.
The Contractor shall not say or do anything that may lead any other person to believe that the Contractor is acting as the agent of the Department.
[bookmark: _Toc507749042]Contractor’s Co-operation with Departmental objectives
In performing the Contract, the Contractor shall at all times co-operate with the Department to maximise value for money, sustainable delivery where it is not detrimental to the interests of either Party to do so.
[bookmark: _Toc507749043]Contractor's Obligations
The Contractor shall promptly and efficiently complete the Services in accordance with the provisions set out in Schedules 1. The Contractor shall comply with the accounting and information provisions of Schedule 2.
The Contractor shall comply with all statutory provisions including all prior and subsequent enactments, amendments and substitutions relating to that provision and to any regulations made under it.
[bookmark: _Toc507749044]Departments Obligations
The Department will comply with the payment provisions of Schedule 2 provided that the Department has received full and accurate information and documentation as required by Schedule 2 to be submitted by the Contractor for work completed to the satisfaction of the Department.
[bookmark: _Toc507749045]Department’s Responsibilities
The Department shall provide sufficient information as is necessary to permit the Contractor to create the required training materials for helpline agents and the required scripts, in accordance with Schedule 1.
[bookmark: _Toc507749046]Management
The Contractor shall promptly comply with all reasonable requests or directions of the Contract Manager in respect of the Services.
The Contractor shall address any enquiries about procedural or contractual matters in writing to the Contract Manager.  Any correspondence relating to this Contract shall quote the reference number set out in the Recitals to this Contract.
[bookmark: _Toc507749047]Sustainable Considerations
The Contractor shall in all his operations, including purchase of materials goods and services, adopt a sound proactive sustainable approach, designed to minimise harm to the environment, society and economy and be able to provide proof of doing so to the Contract Manager on demand.
[bookmark: _Toc507749048]Changes to the Department's Requirements
The Department shall notify the Contractor of any material change to the Department's requirement under this Contract.
The Contractor shall use its best endeavours to accommodate any changes to the needs and requirements of the Department provided that it shall be entitled to payment for any additional costs it incurs as a result of any such changes.  The amount of such additional costs to be agreed between the parties in writing.
[bookmark: _Ref379381469][bookmark: _Toc507749049]Amendment, Variation and Change Control
No amendment or variation to this Contract shall be effective unless it is in writing and signed by or on behalf of each of the parties hereto.  The Contractor shall comply with any formal procedures for amending or varying contracts which the Department may have in place from time to time (“Change Control Procedures”).  Change Control Procedures are given in Schedule 5.
[bookmark: _Toc507749050]Contractor's Employees and Sub-Contractors
[bookmark: _Ref377053738]Where the Contractor enters into a contract with a supplier or contractor for the purpose of performing its obligations under the Contract (the “Sub-contractor”) it shall ensure prompt payment in accordance with this clause 13.1. Unless otherwise agreed by the Department in writing, the Contractor shall ensure that any contract requiring payment to a Sub-contractor shall provide for undisputed sums due to the Sub-contractor to be made within a specified period from the receipt of a valid invoice not exceeding:
10 days, where the Sub-contractor is an SME; or 
30 days either, where the sub-contractor is not an SME, or both the Contractor and the Sub-contractor are SMEs,
The Contractor shall comply with such terms and shall provide, at the Department’s request, sufficient evidence to demonstrate compliance.
The Department shall be entitled to withhold payment due under clause 13.1 for so long as the Contractor, in the Department’s reasonable opinion, has failed to comply with its obligations to pay any Sub-contractors promptly in accordance with clause 13.1.  For the avoidance of doubt the Department shall not be liable to pay any interest or penalty in withholding such payment. 
The Contractor shall take all reasonable steps to satisfy itself that its employees or sub-contractors (or their employees) are suitable in all respects to perform the Services.
The Contractor shall give to the Department if so requested a list of all persons who are or may be at any time directly concerned with the performance of this Contract specifying the capacity in which they are concerned with the provision of the Services and giving such other particulars as the Department may reasonably require.
If the Department notifies the Contractor that it considers that an employee or sub-contractor is not appropriately qualified or trained to provide the Services or otherwise is not providing the Services in accordance with this Contract, then the Contractor shall, as soon as is reasonably practicable, take all such steps as the Department considers necessary to remedy the situation or, if so required by the Department, shall remove the said employee or sub-contractor from providing the Services and shall provide a suitable replacement (at no cost to the Department).
The Contractor shall take all reasonable steps to avoid changes of employees or sub-contractors assigned to and accepted to provide the Services under the Contract except whenever changes are unavoidable or of a temporary nature.  The Contractor shall give at least one month's written notice to the Contract Manager of proposals to change key employees or sub-contractors.
The Contractor shall immediately notify the Department if they have any concerns regarding the propriety of any of its sub-contractors in respect of work/services rendered in connection with this Contract.
The Contractor, its employees and sub-contractors (or their employees), whilst on Departmental premises, shall comply with such rules, regulations and requirements (including those relating to security arrangements) as may be in force from time to time.
The Contractor shall ensure the security of all the Property whilst in its possession, during the supply of the Services, in accordance with the Department’s reasonable security requirements as required from time to time.
[bookmark: _Toc507749051]Supply Chain Rights
Sub-contracting
[bookmark: _Ref88553912][bookmark: _Toc139080107]The Contractor shall not sub-contract any of its obligations under this Contract without the Department's prior written consent, which, subject to clause 14.2 , shall not be unreasonably withheld or delayed.
[bookmark: _Ref88553802][bookmark: _Toc139080108]The Department may withhold or delay its consent where it considers that:
[bookmark: _Ref88554319][bookmark: _Toc139080109]the appointment of a proposed Sub-contractor may prejudice the provision of the Services or may be contrary to the interests of the Department; and/or
[bookmark: _Toc139080110]the proposed Sub-contractor is considered to be unreliable and/or has not provided reasonable services to its other customers; and/or
[bookmark: _Toc139080111]the proposed Sub-contractor employs unfit persons.
[bookmark: _Ref88554327][bookmark: _Toc139080112]Subject to clause 14.4, in making a request pursuant to clause 14.1 the Contractor shall provide the Department with the following information about the proposed Sub-contractor:
[bookmark: _Toc139080113]its name, registered office and company registration number;
[bookmark: _Toc139080114]a copy of the proposed Sub-contract;
[bookmark: _Ref88560931][bookmark: _Toc139080115]the purposes for which the proposed Sub-contractor will be employed, including the scope of any services to be provided by the proposed Sub-contractor;
[bookmark: _Ref88560941][bookmark: _Toc139080116]if relevant, confirmation that the Sub-contract requires the proposed Sub-contractor to comply with any relevant service levels;
[bookmark: _Toc139080117]where the proposed Sub-contractor is also an Affiliate of the Contractor, evidence that demonstrates to the reasonable satisfaction of the Department that the proposed Sub-contract has been agreed on "arms-length" terms; and
[bookmark: _Toc139080118]any further information reasonably requested by the Department.
[bookmark: _Ref88560545][bookmark: _Toc139080119]If the supply of information required pursuant to clause 14.3 would amount to a breach of any rules and regulations of any exchange on which the shares of the Contractor are admitted for listing and/or trading, or any other rules or regulations with which the Contractor is obliged to comply as a result of that listing, the Contractor shall provide the Department with the relevant information to the fullest extent permitted by those rules and regulations.
[bookmark: _Toc139080120]The Department has consented to the engagement of the Sub-contractors listed in Schedule 6 (Notified Sub-contractors) subject to the provision by the Contractor of the information listed in clause 14.3 within 20 Working Days of the Commencement Date (or such other period that the Department may permit and notified to the Contractor in writing).
[bookmark: _Ref381194882][bookmark: _Toc139080121]The Contractor shall not make use of a pre-existing contract with any Sub-contractor, listed as such in Schedule 6 (Notified Sub-contractors), without the prior written consent of the Department, which shall not be unreasonably withheld or delayed.
Except where the Department has given its prior written consent under Clause 14.6, the Contractor shall ensure that each Key Sub-contract shall include: 
[bookmark: _Toc139080122]a right under the Contracts (Rights of Third Parties) Act 1999 for the Department to enforce the terms of that Key Sub-contract as if it were the Contractor;
[bookmark: _Toc139080123]a provision enabling the Contractor to assign, novate or otherwise transfer any of its rights and/or obligations under the Key Sub-contract to the Department;
[bookmark: _Toc139080124]a provision requiring the Key Sub-contractor to enter into a direct confidentiality agreement with the Department on the same terms as set out in clause 22 (Confidentiality);
[bookmark: _Toc139080125]a provision requiring the Key Sub-contractor to comply with protection of data requirements pursuant to Clause 22 (Confidentiality) and Clause 23 (General Data Protection Regulation);
[bookmark: _Toc139080127]a provision restricting the ability of the Key Sub-contractor to further Sub-contract elements of the service provided to the Contractor without first seeking the consent of the Department; 
[bookmark: _Toc139080128]a provision enabling the Contractor, the Department or any other person on behalf of the Department to step-in on substantially the same terms as are set out in clause 36 (Step-in Rights); 
[bookmark: _Toc139080129]Termination of Sub-contracts
[bookmark: _Toc139080130]The Contractor shall not terminate or materially amend the terms of any Sub-contract without the Department's prior written consent, which shall not be unreasonably withheld or delayed.
[bookmark: _Toc139080131][bookmark: _Ref381195173]The Department may require the Contractor to terminate a Key Sub-contract where the acts or omissions of the relevant Key Sub-contractor have given rise to the Department's right of termination and where the Department reasonably believes that there is a Liquid Key Sub-Contractor Market.
Any dispute as to the existence of a Liquid Market for the Key Sub-contract to be terminated pursuant to the Department's right under clause 14.9 should be dealt with through the Dispute Resolution Procedure
[bookmark: _Ref381189551][bookmark: _Toc507749052]Personnel Security Standard
The Contractor shall ensure that any personnel provided under this Contract including those of any sub-contractors, who have unsupervised access to Departmental Assets meet the Personnel Security Standards and shall provide evidence that the checks have been performed on request.  
A breach of this Clause 15 shall entitle the Department to terminate the contract immediately.
[bookmark: _Toc507749053]The Contract (Rights of Third Parties) Act 1999
This Contract is not intended to create any benefit, claim or rights of any kind whatsoever enforceable by any person not a party to the Contract.
[bookmark: _Toc507749054]Copyright
Copyright in all reports and other documents and materials arising out of the performance by the Contractor of their duties under this Contract are to be assigned to and shall vest in the Crown absolutely.  This condition shall apply during the continuance of this Contract and after its termination howsoever arising.
[bookmark: _Toc507749055]Warranty, Indemnity and Liability
The Contractor warrants to the Department that the obligations of the Contractor under this Contract will be performed by appropriately qualified and trained personnel with reasonable skill, care and diligence and to such high standards of quality as it is reasonable for the Department to expect in all the circumstances.  The Department will be relying upon the Contractor's skill, expertise and experience in the performance of the Services and also upon the accuracy of all representations or statements made and the advice given by the Contractor in connection with the performance of the Services and the accuracy of any documents conceived, originated, made or developed by the Contractor as part of this Contract.  The Contractor warrants that any goods supplied by the Contractor forming a part of the Services will be of satisfactory quality and fit for their purpose and will be free from defects in design, material and workmanship.
Without prejudice to any other remedy, if any part of the Services is not performed in accordance with this Contract then the Department shall be entitled, where appropriate to:
require the Contractor promptly to re-perform or replace the relevant part of the Services without additional charge to the Department; or
assess the cost of remedying the failure (“the assessed cost”) and to deduct from any sums due to the Contractor the Assessed Cost for the period that such failure continues.
[bookmark: _Ref381824114]The Contractor shall be liable for and shall indemnify the Department in full against any expense, liability, loss, claim or proceedings arising under statute or at common law in respect of personal injury to or death of any person whomsoever or loss of or damage to property whether belonging to the Department or otherwise arising out of or in the course of or caused by the provision of the Services.
The Contractor shall be liable for and shall indemnify the Department against any expense, liability, loss, claim or proceedings arising as a result of or in connection with any breach of the terms of this Contract or otherwise through the default of the Contractor.  Subject always to Clause 18.3 the liability (whether in contract, tort or otherwise) of the Contractor for Defaults shall in no event exceed the total value of the Contract, in aggregate as calculated in accordance with Schedule 2.
All property of the Contractor whilst on the Department's premises shall be there at the risk of the Contractor and the Department shall accept no liability for any loss or damage howsoever occurring to it.
The Contractor shall ensure that it has adequate insurance cover with an insurer of good repute to cover claims under this Contract or any other claims or demands which may be brought or made against it by any person suffering any injury damage or loss in connection with this Contract.  The Contractor shall upon request produce to the Department, its policy or policies of insurance, together with the receipt for the payment of the last premium in respect of each policy or produce documentary evidence that the policy or policies are properly maintained.
[bookmark: _Ref377053846][bookmark: _Toc507749056]Termination
[bookmark: _Ref377053666]This Contract may be terminated by either party giving to the other party at least one  months’ notice in writing.
In the event of any breach of this Contract by either party, the other party may serve a notice on the party in breach requiring the breach to be remedied within a period specified in the notice which shall be reasonable in all the circumstances.  If the breach has not been remedied by the expiry of the specified period, the party not in breach may terminate this Contract with immediate effect by notice in writing.
In the event of a material breach of this Contract by either party, the other party may terminate this Contract with immediate effect by notice in writing.
This Contract may be terminated by the Department with immediate effect by notice in writing if at any time:-
[bookmark: _Ref377053899]the Contractor passes a resolution that it be wound-up or that an application be made for an administration order or the Contractor applies to enter into a voluntary arrangement with its creditors; or
[bookmark: _Ref377053915]a receiver, liquidator, administrator, supervisor or administrative receiver be appointed in respect of the Contractor's property, assets or any part thereof; or
the court orders that the Contractor be wound-up or a receiver of all or any part of the Contractor's assets be appointed; or
the Contractor is unable to pay its debts in accordance with Section 123 of the Insolvency Act 1986.
[bookmark: _Ref381716167]there is a change in the legal or beneficial ownership of 50% or more of the Contractor's share capital issued at the date of this Contract or there is a change in the control of the Contractor, unless the Contractor has previously notified the Department in writing.  For the purpose of this Sub-Clause 19.4.5 “control” means the power of a person to secure that the affairs of the Contractor are conducted in accordance with the wishes of that person by means of the holding of shares or the possession of voting power.
the Contractor is convicted (or being a company, any officers or representatives of the Contractor are convicted) of a criminal offence related to the business or professional conduct
the Contractor commits (or being a company, any officers or representatives of the Contractor commit) an act of grave misconduct in the course of the business;
the Contractor fails (or being a company, any officers or representatives of the Contractor fail) to fulfil his/their obligations relating to the payment of Social Security contributions;
the Contractor fails (or being a company, any officers or representatives of the Contractor fail) to fulfil his/their obligations relating to payment of taxes;
the Contractor fails (or being a company, any officers or representatives of the Contractor fail) to disclose any serious misrepresentation in supplying information required by the Department in or pursuant to this Contract.
Nothing in this Clause 19 shall affect the coming into, or continuance in force of any provision of this Contract which is expressly or by implication intended to come into force or continue in force upon termination of this Contract.
[bookmark: _Toc507749057]Transfer of Responsibility on Expiry or Termination
The Contractor shall, at no cost to the Department, promptly provide such assistance and comply with such timetable as the Department may reasonably require for the purpose of ensuring an orderly transfer of responsibility upon the expiry or other termination of this Contract.  The Department shall be entitled to require the provision of such assistance both prior to and, for a reasonable period of time after the expiry or other termination of this Contract.
Such assistance may include (without limitation) the delivery of documents and data in the possession or control of the Contractor which relate to this Contract, including the documents and data, if any, referred to in the Schedules.
The Contractor undertakes that it shall not knowingly do or omit to do anything which may adversely affect the ability of the Department to ensure an orderly transfer of responsibility.
[bookmark: _Toc374959183][bookmark: _Toc374967395][bookmark: _Toc374967527][bookmark: _Toc507749058]Exit Management Plan  
Within three months of the Contract start date, the Contractor shall deliver a detailed plan (Exit Management Plan) of the tasks and responsibilities required to enable the transfer or cessation of the Services provided under the Contract, for agreement by the Department. The Exit Management Plan shall be based on the template set out in Schedule 7 of this Contract and must include, but not be limited to:
a timetable of events;
resources;
assumptions;
activities;
responsibilities;
risks; and
proposals for the retention of key personnel for the duration of the transition or cessation period.
The parties shall comply with their obligations set out in the exit management plan.
[bookmark: _Ref377053994][bookmark: _Toc507749059]Confidentiality
[bookmark: _Toc139080303][bookmark: _Ref67837339]Except to the extent set out in this clause or where disclosure is expressly permitted elsewhere in this Contract, each party shall:
[bookmark: _Toc139080304]treat the other party's Confidential Information as confidential and safeguard it accordingly; and
[bookmark: _Toc139080305]not disclose the other party's Confidential Information to any other person without the owner's prior written consent.
[bookmark: _Toc139080306]Clause 22 shall not apply to the extent that:
[bookmark: _Ref72314566][bookmark: _Toc139080307]such disclosure is a requirement of Law placed upon the party making the disclosure, including any requirements for disclosure under the FOIA, Code of Practice on Access to Government Information or the Environmental Information Regulations pursuant to Clause 24 (Freedom of Information);
[bookmark: _Toc139080308]such information was in the possession of the party making the disclosure without obligation of confidentiality prior to its disclosure by the information owner; 
[bookmark: _Toc139080309]such information was obtained from a third party without obligation of confidentiality;
[bookmark: _Toc139080310]such information was already in the public domain at the time of disclosure otherwise than by a breach of this Contract; or
[bookmark: _Toc139080311]it is independently developed without access to the other party's Confidential Information.
[bookmark: _Toc139080312]The Contractor may only disclose the Department's Confidential Information to the Contractor Personnel who are directly involved in the provision of the Project and who need to know the information, and shall ensure that such Contractor Personnel are aware of and shall comply with these obligations as to confidentiality. 
[bookmark: _Toc139080313]The Contractor shall not, and shall procure that the Contractor Personnel do not, use any of the Department's Confidential Information received otherwise than for the purposes of this Contract.
[bookmark: _Toc139080318][bookmark: _Ref380664659]The Contractor shall ensure that their employees, servants or such professional advisors or consultants are aware of the Contractor’s obligations under this Contract.
[bookmark: _Ref72314541][bookmark: _Toc139080320]Nothing in this Contract shall prevent the Department from disclosing the Contractor's Confidential Information:
[bookmark: _Toc139080321]to any Crown Body or any other Contracting Department.  All Crown Bodies or Contracting Department’s receiving such Confidential Information shall be entitled to further disclose the Confidential Information to other Crown Bodies or other Contracting Authorities on the basis that the information is confidential and is not to be disclosed to a third party which is not part of any Crown Body or any Contracting Department; 
[bookmark: _Toc139080322]to any consultant, contractor or other person engaged by the Department or any person conducting an Office of Government Commerce gateway review;
[bookmark: _Toc139080323]for the purpose of the examination and certification of the Department's accounts; or
[bookmark: _Toc139080324]for any examination pursuant to Section 6(1) of the National Audit Act 1983 of the economy, efficiency and effectiveness with which the Department has used its resources.
[bookmark: _Ref75863939][bookmark: _Toc139080325]The Department shall use all reasonable endeavours to ensure that any government department, Contracting Department, employee, third party or Sub-contractor to whom the Contractor's Confidential Information is disclosed pursuant to clause 22 is made aware of the Department's obligations of confidentiality.
[bookmark: _Toc139080326]Nothing in this clause 22 shall prevent either party from using any techniques, ideas or know-how gained during the performance of the Contract in the course of its normal business to the extent that this use does not result in a disclosure of the other party's Confidential Information or an infringement of Intellectual Property Rights.
[bookmark: _Ref377054036]The parties acknowledge that, except for any information which is exempt from disclosure in accordance with the provisions of the FOIA, the content of this Contract is not Confidential Information.  The Department shall be responsible for determining in its absolute discretion whether any of the content of the Contract is exempt from disclosure in accordance with the provisions of the FOIA.  
Subject to Clause 22.9, the Contractor hereby gives his consent for the Department to publish the Contract in its entirety, including from time to time agreed changes to the Contract, to the general public.  
The Department may consult with the Contractor to inform its decision regarding any redactions but the Department shall have the final decision in its absolute discretion.
The Contractor shall assist and cooperate with the Department to enable the Department to publish this Contract.
General Data Protection Regulation (GDPR)
23.1	The Parties acknowledge that for the purposes of the Data Protection Legislation, the Department is the Controller and the Contractor is the Processor. The only processing that the Contractor is authorised to do is listed in Schedule 1 by the Department and may not be determined by the Contractor.  

22.2	The Contractor shall notify the Department immediately if it considers that any of the Department's instructions infringe the Data Protection Legislation. 

23.3	The Contractor shall provide all reasonable assistance to the Department in the preparation of any Data Protection Impact Assessment prior to commencing any processing.  Such assistance may, at the discretion of the Department, include: 

(a)	a systematic description of the envisaged processing operations and the purpose of the processing; 
(b)	an assessment of the necessity and proportionality of the processing operations in relation to the Services; 
(c)	an assessment of the risks to the rights and freedoms of Data Subjects; and 
(d)	the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data. 
 
24.4	The Contractor shall, in relation to any Personal Data processed in connection with its obligations under this Contract: 

(a)	process that Personal Data only in accordance with Schedule 1 , unless the Contractor is required to do otherwise by Law. If it is so required the Contractor shall promptly notify the Department before processing the Personal Data unless prohibited by Law; 
(b)	ensure that it has in place Protective Measures, which have been reviewed and approved by the Department as appropriate to protect against a Data Loss Event having taken account of the: 

(i)	nature of the data to be protected; 
(ii)	harm that might result from a Data Loss Event; 
(iii)	state of technological development; and 
(iv)	cost of implementing any measures; 
 
(c)	 ensure that : 

(i)	the Contractor Personnel do not process Personal Data except in accordance with this Contract (and in particular Schedule 1; 
(ii)	it takes all reasonable steps to ensure the reliability and integrity of any Contractor Personnel who have access to the Personal Data and ensure that they: 

(A)	are aware of and comply with the Contractor’s duties under this clause; 
(B)	are subject to appropriate confidentiality undertakings with the Contractor or any Sub-processor; 
(C)	are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third Party unless directed in writing to do so by the Department or as otherwise permitted by this Contract; and 
(D)	have undergone adequate training in the use, care, protection and handling of Personal Data; and 

(d)	not transfer Personal Data outside of the EU unless the prior written consent of the Department has been obtained and the following conditions are fulfilled: 

(i)	the Department or the Contractor has provided appropriate safeguards in relation to the transfer (whether in accordance with GDPR Article 46 or LED Article 37) as determined by the Department; 
(ii)	the Data Subject has enforceable rights and effective legal remedies; 
(iii)	the Contractor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Department in meeting its obligations); and 
(iv)	the Contractor complies with any reasonable instructions notified to it in advance by the Department with respect to the processing of the Personal Data; 

(d) at the written direction of the Department, delete or return Personal Data (and any copies of it) to the Department on termination of the Contract unless the Contractor is required by Law to retain the Personal Data.  

23.5	Subject to clause 23.6, the Contractor shall notify the Department immediately if it: 

(a)	receives a Data Subject Access Request (or purported Data Subject Access Request); 
(b)	receives a request to rectify, block or erase any Personal Data;  
(c)	receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation;  
(d)	receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data processed under this Contract;  
(e)	receives a request from any third Party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law; or 
(f)	becomes aware of a Data Loss Event. 

23.6	The Contractor’s obligation to notify under clause 23.5 shall include the provision of further information to the Department in phases, as details become available.  

23.7	Taking into account the nature of the processing, the Contractor shall provide the Department with full assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under clause 23.5 (and insofar as possible within the timescales reasonably required by the Department) including by promptly providing: 

(a)	the Department with full details and copies of the complaint, communication or request; 
(b)	such assistance as is reasonably requested by the Department to enable the Department to comply with a Data Subject Access Request within the relevant timescales set out in the Data Protection Legislation;  
(c)	the Department, at its request, with any Personal Data it holds in relation to a Data Subject;  
(d)	assistance as requested by the Department following any Data Loss Event;  
(e)	assistance as requested by the Department with respect to any request from the Information Commissioner’s Office, or any consultation by the Department with the Information Commissioner's Office. 

23.8	The Contractor shall maintain complete and accurate records and information to demonstrate its compliance with this clause. This requirement does not apply where the Contractor employs fewer than 250 staff, unless: 

(a)	the Department determines that the processing is not occasional; 
(b)	the Department determines the processing includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; and  
(c)	the Department determines that the processing is likely to result in a risk to the rights and freedoms of Data Subjects. 
 
23.9	The Contractor shall allow for audits of its Data Processing activity by the Department or the Department’s designated auditor. 

23.10	The Contractor shall designate a data protection officer if required by the Data Protection Legislation.  

23.11	Before allowing any Sub-processor to process any Personal Data related to this Contract, the Contractor must: 

(a)	notify the Department in writing of the intended Sub-processor and processing; 
(b)	obtain the written consent of the Department;  
(c)	enter into a written agreement with the Sub-processor which give effect to the terms set out in this clause 23.11 such that they apply to the Sub-processor; and 
(d)	provide the Department with such information regarding the Sub-processor as the Department may reasonably require. 

23.12	The Contractor shall remain fully liable for all acts or omissions of any Sub-processor. 

 23.13	The Contractor may, at any time on not less than 30 Working Days’ notice, revise this clause by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Contract). 

23.17.The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The Department may on not less than 30 Working Days’ notice to the Contractor amend this Contract to ensure that it complies with any guidance issued by the Information Commissioner’s Office.  
[bookmark: _Ref377053956][bookmark: _Toc507749061]Freedom of Information
The Contractor acknowledges that the Department is subject to the requirements of the FOIA and the Environmental Information Regulations and shall assist and cooperate with the Department to enable the Department to comply with its information disclosure obligations. 
[bookmark: _Toc139080291]The Contractor shall and shall procure that its Sub-contractors shall: 
[bookmark: _Toc139080292]transfer to the Department all Requests for Information that it receives as soon as practicable and in any event within two Working Days of receiving a Request for Information; 
[bookmark: _Toc139080293]provide the Department with a copy of all Information in its possession, or power in the form that the Department requires within five Working Days (or such other period as the Department may specify) of the Department's request; and
[bookmark: _Toc139080294]provide all necessary assistance as reasonably requested by the Department to enable the Department to respond to the Request for Information within the time for compliance set out in section 10 of the FOIA or regulation 5 of the Environmental Information Regulations.
[bookmark: _Ref138742981][bookmark: _Toc139080296]The Department shall be responsible for determining in its absolute discretion and notwithstanding any other provision in this Contract or any other agreement whether any Information is exempt from disclosure in accordance with the provisions of the FOIA or the Environmental Information Regulations.
[bookmark: _Toc139080298]In no event shall the Contractor respond directly to a Request for Information unless expressly authorised to do so by the Department.
The Contractor acknowledges that (notwithstanding the provisions of Clause 13) the Department may, acting in accordance with the Ministry of Justice’s Code of Practice on the Discharge of the Functions of Public Authorities under Part 1 of the Freedom of Information Act 2000 (“the Code”), be obliged under the FOIA, or the Environmental Information Regulations to disclose information concerning the Contractor or the Project:
[bookmark: _Ref377054071]in certain circumstances without consulting the Contractor; or
following consultation with the Contractor and having taken their views into account;
provided always that where 24.5.1 applies the Department shall, in accordance with any recommendations of the Code, take reasonable steps, where appropriate, to give the Contractor advanced notice, or failing that, to draw the disclosure to the Contractor’s attention after any such disclosure.

[bookmark: _Toc139080300]The Contractor shall ensure that all Information is retained for disclosure and shall permit the Department to inspect such records as requested from time to time. 
[bookmark: _Toc507749062]Access and Information
The Contractor shall provide access at all reasonable times to the Department's internal auditors or other duly authorised staff or agents to inspect such documents as the Department considers necessary in connection with this Contract and where appropriate speak to the Contractors employees.
[bookmark: _Toc37822690][bookmark: _Toc507749063]Tax Indemnity
[bookmark: _Ref377054113]Where the Contractor is liable to be taxed in the UK in respect of consideration received under this contract, it shall at all times comply with the Income Tax (Earnings and Pensions) Act 2003 (ITEPA) and all other statutes and regulations relating to income tax in respect of that consideration. 
[bookmark: _Ref377054124]Where the Contractor is liable to National Insurance Contributions (NICs) in respect of consideration received under this contract, it shall at all times comply with the Social Security Contributions and Benefits Act 1992 (SSCBA) and all other statutes and regulations relating to NICs in respect of that consideration. 
[bookmark: _Ref377054136]The Department may, at any time during the term of this contract, ask the Contractor to provide information which demonstrates how the Contractor complies with Clauses 26.1 and 26.2 above or why those Clauses do not apply to it. 
[bookmark: _Ref377054191]A request under Clause 26.3 above may specify the information which the Contractor must provide and the period within which that information must be provided. 
The Department may terminate this contract if- 
in the case of a request mentioned in Clause 26.3 above if the Contractor:
fails to provide information in response to the request within a reasonable time, or 
provides information which is inadequate to demonstrate either how the Contractor complies with Clauses 26.1 and 26.2 above or why those Clauses do not apply to it; 
in the case of a request mentioned in Clause 26.4 above, the Contractor fails to provide the specified information within the specified period, or 
it receives information which demonstrates that, at any time when Clauses 26.1 and 26.2 apply, the Contractor is not complying with those Clauses. 
The Department may supply any information which it receives under Clause 26.3 to the Commissioners of Her Majesty’s Revenue and Customs for the purpose of the collection and management of revenue for which they are responsible.
[bookmark: _Ref377054266]The Contractor warrants and represents to the Department that it is an independent contractor and, as such, bears sole responsibility for the payment of tax and national insurance contributions which may be found due from it in relation to any payments or arrangements made under this Contract or in relation to any payments made by the Contractor to its officers or employees in connection with this Contract.
[bookmark: _Ref377054278]The Contractor will account to the appropriate authorities for any income tax, national insurance, VAT and all other taxes, liabilities, charges and duties relating to any payments made to the Contractor under this Contract or in relation to any payments made by the Contractor to its officers or employees in connection with this Contract.
The Contractor shall indemnify Department against any liability, assessment or claim made by the HM Revenue and Customs or any other relevant authority arising out of the performance by the parties of their obligations under this Contract (other than in respect of employer's secondary national insurance contributions) and any costs, expenses, penalty fine or interest incurred or payable by Department in connection with any such assessment or claim.
The Contractor authorises the Department to provide the HM Revenue and Customs and all other departments or agencies of the Government with any information which they may request as to fees and/or expenses paid or due to be paid under this Contract whether or not Department is obliged as a matter of law to comply with such request. 
[bookmark: _Toc507749064]Tax Compliance
[bookmark: _Ref381196170]The Contractor represents and warrants that as at the Date of this Contract, it has notified the Department in writing of any Occasions of Tax Non-Compliance or any litigation that it is involved in that is in connection with any Occasions of Tax Non Compliance.
[bookmark: _Ref381196191]If at any point during the Term, an Occasion of Tax Non-Compliance occurs, the Contractor shall:
notify the Department in writing of such fact within 5 Working Days of its occurrence; and
promptly provide to the Department with:
details of the steps which the Contractor is taking to address the Occasion of Tax Non-Compliance and to prevent the same from recurring, together with any mitigating factors that it considers relevant; and
such other information in relation to the Occasion of Tax Non-Compliance as the Department may reasonably require.
In the event that:
the warranty given by the Contractor pursuant to Clause 27.1 is materially untrue; or
the Contractor commits a material breach of its obligation to notify the Department of any Occasion of Tax Non-Compliance as required by Clause 27.2; or
the Contractor fails to provide details of proposed mitigating factors which in the reasonable opinion of the Department, are acceptable
The Department shall be entitled to terminate this Contract with immediate effect by notice in writing.
[bookmark: _Toc507749065]Waiver
No delay by or omission by either Party in exercising any right, power, privilege or remedy under this Contract shall operate to impair such right, power, privilege or remedy or be construed as a waiver thereof.  Any single or partial exercise of any such right, power, privilege or remedy shall not preclude any other or further exercise thereof or the exercise of any other right, power, privilege or remedy.
[bookmark: _Toc507749066]Notices
Any notices to be given under this Contract shall be delivered personally or sent by post or by facsimile transmission to the Contract Manager (in the case of the Department) or to the address set out in this Contract (in the case of the Contractor).  Any such notice shall be deemed to be served, if delivered personally, at the time of delivery, if sent by post, 48 hours after posting or, if sent by facsimile transmission, 12 hours after proper transmission.
[bookmark: _Ref377054311][bookmark: _Toc507749067]Dispute resolution
The Parties shall use all reasonable endeavours to negotiate in good faith and settle amicably any dispute that arises during the continuance of this Contract.
Any dispute not capable of resolution by the parties in accordance with the terms of Clause 30 shall be settled as far as possible by mediation in accordance with the Centre for Dispute Resolution (CEDR) Model Mediation Procedure.
No party may commence any court proceedings/arbitration in relation to any dispute arising out of this Contract until they have attempted to settle it by mediation, but any such mediation may be terminated by either party at any time of such party wishing to commence court proceedings/arbitration.
[bookmark: _Toc507749068]Discrimination
[bookmark: _Ref377054329]The Contractor shall not unlawfully discriminate within the meaning and scope of any law, enactment, order, or regulation relating to discrimination (whether in race, gender, religion, disability, sexual orientation or otherwise) in employment.
The Contractor shall take all reasonable steps to secure the observance of Clause 31.1 by all servants, employees or agents of the Contractor and all suppliers and sub-contractors employed in the execution of the Contract.
[bookmark: _Toc507749069]Law and Jurisdiction
This Contract shall be governed by and interpreted in accordance with English Law and the parties submit to the jurisdiction of the English courts.
[bookmark: _Toc507749070]Contractors Standards 
The Contractor shall operate at all times to a quality standard such as BS 5750, BS EN ISO 9000 or an equivalent and comply with ISO 14001 Environmental Management.
[bookmark: _Ref381187837][bookmark: _Toc507749071]Departmental Security Standards
The Contractor shall comply with the Departmental Security Standards which include but are not constrained to the following clauses.
The Contractor will be expected to have achieved by the contract start date, and then maintain, independent certification to ISO/IEC 27001 (Information Security Requirements Specification) and conformance to ISO/IEC27002 (Information Security Code of Practice). The 27001 certification must be to a scope relevant to the services supplied to, or on behalf of, the Department and the statement of applicability is acceptable to the Department.
[bookmark: _Ref381187392]The Contractor shall adopt the UK Government Protective Marking Scheme (GPMS) in respect of any Departmental Data being handled in the course of providing this service, and shall handle this data in accordance with its protective marking and Impact Level.  Where the Contractor has an existing Protective Marking Scheme then the Contractor may continue to use this but must map the GPMS against it to ensure the correct controls are applied to the Departmental Data.
Where the Contractor will process personal data on behalf of the Department or other data deemed sensitive by the Department or supply ICT products or services to, or on behalf of, the Department, the Contractor will be expected to have achieved, and be able to maintain, certification to the appropriate level, under the HMG Cyber Essentials Scheme. The certification must have a scope relevant to the services supplied to, or on behalf of, the Department.  Alternatively, the Contractor must demonstrate, to the satisfaction of the Department, compliance with the requirements of the Cyber Essentials Scheme.
Departmental Data being handled in the course of providing this Service must be segregated from other data on the Contractor’s IT equipment to protect Departmental Data and enable it to be securely deleted when required.  Where it is not possible to segregate the Departmental Data then the Contractor shall ensure that it is stored in such a way that it is possible to securely delete the data in line with clause 34.3.
The Contractor shall maintain physical (e.g. door access) and logical (e.g. identification and authentication) access controls to ensure only authorised access to Departmental Data.
The Contractor shall maintain technical safeguards to protect Departmental Data, including but not limited to: Good Industry Standard anti-virus and firewalls; up-to-date patches for operating system, network device, and application software.
Any electronic transfer methods across public space or cyberspace shall be protected via encryption which has been certified under a CESG (e.g. CAPS or CPA) or CESG-endorsed scheme, and the method shall be approved by the Department prior to being used for the transfer any Departmental Data.
Any portable removable media (including but not constrained to pen drives, memory sticks, CDs, DVDs, PDPs, USB devices) which handle, store or process in any way Departmental Data to deliver and support the service, shall be under the configuration management of the (sub-) contractors providing the service, shall be necessary to deliver the service, and shall be full-disk encrypted disk encrypted using an product which has been certified under a CESG (e.g. CAPS or CPA) or CESG-endorsed scheme.
All portable ICT devices (including but not limited to laptops, PDAs, smartphones) which handle, store or process in any way Departmental Data to deliver and support the service, shall be under the configuration management of the (sub-) contractors providing the service, shall be necessary to deliver the service, and shall and shall be full-disk encrypted using an product which has been certified under a CESG (e.g. CAPS or CPA) or CESG-endorsed scheme.
Storage of Departmental Data on any portable devices or media shall be limited to the minimum required to deliver the business requirement.
All paper holding Departmental Data shall be securely protected whilst in the Contactor’s care and securely destroyed when no longer required using a cross-cutting shredder and/or a professional secure waste paper organisation.
Paper documents containing Departmental Data shall be transmitted, both within and outside company premises in such a way as to make sure that no unauthorised person has access.
At the end of the contract or in the event of failure or obsolescence, all equipment holding Departmental Data shall be securely cleansed or destroyed using a CESG approved product or method.  Where this is not possible e.g. for legal or regulatory reasons, or technical reasons such as where there is storage area network (SAN) or shared backup tapes then the Contractor shall protect the equipment until it can be securely cleansed or destroyed.
Access by contractor staff to Departmental Data shall be confined to those individuals who have a “need-to-know” and whose access is essential for the purpose of their duties.  All employees with direct or indirect access to Departmental Data shall be subject to pre-employment checks equivalent to or higher than the Cabinet Office’s Baseline Personal Security Standard (BPSS) (http://www.cabinetoffice.gov.uk/resource-library/security-policy-framework).
All Contractor employees who handle Departmental Data shall have annual awareness training in protecting information.
By the contract start date, the Contractor shall have BS25999 or ISO 22301 conformant Business Continuity arrangements and processes including IT disaster recovery plans and procedures to ensure that the delivery of the contract is not adversely affected in the event of an incident or crisis;
Any non-compliance with Departmental Security Standards or any suspected or actual breach of the confidentiality or integrity of Departmental Data being handled in the course of providing this service shall be immediately escalated to the Department by a method agreed by both parties.
The Contractor shall ensure that any IT systems and hosting environments that are used to hold Departmental Data being handled, stored or processed in the course of providing this service are periodically (at least annually) subject to Independent IT Security Health Checks, and that the findings of those which are relevant to the service provided to the Department are shared with the Department and necessary remedial work carried out.
The Department reserves the right to audit the Contractor with 24 hours’ notice in respect of the Contractor’s compliance to this Clause 34.
The Contractor shall ensure that the obligations of this Clause 34 are included in sub-contracts or other agreements with organisations that may potentially access Departmental Data in the course of providing this Service.
[bookmark: _Toc507749072]Security Requirements
The Contractor shall comply, and shall procure the compliance of the Contractor Personnel, with the Security Policy and the Security Plan and the Contractor shall ensure that the Security Plan produced by the Contractor fully complies with the Cabinet Office Security Policy. The Cabinet Office security policy for contractors is available at: https://www.gov.uk/government/publications/security-policy-framework 
[bookmark: _Toc139080381]The Department shall notify the Contractor of any changes or proposed changes to the Security Policy.
[bookmark: _Toc139080382][bookmark: _Ref381191774]If the Contractor believes that a change or proposed change to the Security Policy will have a material and unavoidable cost implication to the Services it may submit a change request.  In doing so, the Contractor must support its request by providing evidence of the cause of any increased costs and the steps that it has taken to mitigate those costs.  Any change to the charges shall then be agreed in accordance with the change control procedure.
[bookmark: _Toc139080383]Until and/or unless a change to the charges is agreed by the Department pursuant to clause 35.3 the Contractor shall continue to perform the Services in accordance with its existing obligations.
The contractor must ensure all staff are cleared to the equivalent of Baseline Personnel Security Standard (BPSS).
[bookmark: _Ref492447909][bookmark: _Toc139080387]Malicious Software
[bookmark: _Ref72400550][bookmark: _Ref87962629][bookmark: _Toc139080389][bookmark: _Ref381191811]The Contractor shall, as an enduring obligation throughout the period of the Contract, use the latest versions of anti-virus definitions available to check for and delete Malicious Software from the ICT Environment.
[bookmark: _Ref72400648][bookmark: _Toc139080390]Notwithstanding clause 35.6, if Malicious Software is found, the parties shall co-operate to reduce the effect of the Malicious Software and, particularly if Malicious Software causes loss of operational efficiency or loss or corruption of Department’s Data, assist each other to mitigate any losses and to restore the Services to their desired operating efficiency.  
[bookmark: _Ref87962651][bookmark: _Toc139080391]Any cost arising out of the actions of the parties taken in compliance with the provisions of clause 35.7 shall be borne by the parties as follows:
[bookmark: _Toc139080392]by the Contractor where the Malicious Software originates from the Contractor Software, the Third Party Software or the Department’s Data (whilst the Department’s Data was under the control of the Contractor); and 
[bookmark: _Toc139080393]by the Department if the Malicious Software originates from the Department’s Software or the Department’s Data (whilst the Department’s Data was under the control of the Department).
[bookmark: _Ref381192359][bookmark: _Toc507749073]Step-in Rights
The Department may take action under this clause in the following circumstances:
[bookmark: _Toc139080537]there is a Default entitling the Department to terminate in accordance with Clause 19 (Termination);
[bookmark: _Ref87969396][bookmark: _Toc139080538][bookmark: _Ref63846942]there is a Default by the Contractor that is materially preventing or materially delaying the performance of the Services or Project or any part of the Services or Project;
[bookmark: _Toc139080539]there is a Delay that has or the Department reasonably anticipates will result in the Contractor's failure to achieve a milestone;
[bookmark: _Ref88934237][bookmark: _Toc139080540]a Force Majeure Event occurs which materially prevents or materially delays the performance of the Services or Project or any part of the Services or Project;
[bookmark: _Ref88934212][bookmark: _Toc139080543]where the Contractor is not in breach of its obligations under this Contract but the Department considers that the circumstances constitute an emergency;
[bookmark: _Toc139080544]where a Regulatory Body has advised the Department that the exercise by the Department of its rights under this clause is necessary; 
[bookmark: _Toc139080545][bookmark: _Ref381193029]because a serious risk exists to the health or safety of persons, property or the environment; 
[bookmark: _Toc139080546][bookmark: _Ref381193053][bookmark: _Ref87969430][bookmark: _Toc139080547]to discharge a statutory duty; and/or on the occurrence of an Insolvency Event in respect of the Contractor.

Action to be taken prior to the exercise of the Right of Step-in
[bookmark: _Ref381192390]Before the Department exercises its right of step-in under this Clause 36 it shall permit the Contractor the opportunity to demonstrate to the Department's reasonable satisfaction within 5 Working Days that the Contractor is still able to provide the Services or Project in accordance with the terms of this Contract and/or remedy the circumstances giving rise to the right to step-in without the requirement for the Department to take action.  
[bookmark: _Ref88577437][bookmark: _Toc139080549]If the Department is not satisfied with the Contractor's demonstration pursuant to clause 36.2, the Department may:
[bookmark: _Ref88577556][bookmark: _Toc139080550]where the Department considers it expedient to do so, require the Contractor by notice in writing to take those steps that the Department considers necessary or expedient to mitigate or rectify the state of affairs giving rising to the Department's right to step-in; 
[bookmark: _Ref88576774][bookmark: _Toc139080551]appoint any person to work with the Contractor in performing all or a part of the Services or Project (including those provided by any Sub-contractor); or
[bookmark: _Ref88577718][bookmark: _Toc139080552]take the steps that the Department considers appropriate to ensure the performance of all or part of the Services or Project (including those provided by any Sub-contractor).
[bookmark: _Toc139080553]The Contractor shall co-operate fully and in good faith with the Department, or any other person appointed in respect of clause 36.3.2, and shall adopt any reasonable methodology in providing the Services or Project recommended by the Department or that person.
[bookmark: _Toc139080554]Exercise of the Right of Step-in
[bookmark: _Ref88577836][bookmark: _Toc139080555]If the Contractor:
[bookmark: _Toc139080556]fails to confirm within 10 Working Days of a notice served pursuant to clause 36.3.1that it is willing to comply with that notice; or
[bookmark: _Toc139080557]fails to work with a person appointed in accordance with clause 36.3.1; or
[bookmark: _Toc139080558]fails to take the steps notified to it by the Department pursuant to clause 36.3.1,
[bookmark: _Toc139080559]Then the Department may take action under this clause either through itself or with the assistance of third party contractors, provided that the Contractor may require any third parties to comply with any confidentiality undertaking 
[bookmark: _Ref63846797][bookmark: _Toc139080560]If the Department takes action pursuant to clause 36.5, the Department shall serve notice ("Step-in Notice") on the Contractor.  The Step-in Notice shall set out the following:
[bookmark: _Toc139080561]the action the Department wishes to take and in particular the Services it wishes to control;
[bookmark: _Toc139080562]the reason for and the objective of taking the action and whether the Department reasonably believes that the primary cause of the action is due to the Contractor's Default;
[bookmark: _Toc139080563]the date it wishes to commence the action; 
[bookmark: _Toc139080564]the time period which it believes will be necessary for the action; 
[bookmark: _Toc139080565]whether the Department will require access to the Contractor's premises;
[bookmark: _Toc139080566]to the extent practicable, the effect on the Contractor and its obligations to provide the Services during the period the action is being taken.
[bookmark: _Ref63847146][bookmark: _Toc139080567]Following service of a Step-in Notice, the Department shall:
[bookmark: _Ref63851374][bookmark: _Toc139080568]take the action set out in the Step-in Notice and any consequential additional action as it reasonably believes is necessary to achieve (together, the "Required Action");
[bookmark: _Toc139080569]keep records of the Required Action taken and provide information about the Required Action to the Contractor;
[bookmark: _Toc139080570]co-operate wherever reasonable with the Contractor in order to enable the Contractor to continue to provide any Services in relation to which the Department is not assuming control; and
[bookmark: _Toc139080571]act reasonably in mitigating the cost that the Contractor will incur as a result of the exercise of the Department's rights under this clause.
[bookmark: _Toc139080572]For so long as and to the extent that the Required Action is continuing, then:
[bookmark: _Toc139080573]the Contractor shall not be obliged to provide the Services or Project to the extent that they are the subject of the Required Action;
[bookmark: _Toc139080574]subject to clause 36.9, the Department shall pay to the Contractor the Charges after the deduction of any applicable Service Credits, Delay Payments and the Department's costs of taking the Required Action.
[bookmark: _Toc139080575][bookmark: _Ref381192892][bookmark: _Ref88998117]If the Required Action results in:
[bookmark: _Toc139080576]the degradation of any Services or Project not subject to the Required Action; or 
[bookmark: _Toc139080577]the non-achievement of a milestone,
[bookmark: _Toc139080578]Beyond that which would have been the case had the Department not taken the Required Action, then the Contractor shall be entitled to an agreed adjustment of the Charges, provided that the Contractor can demonstrate to the reasonable satisfaction of the Department that the Required Action has led to the degradation or non-achievement.
[bookmark: _Ref63849351][bookmark: _Toc139080579]Before ceasing to exercise its step in rights under this clause the Department shall deliver a written notice to the Contractor ("Step-Out Notice"), specifying:
the Required Action it has actually taken; and
[bookmark: _Ref63851487][bookmark: _Toc139080581]the date on which the Department plans to end the Required Action ("Step-Out Date") subject to the Department being satisfied with the Contractor's ability to resume the provision of the Services or Project and the Contractor's plan developed in accordance with clause 36.11.
[bookmark: _Ref63851530][bookmark: _Toc139080582][bookmark: _Ref63846260]The Contractor shall, following receipt of a Step-Out Notice and not less than 20 Working Days prior to the Step-Out Date, develop for the Department's approval a draft plan ("Step-Out Plan") relating to the resumption by the Contractor of the Services or Project, including any action the Contractor proposes to take to ensure that the affected Services or Project satisfy the requirements of this Contract.  
[bookmark: _Toc139080583]If the Department does not approve the draft Step-Out Plan, the Department shall inform the Contractor of its reasons for not approving it.  The Contractor shall then revise the draft Step-Out Plan taking those reasons into account and shall re-submit the revised plan to the Department for the Department’s approval.  The Department shall not withhold or delay its approval of the draft Step-Out Plan unnecessarily. 
The Contractor shall bear its own costs in connection with any step-in by the Department under this Clause 36, provided that the Department shall reimburse the Contractor's reasonable additional expenses incurred directly as a result of any step-in action taken by the Department under:
clauses 36.1.4 or 36.1.7; or 
clauses 36.1.8, (insofar as the primary cause of the Department  serving the Step-In Notice is identified as not being the result of a Contractor's Default).]
[bookmark: _Toc507749074]Apprenticeships
The Contractor is required to support the Department’s Apprenticeship policy whilst delivering this contract. It is a contract performance requirement of this contract that the successful bidder shall employ Apprentices, and report to the Department numbers of Apprentices employed during the delivery of this contract. 
The Contractor shall ensure 5% of the employees or that a similar specified proportion of hours worked in delivering the contract (including administration and support staff and sub-contractors) are to be delivered by an employee on a formal Apprenticeship programme. 
Contract Management Arrangements
The Contractor shall provide a written report on the following measures in the regular contract management reporting  and be prepared to discuss Apprenticeships at the contract management meetings:
Number of people during the reporting period employed on this contract, including administrative & support staff and subcontractors, number of Apprentices and number of new starts on Apprenticeships.
The percentage of all employees taking part in an Apprentice programme.
An explanation from the contractor as to why the 5% target is not being met or why all young people are not on Apprenticeships.
Actions being taken to improve take up of Apprenticeships.
[bookmark: _Toc507749075]TUPE
The Parties recognise that the Transfer of Undertakings (Protection of Employment) Regulations 2006 (TUPE) may apply in respect of the award of the Contract, and that for the purposes of those Regulations, the undertaking concerned (or any relevant part of the undertaking) shall transfer to the Contractor on the commencement of the Contract.
[bookmark: _Ref381195780]At any time prior to preceding the expiry of the Contract or after the Department has given notice to terminate the Contract or the Contractor stops trading, and within 20 working days of being so requested by the Department, the Contractor shall fully and accurately disclose to the Department for the purposes of TUPE all information relating to its employees engaged in providing Services under the Contract, in particular, but not necessarily restricted to, the following: 
the total number of staff whose employment with the Contractor is liable to be terminated at the expiry of this Contract but for any operation of law; and
for each person, age and gender, details of their salary, and pay settlements covering that person which relate to future dates but which have already been agreed and their redundancy entitlements (the names of individual members of employed staff do not have to be given); and
full information about the other terms and conditions on which the affected staff are employed (including but not limited to their working arrangements), or about where that information can be found; and
details of pensions entitlements, if any; and
job titles of the members of staff affected and the qualifications required for each position. 
The Contractor shall permit the Department to use the information for the purposes of TUPE and of re-tendering. The Contractor will co-operate with the re-tendering of the Contract by allowing the Transferee to communicate with and meet the affected employees and/or their representatives.
The Contractor agrees to indemnify the Department fully and to hold it harmless at all times from and against all actions, proceedings, claims, expenses, awards, costs and all other liabilities whatsoever in any way connected with or arising from or relating to the provision of information under Clause 38.2.
The Contractor agrees to indemnify the Department from and against all actions, proceedings, claims, expenses, awards, costs and all other liabilities (including legal fees) in connection with or as a result of any claim or demand by any employee or other employee or person claiming to be an employee on any date upon which the Contract is terminated and/or transferred to any third party ("Relevant Transfer Date") arising out of their employment or its termination whether such claim or claims arise before or after the Relevant Transfer Date.
In the event that the information provided by the Contractor in accordance with Clause 38.2 above becomes inaccurate, whether due to changes to the employment and personnel details of the affected employees made subsequent to the original provision of such information or by reason of the Contractor becoming aware that the information originally given was inaccurate, the Contractor shall notify the Department of the inaccuracies and provide the amended information.
The provisions of this Condition shall apply during the continuance of this Contract and indefinitely after its termination.
[bookmark: _Toc507749076]Intellectual Property
Except as set out in this Contract, the Department shall not acquire any right, title or interest in:
(a) the Contractor Background IPR;
(b) the Third Party IPR; and
Except as set out in this Contract, the Contractor shall not acquire any right, title or interest in or to the Intellectual Property Rights of the Department or its licensors including:
(a) the Third Party IPR
(b) the Service Specific IPR
(c) the Department Data.
The Department hereby grants or shall procure the grant to the Contractor of, a royalty-free, non-exclusive, non-transferable licence to use the Third Party IPR, the Service Specific IPR and the Department Data solely to the extent necessary for providing the Services in accordance with this Contract

As witness the hands of the parties

	Authorised to sign for and on behalf of Echo Managed Services Ltd:

	Signature:
	


	Name in CAPITALS:
	

	Position in Organisation:
	

	Address in full:





	

	Date:
	





	Authorised to sign for and on behalf of the Secretary of State for Education:

	Signature:
	


	Name in CAPITALS:
	

	Position in Organisation:
	

	Address in full:





	

	Date:
	








[bookmark: _Toc507749077]Schedule 1 – Services 
1. [bookmark: _Toc507749078]Deliverables and Equipment
0. The Contractor shall deliver the Services in accordance with the Specification of Service Requirement at Schedule 1
The Contractor shall provide all the deliverables and equipment necessary for the supply of the Services. 


























Schedule 1
[bookmark: _Toc381771975][bookmark: _Toc507749079]Specification of Services Requirement
1. Background
1.1 Standards and Testing Agency
The Standards and Testing Agency (STA) is an executive agency of the Department for Education (DfE). Its main functions are to:
develop high quality and rigorous national curriculum tests and assessments in line with government policy;
undertake operational delivery of national curriculum tests and assessments (including printing, distribution, provision of systems, marking and data capture); 
support schools and other stakeholders to deliver national curriculum tests and assessments; 
support and implement arrangements for moderation of teacher assessment judgements;
support/oversee general qualifications (GQ) script collection and delivery logistics known as the Yellow Label Service.
provide Professional Skills Tests for prospective teachers
STA is responsible for developing and delivering the national curriculum tests and assessments and ensuring their proper and safe production and administration. These assessments operate across the Early Years Foundation Stage (EYFS), key stage 1 (KS1) and key stage 2 (KS2) and are used by a wide range of maintained and other schools.
Further information about STA and the national curriculum tests and assessments can be found at: https://www.gov.uk/government/organisations/standards-and-testing-agency.
1.2 National Curriculum Tests and Assessments
The national curriculum tests and assessments apply to children of school age in maintained schools, including academies, free schools and maintained special schools. Some independent schools elect to take part in the national curriculum tests; these are also supported by this helpline. Support services currently in scope are: 
EYFS: Up to age 5 (early years provision)
KS1: Aged 5-7 (years 1-2)
KS2: Aged 7-11 (years 3-6)
Key Stage 3 (KS3): Ages 11-14 (years 7-9)
1.3 2018-19 National Curriculum Test Cycle
Some key points in the test 2018-19 cycle, of relevance to the helpline, are detailed below. It should be noted that the helpline provision is cyclical in terms of both type of enquiry and volume. Key points in the cycle:
Test orders – 
This involves schools placing orders for various statutory KS1 and KS2 papers for children, using the NCA tools website. The deadline is typically late in the calendar year (October/November) and there can be a high volume of calls up to the deadline. 
Access arrangements and timetable variations – 
This involves schools submitting requests for specific arrangements for individual children, for example requesting additional time to sit the tests. The deadlines for access arrangements are typically in the early months of the year (March/April) with a high volume of calls received in the days leading up to the deadlines. For timetable variations, the peak of calls is usually during test week.  
KS2 test week – 
This is the week when children sit the KS2 national curriculum tests, with the weeks either side of test week being key weeks for calls. Test week is usually in May. There is a high volume of calls throughout the whole of KS2 test week on a large range of topics, with the peak tending to be at the beginning of the week.
KS1 tests –
Schools with KS1 children are required to administer the KS1 tests to their pupils in the month of May, to help inform their teacher assessment judgements. This can lead to an increase in calls across the month, where schools have KS1 test administration queries.
KS2 teacher assessment – 
This involves schools submitting the KS2 teacher assessment outcomes for their pupils to STA using the NCA tools website. Schools have around two months to submit this information but typically, the highest activity level is just before the deadline. Historically there has been a high level of outbound call activity required to chase schools who have not submitted their KS2 teacher assessment by the deadline or who have submitted incomplete data.
Phonics screening check (PSC) period – 
This is the week when KS1 schools administer the phonics screening check to children at the end of year 1 (or year 2 if they do not meet the standard in year 1). Call volumes tend to be highest in the earlier part of the check week, which is usually in June.


National voluntary pilot of the Multiplications table check (MTC) – 
From June 2020, schools in England will be required to administer the MTC to all pupils at the end of year 4. The short, timed, on-screen check will assess pupils' ability to fluently recall their times tables up to 12x12. In the 2019 test cycle, schools will be invited to participate in a voluntary national pilot of the MTC. There will be a three-week test window in June for the pupils to sit the check and the system will be available, for administration purposes, from April 2019. As this is a new check, there is no historical data to base expected call volumes on.  However, based on small-scale trials that have been undertaken by STA, call volumes are expected to be highest when the test administration window opens in April and when pupils sit the check in June.  
Year 7 optional resits - 
The DfE has announced its intention to provide secondary schools with high quality, optional resit materials to use with pupils who did not meet the expected standard at the end of KS2. STA intends to make these materials available to secondary schools in the summer of 2019. Although we do not expect schools to begin using these materials until the 2019/20 academic year, there is a possibility that we will receive a small number of enquiries during the 2018/19 test cycle. 
Extension of pre-key stage standards - 
The Rochford review of assessment arrangements for pupils working below the standard of the national curriculum recommended that such pupils who are engaged in subject specific study should no longer be assessed against P Scales. In September 2017 the DfE confirmed that it would implement this recommendation and that these pupils will, from the 2018/19 academic year onwards, be assessed against extended pre-key stage standards. This will be a significant change affecting mainstream and special schools, and we expect it to generate additional enquiries throughout the test cycle.
KS2 return of results – 
This is a key point in the national curriculum assessment cycle, and is the date that schools have access to the electronic test results for their KS2 children. KS3 schools can also view test results and teacher assessment data for children who will be joining them in the next school year. The peak of calls is on the day the results are published (usually a Tuesday) and has historically been in the first full week of July. There is typically a high volume of calls over the week. 
KS1 and PSC headteacher’s declaration forms (HDFs)
Headteachers have a statutory duty to complete HDFs for the KS1 assessments and the PSC. Schools that have not completed their HDFs by the deadlines require outbound chase activity. This normally happens in July, after the KS2 return of results date.
General –
This list is not definitive as changes to the test cycle can occur when there is a change to policy. 
Dates and key points of relevance specified are historically informed, however it must be noted that policy changes may mean that the timings, volumes of enquiries or outbound calls, and requirements could change, sometimes at late notice.
1.4 GQ Logistics
At two points in the academic year, STA supports the general qualifications (GQ) logistics Yellow Label Service. This service operates predominately in November, referred to as the winter series and June, the summer series. It provides support to centres offering GCSEs and A-levels that experience issues with collection of candidate test scripts from participating centres and their delivery to markers. 
The helpline is required to escalate calls to STA and warm transfer calls to awarding organisations or Parcelforce as appropriate. 
1.5 Audience and Stakeholders
The key audience for the helpline is schools and local authorities. Other customers such as parents, grandparents and school governors also call the helpline on occasion.
It should be recognised that due to the nature of the key audience there is a need to be flexible and adaptable at late notice to accommodate their changing needs. 
1.6 Query Volumes and Profile
The helpline can handle as few as 20 enquiries or complaints a day during quiet times whilst at key periods the helpline can handle an average of 2000 to 2500 incoming calls a day. For the 2016-17 test cycle, there were around 30,000 calls and 4000 emails. The average call duration is around 4-5 minutes per call including the time taken post call for the helpline agent to make call notes or undertake any other customer follow-up action ("wrap time").
1.7 Telephone Number and IVR
STA owns the helpline telephone number 0300 303 3013, and the Interactive Voice Recognition (IVR) configuration that a number of other supporting helplines are listed on during different points of the test cycle. 
STA will be responsible for the IVR configuration and this will be regularly reviewed with the supplier. 
STA will agree the wording for the initial out-of-hours and queuing messages with the supplier. These will be maintained by the supplier and reviewed regularly with suggestions for changes agreed with STA as the contract progresses (For example: moving from the test orders phase to the access arrangements period) or live issues arise (such as NCA tools outages causing a spike in call volumes). 
1.8 Purpose of the Contract
STA requires a helpline to support all aspects of the administration of national curriculum assessments and tests, and logistics of the GQ Yellow Label Service in schools and requires dedicated in-bound response handling of first and second line support to maintain business continuity from 7 September 2018 for a further extension period of 12 months to 6 September 2019.
The helpline should expect to receive a wide range of enquiries across a number of topics throughout the year and not necessarily enquiries specific to the focus of the test cycle at that time.
The type of enquiries that the helpline will receive are not always typical, however examples of the type of inbound enquiries the helpline can expect to receive include:
NCA tools – Support with log in, resetting passwords and setting up new users. 
Test orders – How to place and amend test orders.
Distribution/delivery of test papers – How many boxes have been sent? When were they sent? Who signed for delivery? The boxes are damaged, what shall we do? 
Access arrangements – How to fill out applications for additional time, compensatory marks, special consideration or early opening.
KS2 test week – What is allowed? What do they do if a child is unwell? What is the process for applying or notifying STA about a timetable variation? How to order additional papers.
KS2 teacher assessment – How to log in to the website, how to upload files, how to make teacher assessment judgements. 
PSC period – What to do about children who miss the check, how to dis-apply children from the check and how to complete/submit the head teacher’s declaration form. 
National voluntary pilot of the MTC - How to access the system, how to register pupils for the check, how to generate pupil PIN numbers and school passwords, how to administer the check, how to solve IT and compatibility issues, and how to access the results.
Optional year 7 resit test materials – Are the resits compulsory? When should the materials be used? Do the results have to be reported to DfE?
Changes to arrangements for assessing pupils working below the standard of the national curriculum – What information is available? What are the pre-key stage standards? How should assessment data be reported to DfE? Which pupils should be assessed against the pre-key stage standards? How should such pupils not engaged in subject-specific study be assessed?
Return of results – How to access the website, location of the test papers and the process for submitting marking reviews.
2. The Requirement
2.1 Summary of Requirements
The helpline will need to continue to be fully operational from 7th September 2018 to 6th September 2019.
STA requires a helpline to provide targeted support and advice on tests and assessments across EYFS, KS1, KS2 and KS3 to schools, local authorities and, on occasion, to parents.
The main requirements are for the provision of:
A core team to work exclusively on the STA helpline service
In-bound response handling (first and second line support)
Out-bound call campaigns
Staff training and knowledge management and transfer
Hand-off to other helplines
Quality management
Data management
Service management
Implementation and mobilisation
Adherence to departmental security requirements
Detailed mandatory (M) requirements are given below.  
2.2 Core Team and Location
	CT 1
	Core Team
	M

	STA requires a core team (including a full time Team Leader for peak periods) to work exclusively on the STA Helpline. This core team is required to deal with all enquiries outside of peak periods.



	CT 2
	Delivery Location and Language
	M

	The helpline must be located in the United Kingdom and staffed with fluent English speakers. Core and flexible staff will be located at a single site to maximise efficiency and effectiveness.  





2.3 In-bound Response Handling
	IB 1
	Operating Hours
	M

	The helpline is required Monday to Friday from 08.00 to 18.00 to respond to first and second line enquiries (STA will handle third line enquiries). There may be times when extended operating hours will be required either outside the normal operating hours given above and/or at weekends and/or public holidays. This may be due to expected or unexpected increases in enquiries against the forecast.



	IB 2
	Forecasting and Staffing
	M

	The supplier is expected to forecast daily enquiry volumes and anticipate the staffing resource needed (in addition to the core team) to cover fluctuations in demand which may range from 20 enquiries during quiet times to 2000-2500 a day at peak periods. Average call duration is expected to be 4-5 minutes per call including the time taken post call to make call notes or undertake any other customer follow-up action ("wrap time"). The supplier is expected to utilise the minimum resources necessary to ensure efficiency and value for money without risk to service delivery.  



	IB 3
	Enquiry Management
	M

	The supplier is to provide a telephony system, which has multiple direct dial-in numbers with queuing and routing facilities. STA requires the system to be capable of recording all telephone calls for quality review. The supplier will be expected to monitor the number of calls waiting, length of time waiting, calls answered, calls abandoned and adviser activity in real-time to ensure that service levels are met.

	
	
	

	IB 4
	Enquiry Transfer
	M

	The supplier is required to transfer enquiries from first to second line support, to other helplines and to STA for third line support or complaint escalation.



	IB 5
	Complaint Management
	M

	100% of all complaints received on any single working day to be escalated within 1 working day of receipt. 



2.4 Out-bound Call Campaigns
	OB 1
	Campaign Management
	M

	Throughout the life of the contract, STA will require the supplier to undertake campaigns such as chasing schools for statutory data.  



2.5 Staff Training and Capability Management
	ST 1
	Staff Training
	M

	The service must provide accurate answers to questions asked by stakeholders based on statutory guidance, frequently asked questions and published information. The supplier is responsible for the development and delivery of all training and training materials (based on briefings and FAQs supplied by STA) to its staff working on this contract.



	ST 2
	Capability Management
	M

	The supplier is expected to maintain the capability of its core and temporary staff by ensuring that knowledge is maintained and updated with planned and unplanned changes to guidance, standard lines and stakeholder feedback.  



	ST 3
	CRM System Training
	M

	The supplier is expected to use the web-based customer relationship management system (CRM) supplied by STA for all in-bound enquiries and complaints (out-bound activity will be recorded separately as agreed with STA).  



2.6 Quality Management
	QM 1
	Response Quality
	M

	The supplier is required to maintain the highest quality standards through self-monitoring and customer feedback to ensure consistency of responses to stakeholders.



	QM 2
	Correspondence Quality
	M

	STA will supply the branding and “house style” to be used by the helpline for all written correspondence (which includes email). The protocols for forwarding correspondence will be agreed with STA.



	QM 3
	Customer Surveys
	M

	The supplier is required to conduct customer surveys, on a minimum of a weekly basis, to obtain feedback about the helpline service and the wider test cycle operations and communications.   



2.7 Data and System Management
	DM 1
	CRM System Management
	M

	The supplier is expected to use the web-based CRM system supplied by STA for all in-bound enquires and complaints (out-bound activity will be recorded separately as agreed with STA). STA will arrange supplier access to CRM including secure log-ins for all current helpline staff. The supplier will be responsible for conducting basic security checks for all staff before they are given access to CRM. Records of these checks must be kept for 6 years. 



	DM 2
	Data Capture
	M

	Using CRM, the supplier is expected to complete, as a minimum, all mandatory fields, log the name of the helpline agent, the nature of the enquiry or complaint and what action has been taken or advice given as well as sufficient information in order to report against service levels. The supplier is expected to categorise enquiries and complaints received, (including any outbound calls made in response to an inbound enquiry) as specified by STA. This categorisation will be regularly reviewed by the supplier and STA, and agreed changes shall be implemented by STA.  



	DM 3
	Contingency Data Capture
	M

	The supplier is expected to continue to capture the required data in the event of an outage of CRM and update the CRM with that data once the system is restored. 



2.8 Service Management
	SM 1
	Service Levels
	M

	The supplier is required to meet or exceed the service levels specified in the contract and the contract change control notes.



	SM 2
	Management Information
	M

	The supplier is expected to provide STA with the following MI Reports:
· Daily Enquiries Report;
· Monthly Summary Report;
· Monthly Charges Report;
· Monthly Forecast Report; and 
· Customer Survey Report.
Daily Enquiries Report:
This report must be received by 10.00 each day to cover the previous working day’s activities and include, as a minimum:
· the nature (such as call or type of correspondence), categorisation and number of enquiries received; 
· abandonment rates;
· average and longest call queue time;
· average and maximum call handling time; 
· the average resolution time for enquiries;
· number and nature of enquiries dealt with by first line support; 
· number and nature of enquiries escalated to second line support;
· numbers of successful and unsuccessful calls made as part of any outbound call campaign, including contact rate; and
· any critical issues together with remedial action taken or proposed.

Monthly Summary Report:
This report must include:
· a summary of the previous month’s Daily Enquiries Reports;
· performance against the service levels;
· details of missed targets together with the remedial actions taken or proposed.
Monthly Charges Report:
This report must include:
· details of the charges for the previous month in preparation for invoicing;
· details of staffing resources used against those forecast
Monthly Forecast Report:
A draft forecast for the forthcoming test cycle will be required in August at the latest. Each month’s forecast will be reviewed and agreed with STA one calendar month before the forecast month as a minimum. 
This report must include the:
· monthly forecast of enquiry volumes; 
· proposed staffing requirements; and
· rationale for the above.
Customer Survey Report:
This report must include:
· analysis of the feedback received; and
· recommendations for change.




	SM 3
	Continuous Improvement
	M

	The supplier is expected to actively seek opportunities for continuous improvement in performance and value for money over the life of the contract. This may include reducing the number of telephone enquiries and/or complaints, improving stakeholder communications and customer satisfaction, contributing to the development of guidance documents for stakeholders or enhancing operating procedures. 



	SM 4
	Contract Management
	M

	The supplier is required to meet with STA on a monthly basis to discuss, as a minimum:
· MI reports and issues arising;
· performance against service levels;
· charging (including service credits) and improved value for money;
· service delivery risks and management;
· service issues and management; and
· continuous improvement initiatives. 



2.9 Departmental Security Standards
	SR 1
	Departmental Security Standards
	M

	The supplier is expected to have achieved by contract award, and be able to maintain, independent certification to ISO/IEC 27001 (Information Security Requirements Specification) and conformance to ISO/IEC27002 (Information Security Code of Practice). The 27001 certification must be to a scope relevant to the services supplied to, or on behalf of, the Department and the statement of applicability is acceptable to the Department.



	SR 2
	UK Government Protective Marking Scheme (GPMS)
	M

	The supplier is expected to adopt the UK Government Protective Marking Scheme (GPMS) in respect of any Departmental Data being handled in the course of providing this service, and will handle this data in accordance with its protective marking and impact level. (In the event where the supplier has an existing protective marking scheme then the supplier may continue to use this but must map the GPMS against it to ensure the correct controls are applied to the Departmental Data).



	SR 3
	Personnel Security
	M

	The supplier is expected to ensure all staff with access to OFFICIAL data are cleared to the equivalent of Baseline Personnel Security Standard (BPSS).



[bookmark: h.3znysh7][bookmark: h.2et92p0][bookmark: h.tyjcwt][bookmark: h.3dy6vkm][bookmark: h.1t3h5sf][bookmark: _Toc507749080]








































Schedule 2 - Charges and Payments
1. [bookmark: _Toc507749081]Charges 
Total price £292,258. Charges will be in accordance with the pricing matrix attached to this Schedule 2. 

1. [bookmark: _Toc507749082]Schedule of Payments
2. [bookmark: _Ref381706049]The Schedule of Payments is shown in Annex 1 to this Schedule 2. 
2. Funds allocated to a particular expenditure heading in the Payment Schedule are available for that expenditure heading only.  Funds allocated to a particular accounting year are available for that accounting year only.  The allocation of funds in the Payment Schedule may not be altered except with the prior written consent of the Department.
2. The Contractor shall maintain full and accurate accounts for the Service against the expenditure headings in the Payment Schedule.  Such accounts shall be retained for at least 6 years after the end of the financial year in which the last payment was made under this Contract.  Input and output VAT shall be included as separate items in such accounts.
2. The Contractor shall permit duly authorised staff or agents of the Department or the National Audit Office to examine the accounts at any reasonable time and shall furnish oral or written explanations of the account if required.  The Department reserves the right to have such staff or agents carry out examinations into the economy, efficiency and effectiveness with which the Contractor has used the Department's resources in the performance of this Contract.
1. [bookmark: _Toc507749083]Invoicing
3. [bookmark: _Ref381028806][bookmark: _Ref381028819]Invoices shall be prepared by the Contractor monthly in arrears and shall be detailed against the expenditure headings set out in Schedule of Payments.  The Contractor or his or her nominated representative or accountant shall certify on the invoice that the amounts claimed were expended wholly and necessarily by the Contractor on the Service in accordance with the Contract and that the invoice does not include any costs being claimed from any other body or individual or from the Department within the terms of another contract.
3. Invoices shall be sent (within 30 days of the end of the relevant month) to Department for Education (STA), PO Box 407, SSCL, Phoenix House,  Celtic Springs Business Park, Newport,NP10 8FZ, quoting the Contract reference number.  The Department undertakes to pay correctly submitted invoices within 10 days of receipt. The Department is obliged to pay invoices within 30 days of receipt from the day of physical or electronic arrival at the nominated address of the Department.  Any correctly submitted invoices that are not paid within 30 days may be subject to the provisions of the Late Payment of Commercial Debt (Interest) Act 1998.  A correct invoice is one that: is delivered in timing in accordance with the contract; is for the correct sum; in respect of goods/services supplied or delivered to the required quality (or are expected to be at the required quality); includes the date, Contractor name, contact details and bank details; quotes the relevant purchase order/contract reference and has been delivered to the nominated address. If any problems arise, contact the Department's Contract Manager. The Department aims to reply to complaints within 10 working days. The Department shall not be responsible for any delay in payment caused by incomplete or illegible invoices.
3. The Contractor shall have regard to the need for economy in all expenditure.  Where any expenditure in an invoice, in the Department's reasonable opinion, is excessive having due regard to the purpose for which it was incurred, the Department shall only be liable to reimburse so much (if any) of the expenditure disallowed as, in the Department's reasonable opinion after consultation with the Contractor, would reasonably have been required for that purpose.
3. If this Contract is terminated by the Department due to the Contractors insolvency or default at any time before completion of the Service, the Department shall only be liable under Clause 2.1 of this Schedule 2to reimburse eligible payments made by, or due to, the Contractor before the date of termination.
3. [bookmark: _Ref381029333]On completion of the Service or on termination of this Contract, the Contractor shall promptly draw-up a final invoice, which shall cover all outstanding expenditure incurred for the Service.  The final invoice shall be submitted not later than 30 days after the date of completion of the Service.
3. [bookmark: _Ref381029348]The Department shall not be obliged to pay the final invoice until the Contractor has carried out all the elements of the Service specified as in Schedule 1.
3. [bookmark: _Ref381029361]It shall be the responsibility of the Contractor to ensure that the final invoice covers all outstanding expenditure for which reimbursement may be claimed.  Provided that all previous invoices have been duly paid, on due payment of the final invoice by the Department all amounts due to be reimbursed under this Contract shall be deemed to have been paid and the Department shall have no further liability to make reimbursement of any kind.
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[bookmark: _Toc507749084]Schedule 2 – Annex 1 – Payment Schedule
To be invoiced monthly in arrears using the amounts and algorithm detailed in Schedule 2, Annex 1. Payment will be authorised once the Contract Manager has checked the amounts charged are correct.
	Month: 

	Invoice date:

	September
	1 October

	October 
	1 November

	November 
	1 December

	December 
	3 January

	January 
	1 February

	February 
	1 March

	March 
	1 April

	April 
	1 May

	May
	1 June

	June 
	1 July

	July 
	1 August

	August
	1 September



[bookmark: _Toc507749085]Schedule 3 – Service Management
1. [bookmark: _Toc507749086]Service Levels
4. [bookmark: _Ref381834846]Service Levels are as follows:
	Inbound Call Response:

	At least 90% of inbound calls to the helpline, for any single Working Day, are answered by an operator within 15 seconds, provided that call volumes for the relevant day are no more than 10% greater than the day forecast set out in the forecast schedule for that month.

	Abandoned Calls:

	Abandoned calls, for any single Working Day, must not exceed 5% of calls (excluding calls which are abandoned within 15 seconds or less), provided that the volume of call for the relevant day is no more than 10% greater than the day forecast set out in the forecast schedule for that month.

	Complaints Acknowledgment:

	100% of all complaints received on any single Working Day acknowledged by email within 1 Working Day of receipt.

	Correspondence Acknowledgement:

	100% of correspondence (other than complaints) received by email on any single Working Day acknowledged using the equivalent media within one (1) Working Day of the date of receipt.

	Enquiry Resolution at First Contact:

	At least 85% of all calls received on any single Working Day to be resolved at first contact.

	Enquiry Resolution:

	100% of enquiries received on any single Working Day resolved by first or second line support or escalated to third line support within two (2) Working Days of receipt.

	Complaints Resolution:

	100% of all complaints received on any single working day to be escalated within 1 working day of receipt.



4. Performance against the Service Levels shall be calculated as shown below. All calculations shall be rounded to 1 decimal place.
Inbound Call Response
4. Performance against the Service Level shall be calculated as follows:
2. The number of inbound calls to the helpline answered by a helpline agent within 15 seconds of the first ring in each Working Day during helpline hours expressed as a percentage of the total number of inbound calls to the helpline during helpline hours in that Working Day.
Inbound call response service level = A/B*100
Where: 
A = number of inbound calls to the helpline answered by a helpline agent within 15 seconds of the first ring in each Working Day during helpline hours
B = total number of inbound calls during helpline hours in that Working Day
Abandoned Calls
4. An abandoned call for the purposes of this Service Level means a call during which the caller rings off after 15 seconds have elapsed but before the caller gets through to a helpline agent.
4. Performance against the Service Level shall be calculated as follows:
4. The number of abandoned calls to the helpline during helpline hours on a Working Day minus the number of calls abandoned within 15 seconds of the first ring on that Working Day, expressed as a percentage of the total number of inbound calls during helpline hours to the helpline in that Working Day.
Abandoned calls service level = (E-X)F*100
Where:
E = number of abandoned calls to the helpline in any Working Day
X = the number of calls abandoned within 15 seconds of the first ring on that Working Day
F = total number of inbound calls to the helpline in that Working Day
Complaints Acknowledgement
4. Performance against the Service Level shall be calculated as follows:
5. The number of complaints to the helpline on any Working Day by email, are acknowledged using the equivalent media within one (1) Working Day of the date of receipt by the Contractor of the complaint, expressed as a percentage of the total number of complaints to the helpline in that Working Day.
Complaints acknowledgment service level = I/J*100
Where:
I = number of all complaints to the helpline on any Working Day by email, are acknowledged using the equivalent media within one (1) Working Day of receipt by the Contractor of the complaint.
J = total number of complaints to the helpline in that Working Day.
4. Complaints that are escalated to the Department will not be included in this calculation.
Correspondence Acknowledgement
4. Performance against the Service Level shall be calculated as follows:
The number of all correspondence (other than complaints) sent to the helpline on any Working Day by e-mail that have been acknowledged using the equivalent media within one (1) Working Day of the date of receipt by the Contractor, expressed as a percentage of the total number of correspondence (other than complaints) sent to the helpline by e-mail in the Working Day.
Correspondence acknowledgement service level = K/L*100
Where:
K = all correspondence (other than complaints) sent to the helpline on any Working Day by e-mail that have been acknowledged using the equivalent media within one (1) Working Day of the date of receipt by the Contractor.
L = the total number of correspondence (other than complaints) sent to the helpline by e-mail in that Working Day.
4. Correspondence that is escalated to the Department will not be included in this calculation.
Resolution at First Contact
4. Performance against the Service Level shall be calculated as follows:
4. The number of calls on each Working Day that are resolved by helpline agents, expressed as a percentage of the total number of inbound calls to the helpline in that Working Day.
Resolution at first contact service level = M/N*100
Where:
M = the number of calls on each Working Day that are resolved by helpline agents.
N = the total number of inbound calls to the helpline in that Working Day.
Enquiry Resolution
4. Performance against the Service Level shall be calculated as follows:
11. The number of enquiries received on each Working Day resolved by first or second line support or escalated to third line support within two (2) Working Days of receipt of that enquiry, expressed as a percentage of the total number of enquiries received on the relevant Working Day.
Enquiry resolution service level = Q/R*100
Where
Q = number of enquiries on each Working Day resolved by first or second line support or escalated to third line support within two (2) Working Days of receipt of that enquiry.
R = the total number of enquiries received on the relevant Working Day.
Complaints Resolution
4. Performance against the Service Level shall be calculated as follows:
12. The number of all complaints to the helpline received on any Working Day that are resolved within five (5) Working Days of receipt by the Contractor, expressed as a percentage of the total number of complaints to the helpline received on the relevant Working Day.
Complaints acknowledgment service level = S/T*100
Where:
S = number of all complaints to the helpline received on any Working Day that are resolved within five (5) Working Days of the date of receipt by the Contractor
T = total number of complaints to the helpline received on the relevant Working Day.
[bookmark: _Toc507749087]Service Level Measurement
The Contractor shall capture performance data as required by each service level that enables reporting in accordance with the Department's requirements as notified by the Department to the Contractor from time to time.
[bookmark: _Toc381622561][bookmark: _Toc350414652][bookmark: _Toc507749088]Service Credits
The Contractor shall be deemed to have failed to meet a service level if its performance on any Working Day falls below any one or more service levels as set out in Clause 1.1 of this Schedule 3.
If the Contractor fails to meet or exceed any service level on any Working Day, it shall be liable to pay service credits to the Department as follows:
The first three failures within a calendar month shall incur no service credits. the Department reserves the right to vary or withdraw this concession at its absolute discretion;
The fourth failure and each subsequent failure within the relevant calendar month shall incur one (1) service credit per failure in accordance with the service credit allocation.
After the 4th failure of the Contractor to meet any service level in any calendar month any further failure to meet a service level will result in an amount of £150 per service credit being applied to the invoice applicable to the charges for that month.
The total value of service credits within a month shall not exceed 25% of the agreed charges for that month.
Each individual service level shall have a service credit allocation of one (1) service credit per Working Day. For the avoidance of doubt, the maximum number of service credits for which the Contractor may be liable in any one (1) business cay is seven (7) service credits.
At the end of each month, the Contractor shall report in writing to the Department which service levels have been missed and the total number of service credits to be applied by the Contractor in that month.
The Contractor shall reduce its monthly invoice to reflect the number of service credits incurred in that month.
The Contractor and the Department agree that the service credits have been agreed as a price reduction in the event that the Contractor fails to meet a service level, and therefore the Department’s right to receive service credits remains without prejudice, including the right to claim damages in respect of any losses suffered as a result of the Contractor's failure to meet a service level.
[bookmark: _Toc350414653][bookmark: _Toc381622562][bookmark: _Toc507749089]Exceptions to the Service Level Regime
If the number of enquiries received by the Contractor is above 115% of the number of enquiries set out in the forecast for that Working Day (applicable forecast), the Contractor shall not:
incur any service credits for the breach of a service level on that Working Day; or
have such a service level breach counted towards the number of service level breaches that incur service credits.
A service credit exception shall only apply to the Working Day on which the number of enquiries received by the Contractor exceeded the applicable forecast by at least 115%. The service credit regime will continue to apply from the Working Day immediately following the Working Day on which the service credit exception applied.
The Contractor shall continue to measure and report performance data against service levels during the Working Day that the service credit exception applied.
[bookmark: _Toc350414654][bookmark: _Toc381622563][bookmark: _Toc507749090]Remedial Action
Where ten (10) or more service credits are incurred by the Contractor in any one month, the Contractor and the Department will meet within five (5) Working Days of the month end. The purpose of this meeting is to review the reason for the failure to meet the service levels, and agree a remedial action plan to restore service levels to the levels set out in the contract.
The Contractor shall implement the remedial action plan at its sole cost. The remedial action plan is to be implemented within five (5) Working Days of agreement of the plan between the parties unless otherwise agreed in writing between the Department and the Contractor.
In the event that the Contractor and the Department receive on aggregate greater than twenty (20) complaints about the service in any one (1) calendar week, the Contractor and the Department will meet within five (5) Working Days to review the reason for the volume of complaints, and agree a remedial action plan to reduce complaints to a level acceptable to the Department.
The Contractor shall implement this plan at its sole cost within five (5) Working Days unless otherwise agreed in writing between the Department and the Contractor.
[bookmark: _Toc507749091]Management Information
Management Information will be supplied by the Contractor in accordance with Schedule 1.
[bookmark: _Toc507749092]Continuous Improvement
The Contractor shall ensure the Service is delivered with a focus on continuous improvement in accordance with Schedule 1.
[bookmark: _Toc507749093]Contract/Service Management
The Contract shall be managed in accordance with the requirements set out in Schedule 1.


[bookmark: _Toc507749094]Schedule 4 – Security Schedule
1. The Contractor shall comply with the security requirements of the Department and as described in Schedule 1, Paragraph 2.9.


[bookmark: _Toc507749095]Schedule 5 – Change Control Procedures
1. [bookmark: _Toc507749096]Principles
5. Where the Department or the Contractor sees a need to change the Services the Department may at any time request, and the Contractor may at any time recommend, such change only in accordance with the Change Control Procedure as set out in this Schedule 5.
5. Neither the Department nor the Contractor shall unreasonably withhold its agreement to any change.
5. Until such time as a change is made in accordance with the Change Control Procedure, the Contractor shall, unless otherwise agreed in writing, continue to supply the Services as if the request or recommendation had not been made.
5. Any discussions which may take place between the Department and the Contractor in connection with a request or recommendation before the authorisation of a resultant change to the Services shall be without prejudice to the rights of either party.
5. Any work undertaken by the Contractor, its sub-contractors or agents which has not been authorised in advance by a change to the Services and which has not been otherwise agreed in accordance with the provisions of this Schedule shall be undertaken entirely at the expense and liability of the Contractor.
1. [bookmark: _Toc507749097]Procedures
6. Discussion between the Department and the Contractor concerning a change to the Services shall result in any one of the following:
0. no further action being taken;
0. a request to change the Services by the Department; or
0. a recommendation to change the Services by the Contractor.
6. Where a written request for an amendment is received from the Department, the Contractor shall, unless otherwise agreed, submit a Change Control Note (CCN) to the Department within two weeks of the date of the request.
6. A recommendation to amend by the Contractor shall be submitted as a CCN direct to the Department at the time of such recommendation.
6. A model CCN is provided at Annex 1 to this Schedule 5.
6. Each CCN shall contain:
4. the title of the change;
4. the originator and date of the request or recommendation for the change;
4. the reason for the change;
4. full details of the change including any specifications;
4. the price, if any, of the change;
4. a timetable for implementation together with any proposals for acceptance of the change;
4. a schedule of payments if appropriate;
4. details of the likely impact, if any, of the change on other aspects of the Services; 
4. the date of expiry of validity of the CCN; and
4. provision for signature by the Department and by the Contractor.
6. For each CCN submitted the Department shall, within the period of the validity of the CCN:
5. allocate a sequential number to the CCN;
5. evaluate the CCN and, as appropriate;
5. request further information;
2. approve the CCN; or
2. notify the Contractor of the rejection of the CCN; and
5. arrange for two copies of an approved CCN to be signed by or on behalf of the Department and the Contractor.
6. A CCN signed by both parties shall constitute an amendment to this Contract pursuant to Clause 12.


[bookmark: _Toc507749098]Schedule 5 – Annex 1 – Change Control Note
	CHANGE CONTROL NOTE (CCN) – No [To be allocated by the Department]

	Contract name & No:
	

	Originator:
	

	Date of CCN:
	
	Expiry date:
	

	CCN Title
	

	1. Reason for change:

	

	1. Details of change (including specification where appropriate):

	

	1. Price (if appropriate) to include cost breakdown and payment schedule:

	

	1. Implementation timetable:

	

	1. Impact of the change on the Services:

	

	1. Required changes to the Contract (Clauses and Schedules):

	

	1. Authorised to sign for and on behalf of the Contractor:

	Signature:
	

	Name in CAPITALS:
	

	Position in Organisation:
	

	Date:
	

	1. Authorised to sign for and on behalf of the DfE:

	Signature:
	

	Name in CAPITALS:
	

	Position in Organisation:
	

	Date:
	




[bookmark: _Toc507749099]Schedule6– Notified Sub-Contractors
The Contractor shall not subcontract any part of the Service.  

[bookmark: _Toc507749100]Schedule 7 – Exit Management Plan
0. The Contractor shall prepare an Exit Management Plan for the Department to approve no later than 7th December 2018.

0. The Exit Management Plan shall, as a minimum, contain the information included in the example exit management plan at Schedule 7, Annex 1. 



Schedule 7 – Annex 1
TEMPLATE FOR EXIT MANAGEMENT PLAN
[Text in italics below is drafting guidelines for the bidder]
[bookmark: _Ref28064693][bookmark: _Ref3539659]
1. [bookmark: _Ref127425215]DOCUMENT HISTORY
[bookmark: _Toc332028952][bookmark: _Toc75062451][bookmark: _Toc75774287][bookmark: _Toc77591814][bookmark: _Toc81362431]
Document location
[Insert document location details.]
[bookmark: _Toc332028953]Revision history

[Insert details of the version history of the document. The initial Exit Management Plan is to be agreed by the time of contract signature, even if it needs subsequently to be amended to take account of changes to the Services or the System.]
	Version Number
	Issue/Revision Date
	Previous Revision Date
	Summary of Changes
	Changes Marked

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



[bookmark: _Toc75062452][bookmark: _Toc75774288][bookmark: _Toc77591815][bookmark: _Toc81362432][bookmark: _Toc332028954]
Required approvals

[Insert details of the required approvals.]
	Name
	Title
	Date of Issue
	Version

	
	
	
	

	
	
	
	


[bookmark: _Toc75062455][bookmark: _Toc75774291][bookmark: _Toc77591818]
[bookmark: _Toc332028955]
Distribution

[Insert distribution list.]
	Name
	Title
	Date of Issue
	Version

	
	
	
	

	
	
	
	



[bookmark: _Toc332028956]
1. PURPOSE
This Exit Management Plan sets out the parties’ obligations with regard to facilitating the orderly transfer of the Services during the Exit Phase and the treatment of any relevant assets, materials, software, data, subcontracts and people to a Successor Operator (including STA), on the expiry or termination of the Agreement or of any Service.
This Plan will cover ‘Routine’ Exit (including Exit on Termination for Convenience), Exit for Termination and Exit for Partial Termination including the various scenarios that may lead to Termination identifying the implications of these and the actions that shall be required to be undertaken as a result of Termination at the various stages. 
Within each Exit scenario, there are two different types of exit activity:
A. those that are foreseeable, predictable and capable of being planned in detail as it relates to the “fixed” activities that will always take place on exit, irrespective of the cause or nature of the exit, and
B. individual services that may or may not be used, depending on the cause or nature of the termination, the point in the test cycle when termination occurs and the appetite of any incoming supplier to take advantage of them.
This Exit Management Plan is divided into the following principal sections:
Section 1: Document History
Section 2: Purpose
Section 3: Exit Management Structures
Section 4: Required actions
Section 5: Timetable
Section 6: Charging arrangements
1. EXIT MANAGEMENT STRUCTURES
This Section 3 describes the management structures and processes to be followed by the parties in order to facilitate the orderly transfer of the Services to a Successor Operator.
[Describe the governance arrangements that will apply to any exit from the Agreement. The parties need to legislate in advance for exit project meetings, liaison with potential Successor Operators, content and frequency of progress reports and so on. Effective project management and reporting during the Exit Phase is regarded by STA as important as project management of the initial implementation and normal “business as usual” governance during the term of the contract.

It may be the case that different structures are required to deal with “routine” and “emergency” exit. A “routine” exit would be one such as contract expiry or termination for convenience by STA, where there is ample time to plan ahead. An “emergency” exit would be one where STA is terminating for non-performance or force majeure, which might therefore mean that timescales need to be shortened and reporting increased, if the Supplier is unable to provide the full level of exit assistance that might ideally be required.]

Exit Project Board
[State the composition of the Exit Project board, the frequency and agenda for its meetings, and the path for escalation of unresolved issues.]

Exit Project Reporting
[State the reports required for the purposes of effective monitoring and management of the Exit Project, including their content, frequency and distribution.]

1. REQUIRED ACTIONS
This Section 4 describes the specific actions required in order to facilitate the orderly transfer of the Services to a Successor Operator. It is divided into the following sub-sections:
Subsection 4.2: Supplier Assets
Subsection 4.3: Systems and Software
Subsection 4.4: Data
Subsection 4.5: Contracts
Subsection 4.6: Documentation
Subsection 4.7: Training and knowledge transfer
Subsection 4.8: Staff matters
[Drafting note: this section will contain the real substance of the Exit Management Plan, in terms of the specific action required, assets to be transferred, contracts to be novated, training to be provided and so on. This template sets out the main headings that STA would normally expect to be addressed – there may of course be others that are specific to the particular engagement – but the whole section needs to be populated by the parties. It is emphasised that these obligations will not solely be Supplier responsibilities. Where there are any dependencies to be fulfilled by STA or the Successor Operator, these must be clearly spelled out as well.]
Supplier Assets
 [List the principal assets (including computer hardware and other equipment) used wholly or mainly in the provision of the Services, and indicate in each case whether these are “exclusive assets” or “non-exclusive assets”. By “exclusive assets”, we mean any assets that are used solely for the provision of services to STA, which can therefore be transferred to STA if STA so wishes. By “non-exclusive assets”, we mean assets that are not used solely for STA. Indicate in each case whether the asset in question will be assigned to STA. If any asset is not to be assigned to STA, but STA wishes to continue to have access to and use of it (e.g. on a rental or licence basis), the terms of such use will be agreed and documented here.]
Systems and Software
[Describe the specific steps required to ensure the effective migration of systems from the Supplier to a Successor Operator. These might include, for example, requiring the Supplier to analyse and provide information about capacity and performance requirements, generate computer listings of all relevant Source Code, and assist with parallel running, as well as the physical transfer of hardware and of copies of software. Deletion of STA software from Supplier systems will also be relevant.
The following list of bullet points is taken from the Exit Schedule that forms part of the model ICT Services Agreement published by OPSI and is (c) Crown Copyright. The Supplier and STA will agree a finalise the narrative against each bullet using information provided in the bidder’s successful tender
· ceasing all non-critical Software changes (by agreement with STA);
· notifying subcontractors of procedures to be followed during the Exit Phase and providing management to ensure these procedures are followed;
· providing assistance and expertise as necessary to examine all operational and business processes (including all supporting documentation) in place and re-writing and implementing processes and procedures such that they are appropriate for use by the Successor Operator after the Exit Phase;
· delivering to STA the existing systems support profiles, monitoring or system logs, problem tracking/resolution documentation and status reports all relating to the 12 month period immediately prior to the Exit Phase;
· providing details of work volumes and staffing requirements over the 12 month period immediately prior to the Exit Phase;


· with respect to work in progress as at the end of the Exit Phase, documenting the current status and stabilising for continuity during transition;
· providing STA with any problem logs which have not previously been provided to it;
· providing assistance and expertise as necessary to examine all governance and reports in place for the provision of the Services and re‑writing and implementing these during and for a period of 12 months after the Exit Phase;
· providing assistance and expertise as necessary to examine all relevant roles and responsibilities in place for the provision of the Services and re-writing and implementing these such that they are appropriate for the continuation of the Services after the Exit Phase;
· reviewing all Software libraries used in connection with the Services and providing details of these to the Successor Operator;
· making available to the Successor Operator expertise to analyse training requirements and provide all necessary training for the use of tools by such staff as are nominated by STA (acting reasonably) at the time of termination or expiry;
· assisting in establishing naming conventions for the new production site;
· analysing and providing information about capacity and performance requirements, processor requirements and bandwidth requirements, and known planned requirements for capacity growth across these areas;
· generating a computer listing of all relevant Source Code in a form and on media reasonably requested by STA;
· agreeing with STA a handover plan for all of the Supplier’s responsibilities as set out in the STA Security Policy as set out in Schedule 12, and co-operating fully in the execution of the agreed plan, providing skills and expertise of a suitable standard;
· delivering copies of the production databases (with content listings) to the Successor Operator’s operations staff (on appropriate media) as reasonably requested by STA;
· assisting with the loading, testing and implementation of the production databases;
· assisting in the execution of a parallel operation until the effective date of expiry or termination of this Agreement;
· in respect of the maintenance and support of the System, providing historical performance data for the previous 12 months prior to the Exit Phase;
· assisting in the execution of a parallel operation of the maintenance and support of the System until the end of the Exit Phase or as otherwise specified by STA;
· providing an information pack listing and describing the Services for use by STA in the procurement of replacement Services;
· answering all reasonable questions from STA or its Successor Operator regarding the Services;
· agreeing with the Successor Operator a plan for the migration of all STA Data and databases, and co-operating fully in the execution of the agreed plan, providing skills and expertise of a reasonably acceptable standard;
· [bookmark: _Ref24527563]providing access to the Successor Operator until the expiry of six months after the Exit Phase for the purpose of the smooth transfer of the Services:
· [bookmark: _Ref24278149]to information and documentation relating to the Services that is in the possession or control of the Supplier or its subcontractors (and the Supplier agrees and shall procure that its subcontractors do not destroy or dispose of that information within this period) including the right to take reasonable copies of that material; and
· following reasonable notice and during the Supplier’s normal business hours, to members of the Supplier’s personnel who have been involved in the provision or management of the Services and who are still employed or engaged by the Supplier or its subcontractors.]
Data
[Describe the specific steps required to ensure the effective transfer of data from the Supplier to a Successor Operator. These might include, for example, agreement of interfaces, formats and security requirements for data transfer, as well as the actual physical or electronic transfer itself, and arrangements for the deletion of data from the Supplier’s systems at a future point.] 

Contracts
[List the material contracts and subcontracts that the Supplier has with third parties, and which have to be assigned or novated to the Successor Operator in order to ensure continuity of service. State in each case exactly what the subject-matter is, and what steps are to be taken by the Supplier to ensure that STA continues to receive the benefit of the arrangement.] 
Documentation
[List the documentation that STA requires to be provided to the Successor Operator, including business process manuals, software documentation, security and quality plans etc. This section might also include requiring the Supplier to provide assistance to examine all ICT, operational and business processes under the existing agreement, and revising them as necessary for use by the Successor Operator after the Exit Phase.] 
Training and knowledge transfer
[Describe what the Supplier will do in terms of the provision of training and knowledge transfer to the Successor Operator.] 
Staff matters
[Specify which Supplier staff, if any, are expected to transfer across to the Successor Operator, and provide any relevant information required for TUPE and HR purposes.] 
1. TIMETABLE AND MILESTONES
[The timetable for the exit and transition project, including completion of the specific actions and dependencies set out in Section 4, will be set out here including a detailed exit project plan. This section is to detail any specific milestones that are to be achieved as part of the Exit Project, together with the relevant completion criteria.
1. CHARGING ARRANGEMENTS
[The agreed basis of charging for all aspects of exit assistance, and any other financial arrangements such as apportionment of annual payments made in advance under Transferring Agreements.]
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