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Table 1
Response Summary 
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Table 2
Business continuity team
 

	Role
	Name
	Mobile phone number
	

	Chair
	
	
	

	Deputy chair
	
	
	

	
	
	
	

	
	
	
	Genesys teleconference Number:

	BC focal points
	
	
	

	
	
	
	

	
	
	
	PIN: xxxx (preceded and followed by * key)

	
	
	
	

	Team reps
	
	
	

	
	
	
	Default meeting times: xam and xpm

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	See table 7 for Incident log  

	
	
	
	

	
	
	
	

	
	
	
	

	Communications
	
	
	

	
	
	
	

	
	
	
	

	Secretariat
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Business critical activities 


	Urgent activities
(priority order)
	Point of failure
	Resources required
	Dependencies

	Risks 

	
	
	[bookmark: People]People
	Accommodation
	IT
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Restoring business critical activities 


	Critical activity
	Recovery actions
	Timescales
	Action owner
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Staff communications – Phone tree 

COMMUNICATION FLOW



	Level 1
	Level 2
	Level 3
	Level 4
	Level 5

	Divisional Director
Mobile Number
	Team Leader
Mobile Number
	Team Manager
Mobile Number
	Manager	
Mobile Number
	Team Member
Mobile Number

	
	
	
	Manager	
Mobile Number
	Team Member
Mobile Number

	
	
	Team Manager
Mobile Number
	Manager	
Mobile Number
	Team Member
Mobile Number

	
	
	
	Manager	
Mobile Number
	Team Member
Mobile Number

	
	
	Team Manager
Mobile Number
	Manager	
Mobile Number
	Team Member
Mobile Number
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Table 6



General Useful Contact Information

	Role
	Contact Details

	HR Advice
	0300 470 3000

	Customer Contact Centre
	0300 123 5000

	Operations BC Lead
	07979 727 081

	Highways England Interserve Facilities Helpdesk
	0300 470 2323

	Central BC Team
	07710 065 619

	PAM (employee assistance)
	0800 882 4102
www.pamassist.co.uk
Username: Highways England
Password: highways1

	IT Helpdesk
	0344 863 1221

	BC Staff Information Line on staff access pass
	0800 092 2325
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Table 7
Incident log

	Brief description of decision/action
	Action assigned to
	Action due by
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BC team meeting - Agenda


1. Brief overview of situation
· Including updates from customer operations if a regional alert or crisis has been declared at the local RCC
· Including updates from the central BC team if a national alert or crisis has been declared


2. Staff welfare / health & safety 


3. Actions update (see incident log)


4. Updates from teams
· Review of business critical activities, including availability of resources
· Discussion of any new risks/threats to business
· Review of non-business critical activities


5. Communications 
· Review of communications published so far and those due to be published before the next meeting.


6. Any other business


7. Time of next meeting
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Table 9
Office CRIP
Division:						CRIP issue number:
Date:							Time:
Prepared by: 					Contact number:


1. Summary
Include an up to date summary of the overall picture. It should include:
· Any health, safety or welfare issues affecting staff in the division
· What business critical activities have been affected
· Whether the situation is stable or getting worse
· Whether there is an estimated time for resumption of business

(Keep this section succinct and remove old information when reissuing)

2. Other external issues and incidents of interest (non-Highways England)
Include details of any significant external issues or incidents that may involve the business.

3. People and Logistics (Highways England and supply chain)
Include details of any current or potential issues, including people or equipment shortages.

4. Media and Comms issues
Include a summary of media and communications work carried out, as well as feedback of any media coverage that has been picked up.

5. Forward Look
Include key risks and issues that may affect the division over the next 48 hours.

6. Time of next CRIP


Notes for completing plan 
(You don’t need to print these pages once your plan is complete)


1.1 Activating your business continuity plan
This plan can be activated:
· When a disruption has occurred (eg fire/flooding in a building)
· When it’s likely that a situation will occur and will affect the business (eg severe weather, flu pandemic).  

If the disruption affects only your area of the business (eg loss of a critical supplier) you may decide to activate your own plan without involving other teams.  Inform the building BC lead if it is likely that other areas of the business will be affected or the situation is likely to result in a regional or national alert/crisis.  
 
Where the disruption is nationwide or building wide (eg IT network loss, severe weather), the building BC team will lead the response.  


1.2 BC Focal Points
Your division’s representative is responsible for relaying details about the disruption to your divisional director.  Your focal point will also ensure that the building BC team are aware of the measures needed to enable your critical activities continue (eg allocated space at another location).  Your focal point can be any grade, but must be a decision maker who has the authority to act on behalf of the division. 

Your BC focal point will need a copy of your critical tasks to hand as well as contact details of your division’s BC team, external suppliers and stakeholders that would need to be contacted quickly during a major disruption. 


1.3 Reviewing your plan
This plan should be reviewed every 6 months, in accordance with best practise.  Any changes should be approved by the divisional director.  The date the plan was approved and the date of the next review should be recorded on page 1 (the title page) as this information is required for the stewardship report.  BC plans are tested annually.  


2.1 BC team membership (Table 2)
Your team should consist of:

· Chair (usually the divisional director)

· The BC focal points

· Representatives from each team in your division, if appropriate.  In small divisions, you may decide to include representatives for each of your critical tasks, but it can be more difficult to get larger groups of people together. 

· Communications officer to issue updates to any suppliers and other stakeholders as well as staff.

· Secretariat to call the team together and record key decisions/actions.  If appropriate the secretariat could also undertake the communications role) 

You should nominate at least one alternative for each post in case members are unavailable.


2.2 Convening the BC Team 
· The best way to convene your division’s team is by teleconference.  You may find it helpful to pre-agree which number you will use and to record this on your BC team list (table 2).

· It’s also helpful to pre-agree the times you will hold the tele-conference, so that when a major disruption occurs, you have a default meeting in place.  You can also record these times on your BC team list (table 2).

· If the building is evacuated, the building BC team have a designated meeting point to enable immediate decisions to be made.  You may wish to decide to gather your division’s team together every time the building is evacuated so that you can begin planning how to manage your critical activities.

· It will be useful to record key decisions and actions the team make.  An incident log is set out in table 7. 

· A standard meeting agenda is set out in table 8 to use if required.
3. Business critical activities (Table 3)
Please use your mouse to hover over each heading on table 3 for more guidance on completing each of the boxes.
To add additional rows use the tab key from the final row which will automatically create another row.

· Identify your business critical activities.  You also need to consider the products, services and processes needed to deliver them and take account of extra activities that are generated as a result of the disruption (eg backlogs).

· The definition of a critical activity is one that could result in a ‘very high’ or ‘high business impact’ if they are not resumed within the first 36 hours of a disruption.  The table in Annex A provides more detail on the impact levels.

· As a minimum, you should record any activities that could result in a ‘high’ impact (or above) within one week of the disruption but you can go on to list tasks with a ‘medium’ impact within 2 weeks of the disruption. 

· Some business activities are seasonal or relate to a specific time period (eg winter, April, end of the month).  If, during the period they usually occur, the loss of these activities would have a high business impact then they should be listed on the table with the specific time period recorded.

· There are very few business critical activities across the organisation within the first 36 hours of disruption.

· Plans should be proportionate to the level required by the business e.g. if working from home is an acceptable solution then the plan will be proportionately smaller than a plan that requires teams of people to be relocated etc.

· If you decide a business critical activity can be delivered by homeworking, ensure that the person responsible for this task already has the necessary equipment (laptop, blackberry, suitable space).  If an incident occurs it is unlikely that new IT kit will be immediately available.

· It is unlikely that there is sufficient space at the local RCC for all displaced staff.  Therefore requests to work from the RCC will be approved by the building BC lead to ensure that the most urgent tasks are given priority.  The building BC team will make the arrangements with the local RCC.   




4. Actions required to restore business critical activities (Table 4)
Please use your mouse to hover over each heading on table 3 for more guidance on completing each of the boxes.
To add additional rows use the tab key from the final row which will automatically create another row.

· List the steps required to restore the activity and return to business as usual, listing ideal timescales and the people responsible for ensuring the steps are followed (these may be team reps on your BC team).   

· List the individuals who will complete the task (if different from the person responsible for ensuring the task is completed).  Rather than list everyone in the team, it may be more appropriate to list a few people who are already able to work from home or who can transfer to another location easily. 

· If you identify ‘deputies’ for activities (particularly people who don’t usually perform a task or people from other divisions) ensure they have access to the necessary information – including SHARE folders and emails – and any IT systems.  Check these people still have access every 6 months, as part of the regular BC plan review. 

· If appropriate, list the actions that would be taken in different scenarios.  For example the actions may differ if the incident relates to a loss of building rather than a loss of staff.   

· You can include SHARE links to important documents on the table.  However, you should consider how the document would be retrieved if there is a loss of IT.

· When considering timescales, ensure this allows sufficient time for relocation to other accommodation (eg another office, RCC), if required

· Include any suppliers/contractors that are required to deliver the critical task and how you will communicate changes to them.

· Some business continuity events also affect our suppliers (eg flu pandemics, fuel shortages). Your supplier should have their own BC plan.  You should check that this is reviewed regularly and that the tasks and timescales are aligned with your BC plan. 

5.  Communications (Table 5)

· Line managers should have already agreed how contact will be made with individual team members (generally, staff agree to contact their line manager in an emergency).  These arrangements can be used when managing a business continuity event.

· You should list all the members in your division and show who is responsible for informing them of your BC team’s decisions.  Either an organisation chart or simple list can be used to record this information.

· The example depicted is hierarchical but is not based on our grade structure.  It simply shows who each line manager informs (regardless of grade).

· Table 6 can be used to create a record of the people you might need to contact in an emergency (eg suppliers, stakeholders, staff from other divisions.  A few suggestions have been included.   

· Please note that this plan is not a restricted document and therefore it may not be appropriate to record personal contact details on this form.  Work mobile and Blackberry phone numbers are ideal as desk phones may not work if there is a power loss to the building or a building evacuation.

· If you need to update various stakeholders with information about the situation, you may find it helpful to produce a CRIP (‘commonly recognised information picture’).  This will ensure information can be communicated consistently both internally and externally, especially if the disruption is escalated to regional or national level.  If required, the information you record on the CRIP will also provide a good summary of the situation for our press officers.  

· A simple version of a CRIP is set out in table 9.  The link to the SHARE document is here: http://share/Share/LLISAPI.dll?func=ll&objaction=overview&objid=28571581

If you don’t have access to IT, colleagues in other locations could produce an electronic version of the CRIP and email it to relevant stakeholders on our behalf. 



[bookmark: AnnA]						Annex A

Definitions of impact levels

	Category
	Low impact
	Medium impact
	High impact
	Very high impact

	Reputational
	· minimal public criticism 
of Highways England
	· public criticism of 
Highways England
	· criticism of Highways 
England in parliament

· some public criticism  
across a small number of print and broadcast media                                                                          
	· strong criticism of 
Highways England by parliament requiring the Secretary of State to make an oral statement in parliament  

· widespread public 
criticism (ie over 3 to 4 
weeks, across the spectrum of print and broadcast media)
                                                              

	Financial
	· affect current year annual 
admin forecast by £1 million 

· affect current year annual 
programme or capital forecast by £3 million
	· affect current year annual 
admin forecast by £2 million

· affect current year annual 
programme or capital forecast by £10 million
	· affect current year annual 
admin forecast by £3 million 

· affect current year annual 
programme or capital forecast by £19 million
	· affect current year annual 
admin forecast by £5 million 

· affect current year annual 
programme or capital forecast by £25 million


	Business objectives
	Events that could impact on the delivery of major business outcomes 

	Events that could seriously impact on the delivery of major business outcomes
	Events that would seriously impact the delivery of major business outcomes 
	Events that would lead to non-delivery of major business outcomes 

	
	
	
	
	




BC team actions


Convene BC team 


Review business critical tasks 


Review non-critical business tasks


Maintain incident log


Comms:
staff
suppliers  stakeholders
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