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Part A: Order Form

Buyers musi use this templaie order form as the basis for all Call-Off Contracts and musi
refrain from acoapling a Supplier's prepopulabed version unless il has been carelully checked

_sgainst lemplate drafing.
Platform service 1D number SO5ASE00E481214 & JESB1BG5I5IH00E
Call-Off Contract reference DDaT23454
Cal-of Comtract tithe Cloud POSIT
Cloud access to POSIT servers which
allows Analysts display R based

Call-0ff Contract description dashboardswebapps.

Start date Friday 8" December 2023

Expiry date 8" December 2025

Call-Of Comntract valus £51_TE2 .00 Exciuding VAT

Charging method BACS

Purchase order mamber To Follow

This Order Form is issued under the G-Cloud 13 Framework Agreement (RM1557.13)

Bauyans can use tis Order Form 10 specily thair G-Cloud sendca requinsments whan plating
an Qrgar.

+4420T2188117

There are terms in the Call-0OF Contract that may be defined in the Order Foem. These ane
dentiied in the contract wiln square brackets.

CFRCIA
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CBAS team
From the Buyer =
S8 Wheichall Place

L ioarschon,

SWI1A ZEG

Departmenl Tor Enargy Secuwiily & Nel Zero

lumping Rvers Lid
Helx

To the Supplier
) Science Square
Hewcastie Lipon Tyne
HE4 5TG

United Kingdom

Company number: 10113360

Topather the ‘Panies’

Principal contact details

For the Buyer:

For the Supplier:
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Call-Off Contract term

Start daie Ths CallOf Contract Starts on 084 22023 and is valid for 24
manths.

Ending The notice period for the Supplier needed for Ending the Call-On

{termination) Confract is at least 90 Working Days from the date of written nofice

for undisputed sums (a5 per clawse 18.6)

The notice period Tor the Buyer is a masimum of 30 days from the
daile of wrillen nalice for Ending wilhoul cause (as per dause
18.1)

Extension peried Mot Applicabde

Buyer contractual details

This Order is for the G-Cloud Senvices oufined below. It 5 acknowiedged by the Parties that
the velume of the G-Cloud Services used by Ihe Buyer may vary during this Call DI Conlrael

G-Cloud Lot This Call-Off Contract is for the provision of Services
Under:

L Lot 2: Cloud software
L] Lot 3: Clowd Support

G-Cloud Services The Services to be provided by the Supplier under the

CFRCIA
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required abowve Lot are listed in Framework Schedule 4 and outlined
beilow:

- Posit Licenss - Poslt Connect - 100
named users [Standard) — 24 months.

L] Health Check {Standard) - This would be
for your Posit Connect product only and would
be a bespoke Posit Health Check unless
othenwise identified in a call,

Pasil Licenss punchase thfough GCloud-13 details; Lol 2
Gloud Software = Posit Licenss (previously RStudio)
Sanvice |D 3053 5692 6481 214

Heallh Check purchase though GCioud-13 details; Lot 3
Cloud Support > Posit Health Check: Post installation
(prestausly RSudio) > Servicae |0 26656 1665 3533 094

Additional Services Mot Applicabie
Location The Services will ba delivened remobaly to e Buyer.
Cruality Standards The: quality standards required for this Call-Off Contract ane

for the sarvices to be delvered In sccordance with
generally accepied indusiry practice:

Technical Standards: The technical standards used as a reqguiremeant for this Call-
Off Contrac! are for the sendices to be delvered in
accordance with genarally accapted industry pracios_

Service level agreement: The serice level and availability criteria required for this
Call-ON Conbract ane 88 gal oul in the Supplier's Senics
Definition and Service Description

Onboanding The onboarding plan for this Call-0ff Conbract & as set out
in the Suppliers Serace Definition and Service Descripbon

Offboarding The afftcarding plan for this Call-08 Conbract s as sef ouf in
Ihe Supplier's Service Definition and Service Description.

Collaboration agresment Mot Applcabls
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Limit on Parties’ liability

Defaults by either party resalting in direct loss to the property
[nchuding iechnical infrastruchure. assets or equipment but
excluding any koss or damage bo Buyer Data) of the ofher Party
will niot axceed 123% of the Chanjes payable by e Buyer 1o
Ihe Supplier during the Call-Of contrac banm.

The arnual fotal liability of the Supplier for Buyer Data Defaults
resulting in direct loss, destruction, cormugtion, degradatian or
amage to any Buyer Data will not excesd tha greater of

£51 762 00 Ex VAT or 125% of ihe Charges payabis by e
Buyes 1o the Supglier during the Cal-Of Cordract Tem.

The annual iotal liabilty of the Suppher for all other Defauls
will not exceed 125% of the Charges payable by the Buyer to
the Supplier during the Cal-OMT Confract Tesm.

The Supplar insurance(s) requined will be:
& & minimum insurance period of 8 years Talowing the
expration or Ending of this Cal-Off Contract
® professional indemnity insurance cover bo be held by
the Supplier and by any agent, Subcontractor or
consultant imvolved in the supply of the G-Cloud
Services. This professional indemnity insurance cover
will Faave @ miindrmum limil of indesmnity of £1,000,000
for each indwidual claim or any higher limi the Buyer
requires (and as requined by Law)
® amployers’ liability irsurance with & minirmum limil of
£5,000, 000 ar any higher minimum Emit reguired by Law

Buyer's responsibilities

Nl Apphcakie

Buyer's equipment

Mot Apphcabie

Supplier's information

partners

Subcontractors or Mot Apphcable

Paymeni method | The paymenl melhod for this Cal.Of Corfract s BACS

Payment profile | The payment profile for this Call-Off Contract is Annually up front

Invaice detalls The: Suppiier wil Esue slscironic nvoices Annually up front. The Buyer
wil pay the: Supgplier within 30 days of receipt of a valid undisputed invoice,

CFRCIA
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Who and where to | Invoices will be sent ‘.:_
send involces lo
Imvoice All irvoices must modude a valid purchase= order rumber and reference:
informaticn DlaT23454
requined
Invoice frequency | Inepice will be sent to the Buyer Annually
Call-Off Contract The Call-Of Contract value for |a inikal 24-month duration shall not
walue excoed E31, 762,00 excluding VAT
Call-Off Contract | The breakdown of the Charges s
charges
EBT, {60
Totnl VAT 2% E10. 352 40
Total GEF P2 11440
Lall-Off Contract charges and payment

The Call-Off Conirad charges and payment details are in the lable below. See Schedule 2 for

a full breakdoan

Additional Buyer terms

Performance of the

Mot Applcable

amendmenis

Call-Ofn Contract
terms

talrefinements of the

Service

Guarantee Mot Applicabils
‘Warranties, Mot Applcabila
representations

Supplemental Mol Apphcabile
requirements in

addition to the Call-Off

terms

Alternative clauses Mol Apphcalbile
Buyer specific Mol Apphcable

Personal Data and
Data Subjects

Nof Apphcable
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Intellectual Property Mot Apphcabile

Social Vale

1 Formation of confract

1.1 By signing and retuming this Order Form {Part A), the Supplier agrees to enfer inlo a

Call-Cff Contract with the Buyer

12 The Parties agree that thay have read the Order Formn (Part A) and the Call-0f

Conlraci berms and by signing below agree (o be bound by this Call-.O Contract

13 This CallbOf Contract will be formed when fhe Buyer acknowledges receipt of the
signed copy of he Drder Form from the Suppler

14 In cases of any ambguity or conflict, the tenms and conditions of the Call-087 Contract

e Terms and
e Framework

Part B) and Order Fom (Part &) will supersade thosa of thea Su
Condiions &s per the order of precedence sat out in clause B.3 0
Agresment

2 Background 1o the agreament

21 The Supplier is & provider of G-Cloud Sarvices and agresd 1o provide the Sarvices
undad he ledms of Framesok Agreamenl number RM1S57.13

Signed Supplies Buyer

Hame

Title:

Signature

Date
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2.2  The Buyer provided an Order Form for Services to the Suppler.
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Customer Benefils
For each Call-Off Contract please complete a customer benefits record, by following this link:

S-Cloud 13 Customer Benafl Racod
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Part B: Terms and conditions

1. Cal-Off Contract Start date and length
11 The Supplier must start providing the Services on the dabe specified in the

Order Form.

12

13

1.4

21

This Call-Off Contract will expire on the Expiry Date inthe Order Form. 1wl be for up
io 36 manths from the Start dabe unless Ended earfier under dause 18 or exl=nded by
the: Buyer under clause 1.3

The Buyer can exiend this CalloOf Confract. with wrifien notice o the Supplier, by the
pariod in the Ordar Form, provided thal this iz within e madmum permittad under the
Framework Agreement of 1 period of up 1o 12 manths.

The: Parties must comply with the requinements under dauses 21.3 to 21.8 if the: Buyer
reserves the right in the Order Form to set the Term at more than 24 months.

2. Incorporation of terms
The Ballowing Framework Agreament clauses (including clauses and dafined lerms
referenced by them) &s modified under dause 2 2 are incorporabed & separabe Call-
Off Contract oblgations and apply betwaan the Suppler and the Buyer:

2.3 (Wamranbes and representations)
4.1 ip 4.8 {Liabiity)

410t 4.11 (IR3S)

10 (Force majeura)

53 {Continuing rights)

5.4 o 3.6 (Change of control)

5.7 (Fraud)

5.8 (Motice of frawd)

T {Transparency and Audit)

8.3 (Order of precedence)

11 (Refalionshig)

14 (Entire agresment)

15 (Law and jurisdiction)

16 (Legislative change)

17 (Bribery and comuption)

18 (Freedom of informaion Act)

18 (Promoling lax compliance)

20 (Official Secrets Act)

21 (Transher and subconiracting)

23 (Complaints handling and resolution)
24 (Conflicts of inleres] and ethical walls)
25 (Publicity and branding)

26 (Equality and diversity)

28 (Daia protection)

UK
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3 (Severabiity)

32 and 33 (Managing dispules and Mediation)
M (Confidentiality)

33 (Wakear and cumulative remedies)

36 (Corporate Social Responsibiity)
paragraphs 1 to 10 of the Framewoek Agreemant Schedule 3

2.2 The Framework Agresmend provisions in dause 2.1 will be modified as Tollows:

221 armderence o the ‘Framework Agreement will be a reference ta the ‘Call-Odff

222 gmhrm 0 'CGS or to 'CICS andior the Buyer' will ke a refenence to The
Lyar
223 armderence o the ‘Parties’ and a ‘Party’ wil be a reference to the Buyer and
Supplier 5 Parties under this Call-OfT Contract

23  The Parties acknowdedge that they are requined i complede the applicable
Annexes contained in Schedule 7 (Processing Data) of the Framework
Agresment for the purposes of this Cal-Off Contract. The applicable Annexes
being reproduced al Schiedule 7 of this Call-0f Conbract

24  The Framework &greement incorporabed clauses will be refemed (o as
incorporaied Framework clause ‘3¢, where ‘30(' is the Framework Agreement
clause number.

25  When an Order Form s signed, the lerms and condilions agreed in it wil be
Incorporated into this Cal-08T Coniract.

3. Supply of services

The Suppler agreas o supply the G-Cloud Sendcas and any AddRional Senvicas ungar
the teeme of the Call-CiT Contract and the Suppliers Application.

The Supplier undertakes that each G-Cloud Service will mesl the Buyer's acceptanoe
riteria, as defined in the Order Famm.

4. Supplier staff
41 The Suppler Stall must

4.1.1 be appropriabely sxperienced, qualified and irained o supply the Senices

CFRCIA
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4.7
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4.1.2 apply all due skiil, care and diligence in tadhfully performing those dulies

4.1.3 obay all lawhul Instructions and reasonabde directions of e Buyer and provide
he Servicas o tha reasonable salsfaction of the Buyer

4.1.4 respond bo any enguires about fhe Services as soon as reasonably possible

4.1.5 complete any necessary Suppher Staff vetiing as specfied by the Buyer

The Supplier must retain overall coniral of the Supplier S1all so tal they are nolt
considered bo be employees, workers, agents or contracions of the Buyer,

The Suppder may subsbbute any Supplier Staft as long as thay have the eguivalent
expefience and qualilications to the substituled stafl membsar.

The Buyer may condud IR35 Asssssments using the ES| ool o assess whether the
Supplier's engagement under the Call-Off Contract is Inside or Outside IRIS,

The Buyer may End this Call-Off Condract for Matenial Breach as per clause 18.3
hareunder i the Supplier is delivering the Sarvices Inside I35

The Buyer may need the Supplier io complete an Indicafive Test using the ES1 bool
before the Start date or at any time during the provision of Services to provide a
prediminary wew of whether the Services are baing delvenad Inskde or Outside IR, T
hé Supplar has completed the Indicalive Test, i mus! download and provide & copy of
the: PDF with the 14digit ES] reference number from the summary oulcome screen and

promgtly provide & copy 1o the Buyer.

It the Indicative Test indicates the delvery of the Sarvices could potentially be Inside
IR35. the Supplier musi provide the Buyer with all relevan informalion needead 1o
enable the Buyer o conduct its own IR35 Assessment

It it is determined by the Buyer that the Supplier is Outside IR, the Buyer will provide
the ESI reference number and a copy of the PDF io the Supplier.

3. Due diligence

51 Bath Parties agree that when entenng into a Cal-Off Coniract they:

5.1.1 have made their own enquities and are safisfied by the sceurscy of any
infermalion supplied by the alher Pary

5.1.2 are confident that they can fulfil their cbiigations. according io the Call-Off
Conkracl lesms

5.1.3 have raised all due diligence questons before signing the Call-Of Confract

UK
CFRCIA
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5.1.4 have entered nio the Call-Off Contract retyang on their cwn due dilsgence

6.  Business continuity and disaster recovery

The Suppler will have a claar business continuity and disastar recovery plan in their
Senvico Descriphions.

The Supplier's business conlinuity and disaster recovery sendces are par of the
Senvices and will be performed by the Supplier when requined

If requested by tha Buyer prior to entering into this Call-C4T Coniract, the Supolier must
ensure that its business continuity and dsaster recovery plan is conssient with the
Buyer's own plans

7. Payment, VAT and Call-Off Contract charges

m&mrmmwmmmfﬂm clauses T.2 o 711 for the Supplier's
dalivery of the

The Buyer will pay the Suppler within the number of days specifed in the Order Form
ion receipt of a valid invoice.

The Call-Off Coriract Charges include sl Changes Tor payment processing. Al nvoicas
submitted i the Buyer for the Services will be axclusive of any Managament Chargs.

If specified in the Order Fonm, the Supplier will accept payment for G-Cloud Sarvicas
by The Goverrement Procurement Card [GPC). The Supplier will be liable 1o pay any
marchant fea lenvied Tor using the GPC and must nol recover this change from the
Buyer

The Suppder must ensune that each invoice contains a detaliad breakdown of the G-
Cloud Senrdces supplied. The Buyer may requast the Suppler providas. furher
documentation to substanbate the invoice.

If the Suppliar enbars imis 8 Subcontract it must ansure thatl & provieon 18 included in
each Subcontract which specifies that payment must be made io the Subconiracion
within %) days of receipt of a valid nvoice.

T.7 All Charges payable by the Buyer o the Suppler wil includa VAT al the

approprisie Rabe.

Ta

T4

T.10

The Suppdier must add VAT to the Charges af the appropriate rate with visibility of the
amount as a separate lne fem.

The Suppier wil indemniy lhe Buyer on demand againsl any liabilily arizing from e
Supplier's failure o acoound for or o pay any VAT on paymenis made to the Supplier
under this Cal-Off Coniract, The Supplier must pay all sums io the Buyer at least 5
‘Working Days bedore the date on which the tax or other liability is payable by the
Buyer.

The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier

is enfitled fo End this Call-Odff Condract under clause 18,6 for Buyer's failure to pay
undisputed sums of money. Interest will be payabie by the Buyer on the late payment

CFRCIA
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of any undispuied sums of money propesly imvoices under the Late Payment of
Commearcial Debts (Imersst) Act 1998,

If there’e an irvaice dispules, Be Buyer must pay the undiepubed porion of he ameunt
and raburn the imeaica within 10 Working Days of the invoice date. The Buyer will
provide @ covering statemant with proposed amendments and the reason for any non-
payment. The Suppler must notify the Bayer within 10 Warking Days of recespt of the
returned invoice if it accepts fhe amendments. i it does then the Supplier must provide
arp

lacement valid invoice with the response.

712

81

L

D B0 the niature of G-Cloud Services it [sn'l possible in a stalic Order Fomm o exacily
afing the consumplion of services over the duration of the Call-O1f Contract. The
Supplier agrees that the Buyer's volumes indicated in the COrder Form ane indicative
onlty

8. Recovery of sums due and right of set-off

If a Suppkar owes money 1o the Buyer, the Buyer may deduct that sum from the Call-
Off Contract Charges,

9. Insurance

Thi Supplier will maintain the insurances required bry the Buyer including thosa In this
cause.

9.2 Thie Supplsr will ensune thal:

9.2.1 during this Cal-Off Confract, Subconiractors hold third pary publc and products
liakbility insurance of the same amounts that the Suppler would be legally liable
to pay as damages, ncluding the daimants costs and expenses, for accidental
death or bodily mjury and loss of or damage io Property, o a minimum of
£1,000,0:00

9.2.2 the third-party public and products liabiity ingurance conkains an Indemnity to
principals’ clausa for ha Buyer's banahl

9.2.3 sl agents and professional consultants imvobved in the Sendces hold professional
indeminity insurance to a mnimum indemnity of £1.000,000 for each individual
claim duning the Call-Off Goniract. and for & years after the End or Expiry Dabe

9.2.4 all agenls and professional consultanls imvolved in the Senvices hold employers
liahility imsurance (excepl where exampld under Law) to a minimum indemnity of

UK
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£5.000,000 for each individual claim during the Cal-Cff Contract, and for 6
yaars after tha End or Expiry Date

If requested by the Buyer, the Supplier wil ablain addilional insurance pelicies, ar
exterd exisfing policies bought under the Framework Agreement.

it requested by the Buyer, the Supplier wil provide the folowng to show compliance
‘with this clause:

9.4.1 a broker's verificalion of insurance
9.4 2 receipts for the msurance premium
9.4.3 evidenca of payment of the lalest premivms due

Insurance will nol relieve the Supplier of any Eabiliies under the Framework
Agresment ar this Cal-Cff Contract and the Supplier wilk

9.5.1 take all risk control measures using Good Industry Prachcs, including the
imvestigalion and reports of claims bo inswars

9.5.2 prompily notify the insurers in writing of any relevant materdal fact under any
Insurances

9.5.3 hold all Insurance policies and requine any broker amanging (he inswrancs 1o hald
any insurance slips and other evidence of iNswance

The Suppdier will not do or omit to do anything, which would destroy or mpair the legal
validity of the insurance.

The Suppler will notify S5 and the Buyer &5 soon as possible if any insurance
paliches have been, of ame due lo be, cancelled, suspanded, Ended or nol reneved.

98  The Supplerwal be liable for the payment of amy:

9.8.1 pramiums, which it will pay promgptly
5.8 2 gucess or deductibles and will not be eniried to recover this from the Buyer

10. Confidentiality
The Supplier must during and alter the Term keep the Buyer fully indemnified agains!
ol Losges, damages, coals of expenaes and other lisbiliies (ncluding kegal fees)
arising from any breach of the Supplier's cbigations under incorporated Framewark
Agresment cause
34, The indemnity doesn't apply fo the: extent that the Suppler breach i due o a
Buyer's instruchon.

CFRCIA
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11.  Intellectual Property Rights
111 Save for the licences expressly granbed pursuant o Clauses 11.3 and 11.4,

neither Party

113

114

shall acquire any right. title or interesd in or bo the Intellectual Property Rights (1PR™s)
(whether pre-existing or created during the Call-Off Confract Term) of the other Party
of its icensors uniess siated otherwise m the Order Fomm.

Meilher Party shall have any right 1o use any of the olher Party's names. logos o irade
marks on &ny of its products of serdcas without the other Party's prior wiitten consent

The Buyer grants fo the Supplier a royalty-fres, non-exclusive, non-transferable licence
during the Call-Off Gontract Tenm to use the Buyer's or its reevant licensors Buyer
Diaka and relabed IR solely to the exbent necessary for providing the Sendces in
accordance with this Conlract, including the right to grant sub-licences b
Subooniraciors provided thal

11.3.1 any relevant Subcontractor has entered inlo a confidenbiality undertaking with
the: Supplier on substantially the same ferms as set out in Framework Agreement
clause 34 {Confidentality): ard

11.3.2 the Supplier shall nol and shall procure that any relevant Sub-Contracior shall
mat, withoul the Buyer's wiillen consent, use the licensed malarials for any other
purposa or for the benedit of amy person ciner than the Buyer.

Tha Suppler grants to the Buyar the kcence 1aken from its Suppler Tamms which
kcence  shall, 88 8 minmum, grant the Buyar & non-axciusive, non-ransfeable
Ecence during the Call-Off Contract Term to use the Suppler's or s relevant licensor's
IPR solely to the exient necessary o aocess and wse the Services in accordance with
this Call-Off Conbract.

11.5 Subject bo the limitation in Clause 24,3, the Buyer shall;

11.5.1 defiend the Supglier, ts Affiliates and Beensors from and againel any third party
elaim:

(@) alleging thal any use of the Services by or on bahall of the Buyer and/or
Buyer Users is m breach of applcabie Low;

(b} alleging that the Buyer Data wolates, miringes or misappropriates any rights
of a third party;

(&) arising Fam the Supslier's use of the Buyes Data in sceerdance wilh his
Call-Off Contract, and

11.5.2 in addition o defending in accordance with Clause 11.5.1, the Buyer will pay
e amaount of Losses awarded in inal judgment against the Supplar of tha
amound of any setilement agreed by the Buyer, provided that the Buyer's
obligations under this Clause 11,5 shall not apply where and to the extent
such Losses or third-party dlaim is caused by fhe Supplier's breach of this
Gonkract.

CFRCIA
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The Suppdier will, on writhen demand, fully indemmnify the: Buyer for all Losses which it
may incur ak any time from any claim of infringement or alleged infringemsant of a Bnind
party’s IPRs because of the:

11.8.1 rights granted io the Buyer under this Call-Off Contract

11.6.2 Suppliers parfomancs of the Sendcas

11.6.3 use by the Buyer af the Senices

H an IPR Claim is made, or is ikely to be made:, the Supplier will immadiately notfy the
Buyer in wriing and must at its own expense after writien approval from the: Buyer,
aithar:

11.7.1 modify he relevard part of the Services withoul reducing its: functionality or
performance

11.7.2 subsiitule Sandces of equivalent functionality and paromancs, 1o avoid the
infringemant ce the alleged infringement, as long &s there Is no sdditional cost
of burden 1o the Buyer

11.7.3 buy 8 bcance 1o use and supply the Senices which are the subject of the
alaged indringement, on ierms accapiabie 1o the Buyer

118 Clause 11,8 will nol apply if the: IPR Claim is. from:

11.6.1 the use of data supplied by the Buyer which the Supplier En't required to variy
under this Call-Off Conbract

11.8.2 other matenal provided by the Buyer necessary for the Services

IT the Suppliar does not comgly with tis clause 11, he Buyar may End this Call-Of
Contract for Maierial Breach. The Supplier will, on demand, refund the Buyer all the
maney paid for the afleched Services.

12. Protection of information
121 The Supplier must

12.1.1 compply wilh the Buyer's wiitten instructions and this Call-Of Coniract whean
Processing Buyer Persanal Data

12.1.2 only Process the Buyer Personal Data as necessary for the provision of the G-
Cloud Sanices or as requined by Law or any Regulatony Bogy

CFRCIA
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12.1.3 take reasonable steps io ensune that any Supplier Staff who have access o
Buyar Parsonal Data 8ot in compliance with Suppler's sacurty processes

12.2 The Supplisr must fully assiel with ary complaint of request for Buyer Personal Data

13.2

133

1385

13.8

including by:

12.2.1 providing the Buyer with full details of the complant or request

122 2 comphying with a dala access requast within the timescales in the Data
Protection Legisialion ard following the Buyer's instructions

12.2.3 providing the Buyer with any Buyer Personal Data it holds about a Data Subject
[within the timescales required by the Buyer)

12.2.4 providing the Buyer with any information requested by the Daka Subject

The Suppdier must get prior written consent from the Buyer o transfer Buyer Personal
Duaka o ary other person (induding any Subconiraciors) for the provision of the G-
Cloud Servces.

13. Buyer data
131 The Suppler musi not remove any proprietary nofices in the Buyer Daka.

The Suppder wil not store of use Buyer Data axcept if necessary 1o fulfl is
chligations.

If Buyer Data is processed by the Supplier, he Supplier will supply fhe data o the
Buyer as requesied

The Suppler must ensure that any Supplier systam that holds any Buyer Data is a
secure sysbem thal complies with the Suppliers and Buyer's security policies and all
Buyer requirerments in ihe Onder Farm.

The Suppdier will presene the ntegrity of Buyer Data processed by the Supplier and
prevent its comuption and loss,

The Supplier will ensure thal any Supplier sysiem which halds any protectively marked
Buyer Dala or other govemment data will comply with:

13.6.1 the principles in the Security Policy Framesswork:
hiftps: e o Ll mmenlipublicaions securil icy-framework and
ihe Government Security - Classification policy.
L AW G O pse T et/ pu blicationsgovermimen -s ecurity.-
Class@ CaRong
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1361;1!.*1.:11 mmmlmﬁntu hernmmnf Hmulﬂmmm on
Risk

Wﬂﬂ mﬂ H‘IM lmm and
Agsslbe Hilps: v noes . gov ukdsensilive-infarmation assets

13&3“Huﬂmd0mrﬁmaﬂrﬁuﬂ1uhﬂ:ﬁﬂ}lrtmmm anuﬂ

13.6.4 gevernmanl best practios in the design and implementation of system

comganents, induding network principles, security design principles Tor digital
l:nlnulnd memmibbq:rlﬂ

13.6.5 the security requirements of cloud services using the NCSC. Clowd Security
Principhes and accompanying guidanos:
h (VAN NCEC (RO, uidancadmphs menting-coud-security-principhkes

1366 Buyer requirements in respect of Al ethical standands.

13.7  The Buyer will specify any security requirements for this project in the Onder

It the Suppliar suspacts that the Buyer Data has or may become comupbed, lost,
breached of significantly degraded in any way for any reason, fhen the Suppber will
nalify the Buyer immediately and will (al its own cost i comuption, loss, breach or
degradation of the Buyer Data was caused by the action or omission of the Suppler)
comply with any ramedial action ressonably proposed Dy e Buyer.

The Supplier agrees lo use the appropriale organisational, operalional and
iechnological processes to keep the Buyer Data safe from unauthorised use or access,
loss. destruction. theft or dsdosure.

13.10 The prowisions of this clause 13 will apply during the term of this Call-ON Contract and

14.1

42

for as long as the Suppler holds the: Buyer's Data.

14. Standards and quality
The Supplier will comply with any standards in this Call-08 Conbract. the Ordar Fomm
and the Framework Agresment.

The Suppdlier will delver the Services in a way that enables the Buyer o comply with iis
chligations under the Technology Code of Praclice, which is at:
il haana. .l iansl=chn cosde-of. L -

Code-of-practics
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It requesied by the Buyer, the Supplier must, at its cwn cost, ensure that the G-Cloud
Sanrdoas comply with the reguiremants in the PSN Code of Practca.

If ary PSM Services ane Subeariracied by the Supplier, he Supplier must snaure thal
the: services have the relevant PBN compliance certificaion

14.5 The Suppler must immediately disconnect its G-Cloud Senaces from the PSM

¥ the PSN

16.2

163

Authority considers thens is a risk i the PSN's secunty and the Supplier agrees that
the Buyer and the PSM Authonty will not be liable for any actions. damages, costs, and
any ather Suppler liabites which may arise,

15. Open source
Al sofbware crealed for the Buyer musl be suitable for publicalion #s open source,
uniess otherwse agreed by the Buyer

It software needs to be cormvered before publication as open souwrce, the Supplier must
also provida the comverted format unbess othensise agreed by the Buyer.

16. Security
f requasiad 1o 4o 20 by ha Buyer, befiore enbanng inbo this Call-Of Conbract the

Supplier will, within 15 Worlong Days of the date of tis Call-Off Contract, develop (and
chiain the

Buyer's wrillen approval of) 2 Security Managemenl Plan and an Information Security
Managemant Systam. Aftar Buyer approval the Security Managemsant Plan and
Information Secuwrity Management Sysiem will apply during the Term of this Call-Cdff
Contract. Both plans will comply with the Buyer's secunty policy and profect all aspects.
and procestes associaled wilh the delivery of the Serdoas.

The Suppdier will use al reasonable enceavours, softwane and the most up-o-date
antivirus definitions avallable from an industry-sccepted antivirus software saller o
minimize the impact of Malcious Sofbwane.

I Malicious Software causes loss of operational efficiency or loss or corrugtion of
Sendice Data, the Suppher wil help the Buyer to mitigabe any losses and restone the
Senvices o operating efficency as soon as possible.

16.4 Responsibility for costs will be al the:

16 4.1 Suppler's expense if the Malicious Software onginates from the Supplier
software or the Service Data while the Senice Daia was under the coninol of
the Supplies, unless the Supglier can demonsirale thal il was already present,
not quarantined or identified by the Buyer when provided

CFRCIA
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16.4.2 Buyer's expense i the Malicious Software originates from the Buyer software or
thia Sanvica Data, whila the Serdce Data was undar the Buyers conkral

The Supgplier will immediately nelily the Buyer of sny breach of sseurity of Buyer's
Confidential Information. Where the breach cocurred because of a Supplier Default,
e Supplier will recoyar the Buyers Confidential Information however it may ba
recorded.

Ary syslem developiment by the Supplies should sl comply wilh the gowemment’s 10
Steps o Cyber Securily’ guidance:

It @ Buyer has requested in the Order Foam that the Supplier has a Cyber Essentials
cerificata, the Supplar must provide the Buyer with a valild Cyber Essentials certificale
[ior equivalent) required for the Services bafore the Start date.

17. Guaraniee
If thi= Call-Off Contract i conditional on receipt of & Guaranies that is accepiable to
ihe Buyer, the Supplier mist give the Buyer on of before the Starl date:

17.1.1 an execuied Guaranise in the form at Schedule 5

17.1.2 a certified copy of the passed resclution or board minutes of the guaramnbor
approving the execution of the Guaranies

18. Ending the Call-Off Contract
18.1 The Buyer can End this Cal-Off Confract at any time by giving 30 days’

written notice o the

Supplier, unless a shorter period is specified in the Order Form, The Suppler's
obligation o provide the Services wil end on the dale in fhe nolice.

16.2 The Panles agreea thal the:

18_2 1 Buyer's right 1o End the Call-Off Contract under clause 18.1 is neasonabie
corsidenng the type of cloud Serace beng providied

18.2.2 Call-Off Conlrac Charges paid during the nolice pariod afe reasonabile
mmtﬂbﬁ Hﬂmﬂlhﬁ&nﬂiﬂ'iwmﬁ Lossas

18.3 Subject io cause 24 (Liability), if the Buyer Ends this Cail-Off Contract under clausa

18,1, it will ndemnify the Supplier agairst any commitments, liabilities or expendibure
which result in any unavoidable Loss by the Supplier. provided that the Supplier takes
all reasonable sleps o miligaie the Loss. I the Supplier has insurance, ihe Supplier
wil reduce ils unavoidabis costs by any insurance sums avaiable. The Supplier wil

UK
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submit a fully itemised and cosbed kst of the unavoidable Loss with supporting
Eidence.

18,4  The Buyer will have the righi to End this Call-0ff Contract at ary time with immediale
effect by written notice to the Supplier i esther the Supphber commiis:

18.4.1 a Suppliar Dedault and if the Supplier Dedsult cannot. in ihe ressonabie opinion
af the Buyer, be remedied

18.4.2 any fraud

18.5 A Parly can End thig Call-Of Contract at ary dme with immedate effect by
written notice It

18.5.1 the other Party commits a Material Breach of any ferm of this Call-Of Conbract
(other than failure to pay any amounts due) and, i that breach is remediable,
fails to remedy it within 13 Waorking Days of baing notified in writing o do so

18.5.2 an Insokvency Event of the ather Party happena

18.5.1 the other Party ceases or threatens io cease to camy on the whale or any
material part of its business

18.8 ITihe Buyer fails lo pay the Suppler undispuled sums of money when dus, the Supplier

must notify the Buyer and allow the Buyer 5 Warking Days to pay. If the Buyer doasn
pay within 3 Working Days, the Suppler may End this Call-Off Contract by giving the
length of notice in the Order Form.

18.7 A Party whe ksl relying on a Force Majeure eventl will have the right io End this Call-
Off Conlract if clause 23.1 applies.

19. Consequences of suspension, ending and expiry
191 I Buyer has the right 1o End & Call DI Canlract, il may slect Lo suspend this Call_ON
Contrad or any part of i

19.2 Ewen if a nobice has been served o End this Call-Off Contract or any part of it, the
Suppler must continue 1o provide the ordened G-Cloud Sarvices untl the dates sell out
in tha notice.

193 The rights and obligations of the Partes will cease on the Expiry Dabe or End Dale
whichever appes] of this Call-Of Contrect. axcept hose continuing proviskons
dascribed in clause 19.4.

184 Ending or expiry of this Call.Off Contract will not affect:
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19.4.1 any nights, remadies or obligations accrued before its Ending or sxpiration

18.4.2 the right of either Pary 1o recower any amount oulstanding at the timsa of Ending
or exgiry

19.4.1 the cordinuing rights. remedies or cbligations of the Buyer or the Suppler under
clauses

T (Payment VAT and Call-Of Contract charges)

B (Recovery of sums due and right of set-off)

9 {Insurancs)

10 [Confidentiality)

11 [Intelleciual property fghts)

12 (Protecsion of information)

13 (Buyer dada)

18 [Consequences of suspension, ending and expiny)

24 (Liability); and incorporated Framewors Agreament clauses: 4.1 1o 4.8,
{LEability),

24 (Conficts of inerest and ethical walks), 33 (Walver and cumulative
remedies)

19.4.4 any othar provision of the Framewonk Agresmant or this Call-Of Contract which
expressly of by implication is in force even if it Ends o expines.

18.5 Al the end of the Call.Off Conirac Term, the: Supplier must promptly:

19.5.1 retum all Buyer Data including all copies of Buyer software, code and any other
sofmware koansed by tha Buyer to the Supplier under |

19.5.2 refum any maberials crealed by the Supplier under this Call-Odf Contract if the
IPRs are ownied by the Buyer

18.5.3 sbop using e Buyer Data and. 8l the direction of tha Buyear, provide the Buyear
with & comiplete and uncomupted version in electronic form in the formats and

19.5.4 destroy all copies of the Buyer Dala when they receive the Buyer's writlen
insiructions ko do so of 12 calendar months afer the End or Expiry Dale, and
provide written confirmation fo the Buyer thal the data has been securely
destroyed, except if the retention of Buyer Data is required by Law

18.5.5 work with the Buyer on any ongoing work

19.56 retum any sums prepaid for Sendces which have not been delivered o the
Buyer, within 10 Wiorking Days of the End or Expiry Dale
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196 Each Party will return all of the other Party's Confidential information and
confirm this has biean done. unless thera is a lagal requirement o keap it or this
Cal-Off Contract states othenwise.

197 Allicences, leases and authorisaiores granied by the Buyer io the Supplier will
caase al the end of the Call-ON Conlracl Temrn withoul he need for the Buyer
o sarve nobice excepd If tis Call-CrT Contract stalas othensise.

20. MNotices
By notices senl must be in wiling. For the purpose of this clause, an email is

accepled as being in wriling'.

& Manner of defivery: email

® Deemed ime of delivery: Sam on the first Working Day after sending

® Proof of service: S=nt in an emailed lether in PDF formad to the conmect email
address without any emor message

This clause does not apply to any legal action or ciher method of dispute resoclution
which should be sant to the addresses in the Order Form (other than a dispule notice
under this Call-Off Contrack)

21, Exit plan
The Suppdier must provide an et plan in ks Applicaton which ensures continuity of
sanvica and e Supplier will follow I

When reguesied, the Suppler will help the Buyer to migrake the Services 1o a
replacement supplier in line with the =xit plan, This will be at the Suppliers can
expense if the Call-Off Contract Ended bedore the Expiry Date due to Supplier cause.

It the Buryer has resanved the right in the Order Form 1o extend the Call-Off Conbract
Term beyond 36 months the Supplier must provide e Buyer with an additional exit
plﬁ:nniw by the Buyer at least B weeks before the 30 month annsersany of the

The Supplier must ensure that the addilional exil plan ciearly sels oul the Supplier's
methodology for acheving an orderty frarsition of the Services from the Supplier to the
Buyer or its replacement Suppler at the expiry of the proposed sadension period or if
the contract Ends during that period.

Before submitting the additional exit plan o the Buyer for approval, the Supplier wil
work with the Buyer to ensure that the additonal ext plan is aligned with the Bayer's
own exil plan and stralsgy.

UK
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The Supplier acknowiedges that the Buyer's nght to take the Term beyond 36 manths

is subject fo the Buyer's own govermanoe process. Where the Buyer is a central

poveinment deparment. his intludes the nead o oblain approval fram GDS under the

Spend Conlrols process. The approval io exlend will only be given ¥ the Buyer can

clearly damonstrate that the Supplier's aoditionsal exit plan emsuras that

21.8.1 the Buyer will be able to ransfer the Services o a replacement supplier before
the expiry or Ending of the: period on ferms thal are: commerngally reasonabie
and accepiabie io the Buyer

21.6.2 there will be no advarse impact on serdce continuity
2163 there is no vendor lock-in to the Supplier's. Serice at exit

21.6.4 il enables the Buyer lo meet ils obligaions under the Technology Code af
Practice

It approval is obtained by the Buyer o axtend the Term, then the Supplier wil comply
‘with R obligaons in the addiional exi plan.

The additional exdt plan must s=| oul full details of imescales, activities and roles and
responsibdities of the Parties for:

21.8.1 the transfer io the Buyer of any technical informakion, instrections, maruals and
code reasonably required by the Buyer to enable a smooth migralion from ihe
Supplier

21.8.2 the strategy for exporiaiion and migration of Buyer Data from the Supplier
sysiem 1o the Buyer or a replacement suppller, Induding conwersion to opan
standands or other standards required by the Buyer

2183 the transfer of Project Specific IPR ilems and other Buyer customisations.,
configurabons and databases to the Buyer or a replacement supplier

2184 the besing and sesurance strategy Tor exporied Buyer Diata
21.8.5 ¥ relevanl, TUPE related activilty 1o comgly with the TUPE regulaions
2186 any other activities and infoemation which ks reasonably reguired to ensure

continuity of Servce during the exit penod and an ordery iransition

22.  Handover to replacement supplier
At least 10 Working Days befone the Expiry Date or End Date, the Supplier musi
pronade any:

CFRCIA
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22.1.1 daia (including Buyer Data). Buyer Personal Data and Buyer Confideniial
Information in the Suppliars POSSSEEIN, POWEN of control

32.1.2 other information reasonably requestad by the Buyer

#22 On reasonable nofice at any point during the Term, the Supplier will provide any
mformabon and data about the G-Cloud Services reasonably requested by the Buyer
[inciuding information on volumes, Us&ge, technical aepects, sarvce parMmeance and
slaling). This will help the Buyer understand how lhe Sendces have been provided
and lo run a fair compelilion for a new supplier.

223 This mformabon must be accurate and complete in all matenal respects and the leved
of detail must be sufficent to reasonably enable a third party to prepare an informed
offer for replacement services and not be unfairy disadvantaged compared fo the
Supplier in the buying process.

23. Force majeure
Z3.1  Na Force Majeure event prevents a Party from perfoming its cbiigations under this
Call-Of Contract for mone than 30 consecutive days. the ofher Party may End this Call-
Off Contract with immediate affect by writhen notice.

24.  Liahility
241 Subject io ncorporabed Framework Agreamant clausas 4.1 o 4.6, asth Pary's Yaarly
total Eability for Defaults under or in connection with this Cal-Off Contract shall not
cacaed the greater of five hundned thousand pounds (E500.000) or one hundned and
twenty-five per cent {125% ) of the Charges paid andior commithed 1o be paid in that
Yeaar {of such grealer sum [ any) a8 may be speciid in he Ordar Fanm)

242 Mobwithstanding Clause 24,1 but subject fo F kA W ol
41048 the

Supplier's Eabilily.

24.2.1 pursuant fo the indemnities in Clauses 7, 10, 11 and 29 shall be unlimited: and

24 22 in respect of Losses ansing from breach of the Data Prolection Legistation shal
be as set cut in Framework Agreament clause 28.

243 Mobwithstanding Clause 241 but subject to Framework Agresment causes
4.1t 4.8, the
Buyer's lisbility pursuant lo Clause 11.5.2 shall in no event exceed in aggregals five
million pourds (£5,000,000).

o 24 4 When calculating the Supplier's liability under Clause 24,1 any fems specified
n Clause
24.2 will mol be taken into consideraion.
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25, Premises
It gither Party uses the other Party's premises, that Party is liable for all loss or damage:

it causes io the premises. it is responsible for repairing any damage to the premises or
any objects on the pramises, other than talr wear and lear.

The Supplier wil use the Buyer's premises. solely for the perdormance of its chligations
under this Call-CiT Conlract.

Tha Suppliar will vacate the Buyers pramises whan the Call-Off Contract Ends or

Expires.

M3

254  This clause does not create a kenancy or exdusive nght of occupabion
25.5 While on the Buyer's premises, the Supplier will

25 5 1 comply with any security requirements al the premises and nol do anything o
weaken the security of the: premises

25.5.2 compily with Buyer requiremants for the conduct of persanned
25.5.3 eomply wilh any health and salety measures implemented by he Buyer

25.5.4 mmediately natify the Buyer of any incident on the premises that causes any
damage to Property which could cause personal injury

The Supplier will ansure that il health and salely policy stalement (38 Fequired by the
Heaith and Salaty at Work etc Act 1974) is mace avallabie to the Buyer on request.

26. Eguipment

Tha Suppder is responsible for providing any Equipment which the Supplier requires i
provide the Sanices.

Ay Equipmant browght onto the premises will be at the Suppliers own risk and the
Buyer will have no kabiity for any loss of, or damage o, any Equipment.

When the CallOff Coniract Ends or expires, the Supplier will remove: the Equipment
and any olher maleials leaving the premises in a safe and dean condition.
27. The Contracts (Rights of Third Parties) Act 1999

Excepl as specified in clause 29.8, a person who isn'l Party 1o this Call-Off Contract
has no nght under the Cantracts (Rights of Third Paries) Act 1599 to enforce any of its

UK
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terrns. This does not affect any nght or remedy of any person which exists or s
Bvallabls othenaisa.

28.  Emvironmeantal requirements
The Buyer will provide a copy of its ervironmeeniad policy fo the: Supplier on requaest,
which the Supplier will comiply with.

The Supplier must provide reasonable suppant bo enabile Buyers to wark in an
environmantaly friendly way. for exampla by helping them recycla or lower their carbon
Toodprint.

29, The Employment Regulations (TUPE)

The Suppler agreas Mal il the Empioyment Regulations apply 1o this Call- O Contract
on the Start dale then it must comply with ils obligations under the Emplayment
Reguiations and (f apphcabie) Mew Fair Deal (including enbaring info an Admission
Agreament) and will indemnify the Buyer or any Former Supplier Tor any loss ansing
from any failure {0 comply,

282 Twelve months before this Call-OiT Contract expires, or afer the Buyer has

given notice to

End it. and within 28 days of the Buyer's request, the Supplier will fully and accurately
disciosa 0 the Buyer sl staff information including. but not limited o, the folal number
of staff assigned for the purposss of TUPE io the Services. For each person identified
the Supplier must provide details of.

2821 the: acireties they periorm

2023 age

2823 start date

2024 place of work

2025 nmotics petiod

2026 redundancy payment entitiement

2027 salary, benefits and pension entitements

2828 employment siaius

2629 hentity of employer

20210 working amangements
280 21 aulstanding Eabiilies

28212 sickness Bbsence

28213 copies of all relevant employment contracts and related documents
20214 all infiormation required undar regulation 11 of TUPE or & reasonably

requesied by the Buyer

The Supplier warrants the accuracy of the nfomation provided under this TUPE clause:
and will notity the Buyer of any changes to the amented informabon &5 500N B8
raasonably possible. The Suppliar will permil the Buyer 1o usa and disciose the
information o any prospective Replacement Supplier.
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29.3 In the 12 months bedore the expiry of this Call-Off Contract, the Suppler will not change
the identity and numbear of 180 assigned 10 the Senvices (unless reasonably reguastad
oy e Buyar) or thair tanms and condiicns, ofher than in the ordnary course of
Business.

294 The Suppier wil co-operate with e re-tendenng of this Call-Off Contract by allowing
the Repacement Suppler o communicate with and meet the affected employees. or
thair representatives.

205 The Supplies will indemnify Ihe Buyer o any Replacement Supplier for all Loss arising
from both:

28,31 118 Tadure ko comply with the provisions of his clause

29.5.2 any claim by any employes o person claiming o be an employes (or heir
employes representative) of the Suppler which arises or i alleged o arise from
any act or omission by the Supplier on or bafore the date of the: Relevant
Transfar

286 The provisions of this dause apply during the Tesm of this Call-Off Conlract and
indefinitely after it Ends or expires.

28.7 For these TUPE clausas, the relavant third party will be able to anforca its nights under
fhis clause but their consent will not be requined fo vary these dauses as the Buyer and
Supplber may agres.

30. Additional G-Cloud services
301  The Buyer may require the Suppler b provide Addiional Services. The Buyer doesn't
have to buy any Additional Services from the Supplier and can buy services that are
the: same as or similar o the Addibonal Services from any third party.

302 I reasonably requesiad bo do 8o by the Buyer in the Order Form, the Supplier must
provide and monitor parformance of the Additional Sarvices wsing an imglemsantation
Plan.

31, Collaboration
.1 Hihe Buyer has specified in the Order Form that it reguires the Supplier to enter inde a
Cellaboration Agreement, the Supplier must gve the Buyer an execuled Colaboration
Agresmenl before the Start date.

31.2 In addiion fo any obligations under the Collaboration Agreement, the Supplier

mausk:
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3121 work proactively and in good faith with each of the Buyer's confractors

31.2.2 co-pperabte and share information with the Buyer's contracions (o enable the
efficient cperaton of the Buyer's ICT serices and G-Cloud Services

32. Variation process
Thea Buyar can request in wiiting a change o this Call-0f Cantract I It Bn't a maledal
change o the Framework Agresmmention this Cal-0dT Corract. Once implemenled, il is
called a Varislion.

The Suppdier must notly the Buyer mmediately in writing of any proposed changes o
their G-Cloud Services or their delivery by submitting a Variation request. This includes
any changes in the Suppliers supply chain.

If Eilhier Party can't agree 1o or provide te Variation, the Buyer may agree 1o continue
periorming its obligations under this Call-Off Coniract without the Variation, or End this
Call-Cff Contract by giving 30 days nofice to the Supplier,

33. Data Protection Legislation (GDPR)
Pursuan! o dauss 2.1 and for the avoidance of doubl, claus= 26 of the Framework
Agresment is incorporated inbo this Call-Of Contracl. For reference, the appropriabes
UK GDPR templabes which are requined (o be completed in accordancs with clause 28
ane
reproduced in Mis Cal-Of Contract document at Schedula 7.
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Schedule 1: Services

The Senices to be provided by the Supplier under the above Lot are Ested in Framework
Schedula 4 and outined Deiow:

- Pogit Licenss - Posit Connect - 100 named users [Slandard) — 24
maonths.

L Health Check (Standard] - This would be for your Posit Connect
preduct enly and would be 8 bespoke Posit Health Check unless otherwise
identified in a call.

Posil License purchase through GCloud-13 details; Lot 2 Cloud Sofware = Posit License
(previously RStudic) Service 1D 5053 5652 6481 14

Health Check purchase through GClowd-13 details; Lot 3 Gloud Support > Posit Health Check:
Post installation | previously RSudio) > Service 1D 2666 1665 3533 094
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Schedule 2: Call-Off Contract charges

For gach indhvidual Senvica, the applicable Call-0f7 Contract Changes (in accordance 'with tha

plier's Platfiorm pricing document ) canl be amended dun

e berm of bhe Call-O4f
acl The detaled Changes breskdown for e provdision of Sandcss during he Term wil
nechude

D it

| Duantity | Uik Prica

WaT

LT e

£51, 6200
Total VAT 20% l |
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Schedule 3: Collaboration agreement

Mol Applicable
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Caollaboration Agreement Schedule 2 [Insert Outline
Collaboration Plan]
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Schedule 4: Alternative clauses
Mot Applicable
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Schedule 5: Guarantes

Mol Applicable
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Schedule 6: Glossary and interpretations
In this Call-Off Contract the following expressions mean

Expression

Meaning

Additional Services

Any services ancillary io the G-Cloud Seraces that are in the
scope of Framework Agreement Clause 2 (Serices) which a
Baryer may request

Admission Agreement

The agreemeant ko be entared inlo 10 enabla the Supgpler Lo
participabe in the relevant Cril Service pension schemeis).

Application

The response submilled by 1he SUppler [ Ma nilEion i
Tender (known as the invitation to Apply on the Platform ).

Anrdit

An audit carried out under the incorporaied Framework
Agreement clauses.

Background IPRs

For each Parly, |PR=:
& owned by that Party before the dale of this Call-ON
Conbract
(8 may be enhanced andor modifed but not as a
eonsequancs of the Services) induding IPRs
contained in any of the Party's Know-How,
documentation and processes
& created by Ihe Parly independantly of this CalOF
Confract, or

For the Buyer, Crown Copyright which ien't available io the
Supplier othensise than under this Call.OdT Confract, but
exchuding IPRa owned by thal Party in Buyer software ar
Supplier spftwane.

CFRCIA
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Baryer The contracting authorty ordering services as set out in the
Ordder Faorm.
Buyer Data All dada suppl=d by the Buyer to the Suppler including

Personal Data and Servios Data thai is owned and managed
Ly the Buyer.

Buyer Personal Data

The Personal Data supgplied by the Buyer 1o the Supplier for
purposes of. of In connection with, this Call-Off Contract

Buyer Representative

The representative appoinisd by the Buyer under this Call -OF
Contracl

Saftware caned by or licensed io the Buyer (other than under
thig Agresment). which is or will ba used by the Supplier 1o
provicka the Serices.

Call-0ff Contract

This call-off contract entered ino following the provisions of
the

Framework Agreemant for the provision of Sendices mada
between the Buyer and the Supplier comprising the Order
Formn, the Call-Of terms and conditions, the CalllOff
schedules and fhe Collaboration Agreement

The prices (excluding any applicable VAT, payable to the
Supplier by the Buyer under this Call-Off Conbracl

CFRCIA
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Collaboration

An agreement, substankially in the form set out at Schedule 3,
Bebaeen the Buyer and any eombinalion of ihe Supplier and
contractors, io ensure collaborative working in heir delvery of
the Buyesr's Sardces and 1o ensure tat e Buyer receives
end-io-end sereces across is T estate.

Commercially
Sensitive Information

Information, which the Buyer has been nobfied about by the
Supplier in wriling before the Starl dale with Tull delsis of why
the Information is desmed 1o be commercialy sensitive.

Data, Personal Data and any information, which may include
(but 't limited {o} any:

# informaticn about business, affairs, developments,
trade secrets, know.how, personnel, snd thind paries,
including all inteliectual Property Fights (iPRs),
togatiner with all information derived from any of the:
shave

# other infoemation clearly designated as being
confidential or which cugh! reasonably be considered
to be confidential (whether or nol it is marked
‘confidential).

‘Control’ as defined in section 1124 and 450 of the:
Corporalion Tax Act 2010, "Conbrale’ and "Controlled’ wil be
Interprated sccordngly.

Controller

Takes lhe meaning given in the UK GDPR.

The govemment of the United Kingdom (including the
Northem ireland Assembly and Executive Commities, the
Scoffish Executive and the Mational Assembly for Wales),
including, but not mited o, governmend minsters and
povernment depariments and parlicular bodies, persons,
COMITESSIONS Of gencies camying out functions on Iis behalf.

CFRCIA
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Data Loss Event

Event that results, or may result, in unauthorised access bo
Personal Data hald by the Processor under his Call-Cdf
Contract andior actual or potential loss andéor destruction of
Parsonal Diata in breach of this Agreament, including any
Personal Data Breach.

Data Protection Impact
Assesament (DPLA)

An assassment by the Controller of the impadct of the
envisaped Processing on the protecson of Personal Daka.

Data Protection
Lagiakation (DPL)

(i} the LK GDPR. as amended from lime o lime: (§) the DPA
2018 o
the: sxtent that it relates to Processing of Personal
Data and privacy; iil) all applicable Law about the
Processing of Personal Data and privacy

Data Subject

Takes the meaning given in the UK GDPR

Defaull i any:
‘® braach of the oblgations of the Suppler (ncluding any
Tundamental breach of breadh of a fundamental berm)
# ofher defaull, negligence or negligent statement of the:
Supplier. of its Subcontractors or any Supplar Siaft
(whether by act or omission), in connection with or in
refation io this Call-Cff Contract

Urlsss athersise specified in the Framewaork Agreement the
Supplier is labde ko CCS for @ Defaull of the Framework
Agreament and in relation 1o & Default of the Call-Cit
Contract. the Suppler is liable to the Buyer

DPA& 2018

Data Proleclion 8ci 2018.

Employment
Regulations

The: Transter of Underakings {Protechan of Employment)
Reguiafions 2006 (31 20067246) (TUPET)

End

Means to terminate; and Ended and Ending are construsd
socondingly.
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Environmental
Information
Regilatians of EIR

The Emvironmental Information Regulations 2004 iogether
wilh any guidance or codes ol praciics sswed by the
Infonmeation

Commissionar or relevant gowermmant department about the
reguiations,

The Suppler's hardware, compuler and telecoms devices,

plant, materiats and such olhar iems supplied and used by

the Supplier (but not hired, leased or loaned from CCS or the:

gt;'ull i the performance of its obligations under this Call-Off
tract

The 14 digil ES1 referenca number flom Me SUTMmary of he
pubcome acrean of Mie ESI Lol,

Employment  Status
Indicator test tool or

The: HMRC Employment Status Indicabor best fool. The most
up-todate version muest be u=ad. At the time of drafing the

ESl toal ool may be found here
bt s i wkiguidance/check-sm =nt-status-forlax
Expiry Date The expiry date of this Call-Cff Confract in the Crder Fonm
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Force Majeure

A Toroe Majeure eveni means anything affecting esther Party's

:-arrmrmnlmr obligations ansing from any:
acts, events or omissions beyond the reasonable control
of the affected Party

& fiols, war of armed corllicl, scls of leffodsm, nuckear,
biclogical or chemical warfare

® acts of gpovernment, local government or Reguiatory
Bodies

L] 'ﬁrl:'.thndu'dMl:r and ary failure or shoriage of power
of

& industrial depuie affecting a third party for which a
substitute third pary i5nT reasonably available

The following do nol consftitule a Force Mag@ure sveril:

& any indusirial dispube about the Suppler, is siafl, or
tailure in the Supplier's (or a Subconiractor's) supply chain

® any event which is attributable to the wiltful acl, neglect or
fadlure o lake reasonabie precautions by the Party
sesking fo rely on Force Majeurs

# fihe event was foreseeable by the Party seeking to rely on
Farce

Majeura at the time this Call-Off Condract was entered inlo

& any event which is attributable to the Party secking io nely
an Fonce Majeure and its failure lo comply with its oan
business contlinuily and disssler recovery plans

Former Supplier

A suppher supphyng sarvices fo the Buyer before the Start
date that are the same as or substandially similar fo the
Services. This also ncludes any Subcontracior or the Supplier
(o arry subconiracior of the Subconiraclorn.

Framework Agresment

The clausas of framework agreament RM13557_13 together with
he Framework Schedules.

[Fransd

Any offence under Laws creating offences in respect of
fraudulent acts (including the Misrepresentalion Act 1967) ar
&1 common e in respact of raudulant 5218 in relation 1o e
Call-04f Condract or
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defrawding or attempling o defraud or cons piring fo defrasd
Ihe Crown.

Freedom of
Information Act or
Fola

The: Freedom of Information Act 2000 and any subardinabe

legislation made under the Act logether with any gusdance or
M!Dfpfﬂl& Hl.ﬂdh'r Ihe Information Commissiansr or
refevant government depariment in retation 1o the legiskstion.

G-Cloud Services

The cloud services described in Framework Apreameant
Clause 2 (Seraces) as defined by the Senice Defintion, the
Sw-phch-emu and any relaied Application documentation,

the Supplier must make avaiable to CC5 and Buyers
and Dmem:MmHm:Hebthmp&f
under the Colaboration Agreement.

The relained EL kEw version of the General Data Protection
Regulaion [Ragulation (EU) 2018/673).

Siandards, prachicas, methods and process conforming to the
Law and the exercise of that degres of skill and care,
diligence, prudence and foresight which would reasonably
and ordirarily be expected from a skilled and expenenced
person or body engaged in a similar undertaking in the same
of similar circumnslances.

Govemmaent
Procurement Card

The govemment s pretarmed method of purchasing and
payment for low value goods or seraces.

The guarantee describad in Schedula 3.

Any current UK government gusdance on the Public Contracts.
Regulaions 2015, In the everd of a confict between any
cumeni LK government guidance and the Crown Commerncial
Service guidance, current UK government guidance will Lake
pracedance.
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Implementation Plan

The: plan with an outline of processes (including daka
standards for migration), costs (fof example) of implementing
the senvicas which may ba required as par of Onboarding.

Indicative test

ESl {ool completed by contraciors on thewr own behalf at the
request of CCS or the Buyer (as applicable) under dause 4.6,

Information

Has the meaning given under section 84 of the Freedom of
Infomation Act 2000

Information security
management system

The informalion security management system and process.
developed by the Supplier in accordance with clause 16.1.

Inside IR35

Contractual engagements which would be determined to be
within the scope of the IRJS Intermediaries legislation §
sssesed using the ES| ool

Inselvency event

Can be:

& voluniary arrangsment

a wanding-up pettion

the appainiment of & receivar of administrator
an unresolved stalulory demand

a Schedule A1 moralorium

a Dun & Bradsire=t rating of 10 or less

UK
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Inteliectual
Rights of IPR

Inteliechual Property Rights ane:

& Ccopynght, rights redated fo or affording prolecton similar to
copyright, rights in databases, patents and righis in
Inventons, semi-conductor topography nghts, rade
marks, rights in intemel domain names and websile
addresses and other rights in rade names, designs,
Know-How. trade secrets and other rights in Confidengal
Information

# applications for regisiration, and the right to apply for
registration, Tor any of the rights Bsted al {a) that are
capable of being registered in any couniry of jurisdiction

* all other nghts having eguivalsnt or similar effect in any
couniry o jurisdiction

For the purpeses: of the IR33 rules an imermediany can be:
L] the: supplier's own mited company

L] aamuammww

- & parinershig

It does not apply If you work for a dient through a Managed
Service Company (MSC) or agency (for exampe, an
employmant agency).

IPR clalm

As set out in clause 11,5,

IR35 is also known as Inbermediaries legislation”. IF's a sef of
rules thal aflect lax and National Insurance where a Supplier
I8 contracied to work for & chent through an Intenmsadiary.

IR35

z ment of employment states using the ES| foal to
determine il engagement is Inside or Oulside IR35.
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All deas. concepds, schemes, information, Enowledge,
lechnigues, methodology, and amdbing el in he natune of
know-hiow redafing to the G-Cloud Sarvices but escluding
know-hiow already in the Supplers or Buyer's possassion
befiore the Start date

Any law, subordinate legislabon wiitin the meaning of Saction
21(1) of the Interpretation Act 1978, bye-law, regulation,
ocrder, regulaiory policy, mandaiory guidance or code of
practice, judgment of a relevant cour of law, or directives o
requirements wilh which the relevant Parly is bound o
comply.

Al oBses, Iabllites, dBMaQes, COSE, SXpENEEs (INClUdnNg
legal fees), disbursements. costs of mveshigaion, itigabion.
setiiement, judgment, interest and penalties whether arising in
conkract, ko {inchuding negigence), braach of stalulory duty,
misrepresentalion or olherwise and ‘Losses’ will be
interpreted accardingly.

Any of the 3 Lots spachiad in the ITT and Lots will be
consirued acconrdingly

Any software program or code intendad 1o destroy, intarfens
with, comupl. or cause undasired effecls on program fies,
data or oiher infermation, executable code or application
softwane macros, whether or nof its operation s immediale or
delayed, and whether the malicious software is introduced
willully, neghgently of wilhoul knowledge of e axizlence.

Management Charge

The: sum paid by the Supplier fo CCS being an amount of up
to 1% bul cumendly set at 0 75% of all Changes for the
Services invoiced io Buyers (nef of VAT) in each manth
thraughaul he duration af the Framewor Agresment and
theraafler. wntil the axpiry or End of any Call-0f Contract

The management informadion specified in Framework
Agresment Schedule 6

CFRCIA




Doculign Emvelops 1D 7O511908-658E-4710-BA0T- BASETEF MGG

MEFria

Material Breach

Those breaches which have been expressly sef out as a
Material Breach and any other single sefious breach or
parsistant failure to perfonm as required under this Call-Of
Contract.

Ministry of Justice
Code

The Ministry of Justics's Code of Practice on the Discharge of
the Functions of Public Authoriies under Part 1 of the
Fressdom of information Act 2000

New Fair Deal The revised Fair Deal position in the HM Treasury guidance:
“Fair Deal for staff pensions: staff transfer from central
povernment” issued in Oclober 2013 as amended.

Order An arder for G-Cloud Services placed by a confracting body
with the Suppler in accordance with the ordering processes.

‘Qrder Form The order form set out in Part A of the Call-0f Contract (o ba

used by a Buyer o order G-Cloud Services.

Ordered G-Clowd

G-Cloud Services which are Ihe subject of an onder by the

Services By

Dutside IR15 Contractual engagements which would be determined o not
be within the scope of the IR35 inlermediaries legidation if
assessed using tha E5I oo,

Party The Buyer or the Supplier and ‘Parties’ wil be inlerpreted

sccordingly.
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Personal Data

Takes the meaning given in the UK GDPR.

Personal Data Breach

Takes [he meaning given in Bz UK GDPR

Platferm The govemment marketplace Whers Sendces are avaiabk for
Baryers to buy.

Processing Takes ihe meaning given in e UK GOPH.

Processor Takes the meaning given In Me UK GOPR.

Prohibited act To directy or indirecily offer. promise or give any persan

working for or engaged by a Buyer or CC3 a finandial or other

sdvantage lo:

& induca that person 1o perom Impropedry & rebavant
funciion or actiity

& reward that person for improper performance of a relevant
funcion or activity

& commil any offencs:
o under the Bribery Act 2070
o under egskslion oeating offences conceming Fraud
& o common Law conceming Fraud

o Committing or atemgting of conspiring to commit
Fraud
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Any inlelectual property rights in ifems oeafed or arising out
of the performance by the Supplier (or by 2 tied party on
bahalf of the Supplier) specifically for the purposas of this
Call-¢T Condract including databases, configuraiions, coda,
instructions, technical documentation and schema but not
including the: Suppber's Background IPRs.

Property

Azsels and property inchsding lechnical infrastruchure, IPRs
and equipment.

Appropriale technical and organisational measures which may
incude: pssudomymisation and encrypling Personal Data,
ensuring confidentality, intageity, svailabilty and resibence of
sysiema and services, ansuring that avalability of and acosss
to Personal Data can be restored In @ imely manner atter an
incident, and reguiarly assessing and evaluating the
effectiveness of such measures adopied by it

P3N or Public
Services Notwork

The Public Services Network [PEN) is the govermmeanl s high
parfonmance network which helps public Bector crganisations
work ingethar, reduca dupbcation and share NEEOUrcas.

| Reguistary bady or
bedles

Govemnmment daparments and othar bodies which, whethsar
unider sisfute, codes of prachos or olharwise, are enlifled to
inveshgate or imfluence the matbers dealt with in this Cal-Off
Contract

Ay amployes, agant, sarvanl, of representative of the Buyer,
any ofher publc body or person employed by or on behalf of
the Buyer, or any other public bady.
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Relevant Transfer

A iransfer of employment fo which the employment
reguialions appies.

Replacement Services

Any services whach are the same as or substantally similar bo
amy of the Services and which the Buyer receives in
subsiitution for any of the services afler the sxpiry or Ending
or partial Ending of the Cal.

Off Confract, whether Ihose sarvices are provided by the
Buyer of & third party.

| Replacement supplier

Any third-party service provider of replacement services
appointed by the Buyer (or whena the Buyer is providing
replacement Services for its own account, the: Buyer),

Security management
plan

The Supplers securily managemeant plan developed by the
Supplier in accondance with dause 16.1.

The services ordenad by the Buyer a8 sat out in the Droar
Form.

Data that s owned or managed by the Buyer and used for the
G-Cloud Sarvices, inchiding backup daks.

Service definition(s)

The: definibon of the Supplier's G-Cloud Senvices provided as
part of their Applcation that includes, but isn't limited o, those
items listed in Clause 2 (Services) of the Framework
Agresmenl.
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Service description

The: description of the Supplier service offering as published
on the Plalform.

‘Service Personal Data

The Personal Dala supghed by @ Buyer 1o he Suppher in he
coursa of the use of the G-Cloud Servicas for purposes of or
in connection wilh this Call-CfT Contract

Spend controls

The approval proscass used by a central govemment Buyer if it
neads 1o spend money on cerlan digital or lechnology

MONEY-0n-3-5nice

The Start dase of this Call-Of Caonfract as sef out in tha Onder
Form

Subcontract

Any contract or agreement or proposed agresment between
the Supplier and a subzontracior in which the subcontracior
agrees o provide (o the Supplier the G-Clowd Services or any
part thereal or facililies of goods and services necessary for
the provision of he G.Cloud Services of arry parl thereol.

Subcontracter

Any third party engaged by the Supplier under a subcontract
[permitied under the Framework Agreement and the: Call-Off
Contract) and ils senvants or agents in connection with the
provision of G-Cloud Senices.

Subprocessor

Any third party appointed to process Personal Data on behalf
of the Supplier under this Call-Off Confrac.

CFRCIA




Doculign Emvelops 1D 7O511908-658E-4710-BA0T- BASETEF MGG

MEFCIA
Supplier The: person, firm or company ideniified in the Order Form.
Supplier The representalive appoinied by he Suppler from lime o
Representative lime in relation o he Call-Of Conlract.
Supplier staff Al pereons empioyed by Me Supplier together with Me

Supplier's servants, agents, suppllers and subcontractors
usad in the performance of s obligabons under this Call-Odf
Conbract

Supplier Terms The relevant G-Cloud Service tenms and conditions as set out
in the Terms and Conditions document supplied as part of the
Supplier's Application,

Term The teem of this Call-Of Contract as sat out in the Ordar
Form

Variation This has the meaning given bo it in clause 32 (Vanation
prOCEss ).

Working Days. Ay day olher than a Saturday, Sunday or public holiday in
England and Wales.

Year A confract year.

Schedule 7: UK GDPR. Information
This schedula reproduces [he annaxes 1o ha UK GDPR schedula comained within the
Framework Agreasmant and incorporated into this Cal-off Contract and clauss and schadule

UK
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references are io those in the Framework Agreement bt references to GCS have been
amended,

Annex 1: Processing Personal Data
Not Applicable
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Annex 2: Joint Controller Agraement

Mot Applicable
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