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The Royal College of General Practitioners (the “College” or “RCGP”) proposes to provide you with certain information relating to the College’s members which incudes information which is personal information for the purposes of the Data Protection Act 1998.  You will process this information and any other information you may receive from the College in accordance with the requirements of this agreement.

The information that you will process includes the first lines of the addresses and the postcodes of the College’s members.  You will process the data we provide solely to enable you to identify addresses to which the proposed mailing by the College of your [describe details of mailing] should not be sent (the “purpose”)

Data processed by you on behalf of the RCGP should only ever be used for the purpose (as defined in this agreement) or for a purpose specifically agreed in writing by the College prior to its delivery to you.

Once processing is complete all data files held by you shall be destroyed in a confidential manner or returned to RCGP.

The Data Protection Act principles which states that data must be:- 
1. fairly and lawfully processed 
2. processed for limited purposes 
3. adequate, relevant and not excessive 
4. accurate 
5. not kept for longer than is necessary 
6. processed in line with your rights 
7. secure 
8. not transferred to countries without adequate protection.
In particular it is a requirement of principle 7 that: -

“Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data”.


You shall:
· take reasonable steps to ensure the reliability of any employees having access to the College’s personal data
· ensure employees are aware of the requirements of the Data Protection Act
· take reasonable steps to ensure the security of the personal data, protecting it against unauthorised processing, accidental loss, destruction or damage
· promptly report to RCGP any actual or potential security breaches
· promptly notify RCGP if you receive a request from a Data Subject to have access to personal data or any other complaint or request relating to RCGP and its obligations under the Data Protection Act
· provide full cooperation and assistance to RCGP in relation to any such complaint or request 
· not disclose personal data to a person except with the prior written consent of RCGP
· permit RCGP or its duly authorised representatives, to inspect and audit your data processing activities under this agreement 
· comply with all reasonable requests from RCGP to enable the verification that you are in full compliance with your obligations under this agreement.
At the request of the RCGP you will immediately:
· stop processing all or any personal data
· correct any personal data
· confirm any disclosures made in relation to personal data and provide copies
· assist RCGP in responding to any enquiry by the Information Commissioner or to a subject access request received from the Data Subject.
In the event of any termination of this agreement you shall:
· immediately cease processing the personal data
· promptly destroy or return all copies of the personal data and certify to RCGP that you have done so, unless you are prevented by law or any regulatory authority from destroying or returning all or part of such data, in which case you shall keep such data confidential and shall not process it further.
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