DPS Schedule 6 (Order Form Template and Order
Schedules)

Order Form

ORDER REFERENCE: con_24407

THE BUYER: Department for Education

BUYER ADDRESS Sanctuary Buildings, Great Smith Street, London,
SW1P3BT

THE SUPPLIER: IFF Research

SUPPLIER ADDRESS: IFF Research, 5th Floor St. Magnus House
3 Lower Thames St, London, EC3R 6HD

REGISTRATION NUMBER: 00849983

DUNS NUMBER: 21-157-4041

DPS SUPPLIER REGISTRATION SERVICE ID:

APPLICABLE DPS CONTRACT
This Order Form is for the provision of the Deliverables and dated 19.03.24.

It's issued under the DPS Contract with the reference number RM6126 CCS
Research & Insights Marketplace DPS for the provision of International Teacher
Recruitment

DPS FILTER CATEGORY(IES):

Secondary, Higher Education, Workplace training / skills development,
Recruitment, Content analysis, Econometric analysis,
Grounded theory analysis, Multivariate analysis,
Regression analysis, Thematic analysis, Mixed
method (qualitative and quantitative), Case studies,
Depth interviews, Focus group discussions, Students
(higher education), Private sector employees,
England
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ORDER INCORPORATED TERMS

The following documents are incorporated into this Order Contract. Where numbers
are missing we are not using those schedules. If the documents conflict, the
following order of precedence applies:

1. This Order Form including the Order Special Terms and Order Special
Schedules.

2. Joint Schedule 1(Definitions and Interpretation) RM6126 CCS Research &

Insights Marketplace DPS

DPS Special Terms

The following Schedules in equal order of precedence:

oW

e Joint Schedules for RM6126 CCS Research and Insights Marketplace
DPS

Joint Schedule 1 is covered in 2.” above

Joint Schedule 2 (Variation Form)

Joint Schedule 3 (Insurance Requirements)

Joint Schedule 4 (Commercially Sensitive Information)

Joint Schedule 5 is covered in ‘6.” Below

Joint Schedule 6 (Key Subcontractors)

Joint Schedule 7 (Financial Difficulties)

Joint Schedule 10 (Rectification Plan)

Joint Schedule 11 (Processing Data)

Joint Schedule 12 (Supply Chain Visibility)

o 0O O O O O O o0 O O°O

e Order Schedules for Con_24407
o Order Schedule 1 (Transparency Reports)
Order Schedule 2 (Staff Transfer)
Order Schedule 3 (Continuous Improvement)
Order Schedule 4 (Order Tender)
Order Schedule 5 (Pricing Details)
Order Schedule 7 (Key Supplier Staff)
Order Schedule 8 (Business Continuity and Disaster Recovery)
Order Schedule 9 (Security)
Order Schedule 15 (Order Contract Management)
[Order Schedule 20 (Order Specification)

O 0O O O O O O O O

5. CCS Core Terms (DPS version) v1.0.3

6. Joint Schedule 5 (Corporate Social Responsibility) RM6126 CCS Research &
Insights Marketplace DPS

7.

No other Supplier terms are part of the Order Contract. That includes any terms
written on the back of, added to this Order Form, or presented at the time of delivery.

ORDER SPECIAL TERMS
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The following Special Terms are incorporated into this Order Contract:
Special Term 1. Safeguarding Children and Vulnerable Adults

Special Term 2. Project outputs

Special Term 3. Departmental Security Standards for Business Services

ORDER START DATE: 19 March 2024
ORDER EXPIRY DATE: 31 August 2024
ORDER INITIAL PERIOD: 6 months
DELIVERABLES

See details in Order Schedule 20 (Order Specification)

MAXIMUM LIABILITY
The limitation of liability for this Order Contract is stated in Clause 11.2 of the Core
Terms.

ORDER CHARGES

Total Project expenditure shall not exceed £99,781 exclusive of VAT.
All changes to the Charges must use procedures that are equivalent to those in
Paragraphs 4, 5 and 6 in DPS Schedule 3 (DPS Pricing)

The Charges will not be impacted by any change to the DPS Pricing. The Charges
can only be changed by agreement in writing between the Buyer and the Supplier
because of:

e Indexation

e Specific Change in Law

REIMBURSABLE EXPENSES
None

PAYMENT METHOD
Via Purchase Order, which will be set up once the order form is signed.

BUYER'’S INVOICE ADDRESS:

Department for Education, Sanctuary Buildings, Great Smith Street,
London SW1P 3BT

Invoices must be submitted in pdf format, state the Purchase Order number
(provided separately to this form), and sent via email to
AccountsPayable.OCR@education.gov.uk
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BUYER'S AUTHORISED REPRESENTATIVE

BUYER’S ENVIRONMENTAL POLICY
Department for Education Sustainability and Climate Change Strategy, 21 April
2022, available online at here

BUYER'’S SECURITY POLICY
Available online here.

SUPPLIER’'S AUTHORISED REPRESENTATIVE

IFF Research, 5th Floor St. Magnus House, 3 Lower Thames St, London, EC3R
6HD

SUPPLIER'S CONTRACT MANAGER

IFF Research, 5th Floor St. Magnus House, 3 Lower Thames St, London, EC3R
6HD

PROGRESS REPORT FREQUENCY

Weekly
PROGRESS MEETING FREQUENCY
Weekly
KEY STAFF
Name Role Organisation | Email
T Research | IFF research | |GGz
Director
T Research | IFF research | |GGz
Director
_ Senior IFF research _
Research
Manager
_ Research IFF research _
Manager
_ Senior IFF research _
Research
Executive
T Research | IFF research | |GGz
Executive
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Trainee IFE research | | GTTGEGIN

Research
Executive

KEY SUBCONTRACTOR(S)
None

E-AUCTIONS
Not applicable

COMMERCIALLY SENSITIVE INFORMATION
Not applicable.

SERVICE CREDITS
Not applicable

ADDITIONAL INSURANCES
Not applicable

GUARANTEE
There’s a guarantee of the Supplier's performance provided for all Order Contracts

entered under the DPS Contract

SOCIAL VALUE COMMITMENT

The Supplier agrees, in providing the Deliverables and performing its obligations under
the Order Contract, that it will comply with the social value commitments in Order
Schedule 4 (Order Tender)

For and on behalf of the Supplier: For and on behalf of the Buyer:
Signature: e Signature: | GTTGEGEGB
Name: ] Name: ]

Role: Role:

Date: 20/03/2024 Date: 21/03/2024
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Order Schedule 20 (Order Specification)

This Schedule sets out the characteristics of the Deliverables that the Supplier will
be required to make to the Buyers under this Order Contract. This should be read
in conjunction with the following documents.

Purpose

1.1. Department for Education referred to as ‘the Authority’ hereafter is looking for a supplier to
provide research to understand the international teacher recruitment market.

2.1. This will be a mixed methods study which will involve analysing data from a survey with
international teachers and trainees, run in-house by the Department, and conducting
qualitative research involving semi-structured interviews with international teachers,
international teacher trainees, schools, initial teacher training (ITT) providers and
recruitment agencies.

2. Background to the Contracting Authority

3.1. The Authority is responsible for children’s services and education, including early years,
schools, higher and further education policy, apprenticeships, and wider skills in England.
This research is being commissioned by DfE analytical team in Teachers Analysis Division,
Teaching Workforce — Candidates and Trainees, Strategy, Portfolio and Analysis, Schools
Group.

3. Definitions

Expression or L
Definition
Acronym
DfE Department for Education
Brexit British Exit from the European Union
EBacc The English Baccalaureate
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European Economic Area:
Austria, Belgium, Bulgaria, Croatia, Republic of Cyprus,
Czech Republic, Denmark, Estonia, Finland, France,

EEA Germany, Greece, Hungary, Iceland, Ireland, Italy,
Latvia, Liechtenstein, Lithuania, Luxembourg, Malta,
Netherlands, Norway, Poland, Portugal, Romania,
Slovakia, Slovenia, Spain, Sweden and the United
Kingdom.

EU European Union

HEI Higher Education Institute

HR Human Resources

IRP International Relocation Payment scheme

ITT Initial Teacher Training

LA Local Authority

MAT Multi Academy Trust

MFL Modern Foreign Languages

OoTT Overseas Trained Teacher

QTS Qualified Teacher Status

SCITT School-Centred Initial Teacher Training

STEM Science Technology Engineering and Mathematics

SWC School Workforce Census

TRA Teacher Regulation Agency

UCAS Universities and College Admission Service

4. Summary

4.1. The Department for Education (DfE) supports schools in recruiting and retaining the
teachers needed to ensure there is an excellent teacher for every child in classrooms
across England. While most teachers are recruited from within England, increasing
international teacher recruitment has been suggested as a potential solution to alleviate
teacher shortages, particularly within shortage subjects such as Physics and Modern
Foreign Languages (MFL).

5.1. We recently introduced a range of new policies which aim to support and encourage
international teachers and teacher trainees to relocate to England and help fill gaps in the
teaching workforce. These include pilot financial incentives, such as the International
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6.1.

7.1.

8.1.

9.1.

10.1.

11.1.

Relocation Payment (IRP) and bursaries for international students, as well as changing the
way that the Qualified Teacher Status (QTS) is recognised and awarded.

There have also been a number of changes to the wider landscape, such as Brexit, the
pandemic and immigration system changes, which are also likely to have impacted the
international teacher recruitment market.

To understand the influence of these policies and wider contextual factors on
international teacher recruitment, DfE is looking to commission a research project to
strengthen our evidence base. The research will explore the key enablers and barriers to
international recruitment, the perceptions and practices of those involved in
international recruitment and will help assess the extent to which current policies meet
the needs of the sector and impact teacher recruitment.

Our suggested approach is a mixed-methods study involving an online survey and
qualitative interviews. The Department will be conducting an online survey of current and
prospective international teachers and trainees in-house. This will help explore key
characteristics, perceptions, and motivations around teaching and training in England.
The chosen supplier would then be expected to analyse the data from the survey and
then conduct qualitative follow-up interviews with survey participants, as well as
conducting interviews with a wider range of stakeholders, including schools, initial
teacher training (ITT) providers and recruitment agencies.

The work is expected to take around seven months and should result in a final report
which triangulates findings across the different strands of the research. We will require
interim reporting and/or detailed presentations focused on the findings from interviews
with schools and initial survey analysis to be delivered once the fieldwork and analysis
are completed. The policy and research team at DfE would like to be engaged as much as
possible in the research to iteratively gain insight and be involved in shaping the project.

We expect fieldwork to begin in March 2024, interim reporting on the survey and
school interview findings in April 2024 and for a final report triangulating findings across
the different phases to be completed by July 2024.

5. Background to the Requirement

Many countries, such as England, are currently facing a shortage of teachers with
pressures most acute in secondary schools and within shortage subjects such as Physics
and MFL subjects.

RM6126 - Research & Insights DPS
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12.1. International recruitment is one solution to filling workforce gaps, and we expect
international teachers within England are more concentrated in subjects where there is a
domestic shortfall. This is true for teacher trainees: in 2023, 9% of entrants to
postgraduate teacher training were overseas nationals overall but in physics the figure
was 28% and in MFL 37%.

13.1. Teachers who apply from overseas, and non-UK citizens who have completed ITT in
England, require a visa or other immigration status to allow them to work in the UK,

including those from the European Economic Area (EEA) and Switzerland. International

students on teacher training courses who require a student or skilled worker visa need to
be sponsored by their training provider or school. To sponsor international candidates,
schools and teacher training providers must be licensed by the Home Office.

14.1. Previous research, International teacher recruitment: attitudes and experiences,

from 2017 uncovered several practical and logistical barriers for schools when recruiting
teachers internationally, and some schools held negative perceptions around recruiting
internationally. It also showed that a high proportion of international teachers who
obtained QTS under the previous system did not relocate to England to teach as they
were unable to find a job.

15.1. This research only focused on international teachers and no research has been
conducted focusing specifically on international trainees, making this a clear evidence
gap. Additionally, since the research, there have been significant changes to the
international teacher recruitment market such as Brexit, the pandemic, and wider
changes to UK immigration.

16.1. In order to support international recruitment, the Department has recently
introduced a number of policies. These include:

e an international relocation payment (IRP) of £10,000 for international teachers and
trainees relocating to the UK to teach and train to teach Physics and MFL;

e bursaries worth up-to £28,000 for Physics and MFL for trainees and scholarships worth
up-to £30,000 for French, German, Spanish and Physics for international trainees;

e making changes to our approach to recognising the qualifications of overseas teachers,
such as accepting applications for qualified teacher status (QTS) from an increased
number of countries and introducing more robust criteria; and

e increasing online guidance available for schools and prospective international teachers
and trainees as well as updating the Apply system.
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17.1. While it is too early to understand the full impact of these policies, ITT applications
from international candidates has increased significantly in the last year, particularly from
non-EEA countries after remaining stable over the previous seven years. Additionally,
since opening our new digital service, 'Apply for QTS in England’, to teachers with

qualifications from an increased number of countries, we have seen a significant increase
in applications for QTS.

18.1. Given the vast number of changes in the international recruitment landscape, the
Department has a number of evidence gaps around the current barriers and enablers in
this market. Anecdotally, we are aware of some real and perceived barriers to
international recruitment for candidates and schools. This research should not only
understand the challenges but assess where the biggest barriers lie and where the most
impact could be found in providing support.

19.1. This evidence is required to:
a) inform decisions on the current use of financial incentives;
b) identify the most important barriers and assess eligibility and appetite
for international recruitment;
C) shape future policies by highlighting biggest barriers and potential
untapped enablers for supporting international candidates to take up roles in
England and increasing school appetite for international recruitment.

6. The Requirement

6.1. The overall objective of the research is to understand the barriers and enablers to
international recruitment and the extent to which the Department’s current policies are
meeting current needs and impacting on recruitment. It will aim to do this by answering the
following research questions:

1. What enablers and barriers exist to support candidates to relocate to England to
teach or train to teach?

e What are the experiences, motivations, and perceptions of current and
prospective international trainees/teachers? How do these factors influence their
likelihood of teaching in England?

e Do current initiatives, such as financial incentives, provide sufficient support and
what are financial incentives used for? To what extent have financial incentives
enabled and/or influenced relocation?

e What are the benefits to teaching and/or training in England and what are
international teachers/trainees’ long-term plans?

e Why do some teachers obtain QTS but not move on to teach in state-schools in
England?

e Why do some international trainees train in England but not move on to teach in
state-schools in England?
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e What factors affect the retention of international teachers?
e What are candidates’ experiences of school and ITT recruitment? What most
helps candidates obtain employment or ITT placements?

2.  What are the practices and perceptions of schools in recruiting and supporting
international teachers/trainees?

e What is the process for recruiting internationally for schools and what enablers
and barriers exist to support schools to recruit internationally?

e What is the appetite among schools for recruiting internationally and what might
increase this? What are schools’ perceptions and attitudes towards international
recruitment, including use of international recruitment agencies, and has this
changed in recent years?

e What are schools’ awareness, and experience of using, different financial
incentives, such as the IRP, and available support for recruiting internationally?

e What characteristics of international teachers are most attractive to schools and
why? Are international candidates who have trained within England or the UK
more desirable than those who have trained abroad?

e What is the perceived quality and likelihood of success when recruiting
internationally? What additional support is required to help international
teachers integrate into and succeed within the English school system?

3.  What is the role of initial teacher training providers (ITT) in international trainee
recruitment?

e What is the decision-making process when assessing applications from international
candidates? What are the main challenges and barriers to accepting international
candidates?

e How do providers assess quality of international candidates? How does this differ
from domestic applicants and what might contribute to higher rates of rejection?

e  What are providers’ experiences of the immigration system?

e What are providers’ perceptions around the available financial incentives for
international trainees?

e What support do ITT providers give to international candidates and trainees and
what additional support do they feel is needed to support international recruitment
more generally?

4. What is the role of recruitment agencies in supporting international teacher
recruitment?
e How do different recruitment agencies, such as ones solely focused on
international recruitment or within other countries, operate?
e Has interest in international recruitment increased or changed in recent years?
What factors have most affected this?
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e What support do recruitment agencies provide to international teachers and to
schools? At what point does agency support begin and end?

e To what extent do recruitment agencies help with getting international teachers
supply work as a way into permanent employment?

7.1. The following sections set out our suggestions to achieve this objective in the research, but
we welcome suggestions from bidders proposing alternative innovative approaches to
answer the core research questions where sufficient justification is provided.

8.1. As afirst step, the Department is running 10 to 15 minute surveys with prospective and
current international teachers and trainees between January and February 2024. This will
involve using the Apply for QTS data to identify international teachers and Apply for teacher
training applications to identify international trainees. We also use other administrative data
such as the IRP applications to identify those in receipt of the IRP.

9.1. The contractor will then be responsible for analysing the survey data and writing up and
triangulating findings with the interview results in a final report. These surveys will be
designed by the Department and the chosen provider will be required to analyse the results
using an appropriate analytical technique.

10.1. We then expect the contractor to conduct qualitative interviews with international
teachers, trainees, secondary schools, providers, and agencies. For the international teacher
and trainee sample, we anticipate the contractor will use the survey to recruit participants
for follow-up interviews. The interviews should include participants training or teaching in
secondary schools.

20.1. For the school interviews, we expect secondary schools to be sampled from the
School Workforce Census (SWC), using quotas to understand a range of school attitudes
and behaviours concerning international recruitment. We expect the sample to be
skewed towards those who have undertaken international recruitment, although not
exclusively made up of this group.

21.1. For the provider and agency interviews, the Department holds some potential
contact details for ITT providers and agencies which will likely aid recruitment. The
contractor should design a sampling frame and be prepared to undertake a desktop
review to identify unknown agencies to reduce selection bias.

TARGET PARTICIPANT GROUP

11.1. In order to fulfil this objective, the Supplier should triangulate findings from research
with the following groups:

Group Methods Details

International Online survey e The survey will focus on gathering data on

teachers and (estimated 2000 participants’ levels of experience, motivations, broad

trainees to 4000 intentions, establishing which DfE incentives and
responses which
equates between
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a 15 to 30%
response rate'?)

60 interviews split
between
international
teachers and
trainees in
secondary
schools.B!

services they have accessed, final destinations. It will
also serve as a sampling frame for the interviews.
The interviews should be split equally between
international teachers and trainees currently within
England and include those who have now left.

Schools/MATs

40 interviews

We expect the Supplier to use the SWC to sample
schools to take part in the research — the DfE will
help identify schools/MATs who have recruited
international teachers and have received financial
incentives.

The sample should include a mixture of schools/MATs
who have hired internationally, including those with
teachers who have received financial incentives/used
DfE services, and a small quota of those who have not
recruited internationally.

ITT providers

20 interviews

The sample should be drawn from the Department’s
list of accredited ITT providers — where possible, the

Department will provide contact details for

organisations sampled to take part.

Recruitment
agencies

15 interviews

In previous research, recruitment agencies were

identified as an important component of
international teacher recruitment for both schools
and candidates. Some agencies focus solely on
international recruitment, and we expect a mixture of
interviews with these and more generalist agencies.
The Department has access to a limited sampling
frame of supply agencies, some of we hold contact
details for which can be shared. However, we expect
the contractor to undertake a desktop review to
expand the sampling frame and identify contacts.

While we have suggested interviews, for this group in

particular, we are open to alternative methodologies.

SUGGESTED APPROACH AND ANALYSIS

12.1. We expect this research to use a mixed-methods approach to provide a holistic and

objective evidence base. This will broadly consist of two main strands.
13.1. Strand 1 — Analysing online survey data

. Strand 1 will consist of a survey of international teachers and trainees. This will be

created and administered by the Department and will include recipients of policies
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(IRP, bursaries, mutual recognition) and include those who applied to train or teach but
did not end up coming to the UK as well as those who have now left.

. To identify international teachers, we will use Apply for QTS data which contains
details and contact information for international teachers who have acquired QTS in
the past five years, some of whom may not have relocated to England. We will also use
EOIs for international relocation payment (IRP) (some of whom will have relocated,
some of whom will not have). To identify trainees, we will use Apply for ITT data and
the ITT census to identify both current students and those who completed their
teacher training.

° The survey will obtain demographic information and characteristics (such as country of
origin, level of experience, qualifications) on international teachers, trainees and
candidates as well as understanding their motivations, experiences of applying to
teach/train in England, and their longer-term intentions around teaching in England.
Please note that the survey will include responses from teachers across different
school phases and settings, but we expect the contractor to focus on secondary
schools for the qualitative research with schools and teachers/trainees.

° We expect to run the survey between February and March with the raw datasets
provided to the Supplier no later than w/c 25 March 2024.

14.1. Strand 2 - qualitative fieldwork
15.1. We anticipate Strand 2 will consist of qualitative interviews with several different

groups to understand the international recruitment landscape. This should include:
o 60 follow-up interviews with international secondary teachers and trainees —

depending on sample sizes opting in via the survey, we expect the contractor to
focus on secondary school teachers/trainees of Physics and MFL, some of whom will
also be IRP and bursary recipients. These interviews should explore emerging
themes from the survey in more-depth and focus, in particular/where applicable, on
experiences of teaching within English schools.

e 40 secondary schools / MATs — we anticipate that the interviews will be with

secondary school leaders, but we are open to the idea of running these interviews
with more than one person at the school to get a thorough understanding of the
recruitment process, teacher quality and subject specialism as well as finance
implications for recruiting internationally.

e 20 ITT providers — this should be a mixture of school-centred initial teacher training

(SCITT) providers and university teacher training programmes. We expect a mixture
of providers with large international cohorts and those with no international
cohorts. The ITT census provides a list of potential providers.

e 15 recruitment agencies — a mixture of international-focused agencies and general

recruitment agencies. The Department holds some contact details for recruitment
agencies and a dated sampling frame. We will also use the survey data to ask
international teachers which agencies they have used (if any). The contractor will be
required to use this and undertake a desktop review of recruitment agencies to
expand this list.
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16.1. For all of the above groups, we expect bidders to propose suitable sampling
strategies to recruit for this research which should include important individual, school-level
or organisation-level characteristics where applicable (for example, age, nationality, region,
phase, size). We expect some participant groups, such as schools and international
teachers/trainees, may need incentivising to take part in interviews. The Supplier should
outline what incentives might be needed, at what level and the rationale for using them.

17.1. Given the timeframes for the survey, we suggest the Supplier stagger the qualitative
fieldwork to begin with schools first in order to be able to provide an interim report
specifically focused on school findings. We recommend that the Supplier also then interview
providers prior to international teachers/trainees and agencies to allow time for the analysis
of survey results which will help inform topic guides and identify agencies to speak to.

18.1. Suppliers are welcome to suggest optional or alternative additional research
elements within their proposals which should be costed separately and justified as an option
but included within the maximum overall project budget and timescales.

RESEARCH OUTPUTS

19.1. The Supplier will be required to produce appropriate data collection tools (topic
guides) to be shared with and approved by DfE prior to undertaking fieldwork.

20.1. The Supplier will be responsible for producing any required research materials,
including recruitment materials, information sheets and privacy notices.

21.1. We require interim reporting on the findings of the survey analysis and the school
interviews by the end of April, to provide the DfE policy teams with emerging research
insights as the project progresses. This will also help to facilitate discussion and agreement
on subsequent stages of work. The policy team are keen to be heavily engaged with the
research project. This does not need to be a formal report but should be suitable for internal
DfE use and particularly for engaging policy teams (this could, for example, be in the form of
a detailed slide pack).

22.1. Survey analyses should include descriptive statistics (frequencies and cross-
tabulations) showing key results, plus confidence intervals and indications of statistical
significance where appropriate. Differences in groups should be identified and reported. This
should include at least: age, gender, school phase, nationality, years of experience (for
teachers), level of highest qualification, region (for those currently in England). Open-ended
guestions will be kept to a minimum in the survey instrument but where used, an
appropriately robust approach to qualitative analysis should be demonstrated. We expect
data tables to be produced in addition to the write-up of the key results in the final report.
The Supplier should identify a suitable way to weight appropriately. The Supplier may
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propose optional additional analyses, costed separately, but included within the maximum
overall project budget and timescales.

23.1. We will also require a technical report detailing methodology and sampling.

24.1. At the end of the project, we require a publishable report which should draw

together and triangulate the findings and recommendations across all stages of the research.
The Supplier will be expected to provide a first and second draft to the department.

25.1. The report should be completed using the DfE’s research report template and in line

with the Department’s style and formatting guide for research publications which can be

found here. Reports and data tables should be provided in an accessible format.

Crown
Commercial
Service

Core Terms - DPS
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1. Definitions used in the contract

Interpret this Contract using Joint Schedule 1 (Definitions).

How the contract works

2.1 The Supplier is eligible for the award of Order Contracts during the DPS Contract Period.

2.2 CCS does not guarantee the Supplier any exclusivity, quantity or value of work under the
DPS Contract.

2.3 CCS has paid one penny to the Supplier legally to form the DPS Contract. The Supplier
acknowledges this payment.

2.4 If the Buyer decides to buy Deliverables under the DPS Contract it must use DPS Schedule 7
(Order Procedure) and must state its requirements using DPS Schedule 6 (Order Form
Template and Order Schedules). If allowed by the Regulations, the Buyer can:

(a) make changes to DPS Schedule 6 (Order Form Template and Order Schedules);
(b) create new Order Schedules;
(c) exclude optional template Order Schedules; and/or

(d) use Special Terms in the Order Form to add or change terms.

2.5 Each Order Contract:

(a) is aseparate Contract from the DPS Contract;
(b) is between a Supplier and a Buyer;

(c) includes Core Terms, Schedules and any other changes or items in the completed
Order Form; and (d) survives the termination of the DPS Contract.

2.6 Where the Supplier is approached by any Other Contracting Authority requesting
Deliverables or substantially similar goods or services, the Supplier must tell them about
this DPS Contract before accepting their order.

2.7 The Supplier acknowledges it has all the information required to perform its obligations
under each Contract before entering into a Contract. When information is provided by a
Relevant Authority no warranty of its accuracy is given to the Supplier.
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2.8 The Supplier will not be excused from any obligation, or be entitled to additional Costs or
Charges because it failed to either:

(a) verify the accuracy of the Due Diligence
Information; or (b) properly perform its
own adequate checks.

2.9 CCS and the Buyer will not be liable for errors, omissions or misrepresentation of any
information.

2.10 The Supplier warrants and represents that all statements made and documents submitted
as part of the procurement of Deliverables are and remain true and accurate.

2.11 An Order Contract can only be created using the electronic procedures described in the
FTS Notice as required by the Regulations.

2.12 A Supplier can only receive Orders under the DPS Contract while it meets the basic access
requirements for the DPS stated in the FTS Notice. CCS can audit whether a Supplier
meets the basic access requirements at any point during the DPS Contract Period.

What needs to be delivered

All deliverables
3.1.1 The Supplier must provide Deliverables:

(a) that comply with the Specification, the DPS Application and, in relation to an Order
Contract, the Order Tender (if there is one);

(b) to a professional standard;

(c) using reasonable skill and care; (d) using Good Industry Practice;

(e) using its own policies, processes and internal quality control measures as long as they
do not conflict with the Contract; (f) on the dates agreed; and (g) that comply with Law.

3.1.2 The Supplier must provide Deliverables with a warranty of at least 90 days from Delivery
against all obvious defects.

Goods clauses

3.2.1 All Goods delivered must be new, or as new if recycled, unused and of recent origin.
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3.2.2 All manufacturer warranties covering the Goods must be assignable to the Buyer on
request and for free.

3.2.3 The Supplier transfers ownership of the Goods on Delivery or payment for those Goods,
whichever is earlier.

3.2.4 Risk in the Goods transfers to the Buyer on Delivery of the Goods, but remains with the
Supplier if the Buyer notices damage following Delivery and lets the Supplier know
within 3 Working Days of Delivery.

3.2.5 The Supplier warrants that it has full and unrestricted ownership of the Goods at the time
of transfer of ownership.

3.2.6 The Supplier must deliver the Goods on the date and to the specified location during the
Buyer’s working hours.

3.2.7 The Supplier must provide sufficient packaging for the Goods to reach the point of
Delivery safely and undamaged.

3.2.8 All deliveries must have a delivery note attached that specifies the order number, type
and quantity of Goods.

3.2.9 The Supplier must provide all tools, information and instructions the Buyer needs to make
use of the Goods.

3.2.10 The Supplier must indemnify the Buyer against the costs of any Recall of the Goods and
give notice of actual or anticipated action about the Recall of the Goods.

3.2.11 The Buyer can cancel any order or part order of Goods which has not been Delivered. If
the Buyer gives less than 14 days notice then it will pay the Supplier’s reasonable and
proven costs already incurred on the cancelled order as long as the Supplier takes all
reasonable steps to minimise these costs.
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3.2.12 The Supplier must at its own cost repair, replace, refund or substitute (at the Buyer’s
option and request) any Goods that the Buyer rejects because they do not conform
with Clause 3. If the Supplier does not do this it will pay the Buyer’s costs including
repair or re-supply by a third party.

Services clauses

3.3.1 Late Delivery of the Services will be a Default of an Order Contract.

3.3.2 The Supplier must co-operate with the Buyer and third party suppliers on all aspects
connected with the Delivery of the Services and ensure that Supplier Staff comply with
any reasonable instructions.

3.3.3 The Supplier must at its own risk and expense provide all Supplier Equipment required to
Deliver the Services.

3.3.4 The Supplier must allocate sufficient resources and appropriate expertise to each
Contract.

3.3.5 The Supplier must take all reasonable care to ensure performance does not disrupt the
Buyer’s operations, employees or other contractors.

3.3.6 The Supplier must ensure all Services, and anything used to Deliver the Services, are of
good quality and free from defects.

3.3.7 The Buyer is entitled to withhold payment for partially or undelivered Services, but doing
so does not stop it from using its other rights under the Contract.

Pricing and payments
4.1 In exchange for the Deliverables, the Supplier must invoice the Buyer for the Charges in the
Order Form.

4.2 CCS must invoice the Supplier for the Management Levy and the Supplier must pay it using
the process in DPS Schedule 5 (Management Levy and Information).
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4.3 All Charges and the Management Levy:

(a) exclude VAT, which is payable on provision of a valid
VAT invoice; and (b) include all costs connected with the
Supply of Deliverables.

4.4 The Buyer must pay the Supplier the Charges within 30 days of receipt by the Buyer of a

valid, undisputed invoice, in cleared funds using the payment method and details stated
in the Order Form.

4.5 A Supplier invoice is only valid if it:

4.6

4.7

4.8

4.9

4.10

411

(a) includes all appropriate references including the Contract reference number and
other details reasonably requested by the Buyer;

(b) includes a detailed breakdown of Delivered Deliverables and Milestone(s) (if any);
and

(c) does notinclude any Management Levy (the Supplier must not charge the Buyer in
any way for the Management Levy).

The Buyer must accept and process for payment an undisputed Electronic Invoice
received from the Supplier.

The Buyer may retain or set-off payment of any amount owed to it by the Supplier if
notice and reasons are provided.

The Supplier must ensure that all Subcontractors are paid, in full, within 30 days of
receipt of a valid, undisputed invoice. If this does not happen, CCS or the Buyer can
publish the details of the late payment or non-payment.

If CCS or the Buyer can get more favourable commercial terms for the supply at cost of
any materials, goods or services used by the Supplier to provide the Deliverables, then
CCS or the Buyer may require the Supplier to replace its existing commercial terms with
the more favourable terms offered for the relevant items.

If CCS or the Buyer uses Clause 4.9 then the DPS Pricing (and where applicable, the
Charges) must be reduced by an agreed amount by using the Variation Procedure.

The Supplier has no right of set-off, counterclaim, discount or abatement unless they are
ordered to do so by a court.
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The buyer’s obligations to the supplier

5.1 If Supplier Non-Performance arises from an Authority Cause:

(a) neither CCS or the Buyer can terminate a Contract under Clause 10.4.1;

(b) the Supplier is entitled to reasonable and proven additional expenses and to relief
from liability and Deduction under this Contract;

(c) the Supplier is entitled to additional time needed to make the Delivery; and (d) the
Supplier cannot suspend the ongoing supply of Deliverables.

5.2 Clause 5.1 only applies if the Supplier:

(a) gives notice to the Party responsible for the Authority Cause within 10 Working Days
of becoming aware;

(b) demonstrates that the Supplier Non-Performance would not have occurred but for
the Authority Cause; and

(c) mitigated the impact of the Authority Cause.

Record keeping and reporting

6.1 The Supplier must attend Progress Meetings with the Buyer and provide Progress Reports
when specified in the Order Form.

6.2 The Supplier must keep and maintain full and accurate records and accounts on everything
to do with the Contract:

(a) during the Contract Period;

(b) for 7 years after the End Date; and (c) in accordance with UK GDPR, including but
not limited to the records and accounts stated in the definition of Audit in Joint
Schedule 1.

6.3 The Relevant Authority or an Auditor can Audit the Supplier.

6.4 During an Audit, the Supplier must:

(a) allow the Relevant Authority or any Auditor access to their premises to verify all
contract accounts and records of everything to do with the Contract and provide
copies for an Audit; and

(b) provide information to the Relevant Authority or to the Auditor and reasonable co-
operation at their request.
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6.5

6.6

Where the Audit of the Supplier is carried out by an Auditor, the Auditor shall be entitled
to share any information obtained during the Audit with the Relevant Authority.

If the Supplier is not providing any of the Deliverables, or is unable to provide them, it
must immediately:

(a) tell the Relevant Authority and give reasons;
(b) propose corrective action; and

(c) provide a deadline for completing the corrective action.

6.7 The Supplier must provide CCS with a Self Audit Certificate supported by an audit report at

the end of each Contract Year. The report must contain:

(a) the methodology of the review;
(b) the sampling techniques applied; (c) details of
any issues; and (d) any remedial action taken.

6.8 The Self Audit Certificate must be completed and signed by an auditor or senior member of

the Supplier’s management team that is qualified in either a relevant audit or financial
discipline.

Supplier staff

7.1 The Supplier Staff involved in the performance of each Contract must:

7.2

7.3

7.4

(a) be appropriately trained and qualified;
(b) be vetted using Good Industry Practice and the Security Policy; and
(c) comply with all conduct requirements when on the Buyer’s Premises.

Where a Buyer decides one of the Supplier’s Staff is not suitable to work on a contract,
the Supplier must replace them with a suitably qualified alternative.

If requested, the Supplier must replace any person whose acts or omissions have caused
the Supplier to breach Clause 27.

The Supplier must provide a list of Supplier Staff needing to access the Buyer’s Premises
and say why access is required.
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7.5 The Supplier indemnifies CCS and the Buyer against all claims brought by any person
employed by the Supplier caused by an act or omission of the Supplier or any Supplier
Staff.

Rights and protection

8.1 The Supplier warrants and represents that:

(a) it has full capacity and authority to enter into and to perform each Contract;
(b) each Contract is executed by its authorised representative;
(c) itis alegally valid and existing organisation incorporated in the place it was formed;

(d) there are no known legal or regulatory actions or investigations before any court,
administrative body or arbitration tribunal pending or threatened against it or its
Affiliates that might affect its ability to perform each Contract;

(e) it maintains all necessary rights, authorisations, licences and consents to perform its
obligations under each Contract;

(f) it does not have any contractual obligations which are likely to have a material
adverse effect on its ability to perform each Contract;

(g) itis not impacted by an Insolvency Event; and (h) it will comply with each Order
Contract.

8.2 The warranties and representations in Clauses 2.10 and 8.1 are repeated each time the
Supplier provides Deliverables under the Contract.

8.3 The Supplier indemnifies both CCS and every Buyer against each of the following:

(a) wilful misconduct of the Supplier, Subcontractor and Supplier Staff that impacts the
Contract; and (b) non-payment by the Supplier of any Tax or National Insurance.

8.4 All claims indemnified under this Contract must use Clause 26.

8.5 The description of any provision of this Contract as a warranty does not prevent CCS or a
Buyer from exercising any termination right that it may have for breach of that clause by
the Supplier.

8.6 If the Supplier becomes aware of a representation or warranty that becomes untrue or
misleading, it must immediately notify CCS and every Buyer.

8.7 All third party warranties and indemnities covering the Deliverables must be assigned for
the Buyer’s benefit by the Supplier.
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Intellectual Property Rights (IPRs)

9.1 Each Party keeps ownership of its own Existing IPRs. The Supplier gives the Buyer a non-

9.2

9.3

9.4

9.5

9.6

9.7 In

exclusive, perpetual, royalty-free, irrevocable, transferable worldwide licence to use,
change and sub-license the Supplier’s Existing IPR to enable it to both:

(a) receive and use the Deliverables; and

(b) make use of the deliverables provided by a Replacement Supplier.

Any New IPR created under a Contract is owned by the Buyer. The Buyer gives the
Supplier a licence to use any Existing IPRs and New IPRs for the purpose of fulfilling its
obligations during the Contract Period.

Where a Party acquires ownership of IPRs incorrectly under this Contract it must do
everything reasonably necessary to complete a transfer assigning them in writing to the
other Party on request and at its own cost.

Neither Party has the right to use the other Party’s IPRs, including any use of the other
Party’s names, logos or trademarks, except as provided in Clause 9 or otherwise agreed in
writing.

If there is an IPR Claim, the Supplier indemnifies CCS and each Buyer against all losses,
damages, costs or expenses (including professional fees and fines) incurred as a result.

If an IPR Claim is made or anticipated the Supplier must at its own expense and the
Buyer’s sole option, either:

(a) obtain for CCS and the Buyer the rights in Clause 9.1 and 9.2 without infringing any
third party IPR; or

(b) replace or modify the relevant item with substitutes that do not infringe IPR without
adversely affecting the functionality or performance of the Deliverables.

spite of any other provisions of a Contract and for the avoidance of doubt, award of a
Contract by the Buyer and placement of any contract task under it does not constitute an
authorisation by the Crown under Sections 55 and 56 of the Patents Act 1977 or Section
12 of the Registered Designs Act 1949. The Supplier acknowledges that any authorisation
by the Buyer under its statutory powers must be expressly provided in writing, with
reference to the acts authorised and the specific IPR involved.
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Ending the contract or any subcontract
Contract Period

10.1.1 The Contract takes effect on the Start Date and ends on the End Date or earlier if
required by Law.

10.1.2 The Relevant Authority can extend the Contract for the Extension Period by giving the
Supplier no less than 3 Months' written notice before the Contract expires.

Ending the contract without a reason

10.2.1 CCS has the right to terminate the DPS Contract at any time without reason by giving the
Supplier at least 30 days' notice.

10.2.2 Each Buyer has the right to terminate their Order Contract at any time without reason by
giving the Supplier not less than 90 days' written notice.

Rectification plan process

10.3.1 If there is a Default, the Relevant Authority may, without limiting its other rights, request
that the Supplier provide a Rectification Plan.

10.3.2 When the Relevant Authority receives a requested Rectification Plan it can either:

(a) reject the Rectification Plan or revised Rectification Plan, giving reasons; or

(b) accept the Rectification Plan or revised Rectification Plan (without limiting its rights)
and the Supplier must immediately start work on the actions in the Rectification Plan
at its own cost, unless agreed otherwise by the Parties.

10.3.3 Where the Rectification Plan or revised Rectification Plan is rejected, the Relevant
Authority:

(a) must give reasonable grounds for its decision; and

(b) may request that the Supplier provides a revised Rectification Plan within 5 Working
Days.

10.3.4 If the Relevant Authority rejects any Rectification Plan, including any revised
Rectification Plan, the Relevant Authority does not have to request a revised
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Rectification Plan before exercising its right to terminate its Contract under Clause
10.4.3(a).

When CCS or the buyer can end a contract

10.4.1 If any of the following events happen, the Relevant Authority has the right to
immediately terminate its Contract by issuing a Termination Notice to the Supplier:

(a)
(b)
(c)
(d)
(e)
(f)
(g)

(h)

)

there is a Supplier Insolvency Event;

there is a Default that is not corrected in line with an accepted Rectification Plan;
the Supplier does not provide a Rectification Plan within 10 days of the request;
there is any material Default of the Contract;

there is any material Default of any Joint Controller Agreement relating to any
Contract;

there is a Default of Clauses 2.10, 9, 14, 15, 27, 32 or DPS Schedule 9 (Cyber
Essentials) (where applicable) relating to any Contract;

there is a consistent repeated failure to meet the Performance Indicators in DPS
Schedule 4 (DPS Management);

there is a Change of Control of the Supplier which is not pre-approved by the
Relevant Authority in writing;

if the Relevant Authority discovers that the Supplier was in one of the situations in
57 (1) or 57(2) of the Regulations at the time the Contract was awarded; or

the Supplier or its Affiliates embarrass or bring CCS or the Buyer into disrepute or
diminish the public trust in them.

10.4.2 CCS may terminate the DPS Contract if a Buyer terminates an Order Contract for any of

the reasons listed in Clause 10.4.1.

10.4.3 If any of the following non-fault based events happen, the Relevant Authority has the
right to immediately terminate its Contract by issuing a Termination Notice to the

Supplier:

(a)
(b)

(c)

the Relevant Authority rejects a Rectification Plan;

there is a Variation which cannot be agreed using Clause 24 (Changing the contract)
or resolved using Clause 34 (Resolving disputes);

if there is a declaration of ineffectiveness in respect of any Variation; or (d) any of
the events in 73 (1) (a) or (c) of the Regulations happen.

When the supplier can end the contract

The Supplier can issue a Reminder Notice if the Buyer does not pay an undisputed invoice

on time. The Supplier can terminate an Order Contract if the Buyer fails to pay an
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undisputed invoiced sum due and worth over 10% of the annual Contract Value within 30
days of the date of the Reminder Notice.

What happens if the contract ends

10.6.1 Where a Party terminates a Contract under any of Clauses 10.2.1, 10.2.2, 10.4.1, 10.4.2,
10.4.3,10.5or

20.2 or a Contract expires all of the following apply:

(a) The Buyer’s payment obligations under the terminated Contract stop immediately.
(b) Accumulated rights of the Parties are not affected.
(c) The Supplier must promptly repay to the Buyer any and all Charges the Buyer has

paid in advance in respect of Deliverables not provided by the Supplier as at the End
Date.

(d) The Supplier must promptly delete or return the Government Data except where
required to retain copies by Law.

(e) The Supplier must promptly return any of CCS or the Buyer’s property provided
under the terminated Contract.

(f) The Supplier must, at no cost to CCS or the Buyer, co-operate fully in the handover
and reprocurement (including to a Replacement Supplier).

10.6.2 In addition to the consequences of termination listed in Clause 10.6.1, where the
Relevant Authority terminates a Contract under Clause 10.4.1 the Supplier is also
responsible for the Relevant Authority’s reasonable costs of procuring Replacement
Deliverables for the rest of the Contract Period.

10.6.3 In addition to the consequences of termination listed in Clause 10.6.1, if either the
Relevant Authority terminates a Contract under Clause 10.2.1 or 10.2.2 or a Supplier
terminates an Order Contract under Clause 10.5:

(a) the Buyer must promptly pay all outstanding Charges incurred to the Supplier; and
(b) the Buyer must pay the Supplier reasonable committed and unavoidable Losses as
long as the Supplier provides a fully itemised and costed schedule with evidence -

the maximum value of this payment is limited to the total sum payable to the
Supplier if the Contract had not been terminated.

10.6.4 In addition to the consequences of termination listed in Clause 10.6.1, where a Party
terminates under Clause 20.2 each Party must cover its own Losses.
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10.6.5 The following Clauses survive the termination or expiry of each Contract: 3.2.10, 4.2, 6,
7.5,9,11,12.2, 14,15, 16, 17, 18, 31.3, 34, 35 and any Clauses and Schedules which are
expressly or by implication intended to continue.

Partially ending and suspending the contract

10.7.1 Where CCS has the right to terminate the DPS Contract it can suspend the Supplier's
ability to accept Orders (for any period) and the Supplier cannot enter into any new
Order Contracts during this period. If this happens, the Supplier must still meet its
obligations under any existing Order Contracts that have already been signed.

10.7.2 Where CCS has the right to terminate a DPS Contract it is entitled to terminate all or part
of it.

10.7.3 Where the Buyer has the right to terminate an Order Contract it can terminate or
suspend (for any period), all or part of it. If the Buyer suspends a Contract it can provide
the Deliverables itself or buy them from a third party.

10.7.4 The Relevant Authority can only partially terminate or suspend a Contract if the
remaining parts of that Contract can still be used to effectively deliver the intended
purpose.

10.7.5 The Parties must agree any necessary Variation required by Clause 10.7 using the
Variation Procedure, but the Supplier may not either:

(a) reject the Variation; or

(b) increase the Charges, except where the right to partial termination is under Clause
10.2.

10.7.6 The Buyer can still use other rights available, or subsequently available to it if it acts on
its rights under Clause 10.7.

When subcontracts can be ended

At the Buyer’s request, the Supplier must terminate any Subcontracts in any of the following
events:

(a) thereis a Change of Control of a Subcontractor which is not pre-approved by the
Relevant Authority in writing;
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(b) the acts or omissions of the Subcontractor have caused or materially contributed to
a right of termination under Clause 10.4; or

(c) aSubcontractor or its Affiliates embarrasses or brings into disrepute or diminishes
the public trust in the Relevant Authority.

How much you can be held responsible for

11.1 Each Party's total aggregate liability in each Contract Year under this DPS Contract
(whether in tort, contract or otherwise) is no more than £1,000,000.

11.2 Each Party's total aggregate liability in each Contract Year under each Order Contract
(whether in tort, contract or otherwise) is no more than one hundred and twenty five
percent (125%) of the Estimated Yearly Charges unless specified in the Order Form.

11.3 No Party is liable to the other for:

(a) any indirect Losses; or

(b) Loss of profits, turnover, savings, business opportunities or damage to goodwill (in
each case whether direct or indirect).

11.4 In spite of Clause 11.1 and 11.2, neither Party limits or excludes any of the following:

(a) its liability for death or personal injury caused by its negligence, or that of its
employees, agents or Subcontractors;

(b) its liability for bribery or fraud or fraudulent misrepresentation by it or its
employees;

(c) any liability that cannot be excluded or limited by Law;

(d) its obligation to pay the required Management Levy or Default Management Levy.

11.5 In spite of Clauses 11.1 and 11.2, the Supplier does not limit or exclude its liability for any
indemnity given under Clauses 7.5, 8.3(b), 9.5, 31.3 or Order Schedule 2 (Staff Transfer)
of a Contract.

11.6 In spite of Clauses 11.1, 11.2 but subject to Clauses 11.3 and 11.4, the Supplier's
aggregate liability in each and any Contract Year under each Contract under Clause 14.8
shall in no event exceed the Data Protection Liability Cap.

11.7 Each Party must use all reasonable endeavours to mitigate any Loss or damage which it
suffers under or in connection with each Contract, including any indemnities.

11.8 When calculating the Supplier’s liability under Clause 11.1 or 11.2 the following items will
not be taken into consideration:
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(a) Deductions; and

(b) any items specified in Clauses 11.5 or 11.6.

11.9 If more than one Supplier is party to a Contract, each Supplier Party is jointly and severally
liable for their obligations under that Contract.

Obeying the law

12.1 The Supplier must use reasonable endeavours to comply with the provisions of Joint
Schedule 5 (Corporate Social Responsibility).

12.2 To the extent that it arises as a result of a Default by the Supplier, the Supplier indemnifies
the Relevant Authority against any fine or penalty incurred by the Relevant Authority
pursuant to Law and any costs incurred by the Relevant Authority in defending any
proceedings which result in such fine or penalty.

12.3 The Supplier must appoint a Compliance Officer who must be responsible for ensuring that
the Supplier complies with Law, Clause 12.1 and Clauses 27 to 32.

Insurance

The Supplier must, at its own cost, obtain and maintain the Required Insurances in Joint
Schedule 3 (Insurance Requirements) and any Additional Insurances in the Order Form.

Data protection

14.1 The Supplier must process Personal Data and ensure that Supplier Staff process Personal
Data only in accordance with Joint Schedule 11 (Processing Data).

14.2 The Supplier must not remove any ownership or security notices in or relating to the
Government Data.

14.3 The Supplier must make accessible back-ups of all Government Data, stored in an agreed
off-site location and send the Buyer copies every 6 Months.
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14.4 The Supplier must ensure that any Supplier system holding any Government Data, including
back-up data, is a secure system that complies with the Security Policy and any applicable
Security Management Plan.

14.5 If at any time the Supplier suspects or has reason to believe that the Government Data
provided under a Contract is corrupted, lost or sufficiently degraded, then the Supplier
must notify the Relevant Authority and immediately suggest remedial action.

14.6 If the Government Data is corrupted, lost or sufficiently degraded so as to be unusable the
Relevant Authority may either or both:

(a)

(b)

tell the Supplier to restore or get restored Government Data as soon as practical but
no later than 5 Working Days from the date that the Relevant Authority receives
notice, or the Supplier finds out about the issue, whichever is earlier; and/or

restore the Government Data itself or using a third party.

14.7 The Supplier must pay each Party’s reasonable costs of complying with Clause 14.6 unless
CCS or the Buyer is at fault.

14.8 The Supplier:

(a)

(b)

(c)

(d)

(e)

must provide the Relevant Authority with all Government Data in an agreed open
format within 10 Working Days of a written request;

must have documented processes to guarantee prompt availability of Government
Data if the Supplier stops trading;

must securely destroy all Storage Media that has held Government Data at the end
of life of that media using Good Industry Practice;

securely erase all Government Data and any copies it holds when asked to do so by
CCS or the Buyer unless required by Law to retain it; and

indemnifies CCS and each Buyer against any and all Losses incurred if the Supplier
breaches Clause 14 and any Data Protection Legislation.

What you must keep confidential

15.1 Each Party must:

(a)
(b)

(c)

keep all Confidential Information it receives confidential and secure;

except as expressly set out in the Contract at Clauses 15.2 to 15.4 or elsewhere in
the Contract, not disclose, use or exploit the Disclosing Party’s Confidential
Information without the Disclosing Party's prior written consent; and

immediately notify the Disclosing Party if it suspects unauthorised access, copying,
use or disclosure of the Confidential Information.
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15.2 In spite of Clause 15.1, a Party may disclose Confidential Information which it receives
from the Disclosing Party in any of the following instances:

(a) where disclosure is required by applicable Law or by a court with the relevant
jurisdiction if, to the extent not prohibited by Law, the Recipient Party notifies the
Disclosing Party of the full circumstances, the affected Confidential Information and
extent of the disclosure;

(b) if the Recipient Party already had the information without obligation of
confidentiality before it was disclosed by the Disclosing Party;

(c) if the information was given to it by a third party without obligation of
confidentiality;

(d) if the information was in the public domain at the time of the disclosure;

(e) if the information was independently developed without access to the Disclosing
Party’s
Confidential Information;

(f) on a confidential basis, to its auditors;
(g) ona confidential basis, to its professional advisers on a need-to-know basis; or

(h) to the Serious Fraud Office where the Recipient Party has reasonable grounds to
believe that the Disclosing Party is involved in activity that may be a criminal offence
under the Bribery Act 2010.

15.3 In spite of Clause 15.1, the Supplier may disclose Confidential Information on a
confidential basis to Supplier Staff on a need-to-know basis to allow the Supplier to meet
its obligations under the Contract. The Supplier Staff must enter into a direct
confidentiality agreement with the Relevant Authority at its request.

15.4 In spite of Clause 15.1, CCS or the Buyer may disclose Confidential Information in any of
the following cases:

(a) on a confidential basis to the employees, agents, consultants and contractors of CCS
or the Buyer;

(b) on a confidential basis to any other Central Government Body, any successor body
to a Central Government Body or any company that CCS or the Buyer transfers or
proposes to transfer all or any part of its business to;

(c) if CCS or the Buyer (acting reasonably) considers disclosure necessary or appropriate
to carry out its public functions;

(d) where requested by Parliament; or (e) under Clauses 4.7 and 16.

15.5 For the purposes of Clauses 15.2 to 15.4 references to disclosure on a confidential basis
means disclosure under a confidentiality agreement or arrangement including terms as
strict as those required in Clause 15.
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15.6 Transparency Information is not Confidential Information.

15.7 The Supplier must not make any press announcement or publicise the Contracts or any
part of them in any way, without the prior written consent of the Relevant Authority and
must take all reasonable steps to ensure that Supplier Staff do not either.

When you can share information

16.1 The Supplier must tell the Relevant Authority within 48 hours if it receives a Request For
Information.

16.2 Within five (5) Working Days of the Buyer’s request the Supplier must give CCS and each
Buyer full cooperation and information needed so the Buyer can:

(a) publish the Transparency Information;

(b) comply with any Freedom of Information Act (FOIA) request; and/or
(c) comply with any Environmental Information Regulations (EIR)
request.

16.3 The Relevant Authority may talk to the Supplier to help it decide whether to publish
information under Clause 16. However, the extent, content and format of the disclosure is the
Relevant Authority’s decision in its absolute discretion.

Invalid parts of the contract

If any part of a Contract is prohibited by Law or judged by a court to be unlawful, void or
unenforceable, it must be read as if it was removed from that Contract as much as required
and rendered ineffective as far as possible without affecting the rest of the Contract, whether
it is valid or enforceable.

No other terms apply

The provisions incorporated into each Contract are the entire agreement between the Parties.
The Contract replaces all previous statements, agreements and any course of dealings made
between the Parties, whether written or oral, in relation to its subject matter. No other
provisions apply.
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Other people’s rights in a contract

No third parties may use the Contracts (Rights of Third Parties) Act 1999 (CRTPA) to enforce
any term of the Contract unless stated (referring to CRTPA) in the Contract. This does not
affect third party rights and remedies that exist independently from CRTPA.

Circumstances beyond your control

20.1 Any Party affected by a Force Majeure Event is excused from performing its obligations
under a Contract while the inability to perform continues, if it both:

(a) provides a Force Majeure Notice to the other Party; and

(b) uses all reasonable measures practical to reduce the impact of the Force Majeure
Event.

20.2 Either Party can partially or fully terminate the affected Contract if the provision of the
Deliverables is materially affected by a Force Majeure Event which lasts for 90 days
continuously.

Relationships created by the contract

No Contract creates a partnership, joint venture or employment relationship. The Supplier
must represent themselves accordingly and ensure others do so.

Giving up contract rights

A partial or full waiver or relaxation of the terms of a Contract is only valid if it is stated to be a
waiver in writing to the other Party.

Transferring responsibilities

23.1 The Supplier cannot assign, novate or transfer a Contract or any part of a Contract without
the Relevant Authority’s written consent.

23.2 The Relevant Authority can assign, novate or transfer its Contract or any part of it to any

Central Government Body, public or private sector body which performs the functions of the
Relevant Authority.
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23.3 When CCS or the Buyer uses its rights under Clause 23.2 the Supplier must enter into a
novation agreement in the form that CCS or the Buyer specifies.

23.4 The Supplier can terminate a Contract novated under Clause 23.2 to a private sector body
that is experiencing an Insolvency Event.

23.5 The Supplier remains responsible for all acts and omissions of the Supplier Staff as if they
were its own.

23.6 If CCS or the Buyer asks the Supplier for details about Subcontractors, the Supplier must
provide details of Subcontractors at all levels of the supply chain including:

(a) their name;
(b) the scope of their appointment; and
(c) the duration of their appointment.

Changing the contract

24.1 Either Party can request a Variation which is only effective if agreed in writing and signed
by both Parties.

24.2 The Supplier must provide an Impact Assessment either:

(a) with the Variation Form, where the Supplier requests the Variation; or

(b) within the time limits included in a Variation Form requested by CCS or the Buyer.

24.3 If the Variation cannot be agreed or resolved by the Parties, CCS or the Buyer can either:

(a) agree that the Contract continues without the Variation; or

(b) terminate the affected Contract, unless in the case of an Order Contract, the
Supplier has already provided part or all of the provision of the Deliverables, or
where the Supplier can show evidence of substantial work being carried out to
provide them; or

(c) refer the Dispute to be resolved using Clause 34 (Resolving Disputes).
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24.4 CCS and the Buyer are not required to accept a Variation request made by the Supplier.

24.5 If there is a General Change in Law, the Supplier must bear the risk of the change and is
not entitled to ask for an increase to the DPS Pricing or the Charges.

24.6 |If there is a Specific Change in Law or one is likely to happen during the Contract Period
the Supplier must give CCS and the Buyer notice of the likely effects of the changes as
soon as reasonably practical. They must also say if they think any Variation is needed
either to the Deliverables, DPS Pricing or a Contract and provide evidence:

(a) thatthe Supplier has kept costs as low as possible, including in Subcontractor costs;
and

(b) of how it has affected the Supplier’s costs.

24.7 Any change in the DPS Pricing or relief from the Supplier's obligations because of a
Specific Change in Law must be implemented using Clauses 24.1 to 24.4.

24.8 For 101(5) of the Regulations, if the Court declares any Variation ineffective, the Parties
agree that their mutual rights and obligations will be regulated by the terms of the
Contract as they existed immediately prior to that Variation and as if the Parties had
never entered into that Variation.

How to communicate about the contract

25.1 All notices under the Contract must be in writing and are considered effective on the
Working Day of delivery as long as they are delivered before 5:00pm on a Working Day.
Otherwise the notice is effective on the next Working Day. An email is effective at 9:00am
on the first Working Day after sending unless an error message is received.

25.2 Notices to CCS must be sent to the CCS Authorised Representative’s address or email
address indicated on the Platform.

25.3 Notices to the Buyer must be sent to the Buyer Authorised Representative’s address or
email address in the Order Form.

25.4 This Clause does not apply to the service of legal proceedings or any documents in any
legal action, arbitration or dispute resolution.
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Dealing with claims

26.1 If a Beneficiary is notified of a Claim then it must notify the Indemnifier as soon as
reasonably practical and no later than 10 Working Days.

26.2 At the Indemnifier’s cost the Beneficiary must both:

(a) allow the Indemnifier to conduct all negotiations and proceedings to do with a
Claim; and

(b) give the Indemnifier reasonable assistance with the claim if requested.

26.3 The Beneficiary must not make admissions about the Claim without the prior written
consent of the Indemnifier which can not be unreasonably withheld or delayed.

26.4 The Indemnifier must consider and defend the Claim diligently using competent legal
advisors and in a way that does not damage the Beneficiary’s reputation.

26.5 The Indemnifier must not settle or compromise any Claim without the Beneficiary's prior
written consent which it must not unreasonably withhold or delay.

26.6 Each Beneficiary must take all reasonable steps to minimise and mitigate any losses that
it suffers because of the Claim.

26.7 If the Indemnifier pays the Beneficiary money under an indemnity and the Beneficiary
later recovers money which is directly related to the Claim, the Beneficiary must
immediately repay the Indemnifier the lesser of either:

(a) the sum recovered minus any legitimate amount spent by the Beneficiary when
recovering this money; or

(b) the amount the Indemnifier paid the Beneficiary for the Claim.

Preventing fraud, bribery and corruption

27.1 The Supplier must not during any Contract Period:

(a) commit a Prohibited Act or any other criminal offence in the Regulations 57(1) and
57(2); or

(b) do or allow anything which would cause CCS or the Buyer, including any of their
employees, consultants, contractors, Subcontractors or agents to breach any of the
Relevant Requirements or incur any liability under them.
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27.2 The Supplier must during the Contract Period:

(a)

(b)

(c)

create, maintain and enforce adequate policies and procedures to ensure it complies
with the Relevant Requirements to prevent a Prohibited Act and require its
Subcontractors to do the same;

keep full records to show it has complied with its obligations under Clause 27 and
give copies to CCS or the Buyer on request; and

if required by the Relevant Authority, within 20 Working Days of the Start Date of
the relevant Contract, and then annually, certify in writing to the Relevant Authority,
that they have complied with Clause 27, including compliance of Supplier Staff, and
provide reasonable supporting evidence of this on request, including its policies and
procedures.

27.3 The Supplier must immediately notify CCS and the Buyer if it becomes aware of any breach

of Clauses

27.4

27.5

27.1 or 27.2 or has any reason to think that it, or any of the Supplier Staff, has either:

(a)
(b)

(c)

(d)

been investigated or prosecuted for an alleged Prohibited Act;

been debarred, suspended, proposed for suspension or debarment, or is otherwise
ineligible to take part in procurement programmes or contracts because of a
Prohibited Act by any government department or agency;

received a request or demand for any undue financial or other advantage of any kind
related to a Contract; or

suspected that any person or Party directly or indirectly related to a Contract has
committed or attempted to commit a Prohibited Act.

If the Supplier notifies CCS or the Buyer as required by Clause 27.3, the Supplier must
respond promptly to their further enquiries, co-operate with any investigation and allow
the Audit of any books, records and relevant documentation.

In any notice the Supplier gives under Clause 27.3 it must specify the:

(a)
(b)
(c)

Prohibited Act;
identity of the Party who it thinks has committed the Prohibited Act; and

action it has decided to take.

Equality, diversity and human rights

28.1 The Supplier must follow all applicable equality Law when they perform their obligations

under the Contract, including:
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(a) protections against discrimination on the grounds of race, sex, gender reassighment,
religion or belief, disability, sexual orientation, pregnancy, maternity, age or
otherwise; and

(b) any other requirements and instructions which CCS or the Buyer reasonably imposes
related to equality Law.

28.2 The Supplier must take all necessary steps, and inform CCS or the Buyer of the steps taken,
to prevent anything that is considered to be unlawful discrimination by any court or
tribunal, or the Equality and Human Rights Commission (or any successor organisation)
when working on a Contract.

Health and safety

29.1 The Supplier must perform its obligations meeting the requirements of:

(a) all applicable Law regarding health and safety; and

(b) the Buyer’s current health and safety policy while at the Buyer’s Premises, as
provided to the Supplier.

29.2 The Supplier and the Buyer must as soon as possible notify the other of any health and
safety incidents or material hazards they are aware of at the Buyer Premises that relate
to the performance of a Contract.

Environment

30.1 When working on Site the Supplier must perform its obligations under the Buyer’s current
Environmental Policy, which the Buyer must provide.

30.2 The Supplier must ensure that Supplier Staff are aware of the Buyer’s Environmental
Policy.

Tax

31.1 The Supplier must not breach any Tax or social security obligations and must enter into a
binding agreement to pay any late contributions due, including where applicable, any
interest or any fines. CCS and the Buyer cannot terminate a Contract where the Supplier
has not paid a minor Tax or social security contribution.
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31.2 Where the Charges payable under a Contract with the Buyer are or are likely to exceed £5
million at any point during the relevant Contract Period, and an Occasion of Tax Non-Compliance
occurs, the Supplier must notify CCS and the Buyer of it within 5 Working Days including:

(a) the steps that the Supplier is taking to address the Occasion of Tax Non-Compliance
and any mitigating factors that it considers relevant; and

(b) other information relating to the Occasion of Tax Non-Compliance that CCS and the
Buyer may reasonably need.

31.3 Where the Supplier or any Supplier Staff are liable to be taxed or to pay National Insurance
contributions in the UK relating to payment received under an Order Contract, the
Supplier must both:

(a) comply with the Income Tax (Earnings and Pensions) Act 2003 and all other statutes
and regulations relating to income tax, the Social Security Contributions and Benefits
Act 1992 (including IR35) and National Insurance contributions; and

(b) indemnify the Buyer against any Income Tax, National Insurance and social security
contributions and any other liability, deduction, contribution, assessment or claim
arising from or made during or after the Contract Period in connection with the
provision of the Deliverables by the Supplier or any of the Supplier Staff.

31.4 If any of the Supplier Staff are Workers who receive payment relating to the Deliverables,
then the Supplier must ensure that its contract with the Worker contains the following
requirements:

(a) the Buyer may, at any time during the Contract Period, request that the Worker
provides information which demonstrates they comply with Clause 31.3, or why
those requirements do not apply, the Buyer can specify the information the Worker
must provide and the deadline for responding;

(b) the Worker’s contract may be terminated at the Buyer’s request if the Worker fails
to provide the information requested by the Buyer within the time specified by the
Buyer;

(c) the Worker’s contract may be terminated at the Buyer’s request if the Worker
provides information which the Buyer considers is not good enough to demonstrate

how it complies with Clause 31.3 or confirms that the Worker is not complying with
those requirements; and

(d) the Buyer may supply any information they receive from the Worker to HMRC for
revenue collection and management.

Conflict of interest

32.1 The Supplier must take action to ensure that neither the Supplier nor the Supplier Staff are
placed in the position of an actual or potential Conflict of Interest.
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32.2 The Supplier must promptly notify and provide details to CCS and each Buyer if a Conflict
of Interest happens or is expected to happen.

32.3 CCS and each Buyer can terminate its Contract immediately by giving notice in writing to
the Supplier or take any steps it thinks are necessary where there is or may be an actual
or potential Conflict of Interest.

Reporting a breach of the contract

33.1 As soon as it is aware of it the Supplier and Supplier Staff must report to CCS or the Buyer
any actual or suspected breach of:

(a) Law;
(b) Clause 12.1; or
(c) Clauses 27 to 32.

33.2 The Supplier must not retaliate against any of the Supplier Staff who in good faith reports a
breach listed in Clause 33.1 to the Buyer or a Prescribed Person.

Resolving disputes

34.1 If there is a Dispute, the senior representatives of the Parties who have authority to settle
the Dispute will, within 28 days of a written request from the other Party, meet in good
faith to resolve the Dispute.

34.2 If the Dispute is not resolved at that meeting, the Parties can attempt to settle it by
mediation using the

Centre for Effective Dispute Resolution (CEDR) Model Mediation Procedure current at the
time of the

Dispute. If the Parties cannot agree on a mediator, the mediator will be nominated by
CEDR. If either Party does not wish to use, or continue to use mediation, or mediation
does not resolve the Dispute, the Dispute must be resolved using Clauses 34.3 to 34.5.

34.3 Unless the Relevant Authority refers the Dispute to arbitration using Clause 34.4, the
Parties irrevocably agree that the courts of England and Wales have the exclusive
jurisdiction to:
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(a) determine the Dispute;
(b) grant interim remedies; and/or

(c) grant any other provisional or protective relief.

34.4 The Supplier agrees that the Relevant Authority has the exclusive right to refer any
Dispute to be finally resolved by arbitration under the London Court of International
Arbitration Rules current at the time of the Dispute. There will be only one arbitrator. The
seat or legal place of the arbitration will be London and the proceedings will be in English.

34.5 The Relevant Authority has the right to refer a Dispute to arbitration even if the Supplier
has started or has attempted to start court proceedings under Clause 34.3, unless the
Relevant Authority has agreed to the court proceedings or participated in them. Even if
court proceedings have started, the Parties must do everything necessary to ensure that
the court proceedings are stayed in favour of any arbitration proceedings if they are
started under Clause 34.4.

34.6 The Supplier cannot suspend the performance of a Contract during any Dispute.

Which law applies

This Contract and any Disputes arising out of, or connected to it, are governed by English law.

Special Terms

1. Safeguarding Children and Vulnerable Adults

“‘Regulated Activity” In relation to children as defined in Part 1 of
Schedule 4 to the Safeguarding Vulnerable
Groups Act 2006.

In relation to vulnerable adults as defined in
Part 2 of Schedule 4 to the Safeguarding
Vulnerable Groups Act 2006.

1.1 The Contractor will put in place safeguards to protect children and
vulnerable adults from a risk of significant harm which could arise from the
performance of this Contract. The Contractor will agree these safeguards
with the Department before commencing work on the Contract.

1.2 In addition, the Contractor will carry out checks with the Disclosure and
Barring Service (DBS checks) on all staff employed on the Contract in a
Regulated Activity. Contractors must have a DBS check done every three
years for each relevant member of staff for as long as this Contract applies.
The DBS check must be completed before any of the Contractor’s
employees work with children in Regulated Activity.
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1.3

1.4

The Contractor shall immediately notify the Department of any information
that it reasonably requests to enable it to be satisfied that the obligations of
this Clause 1.1 have been met.

The Contractor shall not employ or use the services of any person who is
barred from, or whose previous conduct or records indicate that he or she
would not be suitable to carry out Regulated Activity or who may otherwise
present a risk to children or vulnerable adults.

2. Project outputs

2.1

2.2

2.3

2.4

2.5

Unless otherwise agreed between the Contractor and the Project Manager,
all outputs from the Project shall be published by the Department on the
Department’s research website.

The Contractor shall ensure that all outputs for publication by the
Department adhere to the Department’s Style Guide and MS Word
Template, available to download from:

https://www.gov.uk/government/publications/research-reports-quide-and-
template.

Unless otherwise agreed between the Contractor and Project Manager, the
Contractor shall supply the Project Manager with a draft for comment at
least eight weeks before the intended publication date, for interim reports,
and eight weeks before the contracted end date, for final reports.

The Contractor shall consider revisions to the drafts with the Project
Manager in the light of the Department’s comments. The Contractor shall
provide final, signed off interim reports and other outputs planned within
the lifetime of the Project to the Department by no later than four weeks
before the intended publication date, and final, signed off reports and other
outputs at the end of the Project to the Department by no later than the
contracted end date for the Project.

Until the date of publication, findings from all Project outputs shall be
treated as confidential. The Contractor shall not release findings to the
press or disseminate them in any way or at any time prior to publication
without approval of the Department.
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2.6 Where the Contractor wishes to issue a Press Notice or other publicity
material containing findings from the Project, notification of plans, including
timing and drafts of planned releases shall be submitted by the Contractor
to the Project Manager at least three weeks before the intended date of
release and before any agreement is made with press or other external
audiences, to allow the Department time to comment. All Press Notices
released by the Department or the Contractor shall state the full title of the
research report, and include a hyperlink to the Department’s research web
pages, and any other web pages as relevant, to access the publication/s.
This clause applies at all times prior to publication of the final report.

2.7 Where the Contractor wishes to present findings from the Project in the
public domain, for example at conferences, seminars, or in journal articles,
the Contractor shall notify the Project Manager before any agreement is
made with external audiences, to allow the Department time to consider
the request. The Contractor shall only present findings that will already be
in the public domain at the time of presentation, unless otherwise agreed
with the Department. This clause applies at all times prior to publication of

the final report.

3. Departmental Security Standards for Business Services and ICT Contracts

In this Schedule, the following words shall have the following meanings and they
shall supplement the other definitions in the Contract:

“BPSS”
“Baseline Personnel Security Standard”

the Government's HMG Baseline Personal
Security Standard. Further information can be
found at:
https://www.gov.uk/government/publications/qo
vernment-baseline-personnel-security-standard

“CCsC”
“Certified Cyber Security Consultancy’

is the National Cyber Security Centre’s
(NCSC) approach to assessing the
services provided by consultancies and
confirming that they meet NCSC's standards.

See website:
https://www.ncsc.qgov.uk/scheme/certified-

cyber-consultancy

RM6126 - Research & Insights DPS
Project Version: v1.0
Model Version: v1.3

45



https://www.gov.uk/government/publications/government-baseline-personnel-security-standard
https://www.gov.uk/government/publications/government-baseline-personnel-security-standard
https://www.ncsc.gov.uk/scheme/certified-cyber-consultancy
https://www.ncsc.gov.uk/scheme/certified-cyber-consultancy

“CCP!!
“Certified Professional”

is a NCSC scheme in consultation with
government, industry and academia to address
the growing need for specialists in the cyber
security profession. See website:

https://www.ncsc.gov.uk/information/about-
certified-professional-scheme

“Cyber Essentials”
“Cyber Essentials Plus”

Cyber Essentials is the government backed,
industry supported scheme to help organisations
protect themselves against common cyber-
attacks. Cyber Essentials and Cyber Essentials
Plus are levels within the scheme.

There are a number of certification bodies that
can be approached for further advice on the
scheme; the link below points to these providers:

https://www.cyberessentials.ncsc.gov.uk/getting
-certified/#what-is-an-accreditation-body

“Data”

“Data Controller”

“Data Protection Officer”

“Data Processor”

“Personal Data”

“Personal Data requiring Sensitive
Processing”

“Data Subject”, “Process”
“Processing”

and

shall have the meanings given to those terms by
the Data Protection Legislation

"Buyer’s Data"
“Buyer’s Information”

is any data or information owned or retained to
meet departmental business objectives and
tasks, including:
(a) any data, text, drawings, diagrams, images
or sounds (together with any repository or
database made up of any of these components)
which are embodied in any electronic, magnetic,
optical or tangible media, and which are:
() supplied to the Supplier by or on behalf of
the Buyer; or
(i) which the Supplier is required to generate,
process, store or transmit pursuant to this
Contract; or
(b) any Personal Data for which the Buyer is the
Data Controller;
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“Departmental Security Requirements”

the Buyer’s security policy or any standards,
procedures, process or specification for security
that the Supplier is required to deliver.

“Digital Marketplace / G-Cloud”

the Digital Marketplace is the online framework
for identifying and procuring cloud technology
and people for digital projects.

“End User Devices”

the personal computer or consumer devices that
store or process information.

“Good Industry Standard”
“Industry Good Standard”

the implementation of products and solutions,
and the exercise of that degree of skill, care,
prudence, efficiency, foresight and timeliness as
would be expected from a leading company
within the relevant industry or business sector.

“‘GSC” the Government Security Classification Policy

“GSCP” which establishes the rules for classifying HMG
information. The policy is available at:
https://www.gov.uk/government/publications/go
vernment-security-classifications

“‘HMG” Her Majesty’s Government

‘“ICT” Information and Communications Technology

(ICT) and is used as an extended synonym for
information technology (IT), used to describe the
bringing together of enabling technologies used
to deliver the end-to-end solution

“ISO/IEC 27001” “ISO 27001”

is the International Standard for Information
Security Management Systems Requirements

“ISO/IEC 27002 “ISO 27002”

is the International Standard describing the Code
of Practice for Information Security Controls.

‘SO 22301

is the International Standard describing for
Business Continuity

“IT Security Health Check (ITSHC)”
“IT Health Check (ITHC)”
“Penetration Testing”

an assessment to identify risks and
vulnerabilities in systems, applications and
networks which may compromise the
confidentiality, integrity or availability of
information held on that ICT system.
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“Need-to-Know”

the Need-to-Know principle employed within
HMG to Ilimit the distribution of classified
information to those people with a clear ‘need to
know’ in order to carry out their duties.

“OFFICIAL-SENSITIVE”

‘NCSC” the National Cyber Security Centre (NCSC) is
the UK government’'s National Technical
Authority for Information Assurance. The NCSC
website is https://www.ncsc.gov.uk

“‘OFFICIAL” the term ‘OFFICIAL’ is used to describe the

baseline level of ‘security classification’
described within the Government Security
Classification Policy (GSCP).

the term ‘OFFICIAL-SENSITIVE is used to
identify a limited subset of OFFICIAL information
that could have more damaging consequences
(for individuals, an organisation or government
generally) if it were lost, stolen or published in
the media, as described in the GSCP.

“RBAC”
“Role Based Access Control”

Role Based Access Control, a method of
restricting a person’s or process’ access to
information depending on the role or functions
assigned to them.

“Storage Area Network”
“SAN”

an information storage system typically
presenting block based storage (i.e. disks or
virtual disks) over a network interface rather than
using physically connected storage.

“Secure Sanitisation”

the process of treating data held on storage
media to reduce the likelihood of retrieval and
reconstruction to an acceptable level.

NCSC Guidance can be found at:
https://www.ncsc.gov.uk/quidance/secure-
sanitisation-storage-media

The disposal of physical documents and
hardcopy materials advice can be found at:
https://www.cpni.gov.uk/secure-destruction-0

“Security and Information Risk Advisor”
“CCP SIRA”

the Security and Information Risk Advisor (SIRA)
is a role defined under the NCSC Certified
Professional (CCP) Scheme. See also:
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“SIRA”

https://lwww.ncsc.gov.uk/articles/a
bout-certified-professional-scheme

“Senior Information Risk Owner”
“SIRO”

the Senior Information Risk Owner (SIRO)
responsible on behalf of the DfE Accounting
Officer for overseeing the management of
information risk across the organisation. This
includes its executive agencies, arm’s length
bodies (ALBs), non-departmental public bodies
(NDPBs) and devolved information held by third
parties.

“SPF”
“HMG Security Policy Framework

the definive HMG Security Policy which
describes the expectations of the Cabinet
Secretary and Government’s Official Committee
on Security on how HMG organisations and third
parties handling HMG information and other
classification will apply protective security to
ensure HMG can function effectively, efficiently
and securely.
https://www.gov.uk/government/publications/se
curity-policy-framework

"Supplier Staff"

all directors, officers, employees, agents,
consultants and contractors of the Supplier
and/or of any Subcontractor engaged in the
performance of the Supplier's obligations under
the Contract.

3.1.

3.2.

The Supplier shall be aware of and comply with the relevant HMG security
policy framework, NCSC guidelines and where applicable these Departmental
Security Requirements which include but are not constrained to the following
paragraphs.

Where the Supplier will provide products or Services or otherwise handle
information at OFFICIAL for the Buyer, the requirements of Cabinet Office
Procurement Policy Note — Use of Cyber Essentials Scheme certification -
Action Note 09/14 dated 25 May 2016, or any subsequent updated document,
are mandated, namely that “contractors supplying products or services to HMG
shall have achieved, and will be expected to retain Cyber Essentials
certification at the appropriate level for the duration of the contract”. The
certification scope shall be relevant to the Services supplied to, or on behalf of,
the Buyer.
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3.3.

3.4.

3.5.

3.6.

3.7.

3.8.

Where paragraph 3.2 above has not been met, the Supplier shall have
achieved, and be able to maintain, independent certification to ISO/IEC 27001
(Information Security Management Systems Requirements). The ISO/IEC
27001 certification must have a scope relevant to the Services supplied to, or
on behalf of, the Buyer. The scope of certification and the statement of
applicability must be acceptable, following review, to the Buyer, including the
application of controls from ISO/IEC 27002 (Code of Practice for Information
Security Controls).

The Supplier shall follow the UK Government Security Classification Policy
(GSCP) in respect of any Buyer’s Data being handled in the course of providing
the Services and will handle all data in accordance with its security
classification. (In the event where the Supplier has an existing Protective
Marking Scheme then the Supplier may continue to use this but must map the
HMG security classifications against it to ensure the correct controls are applied
to the Buyer’s Data).

Buyer’s Data being handled while providing an ICT solution or service must be
separated from all other data on the Supplier’s or sub-contractor’'s own IT
equipment to protect the Buyer’s Data and enable the data to be identified and
securely deleted when required in line with paragraph 3.14. For information
stored digitally, this must be at a minimum logically separated. Physical
information (e.g., paper) must be physically separated.

The Supplier shall have in place and maintain physical security to premises
and sensitive areas used in relation to the delivery of the products or Services,
and that store or process Buyer’s Data, in line with ISO/IEC 27002 including,
but not limited to, entry control mechanisms (e.g. door access), CCTV, alarm
systems, etc.

The Supplier shall have in place, implement and maintain an appropriate user
access control policy for all ICT systems to ensure only authorised personnel
have access to Buyer's Data. This policy should include appropriate
segregation of duties and if applicable role based access controls (RBAC).
User credentials that give access to Buyer’s Data or systems shall be
considered to be sensitive data and must be protected accordingly.
The Supplier shall have in place and shall maintain procedural, personnel,
physical and technical safeguards to protect Buyer’s Data, including but not
limited to:

3.8.1. physical security controls;

3.8.2. good industry standard policies and processes;

3.8.3. malware protection;

3.8.4. boundary access controls including firewalls, application gateways, etc;

3.8.5. maintenance and use of fully supported software packages in
accordance with vendor recommendations;

3.8.6. use of secure device configuration and builds;
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3.8.7. software updates and patching regimes including malware signatures,
for operating systems, network devices, applications and services;

3.8.8. user identity and access controls, including the use of multi-factor
authentication for sensitive data and privileged account accesses;

3.8.9. any services provided to the Buyer must capture audit logs for security
events in an electronic format at the application, service and system
level to meet the Buyer’s logging and auditing requirements, plus logs
shall be:

3.8.9.1. retained and protected from tampering for a minimum period
of six months;

3.8.9.2.  made available to the Buyer on request.

3.9.  The Supplier shall ensure that any Buyer’s Data (including email) transmitted
over any public network (including the Internet, mobile networks or unprotected
enterprise network) or to a mobile device shall be encrypted when transmitted.

3.10. The Supplier shall ensure that any Buyer’s Data which resides on a mobile,
removable or physically uncontrolled device is stored encrypted using a
product or system component which has been formally assured through a
recognised certification process agreed with the Buyer except where the Buyer
has given its prior written consent to an alternative arrangement.

3.11. The Supplier shall ensure that any device which is used to process Buyer’s
Data meets all of the security requirements set out in the NCSC End User
Devices Platform Security Guidance, a copy of which can be found at:
https://www.ncsc.gov.uk/guidance/end-user-device-security and
https://www.ncsc.gov.uk/collection/end-user-device-security/eud-
overview/eud-security-principles.

3.12. Whilst in the Supplier's care all removable media and hardcopy paper
documents containing Buyer’s Data must be handled securely and secured
under lock and key when not in use and shall be securely destroyed when no
longer required, using either a cross-cut shredder or a professional secure
disposal organisation.

The term ‘lock and key’ is defined as: “securing information in a lockable desk
drawer, cupboard or filing cabinet which is under the user’s sole control and to
which they hold the keys”.

3.13. When necessary to hand carry removable media and/or hardcopy paper
documents containing Buyer’s Data, the media or documents being carried
shall be kept under cover and transported in such a way as to ensure that no
unauthorised person has either visual or physical access to the material being
carried. This paragraph shall apply equally regardless of whether the material
is being carried inside or outside of company premises.

The term ‘under cover’ means that the information is carried within an opaque
folder or envelope within official premises and buildings and within a closed
briefcase or other similar bag or container when outside official premises or
buildings.
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3.14. Inthe event of termination of Contract due to expiry, as a result of an Insolvency
Event or for breach by the Supplier, all information assets provided, created or
resulting from provision of the Services shall not be considered as the
Supplier’s assets and must be returned to the Buyer and written assurance
obtained from an appropriate officer of the Supplier that these assets
regardless of location and format have been fully sanitised throughout the
Supplier’s organisation in line with paragraph 1.15.

3.15. Inthe event of termination, equipment failure or obsolescence, all Buyer’s Data
and Buyer’s Information, in either hardcopy or electronic format, that is
physically held or logically stored by the Supplier must be accounted for and
either physically returned or securely sanitised or destroyed in accordance with
the current HMG policy using an NCSC-approved product or method.

Where sanitisation or destruction is not possible for legal, regulatory or
technical reasons, such as data stored in a cloud system, Storage Area
Network (SAN) or on shared backup tapes, then the Supplier shall protect (and
ensure that any sub-contractor protects) the Buyer’s Information and Buyer’s
Data until such time, which may be long after termination or expiry of the
Contract, when it can be securely cleansed or destroyed.

Evidence of secure destruction will be required in all cases.

3.16. Access by Supplier Staff to Buyer’'s Data, including user credentials, shall be
confined to those individuals who have a “need-to-know” in order to carry out
their role; and have undergone mandatory pre-employment screening, to a
minimum of HMG Baseline Personnel Security Standard (BPSS); or hold an
appropriate National Security Vetting clearance as required by the Buyer. All
Supplier Staff must complete this process before access to Buyer’s Data is
permitted. [Any Supplier Staff who will be in contact with children or vulnerable
adults must, in addition to any security clearance, have successfully undergone
an Enhanced DBS (Disclosure and Barring Service) check prior to any contact].

3.17. All Supplier Staff who handle Buyer’'s Data shall have annual awareness
training in protecting information.

3.18. Notwithstanding any other provisions as to business continuity and disaster
recovery in the Contract, the Supplier shall, as a minimum, have in place robust
business continuity arrangements and processes including IT disaster recovery
plans and procedures that conform to ISO 22301 to ensure that the delivery of
the Contract is not adversely affected in the event of an incident. An incident
shall be defined as any situation that might, or could lead to, a disruption, loss,
emergency or crisis to the Services delivered. If an ISO 22301 certificate is not
available the supplier will provide evidence of the effectiveness of their ISO
22301 conformant business continuity arrangements and processes including
IT disaster recovery plans and procedures. This must include evidence that the
Supplier has tested or exercised these plans within the last 12 months and
produced a written report of the outcome, including required actions.

3.19. Any suspected or actual breach of the confidentiality, integrity or availability of
Buyer’s Data, including user credentials, used or handled while providing the
Services shall be recorded as a Security Incident. This includes any non-
compliance with the Departmental Security Requirements and these
provisions, or other security standards pertaining to the solution.
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3.20.

3.21.

3.22.

3.23.

3.24.

Security Incidents shall be reported to the Buyer immediately, wherever
practical, even if unconfirmed or when full details are not known, but always
within 24 hours of discovery. If Security Incident reporting has been delayed by
more than 24 hours, the Supplier should provide an explanation about the
delay.

Security Incidents shall be reported through the Buyer’s nominated system or
service owner.

Security Incidents shall be investigated by the Supplier with outcomes being
notified to the Buyer.

The Supplier shall ensure that any Supplier ICT systems and hosting
environments that are used to handle, store or process Buyer’s Data, including
Supplier ICT connected to Supplier ICT systems used to handle, store or
process Buyer’s Data, shall be subject to independent IT Health Checks (ITHC)
using an NCSC CHECK Scheme ITHC provider before go-live and periodically
(at least annually) thereafter. The findings of the ITHC relevant to the Services
being provided are to be shared with the Buyer in full without modification or
redaction and all necessary remedial work carried out. In the event of significant
security issues being identified, a follow up remediation test may be required,
to be determined by the Buyer upon review of the configuration findings.

The Supplier or sub-contractors providing the Services will provide the Buyer
with full details of any actual or future intent to develop, manage, support,
process or store Buyer’s Data outside of the UK mainland. The Supplier or sub-
contractor shall not go ahead with any such proposal without the prior written
agreement from the Buyer.

The Buyer reserves the right to audit the Supplier or sub-contractors providing
the Services within a mutually agreed timeframe but always within seven days
of notice of a request to audit being given. The audit shall cover the overall
scope of the Services being supplied and the Supplier’s, and any sub-
contractors’, compliance with the paragraphs contained in this Schedule.

The Supplier and sub-contractors shall undergo appropriate security assurance
activities and shall provide appropriate evidence including the production of the
necessary security documentation as determined by the Buyer. This will include
obtaining any necessary professional security resources required to support
the Supplier’'s and sub-contractor’s security assurance activities such as: a
Security and Information Risk Advisor (SIRA) certified to NCSC Certified Cyber
Security Consultancy (CCSC) or NCSC Certified Cyber Professional (CCP)
schemes.

Where the Supplier is delivering an ICT solution to the Buyer they shall design
and deliver solutions and services that are compliant with the HMG Security
Policy Framework in conjunction with current NCSC Information Assurance
Guidance and Buyer’s Policy. The Supplier will provide the Buyer with evidence
of compliance for the solutions and services to be delivered. The Buyer’s
expectation is that the Supplier shall provide written evidence of:

3.24.1.  compliance with HMG Minimum Cyber Security Standard.
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3.24.2.  any existing security assurance for the Services to be delivered, such
as: ISO/IEC 27001 / 27002 or an equivalent industry level certification
(e.g. United Kingdom Accreditation Service).

3.24.3.  any existing HMG security accreditations or assurance that are still valid
including: details of the awarding body; the scope of the accreditation;
any caveats or restrictions to the accreditation; the date awarded, plus
a copy of the residual risk statement.

3.24.4. documented progress in achieving any security assurance or
accreditation activities including whether documentation has been
produced and submitted. The Supplier shall provide details of who the
awarding body or organisation will be and date expected.

Additional information and evidence to that listed above may be required to
ensure compliance with DfE security requirements as part of the DfE security
assurance process. Where a request for evidence or information is made by
the Buyer, the Supplier will acknowledge the request within 5 working days and
either provide the information within that timeframe, or, if that is not possible,
provide a date when the information will be provided to the Buyer. In any case,
the Supplier must respond to information requests from the Buyer needed to
support the security assurance process promptly and without undue delay.

3.25. The Supplier shall contractually enforce all these Departmental Security
Requirements onto any third-party suppliers, sub-contractors or partners who
could potentially access Buyer’s Data in the course of providing the Services.

3.26. The Supplier shall comply with the NCSC'’s social media guidance: how to use
social media safely for any web and social media-based communications. In
addition, any Communications Plan deliverable must include a risk assessment
relating to the use of web and social media channels for the programme,
including controls and mitigations to be applied and how the NCSC social
media guidance will be complied with. The Supplier shall implement the
necessary controls and mitigations within the plan and regularly review and
update the risk assessment throughout the contract period. The Buyer shall
have the right to review the risks within the plan and approve the controls and
mitigations to be implemented, including requiring the Supplier to implement
any additional reasonable controls to ensure risks are managed within the
Buyer’s risk appetite.

3.27. Any Supplier ICT system used to handle, store or process the Buyer’s Data,
including any Supplier ICT systems connected to systems that handle, store or
process the Buyer’s Data, must have in place protective monitoring at a level
that is commensurate with the security risks posed to those systems and the
data held. The Supplier shall provide evidence to the Buyer upon request of the
protective monitoring arrangements in place needed to assess compliance with
this requirement.

4. Indexation

4.1 Any amounts or sums in this Agreement which are expressed to be “subject to
Indexation” shall be adjusted in accordance with the provisions of this Paragraph
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4 to reflect the effects of inflation.

4.2 Where Indexation applies, the relevant adjustment shall be:
(a) applied on the first day of the second April following the Effective Date and on
the first day of April in each subsequent year (each such date an “adjustment
date”); and
(b) determined by multiplying the relevant amount or sum by the percentage
increase or changes in the [Consumer Price Index] published for the 12 months
ended on the 31 January immediately preceding the relevant adjustment date.

4.3 Except as set out in this Paragraph 4, neither the Charges nor any other costs,
expenses, fees or charges shall be adjusted to take account of any inflation,
change to exchange rate, change to interest rate or any other factor or element
which might otherwise increase the cost to the Supplier or Sub-contractors of the
performance of their obligations.
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