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Framework Schedule 1 (Specification)

This Schedule sets out what We and our Buyers want.
The Supplier must only provide the Deliverables for the Lot that they have been appointed to.
For all Lots and/or Deliverables, the Supplier must help Buyers comply with any specific applicable Standards of the Buyer.
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Summary

1.1 The purpose of this Framework Schedule 1 (Specification) is to set out the intended scope of Deliverables that the Supplier will be required to make available to Buyers under this Framework Contract. In addition, this Framework Schedule 1 (Specification) will describe the Deliverables (including, if applicable, in each Lot) together with any specific Standards applicable to the Deliverables.
1.2 The Deliverables and any Standards set out in paragraph 3 (Deliverables) and paragraph 4 (Standards), may be refined (to the extent permitted and set out in the Call-Off Schedules); by a Buyer during a Further Competition Procedure; to reflect its Deliverables requirements for entering a particular Call-Off Contract.
1.3 The Deliverables covered by this procurement are divided into 4 Lots:
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GENERAL

1.4 The Supplier may be required to provide services in relation to the supply of the Deliverables to Buyers including but not limited to: 

1.4.1 Taking Orders for the Deliverables from Buyers in respect of the relevant Lot(s); 

1.4.2 Account management - the Supplier must provide at all times to the Buyer (and as required by CCS), a single point of contact for day to day account management for the tasks below; including but not limited to:

· account coordination and communication
· MI and market intelligence data (including sight of Supplier road maps or equivalent, and benchmarking as required)
· budget management
· issue resolution
· complaint handling
· Buyer feedback 
· resource allocation and prioritisation
· [bookmark: _jpzlvd3wb3an]technical engineers
· management of any third parties used by the Supplier to provide Goods and Services 
· Continuous improvement
· Order management
· [bookmark: _mbv5drwxrixz]quotation responsiveness
· online order management 
· Response times
· Deliveries
· P2P acknowledgment times
· [bookmark: _cxykfjhfmgqa]handling changes and cancellation issues
· [bookmark: _jvo0ggk0vnvh]handling EOL
· [bookmark: _l8a739c98btq]Out-of-stock issues

1.4.3 [bookmark: _f9h11sxyon71]Engaging with the Buyer as part of pre-sales design (e.g. general market engagement by the buyer) to assist with defining and refining requirements. Such assistance is to be provided at the Supplier's own risk and cost.

1.4.4 Providing a support function to deal with Buyer enquiries and issues; 

1.4.5 Complying with any PIs and any Service Levels and any reporting requirements;

1.4.6 Providing a Supplier Framework Manager to manage the relationship between CCS and the Supplier under this Framework Contract, to resolve any issues arising from this Framework Contract and to implement any improvements/innovations during the Framework Contract Period;

1.4.7 Complying with CCS MI requirements.

1.5 The Supplier shall demonstrate continuous improvement practices. Evidence of benchmarking and on-going savings initiatives shall be presented at Supplier Review Meetings.

1.6 Use of Subcontractors is fully permissible but these must be notified to the Buyer as part of any proposal. The Supplier retains overall responsibility for the delivery of all Orders under the Framework Contract. 


1.7 Subcontractors may be used to: process orders, process invoices, payments and delivery (on behalf of the Supplier). Additionally, Subcontractors may be used to handle returns. All documentation and processes must be undertaken in the name of the Supplier, and all Buyer invoice payments must be made directly to the Supplier.

1.8 The appointment and use of Subcontractors must be communicated to Buyers as well as CCS to reduce confusion; particularly where Subcontractors are used to process orders and other functions (see above). 

1.9 Market developments - the Supplier shall keep CCS informed of any developments, events and/or issues that will have an impact on the costs of the Deliverables to be provided under the Framework Contract. This will form part of Supplier Review Meetings which will take place as appropriate and as decided by CCS. More urgent developments will require immediate communication from the Supplier.
1.10 Marketing - the Supplier must work with CCS in accordance with Framework Schedule 4 to develop marketing material which must include and not be limited to, the development of case studies and marketing literature.
1.11 e-commerce solutions - Buyers will have their own systems to enable e-payment, ordering and so forth. The Supplier must be able to interact with the Buyers’ e-commerce systems (for example systems such as SAP Ariba, Emptoris and other like systems). The Supplier must be willing to adapt its systems and processes, as required, to accommodate these requirements at its cost.


[bookmark: _Toc4145068][bookmark: _Toc4145433]DELIVERABLES

1.12 Requirements for All Lots

· This paragraph sets out the Deliverables that are applicable to all Lots of this Technology Products and Associated Services Framework. 

1.12.1 Associated Services

[bookmark: _ckte3byb0hhr]Associated Services may extend beyond the scope of the Goods purchased. 
Associated Services include the items covered in the table below:


	Service
	Mandatory Lots 
	Optional Lots

	End User Support
	All Lots
	

	Service Desk
	All Lots
	

	Integration
	All Lots
	

	Systems Installation
	All Lots
	

	Project Management
	All Lots
	

	Training
	All Lots
	

	Leasing (Hire of Goods)
	All Lots
	

	Security Management
	Lot 1 and Lot 4
	Lot 2 and Lot 3

	Hardware Asset Management
	Lot 1 and Lot 2
	Lot 4

	Software Asset Management
	Lot 1 and Lot 3
	Lot 4

	Network Infrastructure Management Services
	Lot 1
	Lot 2 and Lot 4

	Device as a Service
	N/A
	Lots 1, 2 and 4

	Escrow
	N/A
	Lots 1, 3 and 4




1.12.2 End user support - the Supplier must provide an information and support management service to handle a Buyer’s internal or external queries and operational problems on technology related processes, policies, systems and usage. These services may include but are not limited to product support capabilities (for example; elements of hardware and software support, logging of problems, reporting and proactive results analysis of problem trends to suggest permanent fixes), the dispatch of service technicians and/or parts, end user training coordination, and other technology related issues.
1.12.3 Service Desk - The Service Desk acts as the primary user interface between the Buyer’s IT users and the end user support function. The role of the Service Desk is to take ownership of all calls made to it, and to ensure that the Buyers are provided with incident resolutions. The Service Desk shall be contactable via telephone, email and websites as a minimum.

1.12.4 Integration - The Supplier must assist on design aspects of purchased hardware and software for integration into the Buyer’s current systems as required. 

1.12.5 Systems Installation - The installation of technology onto the Buyer’s building and infrastructure estate and ensuring that the technology deployed works with the Buyer’s existing technology.

1.12.6 Project Management - Initiating, planning, executing, controlling, and closing the work of a team to achieve specific goals and meet specific success criteria, at a specified time. Includes waterfall, lean and agile methodologies.

1.12.7 Training - Transferring knowledge and skills to the Buyer’s staff to enable effective use of the technologies deployed.

1.12.8 Leasing (Hire of Goods) - The Supplier must be able to hire Goods to the Buyer in accordance with Call-Off Schedule 22 (Lease Terms). 

1.12.9 [bookmark: _70z4tg8grrdk]Security Management - The Supplier must provide the control, monitoring and management of security devices, systems, web sites, applications, databases, servers and data centres, and other technologies and services. This extends to managed firewall, identity and access management, intrusion detection, virtual private networks, vulnerability scanning and anti-viral/anti-phishing services. Services may be provided individually or as a whole in the form of an in-house or external Security Operations Centre (SOC) aimed at managing a 24/7 service.

1.12.10 Hardware Asset Management - The Supplier must provide to the Buyer a framework and set of processes for strategically tracking and managing the financial, licensing and contractual aspects of technology hardware assets throughout their life cycle. This includes but is not limited to; hardware acquisition and disposal decisions that identify and eliminate unused or infrequently used assets. The service must provide an accurate account of technology asset lifecycle costs and risks to maximise the business value of technology and sourcing decisions.

1.12.11 Software Asset Management - The Supplier must provide to the Buyer a framework and set of processes for strategically tracking and managing the financial, licensing and contractual aspects of software assets throughout their life cycle. 

This includes; but is not limited to; on premises software, software as a service, acquisition and disposal decisions that identify and eliminate unused or infrequently used assets, consolidation of software licences or proposals for new licensing models.

The service must provide an accurate account of technology asset lifecycle costs and risks to maximise the business value of technology and sourcing decisions.

1.12.12 Network Infrastructure Management Services -The Supplier must provide network infrastructure management Services for planning, delivering, operating, managing (including security), supporting and monitoring the on premise local area network infrastructure (LAN) and/or its assets. Including but not limited to fixed and wireless devices, routers, switches, firewalls and fibre optic equipment. This may take the form of individual services and/or a Network Operations Centre (NOC).

1.12.13 Device as a Service - The Supplier may provide to the Buyer a Device as a Service model allowing the Buyer to sign up to a subscription based model for any bundle of Goods (Hardware & Software) Services and Associated Services in scope of this Framework Agreement.

1.12.14 Escrow - The Supplier may provide to the Buyer escrow Services, facilitating the deposit of the software source code with a third-party escrow agent. 

1.12.15 Out of Scope:
(a) Standalone services are not within scope (except for Device as a Service, Desktop as a Service, Infrastructure as a Service or Software as a Service). 

[bookmark: _GoBack]
1.13 Lot 1 Hardware, Software and Associated Services

1.13.1 Lot 1 Overview
1.13.2 This Lot 1 is for the provision of combined requirements:
(a) hardware and software; or
(b) hardware and software and Associated Services

3.2.3 Combined requirements must adhere to the scope of the Goods, Services and Associated Services described in Paragraph 3.1.1 (Associated Services), Paragraph 3.3 (Lot 2 - Hardware and Associated Services) and Paragraph 3.4 (Lot 3 - Software and Associated Services).

1.14 Lot 2 - Hardware and Associated Services Scope

1.14.1 Lot 2 Overview
1.14.2 This Lot 2 is for the provision of hardware requirements, including but not limited to; end user devices, infrastructure hardware, consumables and peripheral equipment with Associated Services. 

(a) This Lot may be utilised for the provision of small, medium or large volume hardware requirements and Suppliers will participate in aggregated procurement opportunities (where relevant to their product portfolio), typically these will be for high volume/value requirements. 

1.14.3 Lot 2 mandatory Deliverables include: 

(a) Extended product warranties; support; upgrade and maintenance services associated with Goods purchased; hardware configuration; imaging devices (utilising Buyer’ pre-owned  or  separately procured  software  licences  where applicable); delivery to desk/server room; installation; consignment stocking and deliveries as required; project management of implementations e.g. estate refreshes; provision of management information reports to Buyers; technical support; on-site warranty repairs (as required); and loaning test devices.

(b) Suppliers must have the capability to offer a range of commoditised IT products.

(c) The Supplier must provide Buyers with technology roadmaps/future product direction and shall provide advice and guidance on avoidance of EOL issues, particularly for extended Call-Off Contracts where EOL issues may impact on technology roll-outs or other issues; 


(d) The Supplier must have flexible logistics and delivery capability to service Buyers’ requirements that fall outside office hours due to operational requirements. 

(e) The Supplier must have the capability to provide committed volumes required for any single transaction within the Buyer stated timescales. Delivery may be direct to Buyers or to other suppliers to apply additional associated services such as for example, hardware configuration, imaging, delivery to desk/server room, installation, packaging removal or as specified by the Buyer as part of their Call-Off Contract.

(f) The Supplier must offer a range of warranties, subject to the Buyer’s requirements, including but not limited to extended product warranties with processes in place to perform repairs under warranty and to expedite product returns and/or replacement. 

(g) The Supplier must have effective processes in place for handling DOA (Dead on Arrival) issues and failures which includes issuing replacement Product prior to return of DOA item(s) back to the Supplier.

(h) The Supplier will provide custom built devices i.e. hardware devices built to Buyer specifications, where required (dependent on sufficient volumes being procured). 

(i) The Supplier must provide operating system licenses for the Goods supplied. 

1.14.4 Deliverables out of scope of this Lot 2
(a) Software Goods

1.15 Lot 3 - Software and Associated Services 

1.15.1 Lot 3 Overview
This Lot 3 covers the provision of software requirements, including but not limited to; Commercial off the shelf Software (COTS Software), Open Source Software, software licenses and Associated Services.

1.15.2 Lot 3 mandatory Deliverables include: 

(a) Suppliers must have the capability to provide a range of Software and Open Source Software and Associated Services.

(b) The Supplier must provide; where required; installation, implementation and configuration of software.

(c) The Supplier must provide or make arrangements for the support and maintenance services for software products purchased via this Framework Contract.

(d) The Supplier must provide where required, renewals of existing commoditised support and maintenance service agreements.

(e) The Supplier must provide where required, pre-sales support for specification clarification.

(f) The Supplier must provide advice to Buyers on opportunity to transfer software licences to other public bodies when those licences are no longer required by the Buyer. 

(g) [bookmark: _pz25imm7ks11][bookmark: _cvzgvy92prz9]Application and Data Management Support - the Supplier must provide a wide variety of application services, processes and methodologies for maintaining, enhancing, managing and supporting custom or enterprise applications, packaged software applications, or network-delivered applications.

1.15.3 Optional Deliverables include but are not limited to: 

(a) The Supplier may provide management of updates and patches related to software purchased via this Framework Contract.

(b) The Supplier may have the capability to assess options of utilising Open Source product.

(c) Value-added Software Management (support entitlement) - the Supplier may independently maintain accurate purchase records (unless the Buyer requests otherwise), including any information necessary to identify and support a Buyer’s claim of entitlement to licences (including but not limited to: licence metrics, quantity, product details, support details etc.). This information can be requested by CCS on a reasonable basis.



(d) The Supplier may offer services such as Software Asset Management (SAM) and Software as a Service (SaaS).

1.15.4 Deliverables out of scope of this Lot 3

(a) Hardware Goods

1.16 Lot 4 Information Assured Goods
1.16.1 Lot 4 Overview

(a) This Lot 4 covers the provision of commoditised IT Goods and Associated Services. The Supplier must be able to provide the protective and information assurance required by the Buyer.   

(b) The Supplier must have, within 6 months of the award of the Framework Contract, an accredited secure facility environment in accordance with HMG Security Policy Framework May 2018 and/or any future variations to the policy (commonly referred to as List X). Inclusion on this Lot will depend on successful accreditation being achieved if not already held. Further information on List X accreditation  can  be  found  here:

https://www.gov.uk/government/publications/security-policy-framework

(c) The Supplier must have, or be willing to obtain a number of UK national security cleared personnel prior to any Call-Off Contract award/start Date. 

1.16.2 Lot 4 mandatory Deliverables:

(a) The Supplier must make Buyers aware of Subcontractors used to deliver Goods and Services.

(b) The Supplier must have flexible logistics and delivery capability to service Buyers’ requirements that fall outside office hours due to operational requirements deliveries to secure locations, overseas deliveries.

(c) The Supplier must deliver the Goods and Services to Buyers to agreed timeframes for delivery of those Goods and Services.				
(d) The Supplier must provide Buyers with technology roadmaps/future product direction and shall provide advice and guidance on avoidance of End of Life (EOL) issues, particularly for extended Call-Off Contracts where EOL issues may impact on technology roll-outs or other issues; 				
(e) Provide, where required for hardware installations and integrations (including   Audiovisual and Infrastructure Solutions) that comply with Buyers’ on site regulations and standards. For MOD this is JSP 604. Specific specialist qualifications (e.g. Infocomm CTS) apply to Supplier Personnel delivering these services. Information on Infocomm  CTS  can  be  found  here:  

http://www.infocomm.org/cps/rde/xchg/infocomm/hs.xsl/certification.htm
  
Information on JSP 604 can  be  found  here:
https://www.gov.uk/government/publications/joint-service-publication-jsp-604-network-rules

(f) Provide where required; secure disposal of hardware including but not limited to desktops, laptops, notebooks, netbooks, personal data assistants (PDAs), mobile internet devices, servers, data: CCTV, Video Tape, DLT, Audio, hard drives, RAM discs, flash drives and media cards, USB memory sticks, floppy discs, optical discs, CD’s, DVD’s, mobile telephones (including smartphones), ID badges, printers, fax machines. The secure disposal of items with or without the Associated Services limited to those described below. 
(i) Pre sales support, i.e. for specification clarification;
(ii) End to end asset tracking;
(iii) Data destruction;
(iv) On site data destruction;
(v) Specialist logistics;
(vi) Recycling;
(vii) Facilities to separate and store various electronic equipment;
(viii) Secure units for transportation including security cleared staff;


(g) Quality Requirements
The Supplier must provide the following:
(i) Product warranty, including extended product warranties
(ii) Repairs/bug fixes under warranty
(iii) Product returns and replacement
(iv) Handling DOA issues and Endemic Failures Services:
(v) Software implementation services: software development, integration, data services, installation, upgrades and support.
(vi) Through the use of third-party specialist sub-contracted companies, a compliant destruction and disposal service. The Supplier shall, for the duration of the Framework Contract and any Call-Off Contracts, have accreditation with at least one of the following approvals:
· CESG Assured Services (Sanitisation) – CAS-S
· Centre for the Protection of National Infrastructure (CPNI) certification
· Defence  Infosec  Product  Co-Operation  Group (DIPCOG) Approval
· A recognised ICT Destruction and Disposal Trade Association
(vii) Estate refresh services – Technical assistance and project managing implementations.
(viii) Stock-holding - consignment stocking, supply of test devices, supply of spares including spare parts
(ix) Account Management – the Supplier shall provide at all times to a Buyer a single point of contact for query management and issue resolution; quotations responsiveness; handling complaints and Buyer feedback; technical engineers.
(x) Order management – the Supplier shall provide at all times to a Buyer on-line order management; P2P; acknowledgment times; response times; handling changes and cancellation issues; handling EOL, out-of-stock issues
(h) Catalogue Content - The Supplier shall provide catalogue content for this Lot 4, for the MoD (Ministry of Defence), the Supplier will do so in accordance with CCS’s reasonable instructions.
(i) The Supplier shall provide catalogue content (including pricing) to a platform provided by a single Buyer. 
(ii) CCS and the Buyer will provide guidance and instructions for use of the platform.
(iii) The Supplier shall have the capability to provide sufficient information, as specified by the Buyer, to enable Supplier pricing and, where practical, stock information to be matched and attached to a common specification of a wide range of commodity technology products. 
(iv) This must include (but is not limited to):
· Manufacturer name
· Manufacturer part no/SKU
· An accurate UNSPSC and unaltered manufacturer part code will be provided 
· CNET ID (if available to the Supplier under their own licence)
· Description of product
·   Price (single unit)
·   Price (banded for multiple unit volume discounts)
·   Delivery options
·   Delivery charge(s) linked to delivery options
·   Stock volume held (where held by the Supplier directly)
(v) Price and stock information will be subject to (maximum) weekly upload by the Supplier, either by manual or automated upload processes.
(vi) The Supplier’s prices will be fixed at point of customer order (checkout) or system generated quote (for subsequent input to customer P2P/Enterprise Resource Planning (ERP) systems for authorisation and purchase order production) and must be honoured for a period of up to thirty (30) days to allow for Buyer authorisation processes.
(vii) The Supplier shall have in place processes for rapid resolution of invoicing queries with defined acknowledgment times and resolution timescales
(viii) The Supplier shall as required from time to time provide additional catalogue content/ information/ functionality at the request of the Buyer/ CCS as the catalogue platform develops over the term of this Framework Agreement
1.16.3 Lot 4 - Requirements that are Optional:
(a) The Supplier shall provide data integrity testing solutions, including, but not limited to:
(i) Penetration testing
(ii) Security audits
(iii) IT health checks

(b) Provision of secure data storage media that conforms to Buyer’s policies, taking the following (minimum) into consideration;
(i) Colour coding
(ii) Serial number formats
(iii) Encryption


STANDARDS 

1.17 [bookmark: _30j0zll]The Supplier shall at all times during the Framework Contract, and the Term of any relevant Call-Off Contract, comply with relevant Standards outlined below. 
1.18 The Supplier shall, in addition to complying with the Standards as outlined below, comply with the Standards required by Buyers as set out during a Further Competition Procedure.  
1.19 The Supplier shall comply with any Standing Instructions. Standing Instructions are a mechanism that supports the implementation of new policy that is mandated across government as a whole or in certain sectors. It is not possible at the Framework Contract procurement stage to provide for every instance but examples such as the mandate of technical standards i.e. the use of Greening government ICT strategy; or implementation of standardisation across government. Standing Instructions may be issued at any time during the lifetime of the Framework Contract. Standing Instructions, when issued, will be applicable to all Suppliers within a given Lot or Lots and the Supplier will bear the cost for implementation.
1.20 [bookmark: _fg1s3i1su0d7]From time to time, the Supplier shall review the standards from the source to ensure it is up to date with any new editions.  

	(a)	Service Management 

	(i)
	BS EN ISO 9001 “Quality Management System” standard or equivalent.
	Applicable to all Lots

	(ii)
	ISO/IEC 20000-1 2018 “ITSM Specification for Service Management” or equivalent.
	Applicable to all Lots

	(iii)
	ISO 10007:2017  “Quality management systems – Guidelines for configuration management”.
	Applicable to all Lots



	(b)	Environmental / Sustainability 

	(i)
	BS EN ISO 14000 2015 Environmental Management System standard or equivalent.
	Applicable to all Lots

	(ii)
	Standards; Green Public Procurement Criteria
http://ec.europa.eu/environment/gpp/eu_gpp_criteria_en.htm
	Applicable to all Lots

	(iii)
	Greening government ICT strategy
https://www.gov.uk/government/publications/greening-government-sustainable-technology-strategy-2020 
	Applicable to all Lots



	(c)	Accessible IT 

	(i)
	The World Wide Web Consortium (W3C) Web Accessibility Initiative (WAI) Web Content Accessibility Guidelines (WCAG) 2.0 Conformance Level AA.
	Applicable to all Lots

	(ii)
	ISO/IEC 13066-1:2011 Information Technology - Interoperability with assistive technology (AT) – Part 1: Requirements and recommendations for interoperability.
	Applicable to all Lots



	(d)	Information Technology 

	(i)
	Open standard principles
https://www.gov.uk/government/publications/open-standards-principles 
	Applicable to all Lots

	(ii)
	Government open data standards 
https://www.gov.uk/government/publications/open-standards-for-government
	Applicable to all Lots

	(iii)
	Technology code of practice
https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
	Applicable to all Lots



	(e)  External Connectivity Standards

	(i)
	PCI DSS V3.2.1 (Card payment network)
	Applicable to all Lots



	         (f) Information Security and Cyber Essentials

	(i)
	ISO/IEC 27001:2013 Information Security Management standard or equivalent.
	Applicable to all Lots

	(ii)
	Government Security Policy Framework
https://www.gov.uk/government/publications/security-policy-framework 
	Applicable to all Lots

	(iii)
	Cyber Security for Consumer IoT

https://www.gov.uk/government/collections/secure-by-design
	Applicable to all Lots

	(iv)
	Cyber Essentials Scheme Basic Certificate and/or Cyber Essentials Scheme Plus Certificate - https://www.gov.uk/government/publications/cyber-essentials-scheme-overview
	Applicable to all Lots




	(j) Miscellaneous

	(i)
	The Suppliers shall comply with the Governments supplier standard for digital and technology service providers	https://www.gov.uk/government/consultations/supplier-standard-for-digital-and-technology-service-providers/supplier-standard-for-digital-and-technology-service-providers 
	Applicable to all Lots



1.21 The Supplier shall comply with the following business standards;

	(a)	eCommerce

	(i)
	The Supplier shall enable ePayment Solutions and will adapt its own systems and processes, if necessary, to accommodate requirements.
	Applicable to all Lots

	(ii)
	[bookmark: _3znysh7]The Supplier acknowledges and agrees that the Government wide strategy of ‘Digital by Default’ https://www.gov.uk/government/publications/government-digital-strategy endorses a commitment to implement e-commerce systems including, for example, purchase-to-pay (P2P) automated systems, as the preferred transacting model for all Government purchasing transactions. The intent is to migrate, wherever practically possible, all Government purchasing to an e-commerce environment.
	Applicable to all Lots

	(iii)
	The Supplier acknowledges and agrees that when contracting with Central Government Bodies, the latter may use a specific e-commerce application and the Supplier shall be required to comply with the relevant requirements set out by the Central Government Body in their Statement of Requirements during the Further Competition Procedure and/or terms of the relevant Call-Off Contract.
	Applicable to all Lots


[bookmark: _1fob9te]
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