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1. INTRODUCTION 

1.1 In addition to the Standards set out in in Schedule 9 (Standards) of the Framework 
Agreement, the Contractor shall also comply with the following further Standards:  

1.1.1 the miscellaneous standards and policies set out in Table 1; 

1.1.2 the financial standards and policies set out Table 2; 

1.1.3 the security standards and policies set out in Table 3; 

1.1.4 the SIAM Policies and Procedures set out in Table 4;  

1.1.5 the standards relating to technical architecture and design artefacts set 
out in Table 5; 

1.1.6 the requirements relating to environmental management set out in 
Paragraph 3; 

1.1.7 the requirements relating to the systems development environment set out 
in Paragraph 4; and 

1.1.8 (in relation to Projects) the standards set out in Paragraph 5. 

1.2 Tables 1 to 5 identify certain Standards which shall be managed as Controlled 
Documents. Any changes to Controlled Documents shall be dealt with in accordance 
with the Controlled Document Change Control Procedure (detailed in Paragraph 12 
of Schedule 6.2 (Change Control Procedure)), following the categorisation in the final 
column of the tables (where "Consult", "Agree" or "Inform" shall have the meaning 
set out in the Controlled Document Change Control Procedure). Changes to any 
other Standards listed in this Schedule shall be dealt with in accordance with 
Schedule 6.2 (Change Control Procedure).  

1.3 Unless otherwise set out in the tables below or agreed in accordance with the 
Controlled Document Change Control Procedure or Change Control Procedure, the 
relevant Standard shall be the version listed below or (if no version is indicated) the 
version current as at the Effective Date. 
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2. STANDARDS  

2.1 Table 1: Miscellaneous Standards And Policies 

 Miscellaneous Standards and Policies Owner Customer Authority 
Specific Policy?  

Yes/No 

Controlled 
Document?  

Yes/No 

Controlled 
Document 
Category 

Contractor 
Requirement 

1.1 DWP Business Change Lifecycle v36  DWP Portfolio Quality 
and Assurance (PQ&A) 

Yes Yes Inform Adhere to 
process 

1.2 Governance Handbook v16.1 DWP Portfolio Quality 
and Assurance (PQ&A) 

Yes Yes Consult Adhere to 
process 

1.3 Sustainable Development Policy v2 DWP Commercial 
Directorate 

Yes Yes Consult Adhere to 
policy 

1.4 Prince 2 (or, as an alternative, the Contractor must adopt 
equivalent procedures/processes) 

HM Govt No No  Adhere to 
project 
management 
standards 

1.5 Principles of Good Employment Practice (December 
2010) 

HM Govt No No  Adhere 

1.6 DWP-HMG Business Personnel Security Standard v2  DWP HR Yes Yes Inform Adhere 

1.7 DWP Business Travel Expenses Policy DWP HR Yes Yes Inform Adhere where 
a Project Work 
Order triggers 
any travel 

1.8 DWP Departmental Business Continuity Framework - 
(2012) 

DWP Business 
Continuity 

Yes Yes Consult Adhere 

1.9 DWP Departmental Business Continuity Plan (March 
2012) 

DWP Business 
Continuity  

Yes Yes Consult Adhere 

1.10 DWP Workplace Capability Strategy v1.1e (Jan 2009) CSD-Desktop Yes Yes Inform Adhere 

1.11 DWP Data Retention Policy DWP - various Yes Yes Inform Adhere 

1.12 Electronic Media Policy v4 2013 DWP Communications 
Directorate 

Yes Yes Inform Adhere 
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 Miscellaneous Standards and Policies Owner Customer Authority 
Specific Policy?  

Yes/No 

Controlled 
Document?  

Yes/No 

Controlled 
Document 
Category 

Contractor 
Requirement 

1.13 PSN Service Classes PSN No Yes Consult Adhere 

1.14 Application Developers Guide v12 DWP - Desktop Yes Yes Inform Adhere 

 

2.2 Table 2: Financial Standards and Policies  

 Financial Standards and Policies  Owner Customer Authority 
Specific Policy? 

Yes/No 

Controlled 
Document? 

Yes/No 

Controlled 
Document 
Category 

Contractor 
Requirement 

2.1 International Financial Reporting Accounting Standards 
http://www.ifrs.org/Home.htm  

International Accounting 
Standards Board 

No No  Adhere 

2.2 Financial Reporting Manual  

https://www.gov.uk/government/publications/government-
financial-reporting-manual 

HM Treasury No No  Adhere 

http://www.ifrs.org/Home.htm
https://www.gov.uk/government/publications/government-financial-reporting-manual
https://www.gov.uk/government/publications/government-financial-reporting-manual
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2.3 Table 3: Security Standards and Policies 

 Security Standards and Policies Owner Customer Authority 
Specific Policy? 

Yes/No 

Controlled 
Document?  

Yes/No 

Controlled 
Document 
Category 

Contractor 
Requirement 

3.1 Internet Security Policy v3  DWP Security Yes Yes Inform Adhere 

3.2 Electronic Mail Security Policy v4 DWP Security Yes Yes Inform Adhere 

3.3 Malicious Software Security Policy v2 DWP Security Yes Yes Inform Adhere 

3.4 Key Management (non PKI) Policy v1  DWP Security Yes Yes Inform Adhere 

3.5 External Access Security Policy v2  DWP Security Yes Yes Inform Adhere 

3.6 Public Key Infrastructure Policy v1  DWP Security Yes Yes Inform Adhere 

3.7 Electronic Media Re-use and Disposal Security Policy v1  DWP Security Yes Yes Inform Adhere 

3.8 Single Sign On Security Policy v1  DWP Security Yes Yes Inform Adhere 

3.9 Security Policy for Physical Access Token Usage v1  DWP Security Yes Yes Inform Adhere 

3.10 Monitoring Official Systems Policy v1 DWP Security Yes Yes Inform Adhere  

3.11 Not used      

3.12 Security Incidents Guidance for all Staff v2  DWP Security Yes Yes Inform Adhere 

3.13 Security Incidents Guidance for Security Advisors v2  DWP Security Yes Yes Inform Adhere 

3.14 HMG (Cabinet Office) Security Policy Framework v11 Cabinet Office Security 
Policy Division 

No No  Adhere 

3.15 CESG IA Policy Portfolio Cabinet Office and 
Communications 
Electronics Security 
Group (CESG) 

No Yes Inform Adhere 

(as 
appropriate) 

3.16 HMG IS1&2 – Supplement – Technical Risk Assessment 
and Risk Treatment Issue 1.0, April 2012 – Appendix A – 
Baseline Control Set 

Cabinet Office and 
Communications 
Electronics Security 
Group (CESG) 

No No Inform Adhere 

 

3.17 ISO / IEC 27001:2013 and ISO 27002:2013 Cabinet Office and 
Communications 
Electronics Security 

No Yes Inform Adhere 

 



CONTACT CENTRE SCHEDULE 6.10 – CUSTOMER AUTHORITY STANDARDS AND POLICIES V4.2 

7 

 Security Standards and Policies Owner Customer Authority 
Specific Policy? 

Yes/No 

Controlled 
Document?  

Yes/No 

Controlled 
Document 
Category 

Contractor 
Requirement 

Group (CESG) 

3.18 DWP Information Security and Assurance - Off-Shoring 
Policy v2 

DWP Security Yes Yes Inform Adhere 

3.19 Forensic Readiness Policy v1  DWP Security Yes Yes Inform Adhere 

3.20 Security and Information Assurance Strategy v6 DWP Security Yes Yes Inform Adhere 

3.21 Special Customer Records Security Policy DWP Security Yes Yes Inform Adhere 

3.22 Security Notice 02/08 Requirements for the use of 
Encryption to Protect Departmental Information v1 

DWP Security Yes Yes Inform Adhere 

3.23 Not used DWP Security Yes Yes Inform Adhere 

3.24 Security Notice 03/08. Use of USB Memory Sticks and 
other Removable Media.  

DWP Security  Yes Yes Inform Adhere 

3.25 Finjan Categories - for internet access CIT Yes Yes Inform Adhere 

3.26 PSN Code of Connection v2.7 PSN Authority No No  Adhere 

3.27 DWP Information and Security Risk Management Policy 
Oct 2008 v1 

DWP Security Yes Yes Inform Adhere 

3.28 Cross Government Data Transfer Strategy v1.0 HM Govt No No Inform Adhere 

3.29 DWP Remote Working Security Policy v2.0 DWP Security Yes Yes Inform Adhere 

3.30 HMG Baseline Personnel Security Standard – A Guide 
for DWP Contractors v4.0 

DWP Commercial 
Directorate 

No No Inform Adhere 

3.31 DWP Multichannel Architecture v1.1 CTO Security 
Architecture 

Yes Yes Inform Adhere 

3.32 Accreditation Policy v1 DWP Security Team Yes Yes Inform Adhere 

3.33 Software Usage Policy v3 DWP Security Team Yes Yes Inform Adhere 

3.34 Response level security measures policy v4 DWP Security Team Yes Yes Inform Adhere 



CONTACT CENTRE SCHEDULE 6.10 – CUSTOMER AUTHORITY STANDARDS AND POLICIES V4.2 

8 

2.4 Table 4: SIAM Policies and Procedures 

 SIAM Policies and Procedures Owner Customer Authority 
Specific Policy?  

Yes/No 

Controlled 
Document?  

Yes/No 

Controlled 
Document 
Category 

Contractor 
Requirement 

4.1 Availability Management Policies and Procedures SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.2 Capacity Management Policies and Procedures SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.3 Change Management Policies and Procedures SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.4 Continual Service Improvement Policies and Procedures SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.5 Incident Management Policies and Procedures SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.6 IT Services Continuity Management Policies and 
Procedures 

SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.7 Problem Management Policies and Procedures SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.8 Project Transition Services Policies and Procedures SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.9 Release Management Policies and Procedures SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.10 Financial Management Policies and Procedures SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.11 Service Request Management Policies and Procedures 
(RTPi) 

SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.12 SIAM Services Framework SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.13 Service Level Management Policies and Procedures SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.14 Supplier Management Policies and Procedures SIAM Service Tower Yes Yes Consult Adhere 
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 SIAM Policies and Procedures Owner Customer Authority 
Specific Policy?  

Yes/No 

Controlled 
Document?  

Yes/No 

Controlled 
Document 
Category 

Contractor 
Requirement 

Provider 

4.15 Security Management Policies and Procedures SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.16 SIAM Operational Standards  SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.17 SIAM Technical Interface Requirements SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.18 Configuration Management Policies and Procedures SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.19 TPIS Engagement Activities v11.0 SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 

4.20 TPIS Network Connectivity Technical Overview v11.0 SIAM Service Tower 
Provider 

Yes Yes Consult Adhere 
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2.5 Table 5: Technical Architecture and Design Artefacts 

 Technical Architecture and Design Artefacts Owner Customer Authority 
Specific Policy?  

Yes/No 

Controlled 
Document?  

Yes/No 

Controlled 
Document 
Category 

Contractor 
Requirement 

5.1 Security Architecture and Design Document Contractor No Yes Agree Produce 

5.2 Contact Centre Architecture and Design Document  Contractor No Yes Agree Produce 

5.3 Dial and Number Plan  Contractor No Yes Inform Adhere 

5.4 Technical Standards for IT Equipment Rooms DWP Yes Yes Inform Adhere 

5.5 DWP Patching Policy v2 DWP Yes Yes Inform Adhere 

5.6 DWP Architectural Product Catalogue v7.3 DWP  Yes Yes Inform Adhere 

5.7 Enterprise IT Architecture Governance  Model DWP Yes Yes Inform Adhere 
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3. ENVIRONMENT 

3.1 The Contractor undertakes to follow a sound environmental management policy so that its 
activities pursuant to this Agreement comply with all applicable environmental legislation 
and regulations and that its products and services provided pursuant to this Agreement are 
procured, produced, packaged, delivered and are capable of being used and ultimately 
disposed of, in ways that are appropriate from an environmental protection perspective. 

3.2 The Contractor warrants that it holds ISO 14000/14001 certification for its environmental 
management prior to the Effective Date and currently complies with the standard required 
for such certification.  

3.3 The Contractor shall comply with relevant obligations under the Waste Electrical and 
Electronic Equipment Regulations 2002/96/EC, as further set out in Schedule 8 
(Sustainable Development Requirements). 

4.  SYSTEMS DEVELOPMENT ENVIRONMENT 

4.1 Any requirements analysis or requirements capture shall be based on a standards-based 
methodology (tailored where appropriate and necessary) as agreed with the Customer 
Authority. 

5. PROJECTS 

5.1 The Contractor shall ensure all Projects are delivered in accordance with the HM 
Government approved project management methodology, which is currently Prince 2.  

6. STANDARDS 

6.1 The Parties agree that for the purpose of Clause 37.1.3 the Contractor is deemed to have 
knowledge of the effect of the following list of proposed Customer Authority Specific 
Change in Standards on the Services at the Effective Date: 

6.1.1 Access Management Policies and Procedures; 

6.1.2 Event Management Policies and Procedures; 

6.1.3 Service Catalogue Management Policies and Procedures; 

6.1.4 Knowledge Management Policies and Procedures; 

6.1.5 Demand Management Policies and Procedures; 

6.1.6 Customer Authority tooling strategy; and 

6.1.7 Customer Authority IT strategy. 

6.2 The list of Standards set out in Paragraphs 6.1.1 - 6.1.7 above is non-exhaustive and the 
Customer Authority reserves its right to apply the provisions of Clause 37.1 in respect of 
any Customer Authority Specific Change in Standards.  


