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1. [bookmark: _Toc82913669][bookmark: _Toc83000102][bookmark: _Toc83027078][bookmark: _Toc84395534][bookmark: _Toc85595670][bookmark: _Toc85596125][bookmark: _Toc95891477][bookmark: _Toc97003457][bookmark: _Toc43226942][bookmark: _Toc44497125][bookmark: _Ref53162221][bookmark: _Toc57653409]DEFINITIONS
1.1 In this Contract, unless the context otherwise requires, capitalised expressions shall have the meanings set out in these Call-Off Terms and in particular Schedule 1 (Definitions).
1.2 If no meaning is given to a capitalised expression in this Contract, it shall in the first instance be interpreted in accordance with the Order Form and related documents and otherwise in accordance with common interpretation within the technology services sector where appropriate.
2. [bookmark: _Toc43226943][bookmark: _Toc44497126][bookmark: _Ref53162227][bookmark: _Toc57653410]Interpretation
2.1 In this Contract, unless the context otherwise requires:
2.1.1 the singular includes the plural and vice versa;
2.1.2 references to a person include an individual, company, body corporate, corporation, unincorporated association, firm, partnership or other legal entity or Crown Body;
2.1.3 a reference to any Law includes a reference to that Law as amended, extended, consolidated or re-enacted from time to time;
2.1.4 the words "including", "other", "in particular", "for example" and similar words shall not limit the generality of the preceding words and shall be construed as if they were immediately followed by the words "without limitation";
2.1.5 references to “writing” include typing, printing, lithography, photography, display on a screen, electronic and facsimile transmission and other modes of representing or reproducing words in a visible form and expressions referring to writing shall be construed accordingly;
2.1.6 references to “Clauses” and “Schedules” are, unless otherwise provided, references to the clauses and schedules of this Contract and references in any Schedule to paragraphs, parts, annexes and tables are, unless otherwise provided, references to the paragraphs, parts, annexes and tables of the Schedule or the part of the Schedule in which the references appear;
2.1.7 the headings in this Contract are for ease of reference only and shall not affect the interpretation or construction of this Contract; and
2.1.8 any reference which immediately before Exit Day was a reference to (as it has effect from time to time):
(a) any EU regulation, EU decision, EU tertiary legislation or provision of the EEA agreement (“EU References”) which is to form part of domestic law by application of section 3 of the European Union (Withdrawal) Act 2018 shall be read on and after Exit Day as a reference to the EU References as they form part of domestic law by virtue of section 3 of the European Union (Withdrawal) Act 2018 as modified by domestic law from time to time; and
(b) any EU institution or EU authority or other such EU body shall be read on and after Exit Day as a reference to the UK institution, authority or body to which its functions were transferred.
2.2 [bookmark: _heading=h.tyjcwt][bookmark: _Ref43240830]In the event and to the extent only of a conflict between the Order Form, these Call-Off Terms, the Applicable Supplier Terms and the applicable provisions of the Framework Agreement, the conflict shall be resolved in accordance with the following descending order of precedence:
2.2.1 (subject always to Clauses 2.5 and 4.2.2) the Special Terms (if any);
2.2.2 the Order Form (except any Applicable Supplier Terms or Special Terms);
2.2.3 these Call-Off Terms;
2.2.4 the Applicable Supplier Terms;
2.2.5 the applicable provisions of the Framework Agreement, except (and subject always to Clause 2.4) Schedule 13 (Tender) of the Framework Agreement; and
2.2.6 Schedule 13 (Tender) of the Framework Agreement.
2.3 [bookmark: _heading=h.3dy6vkm][bookmark: _Ref43022615]As an aid to interpretation of this Contract, the Applicability Matrix set out in Annex 2 (Applicability Matrix) to the Order Form identifies:
2.3.1 each of the relevant documents which contain contractual provisions that apply to this Contract; and
2.3.2 in respect of each such document the general nature of the provisions in that document which apply to this Contract.
2.4 [bookmark: _Ref51538564]Where Schedule 13 (Tender) of the Framework Agreement contains provisions which are more favourable to the Buyer in relation to this Contract such provisions of the Tender (as applicable) shall prevail. The Buyer shall in its absolute and sole discretion determine whether any provision in the Tender and/or this Contract is more favourable to it in this context.
2.5 [bookmark: _Ref51538766]Special Terms shall only apply to this Contract if they:
2.5.1 are set out in full in the section of the Order Form entitled “Special Terms”; and
2.5.2 augment and supplement this Contract and in particular do not amend these Call-Off Terms to any material extent,
and provided always that any attempt to incorporate by reference any Supplier Terms as Special Terms in this Contract shall be ineffective.
2.6 Alternative Clauses specified in an Order Form will take precedence over their corresponding clauses in this Contract.
3. [bookmark: _Ref53162238][bookmark: _Toc57653411]SUPPLIER TERMS
Applicable Supplier Terms:
3.1 [bookmark: _Ref50578297][bookmark: _Ref50407130][bookmark: _Ref50494708][bookmark: _Ref50579039]The Supplier Terms which shall apply to this Contract, and are therefore incorporated into this Contract subject to these Call-Off Terms, are restricted to those Supplier Terms which are set out or expressly referred to in the relevant Order Form or its Attachments (the “Applicable Supplier Terms”) and as may be modified strictly in accordance with the provisions of this Contract.
Supplier General Terms:
3.2 The Supplier General Terms comprise the Supplier’s Acceptable Use Policy (AUP) and the Supplier’s Data Processing Agreement (DPA) each in the agreed form as set out in Attachments 7 (Acceptable Use Policy) and 8 (Data Processing Agreement) respectively to the Order Form. The Supplier shall not include any hyperlinks in the Supplier General Terms. If, notwithstanding the previous sentence, the Supplier General Terms, and subject to clauses 3.3 any agreed modifications to the Supplier General Terms, include any hyperlinks these shall be deemed ineffective in accordance with Clause 3.9.1.
Modifications to Supplier General Terms:
3.3 [bookmark: _Ref55738888]The Supplier General Terms forming part of the Applicable Supplier Terms pursuant to Clause 3.1 cannot be amended during the Contract Period without the Buyer’s prior written consent.
Supplier Service Specific Terms:
3.4 The Supplier Service Specific Terms comprise:
3.4.1 the Product Terms; and
3.4.2 the SLA(s).
3.5 Subject to Clause 3.9, in respect of this Contract:
3.5.1 the Product Terms (applicable to the Services the subject of this Contract) are as set out or referred to (including via hyperlinks directly to the relevant document(s) setting out the relevant terms and conditions applicable to the relevant Services) in Attachment 1 (Service Descriptions and Product Terms) to the Order Form; and
3.5.2 the SLA(s) (applicable to the relevant Services the subject of this Contract) are as set out or referred to (including via hyperlinks directly to the relevant document(s) setting out the relevant service level terms and conditions applicable to the relevant Services) in Attachment 2 (Service Level Agreement(s)) to the Order Form.
Modifications to Supplier Service Specific Terms:
3.6 [bookmark: _Ref51086236]Subject to the Buyer’s right to terminate under Clause 3.7, the Supplier may, from time to time during the Contract Period, propose a modification to the Supplier Service Specific Terms forming part of the Applicable Supplier Terms provided in each case the following conditions are satisfied:
3.6.1 [bookmark: _Ref52995948][bookmark: _Ref53176832][bookmark: _Ref51090541]the Supplier has given the Buyer Authorised Representative and CCS not less than thirty (30) days’ prior written notice via email of any modifications to such Supplier Service Specific Terms, such notice to include a hyperlink directly to a URL setting out in full and in a clear and transparent manner the proposed modified Supplier Service Specific Terms;
3.6.2 the proposed modified Supplier Service Specific Terms:
(a) [bookmark: _Ref53399052]apply on a uniform basis to all customers in respect of the relevant Services; and
(b) [bookmark: _Ref53418575]do not contain:
(i) any indemnities (or clauses of a similar nature to indemnities);
(ii) any clauses which would have any material impact on either (A) the potential liability of either Party under this Contract; or (B) the balance of risks under the Contract from the Buyer’s perspective (including the creation of new or increased potential liabilities and/or new or materially different operational responsibilities for the Buyer and/or any Buyer Users); and
3.6.3 any proposed modifications to such Supplier Service Specific Terms do not constitute a substantial modification to this Contract and/or the Framework Agreement to the extent that the Regulations require a new procurement procedure.
3.7 [bookmark: _Ref53176426][bookmark: _Ref51090373]Where the Buyer reasonably believes a proposed modification of the Supplier Service Specific Terms has, or is likely to have, a materially adverse impact on:
3.7.1 the Buyer’s use and enjoyment of the Services under the Contract;
3.7.2 the commercial benefits of the Contract to the Buyer (including in relation to pricing and performance of the Services); and/or
3.7.3 the balance of risks under the Contract from the Buyer’s perspective (including the creation of new or increased potential liabilities and/or new or materially different operational responsibilities for the Buyer and/or any Buyer Users),
the Buyer may, acting reasonably, object to the Supplier’s proposed modification to the Supplier Service Specific Terms by notifying the Supplier in writing within thirty (30) days’ of the Buyer’s receipt of the Supplier’s notice of such modification pursuant to Clause 3.6.1. If the Parties (acting reasonably) are unable within the next ten (10) days to resolve the Buyer’s objection to its reasonable satisfaction the Buyer may terminate this Contract with immediate effect and without any liability (including, for the avoidance of doubt, pursuant to Clause 17.4) by giving notice in writing to the Supplier.
3.8 [bookmark: _Ref53341731]Where the Buyer:
3.8.1 does not object to a proposed modification to the Supplier Service Specific Terms within the thirty (30) day period referred to in Clause 3.7; or
3.8.2 having objected the Buyer subsequently agrees to the proposed modification to the Supplier Service Specific Terms,
and subject to the conditions in Clause 3.6 being satisfied, the relevant Supplier Service Specific Terms are deemed modified, to reflect the modified Supplier Service Specific Terms notified to the Buyer in accordance with Clause 3.6.1, with effect from the effective date set out in the relevant email notice or where no effective date is specified thirty (30) days following the Buyer’s receipt of the email notice of the proposed modification. Where any of the conditions in Clause 3.6 are not satisfied the proposed modification to the Supplier Service Specific Terms is deemed invalid and shall not modify the then current Supplier Service Specific Terms applying to this Contract save in the case of failure to satisfy only condition 3.6.2(a) in which event the relevant clause or clauses which fail this condition are deemed invalid and shall not modify the then current Supplier Service Specific Terms applying to this Contract but the remainder of the proposed modified Supplier Service Specific Terms are deemed modified in accordance with this Clause 3.8.
Hyperlinks:
3.9 [bookmark: _Ref55739161][bookmark: _Ref53339018]Where in any:
3.9.1 [bookmark: _Ref55738554]Applicable Supplier Terms; and/or
3.9.2 Service Descriptions,
a standard, policy, list, terms and conditions or any other document (“Additional Documents and/or Terms”) is incorporated into the relevant Applicable Supplier Terms and/or Service Descriptions by reference to a hyperlink, then such hyperlink shall be deemed ineffective and any Additional Documents and/or Terms shall be deemed unenforceable and shall not apply to this Contract and this Contract shall apply as if such hyperlink to the Additional Documents and/or Terms was not included.
3.10 Clause 3.9 is without prejudice to:
3.10.1 the inclusion as at the Commencement Date of hyperlinks to the Supplier’s relevant online Service Descriptions and Product Terms under the relevant headings “Service Descriptions” and “Product Terms” in Attachment 1 (Service Descriptions and Product Terms) to the Order Form which hyperlinks shall be effective where and to the extent only they incorporate by reference the relevant Service Descriptions and Product Terms and no Additional Documents and/or Terms; and
3.10.2 the permitted use by the Supplier of email notices containing hyperlinks directly to a URL setting out in full the proposed modified relevant online:
(a) Supplier Service Specific Terms strictly in accordance with the provisions of Clauses 3.6 to 3.8 (Modifications to Supplier Service Specific Terms); and/or
(b) Service Descriptions strictly in accordance with the provisions of Clauses 5.10 to 5.14 (Modifications to the Services).
3.11 Where any hyperlinks to any online:
3.11.1 Supplier Service Specific Terms; or
3.11.2 Service Descriptions,
are set out in the Order Form or notified to the Buyer Authorised Representative in accordance with this Contract and such hyperlinks either:
(a) no longer provide access directly to the relevant Supplier Service Specific Terms and/or Service Descriptions in full and in a clear and transparent manner; or
(b) provide a hyperlink to another source,
(in either case a “broken hyperlink”) then the Supplier shall notify the Buyer Authorised Representative and the Parties shall update this Contract with a variation in writing with a reference to the relevant replacement hyperlink (if any) to replace the broken hyperlink or failing which as otherwise agreed by the Parties.
Inapplicable Additional Terms:
3.12 [bookmark: _Ref53052091]Save for the Applicable Supplier Terms (including, for the avoidance of doubt, any subsequent modifications to Supplier Service Specific Terms permitted pursuant to Clause 3.6), where the Buyer and/or any Buyer User in the course of submitting Service Requests via the Supplier Portal (or otherwise makes requests for Services) and/or in accessing and using the Services supplied under this Contract, accepts or is deemed to have accepted (whether intentionally or otherwise):
3.12.1 any other terms and conditions including any other Supplier Terms (whether in addition to or in replacement of the Applicable Supplier Terms) and/or any third party software licence terms (including whether purported to have been accepted online via clicking on the Supplier Portal or otherwise); and/or
3.12.2 the terms of any business forms (such as purchase orders and invoices),
[bookmark: _Ref53052102](together the “Inapplicable Additional Terms”), the Parties agree that any such Inapplicable Additional Terms of the Supplier and/or any of its Affiliates are deemed invalid and shall be without legal effect in transactions under this Contract.
4. [bookmark: _Ref44276590][bookmark: _Toc44497128][bookmark: _Toc43226945][bookmark: _Toc57653412]Contract Period
4.1 [bookmark: _heading=h.2s8eyo1][bookmark: _Ref43143780][bookmark: _Ref40121213]This Contract shall take effect on the Commencement Date specified in the Order Form, and unless terminated earlier under the terms of this Contract, shall expire upon the first to occur of the following:
4.1.1 at the end of the Initial Term (as specified in the Order Form);
4.1.2 if the Buyer elects to extend the Initial Term by giving the Supplier at least thirty (30) days’ notice before the end of the Initial Term, at the end of the notified Extension Period; or
4.1.3 in any event, at the end of the Maximum Contract Period.
4.2 The automatic renewal of the Initial Term, Extension Period and/or any other period:
4.2.1 will only be effective where expressly specified as a Special Term in the Order Form; and
4.2.2 [bookmark: _Ref51540774]notwithstanding anything to the contrary in the Order Form, will not in any circumstances apply beyond the Maximum Contract Period.
5. [bookmark: _Toc43226946][bookmark: _Toc44497129][bookmark: _Toc57653413]Provision and Receipt of the Services
5.1 Where the Buyer and/or Buyer Users submit Service Requests via the Supplier Portal, the Buyer shall be committed to purchase and pay for such Services and the Supplier shall be obliged to provide such Services under the terms of this Contract subject to the following conditions:
5.1.1 Service Requests must be submitted in accordance with the agreed process for requesting Services set out or referred to in the Order Form under the heading “Service Request Process” (including any restrictions on who is authorised to submit Service Requests as specified in the Order Form);
5.1.2 in accordance with Clause 3.12, Inapplicable Additional Terms are deemed invalid and shall be without legal effect in transactions under this Contract.
5.1.3 the aggregate value of all Service Requests submitted may not exceed the “Contract anticipated potential value” set out in the Order Form as at the Commencement Date without the prior written approval of the Buyer Authorised Representative;
5.1.4 the Supplier is not permitted under this Contract to provide any professional or managed services beyond the scope of enabling a Buyer to access and use the Services for example specific configuration or design peculiar only to a Buyer which could reasonably be expected to result in the creation of new Intellectual Property Rights (“Out of Scope Services”) and any professional or managed services beyond the scope of assisting a Buyer with any off-boarding support when the relevant Call-Off Contract expires or is otherwise terminated.; and
5.1.5 notwithstanding the Buyer and/or any Buyer User submitting Service Requests via the Supplier Portal or otherwise making requests to purchase Out of Scope Services, any such requests are deemed invalid and shall be without legal effect in transactions under this Contract. Accordingly, the Buyer shall not be liable for any charges, costs or expenses incurred by the Supplier and/or any other third party in providing any Out of Scope Services.
5.2 The Supplier shall ensure the Services comply at all times with the Service Descriptions.
5.3 The Supplier shall perform its obligations under this Contract:
5.3.1 in accordance with all applicable Laws; and
5.3.2 using reasonable skill and care.
5.4 In its performance of its obligations under this Contract (including provision of the Services) the Supplier shall at all times comply with this Contract including the Schedules and the applicable provisions of the Framework Agreement.
5.5 In its receipt and use of the Services the Buyer shall at all times comply with the provisions of this Contract.
5.6 Where the Buyer uploads third party software to cloud environments provided via the Services the Buyer will comply with the relevant license(s) applicable to such software.
5.7 In their dealings under this Contract the Parties shall at all times behave and act reasonably and in good faith towards each other.
5.8 The Buyer will not attempt to access or manipulate in any way the source code of any software used by or on behalf of the Supplier to provide the Services.
Applicable Service Descriptions:
5.9 The Service Descriptions which shall apply to this Contract and are therefore incorporated into this Contract are the Service Descriptions set out or referred to in Attachment 1 (Service Descriptions and Product Terms) to the Order Form as at the Commencement Date and as may be modified strictly in accordance with the provisions of Clauses 5.10 to 5.14 (Modifications to the Services).
[bookmark: _heading=h.3rdcrjn][bookmark: _Ref44277622][bookmark: _Ref40271483]Modifications to the Services:
5.10 [bookmark: _Ref53342135]The Buyer acknowledges that the Services are provided by the Supplier using hardware and software systems made available to customers on a multi-tenant basis and accordingly the Supplier may need to modify the Services during the Contract Period, for example to introduce new and improved functionality and may also include discontinuing and replacing some elements of the Services.
5.11 [bookmark: _Ref53087265]Subject to the Buyer’s right to terminate under Clause 5.13, the Supplier may, from time to time during the Contract Period, propose a modification to the Services (“Service Modification”) provided in each case the following conditions are satisfied:
5.11.1 [bookmark: _Ref53003524][bookmark: _Ref52997906][bookmark: _Ref53087210][bookmark: _Ref52999142][bookmark: _Ref53003525]subject to Clause 5.12, the Supplier has given the Buyer Authorised Representative and CCS no less than thirty (30) days’ prior written notice via email of the proposed Service Modification, such notice to include a hyperlink directly to a URL setting out in full and in a clear and transparent manner the relevant modified Service Descriptions for the proposed Service Modification;
5.11.2 the proposed Service Modification applies on a uniform basis to all customers in respect of the affected Services; and
5.11.3 the proposed Service Modification does not constitute a substantial modification to the Framework Agreement or this Contract (including the Service Descriptions set out or referred to in the Order Form as at the Commencement Date) to the extent that the Regulations require a new procurement procedure.
5.12 [bookmark: _Ref52997995]The Supplier is not required to provide prior written notice of Service Modifications under Clause 5.11.1 where and to the extent a Service Modification is reasonably necessary to enable the Supplier:
5.12.1 to comply with Law and such requirement to comply is imminent and was reasonably unforeseen by the Supplier in the circumstances; or
5.12.2 [bookmark: _Ref53000380]to maintain the security of the Supplier’s technology infrastructure,
[bookmark: _Ref53000384][bookmark: _Ref53000382](in each case an “Urgent Service Modification”) provided that as soon as is reasonably possible following completion of any Urgent Service Modification the Supplier gives the Buyer Authorised Representative and CCS written notice via email of the date on which such Urgent Service Modification was made and includes in such notice brief summary details of the Urgent Service Modification together with a hyperlink directly to a URL setting out in full and in a clear and transparent manner the relevant modified Service Descriptions for that Urgent Service Modification.
5.13 [bookmark: _Ref53003307]Where the Buyer reasonably believes a Service Modification or Urgent Service Modification) has, or is likely to have, a materially adverse impact on:
5.13.1 the Buyer’s use and enjoyment of the Services under the Contract;
5.13.2 the commercial benefits of the Contract to the Buyer (including in relation to pricing and performance of the Services); and/or
5.13.3 the balance of risks under the Contract from the Buyer’s perspective (including the creation of new or increased potential liabilities and/or new or materially different operational responsibilities for the Buyer and/or any Buyer Users),
the Buyer may, acting reasonably, object to the Supplier’s proposed and/or actual modifications to the Services notified under Clause 5.11.1 (Service Modification) or Clause 5.12 (Urgent Service Modification) (as applicable) by notifying the Supplier in writing within 30 (thirty) days’ of the Buyer’s receipt of the Supplier’s notice of such Service Modification or Urgent Service Modification (as applicable). If the Parties (acting reasonably) are unable within the next ten (10) days to resolve the Buyer’s objection to its reasonable satisfaction the Buyer may terminate this Contract with immediate effect and without any liability (including, for the avoidance of doubt, pursuant to Clause 17.4) by giving notice in writing to the Supplier.
5.14 [bookmark: _Ref53162597]Where the Buyer:
5.14.1 does not object to a Service Modification or Urgent Service Modification within the thirty (30) day period referred to in Clause 5.13 or
5.14.2 having objected the Buyer subsequently agrees to the relevant Service Modification or Urgent Service Modification,
and subject to the conditions in Clause 5.11 being satisfied, the relevant Service Descriptions are deemed modified to reflect the relevant modified Service Descriptions notified to the Buyer under either (as applicable):
(a) Clause 5.11.1 (Service Modifications), with effect from the effective date set out in the relevant email notice or where no effective date is specified thirty (30) days following the Buyer’s receipt of the email notice; or
(b) Clause 5.12 (Urgent Service Modifications), with effect from the effective date set out in the relevant email notice or where no effective date is specified immediately upon the Buyer’s receipt of the email notice,
save where any of the conditions in Clause 5.11 are not satisfied, in which case the relevant Service Modification or Urgent Service Modification is deemed invalid and shall not modify the then current relevant Service Descriptions applying to this Contract.
6. [bookmark: _Toc43226947][bookmark: _Toc57653414][bookmark: _Toc44497130]warranties and STANDARDS
6.1 The Supplier warrants and represents that:
6.1.1 it has full capacity and authority to enter into and to perform this Contract and this Contract is executed by its authorised representative;
6.1.2 it is a legally valid and existing organisation incorporated in the place it was formed;
6.1.3 there are no known legal or regulatory actions or investigations before any court, administrative body or arbitration tribunal pending or threatened against it or its Affiliates that might reasonably be anticipated to affect its ability to perform this Contract;
6.1.4 it maintains all necessary rights, authorisations, licences and consents to perform its obligations under this Contract;
6.1.5 it does not have any contractual obligations which are likely to have a material adverse effect on its ability to perform this Contract;
6.1.6 it is not impacted by an Insolvency Event; and
6.1.7 all statements made and documents submitted by the Supplier as part of the procurement of the Services under this Contract are true and accurate.
6.2 The Supplier shall at all times during the Contract Period comply with the Standards and maintain, where applicable, accreditation with the relevant Standards' authorisation body.
7. [bookmark: _Ref44491621][bookmark: _Ref43129072][bookmark: _Toc43226948][bookmark: _Toc44497131][bookmark: _Toc57653415]Charges, Payment and Invoicing
7.1 [bookmark: _heading=h.35nkun2][bookmark: _Ref43063045]In consideration of the Supplier carrying out its obligations under this Contract, including the provision of the Services, the Buyer shall pay the undisputed Charges.
7.2 The Charges for Services consumed or to be consumed by the Buyer during the Contract Period shall be calculated using the relevant pricing information (including applicable currency), charging model, payment profile, invoicing procedure and payment method set out or referred to in the Order Form (including Attachment 3 (Charges and Payment Profile) and Schedule 3 (Framework Prices and Charging Structure) to the Framework Agreement as these apply to the relevant Services. Where specifically referred to in the Charges section of the Order Form, the parties may agree that specifically identified charging and payment provisions from the Applicable Supplier Terms shall apply to the calculation of the Charges.
7.3 The Supplier warrants that it will calculate Charges due under this Contract accurately in compliance with Schedule 3 (Framework Prices and Charging Structure) of the Framework Agreement and this Contract. Where the Buyer is eligible to benefit from any preferential pricing as agreed between the Supplier and the Government the Supplier shall apply this as a discount on the Framework Prices to calculate the Charges due under this Contract.
7.4 The Supplier shall invoice the Charges to the Buyer in accordance with this Clause 7 and the Buyer will pay the Supplier within the number of days specified in the Order Form on receipt of a valid invoice. All Supplier invoices shall be expressed and paid in pounds sterling by electronic transfer of funds to the bank account that the Supplier has specified on its invoice. The Buyer must accept and process for payment an undisputed Electronic Invoice received from the Supplier.
7.5 Where applicable, the Supplier will ensure that:
7.5.1 invoiced amounts are calculated in accordance with  the currency conversion mechanism selected by the Buyer in the Order Form based on one of the available options (if any) as set out in Schedule 3 (Framework Prices and Charging Structure) of the Framework Agreement or such other exchange rate conversion mechanism as agreed in writing by the Parties; and
7.5.2 each invoice clearly sets out how such currency conversion provisions have been used to calculate the invoiced amounts including the actual exchange rate(s) applied.
7.6 [bookmark: _heading=h.1ksv4uv][bookmark: _Ref44491636][bookmark: _Ref359931819]The Charges are stated exclusive of VAT, which shall be added at the prevailing rate (with visibility of the amount as a separate line item) as applicable and paid by the Buyer following delivery of a valid invoice.
7.7 [bookmark: _heading=h.44sinio][bookmark: _Ref359314924]The Buyer may retain or set off any amount owed to it by the Supplier (including any Buyer’s Existing Entitlement) against any amount due to the Supplier under this Contract or under any other agreement between the Supplier and the Buyer.
7.8 If the Buyer wishes to exercise its right pursuant to Clause 7.7 it shall give notice to the Supplier within thirty (30) days of receipt of the relevant invoice, setting out the Buyer’s reasons for retaining or setting off the relevant Charges.
7.9 If there’s an invoice dispute, the Buyer must pay any undisputed amount and return the invoice within 10 Working Days of the invoice date. The Buyer will provide a covering statement with proposed amendments and the reason for any non-payment. The Supplier must notify the Buyer within 10 Working Days of receipt of the returned invoice if it accepts the amendments. If it does then the Supplier must provide a replacement valid invoice with the response.
7.10 Subject to Clause 7.11, due to the nature of the Services it is not practicable in a static Order Form to agree in detail exactly the quantity and rate of consumption of the Services during the Contract Period. Accordingly, the Charges due under this Contract are calculated (in accordance with the process set out in the Order Form) by reference to the Buyer’s actual consumption of Services as a result of the Buyer and/or Buyer Users submitting Service Requests via the self-service Supplier Portal during the Contract Period. Accordingly, the Supplier agrees that the Buyer’s anticipated quantities and rates of consumption of Services stated in the Order Form (if any) are indicative only to the extent that this does not include Minimum Commitments.
7.11 [bookmark: _Ref53144260][bookmark: _Ref52925098]The Buyer may commit under this Contract to purchase relevant Services for a minimum period or other agreed commitment (for example in respect of a Reserved Instance) in order to secure a commitment related discount to the Charges (a “Minimum Commitment”). The Buyer may agree to do this by either:
7.11.1 expressly specifying the relevant details of the Minimum Commitment in the Order Form (under the heading “Minimum Commitments”); or
7.11.2 subject to Clause 7.12, submitting a Service Request via the self-service Supplier Portal (by a person appropriately authorised (on the Supplier Portal) to do so on behalf of the Buyer or Buyer User) and such Service Request sets out a clear and unambiguous statement that the Buyer is agreeing to be bound by a Minimum Commitment together with details of the relevant Minimum Commitment.
7.12 [bookmark: _Ref53015752]It is a condition of this Contract that:
7.12.1 Service Requests submitted by or on behalf of the Buyer containing a Minimum Commitment are only valid and binding under this Contract where and to the extent the relevant Minimum Commitment and/or the process for entering into such Minimum commitment complies with any limits, settlement options or other requirements expressly set out in the Order Form under the heading “Minimum Commitments”; and
7.12.2 where the aggregate total of:
(a) all valid and undisputed Charges actually incurred by or on behalf of the Buyer; and
(b) any Charges which the Buyer has committed to pay, as a result of the Buyer validly entering into Minimum Commitments during the Contract Period,
(together the “Committed Charges”) exceeds the anticipated contract value set out in the Order Form, the Supplier may not invoice for and the Buyer shall not pay for that portion of any Committed Charges in excess of the anticipated contract value set out in the Order Form (without the Buyer’s prior written consent).
8. [bookmark: _Toc43226949][bookmark: _Toc44497132][bookmark: _Ref53162267][bookmark: _Toc57653416]Liabilities
8.1 [bookmark: _Ref40121035][bookmark: _Ref44491655]Each Party's total aggregate liability in each Contract Year under this Contract (whether in tort, contract or otherwise) shall not exceed the greater of five hundred thousand pounds (£500,000) (or such greater sum (if any) as may be specified in the Order Form) or one hundred and twenty-five per cent (125%) of the Charges paid and/or committed to be paid in that Contract Year.
8.2 [bookmark: _heading=h.3j2qqm3][bookmark: _Ref44491665][bookmark: _Ref40121164]Neither Party is liable to the other for:
8.2.1 any indirect Losses; or
8.2.2 loss of profits, turnover, savings, business opportunities or damage to goodwill (in each case whether direct or indirect).
8.3 [bookmark: _heading=h.1y810tw][bookmark: _Ref44491686][bookmark: _Ref40121172]Notwithstanding Clauses 8.1 and 8.2, neither Party limits or excludes:
8.3.1 its liability for death or personal injury caused by its negligence, or that of its employees, agents or Subcontractors;
8.3.2 its liability for bribery or fraud or fraudulent misrepresentation by it or its employees; or
8.3.3 any liability that cannot be excluded or limited by Law.
8.4 [bookmark: _Ref53417336]Notwithstanding Clause 8.1 but subject to Clause 8.3, the Supplier's liability:
8.4.1 pursuant to the indemnity in Clause 9.7 shall be unlimited; and
8.4.2 in respect of Losses arising from breach of the Data Protection Legislation that are caused by the Supplier’s Default(s) occurring in each and any Contract Year, shall in no event exceed in aggregate ten million pounds (£10,000,000) or such greater sum (if any) as may be specified in the Order Form.
8.5 [bookmark: _Ref44414984]Notwithstanding Clauses 8.1 but subject to Clause 8.3, the Buyer’s liability pursuant to Clause 9.5.2 shall in no event exceed in aggregate five million pounds (£5,000,000).
8.6 [bookmark: _Ref44491727]Each Party must use all reasonable endeavours to mitigate any Losses which it suffers under or in connection with this Contract, including any indemnities.
8.7 When calculating the Supplier’s liability under Clause 8.1 any items specified in Clause 8.4 will not be taken into consideration.
Notice and conduct of Claims:
8.8 [bookmark: _Ref53323636]If a Beneficiary is notified of a Claim then it must notify the Provider as soon as reasonably practical and no later than 10 Working Days.
8.9 [bookmark: _heading=h.2r0uhxc]At the Provider’s cost and expense the Beneficiary must both:
8.9.1 [bookmark: _heading=h.1664s55][bookmark: _heading=h.3q5sasy]allow the Indemnifier to conduct all negotiations and proceedings to do with a Claim; and
8.9.2 [bookmark: _heading=h.25b2l0r]give the Provider reasonable assistance with the Claim if requested.
8.10 [bookmark: _heading=h.kgcv8k]The Beneficiary must not make admissions about the Claim without the prior written consent of the Provider which cannot be unreasonably withheld or delayed.
8.11 [bookmark: _heading=h.34g0dwd]The Provider must consider and defend the Claim diligently using competent legal advisors and in a way that doesn’t damage the Beneficiary’s reputation.
8.12 [bookmark: _heading=h.1jlao46]The Provider must not settle or compromise any Claim without the Beneficiary's prior written consent which it must not unreasonably withhold or delay.
8.13 Each Beneficiary must take all reasonable steps to minimise and mitigate any losses that it suffers because of the Claim.
8.14 [bookmark: _Ref53323796]If the Provider pays the Beneficiary money under an indemnity or under Clause 9.5.2 (as applicable) and the Beneficiary later recovers money which is directly related to the Claim, the Beneficiary must immediately repay the Provider the lesser of either:
8.14.1 the sum recovered minus any legitimate amount spent by the Beneficiary when recovering this money; or
8.14.2 the amount the Provider paid the Beneficiary for the Claim.
9. [bookmark: _Toc43226950][bookmark: _Toc44497133][bookmark: _Ref53162274][bookmark: _Toc57653417]Intellectual Property Rights
9.1 Save for the licences expressly granted pursuant to Clauses 9.3 and 9.4, neither Party shall acquire any right, title or interest in or to the IPR (whether pre-existing or created during the Contract Period) of the other Party or its licensors.
9.2 [bookmark: _heading=h.1ci93xb][bookmark: _Ref43033234]Neither Party shall have any right to use any of the other Party's names, logos or trade marks on any of its products or services without the other Party's prior written consent.
9.3 [bookmark: _Ref53417414]The Buyer grants to the Supplier a royalty-free, non-exclusive, non-transferable licence during the Contract Period to use the Buyer’s or its relevant licensor’s Buyer Content and related IPR solely to the extent necessary for providing the Services in accordance with this Contract, including the right to grant sub-licences to Sub-Contractors provided that:
9.3.1 any relevant Sub-Contractor has entered into a confidentiality undertaking with the Supplier on substantially the same terms as set out in Clause 19 (Confidentiality); and
9.3.2 the Supplier shall not and shall procure that any relevant Sub-Contractor shall not, without the Buyer’s written consent, use the licensed materials for any other purpose or for the benefit of any person other than the Buyer.
9.4 [bookmark: _Ref53417424]The Supplier grants to:
9.4.1 the Buyer; and
9.4.2 the Buyer Users (if any) identified in the Order Form,
the licence taken from its Applicable Supplier Terms as set out or expressly referred to in Attachment 1 (Service Descriptions and Product Terms) to the Order Form under the heading ‘Licence Terms’ which licence shall, as a minimum, grant the Buyer and any Buyer Users a non-exclusive, non-transferable licence during the Contract Period to use the Supplier’s or its relevant licensor’s IPR solely to the extent necessary to access and use the Services in accordance with this Contract.
9.5 [bookmark: _heading=h.3whwml4][bookmark: _Ref50584017][bookmark: _Ref44415637][bookmark: _Ref43232824][bookmark: _Ref43034756]Subject to the limitation in Clause 8.5, the Buyer shall:
9.5.1 [bookmark: _Ref50583125]defend the Supplier, its Affiliates and licensors from and against any third-party claim:
(a) alleging that any use of the Services by or on behalf of the Buyer and/or Buyer Users is in breach of applicable Law;
(b) alleging that the Buyer Content violates, infringes or misappropriates any rights of a third party;
(c) alleging that the Buyer’s and/or Buyer User’s use of the Services is in material breach of the AUP;
(d) arising from the Supplier’s use of the Buyer Content in accordance with this Contract; and
9.5.2 [bookmark: _Ref44426897][bookmark: _Ref53325311]in addition to defending in accordance with Clause 9.5.1, the Buyer will pay the amount of Losses awarded in final judgment against the Supplier or the amount of any settlement agreed by the Buyer,
provided that the Buyer’s obligations under this Clause 9.5 shall not apply where and to the extent such Losses or third-party claim is caused by the Supplier’s breach of this Contract.
[bookmark: _heading=h.2bn6wsx][bookmark: _Ref44427286][bookmark: _Ref43232446][bookmark: _Ref43034348]IPR Indemnity:
9.6 The Supplier shall ensure and procure that the availability, provision and use of the Services and the performance of the Supplier's responsibilities and obligations hereunder shall not infringe any Intellectual Property Rights of any third party.
9.7 [bookmark: _Ref53325580]The Supplier will during and after the Contract Period, on written demand, defend and indemnify and keep the Buyer and/or any Buyer Users indemnified from and against all Losses incurred by, awarded against or agreed to be paid by the Buyer and/or any Buyer Users (whether before or after the making of the demand pursuant to the indemnity hereunder) arising from an IPR Claim.
Supplier options:
9.8 If an IPR Claim is made, or the Supplier anticipates that an IPR Claim might be made, the Supplier may, at its own expense and sole option, either:
9.8.1 [bookmark: _Ref53326997]procure for the Buyer the right to continue using the relevant item which is subject to the IPR Claim; or
9.8.2 [bookmark: _Ref53327013]replace or modify the relevant item with non-infringing substitutes provided that:
(a) the performance and functionality of the replaced or modified item is at least equivalent to the performance and functionality of the original item;
(b) the replaced or modified item does not have an adverse effect on any other Services;
(c) there is no additional cost to the Buyer and/or any Buyer User; and
(d) the terms and conditions of this Contract shall apply to the replaced or modified Services.
9.9 The indemnity in Clause 9.7 shall not apply where and to the extent an IPR Claim and/or any Losses arising from such an IPR Claim, arise directly from and would not have arisen in the absence of:
9.9.1 the use of any Buyer Content provided by the Buyer and/or any Buyer User; and/or
9.9.2 the Buyer’s and/or any Buyer User’s breach of this Contract.
9.10 If the Supplier elects to procure a licence in accordance with Clause 9.8.1 or to modify or replace an item pursuant to Clause 9.8.2, but this has not avoided or resolved the IPR Claim, then:
9.10.1 the Buyer may terminate this Contract by written notice with immediate effect; and
9.10.2 without prejudice to the indemnity set out in Clause 9.7, the Supplier shall be liable for all reasonable and unavoidable costs of the substitute items and/or services including the additional costs of procuring, implementing and maintaining the substitute items.
10. [bookmark: _heading=h.qsh70q][bookmark: _Toc43226951][bookmark: _Toc44497134][bookmark: _Ref53162282][bookmark: _Toc57653418][bookmark: _Ref43049679][bookmark: _Ref40120824]publicity and branding
10.1 The Supplier shall not, and shall take all reasonable steps to ensure the Supplier staff do not, make any press announcements or publicise this Contract or any part of it in any way nor use the Buyer’s name or brand in any promotion or marketing or announcement of orders, without the Buyer’s prior written approval (the decision of the Buyer to approve or not shall not be unreasonably withheld or delayed).
10.2 Each Party acknowledges to the other that nothing in this Contract either expressly or by implication constitutes an endorsement of any products or services of the other Party (including the Services) and each Party agrees not to conduct itself in such a way as to imply or express any such approval or endorsement.
11. [bookmark: _Toc43226952][bookmark: _Toc44497135][bookmark: _Toc57653419]BUYER content and security requirements
11.1 The Supplier shall not access, store, copy, disclose or use any of the Buyer Content uploaded to the relevant cloud platform(s) other than for the sole purpose and to the extent necessary to provide the Services or as otherwise approved in advance and in writing by the Buyer, unless the Supplier is required to do so by Law. If it is so required the Supplier shall promptly notify the Buyer before doing so unless prohibited by Law.
11.2 If the Supplier suspects that the Buyer Content has or may become corrupted, lost, breached or significantly degraded in any way for any reason, then the Supplier will notify the Buyer without undue delay and within 72 hours of becoming aware  and will (at its own cost if corruption, loss, breach or degradation of the Buyer Content was caused by the act or omission of the Supplier) comply with any remedial action reasonably proposed by the Buyer.
11.3 The Supplier will use all reasonable endeavours, software and the most up-to-date antivirus definitions available from an industry-accepted antivirus software seller to minimise the impact of Malicious Software.
11.4 If Malicious Software causes loss of operational efficiency or loss or corruption of Buyer Content, the Supplier will assist and support the Buyer to mitigate any Losses and restore the Services to operating efficiency as soon as possible.
11.5 Responsibility for costs will be at the:
11.5.1 Supplier’s expense if the Malicious Software originates from the Supplier’s technology infrastructure or the Buyer Content where and to the extent that the Buyer Content was under the control of the Supplier, unless the Supplier can demonstrate that it was already present, not quarantined or identified by the Buyer when provided; or
11.5.2 Buyer’s expense if the Malicious Software originates from the Buyer’s technology infrastructure or the Buyer Content, while the Buyer Content was under the Buyer’s control.
11.6 The Supplier shall comply with the security requirements set out or referred to in the Order Form including:
11.6.1 any special security or compliance requirements described in Section B of the Order Form under the heading “Special Security or compliance requirements”;
11.6.2 those Standards relating to security referred to in Attachment 4 (Schedule of Standards) to the Order Form; and
11.6.3 those protective measures set out or referred to (but not via hyperlinks) in the Supplier’s DPA set out in Attachment 8 (Data Processing Agreement).
11.7 The Buyer acknowledges it has responsibilities in relation to security where and to the extent described in the relevant Applicable Supplier Terms and applicable Service Descriptions.
12. [bookmark: _Ref44413431][bookmark: _Toc43226953][bookmark: _Toc44497136][bookmark: _Ref53162292][bookmark: _Toc57653420]records AND AUDIT
12.1 [bookmark: _heading=h.2p2csry][bookmark: _Ref43210660]The Supplier will maintain full and accurate records and accounts, using good industry practice and generally accepted accounting principles, of the:
12.1.1 operation of this Contract and the Services provided under it (including any Sub-Contracts); and
12.1.2 amounts paid by the Buyer under this Contract.
12.2 [bookmark: _Ref44412631]The Supplier’s records and accounts will be kept until the latest of the following dates:
12.2.1 7 years after the date of termination or expiry of this Contract; or
12.2.2 another date agreed between the Parties.
12.3 [bookmark: _Ref44413062]During the timeframes highlighted in Clause 12.2, the Supplier will maintain:
12.3.1 commercial records of the Charges and costs (including Sub-Contractors’ costs) and any variations to them, including proposed variations;
12.3.2 books of account for this Contract;
12.3.3 access to its published accounts and trading entity information;
12.3.4 proof of its compliance with its obligations under the Data Protection Legislation and the transparency and data protection provisions under this Contract; and
12.3.5 records of its delivery performance under this Contract, including that of its Sub-Contractors.
12.4 The Supplier will allow representatives of the Buyer, the Comptroller and Auditor General and their staff, any appointed representatives of the National Audit Office, HM Treasury, the Cabinet Office and any successors or assigns of any of the above, access to the records, documents, and account information referred to in Clause 12.3 (including access to online records (including any Security Assessment Documents) via the Supplier Portal) as may be required by them and subject to reasonable and appropriate confidentiality undertakings, to verify and review:
12.4.1 the accuracy of the Charges (and proposed or actual variations to them under this Contract);
12.4.2 any books of accounts kept by the Supplier in connection with the provision of the Services only for the purposes of auditing the Charges under this Contract;
12.4.3 the integrity, confidentiality and security of the Buyer Content held or used by the Supplier;
12.4.4 any other aspect of the delivery of the Services including to review compliance with any Law; and
12.4.5 any records about the Supplier’s performance of the Services and to verify that these reflect the Supplier’s own internal reports and records.
12.5 [bookmark: _Ref44414301]The Buyer acknowledges that the rights of audit or inspection under this Clause 12 shall not include the right to audit or inspect the Supplier’s physical infrastructure.
12.6 Notwithstanding any provisions of the DPA and/or any other Applicable Supplier Terms, throughout the Contract Period the Supplier shall appoint external auditors to inspect and verify the continued adequacy and effectiveness of its Protective Measures in respect of the Services (including the security of the physical data centres from which the Supplier provides the Services) (“Security Audit”). The Supplier shall ensure:
12.6.1 Security Audits are undertaken at least annually by external auditors appointed by the Supplier and at the Supplier’s sole cost and expense;
12.6.2 external auditors appointed to undertake Security Audits are suitably qualified and experienced independent third party organisations, whose identity the Supplier shall disclose to the Buyer upon request;
12.6.3 are undertaken in accordance with ISO 27001 (or other substantially equivalent alternative standard(s)); and
12.6.4 [bookmark: _Ref51668138]any Security Audit results in the independent external auditors providing written summary reports, certifications and/or attestations of compliance (as applicable) in accordance with good industry practice (“Security Assessment Documents”) capable of being used by the Buyer so that it can reasonably assess and assure itself as to the continued adequacy and effectiveness of the Supplier’s Protective Measures, the Supplier’s compliance with those Protective Measures and its obligations under the Data Protection Legislation in respect of its provision of the Services in accordance with this Contract.
12.7 Upon the Buyer’s request, and subject to the confidentiality undertakings of this Contract, the Supplier shall at the Buyer’s option either provide a copy or make available to the Buyer for review (including via the Supplier Portal) the Security Assessment Documents. The Security Assessment Documents will be treated as the Supplier’s Confidential Information.
12.8 Subject to any confidentiality obligations, the Supplier will use reasonable endeavours to provide all audit information within scope and give auditors access to Supplier Personnel and in each case without undue delay.
12.9 The Buyer will use reasonable endeavours to ensure that any audit does not unreasonably disrupt the Supplier, but the Supplier accepts that control over the conduct of audits carried out by the auditors is outside of the Buyer’s control.
12.10 Each Party is responsible for its own costs incurred in respect of its compliance with the audit obligations in this Clause 12, save that the Supplier will reimburse the Buyer its reasonable Audit costs if the Audit reveals a material Default.
13. INSURANCE
The Supplier shall effect and maintain insurances in relation to the performance of this Contract in accordance with Schedule 11 (Insurance Requirements) of the Framework Agreement.
14. [bookmark: _Toc57653422]suspension
14.1 The Buyer shall, and shall procure that Buyer User’s shall, comply with the AUP when accessing and using the Services.
14.2 [bookmark: _Ref51105589]Subject to Clause 14.3 and notwithstanding any provisions of the AUP and/or any other Applicable Supplier Terms, the Supplier may only suspend the Buyer’s access and use of all or the affected part of the Services as follows:
14.2.1 in relation to any provisions of the AUP and/or any other Applicable Supplier Terms which allow for suspension and/or termination due to Buyer Content and/or use of the Services these shall only apply to the extent such Buyer Content and/or use of the Services either results in the commission of a criminal offence under Law or represents a genuine risk to the security of the Supplier’s technology infrastructure;
14.2.2 where the Supplier is entitled to terminate this Contract under Clause 16.5, the Supplier may suspend the Buyer’s access and use of all or the affected part of the Services subject to giving the Buyer not less than 20 Working Days’ prior written notice of suspension and provided such notice includes a reference to late payment under Clause 16.5 as the reason for such suspension;
14.2.3 where the Supplier becomes aware that the Buyer and/or any Buyer User is in material breach of the AUP, the Supplier will give the Buyer written notice of the material breach and requiring its remedy. Except where for reasons of maintaining security of the Supplier’s technology infrastructure it is necessary to suspend immediately, the Buyer shall have a reasonable opportunity (in any event not less than 5 (five) days of being notified in writing to do so) to remedy the material breach and avoid suspension and failing which the Supplier may suspend with immediate effect the Buyer’s access and use of all or the affected part of the Services;
14.2.4 [bookmark: _Ref51103109]immediately and without prior written notice where the Supplier reasonably believes:
(a) it is required to suspend immediately the Buyer’s access and use of all or the affected part of the Services to comply with Law;
(b) the Buyer’s and/or any Buyer User’s access and use of all or the affected part of the Services is likely to have an imminent and material adverse impact on the Supplier’s other customers use of the same cloud services and/or the Supplier’s technology infrastructure used to provide such cloud services; or
(c) an unauthorised third party is accessing and/or using the Services.
14.3 [bookmark: _Ref51106700]Where pursuant to Clause 14.2 the Supplier exercises any right to suspend the Buyer’s access and use of all or the affected part of the Services the Supplier will, acting reasonably:
14.3.1 restrict, as far as reasonably practicable, the extent and duration of any suspension to that part of the access and use of the Services and for such temporary period as is reasonably necessary and appropriate in the circumstances; and
14.3.2 lift any suspension promptly when the circumstances giving rise to the suspension have been resolved to the reasonable satisfaction of the Supplier.
14.4 Where the Supplier suspends the Buyer’s access and use of all or the affected part of the Services pursuant to Clause 14.2.4, the Supplier will to the extent permitted by Law notify the Buyer, as soon as is reasonably possible following such immediate suspension, of the grounds relied on to suspend the Buyer’s access and use of all or the affected part of the Services immediately and without prior written notice.
15. [bookmark: _Ref43219439][bookmark: _Ref43219713][bookmark: _Ref43220020][bookmark: _Ref43220626][bookmark: _Toc43226956][bookmark: _Ref44492122][bookmark: _Ref44492217][bookmark: _Ref44492243][bookmark: _Toc44497138][bookmark: _Toc57653423]Protection of Personal Data
15.1 [bookmark: _heading=h.ihv636][bookmark: _Ref40168984]The Parties acknowledge that for the purposes of the Data Protection Legislation, the Buyer is the Controller and the Supplier is the Processor unless otherwise specified in the Schedule of Processing, Personal Data and Data Subjects. The only processing that the Supplier is authorised to do is listed in the Schedule of Processing, Personal Data and Data Subjects by the Buyer and may not be determined by the Supplier.
15.2 [bookmark: _Ref44492278]The Supplier shall notify the Buyer immediately if it considers that any of the Buyer’s documented instructions infringe the Data Protection Legislation.
15.3 The Supplier shall provide all reasonable assistance to the Buyer in the preparation of any Data Protection Impact Assessment prior to commencing any processing.  Such assistance will include:
15.3.1 a systematic description of the envisaged processing operations and the purpose of the processing;
15.3.2 an assessment of the necessity and proportionality of the processing operations in relation to the Services;
15.3.3 an assessment of the risks to the rights and freedoms of Data Subjects; and
15.3.4 the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.
15.4 The Supplier shall, in relation to any Personal Data processed in connection with its obligations under this Contract:
15.4.1 process that Personal Data only in accordance with the Schedule of Processing, Personal Data and Data Subjects, unless the Supplier is required to do otherwise by Law. If it is so required the Supplier shall promptly notify the Buyer before processing the Personal Data unless prohibited by Law;
15.4.2 ensure that it has in place Protective Measures, which are appropriate to protect against a Data Loss Event, having taken account of the:
(a) nature of the data to be protected;
(b) harm that might result from a Data Loss Event;
(c) state of technological development; and
(d) cost of implementing any measures;
15.4.3 ensure that:
(a) the Supplier’s personnel do not process Personal Data except in accordance with this Contract (and in particular the Schedule of Processing, Personal Data and Data Subjects);
(b) it takes all reasonable steps to ensure the reliability and integrity of any of the Supplier’s personnel who have access to the Personal Data and ensure that they:
(i) are aware of and comply with the Supplier’s duties under this Clause 15;
(ii) are subject to appropriate confidentiality undertakings with the Supplier or any Sub-processor;
(iii) are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third party unless directed in writing to do so by the Buyer or as otherwise permitted by this Contract; and
(iv) have undergone adequate training in the use, care, protection and handling of Personal Data; and
15.4.4 [bookmark: _heading=h.32hioqz][bookmark: _Ref44492109][bookmark: _Ref43219385]not transfer Personal Data to a Restricted Country unless the prior written consent of the Buyer has been obtained or the Supplier is required to do so by Law. If it is so required the Supplier shall promptly notify the Buyer before doing so unless prohibited by Law. Where written consent has been obtained, the following conditions must also be fulfilled before transfer:
(a) the Buyer or the Supplier has provided appropriate safeguards in relation to the transfer (whether in accordance with GDPR Article 46 or LED Article 37 as relevant) as determined by the Buyer;
(b) the Data Subject has enforceable rights and effective legal remedies;
(c) the Supplier complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Buyer in meeting its obligations); and
(d) the Supplier complies with any reasonable instructions notified to it in advance by the Buyer with respect to the processing of the Personal Data; and
(e) in respect of any processing in, or transfer of Personal Data to, any Restricted Country permitted in accordance with this Clause 15.4.4, the Supplier shall, when requested by the Buyer, promptly enter into an agreement with the Buyer including or on such provisions as the Standard Contractual Clauses and/or such variation as a regulator or the Buyer might require which terms shall, in the event of any conflict, take precedence over those in this Clause 15, and the Supplier shall comply with any reasonable instructions notified to it in advance by the Buyer with respect to the transfer of the Personal Data; and
15.4.5 at the written direction of the Buyer, delete or return Personal Data (and any copies of it) to the Buyer on termination of this Contract unless the Supplier is required by Law to retain the Personal Data.
15.5 [bookmark: _heading=h.1hmsyys][bookmark: _Ref44492155][bookmark: _Ref40120882]Subject to Clause 15.6, the Supplier shall notify the Buyer without undue delay:
15.5.1 and in any event within five (5) Working Days of receipt of the request if it:
(a) receives a Data Subject Request (or purported Data Subject Request);
(b) receives a request to rectify, block or erase any Personal Data; 
(c) receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation; or
(d) receives a request from any third party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law;
15.5.2 and, where feasible, not later than 72 hours of:
(a) becoming aware of a Data Loss Event; or
(b) receiving any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data processed under this Contract.
15.6 [bookmark: _heading=h.41mghml][bookmark: _Ref44492141][bookmark: _Ref40120868]The Supplier’s obligation to notify under Clause 15.5 shall include the provision of further information to the Buyer in phases, as details become available.
15.7 Taking into account the nature of the processing, the Supplier shall provide the Buyer with reasonable assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under Clause 15.5 (and insofar as possible within the timescales reasonably required by the Buyer) including by promptly providing:
15.7.1 the Buyer with full details and copies of the complaint, communication or request;
15.7.2 such assistance as is reasonably requested by the Buyer to enable the Buyer to comply with a Data Subject Request within the relevant timescales set out in the Data Protection Legislation;
15.7.3 the Buyer, at its request, with any Personal Data it holds in relation to a Data Subject;
15.7.4 assistance as requested by the Buyer following any Data Loss Event;
15.7.5 assistance as requested by the Buyer with respect to any request from the Information Commissioner’s Office, or any consultation by the Buyer with the Information Commissioner's Office.
15.8 The Supplier shall maintain complete and accurate records and information to demonstrate its compliance with this Clause 15.
15.9 Not used
15.10 Each Party shall designate its own data protection officer if required by the Data Protection Legislation.
15.11 [bookmark: _Ref453336607]The Supplier shall not provide any third party with access to Personal Data without prior written notice to the Buyer and an opportunity for the Buyer to object pursuant to Clause 15.12, unless the Supplier is required to provide access by Law. If it is so required the Supplier shall promptly notify the Buyer before providing access unless prohibited by Law. The Buyer provides general written consent to the Supplier to engage those Sub-processors (including relevant details of such Sub-processor’s processing of Personal Data) as recorded in the Supplier’s Register of Key Sub-Contractors and Sub-processors as at the Commencement Date provided that before allowing any Sub-processor to process any Personal Data related to this Contract, the Supplier must:
15.11.1 enter into a written agreement with the Sub-processor which gives effect to the terms set out in this Clause 15 such that they apply to the Sub-processor; and
15.11.2 provide the Buyer with such information regarding the Sub-processor as the Buyer may reasonably require.
15.12 [bookmark: _Ref53313678][bookmark: _Ref51605306]Where the Supplier intends to appoint a Sub-processor not identified as a Sub-processor in the Supplier’s Register of Key Sub-Contractors and Sub-processors as at the Commencement Date, the Supplier shall provide not less than 30 (thirty) days’ prior written notice via email to the Buyer Authorised Representative and CCS.  Where the Buyer reasonably believes such proposed Sub-processor has, or is likely to have a materially adverse impact on:
15.12.1 the Buyer’s use and enjoyment of the Services under the Contract;
15.12.2 the commercial benefits of the Contract to the Buyer (including in relation to pricing and performance of the Services); and/or
15.12.3 the balance of risks under the Contract from the Buyer’s perspective (including the creation of new or increased potential liabilities and/or new or materially different operational responsibilities for the Buyer and/or any Buyer Users),
the Buyer may, acting reasonably, object to such proposed appointment by notifying the Supplier in writing within 30 (thirty) days’ of the Buyer’s receipt of the Supplier’s email notice of proposed appointment. If the Parties (acting reasonably) are unable within the next 10 (ten) days to resolve the Buyer’s objection to its reasonable satisfaction the Buyer may terminate this Contract with immediate effect and without any liability (including, for the avoidance of doubt, pursuant to Clause 17.4) by giving notice in writing to the Supplier.
15.13 The Supplier shall remain fully liable for all acts or omissions of any of its Sub-processors.
15.14 The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. Subject to the Supplier’s prior written consent (such consent not to be unreasonably withheld or delayed) the Buyer may, at any time on not less than thirty (30) Working Days’ notice to the Supplier:
15.14.1 revise this Clause 15 (Protection of Personal Data) by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by Attachment to this Contract); and/or
15.14.2 amend this Contract to ensure that it complies with any guidance, codes of practice, codes of conduct, regulatory guidance, standard clauses or any other related laws arising from the GDPR.
15.15 Without prejudice to the foregoing, the Parties acknowledge that in performing its obligations under this Contract, the Supplier will from time to time collect and Process on an incidental basis limited amounts of Personal Data of the Buyer and/or Buyer Users (for example names and business contact details of points of contact at the Buyer and/or Buyer Users) (“CRM Personal Data”) for the purpose of performing its obligations under this Contract (including providing the Services).  The Supplier shall, when Processing such CRM Personal Data, do so as a Data Controller and shall ensure that it fully complies with its obligations under the Data Protection Legislation.
15.16 In respect of such CRM Personal Data, the Supplier shall:
15.16.1 ensure that it has all necessary notices and consents in place to enable it to Process the CRM Personal Data;
15.16.2 provide full information, in the form of a suitable privacy policy, to any Data Subject whose CRM Personal Data may be processed by the Supplier under this Contract, concerning the nature such processing;
15.16.3 not, by its acts or omissions, place the Buyer and/or any Buyer User in breach of the Data Protection Legislation; and
15.16.4 ensure that it has in place appropriate technical and organisational measures, to protect against unauthorised or unlawful processing of Personal Data and against accidental loss or destruction of, or damage to, the CRM Personal Data.
15.17 The Supplier shall not Process CRM Personal Data for any purposes other than those set out in this Contract.
16. [bookmark: _Ref44492416][bookmark: _Toc43226957][bookmark: _Toc44497139][bookmark: _Toc57653424]Termination and Expiry
16.1 [bookmark: _Ref44367225]The Buyer may terminate this Contract without reason (and, subject to Clause 17.4, without any liability whatsoever or howsoever arising from the Buyer’s termination under this Clause 16.1) at any time by issuing a written notice to the Supplier giving at least thirty (30) days’ written notice unless a shorter period is specified in the Order Form.
16.2 [bookmark: _heading=h.vx1227][bookmark: _Ref40120778]The Buyer may terminate this Contract at any time with immediate effect for material Default by issuing a written notice to the Supplier where:
16.2.1 the Supplier commits any material Default of this Contract which is not, in the reasonable opinion of the Buyer, capable of remedy; and/or
16.2.2 the Supplier commits a Default, including a material Default, which in the opinion of the Buyer is remediable but has not remedied such Default to the satisfaction of the Buyer within fifteen (15) Working Days of being notified in writing to do so.
16.3 For the purpose of Clause 16.2, a material Default may be a single material Default or a number of Defaults or repeated Defaults (whether of the same or different obligations and regardless of whether such Defaults are remedied) which taken together constitute a material Default.
16.4 The Buyer may terminate this Contract by issuing a written notice to the Supplier where an Insolvency Event affecting the Supplier occurs.
16.5 [bookmark: _Ref51101699]The Supplier may, by issuing a written notice to the Buyer, terminate this Contract if the Buyer fails to pay an undisputed sum due to the Supplier under this Contract and such sum remains outstanding forty (40) Working Days after the receipt by the Buyer of a written notice of non-payment from the Supplier specifying:
16.5.1 the Buyer’s failure to pay;
16.5.2 the correct overdue and undisputed sum;
16.5.3 the reasons why the undisputed sum is due; and
16.5.4 the requirement on the Buyer to remedy the failure to pay,
and this Contract shall then terminate on the date specified in the Supplier’s written notice (which shall not be less than twenty (20) Working Days from the date of the issue of that notice).
17. [bookmark: _Ref44359795][bookmark: _Toc44497140]consequences of termination and expiry
17.1 [bookmark: _Ref44492447]Even if a notice has been served to terminate this Contract, the Supplier must continue to provide ordered Services until the dates set out in the notice and as necessary to comply with this Clause 17.
17.2 [bookmark: _Ref44492456]Expiry or termination of this Contract will not affect:
17.2.1 any rights, remedies or obligations accrued before its termination or expiry (as applicable); and
17.2.2 the right of either Party to recover any amount outstanding at the time of termination or expiry (as applicable).
17.3 [bookmark: _Ref44492465]Upon termination or expiry of this Contract and subject always to Clause 17.5:
17.3.1 the rights and obligations of the Parties under this Contract will cease immediately (including the Buyer’s payment obligations under the Contract save where and to the extent any payments are expressly stated in these Call-Off Terms to be payable by the Buyer following termination or expiry of this Contract), except for those continuing provisions identified in Clause 17.6;
17.3.2 [bookmark: _Ref44283937]the Buyer will:
(a) pay any outstanding Charges properly due to the Supplier;
(b) [bookmark: _Ref44283941]using the Supplier Portal, extract and/or destroy all copies of the Buyer Content for which it had been using the Services. The Supplier shall retain the Buyer Content and allow the Buyer to extract the Buyer Content for a period of 60 (sixty) days following expiry or termination or such other period as may be specified in the Order Form and the Supplier shall be entitled to a reasonable charge for continuing to provide the Buyer with access to the Services for this purpose during the relevant period;
17.3.3 [bookmark: _Ref44284258]the Supplier will:
(a) [bookmark: _Ref44284246]comply with any exit related obligations as specified in the Order Form under the heading ‘Off-boarding’ (including where set out or referred to the provision of exit related services);
(b) within 10 Working Days of the termination or expiry date, return to the Buyer on a pro rata basis any sums paid in advance for Services due to be provided by the Supplier under this Contract for any period post the termination or expiry date (as applicable);
(c) [bookmark: _Ref52970359]following the expiry of the period referred to in Clause 17.3.2(b), promptly destroy all copies of the Buyer Content when it receives the Buyer’s written instructions to do so or within 12 calendar months after the termination or expiry date; and
(d) provide the Buyer with written confirmation that the Buyer Content has been securely destroyed pursuant to Clause 17.3.3(c), except if the retention of any of Buyer Content is required by Law; and
17.3.4 each Party will promptly either:
(a) return all copies of the other’s Confidential Information in such Party’s custody, possession or control unless there is a legal requirement to keep it or this Contract states otherwise; or
(b) (where the other Party has given its prior written consent to its destruction) destroy the other Party’s Confidential Information and confirm its destruction to the reasonable satisfaction of the other Party.
17.4 [bookmark: _Ref44368266][bookmark: _Ref44283393]If:
17.4.1 the Buyer terminates this Contract for convenience pursuant to Clause 16.1 (but not, for the avoidance of any doubt, termination pursuant to any other right of termination); and
17.4.2 [bookmark: _Ref53417872]as a result of such termination for convenience the Buyer fails to satisfy a Minimum Commitment entered into in accordance with Clause 7.11,
the Buyer shall, in addition to paying any Charges due in respect of Services consumed prior to such termination, pay the Supplier according to one of the following settlement options, whichever is identified and agreed to between the Buyer and the Supplier in the Order Form (under the heading “Minimum Commitments”):
0. [bookmark: _Ref53147839]pay an amount equal to the amount of Charges necessary to satisfy the remainder of any outstanding Minimum Commitments at the effective date of termination;
0. [bookmark: _Ref53147841]pay the commitment related discount applied to the Charges solely in return for such Minimum Commitment, and which commitment related discount the Buyer had benefited from as a discount to the Charges due under this Contract up until the date of termination of this Contract; or
0. pay any such pay such settlement amount set out in the Order Form under the heading "Minimum Commitment" which may be less than either options (a) or (b) immediately above in this Clause 17.4.2.,
provided in all cases after any settlement has been reached under one of the settlement options above, the Supplier shall refund any remaining credit that may have been accrued under any prepayments that may have related to a Minimum Commitment.
17.5 [bookmark: _Ref51541871]Save where expressly agreed as a Special Term and set out in the Order Form  and subject to reimbursement of reasonable charges in accordance with Clause 17.3.2(b) above where the Buyer terminates the contract for material Default, the Supplier may not charge the Buyer any fees, costs or expenses relating to:
17.5.1 the Buyer’s extraction, transfer and/or destruction of Buyer Content whenever and howsoever after such termination; or 
17.5.2 the Supplier complying with its exit related obligations under this Contract.
17.6 [bookmark: _Ref53162034]The following Clauses survive the termination or expiry of this Contract: Clauses 1 (Definitions), 2 (Interpretation), 3 (Supplier Terms), 8 (Liabilities), 9 (Intellectual Property Rights), 10 (Publicity and Branding), 12 (Records and Audit), 15 (Protection of Personal Data), 16 (Termination and Expiry), 17 Consequences of Termination and Expiry), 19 (Confidentiality), 20 (Transparency and FOIA), 29 (Entire Agreement and Third Party Rights) and 31 Governing Law, Jurisdiction and Dispute Resolution) and Schedule 1 (Definitions) and without limitation to the foregoing any other provisions of this Contract which are expressly or by implication intended to continue.
18. [bookmark: _Toc43226958][bookmark: _Toc44497141][bookmark: _Toc57653426]Sub-Contracting
18.1 [bookmark: _Ref50998544]The Supplier may sub-contract its obligations under this Contract from time to time provided that where any proposed Sub-Contractor would also constitute a Key Sub-Contractor, and the proposed Sub-Contractor is not currently listed in the Supplier’s Register of Key Sub-Contractors and Sub-processors as updated by the Supplier from time to time in accordance with Clause 15.1 (Register of Key-Subcontractors and Sub-processors) of the Framework Agreement, the Supplier shall, prior to sub-contracting, notify the Buyer and CCS in writing of the Key Sub-Contractor including relevant details required in accordance with the requirements of Clause 15.1 of the Framework Agreement and ensure the Key Sub-Contractor has been duly registered.
18.2 Where the Supplier enters into a Sub-Contract wholly or substantially for the purpose of performing (or contributing to the performance of) the whole or any part of this Contract the Supplier shall pay any undisputed sums which are due from the Supplier to the relevant Sub-Contractor (as identified in the Order Form), under that Sub-Contract within thirty (30) days from the receipt of a valid invoice.
18.3 The Supplier shall remain responsible for all acts and omissions of its sub-contractors (including all Sub-Contractors) and the acts and omissions of those employed or engaged by the sub-contractors (including all Sub-Contractors) as if they were its own.
19. [bookmark: _Ref44272961][bookmark: _Ref40255159][bookmark: _Toc43226959][bookmark: _Toc44497142][bookmark: _Toc57653427]Confidentiality
19.1 [bookmark: _Ref44492496]For the purposes of this Clause 19, the term “Disclosing Party” shall mean a Party which discloses or makes available directly or indirectly its Confidential Information and “Recipient” shall mean the Party which receives or obtains directly or indirectly Confidential Information.
19.2 [bookmark: _Ref44278729]Except to the extent set out in this Clause 19 or where disclosure is expressly permitted elsewhere in this Contract, the Recipient shall:
19.2.1 treat the Disclosing Party's Confidential Information as confidential and keep it in secure custody (which is appropriate depending upon the form in which such materials are stored and the nature of the Confidential Information contained in those materials); and
19.2.2 not disclose the Disclosing Party's Confidential Information to any other person except as expressly set out in this Contract or without obtaining the owner's prior written consent;
19.2.3 not use or exploit the Disclosing Party’s Confidential Information in any way except for the purposes anticipated under this Contract; and
19.2.4 without undue delay and within 72 hours of becoming aware notify the Disclosing Party if it suspects or becomes aware of any unauthorised access, copying, use or disclosure in any form of any of the Disclosing Party’s Confidential Information.
19.3 [bookmark: _Ref44278740]The Recipient shall be entitled to disclose the Confidential Information of the Disclosing Party where:
19.3.1 the Recipient is required to disclose the Confidential Information by Law;
19.3.2 the need for such disclosure arises out of or in connection with:
(a) any legal challenge or potential legal challenge against the Buyer arising out of or in connection with this Contract;
(b) the purpose of the examination and certification of the Buyer's accounts (provided that the disclosure is made on a confidential basis) or for any examination pursuant to Section 6(1) of the National Audit Act 1983 of the economy, efficiency and effectiveness with which the Buyer is making use of any Services provided under this Contract; or
(c) the conduct of a relevant Government Body review in respect of this Contract;
19.3.3 the Recipient has reasonable grounds to believe that the Disclosing Party is involved in activity that may constitute a criminal offence under the Bribery Act 2010 and the disclosure is being made to the Serious Fraud Office.
19.4 If the Recipient is required by Law to make a disclosure of Confidential Information, the Recipient shall as soon as reasonably practicable and to the extent permitted by Law notify the Disclosing Party of the full circumstances of the required disclosure including the relevant Law and/or regulatory body requiring such disclosure and the Confidential Information to which such disclosure would apply.
19.5 [bookmark: _Ref44492520]Subject to Clauses 19.2 and 19.3, the Supplier may only disclose the Buyer’s Confidential Information on a confidential basis to:
19.5.1 Supplier Personnel who are directly involved in the provision of the Services and need to know the Confidential Information to enable the performance of the Supplier’s obligations under this Contract; and
19.5.2 its professional advisers for the purposes of obtaining advice in relation to this Contract.
19.6 Where the Supplier discloses Confidential Information of the Buyer pursuant to this Clause 19, it shall remain responsible at all times for compliance with the confidentiality obligations set out in this Contract by the persons to whom disclosure has been made.
19.7 The Buyer may disclose the Confidential Information of the Supplier:
19.7.1 to any Government Body for any proper purpose of the Buyer or of the relevant Government Body on the basis that the information may only be further disclosed to Government Bodies and other Contracting Bodies to the extent reasonably necessary;
19.7.2 to Parliament and Parliamentary Committees or if required by any Parliamentary reporting requirement;
19.7.3 to the extent that the Buyer (acting reasonably) deems disclosure necessary or appropriate in the course of carrying out its public functions;
19.7.4 on a confidential basis to a professional adviser, consultant, supplier or other person engaged by the Buyer for any purpose relating to or connected with this Contract;
19.7.5 on a confidential basis for the purpose of the exercise of its rights under this Contract; or
19.7.6 to a proposed transferee, assignee or novatee of, or successor in title to the Buyer
and for the purposes of the foregoing, references to disclosure on a confidential basis shall mean disclosure subject to a confidentiality agreement or arrangement containing terms no less stringent than those placed on the Buyer under this Clause 19.
19.8 For the avoidance of doubt the Framework Discount, Framework Prices, Charges and any preferential pricing as agreed between the Supplier and the Government are Commercially Sensitive and categorised as the Supplier’s Confidential Information.
19.9 In the event of a breach by the Supplier of any of the applicable provisions of this Clause 19, the Buyer reserves the right to terminate this Contract for material Default.
19.10 Transparency Information is not Confidential Information.
20. [bookmark: _Ref43122020][bookmark: _Toc43226960][bookmark: _Toc44497143][bookmark: _Toc57653428][bookmark: _Ref43052981]TRANSPARENCY AND FOIA
20.1 The Supplier must tell the Buyer within 48 hours if it receives a Request For Information.
20.2 Within the required timescales the Supplier must give the Buyer full co-operation and information needed so the Buyer can:
20.2.1 publish the Transparency Information;
20.2.2 comply with any Freedom of Information Act (FOIA) request; and
20.2.3 comply with any Environmental Information Regulations (EIR) request.
20.3 The Buyer may talk to the Supplier to help it decide whether to publish information under this Clause 20. However, the extent, content and format of the disclosure is the Buyer’s decision, which does not need to be reasonable.
21. [bookmark: _Toc43226961][bookmark: _Toc44497144][bookmark: _Toc57653429]FORCE MAJEURE
21.1 Neither Party will be liable to the other Party for any delay in performing, or failure to perform, its obligations under this Contract to the extent that such delay or failure is a result of a Force Majeure event.
21.2 A Party will promptly (on becoming aware of the same) notify the other Party of a Force Majeure event or potential Force Majeure event which could affect its ability to perform its obligations under this Contract.
21.3 Each Party will use all reasonable endeavours to continue to perform its obligations under this Contract and to mitigate the effects of Force Majeure.
21.4 If a Force Majeure event prevents a Party from performing its obligations under this Contract for more than twenty (20) Working Days or such shorter period as may be specified in the Order Form, the other Party may terminate this Contract with immediate effect by written notice.
22. [bookmark: _Toc43226962][bookmark: _Toc44497145][bookmark: _Toc57653430][bookmark: _Ref43120609]waiver
22.1 A partial or full waiver or relaxation of the terms of this Contract is only valid if it is stated to be a waiver in writing to the other Party.
22.2 Unless otherwise provided in this Contract, rights and remedies under this Contract are cumulative and do not exclude any rights or remedies provided by Law, in equity or otherwise.
23. [bookmark: _Toc43226963][bookmark: _Toc44497146][bookmark: _Toc57653431]INVALIDITY and relationship of the parties
23.1 If any part of this Contract is prohibited by Law or judged by a court to be unlawful, void or unenforceable, it must be read as if it was removed from this Contract as much as required and rendered ineffective as far as possible without affecting the rest of this Contract, whether it’s valid or enforceable.
23.2 Except as expressly provided otherwise in this Contract, nothing in this Contract, nor any actions taken by the Parties pursuant to this Contract, shall create a partnership, joint venture or relationship of employer and employee or principal and agent between the Parties, or authorise either Party to make representations or enter into any commitments for or on behalf of any other Party.
24. [bookmark: _Toc43226964][bookmark: _Toc44497147][bookmark: _Ref53017300][bookmark: _Toc57653432]PREVENTING FRAUD BRIBERY AND CORRUPTION
24.1 [bookmark: _heading=h.37m2jsg][bookmark: _Ref43120807]The Supplier must not during any Contract Period:
24.1.1 commit a Prohibited Act or any other criminal offence in the Regulations 57(1) and 57(2); nor
24.1.2 do or allow anything which would cause the Buyer and/or Buyer Users, including any of their employees, consultants, contractors, Subcontractors or agents to breach any of the Relevant Requirements or incur any liability under them.
24.2 [bookmark: _heading=h.1mrcu09][bookmark: _Ref43120809]The Supplier must during the Contract Period:
24.2.1 create, maintain and enforce adequate policies and procedures to ensure it complies with the Relevant Requirements to prevent a Prohibited Act and require its Subcontractors to do the same;
24.2.2 keep full records to show it has complied with its obligations under this Clause 24 and give copies to the Buyer on request; and
24.2.3 if required by the Buyer, within 20 Working Days of the Commencement Date, and then annually, certify in writing to the Buyer, that it has complied with this Clause 24, including compliance of Supplier staff, and provide reasonable supporting evidence of this on request, including its policies and procedures.
24.3 [bookmark: _heading=h.46r0co2][bookmark: _Ref43121019]The Supplier must immediately notify the Buyer if it becomes aware of any breach of Clauses 24.1 and 24.2 or has any reason to think that it, or any of the Supplier staff, has either:
24.3.1 been investigated or prosecuted for an alleged Prohibited Act;
24.3.2 been debarred, suspended, proposed for suspension or debarment, or is otherwise ineligible to take part in procurement programmes or contracts because of a Prohibited Act by any government department or agency;
24.3.3 received a request or demand for any undue financial or other advantage of any kind related to the Framework Agreement or any contract entered into under the Framework Agreement; or
24.3.4 suspected that any person or Party directly or indirectly related to the Framework Agreement or any contract entered into under the Framework Agreement has committed or attempted to commit a Prohibited Act.
24.4 [bookmark: _heading=h.2lwamvv][bookmark: _Ref43121055]If the Supplier notifies the Buyer as required by Clause 24.3, the Supplier must respond promptly to their further enquiries, co-operate with any investigation and allow the audit of any books, records and relevant documentation.
24.5 In any notice the Supplier gives under Clause 24.4 it must specify the:
24.5.1 Prohibited Act;
24.5.2 identity of the Party who it thinks has committed the Prohibited Act; and
24.5.3 action it has decided to take.
25. [bookmark: _Toc43226965][bookmark: _Toc44497148][bookmark: _Toc57653433]EQUALITY, DIVERSITY AND HUMAN RIGHTS
25.1 The Supplier must follow all applicable equality Law when it performs its obligations under this Contract, including:
25.1.1 protections against discrimination on the grounds of race, sex, gender reassignment, religion or belief, disability, sexual orientation, pregnancy, maternity, age or otherwise; and
25.1.2 any other requirements and instructions which the Buyer reasonably imposes related to equality Law.
25.2 The Supplier must take all necessary steps, and inform the Buyer of the steps taken, to prevent anything that is considered to be unlawful discrimination by any court or tribunal, or the Equality and Human Rights Commission (or any successor organisation) when working on a Contract.
26. [bookmark: _Toc43226966][bookmark: _Toc44497149][bookmark: _Toc57653434]ASSIGNMENT
26.1 The Supplier cannot assign this Contract without the Buyer’s written consent.
26.2 [bookmark: _heading=h.206ipza][bookmark: _Ref43121389]The Buyer can assign, novate or transfer this Contract or any part of it to any Crown Body, public or private sector body which performs the functions of the Buyer.
27. [bookmark: _Toc43226967][bookmark: _Toc44497150][bookmark: _Toc57653435]VARIATION
27.1 Either Party may request a variation to this Contract provided that such variation does not amount to a material change of this Contract within the meaning of the Regulations and the Law. Subject to Clauses 3.8 and 5.14 (as applicable), such a change will only be effective if agreed in writing and signed by both Parties.
27.2 For 101(5) of the Regulations, if the Court declares any change to this Contract ineffective, the Parties agree that their mutual rights and obligations will be regulated by the terms of this Contract as they existed immediately prior to that change and as if the Parties had never entered into that change.
28. [bookmark: _Toc43226968][bookmark: _Toc44497151][bookmark: _Ref53418093][bookmark: _Toc57653436]notices
28.1 All notices under this Contract must be in writing and are considered effective on the Working Day of delivery as long as they’re delivered before 5:00pm on a Working Day. Otherwise the notice is effective on the next Working Day. An email is effective when sent unless an error message is received.
28.2 Notices to the Buyer must be sent to the Buyer Authorised Representative at the email address in the Order Form (the Buyer may, from time to time, change the name and email address of the Buyer Authorised Representative via the Supplier Portal).
28.3 The Supplier shall:
28.3.1 through the Supplier Portal, alert the Buyer and/or Buyer Users to the need to register and keep up to date on the Supplier Portal relevant details of the Buyer Authorised Representative (including his or her email address for notices under this Contract); and
28.3.2 provide all reasonable assistance to the Buyer and/or Buyer Users in first registering via the Supplier Portal and thereafter updating details of the Buyer Authorised Representative (including his or her email address for notices under this Contract) during the Contract Period.
28.4 This Clause 28 does not apply to the service of legal proceedings or any documents in any legal action, arbitration or dispute resolution.
29. [bookmark: _Toc43226969][bookmark: _Toc44497152][bookmark: _Ref53162372][bookmark: _Toc57653437]Entire Agreement and Third Party Rights
29.1 [bookmark: _heading=h.3ygebqi][bookmark: _Ref43109473]This Contract constitutes the entire agreement between the Parties in respect of the matter and supersedes and extinguishes all prior negotiations, course of dealings or agreements made between the Parties in relation to its subject matter, whether written or oral. Neither Party has been given, nor entered into this Contract in reliance on, any warranty, statement, promise or representation other than those expressly set out in this Contract. Nothing in this Clause 29.1 shall exclude any liability in respect of misrepresentations made fraudulently.
29.2 A person who is not a Party to this Contract has no right under the CRTPA to enforce any term of this Contract but this does not affect any right or remedy of any person which exists or is available otherwise than pursuant to that Act.
30. [bookmark: _Toc43226970][bookmark: _Toc44497153][bookmark: _Toc57653438][bookmark: _Ref43126868]conflicts of interest
30.1 The Supplier must take action to ensure that neither the Supplier nor the Supplier’s staff are placed in the position of an actual or potential Conflict of Interest.
30.2 The Supplier must promptly notify and provide details to the Buyer if a Conflict of Interest happens or is expected to happen.
30.3 The Buyer can terminate this Contract immediately by giving notice in writing to the Supplier or take any steps it thinks are necessary where there is or may be an actual or potential Conflict of Interest.
31. [bookmark: _Toc43226971][bookmark: _Toc44497154][bookmark: _Ref53162382][bookmark: _Toc57653439]Governing Law, Jurisdiction and Dispute Resolution
31.1 This Contract and any Disputes shall be governed by and construed in accordance with the laws of England and Wales.
31.2 [bookmark: _heading=h.3cqmetx][bookmark: _Ref40341782]In the event of a Dispute arising out of or in connection with this Contract senior representatives of the Parties who have authority to settle the dispute shall, within twenty (20) Working Days of receipt of a written request from the Party raising the Dispute, meet in good faith to resolve the Dispute.
31.3 If the Dispute is not resolved at the meeting described in Clause 31.2, the Parties shall escalate the matter to CCS who may (in its sole discretion) appoint an officer to work with the Parties in good faith negotiations to resolve the Dispute.
31.4 If after (20) Working Days of escalation to CCS the Dispute remains unresolved the Parties may decide to settle it by mediation using the CEDR Model Mediation Procedure current at the time of the Dispute.  If the Parties cannot agree on a mediator, the mediator will be nominated by CEDR. If either Party does not wish to use, or continue to use mediation, or mediation does not resolve the Dispute, the Dispute must be resolved pursuant to Clause 31.5.
31.5 [bookmark: _heading=h.1rvwp1q][bookmark: _Ref40121802]The Parties irrevocably agree that the courts of England and Wales have the exclusive jurisdiction to:
31.5.1 determine the Dispute;
31.5.2 grant interim remedies; and
31.5.3 grant any other provisional or protective relief.


[bookmark: _Toc57653440][bookmark: _Toc44497155]SCHEDULE 1
[bookmark: _Toc57653441]DEFINITIONS
1. In accordance with Clause 1 (Definitions), in this Contract the following expressions shall have the meanings ascribed in the table below.
	Acceptable Use Policy or AUP
	means the Supplier’s terms and conditions as set out in Attachment 7 (Supplier’s Acceptable Use Policy) to the Order Form governing the Buyer’s and Buyer User’s access and use of the Services under this Contract;

	Affiliate
	means in relation to a body corporate, any other entity which directly or indirectly Controls, is Controlled by, or is under direct or indirect common Control of that body corporate from time to time;

	Alternative Clauses
	means the alternative clauses which the Buyer can incorporate as set out in Attachment 6 (Alternative Clauses) to the Order Form;

	Applicability Matrix
	means the matrix set out in Annex 2 (Applicability Matrix) to the Order Form;

	Applicable Supplier Terms
	has the meaning given in Clause 3.1;

	Attachment
	means an attachment to the Order Form;

	Beneficiary
	means a Party having (or claiming to have) the benefit of an indemnity or a right to be defended (as applicable) under this Contract;

	Buyer
	means the organisation eligible to use the Framework Agreement as specified in the Order Form;

	Buyer Authorised Representative
	means the person identified as such in the Order Form as at the Commencement Date or as subsequently changed by the Buyer from time to time via the Supplier Portal;

	Buyer Content
	means the data (together with any databases) including any Personal Data, content, materials, information and software which are controlled, uploaded or otherwise transferred by or on behalf of the Buyer to the relevant environments hosted by or on behalf of the Supplier pursuant to the Services including any derivative data that is generated in the relevant environments but excluding metadata where and to the extent such metadata:
a) is generated by the Supplier's Services under this Contract solely for administrative and/or service maintenance purposes;
b) is not under the control of the Buyer; and
c) does not contain any Personal Data;

	Buyer Users
	means any permitted users of the Services in addition to the Buyer as specified in the Order Form or as otherwise agreed in writing by the Parties from time to time during the Contract Period (such agreement not to be unreasonably withheld or delayed);

	Buyer’s Existing Entitlement
	means Buyer’s funds held on account by the Supplier in respect of another transaction(s) outside of this Contract and to be used as part or whole payment of the Charges;

	Call-Off Terms
	means these terms and conditions;

	CCS
	means Crown Commercial Service, the authority to the Framework Agreement;

	Central Government Body
	means a body listed in one of the following sub-categories of the Central Government classification of the Public Sector Classification Guide, as published and amended from time to time by the Office for National Statistics:
a) Government Department;
b) Non-Departmental Public Body or Assembly Sponsored Public Body (advisory, executive, or tribunal);
c) Non-Ministerial Department; or
d) Executive Agency;

	Charges
	means the charges payable to the Supplier by the Buyer under this Contract in respect of the Services, calculated in accordance with this Contract (including Schedule 3 (Framework Prices and Charging Structure) of the Framework Agreement) and as set out or referred to in the Order Form;

	Claim
	means any claim which it appears that a Beneficiary is, or may become, entitled to indemnification or a right to be defended (as applicable) under this Contract;

	Commencement Date
	means the date specified as such in the Order Form;

	Commercially Sensitive Information
	the Confidential Information listed in the Framework Award Form or Order Form (if any) comprising of commercially sensitive information relating to the Supplier, its IPR or its business or which the Supplier has indicated to the Buyer that, if disclosed by the Buyer, would cause the Supplier significant commercial disadvantage or material financial loss;

	Confidential Information
	means the Buyer's confidential information and/or the Supplier's confidential information, as the context requires;

	Conflict of Interest
	a conflict between the financial or personal duties of the Supplier or the Supplier’s staff and the duties owed to the Buyer under this Contract, in the reasonable opinion of the Buyer;

	Contract
	means the contract between the Buyer and the Supplier (entered into pursuant to the terms of the Framework Agreement) consisting of:
a) the Order Form (and all documents set out or expressly incorporated by reference in it); and
b) these Call-Off Terms;

	Contracting Body
	means the Buyer and any other Government Body entitled to enter into a call-off contract under the Framework Agreement;

	Contract Period
	means the period commencing on the Commencement Date and ending on:
a) expiry of the Initial Term or the Extension Period; or
b) on the earlier of termination of this Contract;

	Contract Year
	means a consecutive period of twelve (12) Months commencing on the Commencement Date or each anniversary thereof;

	Control
	means control in either of the senses defined in sections 450 and 1124 of the Corporation Tax Act 2010 and "Controlled" shall be construed accordingly;

	Controller
	has the meaning given to it in the GDPR;

	Crown Body
	the government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Government and the National Assembly for Wales), including government ministers and government departments and particular bodies, persons, commissions or agencies from time to time carrying out functions on its behalf;

	CRTPA
	means the Contracts (Rights of Third Parties) Act 1999;

	Data Loss Event
	means any event that results, or may result, in unauthorised access to Personal Data held by the Supplier under this Contract, and/or actual or potential loss and/or destruction of Personal Data in breach of this Agreement, including any Personal Data Breach;

	Data Processing Agreement or DPA
	means the Supplier’s terms and conditions as set out in Attachment 8 (Data Processing Agreement) to the Order Form which, in addition to these Call-Off Terms, govern the Supplier’s processing of Personal Data and related security measures and standards which the Supplier shall comply with under this Contract in respect of any Services;

	Data Protection Impact Assessment
	means an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data;

	Data Protection Liability Cap
	the amount specified in the Order Form;

	Data Protection Legislation
	means (i) the GDPR, the LED and any applicable national implementing Laws as amended from time to time (ii) the DPA 2018 to the extent that it relates to Processing of personal data and privacy; (iii) all applicable Law about the Processing of personal data and privacy;

	Data Protection Officer
	has the meaning given to it in the GDPR;

	Data Subject
	has the meaning given to it in the GDPR;

	Data Subject Request
	means a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data;

	Default
	means any breach of the obligations of the Supplier (including any fundamental breach or breach of a fundamental term) or any other default, act, omission, misrepresentation, negligence or negligent statement of the Supplier or its personnel in connection with or in relation to this Contract or the subject matter of this Contract and in respect of which the Supplier is liable to the Buyer;

	Dispute
	means any claim, dispute or difference arises out of or in connection with this Contract (whether contractual or non contractual) or in connection with the negotiation, existence, legal validity, enforceability or termination of this Contract, whether the alleged liability shall arise under English law or under the law of some other country and regardless of whether a particular cause of action may successfully be brought in the English courts;

	DPA 2018
	means the Data Protection Act 2018;

	EIR
	the Environmental Information Regulations 2004;

	Electronic Invoice
	an invoice which has been issued, transmitted and received in a structured electronic format which allows for its automatic and electronic processing and which complies with (a) the European standard and (b) any of the syntaxes published in Commission Implementing Decision (EU) 2017/1870;

	Exit Day
	shall have the meaning in the European Union (Withdrawal) Act 2018;

	Extension Period
	means (where applicable) a period as specified in the Order Form of up to 24 months to take effect from the end of the Initial Term;

	FOIA
	the Freedom of Information Act 2000 and any subordinate legislation made under that Act from time to time together with any guidance and/or codes of practice issued by the Information Commissioner or relevant Government department in relation to such legislation;

	Force Majeure
	means any event, occurrence, circumstance, matter or cause affecting the performance by either Party of its obligations arising from:
a) acts, events, omissions, happening or non-happenings beyond the reasonable control of the affected Party which prevent or materially delay the affected Party from performing its obligations under this Contract;
b) riots, civil commotion, war or armed conflict, acts of terrorism, nuclear, biological or chemical warfare;
c) acts of government, local government or regulatory bodies;
d) fire, flood or disaster and any failure or shortage of power or fuel; or
e) industrial dispute affecting a third party for which a substitute third party is not reasonably available.
The following do not constitute a Force Majeure event:
(i) any industrial dispute relating to the Supplier, its staff, or failure in the Supplier’s (or a Subcontractor's) supply chain;
(ii) any event, occurrence, circumstance, matter or cause which is attributable to the wilful act, neglect or failure to take reasonable precautions by the Party seeking to rely on Force Majeure;
(iii) any failure of delay caused by a lack of funds;
(iv) the event was foreseeable by the Party seeking to rely on Force Majeure at the time this Contract was entered into; or
(v) any event which is attributable to the Party seeking to rely on Force Majeure and its failure to comply with its own business continuity and disaster recovery plans;

	Framework Agreement
	means the framework agreement reference RM6111 between the Supplier and CCS;

	Framework Discount
	has the meaning specified in the Framework Agreement;

	Framework Prices
	has the meaning specified in the Framework Agreement;

	GDPR
	the General Data Protection Regulation (Regulation (EU) 2016/679);

	Government
	the government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Government and the National Assembly for Wales), including government ministers and government departments and particular bodies, persons, commissions or agencies from time to time carrying out functions on its behalf;

	Government Body
	means as applicable a Central Government Body or any other bodies listed or referred to in paragraph VI.3 of the OJEU notice referred to in Recital A to the Framework Agreement;

	Initial Term
	means a period of up to 36 months from the Commencement Date as specified in the Order Form;

	Insolvency Event
	means, in respect of the Supplier:
a)	a proposal is made for a voluntary arrangement within Part I of the Insolvency Act 1986 or of any other composition scheme or arrangement with, or assignment for the benefit of, its creditors; or
b)	a shareholders' meeting is convened for the purpose of considering a resolution that it be wound up or a resolution for its winding-up is passed (other than as part of, and exclusively for the purpose of, a bona fide reconstruction or amalgamation); or
c)	a petition is presented for its winding up (which is not dismissed within fourteen (14) Working Days of its service) or an application is made for the appointment of a provisional liquidator or a creditors' meeting is convened pursuant to section 98 of the Insolvency Act 1986; or
d)	a receiver, administrative receiver or similar officer is appointed over the whole or any part of its business or assets; or
e)	an application is made either for the appointment of an administrator or for an administration order, an administrator is appointed, or notice of intention to appoint an administrator is given; or
f)	it is or becomes insolvent within the meaning of section 123 of the Insolvency Act 1986; or
g)	being a "small company" within the meaning of section 382(3) of the Companies Act 2006, a moratorium comes into force pursuant to Schedule A1 of the Insolvency Act 1986; or
h)	where the person is an individual or partnership, any event analogous to those listed in limbs (a) to (g) (inclusive) occurs in relation to that individual or partnership; or
i)	any event analogous to those listed in limbs (a) to (h) (inclusive) occurs under the law of any other jurisdiction;

	Intellectual Property Rights or IPR
	means:
a)	copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, trade marks, rights in Internet domain names and website addresses and other rights in trade names, designs, trade secrets and other rights in Confidential Information;
b)	applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction; and
c)	all other rights having equivalent or similar effect in any country or jurisdiction;

	IPR Claim
	means any claim of infringement or alleged infringement (including the defence of such infringement or alleged infringement) of any IPR, used to provide the Services or as otherwise provided and/or licensed by the Supplier (or to which the Supplier has provided access) to the Buyer in the fulfilment of its obligations under this Contract;

	Key Sub-Contractor
	means a Sub-Contractor which performs a critical role in the provision of all or part of the Services;

	Law
	means any law, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, enforceable right within the meaning of Section 2 of the European Communities Act 1972, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements with which the Supplier is bound to comply;

	LED
	means the Law Enforcement Directive (Directive (EU) 2016/680);

	Losses or Loss
	means all losses, liabilities, damages, costs, fines, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgment, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise;

	Malicious Software
	means any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence;

	Maximum Contract Period
	means a period of five (5) years from the Commencement Date;

	Order
	means the order placed by the Buyer with the Supplier for the provision of the Services in accordance with the Framework Agreement and under the terms of this Contract;

	Order Form
	means the form (based on the template included at Annex 1 to Schedule 4 (Template Order Form and Template Call-Off Terms) of the Framework Agreement) together with any Attachments, as completed and forming part of this Contract, which contains details of an Order together with other information in relation to such Order, including the description of the Services to be provided;

	Pay As You Go (PAYG)
	means a payment structure for calculating the Charges in which buyers pay in increments that reflect actual consumption of the Services rather than in regular, fixed payments;

	Party
	means a party to this Contract, namely either the Buyer or the Supplier (together the “Parties”);

	Personal Data
	Personal Data has the meaning given to it in the GDPR; for the purposes of this Framework Agreement it further means any Personal Data supplied for the purposes of or in connection with this Framework Agreement by the Buyer to the Supplier;

	Personal Data Breach
	has the meaning given to it in the GDPR;

	Processing
	has the meaning given to it in the GDPR and “Process” and “Processed” shall be interpreted accordingly;

	Processor
	has the meaning given to it in the GDPR;

	Product Terms
	means the relevant (as determined in accordance with the Applicability Matrix) Supplier terms and conditions, which apply to a particular cloud service product provided under this Contract, as set out or referred to in Attachment 1 (Service Descriptions and Product Terms) to the Order Form under the heading “Product Terms” (including any licence terms set out or referred to under the sub-heading “Product Terms - Licence Terms”) as may be amended from time to time strictly in accordance with the terms of this Contract;

	Prohibited Acts
	means:
a) to directly or indirectly offer, promise or give any person working for or engaged by a Buyer or any other public body a financial or other advantage to:
i) induce that person to perform improperly a relevant function or activity; or
ii) reward that person for improper performance of a relevant function or activity;
b) to directly or indirectly request, agree to receive or accept any financial or other advantage as an inducement or a reward for improper performance of a relevant function or activity in connection with this Contract; or
c) committing any offence:
i) under the Bribery Act 2010 (or any legislation repealed or revoked by such Act); or
ii) under legislation or common law concerning fraudulent acts; or
d) defrauding, attempting to defraud or conspiring to defraud a Buyer or other public body; or
e) any activity, practice or conduct which would constitute one of the offences listed under (c) above if such activity, practice or conduct had been carried out in the UK;

	Protective Measures
	means appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the such measures adopted by the Supplier including those set out or referred to in Attachment 8 (Data Processing Agreement) to the Order Form;

	Provider
	means a Party from whom an indemnity or a right to be defended (as applicable) is sought under this Contract;

	Regulations
	means the Public Contracts Regulations 2015 and/or the Public Contracts (Scotland) Regulations 2015 (as the context requires);

	Relevant Requirements
	means all applicable Law relating to bribery, corruption and fraud, including the Bribery Act 2010 and any guidance issued by the Secretary of State pursuant to section 9 of the Bribery Act 2010;

	Request for Information
	means a request for information or an apparent request relating to this Contract or an apparent request for such information under the FOIA or the EIRs;

	Reserved Instance
	means a defined level of resource and capacity within the Supplier’s compute platform which is reserved for the Buyer’s sole use for the relevant period specified in the Charges section of the Order Form;

	Restricted Country
	means any country other than those countries as expressly stated in the Order Form or where no countries are stated means any country other than:
a) a member of the European Economic Area;
b) the United Kingdom; or
c) deemed adequate by the European Commission pursuant to article 25(6) of Directive 95/46/EC or article 45(3) of the GDPR;

	Schedule of Processing, Personal Data and Data Subjects
	means the schedule of processing, personal data and data subjects set out in Attachment 5 (Schedule of Processing, Personal Data and Data Subjects) of the Order Form (to be completed by the Buyer) which sets out various details concerning the processing of Personal Data including:
a) identity of the Controller and Processor;
b) subject matter of processing;
c) duration of the processing;
d) nature and purposes of the processing; 
e) type of Personal Data being Processed;
f) categories of Data Subject; and
g) plan for return of the data once the processing is complete unless requirement under Data Protection Legislation to preserve that type of data;

	Security Assessment Documents
	has the meaning given in Clause 12.6.4;

	Service Level Agreement or SLA
	means the Supplier’s relevant service level terms and conditions which apply to a particular cloud service product provided as part of the Services under this Contract, as set out or referred to in Attachment 2 (Service Level Agreement(s)) to the Order Form as may be modified from time to time strictly in accordance with the terms of this Contract;

	Service Request
	means a request for Services submitted by or on behalf of the Buyer and/or any Buyer User via the Supplier Portal in accordance with the procedure for requesting Services set out in the Order Form;

	Services
	means the services which the Supplier shall make available to the Buyer under this Contract as set out or referred to in the Order Form;

	Service Descriptions
	means the description of the Services as set out or referred to in Attachment 1 (Service Descriptions and Product Terms) to the Order Form under the heading “Service Descriptions” as may be modified from time to time strictly in accordance with the terms of this Contract;

	Special Terms
	means the specific supplementary contractual terms (if any) set out in the Order Form;

	Standards
	means any standards set out or referred to in these Call-Off Terms, the Order Form (including Attachment 4 (Schedule of Standards)) and the Framework Agreement;

	Standard Contractual Clauses
	means the standard contractual clauses for the transfer of Personal Data to processors established in third countries which do not ensure an adequate level of protection as set out in Commission Decision C (2010) 593 and reference to the standard contractual clauses shall be to the clauses as updated, amended, replaced or superseded from time to time by the European Commission;

	Sub-Contract
	means any contract or agreement or proposed agreement between the Supplier and any third party whereby that third party agrees to provide to the Supplier the Services (or any part thereof) or to provide facilities or services necessary for the provision of the Services (or any part thereof) or necessary for the management, direction or control of the provision of the Services or any part thereof;

	Sub-Contractor
	means any third party engaged by the Supplier from time to time under a Sub-Contract;

	Sub-processor
	means any third party appointed as at the Commencement Date (and any additional third party appointed strictly in accordance with Clause 15.12) to process Personal Data on behalf of the Supplier related to this Contract as recorded in the Supplier’s Register of Key Sub-Contractors and Sub-Processors, including those Key Sub-Contractors identified as a sub-processor;

	Supplier
	means the entity identified as such in the Order Form;

	Supplier General Terms
	means the:
a) the AUP; and
b) the DPA;

	Supplier Personnel
	means all persons employed or engaged by the Supplier together with the Supplier's servants, agents, suppliers, consultants and Sub-Contractors (and all persons employed by any Sub-Contractor together with the Sub-Contractor’s servants, consultants, agents, suppliers and sub-contractors) used in the performance of its obligations under this Contract;

	Supplier Portal
	means the online portal provided by the Supplier as part of the Services through which the Buyer may at any time:
a) submit requests for Services in accordance with the Service Request procedure set out in the Order Form;
b) monitor in real time consumption of Services and associated Charges incurred;
c) configure the Services subject to any agreed parameters set out or referred to in the Order Form; 
d) extract and/or destroy copies of any Buyer Content; and
e) inspect and review a complete and accurate history of all Services consumed and all associated Charges incurred under this Contract;

	Supplier Service Specific Terms
	means the following:
a) the Product Terms; and
b) the SLA(s);

	Supplier Terms
	means the:
a) Supplier General Terms; and
b) Supplier Service Specific Terms;

	Supplier’s Register of Key Sub-Contractors and Sub-Processors
	has the meaning given in the Framework Agreement;

	Transparency Information
	means the transparency reports (including information relating to the Services and performance of this Contract which the Supplier is required to provide to the Buyer in accordance with the reporting requirements specified in the Framework Agreement) and the content of this Contract, including any changes to this Contract agreed from time to time, except for:
a) any information which is exempt from disclosure in accordance with the provisions of the FOIA, which shall be determined by the Buyer; and
b) Commercially Sensitive Information;

	Working Day
	means any day other than a Saturday, Sunday or public holiday in England and Wales; and

	VAT
	means value added tax in accordance with the provisions of the Value Added Tax Act 1994.



