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The Order Form (Part A), the Schedules (Part B) and the Terms and Conditions (Part C) will become the binding contract after the Further Competition Process has been concluded. Specific details will be added after the award of the Framework Agreement. The Order Form may include:
· Buyer and Supplier details
· contract term
· Deliverables
· location
· warranties
· staffing needs
· staff vetting procedure
· notice period for termination
· standards required (including security requirements)
· charges, invoicing method, payment methods and payment terms 
· additional Buyer terms and conditions
· insurances
· business continuity and disaster recovery
· security
· governance
· methodology
· Buyer and Supplier responsibilities 

A mockup Order Form (Part A) and Schedules (Part B) is set out below.

During the lifetime of the Framework Agreement, the Call-Off Contract Order Form template will be regularly updated to ensure that it continues to meet user needs.
[bookmark: h.30j0zll]
[bookmark: h.1fob9te]
[bookmark: h.3znysh7]



[bookmark: h.2et92p0]
Part A - Order Form 
	Buyer 
	Ministry of Justice

	Supplier 
	Triad Group Plc

	Call-Off Contract/Project Ref.
	Con_15066

	Call-Off Contract title 
	MoJ CPP – Production Service Delivery (‘PSD’)

	Call-Off Contract description 
	Delivery of Production Services and Outcomes for the Common Platform Programme

	Call-Off Contract period 
	24 months

	Start date 
	01/12/2017

	End date
	30/11/2019

	Call-Off Contract extension option
	

	Call-Off Contract value 
	£ 10,000,000

	Charging method 
	
	Capped time and materials (CTM)
	

	Price per story
	

	Time and materials (T&M) 
	x

	Fixed price 
	

	Other pricing method or a combination of pricing methods agreed by the parties
	x




	Notice period for termination for convenience 
	30 days

	Purchase order No.
	

	Initial SOW package
	Statement of Work # 1



This Order Form is issued in accordance with the Digital Outcomes and Specialists Framework Agreement (RM1043iii).




	Project reference:                Common Platform Programme 
Buyer reference:	      Con_15066

	Order date:
	01/12/2017 

	Purchase order:
	TBC
 

	From:
	the Buyer
Ministry of Justice
102 Petty France, 
London 
SW1H 9AJ

	To:
	the supplier

Triad Group Plc

Weyside Park, 
Catteshall Lane, 
Godalming, 
Surrey, 
GU7 1XE



	

Together:
	Company number 02285049

the “Parties”




	



Principle contact details 
	For the Buyer:
	Name:
	REDACTED

	
	Title:
	Senior Commercial Manager 

	
	Email:
	REDACTED

	
	Phone:
	REDACTED

	For the 
supplier 
	Name:
	REDACTED

	
	Title:
	Commercial Director

	
	Email:
	REDACTED

	
	Phone:
	REDACTED



	Call Off Contract term

	Commencement date:

	01/12/2017 and is valid for 24 months. 






	Buyer contractual requirements 

	Digital outcomes and specialists services required:
	For the provision of product support outcomes. 

	Warranty period
	90 days from the date of Buyer acceptance of release.

	Location:
	· Primary: 		
102 Petty France London SW1H 9AJ
· Secondary:	
Rose Court, 2 Southwark Bridge Road London SE1 9HS; or
Southern House, Wellesley Grove Croydon CR9 1WW; or
Royal Courts of Justice, Strand, London WC2A 2LL; or
other London location as advised by the Buyer from time to time.
· Tertiary:			
Location outside London where on-site research or other
stakeholder engagement is required (by exception).

	Staff vetting procedures:
	The level of clearance for this requirement is: 
The Supplier’s Staff shall:
· Have Baseline Personnel Security Check (BPSS) clearance which must be dated within three months of the start date.
· If required by the Buyer have SC security clearance which must be dated within three months of the start date.


	Standards:
	· Digital by Default service standard
· As detailed in a Statement of Work.

	Limit on supplier’s liability:
	· Supplier’s liability for Data Protection Breach shall be [unlimited].

	Insurance:
	· the Supplier will maintain (a) liability insurance, in respect to amounts that the Supplier would be legally liable to pay as damages, including claimant's costs and expenses, in respect of (i) accidental death or bodily injury and/or (ii) loss of or damage to property, with a minimum limit of five million pounds sterling (£5,000,000), (b) professional indemnity insurance with a minimum limit of indemnity of one million pounds sterling (£1,000,000) for each individual claim, and (c) employers' liability insurance with a minimum limit of five million pounds sterling (£5,000,000) or such higher minimum limit as required by Law from time to time.

	Supplier’s information

	Commercially sensitive information:
	

	Subcontractors / Partners:
	None


.



	Call-Off Contract Charges and payment 

	The method of payment for the Call-Off Contract Charges (GPC or BACS)
	BACS

	Invoice details
	P.O Number, SoW / Project Reference

	Who and where to send invoices to:
	Invoices to be sent to:
Shared Services Connect Ltd
PO Box 769
Newport
Gwent NP20 9BB


	Invoice information required – eg PO, project ref, etc.
	The supplier shall issue paper invoices monthly in arrears supported by Time Sheets where requested. 


	Invoice frequency
	Monthly in arrears

	Call-Off Contract value:
	£ 10,000,000



Call-Off Contract Charges:		      
Day Rates not to be exceeded.
	#
	Role
	Role Rate / Day

	1
	Senior Application Engineer
	REDACTED

	2
	Application Engineer
	REDACTED

	3
	DevOps
	REDACTED

	4
	Senior DevOps
	REDACTED

	5
	Technical Architect
	REDACTED

	6
	Interface Manager
	REDACTED

	7
	Business Analyst
	REDACTED

	8
	Projects Manager
	REDACTED

	10
	Production Managed Services Lead
	REDACTED

	11
	Security Lead
	REDACTED

	12
	Threat and Vulnerability SME
	REDACTED

	13
	Cyber Security Administrator
	REDACTED

	14
	Compliance and Assurance PM
	REDACTED







	Additional Buyer terms



	
	[bookmark: h.tyjcwt]Warranties, representations and acceptance criteria 
	The Supplier warrants and undertakes to the Buyer that:
· The Supplier warrants and undertakes to the Buyer that it is able to deliver the capabilities as outlined in Statement of Work # 1 or other Statement of Work as agreed from time to time and the requirements as published on the Digital Outcomes and Specialists portal. 
· Acceptance means satisfying the agreed Definition of Done and / or as agreed in Statement of Work from time to time.

	
	Supplemental requirements in addition to the call-off terms
	· Demand Spikes, Special Projects and Service Enhancements 
· Buyer may require Supplier to commission and operate sub-teams to deliver special projects and/or service enhancements (‘Ad Hoc Team’).
· The Charges for Ad Hoc Teams will be agreed between the parties from time to time but individual role rates may not exceed those detailed herein.
· Where certain expertise not covered by the Roles detailed herein is required, the parties shall agree the closest Role that is listed and apply the relevant Charges accordingly.
· The Charges for any special project may be T&M, Fixed Price or otherwise as agreed.
· Ad Hoc Team activity will be governed by a separate SoW in each case.
· The Supplier shall submit timesheets to the Buyer’s Project Manager or nominated deputy. 
· The Buyer shall use its reasonable endeavours to accept such timesheets within 10 Working Days of receipt.
· For any work performed at a location different to that of the Base Location and London (outside of the M25) all reasonable travel and expenses costs shall be met in accordance with the rates set out in the MoJ travel and subsistence policy. All expenses will require prior approval from HMCTS before being reimbursed.  


	
	Buyer specific amendments to/refinements of the Call-Off Contract terms
	The Exit Plan

· Supplier shall undertake all reasonable co-operation in the transition of the Services at the end of the Call-off Contract Term.
· Any exit or transition services required may be Charged at the rates detailed herein.
IPR
· All Project-Specific IPRs shall, on creation, vest in the Buyer.
Supplier Responsibilities
· The Supplier shall in performance, or as part, of the Services:
· Co-operate with the Buyer in all matters relating to the provision of its Services under this Agreement;
· Discharge its obligations under this Agreement using Personnel of requisite skill, experience and qualifications with all due skill care and diligence;
· Obey all reasonable instructions from the Buyer relating to the completion and conduct of the Services;
· Consult and liaise with third parties including, without limitation, the Government Digital Service and the departmental Buyers incumbent IT supplier for legacy systems when necessary or as reasonably required by the Buyer; 
· Keep and make available to the Buyer accurate records of all development, coding  and other work carried out in connection with the Services, copies of any or all materials and documents and any data under the Supplier's control which is or has been produced or used in connection with the Services.
· Provide the Services using the Buyer’s choice of strategic software tools. Use of alternative software tools must be reviewed and approved in advance by the Buyer and must not result in any additional cost to the Buyer.
· The Supplier shall not, and shall ensure that its Personnel shall not, use any equipment, hardware, software, network or system of the Buyer for any purpose without the Buyer’s express prior consent. Such express consent is given for use in connection with the performance of the Services.
Data Protection and Disclosure 
· Data Protection Indemnity
· [bookmark: _Ref360028104]The Supplier shall, at all times during and after the term of this Call-off Contract, indemnify the Customer and keep the Customer fully indemnified against all Losses incurred by, awarded against or agreed to be paid by the Customer at any time (whether such Losses arise before or after the making of a demand pursuant to the indemnity hereunder) arising from any breaches by the Supplier of its obligations under clauses 14 (Data Protection and Disclosure) and 15 (Buyer Data) of this Call-off Contract, the DPA, successor legislation to the DPA and/or the General Data Protection Regulation (‘GDPR’) except and to the extent that such liabilities have resulted directly from the Customer’s instructions.
· The indemnity in this agreement shall not cover the Buyer to the extent that a claim under this clause results from the Buyer’s negligence or wilful misconduct.
· Supplier’s total liability under this Data Protection Indemnity shall be capped at £ 1,000,000 in each case. The Buyer is not limited in the number of times it can call on this indemnity.
· The parties agree to review the impact of the GDPR on this Call-off Contract, such review to take place before 25th May 2018. In the review the parties shall at a minimum assess whether the indemnity cap should be increased.

TUPE
· [bookmark: _Ref244415728][bookmark: _Ref248301747][bookmark: _Toc248323768][bookmark: _Toc252567981][bookmark: _Toc381957321]EMPLOYMENT LIABILITIES
· The Buyer and the Supplier acknowledge and agree that the commencement and subsequent expiry or termination of this Contract are not events that are intended to give rise to any Relevant Transfers to which TUPE will apply, either in relation to any employees of the Buyer or Former Supplier transferring to the employment of the Supplier at commencement; or Supplier Staff transferring from the Supplier to the Buyer or a Replacement Supplier at expiry or termination.
· The Supplier shall at all times indemnify the Buyer and keep the Buyer indemnified in full from and against all claims, proceedings, actions, damages, costs, expenses, liabilities and demands whatsoever and howsoever arising (including either before or after the making of a demand pursuant to the indemnity hereunder) by reason of any circumstances whereby the Buyer is alleged or determined, whether during the Contract Period or arising from termination or expiry of this Contract, to have been assumed or imposed with:
· the liability or responsibility for the Supplier or any of the Supplier Staff as an employer; and/or
· any liability or responsibility to HM Revenue or Customs as an employer to the Supplier or the Supplier Staff 



	
	
	





	
	Specific terms:

	Clause
	Minimum number of days held within the Call-Off Contract

	6 Warranties, representations and acceptance criteria
	Remains Ninety (90) Days from date of Buyer acceptance of release

	22 Managing Disputes 
	Remains various shown within the Call-Off Contract terms

	23 Termination 
	Remains Fifteen (15) consecutive Calendar Days

	28 Help at retendering and handover to replacement supplier 
	Remains Ten (10) Working days

	30 Contract Changes
	Remains Five (5) Working Days

	31 Force Majeure
	Remains Fifteen (15) consecutive Calendar Days

	33 Liability 
	Remains various shown within the Call-Off Contract terms











	Formation of Contract 

	1.1 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off Contract with the Buyer.
	

	1.2 The parties agree that they have read the Order Form (Part A) and the Call-Off Contract terms and by signing below agree to be bound by this Call-Off Contract.
	

	1.3 In accordance with the Further Competition procedure set out in the Framework Agreement, this Call-Off Contract will be formed when the Buyer acknowledges the receipt of the signed copy of the Order Form from the Supplier (the “call-off effective date”).
1.4 The Call-Off Contract outlines the Deliverables of the agreement. The Order Form outlines any amendment within the Call-Off Contract. The terms and conditions of the Call-Off Contract Order Form will supersede those of the Call-Off Contract standard terms and conditions.
2. Background to the agreement 
(A)	The Supplier is a provider of digital outcomes and specialists services and undertook to provide such Services under the terms set out in Framework Agreement number RM1043iii (the “Framework Agreement”). 
(B)	The Buyer served an Order Form for Services to the Supplier on the date stated in the Call-Off Contract.
(C)	The parties intend that this Call-Off Contract will not itself oblige the Buyer to buy or the Supplier to supply the Services. Specific instructions and requirements will have contractual effect on the execution of an SOW.
	







SIGNED:
	
	Supplier:
	Buyer:

	Name:
	REDACTED
	REDACTED

	Title:
	
	

	Signature:
	REDACTED 
	REDACTED

	Date:
	
	





Part B - The Schedules

[bookmark: h.3dy6vkm]Schedule 1 - Requirements

Overview 
	Overview 

	Opportunity attribute name 
	Opportunity attribute value 

	Summary of the work 
	You must Deliver: Application and Environmental Support Services (including monitoring, maintenance, upgrade, incident/problem resolution). >In service by by August_2017. It is recommended that you also review the companion 'Service Management' requirement (separate DOS opportunity). 

	Latest start date 
	Tuesday 1 August 2017 

	Expected contract length 
	12 + 12 months 

	Location 
	London 

	Organisation the work is for 
	Ministry of Justice ('MoJ'):- Common Platform Programme ('CPP') 

	Budget range 
	Our target average day-rate is REDACTED
The guideline team size for the initial SoW is as per the Existing Team entry above. 


About the work 
	About the work 

	Opportunity attribute name 
	Opportunity attribute value 

	Why the work is being done 
	Currently, HM Courts & Tribunals Services ('HMCTS') services are typically supported by high-volume, paper based processes. The Digital Transformation programme has several technical work-streams who's main objective is to develop efficient, proportionate and accessible digital services delivering access to justice via appropriate modern channels. The introduction of the new digital technology requires the establishment of a new technical support capability that will work with delivery teams in order to gain knowledge then take on the routine support of the new services. 

	Problem to be solved 
	Providing a Production Service Delivery function ('PSD'), you must deliver a number of separate services. 
Deliver stable production services:
• IaaS
• Operating system and system software
• Application Management and support

To deliver this:
• Infrastructure Commissioning
• Incident diagnosis and fix
• Maintenance and patching
• Release management 

	Who the users are and what they need to do 
	Production Services:
The Production Services team are part of the HMCTS Digital Change Programme, working closely with the delivery teams to take on support of the new digital services before they are handed over to the Digital Change Directorate as they enter business as usual. The live operations team in the Digital Change Directorate use these services to ensure digital products and their platforms are available and perform well for Court Staff, users in the Criminal and Civil Justice system or members of the public. 

	Early market engagement 
	None. 

	Any work that’s already been done 
	As service owner, to achieve 100% service availability, I set service targets of: >Provide Application/Environment management/support on-site to core hours 08:00-18:00 Mon-Fri. >Conduct/record routine maintenance checks: all environments by 09:30hrs each working day+rectify/escalate issues. >Ensure 99.5% availability of each Production environment. >Quarterly patching on 100% servers (c400), firewalls+laptop management admin. 's (x50) >Respond to risks identified: planning/executing emergency patching >Respond to 100% incidents/alerts to: P1<15mins, P2<30mins, P3<1hr, P4<2hrs >Provide incident updates for 90% of incidents to: P1 <30mins, P2<1hr, P3<8 hrs, P4<25 hrs >Resolve 100% of P1 incidents >4hrs, P2 <6hrs, 90% of P3 incidents <12 hrs, P4 <35 hrs 

	Existing team 
	The existing PSD is a blend of internal staff and external contractors from a range of suppliers. The PSD will work with the delivery teams, existing services support service and business staff. Knowledge transfer from the delivery to support teams has been undertaken but you may be asked to review some existing contractors with a view to retaining their services/transferring knowledge. The current service consists of: - Senior Application Support Engineer - 5x Application Support Engineers - 1x Senior DevOps - 7x DevOps x 1, Technical Architect, x 1 BA, 1x DBA, 1x Project Manager. 

	Current phase 
	Not applicable 


Work setup 
	Work setup 

	Opportunity attribute name 
	Opportunity attribute value 

	Address where the work will take place 
	2 Southwark Bridge, London, SE1 9HS (the 'Base location', although some UK Travel may be expected or 102 Petty France London SW1H 9AJ or another London office location in 2018.. The authority may consider suppliers hosting project teams at their own premises. Any benefits offered by suppliers in this scenario should be reflected in the value for money section of the written proposal. 

	Working arrangements 
	The suppliers team will initially be required to work on-site at the base location working a five (5) day week. Core support house will be 08:00 to 18:00 Monday to Friday, less Public Holidays, during which an on site presence will be required. Outside of these hours there is a requirement for an Out of Hours On-call capability to respond to critical business services running 24/7. 

	Security clearance 
	All supplier resources must have Baseline Personnel Security Check (BPSS) clearance that is dated within three months of the start date. Clearance up to SC may be required. See https://www.gov.uk/government/publications/government-baseline-personnel-security-standard for further guidance. 


Additional information 
	Additional information 

	Opportunity attribute name 
	Opportunity attribute value 

	Additional terms and conditions 
	All expenses shall adhere to the Ministry of Justice standard Travel and Subsistence policy. Expenses to Base Location of works will not be paid, nor expenses within London M25 location. All reasonable travel and expenses costs shall be met in accordance with the rates set out in the MoJ travel and subsistence policy. All expenses will require prior approval from HMCTS before being reimbursed. 


Skills and experience 
Buyers will use the essential and nice-to-have skills and experience to help them evaluate suppliers’ technical competence. 
	Skills and experience 

	Opportunity attribute name 
	Opportunity attribute value 

	Essential skills and experience 
	· E1) Application & Environment management delivery service including product support & incident response (service sized to support 100k p/a min transaction digital production services).
· E2) Application roll-out and management from an Agile production pipeline.
· E3) End to end Issue ownership & management including Root Cause Analysis on issues arising.
· E4) Automation of production platform products.
· E5) Ensuring platform stability including using enterprise class monitoring tools.
· E6) Using acquired organisational knowledge to make change recommendations for improving business processes.
· E7) Enhancing services - transferring 3rd party product / product roadmap knowledge, making recommendations/planning & executing approved changes.
· E8) Performing pre-prod/prod maintenance to a set schedule.
· E9) Core_skills_1 > Agents of relevant experience with:- >Web and mobile products >APIs (internal and external use) >Applications developed for Microservice architecture
· E10) Core_skills_2 > Agents of relevant experience with:- >Linux-like OS's including Java >J2EE >Postgress & PostgresSQL >Apache Tomcat >Garbage Collection >Firewalls >Zabbix
· E11) Core_skills_3 > Agents of relevant experience with:- >Ansible >Container technologies ie Docker/Kubernetes >Jenkins & other CI tools >Application servers (e.g, Tomcat,Jetty,Wildfly) plus JVM toolset.
· E12) Core_skills_4 > Agents of relevant experience with:- >Linux (Centos,Redhat or Ubuntu) >LAMP environment (mysql/postgress) with Apache,Nginx,HAProxy or similar > Python, Perl & Bash scripting
· E13) Core_skills_5 > Agents of relevant experience with:- >Virtualisation and Cloud hosting >Cloud design Hypervisors,VM templates,networks,gateways,firewalls,site-to-site VPNs,load balancers >Monitoring/alterting, logs/reporting >SCM tools (e.g, Git, Mercurial) >Kibana/Logstash
· E14) Core_skills_6 > Agents of experience with:- >Gerrit, Gitlab >MQ/ESB:RabbittMQ, MuleESB >NoSQL >Handling large data sets and scaling their handling & storage >Automated provisioning, deloyment and testing
· WEIGHTING:- E1=2 E2=2 E3=1 E4=2 E5=1 E6=1 E7=1 E8=1 E9=1 E10=2 E11=2 E12=2 E13=2 E14=2

	Nice-to-have skills and experience 
	· N1) Relevant Microsoft Competencies (or equivalent): Cloud Platform Competency. Detail how this has previously benefited contract delivery. Ensure that you detail the relevance/applicability of any equivalent in your response.
· N2) Relevant Microsoft Competencies (or equivalent): Application Development Competency. Detail how this has previously benefited contract delivery. Ensure that you detail the relevance/applicability of any equivalent in your response.
· WEIGHTING:-N1=1 N2=1


How suppliers will be evaluated 
	How suppliers will be evaluated 

	Opportunity attribute name 
	Opportunity attribute value 

	How many suppliers to evaluate 
	5 

	Proposal criteria 
	· R1) PSD Delivery. Detail your proposal for Application & Environment management service including product support & incident response (service sized to support 100k p/a min transaction digital production services).
· R2) PSD Delivery. Detail your proposal for application roll-out and management from an Agile production pipeline.
· R3) PSD Delivery. Detail your proposal for end to end Issue ownership & management including Root Cause Analysis on issues arising.
· R4) PSD Delivery. Detail your proposal for Automation of production platform products.
· R5) PSD Delivery. Detail your proposal to ensure platform stability including using enterprise class monitoring tools.
· R6) PSD Delivery.Detail your proposal for using acquired organisational knowledge to make change recommendations for improving business processes.
· R7) PSD Delivery. Detail your proposal for service enhancement inc. transferring 3rd party product / product roadmap knowledge, making recommendations/planning & executing approved changes.
· R8) PSD Delivery. Detail your proposal for performing pre-prod/prod maintenance to a set schedule.
· R9) PSD Delivery. Detail your proposal for conducting & recording routine maintenance checks of all environments before 09:00hrs each working day. Include issue rectification/escalation protocols.
· R10) PSD Delivery. Detail your proposal for routine patching, emergency patching and general system security.
· R11) PSD Delivery. Confirm that you work to the service level targets (see draft SoW [to be provided if shortlisted]). Detail the manner in which you will do so.
· R12) Service Sustainability. Detail, your recruitment/screening processes for sourcing suitably skilled Service Agents including commitment to provide high calibre substitutes/replacements within 2 weeks.
· R13) Service Sustainability. Detail the manner in which you will manage the addition, rotation & replacement/substitution of Service Agents without reducing team velocity and whilst minimising knowledge loss.
· R14) Service Sustainability. Detail the manner in which you will ensure Service Agent retention, and minimise Agent churn.
· R15) Commercial. Detail any value-add that you propose to deliver in terms of general benefit and also of cash value equivalent to HMCTS.
· R16) PSD Delivery. We require your commitment to/affirmation that you will give due consideration to the incorporation of existing key team members into your service where reasonable and practicable.
· R17) Pricing Submission:- Complete the provided sheet (to be provided on shortlisting). Assessment will be evaluated as per evaluation criteria %. (Lowest Price/Supplier Price) * 100 and published weighting applied.
· R18) Provide 3 referenceable client-focussed case-studies for equivalent services. Present key elements of the delivered services in so far as they support your proposed delivery methodology (including any common Agents).
· R19) Evidence your ability to stand up your proposed team by a) Providing CV’s for your team and b) Confirming their availability for the contract start date.
· WEIGHTING:- R1=6 R2=2 R3=2 R4=2 R5=2 R6=1.5 R7=1.5 R8=1.5 R9=1.5 R10=2 R11=1.5 R12=1.5 R13=2 R14=2 R15=2 R16=1 R17=See text R18=3 R19=1

	Cultural fit criteria 
	· C1) Service Culture. Detail your approach to interfaces & problem solving in terms your interaction with multi-vendor teams across multiple projects at different locations.
· WEIGHTING:- C1= 5

	Payment approach 
	Time and materials 

	Assessment methods 
	· Written proposal
· Case study
· Work history
· Reference
· Presentation

	Evaluation weighting 
	Technical competence
60%
Cultural fit
5%
Price
35%




[bookmark: h.1t3h5sf]Schedule 2 - Supplier’s response 







[bookmark: h.4d34og8]

Schedule 3 - Statement of Work (SOW), including pricing arrangements and Key Staff

[bookmark: h.2s8eyo1]Statement of Work (‘SoW’), including pricing arrangements and Key Staff

Con_15066 – Statement of Work (Statement of Work (‘SoW’), including pricing arrangements and Key Staff # 001

3. SOW Details

3.1. Key Information


	Date of SOW:
	1 December 2017

	SOW Reference:
	Con_15066_SoW001

	Buyer:
	Ministry of Justice

	Supplier:
	Triad

	Release Type(s):
	Not Applicable

	Phase(s) of Development:
	Not Applicable

	Release Completion Date:
	28 February 2018

	Duration of SOW
	Initial 3 months

	Charging Method(s) for this Release:
	Time & Materials


 
3.1.1. The Parties will execute a SoW for each release.  Note that any ad-hoc Service requirements are to be treated as individual Releases in their own right (in addition to the releases at the delivery stage); and the Parties should execute a separate SoW in respect of each.

3.1.2. The rights, obligations and details agreed by the Parties and set out in this SoW apply only in relation to the Services that are to be delivered under this SoW and will not apply to any other SoW’s executed or to be executed under the Call-Off Contract unless otherwise agreed by the Parties. 
 


3.2. [bookmark: h.17dp8vu]Key Staff

3.2.1. The Parties agree that the Key Staff in respect of this Project are detailed in the table below.

3.2.2. Table of Key Staff:

	Name
	Role
	Role Code
	Details

	REDACTED
	Production Managed Service Lead
	PROD1
	Head of Operational Services - Production

	
	Senior Application Engineer
	PROD 2
	Application Support 

	
	Application Engineer
	PROD 3
	Application Support

	
	Architect
	PROD 14
	Technical Architect

	
	Application Engineer
	PROD 5
	Application Support

	
	Security Lead
	PROD 22
	Operational Security

	
	Cyber Security Admin
	PROD 24
	Operational Security


 
3.3. [bookmark: h.3rdcrjn]Deliverables

3.3.1. Any Project Specific IPR’s shall vest in the Buyer on creation.
3.3.2. The supplier is responsible for the supplying the deliverables set out for this Statement of Work as detailed below.
3.3.3. Supplier shall provide the Services as appropriate to the Common Platform Programme (CPP’) or project delivery plan.
3.3.4. The parties acknowledge that this may include provision of the Services during weekends or public holidays.

3.3.5. Key Milestones:

NOTE – Earlier on-boarding may be required.
· Commence takeover of Production Managed Service by 1st December 2017
· Complete takeover of Production Managed Service by 13h January 2018, including out of hours support provision
· Deliver draft Production Managed Service Supported Product Roadmap by 8th January 2018
· Obtain Buyer approval for Production Managed Service Supported Product Roadmap by 5th February 2018
· Deliver draft 2nd Production Managed Service SoW by 1st February 2018
· Obtain Buyer approval for 2nd SoW for period 1 March to 31 August 2018 by 25 February 2018.

3.3.6. Service Module A: Application Support

· Monitor Production (this refers to Pre-Production & Production environments and Production Management layer throughout this document unless specified) product vendor roadmaps and announcements to identify upgrades and end of support/life dates
· Engage programme, development, delivery and product enhancement teams to continually review & understand development activities in order to confirm that all skills & knowledge required to deploy and support both future application infrastructure & services are identified ahead of sprint commencement
· Propose, design & document any management application & application tooling upgrades, improvements & end of support/life replacements. These to be submitted to the appropriate programme governance for approval
· Provide input and recommendations to application infrastructure & tooling upgrades, improvements & end of support/life replacements that will or may impact application operation, performance and support
· Review Delivery team development artefacts & supporting documentation for each sprint to prepare to deploy & support each release
· Provide support to the build, test & deployment of approved application and application support tool Production environments. This includes delivery of associated automated application, network, storage, firewall, routing, load balancer, and VPN provisioning
· Support Programme testing activities and advise development teams with NFR guidance and code quality reviews
· Support delivery & enhancement teams in application security testing, security policies, encryption and hardening
· Identify, document then conduct monitoring, checking and routine maintenance on applications and application tooling in accordance with vendor, Delivery teams and  industry best practice. Automation is to be enabled as a standard approach
· Deploy and confirm automated application releases to the Production environments in accordance with release note and supporting documentation. Record release steps including identification of all errors, discrepancies or identified improvements then work with Service Transition and Delivery teams to incorporate into future releases
· Adopt and adhere to  strict change controls to ensure the baseline version control of the Production environments are maintained, all work must have an associated task in the authorised ITSM tool ServiceNow. Investigate & report on all discrepancies identified, agreeing and obtaining approval for all responses and corrective action (this can be retrospective if required to preserve and maintain live services; but must be justified)
· Document, acquire, test, plan, schedule, obtain change approval and deploy Production and Management layer environment application and application tooling security patching in accordance with MoJ and Operational Services technical & security advice and business requirements
· Respond to incidents and alerts, recording all Root Cause Analysis and response actions in ServiceNow, ensuring that the appropriate Business Service availability is maintained. For priority 1 services this requires an out of core hour response capability 24/7/365
· Investigate, conduct root cause analysis and make recommendations for identified problems, ensuring all activities and communications are updated on the Problem record
· Provide proactive ongoing assessment of application and application monitoring tools trends to optimise performance through amending triggers, thresholds & health indicators
· Maintain the technical Knowledge Base to document lessons learnt and routine tasks
· Provide information, advice for and participate in sprint retrospectives and Post Implementation Reviews as required
· Provide weekly and ad hoc service reports on application performance, service incidents, problems and business usage
· Provide information, documentation, knowledge transfer and training to MoJ digital support staff.

3.3.7. Service Module B: Environment Maintenance and Support

· Monitor, create and update Production and Management layer product vendor roadmaps and announcements to identify upgrades and end of support/life dates
· Engage programme, development, delivery, product enhancement and EA teams to continually review & understand activities in order to confirm that all skills & knowledge required to deploy and support future automated  infrastructure & applications are identified ahead of sprint commencement
· Review roadmap and plans for infrastructure & tooling upgrades, improvements & end of support/life replacements. These to be submitted to the appropriate programme governance for approval
· Review roadmap and plans for management application & application tooling upgrades, improvements & end of support/life replacements
· Review Delivery team development artefacts & supporting documentation for each sprint to prepare to deploy & support each release
· Support Programme testing activities and advise development teams with NFR guidance and code quality reviews
· Support delivery & enhancement teams in application security testing, security policies, encryption and hardening
· Provide support to the automated build, test & deployment of approved infrastructure & tooling changes in all Production environments. This includes delivery of automated network, storage, firewall, routing, load balancer, and VPN provisioning 
· Identify, document then conduct monitoring, checking and routine maintenance on infrastructure and applications in accordance with vendor, delivery teams or industry best practice. Automation is to be enabled as a standard approach
· Deploy and confirm application releases to the Production environments in accordance with release note and supporting documentation. Record all errors, discrepancies or identified improvements then work with delivery teams to incorporate into future releases
· Apply strict change controls to ensure the baseline version control of the Production environments are maintained, all work must have an associated task in the authorised ITSM tool ServiceNow. Investigate & report on all discrepancies identified, agreeing and obtaining approval for all responses and corrective action (this can be retrospective if required to preserve and maintain live services)
· Respond to incidents and alerts, recording all Root Cause Analysis and response actions in ServiceNow, ensuring that the appropriate Business Service availability is maintained. For priority 1 services this requires an out of core hour response capability 24/7/365
· Provide proactive ongoing assessment of infrastructure, network & monitoring tools trends to optimise performance through amending triggers, thresholds & health indicators
· Investigate, conduct root cause analysis and make recommendations for identified problems, ensuring all activities and communications are updated on the Problem record
· Maintain the Knowledge Base of lessons and routine tasks
· Provide information, advice for and participate in sprint retrospectives as required
· Provide weekly reports on capacity and infrastructure, network & tooling performance
· Provide information, documentation, knowledge transfer and training to MoJ digital support staff.

3.3.8. Service Module C: Environment Enhancements

· Monitor Production and Management layer product vendor roadmaps and announcements to identify upgrades and end of support/life dates
· Engage programme, development, delivery and product enhancement teams to continually review, assess & understand plans in order to prioritise and co-ordinate environment enhancement activities and dependencies, with the aim of minimising impact to delivery teams whilst maximising efficiency
· Produce environment roadmap and submit to relevant technical and delivery planning authorities for review and approval as required
· Propose, design & document any management infrastructure & tooling upgrades, improvements & end of support/life replacements. These to be submitted to the appropriate programme governance for approval
· Review Delivery team design & development artefacts & supporting documentation for each sprint to prepare to deploy & support each release
· Support delivery & enhancement teams in application security testing, security policies, encryption and hardening
· Build, test & deploy approved Production & Management layer infrastructure & tooling changes, including amending or creating new automation scripts as required, ensuring alignment is maintained throughout the non-live environments. This includes delivery of automated network, storage, firewall, routing, load balancer, and VPN provisioning
· Provide support to the build, test & deployment of approved application and application support tool changes in all SDLC environments, including amending or creating new automation scripts as required. This includes delivery of automated network, storage, firewall, routing, load balancer, and VPN provisioning
· Adopt and adhere to  strict change controls to ensure the baseline version control of the Production environments are maintained, all work must have an associated task in the authorised ITSM tool ServiceNow. Investigate & report on all discrepancies identified, agreeing and obtaining approval for all responses and corrective action (this can be retrospective if required to preserve and maintain live services)
· Document, acquire, test, plan, schedule, obtain change approval and deploy Production and Management layer environment infrastructure and tooling security patching in accordance with MoJ and Operational Services security advice and business requirements.
· Adhere to Programme governance for all designs and changes.

3.3.9. Service Module D: Interface Management

Interface Management:

· Liaise with the Programme Technical Architect on a weekly basis to discuss any newly identified Interfaces, or changes to existing Interfaces
· Elicit and document Interface requirements including but not limited to:
· Systems – with associated owners, suppliers, commercial arrangements, support & user groups, designs, architecture & test specifications
· Security requirements
· Configuration artefacts, such as IP addresses
· Liaise with the relevant Transition Managers for each Interface to discuss progress, issues, new release dates and develop plans & timelines. Record outcomes and progress.
· Liaise with the Project Release Managers on a regular basis to ensure new time scales are fed back to the Common Platform
· Agree and provide support to Release Managers for go-live
· Document and obtain the required governance approval for Operational Working Agreements
· Produce or collate Interface related information and artefacts and provide to support teams
· Supply Interface related information and advice to the Projects with regards to the Common Platform
· Agree and obtain the required level of ‘Security Approval’ prior to go-live
· Report risks, issues and dependencies to Programme Managers as soon as identified.
	
Request for Service:

· Maintain ‘Request for Service’ process, documenting and obtaining formal approval for amendments
· Ensure that the time scales or SLA’s of each process stage are met, or that delayed tasks are brought back on schedule. Highlighted any delays to the appropriate Programme Manager
· Create RFS ‘proposals’ on behalf of Programme Managers
· Manage the process through to completion sign-off
· Ensure the CCN Approval receives appropriate and timely responses, including the Addressing of Comments, and Formal Approval
· Create and progress the Commercial Approval Cover Sheet and ensure all approvals are received and sent to RFS Management
· Initiate and obtain MoJ Purchase Order
· Maintain a plan of each ‘open’ RFS and provide regular progress to requesters and SMT as required.
· Liaising with third parties on a weekly basis, managing escalations when necessary
· Provide information and weekly reports to Programme Finance in the required format
· Review and confirm that supplier invoices correctly reflect the tasks and cost defined in the RFS, informing the relevant Programme Manager responsible for formal approval, detailing any discrepancies.

3.3.10. Service Module E - Security Services

· Provide technical security leadership to Operational Services, ensuring infrastructure and services align with HMG and NCSC (National Cyber Security Centre) guidance, including applicable architectural patterns and good practice guides as applicable
· Identify, document then undertake protective & vulnerability monitoring, checking and resulting  routine maintenance on operational infrastructure and applications in accordance with vendor, delivery teams and/or industry best practice. Automation is to be enabled as a standard approach
· Provide security guidance and direction to  Production, development, delivery, product enhancement and EA teams to facilitate go-live of services in liaison with the CCP Risk and Assurance Assessor
· Provide proactive ongoing threat  & vulnerability assessment of application, application infrastructure, network & monitoring tools  to optimise performance through amending triggers, thresholds & health indicators. Recommend and undertake remediation action as necessary.
· Monitor, create and update security specific  layer product vendor roadmaps and announcements to identify upgrades and end of support/life dates
· Review roadmap and plans for security driven upgrades, improvements & end of support/life replacements. These to be submitted to the appropriate programme governance for approval
· Support Programme testing activities and advise development teams with security NFR guidance and code quality/vulnerability reviews
· Support delivery & enhancement teams in application security testing, security policies, encryption and hardening.
· Work with Delivery teams to plan, schedule and procure ITHC dates in line with overall Programme delivery milestones.
· Ensure strict  security controls are in place ( people, process & systems) to ensure the baseline controls of the Production environments are maintained, all work must have an associated task in the authorised ITSM tool ServiceNow. Investigate & report on all discrepancies identified, agreeing and obtaining approval for all responses and corrective action (this can be retrospective if required to preserve and maintain live services)
· Respond and lead  on  security incidents and alerts, recording all Root Cause Analysis and response actions in ServiceNow, ensuring that the appropriate Business Service availability is maintained. For priority 1 services this requires an out of core hour response capability 24/7/365
· Investigate, conduct root cause analysis and make recommendations for identified problems, ensuring all activities and communications are updated on the Problem record
· Maintain a security  Knowledge Base of lessons and routine tasks
· Provide security information, advice for and participate in sprint retrospectives as required
· Provide weekly reports on security threats and vulnerability status (including OS patching and third party software)
· Provide information, documentation, knowledge transfer and training to MoJ digital support staff.

3.3.11. Supplier Management (covering all modules):

· All supplier staff who have access to live systems (Modules A, B, C & E) must hold SC or have a waiver approved by the authority where SC has been applied for
· Provide the authority with an agreed out of hours technical support function that includes the ability to meet the business critical services Service Level Targets for response and resolution (see KPIs in section 4 below)
· Target to deploy up to 4 approved releases per month for each of the Common Platform, Rota and IdAM services during December 2017, January and February 2018. All deployments subject to meeting SDLC assurance and approval.
· Target to deploy up to 12 releases per month for each of the Common Platform, Rota and IdAM services during March, April and May 2018. All deployments subject to meeting SDLC assurance and approval.
· Engage programme, development, delivery and product enhancement teams to continually review & understand plans in order to identify supplier resource requirements
· Produce, submit and obtain agreement with the authority changes to supplier resource, including volumes and skillsets
· Attend, report on supplier performance and raise questions or issues at the monthly authority supplier retrospective. Propose and assess improvement suggestions and plans
· Provide information, advice for and participate in programme gates and retrospectives as required
· Provide weekly reports on business usage and application & infrastructure performance and maintenance
· Provide supplier account management and technical input to monthly commercial reporting and performance review
· Prepare next SoW proposal, that includes any changes to the skills, service levels and proposed improvements to be supplied for the period 1 March to 31 August 2018 by 25 February 2018

3.3.12. Core Service Capacity Flex

· The parties acknowledge that the capacity required to deliver the Services may change over time as agreed in writing from time to time
· Accordingly, the following shall apply
· On Buyer request, Supplier shall deploy additional resource in accordance with the Supply SLA as detailed herein
· On Buyer request, Supplier shall reduce the deployed resource in accordance with the Supply SLA as detailed herein
· Changes include but are not limited to
· Variation to the mix of roles provided
· Variation to the capacity of the team
· Inclusion of other Buyer personnel within the teams for training, mentoring, enhancement of team capacity or otherwise.
· The parties acknowledge that a core objective of the Services is business transformation and accordingly that the configuration of the teams may vary substantially over the term of the contract as the parties agree and implement transformation targets. Such variation may, by agreement, alter the nature of the roles and the assignment of responsibilities assigned to each role as documented in the initial SoW
· Any change to the Services under this SoW may not result in a net increase to the maximum value of the SoW.
 
 
3.3.13. Documentation and Reporting

· Supplier shall develop, deliver and maintain service documentation as part of the Services. Such documentation shall include but not be limited to all relevant user guides, manuals, configurations, code, processes, business logic or other similar as reasonably required for the Buyer to operate the Service and otherwise make use of the Deliverables.
· The Supplier shall provide monthly management information in a form to be agreed between the parties but to include as a minimum a report on consumption against the SoW to date.

3.3.14. The Supply SLA

· Supplier shall conform to the following SLA in management of team capacity
· To onboard a new resource :-		within 10 days elapsed from request
· To off-board a resource :-			immediately on request
· To commission an Ad Hoc Team :-		within 20 days elapsed from request
· In like for like replacement of an existing resource, Supplier shall ensure that there is no break in service and that the incoming resource receives an adequate hand-over from the outgoing resource. Supplier must ensure that such hand-over includes an overlap of time on site to ensure proper transition, such overlap to be not less than 1 week or otherwise longer as agreed by the parties where required.
· Supplier shall procure that all Supplier personnel have and shall maintain for the duration of their term of service under this Call-off Contract, the relevant accreditations and security clearances as advised by the Buyer from time to time
· The default relevant accreditation and security clearance is Baseline Personnel Security Standard (BPSS) for all supplier staff and Security Check (SC) for those having access to live systems
· Supplier shall identify a pool of staff suitable for deployment under this contract (the ‘Reserve Pool’).  Supplier shall discuss the content of the Reserve Pool with Buyer on a regular basis with a view to minimising delay in on-boarding resource and to validating the quality of Supplier staff in advance
· Supplier shall not remove or swap-out Supplier staff from the service teams without providing 30 days’ notice in each case and ensuring adequate handover as above and shall not remove any Key Personnel as identified in a SoW from time to time without Buyers permission.

3.3.15. [bookmark: _Ref354591247][bookmark: _Toc360029522][bookmark: _Toc360029993]KPIs
[bookmark: _Toc360029523][bookmark: _Toc360029616][bookmark: _Toc360029994][bookmark: _Toc358896806][bookmark: _Toc358896887]	
Operational KPI’s
· In addition to any Supplier’s performance management obligations set out in Framework Agreement, the following KPIs will apply:
	KPI no
	Target
	Measurement
	Measured by

	1
	Communication:
To provide a full service during the agreed project. This includes agreed working hours and out of hours on call support of business-critical services.
	The Supplier is to answer calls and respond to notifications or alerts within a timely manner. To ensure queries are responded to within the time laid out below.
	To be reviewed within Supplier Relationship Management Meeting.


	1a
	P1 Incidents.
	Responsed to within 15 minute Service Level Target (SLT).
	100%
ServiceNow report.

	1b
	P2 Incidents.
	Responsed to within 30 minute Service Level Target (SLT).
	100%
ServiceNow report.

	1c
	P3 Incidents.
	Responsed to within 60 minute Service Level Target (SLT).
	100%
ServiceNow report.

	1d
	P4 Incidents.
	Responsed to within 120 minute Service Level Target (SLT).
	100%
ServiceNow report.

	2
	Availability and Delivery:
Supplier is to ensure availability of all resources required to deliver each module of this agreement.
	Module A and B must have an onsite support presence available throughout core support hours 0800 to 1800 Monday to Friday less Bank Holidays unless formally agreed by the authority.
The supplier may deliver other modules, including out of hours support, from other locations provided security, data and information assurance are maintained to the required levels.
	If Supplier is not able to complete planned work on a stated day they must obtain agreement from the relevant Product or Service Manager of alternate date.

	2a
	To successfully release deployments into Pre-Production environments.
	Deployments has been conducted successfully in accordance with release note and plans within the agreed window.
	85%
Post Implementation Review.

	2b
	To successfully release deployments into Production environments.
	Deployments has been conducted successfully in accordance with release note and plans within the agreed window.
	95%
Post Implementation Review.

	2c
	P1 Incidents.
	Resolved within 4 hour Target Resolution Time.
	90%
ServiceNow report.

	2d
	P1 Incidents.
	Resolved within 8 hour Target Resolution Time.
	100%
ServiceNow report.

	2e
	P2 Incidents.
	Resolved within 6 hour Target Resolution Time.
	90%
ServiceNow report.

	2f
	P2 Incidents.
	Resolved within 12 hour Target Resolution Time.
	100%
ServiceNow report.

	2g
	P3 Incidents.
	Resolved within 8 hour Target Resolution Time.
	90%
ServiceNow report.

	2h
	P3 Incidents.
	Resolved within 21 hour Target Resolution Time.
	100%
ServiceNow report.

	2i
	P4 Incidents.
	Resolved within 35 hour Target Resolution Time.
	90%
ServiceNow report.

	2j
	P4 Incidents.
	Resolved within 70 hour Target Resolution Time.
	100%
ServiceNow report.

	3
	Quality:
All elements of the service are fit for purpose. Meetings are conducted in a professional manner and withhold the standard of the Customers expectation.
	Review of feedback to be provided from the departmental customer, internal stakeholders and the Service Manager.
	95% 
Failure to do so may result in suspension of the supplier representative and/or replacement candidate.

	3a
	Supplier is to ensure that all changes made in the Live environment (Pre-Production and Production) are authorised.
	Ensure that all changes are managed and recorded in the ServiceNow tool, with the required approval granted prior to conducting any work.
	100%
Failure to do so may result in suspension of the supplier staff. Repeated occurrences may result in termination of this contract.

	3b
	Supplier is to ensure that all staff comply to security, data and information handling policies.
	Breaches will be reported to and recorded by operational security.
	No major and less than 3 minor incidents per calendar month.
Failure to do comply may result in suspension of the supplier staff. Repeated occurrences may result in termination of this contract.

	3c
	Supplier is to ensure that all staff adhere to the Operational Security Guide and Use of Personal Laptops Guide.
	Breaches will be reported to and recorded by operational security.
	No major and less than 3 minor incidents per calendar month.
Failure to do comply may result in suspension of the supplier staff. Repeated occurrences may result in termination of this contract.

	4
	Invoice Accuracy:
The Supplier will ensure that no invoice is supplied without the correct information as outlined with the Order Form of this Call-Off agreement; eliminating any invoice queries for the departmental customer.
	Ensure a valid purchase order number is quoted on every invoice and that approval is sought from the departmental customer.
	95% 
All invoices without a valid purchase order number will be put into query and therefore payment delayed or potentially not made on time.

	5
	Management Information:
To be supplied to CCS no later than the 7th of each month without fail. Report are to be submitted via MISO.
	CCS Review.
	100% Failure to submit will fall in line with FA KPI.

	6
	Sprint Velocity
The delivery velocity for Module C is to be measured against the sprint plan to ensure strong progress is achieved against the project backlog.
	Weekly retrospectives to review progress.
	Metrics are to be measured on Jira with an agreed weekly output report / burn-down chart. The aim is to demonstrate increased velocity and controlled delivery to plan.

	6a
	The resolution of Problem velocity is to be measured against the priority target level to ensure strong progress is achieved against the service backlog.
	Monthly review of open Problems assigned to each Module in ServiceNow against agreed target resolution date.
	95%
Each open Problem must have the priority and target resolution agreed with the Product or Service Manager.

	7
	Stage Gate Reviews
The supplier’s resources will assist with the work necessary to achieve clean passage through internal CJSCP Gates as well as any external Gates required – e.g. those prescribed by the GDS Service Manual.
	Output / scorecard from Gate Review process.
	Target is 100% through staged gates.


	



Account Management KPI’s

The Buyer shall collect data on the following:
a) Team Fulfilment:		Required Roles filled, not filled and time to fill.

b) Outcomes Delivery:		Required outcomes met, not met and issues arising.

c) Customer Satisfaction:	Buyer’s perception of service delivery and issues arising.

d) Commercial Performance:	Buyer’s provision of SOWs in advance of candidate supply including provision of follow-on SoW’s for which Supplier proposes to supply staff already deployed under the Call-off Contract.; 

e) Production of PO’s.

f) Other metrics as advised by the Buyer from time to time and mutually agreed with the supplier.
The Supplier shall provide supporting information on Buyer’s request and shall in any event provide a monthly summary to the Buyer.
3.3.16. Location of Services/Working Arrangements.

· Working arrangements: 		The supplier’s team will initially be required to work onsite working a five 
(5) day week to support the following Service Hours:
· 08:00 – 18:00 hrs x 5
· Out of Office Hours and weekend work will be required.


[bookmark: h.26in1rg]

3.4. Call-Off Contract Charges

3.4.1. The applicable Call-Off Contract Charges for this SoW (in accordance with the charging method in the Order Form) will be calculated using all of the following:

3.4.2. the agreed relevant rates for Supplier staff or facilities, which are inclusive of any applicable expenses and exclusive of VAT and which were submitted to the Buyer during the Further Competition that resulted in the award of this Call-Off Contract.

3.4.3. the number of days, or pro rata for every part of a day, that Supplier staff or facilities will be actively providing the Services during the term of the SoW.

3.4.4. a contingency margin of up to 20% applied to the sum calculated on the basis of the above two points, to accommodate any changes to the SoW Deliverables during the term of the SOW. The Supplier must obtain prior written approval from the Buyer before applying any contingency margin.

3.4.5. The Supplier will provide a detailed breakdown of rates based on time and materials Charges, inclusive of expenses and exclusive of VAT, with sufficient detail to enable the Buyer to verify the accuracy of the time and material Call-Off Contract Charges incurred.

	MoJ Official Sensitive Commercial
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3.5.1. The detailed breakdown for the provision of  Services during the term of this SoW includes but is not limited to: 

Supplier Facilities

	Supplier Facilities Used
	Description of Supplier Facilities Used
	Charge Per Facility Per Period (Day)
	Total Charge Per Facility

	None
	Not Applicable
	Not Applicable
	Not Applicable




Supplier Staff

	
	Role
	Role Code
	Role Description
	Initial Supplier Staff Name
	Rate Per Day
	Expenses Chargeable Per Day
	Number of Days Services Provided
	Total Cost Per Role

	Production Managed Services Lead
	PROD 1
	Head of Operational Services 
	REDACTED
	REDACTED
	£0.00
	60
	REDACTED

	Senior Application Engineer
	PROD 2
	Application Support
	
	
	£0.00
	60
	

	Application Engineer
	PROD 3
	Application Support
	
	
	£0.00
	60
	

	Application Engineer
	PROD 4
	Application Support
	
	
	£0.00
	60
	

	Application Engineer
	PROD 5
	Application Support
	
	
	£0.00
	60
	

	Application Engineer
	PROD 6
	Application Support
	
	
	£0.00
	60
	

	Application Engineer
	PROD 7
	Application Support
	
	
	£0.00
	60
	

	Senior DevOps
	PROD 13
	Environment Support
	
	
	£0.00
	60
	

	DevOps
	PROD 8
	Environment Support
	
	
	£0.00
	60
	

	DevOps
	PROD 9
	Environment Support
	
	
	£0.00
	60
	

	DevOps
	PROD 10
	Environment Support
	
	
	£0.00
	60
	

	DevOps
	PROD 11
	Environment Support
	
	
	£0.00
	60
	

	DevOps
	PROD 15
	Environment Support
	
	
	£0.00
	60
	

	DevOps
	PROD 16
	Environment Support
	
	
	£0.00
	60
	

	Technical Architect
	PROD 14
	Environment Enhancement
	
	
	£0.00
	60
	

	Projects Manager
	PROD 26
	Environment Enhancement
	
	
	£0.00
	60
	

	DevOps
	PROD 17
	Environment Enhancement
	
	
	£0.00
	60
	

	DevOps
	PROD 18
	Environment Enhancement
	
	
	£0.00
	60
	

	DevOps
	PROD 19
	Environment Enhancement
	
	
	£0.00
	60
	

	DevOps
	PROD 20
	Environment Enhancement
	
	
	£0.00
	60
	

	DevOps
	PROD 21
	Environment Enhancement
	
	
	£0.00
	60
	

	DevOps
	PROD 12
	Environment Enhancement - DBA
	
	
	£0.00
	60
	

	Projects Manager
	PROD 27
	Interface Management
	
	
	£0.00
	60
	

	Business Analyst
	PROD 28
	Interface Management
	
	
	£0.00
	60
	

	Security Lead
	PROD 22
	Operational Security
	
	
	£0.00
	60
	

	Threat and Vulnerability SME
	PROD 23
	Operational Security
	
	
	£0.00
	60
	

	Cyber Security Administrator
	PROD 24
	Operational Security
	
	
	£0.00
	60
	

	Compliance and Assurance PM
	PROD 25
	Operational Security
	
	
	£0.00
	60
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	Total
	 £      REDACTED 



3.5.2. For any work performed at a non London (outside M25) location, all reasonable travel and expenses costs shall be met in accordance with the rates set out in the MoJ travel and subsistence policy. Expenses will require prior approval from Buyer (HMCTS) in order to be reimbursed.

3.5.3. On Buyer’s reasonable request, Supplier shall provide full transparency/information on the rates paid to any resources and any third parties in the supply chain.	
3.5.4. Call-off Contract Charge Summary

	Charge
	Value

	
	

	Overall Call-Off Contract Charge
	£ 10,000,000.00

	Total value of this SoW
	 (£   REDACTED)

	Total Value of Previous SoWs
	(£                  0.00)

	Remainder of value under overall Call-Off Contract Charge
	[bookmark: _GoBack]REDACTED




3.5.5. There is no risk of exceeding Overall Call-Off Contract Charge 


3.5.6. If a capped or fixed price has been agreed for a SOW: NOT USED

3.5.6.1. The Supplier will continue at its own cost and expense to provide the Services even where the agreed price has been exceeded; and

3.5.6.2. The Buyer will have no obligation or liability to pay for the cost of any Services delivered relating to this order after the agreed price has been exceeded.

3.5.7. Risks or contingencies will be included in the Charges. The Parties agree that the following assumptions, representations, risks and contingencies will apply in relation to the Charges. 

	Assumptions
	

	Representations
	

	Risks
	

	Contingencies
	



3.5.8. Any changes to the Supplier Staff should be agreed with the Buyer and covered by a separate SoW where it cannot be accommodated within an existing SoW.

3.5.9. Multiple SoWs can operate concurrently.

3.5.10. The Supplier will keep accurate records of the time spent by the Supplier staff in providing the services and will provide records to the Buyer for inspection on request.

[bookmark: h.lnxbz9]
3.6. 
Agreement of statement of works

	BY SIGNING this SOW, the parties agree to be bound by the terms and conditions set out herein:
 
	For and on behalf of the supplier:

	Name and title

	

	Signature and date
	[image: ] 



	For and on behalf of the departmental Buyer:

	Name and title

	

	Signature and date
	[image: ] 
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Schedule 4 - Contract Change Notice (CCN)

Order Form reference for the Call-Off Contract being varied:

BETWEEN:
	Buyer Full Name  ("the Buyer")

and

Supplier Full Name ("the Supplier")



1. The Call-Off Contract is varied as follows and shall take effect on the date signed by both Parties: 
Guidance Note:  Insert full details of the change including:
Reason for the change;
Full Details of the proposed change;
Likely impact, if any, of the change on other aspects of the Call-Off Contract; 

2. Words and expressions in this Contract Change Notice shall have the meanings given to them in the Call-Off Contract.

3. The Call-Off Contract, including any previous changes shall remain effective and unaltered except as amended by this change.


Signed by an authorised signatory for and on behalf of the Buyer
	Signature:
	[image: ]

	Date:
	Click here to enter a date.

	Name:
	Click here to enter text.

	Address:
	Click here to enter text.

	
	



Signed by an authorised signatory to sign for and on behalf of the Supplier
	Signature:
	[image: ]

	Date:
	Click here to enter a date.

	Name:
	Click here to enter text.

	Address:
	Click here to enter text.


[bookmark: h.1ksv4uv]Schedule 5 - Balanced Scorecard
In addition to the Supplier’s performance management obligations set out in the Framework Agreement, the Parties may agree to the following Balanced Scorecard & KPIs for this  Call-Off Contract (see Balanced Scorecard Model below):
[image: ]
The purpose of the Balanced Scorecard is to promote contract management activity, through measurement of a Supplier’s performance against Key Performance Indicators, which the Buyer and Supplier should agree at the beginning of a Call-Off Contract. The targets and measures listed in the example scorecard (above) are for guidance and should be changed to meet the agreed needs of the Buyer and Supplier.

The recommended process for using the Balanced Scorecard is as follows:
1. The Buyer and Supplier agree a templated Balanced Scorecard together with a performance management plan, which clearly outlines the responsibilities and actions that will be taken if agreed performance levels are not achieved.
2. On an pre-agreed schedule (e.g. monthly), both the Buyer and the Supplier provide a rating on the Supplier’s performance
3. Following the initial rating, both Parties meet to review the scores and agree an overall final score for each Key Performance Indicator
4. Following agreement of final scores, the process is repeated as per the agreed schedule

CCS encourages Buyers to share final scores with CCS, so that performance of the Framework Agreement can be monitored. This may be done by emailing scores to: cloud_digital@crowncommercial.gov.uk.

[bookmark: h.ohb03hsix43w]
[bookmark: h.44sinio]Schedule 6 - Optional Buyer terms and conditions

[bookmark: h.2jxsxqh]Sch 6.1 	Buyer’s agent 

The Buyer (as principal) has authorised [NAME OF AGENT] to act as agent on their behalf. The Buyer (as principal) remains liable for all of the Buyer obligations under this Call-Off Contract entered into on its behalf by its agent. 
[bookmark: h.z337ya]
[bookmark: h.3j2qqm3]
[bookmark: h.1y810tw]Schedule 7 - How Services will be bought (Further Competition process)
 
[bookmark: h.4i7ojhp]Sch 7.1 	Who is responsible for awarding a Call-Off Contract

All Buyers listed under the OJEU Contract Notice may award a Call-Off Contract under this Framework Agreement.

The Buyer may appoint an agent to act on their behalf.

CCS is not responsible for the actions of any Buyer.

[bookmark: h.2xcytpi]Sch 7.2 	Activity that may take place before Further Competition

Before starting a Further Competition, a Buyer will regularly undertake market engagement and publish a draft requirements document for Suppliers. Those Suppliers may then give feedback in order to:
· help the Buyer understand the complexity of the work; and
· help improve the quality of the brief that will be issued pursuant the Further Competition.

[bookmark: h.1ci93xb]Sch 7.3 	Buyer reserves the right not to award

A Further Competition procedure may be cancelled at any time and the Buyer is not obliged to award a Call-Off Contract.

At any stage during the Further Competition, the Buyer may go back to any stage in the further competition process and amend their requirements if they consider that the further competition is not meeting their needs.

Suppliers may ask clarification questions relating to the Buyer’s requirements. The Buyer will specify how clarification questions can be asked and when the clarification period will close through the Digital Marketplace. Questions and responses will be anonymised and made available to all Suppliers.

[bookmark: h.3whwml4]Sch 7.4	Right to change Further Competition process

CCS may change the Further Competition process and the tools used for evaluation at any time.

[bookmark: h.2bn6wsx]Sch 7.5	Lot 1: Digital outcomes Further Competition and Evaluation process

In order to complete the following Further Competition process, the Buyer will:

	a) Write a brief detailing their requirements and the outcome they want to achieve.

b) Indicate their evaluation method and criteria for assessing Suppliers against the brief, together with a timetable for the evaluation process. The timetable will consider the complexity of both the brief and the evaluation method being used and will allow enough time for Suppliers to respond. It will include:
· the bid submission due date; and
· the date range for any subsequent evaluation stages.

c) Produce a list of all capable Suppliers that meet their requirements. This may be generated using information provided by Suppliers in their Framework Agreement Applications.

d) Publish the brief and the evaluation process to the list of capable Suppliers 

e) Request a response from interested Suppliers which must include answers to a number of yes/no questions defined by the Buyer. The Buyer will indicate against each question whether a positive response is essential or desired. A Supplier must provide a positive response to all essential questions to in order to proceed to the next stage.

f) Review the list of interested Suppliers who both submitted a response and meet all essential criteria. 

g) (Optional) Create a shortlist by asking all Suppliers who meet the essential criteria further yes/no questions. This step may be repeated if necessary.

h) (Optional) Create a shortlist by asking all Suppliers who meet the essential criteria any qualitative questions relating to the brief.

i) Invite shortlisted Suppliers to a further evaluation. This may include any of the evaluation methods indicated when the brief was issued. Evaluation methods may include but are not limited to:
· providing a written proposal
· providing a case study or evidence of previous work
· a presentation
· a pitch
· an interview
· providing a reference.

j) Evaluate Suppliers using the evaluation criteria indicated when issuing the brief.

k) Run financial due diligence if required on the provisionally successful Supplier(s).

l) Award a Call-Off Contract to the successful Supplier(s).

m) Notify unsuccessful Suppliers and provide the shortlisted Suppliers with feedback.

The Buyer reserves the right to use some, but not all, of the evaluation methods indicated when issuing the brief. 

The Buyer will evaluate Suppliers’ responses against the following criteria:

	Criteria
	Weighting range (%)

	Technical merit and functional fit
	10 - 75

	Cultural fit
	5 - 20

	Price
	20 - 85

	TOTAL
	100%



Weightings for technical merit and functional fit, cultural fit and price will be set by the Buyer within the above ranges. Weightings must add up to 100%.

If 2 or more Suppliers have the same score, the Buyer will use either:
· the score from the criteria with the highest weighting, then the next highest weighting until the tie is broken; or
· require the tied Suppliers to provide best and final offers.

[bookmark: h.qsh70q]Sch 7.6	Lot 2: Digital specialists Further Competition and Evaluation process

In order to  complete the following Further Competition process the Buyer will:

a) Write a brief detailing their requirements and the Deliverables they need.

b) Indicate their evaluation method and criteria for assessing Suppliers against the brief together with a timetable for the evaluation process. The timetable will take into account factors such as the complexity of the subject matter of the proposed Call-Off Contract and the time needed to submit bids. It will include:
· the bid submission due date; and
· the date range for any subsequent evaluation stages.

c) Produce a list of capable Suppliers that meet their requirements. This may be generated using information provided by Suppliers in their Framework Agreement Applications.

d) Send the brief and the evaluation process to the list of capable Suppliers.

e) Request a response from interested Suppliers which must include answers to a number of yes/no questions defined by the Buyer. The Buyer will indicate against each question whether a positive response is essential or desired. A Supplier must provide a positive response to all essential questions to proceed to the next stage.

f) Review the list of interested Suppliers who submitted a response and meet all essential criteria.

g) (Optional) Create a shortlist of all Suppliers who meet essential criteria by asking further yes/no questions. This step may be repeated if necessary.

h) (Optional) If sufficient information is available to evaluate or the number of responses is manageable, go straight to evaluating Suppliers (point j).

i) Invite shortlisted Suppliers to further evaluation to assess whether their proposed specialist is able to meet their requirements. This may include any or all of the evaluation methods indicated when the brief was issued. Evaluation methods may include but are not limited to:
· providing a profile
· providing a written proposal
· providing a case study or evidence of previous work
· a presentation
· an interview
· a test
· providing a reference.

j) Evaluate Suppliers using the evaluation criteria indicated when issuing the brief.

k) Run financial due diligence if required on the provisionally successful Supplier(s).

l) Award a Call-Off Contract to the successful Supplier(s).

m) Notify unsuccessful Suppliers and provide the shortlisted Suppliers with feedback.

The Buyer reserves the right to use some but not all of the evaluation methods indicated when issuing the brief. 

The Buyer will evaluate Suppliers’ responses against the following criteria:

	Criteria
	Weighting range (%)

	Technical merit and functional fit
	10 - 75

	Cultural fit
	5 - 20

	Price
	20 - 85

	TOTAL
	100%



Weightings for technical merit and functional fit, cultural fit and price will be set by the Buyer within the above ranges. Weightings must add up to 100%.

If 2 or more Suppliers have the same score, the Buyer will use either:
· the score from the criteria with the highest weighting, then the next highest weighting until the tie is broken; or
· require the tied Suppliers to provide best and final offers.  

[bookmark: h.3as4poj]Sch 7.7 	Lot 3: User research studios Further Competition and Evaluation process

In order to complete the following Further Competition process the Buyer will:

a) Write a brief detailing their requirements, eg facilities needed, studio location and availability.

b) Indicate their evaluation method and criteria for assessing Suppliers against the brief.

c)Produce a list of capable Suppliers based on the Buyer’s requirements. This may be generated using information provided by Suppliers in their Framework Agreement Applications.

d) Contact the list of capable Suppliers to find out whether they are able to meet the requirements. 

e) Evaluate Suppliers using the evaluation criteria indicated when issuing the brief.

f) Run financial due diligence if required on the provisionally successful Supplier(s).

g) Award a Call-Off Contract to the successful Supplier(s).

h) Notify unsuccessful Suppliers and provide the shortlisted Suppliers with feedback.

The Buyer will evaluate Suppliers’ responses against the following criteria:

	Criteria
	Weighting range (%)

	Technical merit and functional fit
	15 - 75

	Price
	25 - 85

	TOTAL
	100%



The Buyer may inspect the Supplier’s studios before Call-Off Contract award or before they are used. 

If 2 or more Suppliers have the same score, the Buyer will use either:
· the score from the criteria with the highest weighting, then the next highest weighting until the tie is broken; or
· require the tied Suppliers to provide best and final offers. 

[bookmark: h.1pxezwc]Sch 7.8	Lot 4: User research participants Further Competition and Evaluation process

In order to complete the following Further Competition process the Buyer will:

a) Write a brief detailing their requirements.

b) Indicate their evaluation method and criteria for assessing Suppliers against the brief together with a timetable for the evaluation process. The timetable will consider the complexity of both the brief and the evaluation method being used and will allow enough time for Suppliers to respond. It will include:
· the bid submission due date; and
· the date range for any subsequent evaluation stages.

c) Produce a list of capable Suppliers that meet the Buyer’s requirements. This may be generated using information provided by Suppliers in their Framework Agreement Applications.

d) Send the brief and evaluation process to the list of capable Suppliers.

e) Request a response from interested Suppliers which must include answers to a number of yes/no questions defined by the Buyer. The Buyer will indicate against each question whether a positive response is essential or desired. A Supplier must give a positive response to all essential questions to proceed to the next stage.

f) Review the list of interested Suppliers who submitted a response and who meet all essential criteria.

g) (Optional) Create a shortlist of all Suppliers who meet essential criteria by asking further yes/no questions. This step may be repeated if necessary.

h) (Optional) If sufficient information is available to evaluate or the number of responses is manageable, go straight to evaluating Suppliers (point j).

i) Invite shortlisted Suppliers to a further evaluation stage. Only evaluation methods indicated when issuing the brief can be used. These methods may include but are not limited to:
· providing a written proposal 
· providing a case study or evidence of previous work
· providing a reference
· an interview

j) Evaluate Suppliers using the evaluation criteria indicated when issuing the brief.

k) Run financial due diligence if required on the provisionally successful Supplier(s).

l) Award a Call-Off Contract to the successful Supplier(s).

m) Notify unsuccessful Suppliers and provide shortlisted Suppliers with feedback.

The Buyer reserves to right to use some but not all of the evaluation methods indicated when issuing the brief. 

The Buyer will evaluate Suppliers’ responses against the following criteria:

	Criteria
	Weighting range (%)

	Technical merit and functional fit
	10 - 80

	Availability
	10 - 80

	Price
	20 - 80

	TOTAL
	100%



Weightings for technical merit and functional fit, availability and price must total100% .

If 2 or more Suppliers have the same score, the Buyer will use either:
· the score from the criteria with the highest weighting, then the next highest weighting until the tie is broken; or
· require the tied Suppliers to provide best and final offers. 



[bookmark: h.49x2ik5]
Schedule 8 - Deed of guarantee
This deed of guarantee is made on [insert date date/month/year ]                  20[  ] between:
(1)	[Insert the name of the guarantor] a company incorporated in England and Wales with number [insert company no.] whose registered office is at [insert details of the guarantor's registered office here] [OR] [a company incorporated under the Laws of [insert country], registered in [insert country] with number [insert number] at [insert place of registration], whose principal office is at [insert office details] ('guarantor'); in favour of
and
(2)	THE BUYER whose offices are XXXXXXXXXXXXXXXXX (‘Beneficiary’)
Whereas:
(A)	The guarantor has agreed, in consideration of the Buyer entering into the Call-Off Contract with the Supplier, to guarantee all of the Supplier's obligations under the Call-Off Contract.
(B)	It is the intention of the Parties that this document be executed and take effect as a deed.
In consideration of the Buyer entering into the Call-Off Contract, the Guarantor hereby agrees with the Buyer as follows:

DEFINITIONS AND INTERPRETATION
In this Deed of Guarantee, unless defined elsewhere in this Deed of Guarantee or the context requires otherwise, defined terms will have the same meaning as they have for the purposes of the Call-Off Contract.

	‘Call-Off Contract’
	means [the Guaranteed Agreement] made between the Buyer and the Supplier on [insert date]

	'Guaranteed Obligations'
	means all obligations and liabilities of the Supplier to the Buyer under the Call-Off Contract together with all obligations owed by the Supplier to the Buyer that are supplemental to, incurred under, ancillary to or calculated by reference to the Call-Off Contract


References to this Deed of Guarantee and any provisions of this Deed of Guarantee or to any other document or agreement (including to the Call-Off Contract) apply now,  and as amended, varied, restated, supplemented, substituted or novated in the future.
Unless the context otherwise requires, words importing the singular are to include the plural and vice versa.
References to a person are to be construed to include that person's assignees or transferees or successors in title, whether direct or indirect.
The words ‘other’ and ‘otherwise’ are not to be construed as confining the meaning of any following words to the class of thing previously stated where a wider construction is possible.
Unless the context otherwise requires, reference to a gender includes the other gender and the neuter.
Unless the context otherwise requires, references to an Act of Parliament, statutory provision or statutory instrument also apply if amended, extended or re-enacted from time to time.
Unless the context otherwise requires, any phrase introduced by the words ‘including’, ‘includes’, ‘in particular’, ‘for example’ or similar, will be construed as illustrative and without limitation to the generality of the related general words.
References to Clauses and Schedules are, unless otherwise provided, references to Clauses of and Schedules to this Deed of Guarantee.
References to liability are to include any liability whether actual, contingent, present or future.


Guarantee and indemnity 
The Guarantor irrevocably and unconditionally guarantees that the Supplier duly performs all of the guaranteed obligations due by the Supplier to the Buyer. 
If at any time the Supplier will fail to perform any of the guaranteed obligations, the Guarantor irrevocably and unconditionally undertakes to the Buyer it will, at the cost of the Guarantor:
· fully perform or buy performance of the guaranteed obligations to the Buyer
· as a separate and independent obligation and liability, compensate and keep the Buyer compensated against all losses and expenses which may result from a failure by the Supplier to perform the guaranteed obligations under the Call-Off Contract
As a separate and independent obligation and liability, the Guarantor irrevocably and unconditionally undertakes to compensate and keep the Buyer compensated on demand against all losses and expenses of whatever nature, whether arising under statute, contract or at common Law, if any obligation guaranteed by the guarantor is or becomes unenforceable, invalid or illegal as if the obligation guaranteed had not become unenforceable, invalid or illegal provided that the guarantor's liability will be no greater than the Supplier's liability would have been if the obligation guaranteed had not become unenforceable, invalid or illegal.  

Obligation to enter into a new Contract 
If the Call-Off Contract is terminated or if it is disclaimed by a liquidator of the Supplier or the obligations of the Supplier are declared to be void or voidable, the Guarantor will, at the request of the Buyer enter into a Contract with the Buyer in the same terms as the Call-Off Contract and the obligations of the Guarantor under such substitute agreement will be the same as if the Guarantor had been original obligor under the Call-Off Contract or under an agreement entered into on the same terms and at the same time as the Call-Off Contract with the Buyer.

Demands and notices
Any demand or notice served by the Buyer on the Guarantor under this Deed of Guarantee will be in writing, addressed to:
[Address of the Guarantor in England and Wales] 
[Email address of the Guarantor representative]
For the Attention of [insert details]
or such other address in England and Wales as the Guarantor has from notified to the Buyer in writing as being an address for the receipt of such demands or notices.
Any notice or demand served on the Guarantor or the Buyer under this Deed of Guarantee will be deemed to have been served:
· if delivered by hand, at the time of delivery
· if posted, at 10am on the second Working Day after it was put into the post
· if sent by email, at the time of despatch, if despatched before 5pm on any Working Day, and in any other case at 10am on the next Working Day
In proving Service of a notice or demand on the Guarantor or the Buyer, it will be sufficient to prove that delivery was made, or that the envelope containing the notice or demand was properly addressed and posted as a prepaid first class recorded delivery letter, or that the fax message was properly addressed and despatched.
Any notice purported to be served on the Buyer under this Deed of Guarantee will only be valid when received in writing by the Buyer.



BENEFICIARY'S PROTECTIONS
The Guarantor will not be discharged or released from this Deed of Guarantee by:
· any arrangement made between the Supplier and the Buyer (whether or not such arrangement is made with the assent of the Guarantor) 
· any amendment to or termination of the Call-Off Contract 
· any forbearance or indulgence as to payment, time, performance or otherwise granted by the Buyer (whether or not such amendment, termination, forbearance or indulgence is made with the assent of the Guarantor) 
· the Buyer doing (or omitting to do) anything which, but for this provision, might exonerate the Guarantor 
This Deed of Guarantee will be a continuing security for the Guaranteed Obligations and accordingly: 
· it will not be discharged, reduced or otherwise affected by any partial performance (except to the extent of such partial performance) by the Supplier of the Guaranteed Obligations  or by any omission or delay on the part of the Buyer in exercising its rights under this Deed of Guarantee 
· it will not be affected by any dissolution, amalgamation, reconstruction, reorganisation, change in status, function, control or ownership, insolvency, liquidation, administration, appointment of a receiver, voluntary arrangement, any legal limitation or other incapacity, of the Supplier, the Buyer, the Guarantor or any other person
· if, for any reason, any of the Guaranteed Obligations is void or unenforceable against the Supplier, the Guarantor will be liable for that purported obligation or liability as if the same were fully valid and enforceable and the Guarantor were principal debtor 
· the rights of the Buyer against the Guarantor under this Deed of Guarantee are in addition to, will not be affected by and will not prejudice, any other security, guarantee, indemnity or other rights or remedies available to the Buyer
The Buyer will be entitled to exercise its rights and to make demands on the Guarantor under this Deed of Guarantee as often as it wishes. The making of a demand (whether effective, partial or defective) relating to the breach or non-performance by the Supplier of any Guaranteed Obligation will not preclude the Buyer from making a further demand relating to the same or some other Default regarding the same Guaranteed Obligation.
The Buyer will not be obliged before taking steps to enforce this Deed of Guarantee against the Guarantor to:
· obtain judgment against the Supplier or the Guarantor or any third party in any court
· make or file any claim in a bankruptcy or liquidation of the Supplier or any third party
· take any action against the Supplier or the Guarantor or any third party
· resort to any other security or guarantee or other means of payment.
No action (or inaction) by the Buyer relating to any such security, guarantee or other means of payment will prejudice or affect the liability of the Guarantor.
The Buyer's rights under this Deed of Guarantee are cumulative and not exclusive of any rights provided by Law. The Buyer’s rights may be exercised as often as the Buyer deems expedient.
Any waiver by the Buyer of any terms of this Deed of Guarantee, or of any Guaranteed Obligations, will only be effective if given in writing and then only for the purpose and upon the terms and conditions on which it is given.
Any release, discharge or settlement between the Guarantor and the Buyer will be conditional upon no security, disposition or payment to the Buyer by the Guarantor or any other person being void, set aside or ordered to be refunded following any enactment or Law relating to liquidation, administration or insolvency or for any other reason. If such condition will not be fulfilled, the Buyer will be entitled to enforce this Deed of Guarantee subsequently as if such release, discharge or settlement had not occurred and any such payment had not been made. The Buyer will be entitled to retain this security before and after the payment, discharge or satisfaction of all monies, obligations and liabilities that are or may become due owing or incurred to the Buyer from the Guarantor for such period as the Buyer may determine.

GUARANTOR INTENT
Without prejudice to the generality of Clause 5 (The Buyer’s protections), the Guarantor expressly confirms that it intends that this Deed of Guarantee will extend from time to time to any variation, increase, extension or addition of or to the Call-Off Contract and any associated fees, costs or expenses.

RIGHTS OF SUBROGATION
The Guarantor will, at any time when there is any Default in the performance of any of the Guaranteed Obligations by the Supplier or any Default by the Guarantor in the performance of any of its obligations under this Deed of Guarantee, exercise any rights it may have: 
· of subrogation and indemnity 
· to take the benefit of, share in or enforce any security or other guarantee or indemnity for the Supplier’s obligations
· to prove in the liquidation or insolvency of the Supplier 
The Guarantor will do this in accordance with the Buyer’s written instructions and will hold any amount recovered as a result of the exercise of such rights on trust for the Buyer and pay the same to the Buyer on first demand.  
The Guarantor acknowledges that it has not taken any security from the Supplier in connection with this Deed of Guarantee and agrees not to do so until Beneficiary receives all monies payable hereunder and will hold any security taken in breach of this Clause on trust for the Buyer.

DEFERRAL OF RIGHTS
Until all amounts which may be or become payable by the Supplier under, or in connection with, the Call-Off Contract have been irrevocably paid in full, the Guarantor agrees that, without the prior written consent of the Buyer, it will not:
· exercise any rights it may have to be indemnified by the Supplier
· claim any contribution from any other guarantor of the Supplier’s obligations under the Call-Off Contract
· take the benefit (in whole or in part and whether by way of subrogation or otherwise) of any rights of the Buyer under the Call-Off Contract or of any other guarantee or security taken following, or in connection with, the Call-Off Contract
· demand or accept repayment in whole or in part of any indebtedness now or hereafter due from the Supplier
· claim any set-off or counterclaim against the Supplier
If the Guarantor receives any payment or other benefit or exercises any set-off or counterclaim or otherwise acts in breach of this Clause 8, anything so received and any benefit derived directly or indirectly by the Guarantor therefrom will be held on trust for the Buyer and applied in or towards discharge of its obligations to the Buyer under this Deed of Guarantee.
REPRESENTATIONS AND WARRANTIES
The Guarantor hereby represents and warrants to the Buyer that:
· the Guarantor is duly incorporated and is a validly existing company under the Laws of its place of incorporation
· has the capacity to sue or be sued in its own name
· the Guarantor has power to carry on its business as now being conducted and to own its Property and other assets
· the Guarantor has full power and authority to execute, deliver and perform its obligations under this Deed of Guarantee and no limitation on the powers of the Guarantor will be exceeded as a result of the Guarantor entering into this Deed of Guarantee
· the execution and delivery by the Guarantor of this Deed of Guarantee and the performance by the Guarantor of its obligations under this Deed of Guarantee including entry into and performance of a Call-Off Contract following Clause 3) have been duly authorised by all necessary corporate action and do not contravene or conflict with:
· the Guarantor's memorandum and articles of association or other equivalent constitutional documents, any existing Law, statute, rule or Regulation or any judgment, decree or permit to which the Guarantor is subject
· the terms of any agreement or other document to which the Guarantor is a party or which is binding upon it or any of its assets
· all governmental and other authorisations, approvals, licences and consents, required or desirable
This Deed of Guarantee is the legal valid and binding obligation of the Guarantor and is enforceable against the Guarantor in accordance with its terms.
PAYMENTS AND SET-OFF
All sums payable by the Guarantor under this Deed of Guarantee will be paid without any set-off, lien or counterclaim, deduction or withholding, except for those required by Law. If any deduction or withholding must be made by Law, the Guarantor will pay that additional amount to ensure that the Buyer receives a net amount equal to the full amount which it would have received if the payment had been made without the deduction or withholding.

The Guarantor will pay interest on any amount due under this Deed of Guarantee at the applicable rate under the Late Payment of Commercial Debts (Interest) Act 1998, accruing on a daily basis from the due date up to the date of actual payment, whether before or after judgment.

The Guarantor will reimburse the Buyer for all legal and other costs (including VAT) incurred by the Buyer in connection with the enforcement of this Deed of Guarantee.

GUARANTOR'S ACKNOWLEDGEMENT
The Guarantor warrants, acknowledges and confirms to the Buyer that it has not entered into this Deed of Guarantee in reliance upon the Buyer nor been induced to enter into this Deed of Guarantee by any representation, warranty or undertaking made by, or on behalf of the Buyer, (whether express or implied and whether following statute or otherwise) which is not in this Deed of Guarantee
ASSIGNMENT
The Buyer will be entitled to assign or transfer the benefit of this Deed of Guarantee at any time to any person without the consent of the Guarantor being required and any such assignment or transfer will not release the Guarantor from its liability under this Guarantee.

The Guarantor may not assign or transfer any of its rights or obligations under this Deed of Guarantee.
SEVERANCE
If any provision of this Deed of Guarantee is held invalid, illegal or unenforceable for any reason by any court of competent jurisdiction, such provision will be severed and the remainder of the provisions will continue in full force and effect as if this Deed of Guarantee had been executed with the invalid, illegal or unenforceable provision eliminated.
THIRD-PARTY RIGHTS
A person who is not a Party to this Deed of Guarantee will have no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any term of this Deed of Guarantee.  This Clause does not affect any right or remedy of any person which exists or is available otherwise than following that Act.
GOVERNING LAW
This Deed of Guarantee, and any non-Contractual obligations arising out of or in connection with it, will be governed by and construed in accordance with English Law.
The Guarantor irrevocably agrees for the benefit of the Buyer that the courts of England will have jurisdiction to hear and determine any suit, action or proceedings and to settle any dispute which may arise out of or in connection with this Deed of Guarantee and for such purposes hereby irrevocably submits to the jurisdiction of such courts.
Nothing contained in this Clause will limit the rights of the Buyer to take proceedings against the Guarantor in any other court of competent jurisdiction, nor will the taking of any such proceedings in one or more jurisdictions preclude the taking of proceedings in any other jurisdiction, whether concurrently or not (unless precluded by applicable Law).
The Guarantor irrevocably waives any objection which it may have now or in the future to the courts of England being nominated for this Clause on the ground of venue or otherwise and agrees not to claim that any such court is not a convenient or appropriate forum.
[The Guarantor hereby irrevocably designates, appoints and empowers [the Supplier] [a suitable alternative to be agreed if the Supplier's registered office is not in England or Wales] either at its registered office or on fax number [insert fax no.] from time to time to act as its authorised agent to receive notices, demands, Service of process and any other legal summons in England and Wales for the purposes of any legal action or proceeding brought or to be brought by the Buyer in respect of this Deed of Guarantee. The Guarantor hereby irrevocably consents to the Service of notices and demands, Service of process or any other legal summons served in such way.]

IN WITNESS whereof the Guarantor has caused this instrument to be executed and delivered as a Deed the day and year first before written.
EXECUTED as a DEED by	
[Insert name of the Guarantor] acting by [Insert/print names]
Director
Director/Secretary





[bookmark: h.2p2csry]
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[bookmark: h.3o7alnk]
[bookmark: h.23ckvvd]Part C – Terms and conditions
http://www.tbc.gov.uk/

[bookmark: h.ihv636]1.	Call-Off Contract start date, length and methodology

1.1 	The Supplier will start providing the Services in accordance with the dates specified in any Statement of Work (SOW). 

1.2 	Completion dates for Deliverables will be set out in any SOW. 

1.3 	The term of this Call-Off Contract will end on the Call-Off Contract period end date listed in the Order Form, or the latest completion date for a Deliverable specified in the final SOW (unless terminated earlier), whichever is the soonest.

1.4	The Supplier will plan on using an agile process, starting with user needs. The methodology will be outlined in the SOW. Waterfall methodology will only be used in exceptional circumstances, and where it can be shown to best meet user needs. Projects may need a combination of both waterfall and agile methods, playing to their respective strengths. 

[bookmark: h.32hioqz]2. 	Supplier Staff

2.1 	The Supplier Staff will:
· fulfil all reasonable requests of the Buyer
· apply all due skill, care and diligence to the provisions of the Services
· be appropriately experienced, qualified and trained to supply the Services
· respond to any enquiries about the Services as soon as reasonably possible
· complete any necessary vetting procedures specified by the Buyer

[bookmark: h.1hmsyys]2.2	The Supplier will ensure that Key Staff are assigned to provide the Services for their Working Days (agreed between Supplier and Buyer) and are not removed from the Services during the dates specified in the relevant SOW.
[bookmark: h.41mghml]
[bookmark: h.2grqrue]2.3 	The Supplier will promptly replace any Key Staff that the Buyer considers unsatisfactory at no extra charge. The Supplier will promptly replace anyone who resigns with someone who is acceptable to the Buyer. If the Supplier cannot provide an acceptable replacement, the Buyer may terminate this Call-Off Contract subject to clause 23.
[bookmark: h.vx1227]
2.4 	Supplier Staff will comply with Buyer requirements for the conduct of staff when on Buyer’s premises.

2.5 	The Supplier will comply with the Buyer’s staff vetting procedures for all or part of the Supplier Staff.

2.6 	The Supplier will, on request, provide a copy of the contract of employment or engagement (between the Supplier and the Supplier Staff) for every member of Supplier Staff made available to the Buyer.
[bookmark: h.3fwokq0]
[bookmark: h.1v1yuxt]3. 	Swap-out

3.1  	Supplier Staff providing the Services may only be swapped out with the prior approval of the Buyer (such approval process to be agreed between the Parties). 
[bookmark: h.4f1mdlm]
[bookmark: h.2u6wntf]4. 	Staff vetting procedures

4.1 	All Supplier Staff will need to be cleared to the level determined by the Buyer prior to the commencement of work.

4.2 	The Buyer may stipulate differing clearance levels for different roles during this Call-Off Contract period. 

4.3 	The Supplier will ensure that it complies with any additional staff vetting procedures as requested by the Buyer.
[bookmark: h.19c6y18]
[bookmark: h.3tbugp1]5. 	Due diligence

5.1 	Both parties acknowledge that information will be needed to provide the Services throughout the term of this Call Off Contract and not just at Further Competition. Both parties agree to share such information freely.

5.2 	Further to 5.1, both Parties agree that when entering into a Call-Off Contract, they:

5.2.1 have made their own enquiries and are satisfied by the accuracy of any information supplied by the other Party

5.2.2 are confident that they can fulfil their obligations according to the terms of the Call-Off Contract

5.2.3 have raised all due diligence questions before the Call-Off Contract

5.2.4 have entered into the Call-Off Contract relying on its own due diligence

[bookmark: h.28h4qwu]6.	Warranties, representations and acceptance criteria 
[bookmark: h.nmf14n]
6.1 	The Supplier will use the best applicable and available techniques and standards and will perform this Call-Off Contract with all reasonable care, skill and diligence, and according to Good Industry Practice.

6.2 	The Supplier warrants that all Supplier Staff assigned to the performance of the Services will have the necessary qualifications, skills and experience for the proper performance of the Services.

6.3 	The Supplier represents and undertakes to the Buyer that each Deliverable will meet the Buyer’s acceptance criteria, as defined in the Call-Off Contract Order Form.  
6.4 	The Supplier undertakes to maintain any interface and interoperability between third-party software or Services and software or Services developed by the Supplier.
6.5 	The Supplier warrants that it has full capacity and authority and all necessary authorisations, consents, licences and permissions to perform this Call-Off Contract.
[bookmark: h.37m2jsg]7. 	Business continuity and disaster recovery
7.1 	If required by the Buyer, the Supplier will ensure a disaster recovery approach is captured in a clear disaster recovery plan. All Supplier Staff must also adhere to the Buyer’s business continuity and disaster recovery procedure as required in the delivery of the Services for this project. 

[bookmark: h.1mrcu09]8. 	Payment terms and VAT

[bookmark: h.46r0co2]8.1 	The Buyer will pay the Supplier within 30 days of receipt of a valid invoice submitted in accordance with this Call-Off Contract.
[bookmark: h.2lwamvv]
[bookmark: h.111kx3o]8.2 	The Supplier will ensure that each invoice contains the information specified by the Buyer in the Order Form. 
[bookmark: h.3l18frh]
[bookmark: h.206ipza]8.3 	The Call-Off Contract Charges are deemed to include all Charges for payment processing. All Invoices submitted to the Buyer for the Services shall be exclusive of any Management Charge.
[bookmark: h.4k668n3]
[bookmark: h.2zbgiuw]8.4 	All payments under this Call-Off Contract are inclusive of VAT.

[bookmark: h.1egqt2p]9.	Recovery of sums due and right of set-off
[bookmark: h.3ygebqi] 
9.1 	If a Supplier owes money to the Buyer or any Crown body, the Buyer may deduct that sum from the total due. 

[bookmark: h.2dlolyb]10.	Insurance

The Supplier will maintain the insurances required by the Buyer including those set out in this clause. 

10.1	Subcontractors

10.1.1	The Supplier will ensure that, during this Call-Off Contract, Subcontractors hold third-party public and products liability insurance of the same amounts that the Supplier would be legally liable to pay as damages, including claimant's costs and expenses, for accidental death or bodily injury and loss of or damage to Property, to a minimum of £5,000,000.

10.2	Agents and professional consultants

10.2.1	The Supplier will also ensure that all agents and professional consultants involved in the supply of Services hold professional indemnity insurance to a minimum indemnity of £1,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the termination or expiry date to this Call-Off Contract to which the insurance relates.

10.3	Additional or extended insurance

10.3.1	If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing insurance policies procured under the Framework Agreement. 

10.3.2	The Supplier will provide CCS and the Buyer, the following evidence that they have complied with clause 10.3.1 above:
· a broker's verification of insurance; or
· receipts in respect of the insurance premium;or
· other evidence of payment of the latest premiums due. 

10.4	Supplier liabilities

10.4.1 Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this Call-Off Contract.

10.4.2 Without limiting the other provisions of the Call-Off Contract, the Supplier will:
· take all risk control measures relating to the Services as it would be reasonable to expect of a contractor acting in accordance with Good Industry Practice, including the investigation and reports of claims to insurers;
· promptly notify the insurers in writing of any relevant material fact under any insurances of which the Supplier is, or becomes, aware; and
· hold all insurance policies and require any broker arranging the insurance to hold any insurance slips and other evidence of placing cover representing any of the insurance to which it is a Party.

10.4.3 The Supplier will not do or omit to do anything, which would entitle any insurer to refuse to pay any claim under any of the insurances.

10.5 	Indemnity to principals

10.5.1 Where specifically outlined in this Call-Off Contract, the Supplier will ensure that the third-party public and products liability policy will contain an ‘indemnity to principals’ clause under which the Buyer will be compensated for both of the following claims against the Buyer:
· death or bodily injury; and
· third-party Property damage arising from connection with the Services and for which the Supplier is legally liable.

10.6 	Cancelled, suspended, terminated or unrenewed policies

10.6.1 The Supplier will notify CCS and any Buyers as soon as possible if the Supplier becomes aware that any of the insurance policies have been, or are due to be, cancelled, suspended, terminated or not renewed. 

10.7	Premium, excess and deductible payments

10.7.1 Where any insurance requires payment of a premium, the Supplier will:
· be liable for the premium; and
· pay such premium promptly.

10.7.2 Where any insurance is subject to an excess or deductible below the Supplier will be liable for it. The Supplier will not be entitled to recover any sum paid for insurance excess or any deductible from CCS or the Buyer.
[bookmark: h.sqyw64]
[bookmark: h.3cqmetx]11.	Confidentiality 

[bookmark: h.1rvwp1q]11.1 	Except where disclosure is clearly permitted by this Call-Off Contract, neither Party will disclose the other Party’s Confidential Information without the relevant Party’s prior written consent.

11.2 	Disclosure of Confidential Information is permitted where information:
· must be disclosed to comply with legal obligations placed on the Party making the disclosure
· belongs to the Party making the disclosure (who is not under any obligation of confidentiality) before its disclosure by the information owner
· was obtained from a third party who is not under any obligation of confidentiality, before receiving it from the disclosing Party
· is, or becomes, public knowledge, other than by breach of this clause or Call-Off Contract
· is independently developed without access to the other Party’s Confidential Information
· is disclosed to obtain confidential legal professional advice.
11.3 	The Buyer may disclose the Supplier’s Confidential Information:
· to any central government body on the basis that the information may only be further disclosed to central government bodies;
· to the UK Parliament, Scottish Parliament or Welsh or Northern Ireland Assemblies, including their committees;
· if the Buyer (acting reasonably) deems disclosure necessary or appropriate while carrying out its public functions;
· on a confidential basis to exercise its rights or comply with its obligations under this Call-Off Contract; or
· to a proposed transferee, assignee or novatee of, or successor in title to, the Buyer.
11.4 	References to disclosure on a confidential basis will mean disclosure subject to a confidentiality agreement or arrangement containing the same terms as those placed on the Buyer under this clause. 

11.5 	The Supplier may only disclose the Buyer’s Confidential Information to Supplier Staff who are directly involved in the provision of the Services and who need to know the information to provide the Services. The Supplier will ensure that its Supplier Staff will comply with these obligations.
[bookmark: h.4bvk7pj]
[bookmark: h.2r0uhxc]11.6 	Either Party may use techniques, ideas or knowledge gained during this Call-Off Contract unless the use of these things results in them disclosing the other Party’s Confidential Information where such disclosure is not permitted by the Framework Agreement, or is an infringement of Intellectual Property Rights.
[bookmark: h.1664s55]
[bookmark: h.3q5sasy]11.7 	Information about orders placed by a Buyer (including pricing information and the terms of any Call-Off Contract) may be published by CCS and may be shared with other Buyers. Where Confidential Information is shared with other Buyers, CCS will notify the recipient of the information that its contents are confidential.

[bookmark: h.25b2l0r]12. 	Conflict of Interest

12.1 	The Supplier will take all appropriate steps to ensure that Supplier Staff are not in a position where there is or may be an actual conflict between the financial or personal interests of the Supplier Staff and another Supplier where both are providing the Services to the Buyer under any Call-Off Contract in accordance with the Framework Agreement.

12.2 	Any breach of this clause will be deemed to be a Material Breach.

12.3 	A conflict of interest may arise in situations including where a member of the Supplier Staff:

· is related to someone in another Supplier team who both form part of the same team performing the Services under the Framework Agreement;
· has a business interest in another Supplier who is part of the same team performing the Services under the Framework Agreement;
· is providing, or has provided, Services to the Buyer for the discovery phase; or
· has been provided with, or had access to, information which would give the Supplier or an affiliated company an unfair advantage in a Further Competition procedure.

12.4 	Where the Supplier identifies a risk of a conflict or potential conflict, they will (before starting work under this Call-Off Contract, unless otherwise agreed with the Buyer ) inform the Buyer of such conflicts of interest and how they plan to mitigate the risk. Details of such mitigation arrangements are to be sent to the Buyer as soon as possible. On receiving this notification, the Buyer will, at its sole discretion, notify the Supplier if the mitigation arrangements are acceptable or whether the risk or conflict remains a Material Breach.

[bookmark: h.kgcv8k]13. 	Intellectual Property Rights 

13.1 	Unless otherwise specified in this Call-Off Contract: 
· the Buyer will not have any right to the Intellectual Property Rights (IPRs) of the Supplier or its licensors, including the Supplier Background IPRs and any IPRs in the Supplier Software.
· the Crown may publish any Deliverable that is software as open source.
· the Supplier will not, without prior written approval from the Buyer, include any Supplier Background IPR or third party IPR in any Deliverable in such a way to prevent its publication;
· and failure to seek prior approval gives the Buyer right and freedom to use all Deliverables.
· the Supplier will not have any right to the Intellectual Property Rights of the Buyer or its licensors, including:
· the Buyer Background IPRs;
· the Project-Specific IPRs;
· IPRs in the Buyer Data.

13.2 	Where either Party acquires, by operation of Law, right to IPRs that is inconsistent with the allocation of rights set out above, it will assign in writing such IPRs as it has acquired to the other Party on the request of the other Party (whenever the request is made).

13.3 	Except where necessary for the performance of this Call-Off Contract (and only where the Buyer has given its prior approval), the Supplier will not use or disclose any of the Buyer Background IPRs, Buyer Data or the Project-Specific IPRs to or for the benefit of any third party.

13.4 	The Supplier will not include any Supplier Background IPRs or third-party IPRs in any release or Deliverable that is to be assigned to the Buyer under this Call-Off Contract, without approval from the Buyer.

13.5 	The Supplier will grant the Buyer (and any replacement Supplier) a perpetual, transferable, sub-licensable, non-exclusive, royalty-free licence to copy, modify, disclose and use the Supplier Background IPRs for any purpose connected with the receipt of the Services that is additional to the rights granted to the Buyer under this Call-Off Contract and to enable the Buyer:
· to receive the Services; 
· to make use of the Services provided by the replacement Supplier; and
· to use any Deliverables.

13.6	The Buyer grants the Supplier a non-exclusive, non-assignable, royalty-free licence to use the Buyer Background IPRs, the Buyer Data and the Project-Specific IPRs during the term of this Call-Off Contract for the sole purpose of enabling the Supplier to provide the Services. 

13.7 	The Buyer gives no warranty as to the suitability of any IPRs licensed to the Supplier hereunder. Any such licence:
· may include the right to grant sub-licences to Subcontractors engaged in providing any of the Services (or part thereof) provided that any such Subcontractor has entered into a confidentiality undertaking with the Supplier on the same terms as in clause 11 (Confidentiality) and that any such subcontracts will be non-transferable and personal to the relevant Subcontractor; and
· is granted solely to the extent necessary for the provision of the Services in accordance with this Call-Off Contract. The Supplier will ensure that the Subcontractors do not use the licensed materials for any other purpose.

13.8 	At the end of the term of this Call-Off Contract, the Buyer grants to the Supplier a licence to use the Project-Specific IPRs (excluding any information which is the Buyer’s Confidential Information or which is subject to the Data Protection Act (DPA)) on the terms of the Open Government Licence v3.0.

13.9 	Subject to the above paragraph, the Supplier will ensure that no unlicensed software or open source software (other than the open source software specified by the Buyer) is interfaced with or embedded within any Buyer Software or Deliverable.

13.10 	Before using any third-party IPRs related to the supply of the Services, the Supplier will submit to the Buyer for approval, all details of any third-party IPRs the Buyer requests.

13.11 	Where the Supplier is granted permission to use third-party IPRs in a request for approval, the Supplier will ensure that the owner of such third-party IPRs grants to the Buyer a licence on the terms informed to the Buyer in the request for approval.

13.12 	If the third-party IPR is made available on terms equivalent to the Open Government Licence v3.0, the request for approval will be agreed and the Supplier will buy licences under these terms. If not, and the Buyer rejects the Request for Approval, then this Call-Off Contract will need to be varied in accordance with clause 29 ‘Changes to Services’.

13.13 	The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all losses which it may incur at any time as a result of any claim (whether actual alleged asserted and/or substantiated and including third party claims) that the rights granted to the Buyer in accordance with this Call-Off Contract or the performance by the Supplier of the provision of the Services or the possession or use by the Buyer of the Services or Deliverables delivered by the Supplier, including the publication of any Deliverable that is software as open source, infringes or allegedly infringes a third party’s Intellectual Property Rights (an ‘IPR Claim’).

13.14 	Clause 13.13 will not apply if the IPR Claim arises from:
· designs supplied by the Buyer;
· the use of data supplied by the Buyer which is not required to be verified by the Supplier under any provision of this Call-Off Contract; or
· other material provided by the Buyer necessary for the provision of the Services.

13.15	The indemnity given in Clause 13.13 will be uncapped. 

13.16 	The Buyer will notify the Supplier in writing of the IPR Claim made against the Buyer and the Buyer will not make any admissions which may be prejudicial to the defence or settlement of the IPR Claim. The Supplier will at its own expense conduct all negotiations and any litigation arising in connection with the IPR Claim provided always that the Supplier:
· consults the Buyer on all substantive issues which arise during the conduct of such litigation and negotiations;
· takes due and proper account of the interests of the Buyer;
· considers and defends the IPR Claim diligently using competent counsel and in such a way as not to bring the reputation of the Buyer into disrepute; and
· does not settle or compromise the IPR Claim without the prior approval of the Buyer (such decision not to be unreasonably withheld or delayed).

13.17    If an IPR Claim is made (or in the reasonable opinion of the Supplier is likely to be made) in connection with this Call-Off Contract, the Supplier will, at the Supplier’s own expense and subject to prompt approval of the Buyer, use its best endeavours to:
· modify the relevant part of the Services or Deliverables without reducing their functionality or performance, or substitute Services or Deliverables of equivalent functionality or performance, to avoid the infringement or the alleged infringement, provided that there is no additional cost or burden to the Buyer;
· buy a licence to use and supply the Services or Deliverables, which are the subject of the alleged infringement, on terms which are acceptable to the Buyer; and
· promptly perform any responsibilities and obligations to do with this Call-Off Contract.

13.18	If an IPR Claim is made (or in the reasonable opinion of the Supplier is likely to be made) against the Supplier, the Supplier will immediately notify the Buyer in writing.

13.19	If the Supplier does not comply with provisions of this clause within 20 Working Days of receipt of notification by the Supplier from the Buyer under clause 13.16 or receipt of the notification by the Buyer from the Supplier under clause 13.18 (as appropriate), the Buyer may terminate this Call-Off Contract for Material Breach (Call-Off Contract) and the Supplier will, on demand, refund the Buyer with all monies paid for the Service or Deliverable that is subject to the IPR Claim.

13.20 	The Supplier will have no rights to use any of the Buyer’s names, logos or trademarks without the Buyer’s prior written approval.

13.21 	The Supplier will, as an enduring obligation throughout the term of this Call-Off Contract where any software is used in the provision of the Services or information uploaded, interfaced or exchanged with the CCS or Buyer systems, use software and the most up-to-date antivirus definitions from an industry-accepted antivirus software vendor. It will use the software to check for, contain the spread of, and minimise the impact of Malicious Software (or as otherwise agreed between CCS or the Buyer, and the Supplier).

13.22 	If Malicious Software is found, the Supplier will co-operate with the Buyer to reduce the effect of the Malicious Software. If Malicious Software causes loss of operational efficiency or loss or corruption of Buyer Data, the Supplier will use all reasonable endeavours to help the Buyer to mitigate any losses and restore the provision of the Services to the desired operating efficiency as soon as possible.

13.23 	Any costs arising from the actions of the Buyer or Supplier taken in compliance with the provisions of the above clause, will be dealt with by the Buyer and the Supplier as follows:
· by the Supplier, where the Malicious Software originates from the Supplier Software or the Buyer Data while the Buyer Data was under the control of the Supplier, unless the Supplier can demonstrate that such Malicious Software was present and not quarantined or otherwise identified by the Buyer when provided to the Supplier.
· by the Buyer if the Malicious Software originates from the Buyer Software or the Buyer Data, while the Buyer Data was under the control of the Buyer.

13.24	All Deliverables that are software shall be created in a format, or able to be converted into a format, which is suitable for publication by the Buyer as open source software, unless otherwise agreed by the Buyer.

13.25	Where Deliverables that are software are written in a format that requires conversion before publication as open source software, the Supplier shall also provide the converted format to the Authority unless the Authority agrees in advance in writing that the converted format is not required.

[bookmark: h.34g0dwd]14. 	Data Protection and Disclosure
14.1	The Supplier shall comply with any notification requirements under the DPA and both Parties will duly observe all their obligations under the DPA which arise in connection with this Framework Agreement or under any Call-Off Contract. 	
14.2	Where the Supplier is processing Buyer Data or Other Contracting Bodies’ Personal Data, the Supplier shall ensure that it has in place appropriate technical and organisational measures to ensure the security of the Authority and Other Contracting Bodies’ Personal Data (and to guard against unauthorised or unlawful processing or accidental loss, destruction of or damage to the Buyer Data and the Other Contracting Bodies’ Personal Data.
14.3	The Supplier shall provide the Buyer and/or Other Contracting Body with such information as the Buyer and/or Other Contracting Body may reasonably request to satisfy itself that the Supplier is complying with its obligations under the DPA including;
· to promptly notify the Buyer and/or Other Contracting Body of any breach of the security measures to be put in place pursuant to this Clause; and
· to ensure that it does not knowingly or negligently do or omit to do anything which places the Buyer and/or Other Contracting Body in breach of its obligations under the DPA and
· not to cause or permit to be processed, stored, accessed or otherwise transferred outside the European Economic Area any Buyer Data or Other Contracting Body Personal Data supplied to it by the Buyer or Other Contracting Body without approval.
[bookmark: h.1jlao46]
[bookmark: h.43ky6rz]15.	Buyer Data 

15.1 	The Supplier will not remove any proprietary notices relating to the Buyer Data.

15.2 	The Supplier will not store or use Buyer Data except where necessary to fulfill its obligations.

15.3	If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as requested and in the format specified by the Buyer.

15.4 	The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its corruption and loss.

15.5 	The Supplier will ensure that any system which holds any Buyer Data complies with the security requirements prescribed by the Buyer.

[bookmark: h.2iq8gzs]15.6 	The Supplier will ensure that any system on which the Supplier holds any protectively marked Buyer Data will be accredited as specific to the Buyer and will comply with:
· the government security policy framework and information assurance policy;
· guidance issued by the Centre for Protection of National Infrastructure on Risk Management and Accreditation of Information Systems; and
· the relevant government information assurance standard(s).
[bookmark: h.xvir7l]
[bookmark: h.3hv69ve]15.7 	Where the duration of this Call-Off Contract exceeds one year, the Supplier will review the accreditation status at least once a year to assess whether material changes have occurred which could alter the original accreditation decision in relation to Buyer Data. If any changes have occurred then the Supplier will re-submit such system for accreditation.
[bookmark: h.1x0gk37]
15.8 	If at any time the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately and will at its own cost comply with any remedial action proposed by the Buyer.

15.9 	The Supplier will provide at the request of CCS or the Buyer, any information relating to the Supplier’s compliance with its obligations under the Data Protection Act. The Supplier will also ensure that it does not knowingly or negligently fail to do something that places CCS or any Buyer in breach of its obligations of the Data Protection Act. This is an absolute obligation and is not qualified by any other provision of this Call-Off Contract. 

15.10 	The Supplier agrees to use the appropriate organisational, operational and technological processes and procedures to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.

[bookmark: h.4h042r0]16. 	Document and source code management repository 

16.1 	The Supplier will comply with any reasonable instructions given by the Buyer as to where it will store documents and source code, both finished and in progress, during the term of this Call-Off Contract.

16.2 	The Supplier will ensure that all items that are uploaded to any repository contain sufficient detail, code annotations and instructions so that a third-party developer with the relevant technical abilities within the applicable role would be able to understand how the item was created and how it works together with the other items in the repository within a reasonable timeframe.

[bookmark: h.2w5ecyt]17.	Records and audit access 
[bookmark: h.1baon6m]
[bookmark: h.3vac5uf]17.1 	The Supplier will allow CCS (and CCS’s external auditor) to access its information and conduct audits of the Services provided under this Call-Off Contract and the provision of Management Information. 
[bookmark: h.2afmg28]
[bookmark: h.pkwqa1]18.	Freedom of Information (FOI) requests 

18.1 	The Supplier will transfer any Request for Information to the Buyer within 2 Working Days of receipt.

18.2 	The Supplier will provide all necessary help reasonably requested by the Buyer to enable the Buyer to respond to the Request for Information within the time for compliance set out in section 10 of the Freedom of Information Act or Regulation 5 of the Environmental Information Regulations.

18.3	To the extent it is permissible and reasonably practical for it to do so, CCS will make reasonable efforts to notify the Supplier when it receives a relevant FOIA or EIR request so that the Supplier may make appropriate representations.

[bookmark: h.39kk8xu]19. 	Standards and quality

19.1 	The Supplier will comply with any standards in this Call-Off Contract and Section 4 (How Services will be delivered) of the Framework Agreement, and with Good Industry Practice. 

[bookmark: h.1opuj5n]20.	Security 
[bookmark: h.48pi1tg]
[bookmark: h.2nusc19]20.1 	If requested to do so by the Buyer, the Supplier will, within 5 Working Days of the date of this Call-Off Contract, develop, obtain Buyer’s approval of, maintain and observe a Security Management Plan and an Information Security Management System (ISMS) which, after Buyer approval, will apply during the term of this Call-Off Contract. Both the ISMS and the Security Management Plan will comply with the security policy of the Buyer and protect all aspects of the Services and all processes associated with the delivery of the Services.
[bookmark: h.1302m92]
20.2 	The Supplier will use software and the most up-to-date antivirus definitions available from an industry accepted antivirus software vendor to minimise the impact of Malicious Software.

[bookmark: h.3mzq4wv]20.3 	If Malicious Software causes loss of operational efficiency or loss or corruption of Buyer Data, the Supplier will help the Buyer to mitigate any losses and will restore the Services to their desired operating efficiency as soon as possible.

20.4 	The Supplier will immediately notify CCS of any breach of security in relation to CCS’s Confidential Information (and the Buyer in relation to any breach regarding Buyer Confidential Information). The Supplier will recover such CCS and Buyer Confidential Information however it may be recorded.
[bookmark: h.2250f4o]
[bookmark: h.haapch]20.5 	Any system development by the Supplier must also comply with the government’s ‘10 Steps to Cyber Security’ guidance, available at: https://www.gov.uk/government/publications/cyber-risk-management-a-board-level-responsibility/10-steps-summaryhttps://www.gov.uk/government/publications/cyber-risk-management-a-board-level-responsibility/10-steps-summary
https://www.gov.uk/government/publications/cyber-risk-management-a-board-level-responsibility/10-steps-summary
[bookmark: h.1gf8i83]20.6 	The Buyer will specify any security requirements for this project in the Order Form.
[bookmark: h.40ew0vw]
[bookmark: h.2fk6b3p]21.	Incorporation of terms
[bookmark: h.upglbi]
21.1 	Upon the execution of a Statement of Work (SOW), the terms and conditions agreed in the SOW will be incorporated into this Call-Off Contract.

[bookmark: h.3ep43zb]22.	Managing disputes

22.1 	When either Party notifies the other of a dispute, both Parties will attempt in good faith to negotiate a settlement as soon as possible.

22.2 	Nothing in this procedure will prevents a Party from seeking any interim order restraining the other Party from doing any act or compelling the other Party to do any act.

22.3 	If the dispute cannot be resolved, either Party will be entitled to refer it to mediation in accordance with the procedures below, unless:
· the Buyer considers that the dispute is not suitable for resolution by mediation;
· the Supplier does not agree to mediation.

22.4 	The procedure for mediation is as follows:
· A neutral adviser or mediator will be chosen by agreement between the Parties. If the Parties cannot  agree on a mediator within 10 Working Days after a request by one Party to the other, either Party will as soon as possible, apply to the mediation provider or to the Centre for Effective Dispute Resolution (CEDR) to appoint a mediator. This application to CEDR must take place within 12 Working Days from the date of the proposal to appoint a mediator, or within 3 Working Days of notice from the mediator to either Party that they are unable or unwilling to act.
· The Parties will meet with the mediator within 10 Working Days of the mediator’s appointment to agree a programme for the exchange of all relevant information and the structure for negotiations to be held. The Parties may at any stage seek help from the mediation provider specified in this clause to provide guidance on a suitable procedure.
· Unless otherwise agreed, all negotiations connected with the dispute and any settlement agreement relating to it will be conducted in confidence and without prejudice to the rights of the Parties in any future proceedings.
· If the Parties reach agreement on the resolution of the dispute, the agreement will be reduced to writing and will be binding on the Parties once it is signed by their duly authorised representatives.
· Failing agreement, either Party may invite the mediator to provide a non-binding but informative opinion in writing. Such an opinion will be provided without prejudice and will not be used in evidence in any proceedings relating to this Call-Off Contract without the prior written consent of both Parties.
· If the Parties fail to reach agreement in the structured negotiations within 60 Working Days of the mediator being appointed, or such longer period as may be agreed by the Parties, then any dispute or difference between them may be referred to the courts.

22.5 	Either Party may request by written notice that the dispute is referred to expert determination if the dispute relates to:
· any technical aspect of the delivery of the digital services;
· the underlying technology; or
· otherwise is of a financial or technical nature.

22.6	An expert will be appointed by written agreement between the Parties, but if there’s a failure to agree within 10 Working Days, or if the person appointed is unable or unwilling to act, the expert will be appointed on the instructions of the President of the British Computer Society (or any other association that has replaced the British Computer Society).

22.7 	The expert will act on the following basis:
· they will act as an expert and not as an arbitrator and will act fairly and impartially;
· the expert's determination will (in the absence of a material failure to follow the agreed procedures) be final and binding on the Parties;
· the expert will decide the procedure to be followed in the determination and will be requested to make their determination within 30 Working Days of their appointment or as soon as reasonably practicable and the Parties will help and provide the documentation that the expert needs for the determination;
· any amount payable by one Party to another as a result of the expert's determination will be due and payable within 20 Working Days of the expert's determination being notified to the Parties
· the process will be conducted in private and will be confidential;
· the expert will determine how and by whom the costs of the determination, including their fees and expenses, are to be paid.

22.8 	Without prejudice to any other rights of the Buyer under this Call-Off Contract, the obligations of the Parties under this Call-Off Contract will not be suspended, ceased or delayed by the reference of a dispute submitted to mediation or expert determination and the Supplier and the Supplier Staff will comply fully with the Requirements of this Call-Off Contract at all times.

[bookmark: h.1tuee74]23.	Termination

[bookmark: h.4du1wux]23.1 	The Buyer will have the right to terminate this Call-Off Contract at any time by giving the notice to the Supplier specified in Part A, the Order Form. The Supplier’s obligation to provide the Services will end on the date set out in the Buyer’s notice.

23.2 	The minimum notice period (expressed in Working Days) to be given by the Buyer to terminate under this clause will be the number of whole days that represent 20% of the total duration of the current SOW to be performed under this Call-Off Contract, up to a maximum of 30 Working Days. 

23.3 	Partial days will be discounted in the calculation and the duration of the SOW will be calculated in full Working Days. 

23.4 	The Parties acknowledge and agree that:
· the Buyer’s right to terminate under this clause is reasonable in view of the subject matter of this Call-Off Contract and the nature of the Service being provided.
· the Call-Off Contract Charges paid during the notice period given by the Buyer in accordance with this clause are a reasonable form of compensation and are deemed to fully cover any avoidable costs or losses incurred by the Supplier which may arise either directly or indirectly as a result of the Buyer exercising the right to terminate under this clause without cause.
· 	Subject to clause 33 (Liability), if the Buyer terminates this Call-Off Contract without cause, they will indemnify the Supplier against any commitments, liabilities or expenditure which result in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate such Loss. If the Supplier holds insurance, the Supplier will reduce its unavoidable costs by any insurance sums available. The Supplier will submit a fully itemised and costed list of such Loss, with supporting evidence of unavoidable Losses incurred by the Supplier as a result of termination.

23.5 	The Buyer will have the right to terminate this Call-Off Contract at any time with immediate effect by written notice to the Supplier if:
· the Supplier commits a Supplier Default and if the Supplier Default cannot, in the opinion of the Buyer, be remedied; or
· the Supplier commits any fraud.

23.6 	Either Party may terminate this Call-Off Contract at any time with immediate effect by written notice to the other if:
· the other Party commits a Material Breach of any term of this Call-Off Contract (other than failure to pay any amounts due under this Call-Off Contract) and, if such breach is remediable, fails to remedy that breach within a period of 15 Working Days of being notified in writing to do so;
· an Insolvency Event of the other Party occurs, or the other Party ceases or threatens to cease to carry on the whole or any material part of its business
· a Force Majeure Event occurs for a period of more than 15 consecutive calendar days.
[bookmark: h.2szc72q]
23.7 	If a Supplier Insolvency Event occurs, CCS is entitled to terminate this Call-Off Contract. 
[bookmark: h.184mhaj]
[bookmark: h.3s49zyc]24. 	Consequences of termination
[bookmark: h.279ka65]
[bookmark: h.meukdy]24.1 	If the Buyer contracts with another Supplier, the Supplier will comply with clause 28.
[bookmark: h.36ei31r]
[bookmark: h.1ljsd9k]24.2   	The rights and obligations of the Parties in respect of this Call-Off Contract (including any executed SOWs) will automatically terminate upon the expiry or termination of this Call-Off Contract, except those rights and obligations set out in clause 24.6.
[bookmark: h.45jfvxd]
[bookmark: h.2koq656]24.3   	At the end of the Call-Off Contract period (howsoever arising), the Supplier must:
· immediately return to the Buyer:
· all Buyer Data including all copies of Buyer Software and any other software licensed by the Buyer to the Supplier under this Call-Off Contract;
· any materials created by the Supplier under this Call-Off Contract where the IPRs are owned by the Buyer;
· any items that have been on-charged to the Buyer, such as consumables; and
· all Equipment provided to the Supplier pursuant to clause 41.  This Equipment must be handed back to the Buyer in good working order (allowance will be made for reasonable wear and tear).
· immediately upload any items that are or were due to be uploaded to the repository when this Call-Off Contract was terminated (as specified in clause 27);
· cease to use the Buyer Data and, at the direction of the Buyer, provide the Buyer and the replacement Supplier with a complete and uncorrupted version of the Buyer Data in electronic form in the formats and on media agreed with the Buyer and the replacement Supplier;
· 	destroy all copies of the Buyer Data when they receive the Buyer’s written instructions to do so or 12 months after the date of expiry or termination, and provide written confirmation to the Buyer that the data has been destroyed, except where the retention of Buyer Data is required by Law;
· vacate the Buyer premises;
· work with the Buyer on any work in progress and ensure an orderly transition of the Services to the replacement supplier;
· return any sums prepaid for Services which have not been delivered to the Buyer by the date of expiry or termination;
· provide all information requested by the Buyer on the provision of the Services so that:
· the Buyer is able to understand how the Services have been provided; and
· the Buyer and the replacement supplier can conduct due diligence.
[bookmark: h.zu0gcz]
[bookmark: h.3jtnz0s]24.4	Each Party will return all of the other Party’s Confidential Information. Each Party will confirm that it does not retain the other Party’s Confidential Information except where the information must be retained by the Party as a legal requirement or where this Call-Off Contract states otherwise.
[bookmark: h.1yyy98l]
[bookmark: h.4iylrwe]24.5	All licences, leases and authorisations granted by the Buyer to the Supplier in relation to the Services will be terminated at the end of the Call-Off Contract period (howsoever arising) without the need for the Buyer to serve notice except where this Call-Off Contract states otherwise.
[bookmark: h.2y3w247]
[bookmark: h.1d96cc0]24.6	Termination or expiry of this Call-Off Contract will not affect:
· any rights, remedies or obligations accrued under this Call-Off Contract prior to termination or expiration;
· the right of either Party to recover any amount outstanding at the time of such termination or expiry;
· the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses:
· 8 - Payment Terms and VAT
· 9 - Recovery of Sums Due and Right of Set-Off
· 11 - Confidentiality
· 12 - Conflict of Interest
· 13 - Intellectual Property Rights
· 24 - Consequences of Expiry or Termination
· 33 - Liability
· 34 - Waiver and cumulative remedies
· any other provision of the Framework Agreement or this Call-Off Contract which expressly or by implication is to be performed or observed notwithstanding termination or expiry will survive the termination or expiry of this Call-Off Contract.
[bookmark: h.3x8tuzt]
[bookmark: h.2ce457m]25.	Supplier’s status

[bookmark: h.rjefff]25.1 	The Supplier is an independent Contractor and no contract of employment or partnership is created between the Supplier and the Buyer. Neither Party is authorised to act in the name of, or on behalf of, the other Party.

[bookmark: h.3bj1y38]26.	Notices

26.1 	Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being in writing.
  
[bookmark: h.1qoc8b1]26.2 	The following table sets out the method by which notices may be served under this Call-Off Contract and the respective deemed time and proof of Service:
[bookmark: h.4anzqyu]
	Delivery type
	Deemed delivery time
	Proof of Service

	Email
	9am on the first Working Day after sending
	Dispatched in a pdf form to the correct email address without any error message


[bookmark: h.2pta16n]
[bookmark: h.14ykbeg]26.3 	The address and email address of each Party will be the address and email address in the Order Form.

[bookmark: h.3oy7u29]27.	Exit plan

27.1 	The Buyer and the Supplier will agree an exit plan during this Call-Off Contract period to enable the Supplier Deliverables to be transferred to the Buyer ensuring that the Buyer has all the code and documentation required to support and continuously develop the Service with Buyer resource or any third party as the Buyer requires. The Supplier will update this plan whenever there are material changes to the Services. A Statement of Work may be agreed between the Buyer and the Supplier to specifically cover the exit plan.

[bookmark: h.243i4a2]28.	Help at retendering and handover to replacement supplier

28.1 	When requested, the Supplier will (at its own expense where the Call-Off Contract has been terminated before end of term due to Supplier cause) help the Buyer to migrate  the Services to a replacement Supplier in line with the exit plan (clause 27) to ensure continuity of the Services. Such help may include Supplier demonstrations of the existing code and development documents, software licences used and Buyer approval documents. The Supplier will also answer Service and development-related clarification questions.

[bookmark: h.j8sehv]28.2	Within 10 Working Days of a request by the Buyer, the Supplier will provide any information needed by the Buyer to prepare for any procurement exercise or to facilitate any potential replacement Supplier undertaking due diligence. The exception to this is where such information is deemed to be Commercially Sensitive Information, in which case the Supplier will provide the information in a redacted form.

[bookmark: h.338fx5o]29.	Changes to services

29.1 	It is likely that there will be changes to the scope of the Services during the Call Off Contract period. Agile projects have a scope that will change over time. The detailed scope (eg as defined in user stories) can evolve and change during the Call Off Contract Period. These changes do not require formal contract changes but do require the Buyer and Supplier to to agree these changes. 
 
29.2 	Any changes to the high-level scope of the Services must be agreed between the Buyer and Supplier. The Supplier will consider any request by the Buyer to change the scope of the Services, and may agree to such request. 

[bookmark: h.1idq7dh]30.	Contract changes  

[bookmark: h.42ddq1a]30.1 	All changes to this Call-Off Contract which cannot be accommodated informally as described in clause 29 will require a Contract Change Note. 
[bookmark: h.2hio093]
[bookmark: h.wnyagw]30.2 	Either Party may request a contract change by completing and sending a draft Contract Change Note in the form in Schedule 4 of Part B - The Schedules ('the Contract Change Note') to the other Party giving sufficient information to enable the other Party to assess the extent of the change and any additional cost that may be incurred. The Party requesting the contract change will bear the costs of preparation of the Contract Change Note. Neither Party will unreasonably withhold or delay consent to the other Party’s proposed changes to this Call-Off Contract. 

30.3 	Due to the agile-based delivery methodology recommended by the Framework Agreement, it may not be possible to exactly define the consumption of Services over the duration of the Call-Off Contract in a static Order Form. The Supplier should state the initial value of all Services that are likely to be consumed under the Call-Off Contract. 
	
[bookmark: h.3gnlt4p]31.	Force Majeure
[bookmark: h.1vsw3ci] 
[bookmark: h.4fsjm0b]31.1 	Neither Party will be liable to the other Party for any delay in performing, or failure to perform, its obligations under this Call-Off Contract (other than a payment of money) to the extent that such delay or failure is a result of a Force Majeure event. Each Party will use all reasonable endeavours to continue to perform its obligations under this Call-Off Contract for the length of a Force Majeure event. If a Force Majeure event prevents a Party from performing its obligations under this Call-Off Contract for more than 15 consecutive calendar days, the other Party may terminate this Call-Off Contract with immediate effect by notice in writing.
[bookmark: h.2uxtw84]
[bookmark: h.1a346fx]32.	Entire agreement 
[bookmark: h.3u2rp3q]
[bookmark: h.2981zbj]32.1 	This Call-Off Contract constitutes the entire agreement between the Parties relating to the matters dealt within it. It supersedes any previous agreement between the Parties relating to such matters.
[bookmark: h.odc9jc]
[bookmark: h.38czs75]32.2 	Each Party agrees that in entering into this Call-Off Contract it does not rely on, and will have no remedy relating to, any agreement or representation (whether negligently or innocently made) other than as expressly described in this Call-Off Contract.
 
[bookmark: h.1nia2ey]32.3 	Nothing in this clause will exclude any liability for (or remedy relating to) fraudulent misrepresentation or fraud.
[bookmark: h.47hxl2r]
[bookmark: h.2mn7vak]32.4 	Each of the Parties agrees that in entering into this Call-Off Contract it does not rely on, and will have no remedy relating to, any agreement, statement, representation, warranty, understanding or undertaking (whether negligently or innocently made) other than as described in this Call-Off Contract.
[bookmark: h.11si5id]
[bookmark: h.3ls5o66]33.	Liability 

33.1 	Neither Party excludes or limits its liability for:
· death or personal injury;
· bribery or fraud by it or its employees;
· breach of any obligation as to title implied by section 12 of the Sale of Goods Act 1979 or section 2 of the Supply of Goods and Services Act 1982; or
· any liability to the extent it cannot be excluded or limited by Law.

33.2 	In respect of the indemnities in Clause 13 (Intellectual Property Rights) the Supplier’s total liability will be unlimited. Buyers are not limited in the number of times they can call on this indemnity.

33.3 	Subject to the above, each Party's total aggregate liability relating to all Losses due to a Default in connection with this agreement:
· resulting in direct loss or damage to physical Property (including any technical infrastructure, assets or Equipment) of the other Party, will be limited to the sum of £1,000,000 in each Call-Off Contract year in which the Default occurs, unless otherwise stipulated by the Buyer in a Further Competition procedure
· subject to the first bullet point in this clause 33.3 which occur in the first 6 months, will be limited to the greater of the sum of £500,000 or a sum equal to 200% of the estimated Call-Off Contract Charges for the first six months 
· subject to the first bullet point in this clause 33.3 which occur during the remainder of the Call-Off Contract period, will be limited to the greater of the sum of £500,000 or an amount equal to 200% of the Call-Off Contract Charges paid, due or which would have been payable under this Call-Off Contract in the 6 months immediately preceding the event giving rise to the liability
· subject to the first bullet point in this clause 33.3 which occur after the end of the Call-Off Contract period, will be limited to the greater of the sum of £500,000 or an amount equal to 200% of the Call-Off Contract Charges paid, due or which would have been payable under this Call-Off Contract in the 6 months immediately before the end of the Call-Off Contract period.
[bookmark: h.20xfydz]
[bookmark: h.4kx3h1s]33.4 	Subject to clause 33.1, in no event will either Party be liable to the other for any:
· loss of profits;
· loss of business; 
· loss of revenue; 
· loss of or damage to goodwill;
· loss of savings (whether anticipated or otherwise); or
· any indirect, special or consequential loss or damage.
[bookmark: h.302dr9l]
[bookmark: h.1f7o1he]33.5 	The Supplier will be liable for the following types of loss which will be regarded as direct and will be recoverable by the Buyer:
· the additional operational or administrative costs and expenses arising from any Material Breach; and/or
· any regulatory losses, fines, expenses or other losses arising from a breach by the Supplier of any Law.

[bookmark: h.3z7bk57]33.6 	No enquiry, inspection, approval, sanction, comment, consent, or decision at any time made or given by, or on behalf of, the Buyer to any document or information provided by the Supplier in its provision of the Services, and no failure of the Buyer to discern any defect in, or omission from, any such document or information will exclude or limit the obligation of the Supplier to carry out all the obligations of a professional Supplier employed in a client and Buyer relationship.
[bookmark: h.2eclud0]
33.7 	Unless otherwise expressly provided, the obligations of the Buyer under this Call-Off Contract are obligations of the Buyer in its capacity as a Contracting counterparty and nothing in this Call-Off Contract will be an obligation on, or in any other way constrain the Buyer in any other capacity, nor will the exercise by the Buyer of its duties and powers in any other capacity lead to any liability under this Call-Off Contract on the part of the Buyer to the Supplier. 

[bookmark: h.thw4kt]33.8 	Any liabilities which are unlimited will not be taken into account for the purposes of establishing whether any limits relating to direct loss or damage to physical Property within this clause have been reached. 
[bookmark: h.4cmhg48] 
33.9 	Nothing in this clause will exclude any liability for (or remedy relating to) fraud.
[bookmark: h.2rrrqc1]
[bookmark: h.16x20ju]34.	Waiver and cumulative remedies 

34.1	The rights and remedies provided by this agreement may be waived only in writing by the Buyer or the Supplier representatives in a way that expressly states that a waiver is intended, and such waiver will only be operative regarding the specific circumstances referred to.

34.2 	Unless a right or remedy of the Buyer is expressed to be exclusive, the exercise of it by the Buyer is without prejudice to the Buyer’s other rights and remedies. Any failure to exercise, or any delay in exercising, a right or remedy by either Party will not constitute a waiver of that right or remedy, or of any other rights or remedies.

[bookmark: h.3qwpj7n]35.	Fraud 

35.1 	The Supplier will notify the Buyer if it suspects that any fraud has occurred, or is likely to occur. The exception to this is if while complying with this, it would cause the Supplier or its employees to commit an offence.

35.2 	If the Supplier commits any fraud relating to a Framework Agreement, this Call-Off Contract or any other Contract with the government:
· the Buyer may terminate the Call-Off Contract
· CCS may terminate the Framework Agreement
· CCS and/or the Buyer may recover in full from the Supplier whether under Clause 35.3 below or by any other remedy available in law.

35.3 	The Supplier will, on demand, compensate CCS and/or the Buyer, in full, for any loss sustained by CCS and/or the Buyer at any time (whether such loss is incurred before or after the making of a demand following the indemnity hereunder) in consequence of any breach of this clause. 

[bookmark: h.261ztfg]36.	Prevention of bribery and corruption
[bookmark: h.l7a3n9] 
36.1 	The Supplier will not commit any Prohibited Act.

36.2 	The Buyer and CCS will be entitled to recover in full from the Supplier and the Supplier will, on demand, compensate CCS and/or the Buyer in full from and against:
· the amount of value of any such gift, consideration or commission; and
· any other loss sustained by CCS and/or the Buyer in consequence of any breach of this clause.

[bookmark: h.356xmb2]37.	Legislative change 

37.1	The Supplier will neither be relieved of its obligations under this Call-Off Contract nor be entitled to increase the Call-Off Contract prices as the result of a general change in Law or a Specific Change in Law without prior written approval from the Buyer.
[bookmark: h.1kc7wiv]
38.	Publicity, branding, media and official enquiries 

38.1	The Supplier will take all reasonable steps to not do anything which may damage the public reputation of the Buyer. The Buyer may terminate this Call-Off Contract for Material Breach where the Supplier, by any act or omission, causes material adverse publicity relating to or affecting the Buyer or the Call-Off Contract. This is true whether or not the act or omission in question was done in connection with the performance by the Supplier of its obligations hereunder.
[bookmark: h.44bvf6o]
[bookmark: h.2jh5peh]39.	Non Discrimination

39.1	The Supplier will notify CCS and relevant Buyers immediately of any legal proceedings issued against it by any Supplier Staff on the grounds of discrimination.
[bookmark: h.ymfzma]
[bookmark: h.3im3ia3]40.	Premises 

40.1	Where either Party uses the other Party’s premises, such Party is liable for all Loss or damage it causes to the premises. Such Party is responsible for repairing any damage to the premises or any objects on the premises, other than fair wear and tear.

40.2 	The Supplier will use the Buyer’s premises solely for the Call-Off Contract. 

40.3	The Supplier will vacate the Buyer’s premises upon termination or expiry of the Call-Off Contract.

40.4	This clause does not create an tenancy or exclusive right of occupation.

40.5	While on the Buyer’s premises, the Supplier will:
· ensure the security of the premises; 
· comply with Buyer requirements for the conduct of personnel;
· comply with any health and safety measures implemented by the Buyer;
· comply with any instructions from the Buyer on any necessary associated safety measures ; and
· notify the Buyer immediately in the event of any incident occurring on the premises where that incident causes any personal injury or damage to Property which could give rise to personal injury.

40.6 	The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety at Work etc Act 1974) is made available to the Buyer on request. 

40.7 	All Equipment brought onto the Buyer’s premises will be at the Supplier's risk. Upon termination or expiry of the Call-Off Contract, the Supplier will remove such Equipment. 

[bookmark: h.1xrdshw]41.	Equipment           
  
41.1	Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer will have no liability for any Loss of, or damage to, any Equipment.

41.2	Upon termination or expiry of the Call-Off Contract, the Supplier will remove the Equipment, and any other materials, leaving the premises in a safe and clean condition. 
[bookmark: h.4hr1b5p]
[bookmark: h.2wwbldi]42.	Law and jurisdiction 

42.1	This Call-Off Contract will be governed by the Laws of England and Wales. Each Party agrees to submit to the exclusive jurisdiction of the courts of England and Wales and for all disputes to be conducted within England and Wales.
[bookmark: h.1c1lvlb]
[bookmark: h.3w19e94]43.	Defined Terms


	'Application'
	The response submitted by the Supplier to the Invitation to Tender 

	‘Assurance’
	The verification process undertaken by CCS as described in section 5 of the Framework Agreement

	‘Background IPRs’
	For each Party:
·  IPRs owned by that Party before the date of this Call-Out Contract, including IPRs contained in any of the Party's know-how, documentation, processes and procedures;
·  IPRs created by the Party independently of this Call-Out Contract; and/or
· For the Buyer, Crown Copyright which is not available to the Supplier otherwise than under this Call-Out Contract;
but excluding IPRs owned by that Party subsisting in Buyer Software or Supplier Software

	‘Buyer’
	A UK public sector body, or Contracting Body, as described in the OJEU Contract Notice, that can execute a competition and a Call-Off Contract within the Framework Agreement

	‘Buyer Background IPRs’
	Background IPRs of the Buyer

	'Buyer’s Confidential Information'
	All Buyer Data and any information that relates to the business, affairs, developments, trade secrets, know-how, personnel, and Suppliers of the Buyer, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above

Any other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential')

	'Buyer Data'
	Data that is owned or managed by the Buyer, including Personal Data gathered for user research, eg recordings of user research sessions and lists of user research participants

	'Buyer Software'
	Software owned by or licensed to the Buyer (other than under or pursuant to this Agreement), which is or will be used by the Supplier for the purposes of providing the Services

	'Call-Off Contract'
	This legally binding agreement (entered into following the provisions of the Framework Agreement) for the provision of Services made between a Buyer and the Supplier

This may include the key information summary, Order Form, requirements, Supplier’s response, Statement of Work (SOW), Contract Change Notice (CNN) and terms and conditions as set out in the Call-Off Contract Order Form

	'Charges'
	The prices (excluding any applicable VAT), payable to the Supplier by the Buyer under the Call-Off Contract, as set out in the applicable SOW(s), in consideration of the full and proper performance by the Supplier of the Supplier’s obligations under the Call-Off Contract and the specific obligations in the applicable SOW

	'Commercially Sensitive Information'
	Information, which CCS has been notified about, (before the start date of the Framework Agreement) or the Buyer (before the Call-Off Contract start date) with full details of why the Information is deemed to be commercially sensitive

	‘Comparable Supply’
	The supply of services to another customer of the Supplier that are the same or similar to any of the Services

	‘Confidential Information’ 
	CCS's Confidential Information or the Supplier's Confidential Information, which may include (but is not limited to):
· any information that relates to the business, affairs, developments, trade secrets, know-how, personnel, and third parties, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above
· any other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential'

	'Contracting Bodies'
	The Buyer and any other person as listed in the OJEU Contract  Notice or Regulation 2 of the Public Contracts Regulations 2015, as amended from time to time, including CCS

	'Control'
	Control as defined in section 1124 and 450 of the Corporation Tax Act 2010. 'Controls' and 'Controlled' will be interpreted accordingly

	'Crown'

	The government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Executive and the National Assembly for Wales), including government ministers and government departments and particular bodies, persons, commissions or agencies from time to time carrying out functions on its behalf

	'Default'
	· any breach of the obligations of the Supplier (including any fundamental breach or breach of a fundamental term) 
· any other default, act, omission, negligence or negligent statement of the Supplier, of its Subcontractors or any Supplier Staff in connection with or in relation to this Framework Agreement or this Call-Off Contract 
Unless otherwise specified in this Call-Off Contract the Supplier is liable to CCS for a Default of the Framework Agreement and in relation to a Default of the Call-Off Contract, the Supplier is liable to the Buyer

	'Deliverable'
	A tangible work product, professional service, outcome or related material or item that is to be achieved or delivered to the Buyer by the Supplier as part of the Services as defined in the Order Form and all subsequent Statement of Work

	'Digital Marketplace'
	The government marketplace where Services will be be bought (https://www.digitalmarketplace.service.gov.uk/)

	'Equipment'
	The Supplier’s hardware, computer and telecoms devices, plant, materials and such other items supplied and used by the Supplier (but not hired, leased or loaned from CCS or the Buyer) in the performance of its obligations under this Call-Off Contract

	'FoIA'
	The Freedom of Information Act 2000 and any subordinate legislation made under the Act occasionally together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department in relation to such legislation

	'Framework Agreement'
	The Framework Agreement between CCS and the Supplier for the provision of the Services dated [x]

	'Further Competition'
	The Further Competition procedure as described in Section 3 - how Services will be bought.

	'Good Industry Practice'
	Standards and procedures conforming to the Law and the application of skill, care and foresight which would be expected from a person or body who has previously been engaged in a similar type of undertaking under similar circumstances. The person or body must adhere to the technology code of practice (https://www.gov.uk/service-manual/technology/code-of-practice.html) and the government service design manual (https://www.gov.uk/service-manual)

	'Group'
	A company plus any subsidiary or holding company.
'Holding company' and 'Subsidiary' are defined in section 1159 of the Companies Act 2006

	‘Group of Economic Operators’
	A partnership or consortium not (yet) operating through a separate legal entity.  

	'Holding Company'
	As described in section 1159 and Schedule 6 of the Companies Act 2006

	'Information'
	As described under section 84 of the Freedom of Information Act 2000, as amended from time to time

	'Insolvency Event'
	may be:
· a voluntary arrangement
· a winding-up petition
· the appointment of a receiver or administrator
· an unresolved statutory demand
· a Schedule A1 moratorium

	'Intellectual Property Rights' or 'IPR'
	means:
a) copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, service marks, logos, database rights, trade marks, rights in internet domain names and website addresses and other rights in trade or business  names, design rights (whether registerable or otherwise), Know-How, trade secrets and moral rights and other similar rights or obligations whether registerable or not;
b) applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction; and
c) all other rights whether registerable or not having equivalent or similar effect in any country or jurisdiction (including but not limited to the United Kingdom) and the right to sue for passing off.

	‘Key Staff’
	Means the Supplier Staff named in the SOW as such

	'KPI Target'
	The acceptable performance level for a key performance indicator (KPI) 

	'Law'
	Any applicable Act of Parliament, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, exercise of the royal prerogative, enforceable community right within the meaning of Section 2 of the European Communities Act 1972, judgment of a relevant court of law, or directives or requirements of any Regulatory Body

	'Loss'
	All losses, liabilities, damages, costs, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgment, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise and 'Losses' will be interpreted accordingly

	‘Lot’
	A subdivision of the Services which are the subject of this procurement as described in the OJEU Contract Notice

	'Malicious Software'
	Any software program or code intended to destroy, or cause any undesired effects. It could be introduced wilfully, negligently or without the Supplier having knowledge of its existence.

	'Management Charge'
	The sum paid by the Supplier to CCS being an amount of 1.0% of all Charges for the Services invoiced to Buyers (net of VAT) in each month throughout the duration of the Framework Agreement and thereafter, until the expiry or termination of any Call-Off Contract

	'Management Information'
	The Management Information (MI) specified in section 6 of the Framework Agreement

	‘Management Information (MI) Failure’
	If any of the below instances occur, CCS may treat this as an 'MI Failure':
· there are omissions or errors in the Supplier’s submission
· the Supplier uses the wrong template
· the Supplier’s report is late
· the Supplier fails to submit a report

	'Material Breach (Framework Agreement)' 
	A breach by the Supplier of the following Clauses in the Framework Agreement: 
· Subcontracting 
· Non-Discrimination
· Conflicts of Interest and Ethical Walls
· Warranties and Representations 
· Provision of Management Information
· Management Charge 
· Prevention of Bribery and Corruption
· Safeguarding against Fraud
· Data Protection and Disclosure and Indemnity
· Intellectual Property Rights and Indemnity 
· Confidentiality
· Official Secrets Act 
· Audit 

	'Material Breach (Call-Off Contract)' 
	A single serious breach of or persistent failure to perform as required in the Call-Off Contract   

	'OJEU Contract Notice'
	The advertisement for this procurement issued in the Official Journal of the European Union

	'Order Form'
	An order set out in the Call-Off Contract for Digital Outcome and Specialist Services placed by a Buyer with the Supplier

	'Other Contracting Bodies'
	All Contracting Bodies, or Buyers, except CCS

	'Party'
	· for the purposes of the Framework Agreement; CCS or the Supplier
· for the purposes of the Call-Off Contract; the Supplier or the Buyer,
 and 'Parties'  will be interpreted accordingly

	'Personal Data'
	As described in the Data Protection Act 1998 (http://www.legislation.gov.uk/ukpga/1998/29/contents)

	'Prohibited Act'
	To directly or indirectly offer, promise or give any person working for or engaged by a buyer or CCS a financial or other advantage to:
· induce that person to perform improperly a relevant function or activity
· reward that person for improper performance of a relevant function or activity
· commit any offence:
· under the Bribery Act 2010
· under legislation creating offences concerning Fraud
· at common Law concerning Fraud
· committing or attempting or conspiring to commit Fraud

	‘Project-Specific IPRs’
	· Intellectual Property Rights in items, including Deliverables, created by the Supplier (or by a third party on behalf of the Supplier) specifically for the purposes of this Call-Off Contract and updates and amendments of these items including (but not limited to) database schema; and/or
· Intellectual Property Rights arising as a result of the performance of the Supplier's obligations under this Call-Off Contract;
but not including the Supplier Background IPRs

	'Property'
	The property, other than real property and IPR, issued or made available to the Supplier by the Buyer in connection with a Call-Off Contract

	'Regulations'
	The Public Contracts Regulations 2015 (at http://www.legislation.gov.uk/uksi/2015/102/contents/made) and the Public Contracts (Scotland) Regulations 2012 (at http://www.legislation.gov.uk/ssi/2012/88/made)

	'Regulatory Bodies'
	Government departments and other bodies which, whether under statute, codes of practice or otherwise, are entitled to investigate or influence the matters dealt with in the Framework Agreement or this Call Off Contract

	'Reporting Date'
	The seventh day of each month following the month to which the relevant MI relates. A different date may be chosen if agreed between the Parties

	'Request for Information'
	A request for information or an apparent request under the Code of Practice on Access to Government Information, FOIA or the Environmental Information Regulations

	'Self Audit Certificate'
	The certificate in the form as set out in Framework Agreement Schedule 1 - Self Audit Certificate, to be provided to CCS by the Supplier in accordance with Framework Agreement Clause 7.6.

	'Services'
	Digital outcomes, digital specialists, user research studios or user research participants to be provided by the Supplier under a Call-Off Contract

	'Specific Change in Law'
	A change in the Law that relates specifically to the business of CCS and which would not affect a Comparable Supply

	'Statement of Requirements'
	A statement issued by CCS or any Buyer detailing its Services requirements issued in the Call-Off Contract

	'Statement of Work' (SOW)
	The document outlining the agreed body of works to be undertaken as part of the Call-Off Contract between the Buyer and the Supplier. This may include (but is not limited to) the Statement of Requirements, the Deliverable(s), the completion dates, the charging method. Multiple SOWs can apply to a Call-Off Contract

	'Subcontractor'
	Each of the Supplier’s Subcontractors or any person engaged by the Supplier in connection with the provision of the digital services as may be permitted by clause 9.18 of the Framework Agreement or this Call-Off Contract 

	‘Supplier’
	A Supplier of Digital Outcomes and Specialists services who can bid for Call-Off Contracts as outlined in the Contract Notice within the Official Journal of the European Union (OJEU Notice) 

	‘Supplier Background IPRs’
	Background IPRs of the Supplier

	‘Supplier Software’
	Software which is proprietary to the Supplier and which is or will be used by the Supplier for the purposes of providing the Services

	'Supplier Staff'
	All persons employed by the Supplier including the Supplier's agents and consultants used in the performance of its obligations under this Framework Agreement or any Call-Off Contracts

	'Working Day'
	Any day other than a Saturday, Sunday or public holiday in England and Wales , from 9am to 5pm unless otherwise agreed with the Buyer and the Supplier in the Call-Off Contract
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We welcome the opportunity to supply Production Service Delivery teams to the MoJ Common Platform (CP).  Triad was a founding member of the CP supplier base and has had a significant operational services presence since 2014. We played a pivotal role in establishing the PSD and SMS teams and have a significant presence in both teams.  Feedback tells us that our teams are extremely highly regarded. 



The key tenets of our proposal are i) continuity of the existing team, ii) continuous improvement of the service and iii) genuine accountability.  We are proposing to provide a fully resourced, experienced, security-cleared team, which will hit the ground.





[bookmark: _Toc494462850][bookmark: _Toc494462960][bookmark: _Toc490471764]Achievements to Date

Triad’s team were part of these overall PSD achievements:

· Pilot support for ATCM and C2I

· IdAM v2 deployed and being supported in the Azure environment

· High availability/stable environment for IdAM v1 and Rota v1

· More detailed and structured management reporting with greater transparency on Operational Service activities

· Increased engagement between Operational and delivery teams  





[bookmark: _Toc494462851][bookmark: _Toc494462961]Leadership 

Our proposed PSD team will continue to be led by Mufassir Mohammed - an integral member of the team since 2015.  Our team will continuously seek to improve the service by collaborating with Stakeholders and Governance groups.  Other senior members include Hywel Davies (Senior AMS engineer) and Andy Sheppard (Operational Security Manager).



Tim Eckes will continue in his role as overall engagement lead, supported by Triad Board member Adrian Leer. 





1.1 Improving the Service

Whilst we believe that the current service being provided by the existing Triad team is exemplary we are determined not to rest on our laurels. We will embed a rolling programme of retrospectives into our service supporting an ethos of continuous improvement. 





1.2 Accountability

Our proposal offers the programme the promise of a truly accountable partner who will do what it takes to deliver.  Not only will our team on the ground be accountable, you will also have the direct support of Triad Group board members.  Together, we will work with others to foster a climate of accountability across vendors, practice areas, teams and individuals.


[bookmark: _Toc494462852][bookmark: _Toc494462962]Proposal Criteria

[bookmark: _Toc494462853][bookmark: _Toc494462963]R1) Production Service Delivery

Q. Detail your proposal for Application & Environment management service including product support & incident response (service sized to support 100k p/a min transaction digital production services). (6%)

Service Goals and Principles

Our proposed service will follow industry best practice (ITIL v3.0 framework) and targeting to support a minimum of 100K transactions p/a – existing Environment Management Service (EMS) and Application Management Service (AMS) teams are meeting this threshold, as well as the following:  
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Figure 1 – Service goals and principles





























Service Enablers

These are people, processes, products and partners: 
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Figure 2 – Service enablers
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Figure 3 – Proposed team structure

	

Service Response to Incidents

ITIL functions will be pragmatically integrated with the Agile process, below provides a service overview and how functions will collaborate to manage incidents, problems, events, requests and access for production:

· Triad’s ServiceDesk team will be the single point-of-contact, logging incidents from end-users using ServiceNow but retaining overall ownership and resolution according to service targets; 

· AMS will work closely with Triad’s ServiceDesk team, collaborating with EMS DevOps, Product Enhancement Team (PET) and Delivery teams to be an effective resolver group for Pre-Production/Production incidents in UKCloud and Azure.  Resolver groups will investigate and resolve issues before returning ticket ownership to the ServiceDesk team.
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Figure 4 – High level service overview





Application Management Service

AMS will continue its high-quality service by being the custodian of technical knowledge and supporting the service management lifecycle, ensuring applications are operational at agreed target levels ensuring CP benefits are realised.   

Early Life Support and AMS Criteria

Triad’s AMS will work to the service design of each product, using an Early Life Support period model if appropriate before Service/Operational Level Agreements are enforced and the service becomes fully operational.  

We will work with delivery teams to ensure the appropriate artefacts are in place prior to go-live. 

Availability and Operability

AMS have established processes and procedures on CP that will continue using and improving over time, including: 

· AMS Daily System Checks Guide – guidelines for daily routine maintenance checks on service health;

· Live monitoring of performance metrics via Zabbix - responding to performance-monitoring and reporting-alerts; 

· Out-of-hours rota – contact/hours of coverage;

· AMS BAU tasks - implementing documented/tested procedures for supported applications;

· Patch Management Strategy – patching Operating Systems applications, Delivery applications, COTS products.



Custodian of Knowledge

Information is effectively shared and communicated to other members of AMS using collaboration tools such as Confluence:

· ‘AMS Daily Checks Status’ is logged on Confluence and available to the AMS team/wider CP;

· Incidents and resolutions are logged in the ‘AMS Application Knowledge Base’ in Confluence for the team’s future reference;

· Information and collateral e.g. Knowledge Transfer documents from Delivery teams are shared on Confluence;



Environment Management Service

Similar to AMS, EMS will be a resolver group for PreProd/Production incidents in Azure/UKCloud and will collaborate closely with ServiceDesk, AMS, EA DevOps and Security Operations.  EMS is also responsible for maintenance, management, continuous improvement and support of the virtual infrastructure ensuring availability of a stable environment to support production operations at agreed service levels.

Provisioning and Management

EMS will support Delivery teams according to their release roadmap simultaneously managing/maintaining the infrastructure through prioritisation of the EMS Backlog. 

Automation is heavily used in our environment ensuring consistent, repeatable processes increasing availability/reducing risk. Secure, hardened and fully tested ‘golden’ images for relevant operating systems are provisioned by EMS forming the ‘standard’ foundation above which we apply automation tools including Jenkins, Ansible and Puppet enabling one-click deploy of infrastructure and software, greatly reducing manual intervention/key person dependency

Logging and Monitoring

EMS will continue to proactively monitor applications, virtual machines and network (including routers, firewalls, proxy) so that alerts/notifications are sent for notable events allowing EMS to put controls in place before vulnerabilities manifest into major incidents.  Tools such as Zabbix will continue to provide enterprise-monitoring for the virtual estate while the ELK stack provides the ability to collect data via aggregated logs, search, analytics for visualisation.  

 Availability and Operability

EMS will ensure service availability and operability through:

· Product/application releases are rolled out to meet Business needs;

· Security vulnerabilities and regular 3rd party software updates are scheduled/patched;

· Feedback through monitoring delivery pipeline/live operations;

· Daily Jenkins health-checks on applications such as Zabbix, Kibana, Deepshipper, Clamav and Artifactory;

· Sharing up-to-date service health-status information using e.g. Confluence;



Improving the Production Service Delivery

Triad’s EMS team will collaborate closely with the EA team ensuring products flow seamlessly across the pipeline and eliminating discontinuity between live/non-live environments.  Members will be seconded and rotated from both teams to ensure knowledge is shared, no bottlenecks exist and greater collaboration.  DevOps lead from the EMS and EA team will collaborate to work as a single team and achieve greater transparency.

The CI/CD pipeline will require continuous improvement to truly achieve immutable/repeatable outputs by building-in automation and scripting infrastructure from the start.  When provisioning we will aim to tear down/rebuild rather than manual patching, tweaks/workarounds reducing configuration drift.

The ultimate goal is building out the strategic Azure platform, decommissioning legacy HaSS pipeline while working on the tactical HaSS pipeline to support products going-live.  Lessons learnt from legacy/tactical HaSS will avoid repeating mistakes, enabling a better platform to be built in Azure.  This needs a strong overarching design agreed by Operational Security, fully supported by management and software design needs to be engineered to take advantage of cloud-hosting.



[bookmark: _Toc494462854][bookmark: _Toc494462964][bookmark: OLE_LINK1]R2) Production Service Delivery

Q. Detail your proposal for application roll-out and management from an Agile production pipeline. (2%)

Agile Delivery

Delivery teams work to timeboxed sprint-cycles and to ensure production quality code is pushed into the master repository and deployed to the different environments, our team will put the following measures in place:
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Repeatable and Immutable

To support tight delivery cycles, EMS will provide stable infrastructure-as-code ensuring environment provisioning (e.g. Terraform, Ansible Tower, SaltStack, Vagrant) is consistent, repeatable and automated.

Delivery teams require a continuous build (e.g. Maven, Gulp), test (e.g. Selenium, Cucumber, JUnit), integration (e.g. Jenkins), deployment (e.g. Jenkins, Rundeck) and delivery pipeline governed to provide assurance that repeatable, immutable, production quality code is deployed continuously across different environments enabling fast (i.e. Agile) turnaround.

EMS will use a combination of Kanban and Scrum to manage varying workloads and priorities.

Kanban techniques will manage the pipeline of on-demand work associated with operations, monitoring and managing the amount of real-time work in progress: 

· Resolve security-incidents, problems, fixes;

· Patching, logging and monitoring;



Scrum will be used where a longer-term view can be taken on feature-prioritisation and benefit e.g. new cloud platform build-out or continuous improvement streams of work, contrasting with the way day-to-day support tickets need to be managed:

· Provisioning needs of Delivery teams;

· Managing source code repository, artefact repository, network, infrastructure, 

· Continuously improving automation, monitoring, service performance;



Application Rollout

Service Transition/Release teams already work closely with Delivery teams and to their sprint cycles, assisting with release/transition of projects through various environments into ‘live-use’ ensuring compliance with Service Design.  Service Transition and acceptance processes employed by our team ensure the new service is ‘Acceptable’ to the service organisation and that they are ‘Ready’ to run new services.

This ensures that all services are smoothly introduced into live-use, designed and built with ongoing service provision in mind. Our Service Transition and Release team will ensure service requirements are included in the solution and delivered before being authorised for release into production. 

Where product development has completed/delivered to follow BAU processes, PET will be responsible for application’s continuous improvement and will be a resolver group for fixing issues/rolling-out further product releases under their responsibility.



Application Management

Once a candidate production release has been identified, the Service Transition team will include early involvement of AMS and through collaboration with the Delivery team, ensure service operation criteria has been met and evidence such as incident frequency level during Pilot/ELS, test summary, and collaterals including Service Improvement Plan, ServiceDesk Flowchart, User Manual/Documentation etc. are in place.  

AMS input will include:
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Improvements to Rollout and Management

The CI/CD pipeline will require continuous improvement to ensure automation is ‘baked-in’ to the build, deploy, test and release processes for each environment by having infrastructure-as-code, dynamic configuration, versioning (not only application, build and deployments but also configuration, infrastructure, data), test-driven infrastructure and constantly monitoring, testing infrastructure-resilience and working with agreed patterns/removing anti-patterns.  When provisioning, we will tear-down/rebuild not manual workarounds, avoiding configuration drift.  

[bookmark: _Toc494462855][bookmark: _Toc494462965]R3) Production Service Delivery

Q. Detail your proposal for end to end Issue ownership & management including Root Cause Analysis on issues arising. (2%)

Ownership and Management

Production service design will follow the ITIL v3.0 framework aiming to meet service-target levels.  Service designs will show clear aims, boundaries and activities for Incident, Problem and Change Managers plus resolver teams.

The ServiceDesk will be the first point of contact for users and will have end-to-end issue ownership of issues.

AMS will investigate issues evaluating problems with the application, EMS triaging and fixing environmental issues.  A temporary fix will be implemented or the issue is escalated.  AMS and EMS will investigate issues based on their priority, assigning through ServiceNow. For Major Incidents, a Technical Bridge (include EA DevOps and Delivery teams as required) may be formed to expedite technical analysis.  Temporary fixes will go through change management becoming a permanent fix or if deemed unsuitable, a permanent resolution is implemented.

Where fixes require development work from the Delivery team or PET, a JIRA ticket will be raised and assigned to the relevant Product Backlog for prioritisation and planned into sprint-cycles.
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Figure 5 – Issue owner and Resolver teams



Root Cause Analysis (RCA)

RCA will use Problem Management processes in ITIL v3.0 preventing recurrence and minimising impact.  High-level process stages involve:
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Figure 6 – Problem Management developed by Triad Service Design Lead




For Major Incidents, priority is restoring the service swiftly using workarounds if necessary.  Efforts will focus on moving towards Major Incident closure and keeping all teams, Senior Management and Stakeholders appraised of Major Incident status and estimated time of resolution.

Improvements on Ownership and Management

Effectiveness and efficiency of the process/operation will be analysed through metrics/insights leading to continuous improvements. We will hold regular retrospectives and work closely with other teams and stakeholders to optimise process-flows and outcomes. 



[bookmark: _Toc494462856][bookmark: _Toc494462966]R4) Production Service Delivery

Q. Detail your proposal for Automation of production platform products. (2%)

Automation Goals and Principles

Repetitive manual tasks and processes will be automated whenever possible to achieve:
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Figure 7 – Automation goals and principles





Automated Tasks

[bookmark: _Hlk494387763]Below are some tasks which will be automated or provide automation:

· Configuration Management of the estate using tools such as Chef, Puppet, Ansible and Salt ensuring all hosts have the same consistent versions, patches and configuration;

· Weekly/monthly creation of labelled golden image with the latest versions of packages.

· ServiceNow will be integrated with Zabbix so that tickets are created automatically in ServiceNow if Zabbix detects a notable event;

· ServiceNow will be integrated with JIRA to provide continuous issue tracking and workflow until all resolver groups have access to ServiceNow;

· Make use of container and micro services to cluster services providing high availability with tools such as Kubernetes and Docker;

· Providing clustered services to ensure zero downtime when cluster members are updated.





Automated Processes

Below are some of the processes which will be automated:

· Automation especially around CI/CD will be ‘baked in’ from the beginning at the very point when development begins;

· True continuous software delivery by improving the automation and adhering to principles for each of the sub-processes, build, integrate, test, deploy and release;

· Automated upload and deployment of artefacts to target hosts using Ansible;

· Nightly automated patching of management services to ensure the most recent bug fixes and security updates are applied;

· Timely updating of virus and audit definitions via nightly Jenkins jobs;

· Running the configuration management scripts nightly against production to ensure manual changes to the environment are kept to a minimum.



Automation Improvements 

The production service will have areas for automation and improvements which can be uncovered through some of the following activities:

· Constant review of the production service processes and technologies for improvements by function leads and special purpose groups such as the SDLC Governance.  As an example, Phil Taphouse, our service tooling lead is initiating the ServiceNow and Zabbix integration for automatic ticket creation;

· Using the team retrospectives as a means to examine how to improve and seek ways of automating;

· Collaborate with the Product Enhancement Team and product evaluation lead;

· CP patch management will be improved by ensuring golden images for all software installations are up to date with the latest patches.





[bookmark: _Toc494462857][bookmark: _Toc494462967]R5) Production Service Delivery

Q. Detail your proposal to ensure platform stability including using enterprise class monitoring tools. (2%)

Achieving a Stable Platform

EMS will ensure platform stability:
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Proactive Monitoring

EMS will continue providing proactive monitoring, focusing on the behaviour and metrics which deviate from normal health, allowing potential problems to be managed before users are impacted.  Continuation of Proactive monitoring tools use e.g. Zabbix will achieve distributed monitoring of the platform including the following areas:
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Additionally, the Operational Security team will continue to use e.g. EdgeScan, Tenable Nessus, ClamAV for monitoring the production service and advising PSD teams on vulnerabilities/mitigation.

Phil Taphouse, our service tooling lead is initiating the ServiceNow and Zabbix integration for automatic ticket-creation for any alerts that come through. 

The ELK stack will continue to be used to provide real-time search, centralised data processing, analytics and visualisation required for aggregated log monitoring.

EMS will evaluate enterprise monitoring tools e.g. AppDynamics targeting provision of more advanced proactive monitoring.  

[bookmark: _Toc494462858][bookmark: _Toc494462968]R6) Production Service Delivery

Q. Detail your proposal for using acquired organisational knowledge to make change recommendations for improving business processes. (1.5%)

Knowledge through Implementation

AMS and EMS have acquired knowledge-through-implementation:

· Transition-into-live often reveals areas of improvement which AMS could feed-back to the Delivery team;

· Request and maintenance of VMs have become a CP cost and DevOps capacity issue;

· The use of ACloud (Agnostic Cloud which takes configuration XML created using Visio network, VM designs and provisioned as working infrastructure) acquired through collaboration with the Home Office.    



Other means of acquiring organisation knowledge include SMT meetings, Gate reviews, Design authority, Scrum-of-Scrums, all-team meetings, end-user and Stakeholder feedback.

Improving Business Processes

·  Having acquired business knowledge through implementation, AMS and EMS will carry out ‘Retrospectives’ to examine and inspect people, relationships, processes, and tools for improvements.  Teams will hold brown bag technical sessions, Sprint Reviews and participate in Ward Rounds to socialise knowledge to other Delivery teams.  Some of the knowledge acquired and improvements taken: Where Delivery teams do not have sufficient DevOps skills, EMS DevOps have the flexibility to be embedded to help/transfer skills and knowledge to developers;

· During transition-to-live, AMS attends Knowledge Transfer sessions and provides feedback for future sessions and reduces knowledge gaps;

· VM usage is being reviewed with Delivery teams to reduce cost and maintenance; 

· AMS creates SonarQube reports for every Delivery team release, helping projects make improvements;

· AMS and embedded EMS DevOps attend Delivery Team Retrospectives/Daily Stand-ups;

· Demonstrating advanced technology to senior management and all DevOps e.g. ACloud;

· Delivery teams should take cost accountability for VMs they have requested;

· A plan created for tearing down/powering-off VMs and environments to reduce cost and maintenance e.g. NFT, PreProd;

· Automate bringing up/taking down of environments including within the test-driven infrastructure.



[bookmark: _Toc494462859][bookmark: _Toc494462969]R7) Production Service Delivery

Q. Detail your proposal for service enhancement inc. transferring 3rd party product / product roadmap knowledge, making recommendations/planning & executing approved changes. (1.5%)

Service Enhancements

PET will continue to be responsible for delivered products e.g. Rota and IdAM.  Service Owners will prioritise the Product Backlog based on business value, user feedback and performance metrics plus aligning with needs of program-release features.  This includes application tuning and 3rd party feature/product evaluation/adoption.  Potential new products will go through evaluation and governance, requiring Design Board approval before prioritisation in the delivery Product Backlog.

Open-sourced and licenced products are continuously releasing new features and upgrades to tooling will be managed through the Programme Product Selection process.

The UKCloud/Azure platform-services release and roadmap-knowledge can be obtained through hosting supplier-feeds and subscriptions.  Notification will be sent to a distribution group where a dedicated Operations person will monitor, assess and collaborate with the Operations Manager to prioritise/schedule patches based on type and urgency.

Executing Approved Changes

AMS and EMS will work closely with Operational Security making recommendations based on their ITHC of the production service.

Change management will follow the ‘Change Management Process’ designed by Jeremy Ferne, (Triad’s CP service design lead).  Requests for change will be logged/reviewed by the Change Manager, followed by a technical assessment and approval.  The Change Manager will review feedback before changes are implemented/rolled-out.

Standard changes (documented in the Standard Change Catalogue) are pre-approved, frequently performed and go straight to implementation. 

Standard changes of normal change urgency will be managed via product backlogs.



[bookmark: _Toc494462860][bookmark: _Toc494462970]R8) Production Service Delivery

Q. Detail your proposal for performing pre-prod/prod maintenance to a set schedule. (1.5%)

Maintenance Approach

The traditional approach to maintenance will be allocating weekly maintenance windows with a schedule-of-items requiring rollout:

· Software updates e.g. 3rd party software, host and supplier updates;

· Product releases e.g. Delivery team applications;

· Patches e.g. security, application;

· Clear-down e.g. logs;



The aim of EMS is effectively carrying out maintenance while limiting downtime and avoiding service outage by rolling out to pre-prod first as the environment if not ‘live’, rollouts are tested before applying to production ensuring first time success and minimising service outage.

EMS will continue to use Agile timeboxed sprint delivery ‘rolling-up’ routine maintenance work by prioritising them in Product Backlogs and assigning them to relevant sprints.  We will make use of immutable infrastructure and the ability to tear-down/replace servers using golden images with updated configuration and patches ‘baked-in’. Software and releases required to build golden images will be retrieved automatically from the cloud/CP artefact repository.

Delivery teams and PET will work closely with Service Transition and AMS to release new versions or patches of products through sprint-cycles, identifying and tracking in JIRA any dependencies present on the production-service and aligning releases as required.  AMS will continue to keep a calendar of Delivery team release information specifically for this purpose.

EMS will work closely with Operational Security to identify/prioritise ad-hoc maintenance work requiring immediate attention e.g. security threat/vulnerability patches.

Reports and metrics will continue to be provided for daily/weekly views of the production service in terms of e.g. application incidents, rollout of new products, service status ensuring holistic views of areas of weakness/improvement.



[bookmark: _Toc494462861][bookmark: _Toc494462971]R9) Production Service Delivery

Q. Detail your proposal for conducting & recording routine maintenance checks of all environments before 09:00hrs each working day. Include issue rectification/escalation protocols. (1.5%)

Daily Maintenance Checks

We will implement working patterns ensuring that AMS continue to carry out daily routine maintenance checks on UKCloud and Azure PreProd/Production applications before 9am daily.  The ‘AMS Daily System Checks Guide’ is a checklist and instruction guide which will continue to be updated by Triad AMS engineers.  The types of checks carried out include:

· Basic sanity check by logging into applications e.g. Rota, IdAM, Office 365;

· Monitoring tools for alerts e.g. Zabbix;

· Reports for errors from aggregated logs e.g. Kibana;

· ServiceNow (ServiceNow) for open tickets especially after ServiceNow integration with Zabbix; 

· BAU processes e.g. check FTP server for TfL files;

· Connectivity checks e.g. OpenIDM.



EMS will also continue to carry out daily checks via Jenkins on applications including Zabbix, Kibana, Deepshipper, Clamav and Artifactory.  

We will adopt an “automate-whenever-possible” approach to ensure repeatability/reliability of checks.

Recording

Daily check Results will continue to be recorded on Confluence accessible by all Delivery teams.  Where checks have failed, AMS and EMS will follow the service design architected by Jeremy Ferne to raise issues, bring under control/introduce permanent fixes for delivery. 

Escalation

Where daily checks fail, the production service manager is alerted via email distribution groups plus other members of AMS/EMS.  Further escalation to Operational Security or Delivery teams will depend on the incident type/severity, following procedures set-out in the service design



[bookmark: _Toc494462862][bookmark: _Toc494462972]R10) Production Service Delivery

Q. Detail your proposal for routine patching, emergency patching and general system security. (2%)

Routine Patching

Routine patching of the application and infrastructure will continue to follow a more conventional strategy, but the service will work towards achieving a more automated and integrated patch-management solution for production, achievable only by having standardised configuration and processes e.g. golden image builds, continuous integration and seamless delivery through the SDLC pipeline, collaborating between change management/patch advisory tools.

Routine patching will occur during scheduled patch-cycles e.g. monthly or quarterly for less critical remediation depending on the severity/type of patch.  

At a high-level, the conventional routine patching strategy will entail:

· Notification of patches from vendor through subscriptions, bulletins and feeds to a distribution group email-address where a dedicated Operations person will monitor, assess and collaborate with the Operations Manager to prioritise/schedule patches based on type;

· A plan for implementation and rollout of the schedule will be devised;

· The schedule of patches will be tested possibly impacting implementation or rollout and requiring agreement from the Change Authority Board before rolling-out to production;

· Approval is obtained to implement and rollout patches at an agreed window;

· The installation and rollout is verified before it is reviewed and closed.



Emergency Patching

Vulnerabilities (within the CP or an external threat) need to be assessed and categorised using the Common Vulnerability Scoring System (CVSS v3.0), a free and open industry-standard for benchmarking.  The Patch Vulnerability Board will continue to assess, prioritise and schedule vulnerabilities in collaboration with Operational Security, Change Management, Production Service Operations and the SMT.

Patch release-cycles will be based on CVSS categorisation which has five ratings mapped to the CVSS score:



[image: ]

Table 1 – Common Vulnerability Scoring System



The ratings give an indication of the vulnerability severity and can be mapped to patch release-cycles including emergency, weekly/fortnightly, monthly, quarterly/semi-annual.

Vulnerabilities with ‘Critical’ rating would require emergency patching where vulnerabilities need to be remediated within days, not weeks and treated like a P1 Major Incident.

Patch releases will be tested before rollout with post implementation reviews.  Following the change management process will ensure patches become a permanent fix e.g. rolling into the next golden image build. 

General System Security

Production will collaborate closely with Operational Security to ensure processes/procedures are constantly reviewed for improvement and proactively ensuring system security rather than reacting to external threats, e.g.:

· Internal/external vulnerabilities are assessed, prioritised and scheduled in a timely manner;

· Remediation is carried out according to existing service design/patch release management processes;

· Adopt more advanced technology and move towards more automated patch/vulnerability management strategy;

· Proactive monitoring of applications, network and infrastructure using e.g. Zabbix, AppDynamics;

· Vulnerability scanning using e.g. Tenable Nessus, EdgeScan;

· Aggregated log-monitoring to identify abnormal events e.g. ELK stack

· Insights and management information to highlight potential issues at-a-glance;

· Integrated notification and alerting of security incidents;

· Infrastructure ITHC;



[bookmark: _Toc494462863][bookmark: _Toc494462973]R11) Production Service Delivery

Q. Confirm that you work to the service level targets (see draft SoW [to be provided if shortlisted]). Detail the manner in which you will do so. (1.5%)

We can confirm that our team can meet service targets set out in the SoW provided. During normal working hours we will ensure that at least one DevOps engineer and one AMS engineer are always available to respond to all priority incidents. We will implement a staff rota ensuring we have full coverage at the start of the day, over the lunch period and the end of the day. We will build-in resilience ensuring our service is not adversely impacted by unplanned staff absence.

Out-of-Hours Support

An out-of-hours support capability will be provided for priority 1 incidents. We will implement a staff rota ensuring at least one DevOps engineer and one AMS engineer are available to respond to priority 1 defects within 15 minutes outside of normal working hours. Each nominated member of staff will have access to the necessarily device(s) and connectivity ensuring they are able to perform any diagnostics required. 

Working Outside Normal Hours

Any work performed out-of-hours will be charged at the normal daily rate for individual(s) involved on a pro-rata basis.

[bookmark: _Toc494462864][bookmark: _Toc494462974]R12) Service Sustainability

Q. Detail, your recruitment/screening processes for sourcing suitably skilled Service Agents including commitment to provide high calibre substitutes/replacements within 2 weeks. (1.5%)

Triad’s approach will avoid staffing “emergencies”, even if members of staff are unexpectedly rendered unavailable. We will ensure an environment where common techniques/approaches are employed and where there are no single points-of-failure. We will seek to utilise permanent members of staff to provide cover for periods of absence and that our system is geared up to provide high calibre replacements within 2 weeks.  We will ensure that key individuals have nominated back-ups available at short notice, prepared for an unexpected absence.  This approach will shield the team from sharp shocks.

Talent Pools

To resource our teams with high calibre individuals at short notice we have established a series of talent pools comprising both permanent and associate staff. We can scale-up at short notice meeting increases in demand (temporary or permanent) and flexibly tune the mix/skills of our teams.



[bookmark: _Toc494462865][bookmark: _Toc494462975]R13) Service Sustainability

Q. Detail the manner in which you will manage the addition, rotation & replacement/substitution of Service Agents without reducing team velocity and whilst minimising knowledge loss. (2%)

We recognise that maintaining velocity is critical for the programme’s success and the risks associated with replacing staff.  The infusion of new blood and employment of dynamic practices such as rotation have a significant effect on teams, preventing silos from building-up, maintaining energy levels, increasing skill-sets, knowledge/understanding, increasing retention rates and enabling substitution of team members.  

We have several options to pro-actively/collaboratively replace staff while minimising risk to velocity, including:

· Shadowing existing team members.

· Ensure an appropriately cross-over period with ramp-down and ramp-up included.

· Ensure transitions are planned for and relevant hand-over material is in place before processes start.

· Pre-handover training/emersion for incoming staff before handovers start



Our hands-on CPP knowledge, tells us how much you can rotate team members without compromising the ecosystem. We believe we have demonstrated to HMCTS our understanding of the programme’s velocity focus and our commitment to maintaining it. Continuity of existing staff at start of contract will ensure minimal impact of velocity.

[bookmark: _Toc494462866][bookmark: _Toc494462976]R14) Service Sustainability

Q. Detail the manner in which you will ensure Service Agent retention, and minimise Agent churn. (2%)

For permanent staff, we hold regular staff performance reviews ensuring they remain motivated/feel recognised for their contributions.  Development reviews establish what training and development might benefit staff on assignments.  We sponsor numerous courses for Triad’s CP staff ensuring their careers benefit from off-the-job/on-the-job experiences.  We provide other long-term incentives to support staff retention, including share options.  Consequently, Triad enjoys very strong average-lengths of service.

Triad’s direct control of associates also safeguards good contractor retention levels.  Our model includes an Engagement Lead, Tim Eckes, who takes personal responsibility for contractors and a dedicated resourcing consultant from our in-house recruitment operation.  High levels of care and attention towards contractors generates exemplary retention rates, notably retaining a very high percentage of CP staff during the recent IR35 situation.

All members of Triad’s existing PSD team working at the MoJ have committed to contract extensions with us to the end of the current calendar year.

[bookmark: _Toc494462867][bookmark: _Toc494462977]R15) Commercial

Q. Detail any value-add that you propose to deliver in terms of general benefit and also of cash value equivalent to HMCTS. (2%)

A key element of our proposal is continuity of Triad’s existing PSD team.  We believe this offers significant benefits from continuity-of-service, known quality and minimal handover cost. We estimate that the cost of an effective knowledge transfer exercise for our team members over a 3-month period would exceed £300,000. Avoiding the need for knowledge transfer represents a direct saving to HMCTS.

Where associates form part of Triad’s team, we can engage with these individuals directly through our internal resourcing capability. This eliminates additional costs and inefficiencies associated with an extended supply change involving sourcing agencies.

Triad has office space to accommodate teams releasing budget for the project which would have otherwise be used for operational overhead.

Out-of-Hours Support

The “on-call” element of out-of-hours support for priority 1 incidents is included in our day rates. We believe this represents excellent value-for-money to HMCTS.

[bookmark: _Toc494462868][bookmark: _Toc494462978]R16) Production Service Delivery

Q. We require your commitment to/affirmation that you will give due consideration to the incorporation of existing key team members into your service where reasonable and practicable. (1%)

We will give this due consideration.



[bookmark: _Toc494462869][bookmark: _Toc494462979]R17) Pricing Submission

Q. Complete the provided sheet (to be provided on shortlisting). Assessment will be evaluated as per evaluation criteria %. (Lowest Price/Supplier Price) * 100 and published weighting applied.

Our pricing sheet is included with the submission. The “on-call” element of out-of-hours support for priority 1 incidents is included in our day rates. We believe our rates are reflective of a service that both meets HMCTS need and is deliverable.

It should be noted that while our proposed average rate is higher than the target rate stated in the original DOS opportunity, additional high end roles have been brought into scope of the tender at the second stage. These include Production Managed Services Lead, Security Lead, Threat and Vulnerability SME, Cyber Security Administrator and Compliance and Assurance PM. The effect of this has been to increase the average rate across the team.

[bookmark: _Toc494462870][bookmark: _Toc494462980]R18) Case Study 

Q. Provide 3 referenceable client-focussed case-studies for equivalent services. Present key elements of the delivered services in so far as they support your proposed delivery methodology (including any common Agents). (3%)

MoJ  – Production Management Services Team 2014 to date

At the MoJ, Triad’s team worked in a multi-supplier ecosystem to jointly design and establish an in-house production service support model for the CPP. Our teams help to introduce the following capabilities: 

· Product support leadership;

· Application management and support responsible for transition and support of live products;

· Environment management support responsible for support the product infrastructure;

· Operational security.

Our team worked in a multi supplier environment to design and build a greenfield hosting platform initially using UKCloud capability and subsequently MicrosoftAzure. This work included building out the continuous delivery environment with a view to enabling products to be deployed in a repeatable and predictable manner. 

The service currently supports a Magistrates Rota system, IdAM solution and pilot service (C2I) for the Crown Court.

Santander

Triad has been a Tier 1 provider to Produban, the renowned Production Services arm of Santander Bank, for over 10 years.  Supplying over 150 staff at peak, Triad has covered the entire spectrum of production disciplines including management roles.

The demands of a regulated banking environment have required our staff to work in very high volume transaction processing environments where security and availability are of paramount importance.

This includes providing senior Application Support Management for internal environments such as Santander’s Global Banking and Markets Trade Floor.  We have also provided expertise for managing application support of Production systems for Computer Centre who provide the outsourced service to Santander for application management of individual branches.

In support of improving Santander’s digital capability, Triad has recruited permanent staff for Santander as well as transferring temporary staff to permanent positions.

A high number of staff have been on-site for several years, indicating our ability to retain people on our client’s behalf.

The Home Office

Triad supported the development of digital services and their Application Container Platform (ACP) for project teams who use the platform for development (pre-prod) and production.  Highlights include

· Developed pipelines for internal ACP services to deliver updates

· Developed best practices for CI pipelines shared with projects hosting on ACP

· Built/configured monitoring dashboards for internal ACP services

· Developed the Platform Hub as a central portal for ACP users/admin

· Built admin tools for managing content/docs for end users, defining support request templates, making announcements, managing tokens for cluster, etc.

· Built user tools for on-boarding to GitHub, submitting support requests, self-serving tokens for clusters, etc.

· Developing the token and role-based access schemes for ACP users

[bookmark: _Toc494462871][bookmark: _Toc494462981]R19) Evidence

Q. Evidence your ability to stand up your proposed team by a) Providing CV’s for your team and b) Confirming their availability for the contract start date. (1%)

Included with submission.

Triad’s proposed team will be drawn from the following individuals, many of whom are able to fulfil a variety of roles:

[image: ]



[bookmark: _Toc494462872][bookmark: _Toc494462982]C1) Service Culture

Q. Detail your approach to interfaces & problem solving in terms your interaction with multi-vendor teams across multiple projects at different locations. (5%)

Location

Triad contractors will be available on-site enabling close team collaboration and communication.  This expedites speedy problem solving, walk-throughs of complex issues enabling teams to share information/communicate effectively.  If necessary, travelling to the satellite office (Southern House) and vice-versa for meetings. Knowledge Transfer exercises will be made easier by being available at the expected location.

Communication Mechanisms

Our staff will collaborate with project team members, whether members of their own team or other teams, using a variety of tools/mechanisms. These include Jira, Confluence, Skype, Slack, blogs, Office365, face-to-face, show-and-tells/market stalls, meetings/workshops, newsletters and agile ceremonies such as stand-ups, sprint reviews and retrospectives. 

Specific collaboration examples include:

· PSD teams interacting with Delivery teams using collaboration tools e.g. Confluence, attendance at Agile ceremonies - stand-ups, Office365 and co-location.

· AMS co-locating with a Delivery team member to carry out Knowledge Transfer



Technology Partner Forum

Triad is one of several specialist MoJ technical partners in a multi-vendor environment. Triad were architects of the CP technology partner forum in 2013, promoted as a mechanism to discuss/solve significant challenges facing the programme. We propose to reinvigorate this forum as part of this engagement. Triad was also first to enter into a tri-party agreement on methods of working with another supplier and the MoJ to deliver the Digital Markup service. We envisage similar agreements playing a part in the delivery of this service.

Communication with Management

Senior staff such as the Service Management Lead will communication with programme management through regular calls, face-to-face meetings and highlight reporting. Tim Eckes, our engagement lead, and Adrian Leer, our Commercial Director will continue to meet regularly with senior management (Programme Directors, Commercial representatives) and we will produce a regular commercial report detailing achievements, highlighting risks/issues and providing a summary of resource inputs.	
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Supplier evidence

		MoJ CPP - Production Service Delivery Function ('PSD')2

		Supplier				Triad Consulting & Solutions

		Email address				allan.hudson@triad.co.uk

		Earliest start date				1/8/17

		Essential skills and experience		E1) Application & Environment management delivery service including product support & incident response (service sized to support 100k p/a min transaction digital production services).		At the MoJ Triad’s team have been responsible for successfully establishing and providing application and environment management services for Magistrates Rota and Automated Track Case Management (ATCM) products, proactively and automatically monitoring service availability 24/7 and responding to live incidents passed from the service desk.
The Rota service allows Magistrates to manage their availability to sit in court, while ATCM delivers a unified approach to support more efficient management and processing of non-imprisonable criminal cases. These services are designed to cope with over 100K discrete transactions.
We also successfully established a complex delivery pipeline for the Digital Markup product.

				E2) Application roll-out and management from an Agile production pipeline.		At the MoJ, Triad’s Application Management Support (AMS) team worked alongside agile delivery teams and Triad’s Service Transition analysts to establish the necessary acceptance criteria for live operation and to effect knowledge transfer for the ATCM and Magistrates’ Rota services. The AMS team subsequently supported the national roll out of Rota.
On the Digital Markup project our agile delivery team developed a continuous delivery pipeline for a new digital product that enabled realtime capture of resulting information in Magistrates’ courts. Iterations of the product continued to be released through the pipeline to production, achieving a cadence of weekly feature releases.

				E3) End to end Issue ownership & management including Root Cause Analysis on issues arising.		At MoJ Triad’s Production Support Team, working with our Service Desk, is responsible for issue resolution and identification of underlying causes for Rota and ATCM services. They take a lead role in problem management to design workarounds and work alongside the product enhancement teams to address the root causes that need to be fixed in software.
On the Digital Markup project our team have been responsible for working with the legacy system provider to resolve, and subsequently design out, issues during rollout of the DMU product to early adopter areas. Root causes were addressed quickly via the continuous delivery pipeline.

				E4) Automation of production platform products.		At the MoJ, Triad’s team of DevOps Engineers are supporting delivery teams in standardising automation code to enable products to move out of sandbox environments and along the SDLC to live production, using tooling such as Ansible, Pulp, Artifactory and Jenkins, Zabbix and the ELK stack.
Processes are subject to continuous improvement with a view to reducing cycle times and improving predictability. An example of improved cycle time is for the Rota product where the duration of deployment has decreased from 8 hour to 2 hours in the last year. This has reduced the downtime experienced by users.

				E5) Ensuring platform stability including using enterprise class monitoring tools.		At the MoJ Triad’s engineering and application support teams configure, monitor and use alerting and log aggregation tools to provide proactive incident and problem management for platform and products. The team uses Zabbix for monitoring and the ELK stack for log aggregation and reporting. The team are also evaluating the use of AppDynamics to facilitate enterprise level reporting. Monitored items included JVMs, firewalls, connectivity, disk space and applications.
Triad’s tooling team has been developing integration between Zabbix and ServiceNow, enabling automatic ticket generation based on monitoring data.
Large-screen TV’s display meaningful performance data meaning that visual cues augment condition-based alerting.

				E6) Using acquired organisational knowledge to make change recommendations for improving business processes.		At MoJ, Triad’s Digital Markup (DMU) team established a continuous delivery culture for the incremental delivery of DMU product versus the rigid and lengthy legacy release process. This brought benefits in terms of business buy in for agile principles and early realisation of business benefit and user feedback.
At MoJ our DevOps Engineers were part of an initiative to embed specialist DevOps skills in delivery teams with the aim of “baking in” automation and best practice from the outset to achieve robust continuous delivery.
Both examples resulted from observations of barriers and impediments, and required reason and persuasion to implement.

				E7) Enhancing services - transferring 3rd party product / product roadmap knowledge, making recommendations/planning & executing approved changes.		At MoJ, Triad’s Digital Markup (DMU) team took part in knowledge transfer involving legacy system integration. We worked with the legacy provider to understand requirements of the existing case management system and the wider project team to develop and execute a plan for development of the early adopter version of DMU and delivered improvements for the enhanced national rollout version. Our team designed and recommended a knowledge transfer exercise, enabling the support provider to adopt, support and enhance DMU.
Triad’s AMS team took on Rota and ATCM products and are responsible for support, applying data fixes and configuration changes.

				E8) Performing pre-prod/prod maintenance to a set schedule.		At the MoJ our engineering team are responsible for developing and deploying server images, applying security patches, system software updates, product release and log clear down. Automation and predictability is achieved through tooling such as Ansible, repositories (Pulp) and scripting e.g. we have developed Cron jobs to implement log clear down.
Our engineers work closely with Triad’s security team to identify threats and apply relevant patches. Our team were responsible for implementation of the network service architecture and firewall maintenance.
Work is managed via a backlog, recognising the need for scheduled work in pre/prod as well as emergency changes.

				E9) Core_skills_1 > Agents of relevant experience with:- >Web and mobile products >APIs (internal and external use) >Applications developed for Microservice architecture		At MoJ, Triad’s team have been supporting the web based ATCM product which is built on a microservices architecture.
At Automobile Association we were responsible for a mobile product allowing driving instructors to manage work schedules while out in the field. The product integrates with the existing legacy via an internal RESTful API to access instructor details including working patterns.
At the Electoral Commission Triad developed and continues to support and enhance the Party and Election Finance product which captures and makes internally and externally available, via a JSON RESTful API, details of funding provided to UK political parties.

				E10) Core_skills_2 > Agents of relevant experience with:- >Linux-like OS's including Java >J2EE >Postgress & PostgresSQL >Apache Tomcat >Garbage Collection >Firewalls >Zabbix		Our Home Office DevOps team have experience of a number of Linux variants including Ubuntu for end user devices and CentOS for base container images and traditional server OS for non-containerised services. At the same client we also used Redhat to deliver an alerting solution for the police.
At the MoJ our delivery and AMS teams have experience of Java and J2EE, Postgres, JVM garbage collection (Zabbix and manually monitored) and Apache Tomcat on the DMU, C2I, CCR, ATCM and Rota deliveries. Our platform engineering team have experience of administering firewalls and Zabbix on both the UKCloud and Azure platforms.

				E11) Core_skills_3 > Agents of relevant experience with:- >Ansible >Container technologies ie Docker/Kubernetes >Jenkins & other CI tools >Application servers (e.g, Tomcat,Jetty,Wildfly) plus JVM toolset.		At the Home Office Triad’s team use Ansible to manage configuration for building Kubernetes containers within UKCloud, via Packer. This was done to push new images of CoreOS userdata into the binary store for deployment. This was automated through a CI pipeline with Jenkins.
At the MoJ our Digital Markup team used Jenkins for CI, Tomcat and Wildfly application servers within our development environments and Weblogic for test and (legacy) production environments. Our delivery teams use JVM toolsets for monitoring application performance metrics e.g. memory usage, CPU, thread deadlocks.
The above examples apply to successful live working environments.

				E12) Core_skills_4 > Agents of relevant experience with:- >Linux (Centos,Redhat or Ubuntu) >LAMP environment (mysql/postgress) with Apache,Nginx,HAProxy or similar > Python, Perl & Bash scripting		Our Home Office DevOps team uses Linux variants including Ubuntu for end-user devices and CentOS for base container images. A separate Triad team used Redhat to deliver a national alerting solution for Police.
At MoJ our platform engineering team use HAProxy for load balancing with Nginx as the primary application server and Apache. They have used Python to create Ansible utilities, and Perl,Bash and Powershell for scripting e.g. for use by Jenkins. Our AMS (ATCM) and Digital Markup delivery teams used Postgres and Apache to deliver services.
Our engineers have a proven ability to adapt to new/different technologies and tooling.

				E13) Core_skills_5 > Agents of relevant experience with:- >Virtualisation and Cloud hosting >Cloud design Hypervisors,VM templates,networks,gateways,firewalls,site-to-site VPNs,load balancers >Monitoring/alterting, logs/reporting >SCM tools (e.g, Git, Mercurial) >Kibana/Logstash		At MoJ, Triad’s engineering team established hosting and virtualisation (building VMs from templates on hypervisors) using UKCloud and Microsoft Azure for ATCM, Rota and IdAM products. Our Network Engineer was responsible for network, gateway and firewall administration. We used the ELK stack (Elasticsearch, Logstash, Kibana) for monitoring, altering, logging. HAProxy for load balancing.
On Digital Markup we established the UKCloud environment for the Learning Platform, 900 users.
Our Platform Engineers use OpenVPN for connectivity between MoJ’s cloud providers (site to site), UKCloud hosted products accessing Azure hosted IdAM.
At Automobile Association we used Mercurial for development, GIT at MoJ.

				E14) Core_skills_6 > Agents of experience with:- >Gerrit, Gitlab >MQ/ESB:RabbittMQ, MuleESB >NoSQL >Handling large data sets and scaling their handling & storage >Automated provisioning, deloyment and testing		At MoJ Triad enabled a switchable data layer using MongoDB (NoSQL) or Oracle for metadata on the Digital Markup service, the NoSQL option facilitating legacy retirement.
Across 3 Government departments, Triad built automated provisioning, deployment, testing capability, using Git solutions for the DMU, Action Alerting and ROS products. Tools including Ansible and Puppet were utilised to deliver repeatability, reliability, and speed. At MoJ we use Gerrit for code review, ActiveMQ for messaging. At Home Office we used ESB for Action Alerting.
At MoJ Triad’s Platform Engineers perform vertical and horizontal scaling ensuring large data sets can be handled and auto-scaled.

				WEIGHTING:- E1=2 E2=2 E3=1 E4=2 E5=1 E6=1 E7=1 E8=1 E9=1 E10=2 E11=2 E12=2 E13=2 E14=2		n/a

		Nice-to-have skills and experience		N1) Relevant Microsoft Competencies (or equivalent): Cloud Platform Competency. Detail how this has previously benefited contract delivery. Ensure that you detail the relevance/applicability of any equivalent in your response.		Triad is currently going through certification for the Cloud Platform Competency, a process which has been stalled by Microsoft’s financial year end. Our staff have the requisite technical skills and we are waiting for Microsoft to accredit our usage volumes. A key part of the competency is related to the skills of our staff, and these have been used to great effect at clients like Cabinet Office where (beyond delivery) we have also been able to advise them on licensing and tenancy issues.

				N2) Relevant Microsoft Competencies (or equivalent): Application Development Competency. Detail how this has previously benefited contract delivery. Ensure that you detail the relevance/applicability of any equivalent in your response.		Triad is a Microsoft partner with competencies which include Gold Application development, Silver Mid-Market Solution Provider and Silver Collaboration and Content.
In addition to the extensive support and advice we receive from Microsoft and pass on to numerous clients, a key element of competency programme is the continuous professional development for our staff. Many of the exams are extremely rigorous and assure our clients of sound knowledge and expertise. We need to supply in excess of 15 customer references to qualify for these competencies, providing further assurance to new clients.

				WEIGHTING:-N1=1 N2=1		n/a
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Instructions to Suppliers

		1		Enter data only into the yellow cells. A sample cell follows in case your PC renders colours differently.		Yellow Cell

		2		Grey cells are given information and are not to be changed.

		3		Do not change the layout or format of the sheets.

		4		Do not change the file type; returns must be as an Excel workbook. If you need to return a secured document for governance purposes, please ensure that you also include the Excel workbook.

		5		The Roles tab is pre-populated with the currently staffed roles. For the purposes of evalating price and awarding this contract, we are assuming that the initial statement of work will be based on the same volumes. We acknowledge that the exact disposition of the delivery teams may vary during the term of the contract as agreed from time to time.

		6		The Roles tab content is split into three sections, Core Roles, Secondary Roles and Ad Hoc Roles. You must return rates for the Secondary Roles roles as well, as they are intended to be options that may be called off at our discretion but are out of scope of the initial SoW. Ad Hoc roles are for you to include any other roles that you believe may be required during the term of the contract but do not form part of the price assessment. You should give careful thought to populating the Ad Hoc roles as these may be required for special projects, demand spikes or other short term undertakings under the contract. Please refer to the draft contract/SoW provided for more context on this.

		7		Please note that pricing for all roles should be ex VAT or other applicable tax.

		8		Please note that pricing is to be regarded as 'not to be exceeded' for the term of the contract rather than absolute. 

		9		We have assumed 260 working days / annum in populating the days worked data cells. Where this number is exceeded, more than one resource is indicated ie x 2 resources = 520 days. We have assumed 5 working days attendance on-site unless otherwise indicated.

		10		It is imperative that you consider the required service levels/hours f cover for each element as we require 'clean' inclusive rates sufficient to deliver the service as specified.

		11		Other assumptions about roles are as per the information provided in the tender pack or otherwise as published on the Digital Services Portal ie hours of work.

		12

		13





Roles

		Supplier Name

		All costs to be GBP ex VAT

		#		Role		Role Rate / Day				Role Description

		1		Senior Application Engineer		£   650.00				Core Role

		2		Application Engineer		£   600.00				Core Role

		3		DevOps		£   725.00				Core Role

		4		Senior DevOps		£   900.00				Core Role

		5		Technical Architect		£   750.00				Core Role

		6		Interface Manager		£   675.00				Core Role

		7		Business Analyst		£   675.00				Core Role

		8		Projects Manager		£   750.00				Core Role

		9		Not Used		£   - 0				Core Role

		10		Production Managed Services Lead		£   800.00				Core Role

		11		Security Lead		£   800.00				Secondary Role

		12		Threat and Vulnerability SME		£   750.00				Secondary Role

		13		Cyber Security Administrator		£   750.00				Secondary Role

		14		Compliance and Assurance PM		£   750.00				Secondary Role

		15		Ad Hoc Role 1		£   - 0

		16		Ad Hoc Role 2		£   - 0

		17		Ad Hoc Role 3		£   - 0

		18		Ad Hoc Role 4		£   - 0

		19		Ad Hoc Role 5		£   - 0

		20		Ad Hoc Role 6		£   - 0

		21		Ad Hoc Role 7		£   - 0

		22		Ad Hoc Role 8		£   - 0

		23		Ad Hoc Role 9		£   - 0

		24		Ad Hoc Role 10		£   - 0

		25		Ad Hoc Role 11		£   - 0

		26		Ad Hoc Role 12		£   - 0

		27		Ad Hoc Role 13		£   - 0

		28		Ad Hoc Role 14		£   - 0

		29		Ad Hoc Role 15		£   - 0

		30		Ad Hoc Role 16		£   - 0







Professional Services

		Complete role descriptions and rates on the 'Roles' tab to populate this sheet.										All costs to be GBP ex VAT

		Enter data only into the Yellow cells.

										Total Days		Total Cost

										7,280.00		£   5,187,000.00

		Phase		Service Description		Period Covered		Role		No of Days		Cost / Role

		0		Lead		Year		Subtotal		260.00		£   208,000.00

								Senior Application Engineer		0		£   - 0

								Application Engineer		0		£   - 0

								DevOps		0		£   - 0

								Senior DevOps		0		£   - 0

								Technical Architect		0		£   - 0

								Interface Manager		0		£   - 0

								Business Analyst		0		£   - 0

								Projects Manager		0		£   - 0

								Not Used		0		£   - 0

								Production Managed Services Lead		260		£   208,000.00

		1		Service Module A: Application Support		Year		Subtotal		1,560.00		£   949,000.00

								Senior Application Engineer		260		£   169,000.00

								Application Engineer		1300		£   780,000.00

								DevOps		0		£   - 0

								Senior DevOps		0		£   - 0

								Technical Architect		0		£   - 0

								Interface Manager		0		£   - 0

								Business Analyst		0		£   - 0

								Projects Manager		0		£   - 0

								Not Used		0		£   - 0

								Production Managed Services Lead		0		£   - 0

		2		Service Module B:Environment Maintenance and Support		Year		Subtotal		1,820.00		£   1,365,000.00

								Senior Application Engineer		0		£   - 0

								Application Engineer		0		£   - 0

								DevOps		1560		£   1,131,000.00

								Senior DevOps		260		£   234,000.00

								Technical Architect		0		£   - 0

								Interface Manager		0		£   - 0

								Business Analyst		0		£   - 0

								Projects Manager		0		£   - 0

								Not Used		0		£   - 0

								Production Managed Services Lead		0		£   - 0

		3		Service Module C: Environment Enhancements		Year		Subtotal		2,080.00		£   1,521,000.00

								Senior Application Engineer		0		£   - 0

								Application Engineer		0		£   - 0

								DevOps		1560		£   1,131,000.00

								Senior DevOps		0		£   - 0

								Technical Architect		260		£   195,000.00

								Interface Manager		0		£   - 0

								Business Analyst		0		£   - 0

								Projects Manager		260		£   195,000.00

								Not Used		0		£   - 0

								Production Managed Services Lead		0		£   - 0

		4		Service Module D:Interface Management		Year		Subtotal		520.00		£   351,000.00

								Senior Application Engineer		0		£   - 0

								Application Engineer		0		£   - 0

								DevOps		0		£   - 0

								Senior DevOps		0		£   - 0

								Technical Architect		0		£   - 0

								Interface Manager		260		£   175,500.00

								Business Analyst		260		£   175,500.00

								Projects Manager		0		£   - 0

								Not Used		0		£   - 0

								Production Managed Services Lead		0		£   - 0

		4		Secondary Roles		Year		Subtotal		1,040.00		£   793,000.00

								Senior Application Engineer		0		£   - 0

								Application Engineer		0		£   - 0

								DevOps		0		£   - 0

								Senior DevOps		0		£   - 0

								Technical Architect		0		£   - 0

								Interface Manager		0		£   - 0

								Business Analyst		0		£   - 0

								Projects Manager		0		£   - 0

								Not Used		0		£   - 0

								Production Managed Services Lead		0		£   - 0

								Security Lead		260		£   208,000.00

								Threat and Vulnerability SME		260		£   195,000.00

								Cyber Security Administrator		260		£   195,000.00

								Compliance and Assurance PM		260		£   195,000.00

								 		 

								 		 

								 






