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Invitation to Tender (ITT)

Provision of Simulation Services on behalf of the National Clinical Assessment Service

Tender Number 02_16/ITT_Sims/NHSLA
Part 2 

Invitation to Tender Application Form
and 

Information Security Assessment
Invitation to Tender Application Form
	General Information

	Name of Organisation
	

	Address
	

	Name of the person applying on behalf of organisation
	

	Position in organisation
	

	Telephone number
	

	Email address
	

	Please list which simulation service/s is/are proposed in your submission. If you intend to apply for more than one simulation please detail you answers for each service?   

	

	Qualifications and Experience

	Please include a full CV for all proposed members of the project team, including qualifications, previous experience, relevant service expertise and expected time commitment to the simulation service being proposed. 

	

	Please provide full details of any relevant projects taken forward by your organisation, in collaboration with the NHS or other healthcare organisations, and in particular those involving members of the proposed project team.

	

	Past Performance and References

	Please provide two testimonials from clients with whom similar contracts or operations are performed or have been performed in the last 2 years:



	

	Please advise whether it would be your intention to sub-contract any of this work.  If yes, please provide details.

	


Before returning this document, please ensure that you have:

· Answered all questions appropriate to your application

· Enclosed and referenced all relevant supporting documents

Information Security Assessment
Information Security Assessment

The purpose of this form is to establish the information security measures which you/your organisation currently has in place.  These security measures will then be assessed against NCAS Information Security Policy requirements in relation to information handling and security for contractors.  Please provide as much detail as possible to support this assessment.

Physical and Environmental Security

	1. In what form do you hold customer data i.e. account information, specifications, tender/proposal documentation?

	Paper
	Electronic
	Both


	2. What documentation will you hold as part of the service you are tendering for and do you have a retention schedule for these documents (if yes, please provide this).

	


	3. If you hold data in paper form, where is the data stored and what measures are in place to protect this data from loss, damage, unauthorised access and destruction?

	


	4. If you hold data in electronic form, how is this data stored i.e. shared files, removable disc/portable media?

	


	5. What measures are in place to protect this data from loss, damage, unauthorised access and destruction (If data is transferred or read from a laptop/portable device please provide details of the specific security measures taken in this instance)?

	


	6. Do you have documented staff guidance in relation to information security and/or information handling?
	YES
	NO

	If YES please provide a copy. If NO, please provide details of any measures taken with respect to staff guidance on information security issues:



	7. Do you have a documented records management process/procedure in place?
	YES
	NO

	If YES please provide copy.  If NO, please provide details of any records management process/procedure in place:


HR Security and Access Rights

	8. Please state any information security training or awareness provided to employees.  If you are a consultant please provide details of any training/awareness which you have received.

	(For example, Information Governance induction or training done either externally or internally)


	9. Do you have a written procedure for internal reporting of information security breaches/events?
	YES
	NO

	If YES please provide copy.  If NO, please explain what your procedure is for dealing with information security events:



	10. Do you have a documented policy/policies regarding personnel access to information?
	YES
	NO

	If YES please provide copy. If NO, please explain what your procedure is for controlling personnel access to information.


	11. Is access to information systems logged on each occasion, i.e. do you have a forensic auditing system
	YES
	NO


Operations Management

	12. How often do you back up your data?

	


	13. Where are back-ups stored?

	


	14. Once obtained, do you transfer customer data outside of your organisation for any reason?
	YES
	NO

	If YES, who to and what measures are in place to ensure this data is protected from loss, damage, unauthorised access and destruction.


	15. Does the organisation have a documented business continuity/crisis management plan?
	YES
	NO

	If yes, please provide a copy. If No, please indicate the recovery and preventative mechanisms in place to mitigate the impact of disasters:


	16. Does your organisation have any recognised information security certification i.e. ISO27001/BS10012 or has your organisation had a compliance audit against ICO codes of practice?

	


	I confirm that the information provided above is an accurate and up to date reflection of the information security measures which I/the organisation maintains. 

Signature:



	Signed by (name)
	

	On behalf of 
	

	Date
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