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1. [bookmark: _Toc368573027][bookmark: _Toc535401510]PURPOSE
[bookmark: _Toc296415791]The purpose of this role is to provide specialist strategic guidance, challenge and engagement to the Surveillance Camera Commissioner in support of his statutory role – particularly in relation to police force compliance in regard of the Protection of Freedoms Act 2012.
[bookmark: _Toc368573028][bookmark: _Toc535401511][bookmark: _Toc297554773][bookmark: _Toc296415805][bookmark: _Toc296415793]BACKGROUND TO THE CONTRACTING aUTHORITY
The role of the Surveillance Camera Commissioner (SCC) is a statutory appointment made by the Home Secretary under Section 34 of the Protection of Freedoms Act 2012 (the Act)
The Surveillance Camera Code of Practice (the Code) was issued under Section 30 of the Act. It provides guidance on the appropriate and effective use of surveillance camera systems by relevant authorities who must have regard to the Code when exercising any functions to which the Code relates. Other operators and users of surveillance camera systems in England and Wales are encouraged to adopt the Code voluntarily.
The Commissioners statutory functions are:
Encouraging compliance with the Code.
Reviewing the operation of this Code.
Providing advice about this Code including changes to it and breaches of it.

The Code set out 12 Guiding Principles. These principles require that the Commissioner avail himself of a wide breadth of knowledge and understanding of the use of video surveillance systems. This spans from standards relating to manufacturing, installation, cyber, operators licensing, new technology and compliance. It also covers the role of liaison with fellow regulators, several of whom have an interest in related aspect of video surveillance technology.

[bookmark: _Toc368573029][bookmark: _Toc535401512]Background to requirement/OVERVIEW of requirement
[bookmark: _Toc297554774]In the SCC Annual Report 2016/2017 it refers to the most recent study of video surveillance systems (VSS) usage in the UK conducted in 2013.
British Security Institute Association (BSIA) conducted a survey and report that, in their estimation, there existed between 4m and 6m videos surveillance cameras. BSIA report that the industry value of this sector is £2.25bn.
Five years further on, with the advent of Body Worn Cameras, Unmanned Aerial Vehicles (UAV), Facial Recognition, Automatic Number Plate Recognition (ANPR), Dash cams, Pro cams this figure must have grown exponentially.
[bookmark: _GoBack]Post the defection of Edward Snowden to Russia and post introduction of the Investigative Powers Act the issue of State surveillance remains a controversial topic. Public campaigns such as Big Brother Watch’s ‘Face Off’ neatly demonstrate the challenges facing the State in effectively balancing the requirements of public safety against public privacy.
ANPR continues to attract media attention on the grounds of its legitimacy, size and scope and issues of transparency and governance.
Police forces have introduced Body Worn Cameras in the last 2 years. Regulators must keep apace of developments in terms of technology and, as importantly, in ensuring effective engagement between themselves.
UAV’s (drones) are emerging in law enforcement and concerns around privacy of its use, standards of equipment and training provide continuing challenges 
The issues of Artificial Intelligence and its application to VSS in terms of facial recognition is a complex multi-faceted issue. VSS will also soon be interacted with additional algorithms capable of providing gait analysis, speech detections and sensor detection. All of which fall within the Code.
Government recognise the complexities of the impact of this new technology. They recognize that regulators have overlapping interests. These must be effectively managed to maintain public confidence in the ‘States’ ability to regulate.
The operational backdrop to these issues has never been more complex. The Joint Terrorist Analysis Centre (JTAC) threat Assessment remains at ‘Severe’ (5 June 2018) meaning a terrorist attack is ‘highly likely’. Serious violent crime is reported on the increase and police are looking to increase its use of stop and search. The use of VSS surely falls into the menu of options for police officers to utilise. The new and innovative use of such technology is ethically correct. Its legitimate and proportionate use must also be ethical to retain its legitimacy. 
The complex landscape of VSS use only seems to become more complex. Police enter partnerships with business, private and 3rd sector organisations. This delivers complex relationships and legal obligations against which regulators need to understand and provide advice. If an out of town shopping mall seeks to use facial recognition technology in conjunction with local police forces this opens up responsibilities that must be understood and explained by both the police and private sector.
Strategic relationships across policing continue to emerge. Recognition that harnessing both private and public sector VSS systems could provide a significant operational scale of efficiency are being actively explored. The threats of recreating another Operation Champion scenario (where a minority community felt they were being unfairly targeted) must be avoided if public confidence is to be retained in VSS public space systems.
As these relationships become increasingly more complex and the prospect of Artificial Intelligence (AI) being used becoming more likely the recognition that overt, public space surveillance is capable of being much more intrusive than covert surveillance is a realistic issue. The requirement to understand the world of covert surveillance, the operational policies and authorization processes is a major issue. Effective engagement with Investigatory Powers Commissioner’s Office (IPCO) is a necessity.
The recent advent of the Data Protection Act 2018 brings with it new and much welcomed protections for the citizen when its data is being processed. It does not however provide a legal basis for legitimizing that surveillance in the first instance. SCC continues to work closely with the Information Commissioner’s Office (ICO) in developing tools to enable standards of public space VSS to being driven up. I must note that the ICO is intending to recruit a surveillance specialist to aid that organisation in understanding its relationships with these complex areas as well as expand their policy team who have responsibility relating to surveillance. 
The role of Surveillance Camera Commissioner requires similar support as the scope and complexity of the role continue to expand.
There will be a requirement in this respect to provide advice on associated legislation such as the Investigatory Powers Act 2016/ Data Protection Act 2018 and so on. Identifying where there is regulatory overlap and a need for regulators to work together to advise police forces on their regulatory responsibilities.
There will be no requirement for advice regarding compliance by other organisations such as local authorities or those in the private sector.
[bookmark: _Toc535401513][bookmark: _Toc368573031]DEFINITIONS
	Expression or Acronym
	Definition

	SCC
	Surveillance Camera Commissioner

	VSS
	Video Surveillance Systems

	ANPR
	Automatic Number Plate Recognition 

	JTAC
	Joint Terrorism Analysis Centre

	IPCO
	Investigatory Powers Commissioner’s Office

	ICO
	Information Commissioner’s Office

	HMICFRS
	Her Majesty's Inspectorate of Constabulary and Fire & Rescue Services

	RIPA
	Regulation of Investigatory Powers Act 2000

	SCCT
	Surveillance Camera Commissioner’s Team

	PoFA
	Protection of Freedoms Act 2012

	HOD
	Home Office Data

	ID
	Identity Directorate 

	AI
	Artificial Intelligence 



[bookmark: _Toc535401514]SCOPE OF REQUIREMENT
The scope of the requirement is to provide the Commissioner and his team with specialist advice on compliance with the Act and the Code in so far as it relates to police forces and intelligence services. This will include providing advice on how to help these organisations comply with the Act and the Code – for example it could include advice on developing a manual of compliance that accompanies the code. This will also include providing the Commissioner’s team with necessary training to upskill them in understanding the implications the Act and Code have for police forces and intelligence agencies.
[bookmark: _Toc535401515]THE REQUIREMENT
[bookmark: _Toc368573032]Specifically the Commissioner and the team needs expertise to:
Provide specialist advice concerning the role of the SCC and engagement with fellow regulators – specifically Information Commissioners Office, Biometric Commissioners Office, Forensic Science Regulators Office and Investigative Powers Commissioner.
Through detailed knowledge and understanding of the role of Her Majesty's Inspectorate of Constabulary and Fire & Rescue Services (HMICFRS) (and structures, policies and procedures of police) provide advice and guidance to that Office as it may relate to the role of SCC.
Provide detailed support and scrutiny to SCC Office regarding all correspondence that requires professional knowledge concerning Regulation of Investigatory Powers Act 2012 (RIPA), RIPA authorisations, DPA 2018 and related legislation. This will include providing advice on responses to correspondence and in some instances providing draft responses.
To provide strategic support to the SCC in terms of impact of emerging technology and potential overlaps with fellow regulators – where the level of competency falls outside that is available within the core team or broader advisory groups.
Engage with Home Office lawyers, civil rights lawyers and civil rights organisations on behalf of SCC when requested to do so. Particularly to engage in such issues which fall outside the competencies of core team concerning overt use of surveillance systems.
To provide specialist knowledge of operational policing. The supplier needs to know how police forces operate and work, whether that is experience from working in a police force or working closely with them.
To provide specialist knowledge of the deployment of surveillance cameras by law enforcement agencies and other organisations such as local authorities. This would include how these organisations operate and use surveillance camera systems such as CCTV, automatic number plate recognition, body worn video and unmanned aerial vehicles.
To peer review the Commissioner’s Annual Report to Parliament providing advice on consistency of report, terminology used, gaps in evidence and content.
In addition the Home Office Data and Identity Directorate need expertise to:        
Support a factual analysis of the current legislative landscape in relation to surveillance cameras.
Identify key issues arising from that analysis.
For both the Surveillance Camera Commissioner’s team and the HOD & ID team the individual will be expected put in place mechanisms for skills transfer in the form of written documents and training and development.

[bookmark: _Toc535401516]key milestones and Deliverables
The following Contract milestones/deliverables shall apply:
	Milestone/Deliverable
	Description
	Timeframe or Delivery Date

	1
	Establish programme of engagement, discussion (timetable) between SCC/SCC Team and consultant.
	Within week 1 of Contract Award 

	2
	Critical review of the SCC annual report conducted with recommendations made for SCC consideration.
	Within week 3 of Contract Award

	3
	Review of knowledge gaps in SCC Team regarding relevant legislation conducted and recommendations made for development.
	Within week 8 of Contract Award

	4
	Strategic analysis of overlaps between the Protection of Freedoms Act and other Government regulators of surveillance legislation and recommendations made to SCC for further consideration.
	Within week 12 of Contract Award

	5
	Review National Surveillance Camera Strategy for England and Wales and provide recommendations to SCC for further consideration.
	Within week 20 of Contract Award


[bookmark: _Toc302637211]
[bookmark: _Toc368573033][bookmark: _Toc535401517]MANAGEMENT INFORMATION/reporting
The individual will work closely with the Surveillance Camera Commissioner Secretariat to provide it with expert and independent advice and report into the Head of Policy and Support.
[bookmark: _Toc368573034][bookmark: _Toc535401518]volumes
It is estimated there is a need for approximately 18 days support in 2019 provision of the support should be spread over the period to end June 2019 but a specific arrangement could be provided agreeable for both parties.
[bookmark: _Toc368573035][bookmark: _Toc535401519]continuous improvement
The Supplier will be expected to continually improve the way in which the required Services are to be delivered throughout the Contract duration.
The Supplier should present new ways of working to the Authority during monthly Contract review meetings. 
Changes to the way in which the Services are to be delivered must be brought to the Authority’s attention and agreed prior to any changes being implemented.
[bookmark: _Toc535401520]Sustainability
There are no particular requirements for bidders to submit any specific details on sustainability considerations for this work as it is a small piece of consultancy advice – other than for bidders to consider they comply with any relevant aspects of the law.
[bookmark: _Toc368573036][bookmark: _Toc535401521]quality
[bookmark: _Toc368573037]Experience in addressing detailed policy issues relating to covert and overt surveillance (overlap and interdependency)
Detailed experience and knowledge of Regulation of Investigation Powers Act 2000 (law/regulation/policy)
Knowledge of role of Investigatory Powers Commissioner’s Office and potential overlap and interdependency with SCC.
Detailed policy knowledge on some of the issues around the National Surveillance Camera Strategy (delivery plans and strategic overlap)
Experience of working at board level and strategic engagement on surveillance issues.
Experience at developing national policies relating to law and regulation.
Knowledge of policing systems, practice and procedure.
[bookmark: _Toc535401522]PRICE
Bidders should submit their price as a Day Rate for services.  We would expect bidders to be providing up to 18 Days of work as part of the contract.
Prices are to be submitted via the e-Sourcing Suite Attachment 4 – Price Schedule excluding VAT and including all other expenses relating to Contract delivery.
[bookmark: _Toc368573038][bookmark: _Toc535401523]STAFF AND CUSTOMER SERVICE
The Supplier shall provide a sufficient level of resource throughout the duration of the Contract in order to consistently deliver a quality service.
The Supplier’s staff assigned to the Contract shall have the relevant qualifications and experience to deliver the Contract to the required standard. 
The Supplier shall ensure that staff understand the Authority’s vision and objectives and will provide excellent customer service to the Authority throughout the duration of the Contract.  
[bookmark: _Toc368573039][bookmark: _Toc535401524]service levels and performance
The Authority will measure the quality of the Supplier’s delivery by:
	KPI/SLA
	Service Area
	KPI/SLA description
	Target

	1
	Consultation with SCC and stakeholders
	Establish mechanisms for consultation with SCC, SCC Team and identified stakeholders
	Update provided on success within 2 weeks of contract award

	2
	Document reviews
	Timely review of specific guidance documents issued by SCC to police forces 

	100% of documents reviewed

	3
	Review of SCC Annual Report
	Full review of SCC Annual Report and recommendations made on next steps to SCC
	Advice to SCC by 1 June 2019

	4
	Review of National Surveillance Camera Strategy (NSCS)
	Full review of NSCS and recommendations made on next steps to SCC
	Advice to SCC by 1 June 2019

	5
	Review of Surveillance Camera Commissioner
	Support SCC and Team in review of code feeding in to recommendations to Home Office about its development
	Advice to SCC by 1 June 2019

	6
	Training
	Upskilling of Commissioner’s support team in relation to the police use of surveillance cameras
	100% of team upskilled


[bookmark: _Toc368573040]
[bookmark: _Toc535401525]Security and CONFIDENTIALITY requirements
Supplier’s need Counter Terrorist Check security clearance. 
[bookmark: _Toc535401526][bookmark: _Toc368573042]payment AND INVOICING 
Payment can only be made following satisfactory delivery of pre-agreed certified products and deliverables. 
Before payment can be considered, each invoice must include a detailed elemental breakdown of work completed and the associated costs. 
Invoices should be submitted to: Head of Policy and Support, Surveillance Camera Commissioner’s Office, 4th Floor Peel, 2 Marsham Street, London, SW1P 4DF.
[bookmark: _Toc535401527]CONTRACT MANAGEMENT 
Attendance at Contract Review meetings shall be at the Supplier’s own expense.
[bookmark: _Toc368573043][bookmark: _Toc535401528]Location 
The location of the Services will be carried out at 2 Marsham Street, London, SW1P 4DF. This is the base location and day rates should include travel. 
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