(LZOEZLEN GLE
2N UOISIBN [SPOY
b 0'Zn wesIaA, 1slong
|ZZEINY PN HOMBLIELS

J1aing

wioJy Em_..umhm_._c N pieog uequey ajiby 919y
iaing

wioyy jsanbal ug N pieog juuds S1L°9v
Jaing

woyy jsenbas ug N pie0g uoneloge 3 ¥l oy
Jahng

wioJy 1senbal ug N pieog Did43 £L9Y
JsAng

Ea._u:.m.m.._uE ug N SUE|d X0gawi] Z1'9v

BL0Z WA umoy
S|EfUBPUT PUB JUSND NV - 18Id PLESSD 8 BO-1BD
(Bupisa)l pue uejd uepeiuswaidi) yieeH) 'WEL MINPAYSS HO-IIRD

FEROOE S | A SHRPIYSE RO 1D ED SETUGRLS BUE WNID WY FLITRED
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Call-Off Schedule 13A; (Health Implementation Plan and Testing)

Call-Off Ref: C55274 Plat - 1AM Client and Credentials
Crown Copyright 2018

PART B - TESTING
1. DEFINITIONS

1.1 In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

"Component”

"Material Test
Issuea™

"Satisfaction
Certificate™

"Severity Level”

uTEElil

“Test Issue™

“Test Issue
Management Log™

“Test Plan"

"Test Reports”

Framawork Ral: RMG221
Froject Version: v2.0
Model Version: v3.2

means any constituent parts of the
Deliverables;

means a test issue of Severity Level 1
or Severity Level 2 as set out in the
relevant Test Plan;

shall mean a set of Deliverables,
agreed by the Buyer as being
something which can be released to
the intended users of the set of
Deliverables;

means a cerlificate materially in the
form of the document contained in

Annex 2! issued by the Buyer when a
Deliverable andfor Milestone has
salisfied ils relevant Tesl Success
Criteria;

means the level of severity of a Test
|ssue, the criteria for which are

described in Annex 1.;

means a procedure intended to
establish the guality, performance, or
reliability of a Component;

means a lest issue of Severity Level 3,
Severity Level 4 or Severity Level 5 as
set out in the relevant Test Plan;

means a log for the recording of Test
Issues as described further in
Paragraph 9.1 of this Schedule;

means a specific set of tests to be
incorporated as part of a release plan;

means the reports to be produced by
the Supplier setting out the results of
Tests;

12
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"Test
Specification™

"Test Strategy”

"Test Success
Criteria”

"Test Witness™

“Tester”

"Testing
Procedures”

Framawork Ral: RMG221
Froject Version: v2.0
Model Version: v3.2

means the specification that sets out
how Tests will demonstrate that the
Test Success Crileria have been
salisfied, as described in more detail in
Paragraph 7.2 of this Schedule;

means a strategy for the conduct of
Testing as described further in
Paragraph 4.2 of this Schedule;

in relation to a Test, the test success
criteria for that Test as referred to in
Paragraph 6 of this Schedule;

means any person appointed by the
Buyer pursuant to Paragraph 10 of this
Schedule;

means the organisation responsible
for tesling. Within the context of Sole
Responsibility accountability this shall
mean the Supplier. Within the context
of Rainbow Teams or Self Directed
Teams accountability for testing shall
be clearly defined within the Test
Strategy (since it may involve both
Buyer and Supplier). Accountability
may vary from Statement of Work to
Statement of Work; and

means Ihe  applicable testing
procedures and Test Success Criteria
set out in this Schedule.

13
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2.
21

2.2

2.3

2.4

2.5

2.6

2.7

AGILE TESTING

Tesling under this Schedule shall apply to software as well as cther
Deliverables (for example migration of data sets).

When requested by the Buyer, the Supplier shall, with appropriate input from
the Buyer, undertake Release planning and shall produce a Test Plan.

With each Agile development iteration development teams are required to
incorporate the underlying ethos of Agile testing and the Supplier shall:

(i) write the tesl script;
(i) write the code / perform the digital activity; and
(i) test the code / activity against the test script.

Wherever possible Testers are required to automate testing (e.g. relevant
functional test cases) and automate and execute any regression tests. This
shall form part of acceptance testing.

Prior to release additional tests such as, but not limited to:

(i) load tests;

(i) complete regression tests;
(ii} penetration teslts;

(iv) user acceptance tests;

(v) integration tests;

(i) deployment tests; and
(wii) Release readiness tesls

as agreed within the Test Plan, shall be executed by the Tester,

The Supplier shall develop reusable test scripls in a modular manner which
can be incorporated within a larger library of routinely run test scripts.

The Test Strategy will define how testing within the context of iterative agile
development interacts with the broader testing at Deliverable, Statement of
Work and Call-Off Contract lavels.

Framawork Ral: RMG221
Project Version: v2.0 14
Model Version: v3.2
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3.
3.1

3.2

3.3

3.4

3.3

4.2

HOW TESTING SHOULD WORK

All Tests conducted by the Tester shall be conducted in accordance with the
Test Strategy, Test Specification and, as appropriate within an agile context,
the Test Plan.

The Tester shall not submit any Deliverable for Testing:

3.2.1 unless the Tester is reasonably confident that it will satisfy the
relevant Test Success Criteria,

322 until the Buyer has issued a Satisfaction Certificate in respect of
any prior, dependant Deliverable(s); and

323 until the Parties have agreed the Test Plan and the Test
Specification relating to the relevant Deliverable(s).

Where agreed within the Test Plan, the Tester shall use reasonable
endeavours to submit each Deliverable for Tesling or re-Testing by or before
the date set out in the Implementation Plan for the commencement of Testing
in respect of the relevant Deliverable.

Agile iterative tests, as agreed within the Test Strategy, shall align with the
iterative development cycle and shall contribute o, but not necessarily be
reflected in, the Deliverable level testing regime described within this
Schedule.

Prior to the issue of a Satisfaction Certificate, the Buyer shall be entitled to
review the relevant Test Reports and the Test Issue Management Log.

PLANNING FOR TESTING

As part of the first relevant Statement of Work under the Call-Off Contract, the
Supplier shall develop a relevant Test Strategy as soon as practicable after
the SOW Start Date but in any case no later than twenty (20) Working Days
after the SOW Start Date.

The initial Test Strategy shall include:

421 an overview of how Testing will be conducted in relalion to the
Implementation Plan relevant to the Statement of Work;

4.2.2 the process to be used fo capture and record Test results and the
categorisation of Test |ssues;

423 the procedure to be followed should a Deliverable fail a Test, fail to
satisfy the Test Success Criteria or where the Testing of a
Deliverable produces unexpected resuits, including a procedure for
the resolution of Test Issues;

424  the procedure to be followed to sign off each Test;

425 the process for the production and maintenance of Test Reports
and a sample plan for the resolution of Test Issues;

Framawork Ral: RMG221
Project Version: v2.0 15
Model Version: v3.2
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4.3
4.4

.1

5.2

5.3

426 the names and contact details of the Buyer and the Supplier's Test
representatives;

427 a high level identification of the resources required for Testing
including Buyer and/or third party invalvement in the conduct of the
Tests;

428  the technical environments required to support the Tests; and

429 the procedure for managing the configuration of the Test
environments,

The Test Strategy shall be approved by the Buyer,

As new Statements of Work are initiated, the Test Strategy is required to be
refined to reflect the specific needs of each Statement of Work and shall reflect
the Test Strategy required under the Call-Off Contract as a whole.

PREPARING FOR TESTING

As defined within the Test Strategy, the Tester shall develop Test Plans and
submit these for Approval as soon as practicable but in any case no later than
twenty (20) Working Days prior to the starl date for the relevant Testing as
specified in the relevant Implementation Plan.

Each Test Plan shall include as a minimum:

521 the relevant Test definiion and the purpose of the Test, the
Milestone to which it relates, the requirements being Tested and,
for each Tesl, the specific Test Success Criteria to be satisfied; and

5.2.2 a detailed procedure for the Tests to be camied out.

The Buyer shall not unreasonably withhold or delay its approval of the Test
Plan provided that the Tester shall implement any reasonable requirements of
the Buyer in the Test Plan.

PASSING TESTING

The Test Success Criteria for all Tests shall be agreed between the Parties as
part of the relevant Test Plan pursuant to Paragraph 5.

HOW DELIVERABLES WILL BE TESTED

Following approval of a Test Plan, the Tester shall develop the Test
Specification for the relevant Deliverables as soon as reasonably practicable
and in any event at least 10 Working Days prior to the start of the relevant
Tesling (as specified in the Implementation Plan).

Framawork Ral: RMG221
Project Version: v2.0 16
Model Version: v3.2
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7.2

8.2

8.3

8.4

8.5

Each Test Specification shall include as a minimum:

724 the specification of the Test data, including its source, scope,
volume and management, a request (if applicable) for relevant Test
data to be provided by the Buyer and the extent to which it is
equivalent to live operational data;

7.22  aplan to make the resources available for Testing;

7.2.3 Test scripts;

7.2.4 Test pre-requisites and the mechanism for measuring them; and
.25 expected Test results, including:

(a) a mechanism to be used to capture and record Test
results; and

(b) a method lo process the Test results to establish their
content.

PERFORMING THE TESTS

Before submitting any Deliverables for Testing the Tester shall subject the
relevant Deliverables to its own internal quality control measures.

The Tester shall manage the progress of Tesling in accordance with the
relevant Test Plan and shall carry out the Tests in accordance with the relevant
Test Specification. Tests may be witnessed by the Test Witnesses in
accordance with Paragraph 10.3,

The Tester shall notify the Buyer at least 10 Working Days in advance of the
date, time and location of the relevant Tests and the Buyer shall ensure that
the Test Witnesses altend the Tests,

The Buyer may raise and close Test Issues during the Test witnessing
process.

The Tester shall provide to the Buyer in relation to each Test:

8.5.1 a draft Test Report not less than 2 Working Days prior to the date
on which the Test is planned to end; and

8.5.2 the final Test Report within 5 Working Days of completion of
Testing.

Framawork Ral: RMG221
Froject Version: v2.0 b
Model Version: v3.2
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886

a7

8.8

89

8.10

9.2

9.2

Each Test Report shall provide a full report on the Testing conducted in
respect of the relevant Deliverables, including:

8.6.1 an overview of the Tesling conducted:;

8.6.2 identification of the relevant Test Success Criteria that have/have
not been satisfied together with the Tester's explanation of why any
criteria have not been met:

863 the Tesls thal were nol completed together with the Tester's
explanation of why those Tests were not completed,

8.6.4  the Test Success Criteria that were satisfied, not satisfied or which
were not tested, and any other relevant categories, in each case
grouped by Severity Level in accordance with Paragraph 9.1; and

8.6.5 the specification for any hardware and software used throughout
Testing and any changes that were applied to that hardware and/or
software during Testing.

When a Milestone has been completed the Tester shall submit any
Deliverables relating to that Milestone for Testing.

Each party shall bear its own cosls in respect of the Testing. However, if a
Milestone is not Achieved the Buyer shall be entitled to recover from the
Supplier any reasonable additional costs it may incur as a direct result of
further review or re-Testing of a Milestone.

If the Tester successfully completes the requisite Tests, the Buyer shall issue
a Satisfaction Cerlificate as soon as reasonably practical following such
successful completion.

MNotwithstanding the issuing of any Satisfaction Certificate, the Supplier shall
remain responsible for ensuring that the Testing of Deliverables are
implemented in accordance with this Confract as defined within the Test
Strategy.

DISCOVERING PROBLEMS

Where a Test Report identifies a Test Issue, the Parties shall agree the

classification of the Test Issue using the criteria specified in Annex 1. and the
Test Issue Management Log maintained by the Tester shall log Test Issues
reflecting the Severity Level allocated to each Tesl Issue,

The Tester shall be responsible for maintaining the Test Issue Management
Log and for ensuring that its contents accurately represent the current status
of each Test Issue at all relevant times. The Tester shall make the Test Issue
Management Log available to the Buyer upon request.

The Buyer shall confirm the classification of any Teslt Issue unresolved at the
end of a Test in consultation with the Tester, If the Parties are unable to agree
the classification of any unresolved Test Issue, the Dispute shall be dealt with
in accordance with the Dispute Resolution Procedure using an expedited
dispute timetable.

Framawork Ral: RMG221
Project Version: v2.0 18
Model Version: v3.2
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10.
10.1

10.2

10.3

10.4

11.

11.2

11.3

11.4

11.5

TEST WITNESSING

The Buyer may, in ils sole discretion, require the attendance at any Test of
one or more Test Wilnesses selected by the Buyer, each of whom shall have
appropriate skills to fulfil the role of a Test Witness,

The Tester shall give the Test Witnesses access to any documentation and
Testing environments reasonably necessary and requested by the Test
Witnesses to perform their role as a Test Wiltness in respect of the relevant
Tests,

The Test Witnesses:
10.3.1  shall actively review the Test documentation;

10.3.2  will attend and engage in the performance of the Tests on behalf of
the Buyer so as to enable the Buyer to gain an informed view of
whether a Test Issue may be closed or whether the relevant
element of the Test should be re-Tested;

10.3.3 shall not be involved in the execution of any Test;

10.3.4 shall be required to verify that the Tester conducted the Tests in
accordance with the Test Success Criteria and the relevant Test
Plan and Test Specification;

10.3.5 may produce and deliver their own, independent reports on Testing,
which may be used by the Buyer lo assess whether the Tests have
been Achieved,

10.3.6 may raise Test Issues on the Test Issue Management Log in
respect of any Testing; and

may require the Tester to demonstrate the modifications made to any
defective Deliverable before a Test Issue is closed.

AUDITING THE QUALITY OF THE TEST

The Buyer or an agent or contractor appointed by the Buyer may perform on-
going quality audits in respect of any part of the Testing (each a "Testing
Quality Audit®).

The Tester shall allow sufficient time in the Test Plan to ensure that adequate
responses to a Testing Quality Audit can be provided.,

The Buyer will give the Tester at least 5 Working Days' written notice of the
Buyer's intention to undertake a Testing Quality Audit.

The Tester shall provide all reasonable necessary assistance and access to
all relevant documentation required by the Buyer to enable it to carry out the
Testing Quality Audit,

If the Testing Quality Audit gives the Buyer concemn in respect of the Testing
Procedures or any Test, the Buyer shall prepare a written report for the Tester
detailing its concerns and the Tester shall, within a reasonable timeframe,
respond in writing to the Buyer's report.

Framawork Ral: RMG221
Project Version: v2.0 149
Model Version: v3.2
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11.8

12.
12.1

12.2

12.3

12.4

12.5

12.6

12.7

In the event of an inadequate response to the written report from the Tester,
the Buyer (acling reasonably) may withhold a Satisfaction Certificate until the
issues in the report have been addressed to the reasonable satisfaction of the
Buyer.

OUTCOME OF THE TESTING

The Buyer will issue a Satisfaction Certificate when the Deliverables satisfy
the Test Success Criteria in respect of that Test without any Test Issues.

If the Deliverables (or any relevant part) do not satisfy the Test Success
Criteria then the Buyer shall notify the Tester and:

1221 the Buyer may issue a Satisfaction Certificate conditional upon the
remediation of the Test Issues;

12.2.2 the Buyer may extend the Test Plan by such reasonable period or
periods as the Parties may reasonably agree and require the Tester
to rectify the cause of the Test Issue and re-submit the Deliverables
(or the relevant part) to Testing; or

12.2.3 where the Supplier has Sole Responsibility and where the failure to
salisfy the Test Success Criteria results, or is likely to result, in the
failure (in whole or in part) by the Supplier to meet a Milestone, then
without prejudice to the Buyer's other rights and remedies, such
failure shall constitute a material Default.

Where the Supplier has Sole Responsibility, the Buyer shall be entitled,
without prejudice to any other rights and remedies that it has under this
Contract, to recover from the Supplier any reasonable additional costs it may
incur as a direct result of further review or re-Testing which is required for the
Test Success Criteria for that Deliverable to be satisfied.

The Buyer shall issue a Satisfaction Certificate in respect of a given Milestone
as s00n as is reasonably practicable following:

1241 the issuing by the Buyer of Satisfaction Certificates and/or
conditional Satisfaction Certificates in respect of all Deliverables
related to that Milestone which are due to be Tested; and

12.4.2 performance by the Supplier to the reasonable satisfaction of the
Buyer of any other tasks identified in the Implementation Plan as
associated with that Milestone.

The grant of a Satisfaction Certificate shall entitle the Supplier to the receipt
of a payment in respect of that Milestone in accordance with the provisions of
any Implementation Plan and Clause 4 (Pricing and payments).

If a Milestone is not Achieved, the Buyer shall promptly issue a report to the
Supplier setting out the applicable Test Issues and any other reasons for the
relevant Milestone not being Achieved.

If there are Test Issues, but these do not exceed the Test lssues Threshold,
then provided there are no Material Test Issues, the Buyer shall issue a
Satisfaction Certificate.

Framawork Ral: RMG221
Project Version: v2.0 20
Model Version: v3.2
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12.8  If there is one or more Material Test Issue(s), the Buyer shall refuse to issue
a Salisfaction Certificate and, without prejudice to the Buyer's other rights and

remedies,

such failure shall constitute a material Default should the Supplier

hold Sole Responsibility

12.9  If there are Test Issues which exceed the Test Issues Threshold but there are
no Material Test Issues, the Buyer may at its discretion (without waiving any
rights in relation to the other oplions) choose to issue a Satisfaction Certificate
conditional on the remediation of the Test Issues in accordance with an agreed
Rectification Plan provided that:

12.8.1

1292

13. RISK

any Rectification Plan shall be agreed before the issue of a
conditional Satisfaction Certificate unless the Buyer agrees
otherwise (in which case the Tester shall submit a Reclification
Plan for approval by the Buyer within 10 Working Days of receipt of
the Buyer's report pursuant to Paragraph 11.5); and

where the Buyer issues a conditional Satisfaction Certificate, it may
(but shall not be obliged to) revise the failed Milestone Date and
any subsequent Milestone Date.

13.1 The issue of a Satisfaction Certificate and/or a conditional Satisfaction
Certificate shall not:

13141

13.1.2

operate to transfer any risk that the relevant Deliverable or
Milestone is complete or will meet and/or satisfy the Buyer's
requirements for that Deliverable or Milestone; or

affect the Buyer's right subsequently to reject all or any element of
the Deliverables and/or any Milestone to which a Satisfaction
Certificate relates.

Framawork Ral: RMG221

Froject Version: v2.0
Model Version: v3.2
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Annex 1:

Test Issues — Severity Levels
1. SEVERITY 1 ERROR

1.1 This is an error that causes non-recoverable conditions, e.g. it is not possible
to continue using a Component.

2. SEVERITY 2 ERROR

2.1 This is an error for which, as reasonably determined by the Buyer, there is no
practicable workaround available, and which:

2.1.1 causes a Component to become unusable;

2.1.2  causes a lack of functionality, or unexpected functionality, that has
an impact on the current Test; or

2.1.3 has an adverse impact on any other Component(s) or any other
area of the Deliverables;
3. SEVERITY 3 ERROR

3.1 This is an error which:
311 causes a Component to become unusable;

3.1.2  causes alack of functionality, or unexpected functionality, but which
does not impact on the current Test; or

3.1.3 has an impact on any other Component(s) or any other area of the
Deliverables;

but for which, as reasonably determined by the Buyer, there is a
practicable workaround available;

4. SEVERITY 4 ERROR

41 This is an error which causes incorrect funclionality of a Component or
process, but for which there is a simple, Component based, workaround, and
which has no impact on the current Test, or other areas of the Deliverables.

5. SEVERITY 5 ERROR

| This is an error that causes a minor problem, for which no workaround is
required, and which has no impact on the current Test, or other areas of the
Deliverables.

Framawork Ral: RMG221
Project Version: v2.0 22
Model Version: v3.2
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Annex 2:

Satisfaction Certificate
To: [insert name of Supplier]
From: [insert name of Buyer]
[insert Date dd/mmiyyyy]
Dear Sirs,

Satisfaction Certificate

Deliverable/Milestone(s): [Insert relevant description of the agreed
Deliverables/Milestones).

We refer to the agreement ("Call-Off Contract”) [insert Call-Off Contract
reference number] relating to the provision of the [insert description of the
Deliverables] between the [insert Buyer name] ("Buyer”) and [insert
Supplier name] ("Supplier”) dated [insert Call-Off Start Date dd/mmyyyyl.

The definitions for any capitalised terms in this certificate are as set out in
the Call-Off Contract.

[We confirm that all the Deliverables relating to [insert relevant description
of Deliverables/agreed Milestones and/or reference number(s) from the
Implementation Plan] have been tested successfully in accordance with the
Test Plan [or that a conditional Satisfaction Certificate has been issued in
respect of those Deliverables that have not satisfied the relevant Test
Success Cnterial.

[OR]

[This Satisfaction Certificate is granted on the condition that any Test
Issues are remedied in accordance with the Rectification Plan attached to
this certificate.]

[You may now issue an invoice in respect of the Milestone Payment
associated with this Milestone in accordance with Clause 4 (Pricing and

payments)].

Yours faithfully
[insert Name]
[insert Position)

acting on behalf of [insert name of Buyer]

Framawork Ral: RMG221
Project Version: v2.0 23
Model Version: v3.2
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Call-Off Schedule 15A (Health Supplier and Contract
Management)
1 DEFINITIONS

11 Ini this Schedube, the fallowing wards shall have the following meanings and they shall
supplement Joint Schedule 1 [Definitions):

"Agile” a genenc berm b0 Ccover agle ways of working
within the digital environmeni;
“Backlag” has the meaning given ta it in paragraph 2.3.1;
“Balanced Scorecard” has the meaning given to it in paragraph 2.3.8;
“Buyer 3M Event” has the meaning gien to it in paragraph 2.3.T;
“Call-Off Contract has the meaning given to it n paragraph 2,1.2;
Management”

“Call-Off Rate Card™ means the iable of rates for different roles as

caplured in Call-0ff Schedule SA (Prcing Details),
“Collaborative has the meaning given o it in paragraph 2.3.9;

Buyer/Supplier Event”

“Call-Off Contract

the Call-Off Conlract Manager appainted for the

Manager" Supplier and for the Buyer in accordance with
Annex 6 of this Schedule;
“Commercial has the meaning given 1o it in paragraph 2.3.4;
Planning/Review
Ewvents”
“Executive Sponsor” has the meaning given lo it in paragraph 6.26;
"Operational Board™ the board established 0 accordance  with
paragraph 2.3.64.1 of this Schedule,
"Operational Contract the operational confract manager appointed for the
Marager” Supplier and for the Buyver in Annex & of this
Schadule;
“Operational Planning has ke meaning given to it in paragraph 2.3.2;
Event™
“Operational Review has the meaning given 1o it in paragraph 2.3.3;
Events™
“Orange Book” maans the Orange Book! Managemeant of Risks —
Principles and Concepis accoessible at:
hitps:assels:publishing sarvice.gov.ukigovemime
ntfuploarsisystemiuploads/atiachment_datasfilel!
91513MTha Orangs Book. pdl
"Programma” means a programme of work, as identified by a

portfolio number or aquvaiant;

Framework Raef: RME221
Project Version: v2.0 0

kodel Version; v3. 1
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“Serum Sprint” means a time boxed period of time In which a
useable product increment i created per tha

Scrum Guide™ {an Agile methodology);
“30W Management” has the meaning given o it in paragraph 2.1.1; and

“S0W Variation” has the meaning given 1o it in paragraph 2.3.5.

2. OVERVIEW OF SUPPLIER AND CONTRACT MANAGEMENT

21 There are five levels of relationship and contract management coverad by the various
paris of this framework:

2.1.1 Statement of Work Management ("SOW Management™) covering how
Statements of Wiork (SOWs) are managed. SOW Management starts wilh
30Ws being crealed and ands, typically with handowver to the next SOW, as
a S0OW ands (see paragraph 3.1);

2.1.2 Call-Off Contract Management ("Call-Off Contract Management)
covering the specific contract management obligations between Supplier
and Buyer relating o a specific Call-0ff Contract (see paragraph 3.8},

213 Buyer/Supplier Management covering individual relabonships between
the Buyer and a single Supplier. These relationships are anficipated to
develop as an early parl of Call-Off compeltibon as Suppliers bid for potential
work, These relationships are also anficipated to persist beyond individual
Call-Offs for the duration of the Framework {and beyond, assuming Call-
?4;5 exlend beyond the formal term of the Frameawork) (see paragraph

a1k

214 Buyer Specific Framework Management, invalving the Buyer and all
Suppliers under the Framework with whom the Buyer has a relationship.
This level of relationship is anticipated o evolve as Call-Offs are awarded.
This level of relationship is anticipated to persist beyond individuwal Call-Offs
(ses paragraph 3.40); and

215 Framework Buyer/Supplier Management covering “user group” topics
such as:

« |nnovation;

= New developments in technologies;

= Changes in digital services (e.g. the incorporation of SFLA 8 and changes
to Digital, Data and Technology roles);
Crppartunities to improve the operation of the overall framework; and
Proposed updates to the framework;

22 For the avoidance of doubd, by signing any individual Call-Off Confract, suppliers are
obliged 1o meet the terms of this Schedube, as required by the Buyer, for the durations
indicated at aach leveal of ralationship.

2.3 There are a number of key mechanizms for managing this Call-0Off Contract set out
below. This lisl is not an exclusive list bul is designed 1o focus on the key principles
underpinning each level of management. Also, whilst logically separated below, the
Buyer may elecl to combine such mechanisms:

23,1 Product Backlog (Scrum ™} or Prioritised Requirements List (AgilePMM®)
{the "Backlog") which, wilhin the context of this Contract, should be
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232

233

234

235

238

237

238
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considered to be the cornerstone of ongoing operational management. As
such it should be considered fo be a live contract arlefact (see paragraph
4.1);

“Operational Planning Events” or eguivalent, managing the granular level
refinement from Commercial Planning/Review Event level (typically at
requirament/incrameant level down to Scrum Sprint [ Timebox (AgilePil)
sized task level (1o be held at the frequency glven al paragraph 3.6,

"Operational Review Events” or equivalent, which provide the basis for
among  olher things, reviewing achievements oul of ndividual
Sprints/Timeboxes, laaming lessons from the pravious activity and
undersianding the actual effort used, A summary of this will be fed into the
Commercial Planning'Raview Ewents (Scrum  Sprinks or  reporting
performance and progress of tasks into the Commercial Planning/Review
Ewvenls is described balow al paragraph 3.7);

“Commerclal Planning/Review Events” (usually combined but may be
separate events for planning and review):

» These evants will refine and prioritise the main Backbog (at Deliverable
Increment’user siory level and above) for feeding into the maore detailed
S0OW task level backlog managed wnder the Operational Planning
Events described above, If the Imcremental Fixed Price charging
mechanism s in use under a SOW, these events will agree the “price”
for a Deliverable Increment (backed up by an estimate of effort linked to
thie Call-Off Rate Card).

& From a review perspactive, tha Commarcial Planning/Review Event will
assess completeness of tasks and map this into acceptance of
Deliverables or Deliverable Incramenis as well as collate actual effor
spent. Acceptance cerlificates may be uwsed to acknowledge
complateness. The review will typically lead to inveicing and payment.

+« Whilst the frequency of Operational Planning Evenis is likely 1o reflect
the operational practices specific to the S0W, Commercial
Planning/Review Events will normally be held on a monthly basis.

+ These evenis are seen al the main focus points for Call-Of Contract
Management activities (see paragraph 3.8),

Variation and Change Management covers minor changes 1o Stalements
of Work {“S0W Variations™) and more formal changes to the confract {see
paragraph 4.2 below);

Events such as Operational Board meetings, where the programme of
project teams may escalale topics for resolution or where material decisions
may nead Io be made. (sea paragraph 5.21 below);

“Buyer 5M Events"” designed to aggregate Call-Off Contract aclivity into
an averarching view of Supplier performance and provide a means (o take
a haolistic view of the performance and relationship with the Supplier as well
as address opics escalated from indhiadual Cal-Off Contracts. If the Buyer
anly has one or two Call-Off Contracts with an individual supplier these
avenis may be combined with Commercial Planning/Review Ewenls,
however the intent is to focus at the Supplier level rather than the Call-Off
Contract level (see paragraph 3.39 below);

The “Balanced Scorecard”, providing the mechanism fo  visually

summarise the status of either the Call-Off andlor Supplier performance.
Whilst a large individeal Call-Of may warrant a8 dedicated Balanced
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24

2.5

Scorecard, within the context of this framework il s anlicipated the Balanced
Scorecard will operate af the overall Buyer/Supgplier level {and this is the
assumption underpinning the Hlustrations making up the rest of this
Schedule) {see 4.3 below);

239 “Collaborative Buyer/Supplier Events” intended to provide a mechanism
ta share leaming, develop collective improvemenis, share future plans, and
discuss topics which may be forwarded for consideration at the Framework
leval. {see 340 below); and

2410  in order io manage the time dimension relevant to the Call-Of Contract the
Buyer will require some form of delivery planning. This may be in the form
of Gantl charts or project plans, or it may be in the form of agile tools such
as roadmaps, Epic boards, Elaboration andior Sprint Boards, Kanban
boards, efc. (see paragraph Error! Reference source not found. below).

Throughout the lifelime of bolh individual Call-Off Contracls and the framework
relationship between the Buyer and Suppliers there are risks, Risk management
praclices appled at Call-Of Confract level are described further at paragraph 5.

Suppliers should be aware that the Buyer will also underiake ongoing Supplier risk
management activities (such as ongaing inancial credit rating checks) as part of its
Call-Off Contract management processes.

3 SUPPLIER AND CONTRACT MANAGEMENT LEVELS

Statement of Work Management

31

3.2

Other than the first SOWs under a Call-Off Contract, which will be defined by the

Buver, SOWs will generally be developed involving joint exploratory discussions
between ihe Buyer and the Supplier. Generally speaking, inputs to the SOW are likely

o include:
314 somea farm of read map (the contaxt);

3.1.2 initial views on initial resource profile and tlechnology stack and so on, used
tor inform the sizing of the SOW,

3.1.3  which Accountability Model (Sole Responsibifity, Self-Directed Teams or
Rainbow), each as defined n Framework Schedule 1 (Specification); and
which pricing mechanism (Fixed Price, Capped Time and Material, or
Incremental Fixed Priced), and

314 an initial Backiog (delailing requiremants at an appropriate level of detail),
provisional resource profile and technologies.

Thea aperation of the Backloqg is described under paragraph 4, however, al aparational
level it is intended to be the basis for agreeing, accepting and capluring fasks as well
as related efforf. There shall be a continuous alignment batween the main Backlog
held at Call-Off Contract level and any SOW Backlog (the Call-Off Confract level
Backlog focuses on Deliverable Increments whilst the SOW Backlog level focuses on
the more detailed tasks), At SOW level the Backiog should targely be cperational and
should be being refined fo a level that can be allocated to the next sprint, imebax or
equivalent (aiming to task size),

Framewaork Ref: RME221
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3.3

3.4

3.5

3.6

3.7

In addition to the Backlog, there will be information required by the Buyer for the
purposes of recording resources (e.q. for controling access to infrastructure),
measurng performance (e.g. bum chars, atc), evidencing delivery (g.g. acceplance
certificates) and so on. Annex 1 provides a provisional, non-exclusive, list of
information lypes which may be used by the Buyer o initially specify typical
requiramenis.

Whilst individual SOWWs may operate under the Fixed Price or Incremenial Fooed Price
pricing mechanisms, all Call-Off Contracis shall be underpinned by an agreed set of
Supplier Call-0Of Rate Cards, Under all circumstances, regardless of pricing model,
Suppliers shall maintain an accurate record of actual resource ulilisation and to make
this available o the Buyer on request.

When capluring effort, the Supplier is required to link such affort to the SOW and to
the respeciive entry on the applicable Call-Off Rate Card as well as include period
starl and end date and utilised effort (in hours, days or fractions thereof as determined

by the Buyer).

Operalional Planning Events will be held at a frequency determined by the Buyer. The
purpose will be fo agree the next iteration of work (e.g9. Scrum Sprint) and to refine the
Backlog. The principhe of ongaing refinemant is a key Agile conceptl.

Operational Review Events will be held at a frequency determined by the Buyer.
Typically, these will be al reguiar intervals (e.g. every month or every Scrum Sprint).
Two canfraciual related purposes of Operaticnal Review Events are fo;

S0 identify when tasks are completed and provide evidence to the Commercial
Planning/Reaview Evants that work s “done”™; and

3.7.2  caplure aclual eflor laken (versus the forecast) as a means of improving
future estimates and providing the raw data for invoicing purposes.

Call-Off Contract Management

38

Within the context of this Call-Off Confract, taking info account the olher levels of
contract management, the primary purpose of Call-Off Contract Management
includes.

3.8.1 eslablishing and managing the information flows relevant to the Call-Off
Contract;

3.82  managing the overarching Backlog and ensuring it is continugusly refined
to reflact the evolving work,

3.8.3 asiablishing new S0Ws, providing owersight of SOWs in progress and
ensuring handover between S0Ws as appropriate;

384 acling as the bridge betwean S50W management (operabional) and
commercial matters such as raising and managing invoices and payment,
and tracking and managing commitment and spand against the averall Call-
Off Contract value estimalte;

385  providing ovarsight of the rescurces (Supplier Staff, Subconiractors, etc.)
required to deliver the Deliverables undear the Call-Off Contract;

386  creating and maintaining Implementation Plans (as sel out in GCall-Off
Schedule 13A (Health Implementation Plan and Testing);
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387  co-ordinating with stakeholders and the Operational Board if applicable;

23.8.8 managing overall Call-Off Contract level risks, issues, escalations and
commercial matters,

389 managing formal Variations;
3810  acling as the linkage point into Buyer Supplier Management;
3.8.11 mainfaining and updating the Contract spacific Call-0ff Rate Card(s);

3812  contributing o the maintenance of programme/project artifacts such as
business cases, procurement packages, roadmaps, elc;

44813  ensuring smeoath transiton and hand-over 1o the recipient of Deliverables
{always the Buyer, but it may also be 1o another supplier if thare is another
major phase of work to be undertaken by the olher supplier under a separate
Call-Off Contract or SOW); and

3.8.14  moniloring Supplier performance against Material KP|s,

38 Typically, the Buyer shall expect oversight of SOWs to form part of the role of a core
team who will parsist for the duration of the Call-Dff Confract, The Buyer shall consider
execuling a dedicated SOW (typically a rainbow team, on a Capped Time and
Materials basis} for defining and managing Call-Off Contract Management aclivifies.
Thiz would bea in addition lo any specific delivery S0OWs. This role i nol anticipated 1o
bea full time, but ralhar pariodic (2.9. no more than a few days par moanth) If a single
S0OW is operating at any given time, the role may o be combined with others,

3.10 Whereas SOWs will often be sequential, thera is na restriction on the numbsar of S0Ws
that are able to be effective at any point in time. Likewise it is highlighted that Service
Provisions undear this framework are nol lots. This means a Call-Off Confract may
involve more than one Service Provision (with individual S0OWs  possibly
commissionad o dediver dislincl services),

3.11  The above activities are logically defined under the heading of Call-O0ff Confract
Management for the purposes of this Call-Off Contract however the Buyer may choose
to capture the above requirements in @ manner of their own choosing.

E ishi Manaaqenig |

3.12  Annex 2 provides an initial list of information which may be requeasted by the Buyer in
connection with Call-Off Confract Management. The Buyer may add to this list at any
point in ime by notifying the Supplier in writing.

313  The information sel out in Annex 2 shall be expected 1o be kept up to dale by the
Supplier at tha refresh fraguency set out in thal Annex. The Supplier is required o
maintain tight version contral and, where noted, obain Buver approval to updates as
the wark prograsses,

Managing the Backlog

3.14 The Backlog is a key artifact for Call-Off Contract Management. The Backlog shall
track Deliverable Increments as they are refined during the Call-Of Contract Period,
will identify which SOWs cover each Deliverable Increment, will size them (and cost
them under gither the Fixed Price or Incremeantal Fixed Price models)will provide the

basis for “accepting” them and will track various olher nformaton as set out in Annex
4,
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315  Whilst the Buyer may choose to have a single Backlog covering each SOW and the
Call-Off Contract, at Call-Off Contract level the Backlog is intended to caplure the
Deliverable Increments whilst delegating the detailed task-level management down (o
the SOW Backlog,

316 Paymenl under the either the Fixed Price or Incremental Fiked Price pricing
mechanism will be based on the price agreed in advance. However, the Supplier will
be expectad to provide a resource estimate which, when combined with Call-0f Rate
Card prices, will provide the transparent basis for the fixed prica.

317  The Buyer may elect to use acceplance cerificates for all Deliverable Increments
agreed as “done” or only for key Deliverable Increments. Under the Fixed Price or
Incremental Fixed Price pricing mechanisms, there shall be a clear linkage between
an invaiced amount and the relevant Delverable Incremeant.

318  Inall cases there shall be a clear inkage between the Backlog and invoices submitted,

319 Invoice frequency may not align with Operational Review Events (e.g. invoicing may
be monthly but review/planning events every two weeks). Under such circumstances,
for clarity of receipting and audit purposes, unlass agreed olherwise by the Buyer,
work yet to be accepted at the Commercial Planning/Review Event shall be held back
to the next appropriale invoice period.

it tatement Wiork

320  Subsequent to the first SOW, new SOWs will be crealed and agreed under the
concept of Call-Off Contract Management. It is anticipated that the team involved in
Call-Off Contract Management shall develop the SOW requirements, work with the
Suppler (o agres the content of the SOW, and dacide on the resourcing and pricing
models prior 1o signing off the SOW.

3.21 Itis the responsibility of the respactive Call-Off Conlract Managers to ensure SOWs
are within the scope of the overarching Call-Off Contract and thal budget is available
under tha Call-Off Contract

3.22 Mis envisaged that minor variations to in-place SOWSs will be coordinated under the
concept of Call-Off Contract Management

idin ight of r i

323 Whilst detailed planning of resource allocaton o SOW tasks = handled at S0OW
Management level, there is an ongaing requirement to undersiand the total resourcing
view and whene resourcing i deployed at the Call-Off Contract level,

3.24 Under the Rainbow Team Accounizbility Model, the Buyar may have mandakory
induction processes (o be followed., The Supplier shall ensure that all such
requiraments are meat whare required prior to beginning work under any Call-Off
Contract or SOW,

325 The Supplier is also responsible for ensuring that its staff (directly or indirectly
employed) perform any data handover ! cleansing obligations where applicable at the
end of a Call-Off Contracl Call-Of Confract Management is accountable for ansunng
thiz is done.

The bridge between SOW Dalivary and payment ! Call-Off Contract budgel management

326 The Supplier shall, at all times, maintain an audit path linking delivery information
together with invaice information.
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3.27

3.28

3.29

3.30

In an Agile ervironment, the contract value agreed at Call-Of Contract level is typically
a8 maximum possible value rather than a committed sum. Subject to the terms of this
Call-Off Contract. committed charges shall be setl out in each SOW.

At all imes, the Supplier shall frack budgets, forecasis and actuals at purchase order
level, SOW level and Call-Off Contract level and shall provide a level of granularity
(e.g. monthly) as required by the Buyer.

The Supplier shall update such financial summaries to reflect any changes agreed
under the formal WVariation process.

The Supplier shall notify the Buyer of any forecast overspend at least 60 days in
advance of such an overspend occurring.

Buyer/Supplier Management

3.3

3.32

3.33

3.34

3.35

3.36

3.37

3.38

3.38

Buyer/Supgplier Management covers the overall relationship between Buyer and
Supplier. If there is anly ome Call-0f Contract in place between the Buyer and Supplier
the below activities may be combined under Call-Off Contract Management, However,
Buyer/Supplier Managemen! contains abligations which extend bevond specific Call-
Off Contracts as sef out below,

Buyern'Supplier Management is considened 1o formally start on the commencemeant of
the Call-Off Confract. However, it is anticipated that Suppliers starl to engage in
Buyer/Supplier Management on an informal basks as they first become involved in a
Further Competition Procedura,

From the Call-Off Contract Start Date the Supplier shall nominate a Buyer Account
Manager and the Buyer shall nominate a Supplier Manager

Iiz expected, as part of non-Call-Off Contract-specific Supplier engagement, that the
Supplier makes efforts to "undarstand” the Buyer. In erder to improve competition and

ensure a level playing the Buyer shall support attempis by the Supplier to "understand”
the Buyer, without prejudicing any Further Caompetition Procedure.

It is recommended that, where a Supplier has not previously had a relationship with
the Buyer, or specific relevant parts of the Buyer's business, that “get to know events®
are facilitated by the Buyer.

Buyes/Supplier Management is considered toend on the End Date of the last effective
Call-Off Contract between the Buyer and Supplier,

Whilst it is recognised thal Buyen'Supplier Management may be incorporated within
Call-Off Contract Management, thara is cariain information which may be aggregated
up or is pertinent 1o the relationzhip with the Supplier, Examples of such information
are listed under Annex 3.

On an ongoing basis, the Buyer and Supplier shall collaborate 1o ensure appropriate
prioritisation of resourcas, focws and conlinuouws improvemant across all Call-O#H
Confracts between the Buyer and the Supplier,

Buyer SM Events, for handling the above mallers, shall be held at a frequency
determined by the Buyer,
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Collaborative Buyen'Supplier Events

340  Periodically, the Buyer may elect fo meet with all Suppliers with whom it has Call-0Of
Confracts or who ane actively participating in Framework business with the Buyer,

3.41 Typically such events will be hald quarierly, but the frequency shall be determined by
the Buyer. Suppliers should make every reasonabde efforl 1o participate in, and
contribute 1o, such events,

342  The purpose of such events will typically be o

3421

3422

3423

3424

3425

3428

S.42.7

S.42.8

3429

provide the Buyer with the opportunity to share, on an equitable basis, fulure
pipelines of work;

provide the Buyer wilh the opporiunity to share fulure technology trends
from the Buyer's perspective;

provide Supphars with the oppartunity o seggest overall improvements 1o
the way the Framework Confract is working with the Buyer;

share amerging technologies coming out of Supplier activities;

identify where there may be market shoriages in skills and discuss
mechanisms (lraining, knowledge sharing, buddving/mentoring, atc.) 1o
address such shorlages;

agres proposals for possible changes 1o be considered by CCS;

discuss opportunities to improve the operation of the overall Framework
Contract;

discuss proposed updates o the Framework Contract; and

any other activity which may be proposed by the Buyer,

4. KEY MECHANISMS

4.1 Product Backlog (Scrum®) or Prioritised Requirements List (AgilePM®) or equivalent:

411

4.1.2

4.1.3

Typical information o be held in the Backlog may be found in Annex 4,

The Backlog shoukd be considered to be the operational equivalent of a
change controd log capturing refinements, changes, additions and debetions.
Thea Backlog demonsirates the value delivered {even if only at Deliverabla
Increment) and provides an Indicator on how much change the
projectprogramme has had lo absorb;

The Backlog evidences value delivered; and

Since the Backlog caplures ongoing refinement, Varations should only be
required to changes o funding, scope and high level Milestonesftimescales.

4.2 Wariation and Change Managemeant

421
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4.3

within the Call-Off Confract, As such exlended Buyer governance i nol
anticipated

4.2.2 The term “Variation”, in this context, is used 1o describe changes to ovarall
contract vaiue, overall contract milestones andfor term and where overall
sCope requires Woochange and such Vanations shall follow the procedure set
aut at Clause 24,

423 The Supplier = required to mainiain coples of all YVaration and S0W
Varation documentation,

Balanced Scorecard

4.3.1 Where the Buyer determires, the Suppher shall waork with ihe Buyer (o
develop the detail of a Balanced Scorecard,

432  The Buyer shall give nolice fo the Supplier as to when the Balanced
Scorecard shall become effective.

4.3.3 The principles cutlined in Procurement Policy Nobe 0916 Procurament for
Growth Balanced Scorecard {or any later replacemeant) shall apply.

4.54 The Parties shall refer 1o the Balanced Scorecard Paper, Annex A: Diagram
ard Annex B: Strategic Themes and Critical Success Factors associated
with Procurement Policy Mote 0816 (or lates! eguivalents) when formulating
a Balanced Scorecard.

4,35  The Buyer may elect to apply a Balanced Scorecard either per Call-Off
Caontract or at Suppliar lavel.

4,386 The frequency of update to the Balanced Scorecard shall be determined by
the Buyer (bul will generally align with Commercial Planning/Review Events
af Call-Off fevel andfor Buyer S Events at Supplier level),

4.3.¥  Anexample of a Balanced Scorecard may be found in Annex. 5.

8. RISK MANAGEMENT

8.1

5.2

5.3

5.4

b5

Refarence is made to Ihe Hivt Tmasm‘y Gr&an Emﬁ s:mm:nl|e1|n'mvn|:z|r5|I gulﬁanm o rish;
[isk).

In'particular, the principles and concepts contained in the Orange Book shall underpin
the risk management praclices implementad under this Schedule,

Both Parties shall pro-acteely manage risks attributed 1o tham under tha terms of thes
Call-Off Contract.

The Buyer will aim to ensure that the placement of risk is appropriate {i.e. risk is placed
where it can be influgnced).

The Supplier shall develop, operate, maintain and amend, as agreed with the Buyer,
processes for;

5:5.1 the identification and managemant of rsks;

552  the identification and managemen of issues; and
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553  moniloring and contralling project plans.

5.6 The Supplier shall allow the Buyer (o inspect at any time within the Suppliers working
hours the accounts and records which the Supplier is required o keap.

57 The Supplier will maintain a risk regisier of the risks relating 1o the Call-Of Contract
which the Buyer and the Supplier have dentified.

5.8 Tha Buyer may edact, at any point in ime, to conduct ongoing Supplier risk
management as follows:

581 the Buyer may choose to use cradil rating chacks (such as thosa offared by
Experian and Dun & Bradstreef) to monitor the financial health of the
Suppliar;

582  should the Buyer determine that a Supplier could be at financial risk, the
Buyer may request financial defails {including current  unpublished
accounts) in order to better understand any risk which could have an impact
an the Call-Off Contract;

5.8.3 on request by the Buyer, the Supplier shall provide and work o a financial
risk miligation plan as a means of pratecting the infterests of the Buyer; and

584 the Supplier shall take reasonable steps to enswre tha financial health of
any Subconiractors it engages with. In the event of a polential risk with any
Subcontractor the Supplier shall notify the Buyer of such risks and the
mitigation actions it is laking to protect the interests of the Buyer.

6. KEY ROLES

6.1 Key Foles and Key Staff are identified and named in each SOW,

6.2 The Supplier and the Buyer shall each nominate an Oparational Contract Manager for
the purposes of this Call-Off Contract through whom the pravision of the Deliverables
shall ba managed day-to-day.

6.3 The Supplier and the Buyer shall each nominate a Call-Off Contract Manager for the
purposes of this Cal-Of Contract through whom commercial matters may be
escalated as and when needed and af a regular frequency as determined by the
Parties.

6.4 The Parties shall ensure that appropriate resource is made available on a regular
basis such thal the contract management aims, objectives and specific provisions of
this Call-Off Contract can ba fully realised.

Operational Contract Managers

6.5 Crperational contract managament shall cover matters including:
6.5.1 developing technical scope for individual S0Ws;
652  ongoing joint management of Backkog item lists;

B5.9.3 resource manitoring; and

654  progress against Deliverables and reporting and receipting of the same.

6.6 The Supplier's Operational Contract Manager shall be:
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6.7

6.8

6.9

6.6.1 the primary paint of contact 1o receive operational communications from the
Buyer and will also be the person primarily responsible for providing
aparational information to the Buyer,

B5.6.2 able to delegate his position o anciher parson at the Supplier bul must
inform the Buyer before proceeding with the debegation amd it will be
delegated person's responsibility o fulfil the Operational Contract
Manager's responsibilites and obligations:

6.6.3 able to cancel any delegation and recommencs the posiion himsalf, and

B.6.4 replaced only afier the Buyer has received notification of the proposed
change.

The Buyer's Operational Contract Manager is the Buyer side of the Cperational
Confract Management relationship, providing operational communications to the
Supplier, acknowledging receipt of Deliverables, and having equivalent cbligations
with respect to delegation and notification of any changes.

The Buyer may provide revised instructions o the Suppliers Operational Contract
Manager in regards to the operation of the Call-Of Contract and itwill be the Supplier's
Operational Contract Manager's responsibility to ensure the information is provided 1o
the Supplier and the actions implamented.

Receipt of communication from the Suppliers Operational Confract Manager by the
Buyer does not absolve the Supplier from its responsibilities, cbligations or abilities
under the Call-Off Contract.

Call-Off Contract Managers

6.10 Commarcial Confract Manageameant shall cover matters including:

.11

6101  development of commercial scope for individual S0WSs,
6.10.2  ansuring compliance with Call-Off Cantract terms,
£6.10.3 oversight of commercial performance of the Call-Off Confract; and

6.104 resolution of commercial issues, including any need for contractual dispule
resolution or escalation.

The Suppliers Call-Off Contract Manager shall be:

6.11.1  the primary point of contact to receive commercial communications from the
Buyer and will also be the person primarily responsible for providing
commercial information to the Buyer,

6112 able to delegate his position lo ancther person al the Supplier but must
inform the Buyer before proceeding with the delegation and it will be
delegated person's responsibility to fullil the Call-Off Contract Manager's
respansibiliies and obligations:

£8.11.3 able o cancel any delegation and recommence the position himself, and

6.11.4 rmeplaced only after the Buyer has received notification of the proposed
change.

Framewark Ref: RME221
Froject Version: v2.0 11
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6.12

6.13

6. 14

The Buyer's Call-Off Contract Manager is the Buyer side of the Commercial Contract
Management relationship, providing commercial communications to the Supplier and
having equivalent obligations with respect 0 delegation and notification of any
changes,

The Buyer may provide revised insiructions to the Suppliers Call-Off Coniract
Manager in regards to the commercial aspacts of the Call-Off Contract and it will be
the Supplers Cal-0ff Contract Manager's responsibility to ensure the informalion is
provided ta the Supplier and the actions implemeanted,

Receipt of communication from the Supplier's Call-Off Contract Manager by the Buyer
does not absolve the Supplier from its responsibilites, obligations or Babilties under
the Call-Off Contract.

Supplier Manager and Account/Buyer Manager

6.15

6.16

617

5,18

6.19

6.20

The Buyer side Supplier Manager, if named by the Buyer, is the individual with
oversight of the Supplier as a whole and shall be the prime conlact for the Suppliar's
Account/Buyer Manager,

Buyer matters which are not able o be dealt with at the Call-Off Contract level shall
be escalated to the Supplier Manager.

The role shall dedegale (o the Buyers Call-Off Conftract Manager if not named.

Tha Supplier side Account/Buyer Manager, if named by the Supplier, is the individual
with the relationship with the Buyer as a whole and shall be the prime conlact for the
Buyer's Suppliar Manager.

Supplier matters which are not able to be dealt with at the Call-Off Confract level shall
ba ascalated to the Supplher's AccountBuyer Manager.

The role shall delegate o the Supplier's Call-0ff Contract Manager if not named,

Gontract Boards

6.21

6.22

5.23

iG.24

Omne or more Contract Boards may. al the Buyer's sole option be established for the
purposes of this Call-Off Contract. Al minimum the Supplier and the Buyer shall be
represented on the board.

Where reguired, the board members, freguency and ocation of board meetings and
plannad start date by which the board shall be established shall be set out in Annex
6.

In the event that either Party wishes to replace any of its appointed board members,
that Party shall natify the olher In writing for approval by the other Party (swech approval
nat e be unreasanably withheld or delayed). Each Buyer board mamber shall have at
all times a counterpart Supplier board member of equivalent seniority and experiise,

Each Parly shall ensure that its board members shall make all reasonable efforis io
attend board meetings at which that board member's attendance is required. If any
board member i not able o attend a board meating, that parson shall use all
reasonable endeavours to ensure that a delegate attends the Operational Board
meeting in his/her place (wherever possible) and that the delegate is properly briefed
and prepared and that helshe is debriefed by such delegate after the board meeting.

Framewaork Ref: RME221
Froject Version: v2.0 12
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G.25  The purpose of the board meetings will generally be to review the performance of the
Call-Off Contract, The agenda for each meeting shall be set by the Buyer and
communicated to the Supplier in advance aof thal meeating.

Executive Sponsors

6.26  Each party may elect 1o nominate an Executive Sponsor for the purposes of ensuring
corporate alignment with the overall Buyer/Supplier relationship as wall as acting as
a point of escalation 1o assist in removing potential corporate blockers,

T. KEY INFORMATION

| The Buyer requires the Supplier to provide the management information as identified
in the Annexes fo this Schedule. These requirements are withoul limiation to the
Buyer's right o require the submission of information, reports, recerds and data as set
out elsewhare in the Call-Off Contracl

Tad The Supplier shall, within 30 days of the earliest of:

7.2 the date which is 30 days before the end of the Call-Off Conftract Period;
.22 receipt of &8 Termination Matice;

7.23  notification by the Buyer of an acleal or intended Service Transfer; or
T.24 awritten reguest by the Buyer,

provide the Buyer with a complete sel of up to date information in respect of all types
of information set out in the Annexes,

8. INVOICING AND PAYMENT

B.1

B.2

8.3

B4

8.5

8.6

ar

The frequency of invoicing shall be on a Monthly basis, unless agreed by the Buyer,
i writing, as olhenwise,

Invoices for the preceding Month shall be submitted within 10 Working Days of the
end of the Month unless agreed, in writing, by the Buyer as otherwise.

Separate invoices shall be provided for each SOW, clearly identifying the Call-Off
Contract and SOW which the invoice relates to.

The information 1o be provided by the Supplier wilth eéach Invoioe shall be that identified
in Annex 7.

In order io facilitale prompt payment of invoices, the Supplier shall coordinate with the
Buyer to ensure accaptance of Deliverables completed.

The Buyer shall notify the Supplier of any incomect Involce submissions within 5
Working Days of receipt. Incorrect invoices shall include (without limitation) invoices
for work which has not been accepled by the Buyer and invoices based on incormect
ratas. The Supplier shall resubmit invoicas once cormacted.

Unless otherwise agreed, the Buyer shall pay all accepled imvoices within 30 days of
SUBMISSIon,

Framewark Ref: RME221
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9. MATERIAL KPIs

8.1

B2

9.3

8.4

9.5

86

.7

The Suppliers performance shall be measured by the Material KPls set out in the
Order Form.

The Supplier shall comply with the Material KPls and establish processes o monitor
itz performance against them and the Supplier's achievement of Material KPIs shall
ba reviewead during Caommaearcial Planning/Review Events.,

The Buyer reserves the right to adjust, introduce new, or remowve Materal KPls
throughout the Call-Off Confract Pariod, howeaver any significant changes to Material
KPiz shall be agreed between the Buyer and the Supplier in accordance with the
Varnation Procedura.

The Buyer reserves the right to use and publish the performance of the Supplier
against the Material KPIs withoul restriction.

In the event that the Buyer and the Supplier are unable to agree the performance
score for any Material KPI during a Commercial Planning/Review Event, the disputed
score shall be recorded and the matter shall be referred fo the Buyer Authorised
Representative and the Supplier Authorised Representative in order o determine the
best course of action to resolve the matter (which may involve organising an ad-hoc
rseting o discuss the parformance issue specifically).

In cases whare the Buyer Authorised Representative and the Supplier Authorised
Representative fad to reach a solution within a reasonable period of ime, the matter
shall be referraed to the Dispute Rescluticn Procadure,

Failures to meet Material KPIs shall be addressed in accordance with Paragraphs 5.4
and 5.5 of Framework Schedule 4 [Framework Managemeant).

Framewark Ref: RME221
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Annex 1: SOW Management Related Information

Operational Planning Event Frequency Monthly
Operational Review Evenl Frequency Monthly

The following table provides a list of information required by the Buyer as part of the SOW
Management process.

Motes:
1. There are some artifacts which held at Call-Off Management level which could equally
apply at this level. Please read that list too (Annex 2).
2. Supplier and Subcontraclor related topics are covered under Buyer/Supplier
Management
3. This list is non-exclusive, and the Buyer may elect to include other information.

Type of Information Required Refresh
7 Frequency
A1.01 Backlog (Task leved) Mo Operational
Fianning Event
A102  Forecast Resource Profile Yes Cperational
Pianmning Event
A1.03  Actual Resource Lfisation Yes Operational
_ Review Evenl
A1.04 | Task Completion Status Mo Operalional
Review Event

Typical Agile Artifacts (Statement of Work Information)
A0 Sprint Burndown Report

A111  Velocity Chart

A112  Epsc and Releaza Bumdown Charl

A113  Agile Control Chart :

A1.14  Cumulative Flow Dizgram

81,15 Value Deliverad Char

A1.16  Work ltem Age Charl

ZETEZTEZZTE
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Annex 2: Call-Off Contract Management Information

Topic _ Frequency or Details
Commercial Planning/Review Event Frequency [imsert frequancy]

The following table provides a list of information required by the Buyer as part of the Call-Off
Contract Management process (note that this is a logical model and the Buyer may elect to
operate “events” under different labels).

Notes:
1. This list is non-exclusive, and the Buyer may elect to include other information,
2. Thiz list iz also illustrative and non-exhaustive. It is anticipated the Buyer will review
and edit these tables as part of preparing a Call-Off Contract (and reserves the right fo
amand during the Call-Off Confract Period).

Rl | Reagired [ Rafesh

& =~ % = .\. =

Contract Management Artifacts

A2.01 | Backlog (Delvverable Increment Level) {including Mo Commercial
agreaments to Acceptance, Pricing, Status, elc - see Planning [ Reviaw
Backlog for details) Event

AZ2.02 | List of Supplier Staff including: SOW, Unigue 1D, Mame, Yes Commercial
Job Rode, link 1o Cali-Off Rate Card, rate, Start Date, End Ptanning / Review
Date, Planned Days, Forecast Days, Actual Days, Event
Security Level, Confractor Status, IR35 determination,

i as spacifiad by the Buyer)

A203 | CostSpend Cash Flow Data inchuding: SOW, Budget, Yes Commercial
Forecast, Actual, links o POs, Variations, etc as Pianning / Review
specified by the Buyer Eveant

A2 | Risks, lssues (and Opportunities) Log including impeact et Commercial
assessment, mitigation details, etc, Planning / Review

Ewvent

AZ.05 | Any remediabion plans agreed, and any progress against Yes Commercial
an agreed remediation plan. Planning / Review

........ i Pl ¢ e e e e o B B e 8 8 e B s e B e o B8 B e s 8 o e e e e Emm —

AZ06 | Statement of any commercial issues by the Supplier Yes Commercial
during that periad (late payment). Report of resclution of Planning [ Rewview

| any praviously noted lems. 1 . JEvint

A2.07 | Coples of notices receved and/or issues J:n]r the Euyar. s On demand trg,.-
and referrals to any Dispute Resolulion Procedura the Buyer

AZ208 | Vanations detailing matarial changes 1o scope, cost, Yes O demand by

_____ __| major milestones andior overall imescales the Buyer

A2 08 | Stakeholder Map ™ 2n demand by

the Buyer

AZ 10 | Communicaticns Plan I On demand by

] 3 the Buyer

A2.11 | Copies of all Contract related documents including Yes On demand by

referencad docurments, relavant Sub-Confracts and any the: Buyer
i, anciltary documenis (including amendmenis)

AZ12 | Cwrent contact and address for notices under the Call- Yes Immediate and
Off Contracl. updates following

any changes

Framewaork Raf: REIG221
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E“hfu"“’w Products {ref: Agile Project Management Handbook by the DSDM®
QNSrLUMm g
© hitps:itwenw agilebusiness orglpage/ProjectFramework 08 Product
AZ20 | Terms of Reference ™ [specify]
A2 21 | Business Case M [specity]
A2.22 | Solution Architecture Definition N [specify]
A2.23 | Development Approach Definition N [specify]
 A2.24 | Delivery Plan (also under Implementation Plans) N [specify]
A275 | Timebox Plans (atso under Implementation Plans) N [specity]
AZ.26 | Timebax Review Records ¥ [specify]
A2.2T | Management Approach Definition M [specify]
AZ2.28 | Feasibility Assessment N [specify]
 A229 | Foundations Summary N [specify]
AZ 30 | Project Review Repart N [specify]
[Please insart any olher specific details relating to the M [insert frequency]
provision of management information required by the
Buyer. ]
Other Agile Products (courtesy Blended Agile Delivery www thebadtoolkit.com
A2.40 | VMOST Mission Boards N [specify]
AZ41 | ROl Projections N [specify]
A2.42 | EPIC Board (also under Implementation Plans) M [speciiy]
A243 | User Slories Y As required
[ AZ44 | Releass Proposiions N__|[Ispeciy]
Proof of Concepts (POCs) / Spikes N [specify]
A2 .46 | Designs / UX (User Functionality) ™ [specify]
AZ2.4T | Business Architecture Changes N [specify]
AZ248 | Data Changes ™ [specify
' A2.49 | Candidate Architectures N [specify
A2 50 | PTEST Requirements N [Epecify]
A2.51 | Elaboration Boards (akso under Implementation Plans) N [specify
A2.52 | Spring Boards (also under Implementation Plans) N [specify
A2.53 | Delivery Metrics Y As required
AZ 54 | Heallh Checks Y As reguired

Contributions to Other Programme / Project Ma Ha_:mmn.urﬁh_._inm listed abn..v..a.i.._

AZ B0 | Technical Reqguirements (Functonal f Non-Functional) [speecify]

#2671 | Technical Consiraints (e.g. compatibilily with existing [~.;| [specify]
systems)

AZ B2 | Pre-procurement support activities N [spacify]

Framewoark Ref: RME221
Project Version: v2.0 17

Model Version: va.1
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A2 63

Make or Buy Analysis

N
AZ.64 | Technical Stack Specification M [specily]
A2 B5 | Technical Road Map N [specify]
A2.66 | Target Operating Model N [specify]
A267 | Skills Requirements Profile N [specify]

Ell:l.lrl‘l'y_' and Personal Data Reporting Information
A2TO | DSP Toolkit Submissions Mo Annually in
arrears
A2 71 | Copias of required security clearance cerificates for all Yes [On demand by
staff (where staff process Patient Identifiable Data or are the Buyer]
on Buyer Premises of access Buyer Systams) [In advance of
commencement
_ _ of
A2.T2 | Unique individual identifier number and full name of siaff Mo [On demand by
handling Patient Identifiable Data (where siaff process the Buryer]
Patient Identifiable Data or are on Buyer Premises ar [In advance of
access Buyer Systems) commencement
of activity]
A2T3 | Updated DPLA ™ [inser frequency]
A2 T4 | Completed Information Security Manageament {15SM) M [insert frequency]
Document Set
A2.T5 | Evidence of data destruction cerlification Yes On garrmnd by
the Buyer
A2.TE | Nolices of any breach of data provision or securily Yes O OCCurmencs

Handover | Exit Related Information "

A2.80 | Records required by Law as they refate to the provision Mo On demand by
of the services (including in relation 1o health and safaty the Buyer
matters and health and safety files), such records to be
prapared in accordance with any applicable laws or
regulations.

AZB1 | Al training, Implementation, operation and maimenance On demand by
manuals ralated 1o the provision of the Deliverables. the Buyer

A2 B2 | Al certificates, licences, registralions or warranties Y On demand by
related to the provision of Defiverables the Buyer

AZ283 | Exit Plan (and any requested updates) Y (see Call-Of

Schedule 10: Exit
Management)

TUPE Information

Framewark Ref: RME221
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e ||} ___Fraq f |
Details of service funclions thal have provided services 1o daemand by
the Buyer, and the denoting characteristics that delineate the Buyer
the funclions (including bt mot limkted 1o funclion code
referencas and nameas used on the Supgpliers finance
system, and period of time for which such code has

existed).
A2.91 | Details of the number of customers supported by the N On demand by
Suppliers named service functions. the Buyer
AZ2.82 | The Staffing Information (as defined in Call-Off Schedule ™ On demand by
2 [Staff Transfer) Buyer in ralation to an anticipated the Buyer

potential Service Transfer or as required 1o be provided
under tha Schadule

Framewark Ref: RME221
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Annex 3:
Buyer/Supplier Management Information

Buyer SM Event Frequency To be agreed

The following table provides a list of information required by the Buyer as part of the
BuyariSupplier Management process (nole that this is a logical model and the Buyer may elact
to operate “events” under different labels).

Motes:

1. This list is non-exclusive, and the Buyer may elect to include other information.

2. This list is also illustrative and non-exhaustive. It is anticipated the Buyer will review
and edit these tables as part of preparing a Call-Off Contfract (and reserves the right to
armend during the Call-Off Confract Period).

3, Information which could be seen to be advantageous to all Suppliers or which would
be of benafil to all paries are dealt with under Buyer Specific Framework Management.

W_ - 7 o I

ot i S A R o TR

Supplier and Sub-Contract Related Information

#3.071 | Report from the Supplier of any change to its fimancial Yas On demand by
| standing / any change 1o ils group structure. the Buyer
A302 | Reguest for use of any additional Subconiractors not Yes Prios to
formirg part of the orginal Frameawark either: compeliion,
+ Aspart of a propased response to a new Further Prics to .
Competition Procedure; or mobilizaban
Duxingg execulion of an axisting Call-Off Contract (a5 appropriate)
AJDE | Written confirmation by the Supplier, confirmed in wrifing Yes On demand by
by the Subcontracion(s), that they have in a place a he Buyer

contract which mirrors the provisions of the Call-Odf
Contract with the Supplier

A0 | Writlen assurance by any Subcontractar that the Yes O demand by

provigions under 8303 are also cascaded down thair the Buyer
i, suppdy chain
A0S | Copies of published financial accounts Yes On demand by
the Buyer

A30E | In the event of the Buyer becoming aware of any financial Yoo On demand by
difficulties being faced by the Supplier (as reascnably the Buyer
judged by the Buyer), copdes of curment accounis
(whather published or not)

Framewark Raf: REG221
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‘Ref. [ Type of information i W _Refrash
ated Views
A3.10 | Summary of all Call-Off Contracts, Variations and S0Ws Yes Buyer SM Event
from a perormance perspective {passibly in the form of a
traffic: light report). All as required by the Buyer
A3 | Summary of cash flow (budget, forecast, actual) for all Yes Buyer SM Event
| Col-Off Contractsand SOWs T — —
A3.12 | Summary of resources deployed and any people issues Yes Buyer 3M Event
requiring resolution
A313 | Summary of escalated risks, issues and other escalation Yes Buyer S Event
topics (e.g. around obligations)
Ad4 | Quality Review Heal Map (or equivalent) capturing an Yes Buyer SM Event
assassment of quality against things like User neads,
readmaps, technology, delivery, transparency, decision
making, go-live readinass, atc as dafined by the Buyer
Supplier {and Buyer) Parfformance and Continuous Improvement
A320 | Overall “Temperalure Checks™ or "Office Vibe” status or Y Buyer SM Event
equivalent — providing 3607 feedback on things like
relationships, recognition, growth and development,
wellness, happiness, efc
(May also be at individual Call-Off Contract level)
A3.21 | Balanced Scorecard (as defined in detadl in paragraph M Buyer SM Event
4.3)
A3 22 | Mutual personnel developmeant cpporunities M Az mutually
........ e i T - S Yo, LT . k. VEE, W k. TERTN agreed
A3.23 | Conlinuous Improvement § opportunities Y As mutually
agreed
Owearall Supplier Governance
A3.30 | Summary of agreed remediation actions and their status Yes Buyer SM Event
A331 | Mutual Review and endorsement af Call-Off Coniract Yes On demand by
Yariations the Buyer
Ad32 | Recommendations to be taken to framework tevel (under Yes Az mutually
the management of the Autharity) agreed

Framewark Ref: RME221
Froject Version: v2.0
kodel Version: v3.1
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Annex 4:
Product Backlog/Prioritised Requirements List

Please refer o ‘Annex 4: Call-Off Schedule 20 - Product Backlog Hem List', within ‘Call-Off
Schedule 20 (Call-Off Specification)’

Framewaork Ref: REE221
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Annex 5: Balanced Scorecard (Example)

1. In addition to the Suppliers performance management obligations set out in the
Framework Contract, the Buyer and the Supplier may agree to the following Balanced
Scorecard & KPls for this Call-Of Contract {see Balanced Scorecard examples below).
However, the Balanced Scorecards may change and be amended over the life of the

Contract.
Example 1

Example Contract Scorecard

x _y
- e s Pl S—— e
' em ek B

Pk =i ML

Example 2

Framework Raf: RME221
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Example Contract Trend Report

e W e, T

Example 3

Example Contract Trend Report

R
- -.
C— :

Example 4

Framework Raf: RME221
Project Version: v2.0 24

kodel Version; va3. 1
153 (20122021}



55274 (A Chienl and Credenials 03 Cal OF Schedulag w1, 0F 20Dac
Call-Off Schedule 15A (Heakth Supplier and Contract Management)
Call-Off Ref:C55274 Plat - LAM Client and Credentials
Crown Copyright 2018

Example Contract Scorecard - Contract Comparison

I ey S geown —

2. The purpose of the Balanced Scorecard is o promote contract management activity,
through measurement of a Suppliers performance against key performance indicators,
which the Buyer and Supplier should agree at the baginning of a Call-Off Contract. The
targets and measures listed in the example scorecard (above) are for guidance and
should be changed to meet the agreed needs of the Buyer and Supplier,

3. The recommended process for using the Balanced Scorecard is as follows:

« The Buyer and Supplier agree a templated Balanced Scorecard together with a
performance management plan, which clearly oullines the rezponsibilities and
actions that will be taken if agreed performance levels are nol achieved.

« On a pre-agread schedule (e.g. monthly). both the Buyer and the Supplier provide a
rating on the Supplier's performance

+ Following the initial rating, both Parties meel to review the scores and agrée an
overall final score for each key performance indicator

« Following agreement of final scores, the process 15 repeated as per the agreed
schedule.

Framework Raf: RMME221
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Annex 6: Contract Boards

If required, the Parties agree to operate the following boards at the locations and at the
fraquancies set oul balow:

Meeting Purpose Location Frequency

ol bl Ll

Named Operational Board Members

Buyer
[Title 1] [insert name)
[Title 2] [insert name)
[Title 3 [insert name]
Supplier
Title 1 [insert name]
Title 2] [insert name]
Other
[Title 1] [insert nama]
[Title 2] [insert name)
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Annex 7: Information to be provided on Invoice

The following information is required the be provided along with each invoice:

1.1 Details of the reference for the Call-Off Contract, | with each invoice

1.2 Details of the reference of the Statement of Work. To All with each invoice
include reference to Mileslones.

1.3 Details of the referanca of the Variation, All with each invoice

1.4 Linique invoice number. | Al with each invoice

1.5 Buyer Purchase Order number (allocated on a per All with each invoice
Programme basis by the Buyer).

1.6 Date of invaice, All with each invoice

1.7 Partfolio reference and programme name. . All with each invoice

1.8 The period(s) to which the relevant Charge(s) relate. | All with each invoice

1.9 Details of payments due in respect of achievemant of All with each invoice
a milestonea,

with each invoice
shall apply to the charges detailed on the invoice.
1.11 The tatal charges gross and net of any applicable | All with each invoice
deductions and, separately, the amount of any
dsbursements propady chargaable 1o the Buyer
under the terms of this Call-Off Contract, and

separalely.

1.12 | Any VAT or ather sales tax payabla in respect of the All with each invoice
SaMe,

1.13 A contact name and telephone number of & All with each invoice

responsible person in the Suppliers finance
deparimeant in the event of administrative queries,
1.14 | The banking details for payment to the Supplier via All with each invoice
etectronc fransfer of funds (Le. name and address of
bank, sort code, account name and number),

1.15 | Detailed time sheets for any time and materials-based All with each invoice
pricing, including unigue individual identifier numbser
{and samea number io be used in all comespondence,
reports, pravision of information etc, in relation to
Supplier's staff), and full name. To include description
of type of work undertaken, role and Team

dascription.

1.16 Copies of invoices including VAT information for any All with each invoice
expenses-based disbursements and deductions.

1147 Assel number’ Assel type, (hardware/software, I All with each invoice

perpatual licence or subscription) description and
period covered of any purchased / licensed |/ leased
itarms.

ks Where appropriate, details of user stories worked on Sofwans ith sach Imice
. pathnl Development
by each individual. i
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The information below offers an example of how varnous types of charges might ba bast
detailed on an invoice:
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Call-Off Schedule 16 (Benchmarking)

1. DEFINITIONS

1.1 In this Schedule, the following expressions shall have the following

meanings:
"Benchmark Review"

"Benchmarked
Deliverables™

"Comparable Rates"

"Comparable
Deliverables™

"Comparison Group"

"Equivalent Data"

"Good Value™

Framawork Ral: RMG221
Project Version: v2.0
Modal Version: v3.2

a review of the Deliverables camied out in
accordance with this Schedule to determine
whether those Deliverables represent Good
Value;

any Deliverables included within the scope
of a Benchmark Review pursuant to this
Schedule;

the Charges for Comparable Deliverables;

deliverables that are identical or materially
similar to the Benchmarked Deliverables
(including in terms of scope, specification,
volume and quality of performance) provided
that if no identical or materially similar
Deliverables exist in the market, the Supplier
shall propose an approach for developing a
comparable Deliverables benchmark;

a sample group of organisations providing
Comparable Deliverables which consists of
organisations which are either of similar size
to the Supplier or which are similarly
structured in terms of their business and
their service offering so as to be fair
comparators with the Supplier or which, are
best practice organisations;

data denved from an analysis of the
Comparable Rates and/or the Comparable
Deliverables (as applicable) provided by the
Comparison Group:;

that the Benchmarked Rates are within the
Upper Quartile; and
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"Upper Quartile” in respect of Benchmarked Rates, that

based on an analysis of Equivalent Data, the
Benchmarked Rales, as compared to the
range of prices for Comparable

Deliverables, are within the top 25% in terms
of best value for money for the recipients of
Comparable Deliverables.

2. When you should use this Schedule

2.1

2.2

2.3

The Supplier acknowledges that the Buyer wishes to ensure that the
Deliverables, represent value for money to the taxpayer throughout the
Contraclt Period.

This Schedule sets to ensure the Contracts represent value for money
throughout and that the Buyer may terminate the Contract by issuing a
Termination Notice to the Supplier if the Supplier refuses or fails to comply
with its obligations as set out in Paragraphs 3 of this Schedule.

Amounts payable under this Schedule shall not fall with the definition of a

Cost.

3. Benchmarking

3.1

How benchmarking works

3.3

3.1.2

The Buyer and the Supplier recognise that, where specified in
Framework Schedule 4 (Framework Management), the Buyer may
give CCS the right to enforce the Buyer's rights under this Schedule.

The Buyer may, by written notice to the Supplier, require a
Benchmark Review of any or all of the Deliverables.

The Buyer shall not be entitled to request a Benchmark Review
during the first six (68) Month period from the Contract
Commencement Date or at intervals of less than twelve (12) Months
after any previous Benchmark Review.

The purpose of a Benchmark Review will be to establish whether the
Benchmarked Deliverables are, individually andfor as a whole, Good
Value,

The Deliverables that are to be the Benchmarked Deliverables will be
identified by the Buyer in wriling.

Upon its request for a Benchmark Review the Buyer shall nominate a
benchmarker. The Supplier must approve the nomination within ten
(10) Working Days unless the Supplier provides a reasonable
explanation for rejecting the appointment. If the appointment is
rejected then the Buyer may propose an alternative benchmarker. If
the Parties cannot agree the appointment within twenty (20) days of
the initial request for Benchmark review then a benchmarker shall be
selected by the Chartered Institute of Financial Accountants.

Framawork Ral: RMG221

Project Version: v2.0

Modal Version: v3.2
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3.1.7

The cost of a benchmarker shall be borne by the Buyer (provided
that each Party shall bear its own internal costs of the Benchmark
Review) except where the Benchmark Review demonstrates that the
Benchmarked Service and/or the Benchmarked Deliverables are not
Good Value, in which case the Parties shall share the cost of the
benchmarker in such proportions as the Parties agree (acting
reasonably). Invoices by the benchmarker shall be raised against the
Supplier and the relevant portion shall be reimbursed by the Buyer,

3.2 Benchmarking Process

3.21

322

3.2.3

3.24

3.25

The benchmarker shall produce and send to the Buyer, for Approval,
a draft plan for the Benchmark Review which must include:

(a) a proposed cost and timetable for the Benchmark Review;

{b) a description of the benchmarking methodology to be used
which must demonstrate that the methodology to be used is
capable of fulfilling the benchmarking purpose; and

le) a description of how the benchmarker will scope and identify
the Comparison Group.

The benchmarker, acting reasonably, shall be entitled to use any
model to determine the achievement of value for money and lo carry
out the benchmarking.

The Buyer must give notice in writing to the Supplier within ten (10)
Working Days after receiving the draft plan, advising the
benchmarker and the Supplier whether it Approves the draft plan, or,
if it does not approve the draft plan, suggesting amendments to that
plan (which must be reasonable). If amendments are suggested then
the benchmarker must produce an amended draft plan and this
Paragraph 3.2.3 shall apply to any amended draft plan.

Once both Parties have approved the draft plan then they will notify
the benchmarker. No Parly may unreasonably withhold or delay its
Approval of the draft plan.

Once it has received the Approval of the draft plan, the benchmarker
shall:

{a) finalise the Comparison Group and collect data relating to
Comparable Rates. The selection of the Comparable Rates
(both in terms of number and identity) shall be a matter for
the Supplier's professional judgment using:

(i) market intelligence;
(i} the benchmarker's own data and experience;
(iii) relevant published information; and

(iwv) pursuant to Paragraph 3.2.6 below, information from
other suppliers or purchasers on Comparable Rates;

Framawork Ral: RMG221

Project Version: v2.0

Modal Version: v3.2
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3.2.6

3.2.7

(b by applying the adjustment factors listed in Paragraph 3.2.7
and from an analysis of the Comparable Rates, derive the
Equivalent Data;

ic) using the Equivalent Data, calculate the Upper Quartile;

{d) determine whether or not each Benchmarked Rate is, and/or

the Benchmarked Rates as a whole are, Good Value.

The Supplier shall use all reasonable endeavours and act in good
faith to supply information required by the benchmarker in order to
undertake the benchmarking. The Supplier agrees to use its
reasonable endeavours to obtain information from other suppliers or
purchasers on Comparable Rates.

In carrying out the benchmarking analysis the benchmarker may
have regard to the following matters when performing a comparative
assessment of the Benchmarked Rates and the Comparable Rates
in order to derive Equivalent Data:

{a) the contractual terms and business environment under
which the Comparable Rates are being provided (including
the scale and geographical spread of the customers);

() exchange rates;

lc) any other faclors reasonably identified by the Supplier,
which, if not taken into consideration, could unfairly cause
the Supplier's pricing to appear non-competitive,

3.3 Benchmarking Report

3.3.1

33.2

For the purposes of this Schedule "Benchmarking Report” shall
rmean the report produced by the benchmarker following the
Benchmark Review and as further described in this Schedule;

The benchmarker shall prepare a Benchmarking Report and deliver it
to the Buyer, at the time specified in the plan Approved pursuant to
Paragraph 3.2.3, setting out its findings. Those findings shall be
required to:

{a) include a finding as to whether or not a Benchmarked
Service andior whether the Benchmarked Deliverables as a
whole are, Good Value;

(b} if any of the Benchmarked Deliverables are, individually or
as a whole, not Good Value, specify the changes that would
be required to make that Benchmarked Service or the
Benchmarked Deliverables as a whole Good Value; and

[4] include sufficient detail and transparency so that the Party
requesting the Benchmarking can interpret and understand
how the Supplier has calculated whether or not the
Benchmarked Deliverables are, individually or as a whole,
Good Value.

Framawork Ral: RMG221
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3.3.3 The Parties agree that any changes required to this Contract
identified in the Benchmarking Report shall be implemented at the
direction of the Buyer in accordance with Clause 24 (Changing the
contract).

Framawork Ral: RMG221
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Call-Off Schedule 18 (Background Checks)

1. When you should use this Schedule
This Schedule should be used where Supplier Staff must be vetted before working

on the Contract,

2. Definitions

“Relevant Conviction” means any conviction listed in Annex 1 to this

Schedule.
3. Relevant Convictions

3.1.1 The Supplier must ensure that no person who discloses that they
have a Relevant Conviction, or a person who is found to have
any Relevant Convictions (whether as a result of a police check
or through the procedure of the Disclosure and Barring Service
(DBS) or otherwise), is employed or engaged in any part of the
provision of the Deliverables without Approval.

31.2  Notwithstanding Paragraph 3.1.1 for each member of Supplier

Staff who, in providing the Deliverables, has, will have or is likely
to have access to children, vulnerable persons or other members
of the public to whom the Buyer owes a special duty of care, the
Supplier must {and shall procure that the relevant Sub-
Contractor must):

(a) carry oul a check with the records held by the Department
for Education (DIE);

(b} conduct thorough questioning regarding any Relevant
Convictions; and

(c) ensure a police check is completed and such other
checks as may be carried out through the Disclosure and
Barring Service (DBS),

and the Supplier shall not (and shall ensure that any Sub-
Contractor shall not) engage or continue to employ in the
provision of the Deliverables any person who has a Relevant
Conviction or an inappropriate record.

Framewark Ref: RME221
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Annex 1 — Relevant Convictions
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Call-Off Schedule 20 (Call-Off Specification)

This Schedule sets out the characteristics of the Deliverables that the Supplier will
be required to make to the Buyer's under this Call-Off Contract

Abbreviations

Abbreviation Full Title
API Application Programming Interface
CIS Care Identity Service
CA Certification Authority
CM3 Credential Management Services
iformerly Card Managemenlt Service)
DevOps Development and Operations as a combined function
EPR Electronic Patient Record
EPS Electronic Prescribing Service
e-RS ‘e’ Referral Service
 FIDO Fast Identity Online
HMPO Her Majesty’'s Passport Office
HSCN Health and Social Care Network
1AM Identity and Access Management
_NHSD NHS Digital
NWR Mew Work Request
QIDC OpenlD Connect
 PKI Public Key Infrastructure
RA, Registration Authority
RSS Remote Signing Service
SAML Security Authentication Mark-up language
SLA Service Level Agreement
S0fs secretary of State
S50 Single Sign-0On
URS User Registration Service
Glossary
' Term Meaning
‘clients and The user-facing components of the |AM Platform, including
credentials’ authentication devices and code deployed to user devices

Call-Off Schedule 20 (Call-Off Specification)

Framework Ref, RMG221
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i. Context

| NHS Digital is the national information and technology partner for the health and
care system. Its role is to hamess the power of information and technology to
make health and care better for the care professionals and people who work in the
service, and for the people who receive them. NHS Digital is responsible for
designing, delivering, and managing essential technology infrastructure, data and
digital services, products, and standards that health and care professionals use
every day to deliver better health and care outcomes. That means more digital
services designed around the needs of our health and care professionals, patients
and public. Services that offer simple and speedy access to the information and
data that matters, whenever and wheraver it is needed. Cost effective, sustainable
solutions that improve investment value, accelerating the digital transformation of
the NHS.

Within NHS Digital the role of the Platforms Directorate is to connect and deliver
resilient national infrastructure, platforms, and applications to ensure health and
care is sustainably delivered in a digital world. This means designing and building
integrated and interoperable platforms, leveraging open standards and Application
Programming Interfaces (APIs), and stimulating competition and innovation,

The Buyer is responsible for the day-to-day operational management and
development of the NHS Digital |dentity & Access Management (IAM) Platform
which is used across a range of NHS services to ensure that only authorised
individuals (using a Role Based Access Control model) can access patient related
and other services

The Buyer currently delivers its 1AM Platform solution via Care Identity Service
(CI15) and MNHS Identity, both of which are used for clinical users and systems
wishing to connect to national NHS Digital services, such as Spine.

CIS and NHS |ldentity are currently operated as discrete services with data
synchronisation between them and are managed and supported by separate
DevOps teams operating within a single management structure.,

CIS uses physical smartcards as its primary means of user authentication, with
virtual smaricards being a recent addition on the back of work to open up the
offered APIs. Access is solely over the Health & Social Care Network (HSCN) and
is only provided at the higher Authentication Assurance Level 3 (AAL-3). CIS
provides identity registration, authentication, and authorisation functionality for

' over 1.2 million care workers and health professionals and 28,000 system

| endpoints across 21,000 organisations. In a typical day 600 new identities will be

| created, 3,000 new credentials/smartcards will be issued and there will be

| 400,000+ authentications,

| NHS Identity also provides authentication and authorisation functionality, and
i currently relies on CIS for identity registration. NHS Identity was introduced to
| suppart more open and modern methods of authentication, and to provide these

Framewaork Ref; RMGZ21
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" over the internet for users at all authentication assurance levels. It currently has
around 5,000 users (and growing) and is intended to be the basis for a single and
more flexible user authentication solution moving forward, replacing CIS in the

|
| process.

2. Scope

This call-off contract is to support and take appropriate responsibility for the delivery
of the Buyer's outcomes related to the effective and efficient DevOps operation of
the user-facing 'clients and credentials’ components and services within the Identity
and Access Management Platform.

This includes both the day-to-day operations (running the service including incident
management ulilising the Buyer's Service Management toolkit) and ongoing
maintenance within agreed service level agreements to sustain 24x7x365 user
availability for authentication, as well as the development and safe delivery of
appropriate work items from the Buyer's prioritised backlog.

Framework Ref, RMG221
Froject Version: vi1.0 1

Mods Version: v3.0
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. As outlined in Section 1 (above) the Buyer currently operates two identity,
| authentication, and authorisation services — CIS and NHS |dentity — within its Identity
- and Access Management Platform, each supported by its own dedicated DevOps
| team.

| Qver the lifetime of this call-off contract the Buyer intends to merge these two core
| services into a single flexible identity registration, authentication, and authorisation
| solution. In doing so the Buyer is aiming to leverage the best operational practices
| of the current Care Identity Service with the open standards and use of modemn
| technology available via its NHS Identity service.

In addition to the central services offered by CIS and NHS Identity, there are also
user-facing 'clients and credentials’ services using client-side technologies such as
| smartcards, secure cross-platform USB authenticators keys and client-side services
such as Windows Hello for Business. These are currently run across 1AM teams
and the Buyers intent is o combine them into a single DevOps team with
responsibility for the development and operation of all client-side technology, distinct
from the core 'back-end’ IAM Platform.

This agreement covers the development and support of these ‘clients and
credentials’ components, with the core CIS and NHS Identity services being
covered under a separate agreement and being run and operated by a
| separate DevOps team.

The core |AM services are highlighted here because effective integration between
them and the user-facing 'clients and credentials’ components (covered under this
agreement) is critical to overall success, and will require close collaboration between
all |AM DevOps teams.

The Buyer recognises that a proactive, professional, and appropriately
experienced/skilled development and operations (DevOps) capability is key to
ensuring that its cumrent 1AM Platform delivers maximum user value in a cost-
| effective manner to meet the Buyer's Service Management standards and achieves
| the Buyer’'s’ strategic goal of a combined single identity registration, authentication,

. and authorisation service.

| Therefore, the scope of this call-off contract is for the Supplier to support the Buyer
| (taking appropriate delivery responsibility as an engaged and committed delivery
| partner) in the day-to-day support and relevant development of the ‘clients and
icr&demiala’ components of its Identity and Access Management Platform. This
| includes the user-facing components currently supported by both the Care Identity
| and NHS Identity services.

|

i This will require close collaborative working between the individual DevOps teams
| to ensure the Buyer's twin goals are achieved efficiently and effectively. There will
| be a requirement for the ‘back-end’ 1AM Platform DevOps team and the user-facing
| ‘clients and credentials’ DevOps teams to work effectively together on the key
| integration points between them to ensure that new methods of authentication which
| might be offered to users are fully supported by effective APls and other back-end
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' services. Each will maintain separate backlogs and retain high-levels of autonomy,

but both will be aligned to common engineering and strategic goals.

The overall |AM Platform is a national (Platinum SLA) service which is crucial to the
efficient and effective operation of the NHS and numerous 3Social Care
objectives/outcomes. It is supported by both out of hours and on-call arrangements
to maintain its 24x7x365 availability targets.

The ‘clients and credentials’ components of the 1AM Platform, however, are currently
supported within a less stringent Silver SLA as the ability to deploy fixes client-side
is limited by local IT teams’ abilities to roll them out to their users. Therefore, it is
' expecled that the ‘clients and credentials’ components will need to operate
| 24x7x365 use, but only be supported at Silver level.

2.1 Geographical Scope
2.1.1 Target Geography

The Buyer's ldentity and Access Management Platform provides a service lo
support the NH3 and appropriate Social care settings in England. However, through
| Memorandums of Understanding and other arrangements it is used in limited way
by Health and Social Care professionals and others in Scotland, Northern Ireland,
and Wales. The requirement for ldentity and Access Management Platform services
o be available outside of England will have no malerial impact on the requirements
of this call-off contract including the physical location of resource or the skills and
Exparrencad required. The target geugraphy of the |dentity and Access Management
' | Platform is entirely managed by and is the responsibility of the Buyer.

2.1.2 Delivery Geography

‘The ‘delivery geography’ relevant to this call-off contract is not related to where
| services are ‘consumed’ but to the organisation/location of the Buyer's development
| and delivery capability.

The Buyer’s Identity and Access Management team are currently based in the NHS
Digital Leeds hub, It is key and critical that all members of the team (and where
appropriate in other areas of the Platforms Directorate and NHS Digital) work
| together in ways which maximise effectiveness, efficiency, innovation, and delivery
| velocity. How they collaborate, communication, coordinate and come together e.g.
on joint development tasks, to share knowledge and experience and via ceremonies
such as stand ups and retrospectives is therefore very important.

The Buyer recognises that as a result of estate and local market challenges,
| opportunities available via collaboration technologies and learning from a sustain
| period of remote working that without compromising delivery capability/value for
money it has to/can move to a more location agnostic model. The Buyer will
therefore consider the optimum location approach to support the delivery of the
requirements outlined in this call-off contract and related Statement of Works on a
case-by-case basis as outlined by the Supplier, the objectives to be achieved and
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|the consideralion of appropriate costs and benefits. This may include offshore
| working but not in circumstances which involve the storage, transport, access or use

| of sensitive data/Production environments. The Buyer may wish to invoke different
| charging models based on the location of Supplier resources.

The locations of the Services will be delivered bo:

kasason National  |London |Leeds | National Home
(outside | (within

London)
Main Location N M Y N
Additional N M N ¥

Location(s)

| The Buyer is intendead (o up-erate a flexible location policy with regard to the operation of |
! its Identity and Access Management Client and Credentials team but is expecting 60%
| of work time will be based in Leeds.

2.1.3 Organisational Scope

' The NHS Digital Platforms Directorate is responsible for the safe, effective, and
| efficient development and operation of the Identity and Access Management
| Platform. In doing so it is supported by and works closely with other areas in NHS

| Digital particularly Service Management, Data Management, Clinical Safety, Cyber
| Security and Solution Assurance.

2.2
2.2.1 Target Sectors
' Target Sectors details are contained in: | Annex 1

| The Buyer's Ildentity and Access Management Platform, and its |

| ‘clients and credentials’ components, are crucial to the effective and |
| efficient operation of myriad of health and social care systems and |
| services, and as such the work of health and social care prr:rﬁessmnals

 which use and rely on them. See Annex 1 for more information.
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2.2.2 Target Users

As a Platform delivering a national service which is crucial to the effeclive and
efficient operation of the NHS, the Buyer's Identity and Access Management
Platform has many different users/usages across a wide range of health and social
care settings both within the primary and secondary care sectors.

Any involvement of users of the Identity and Access Management Platform in the
development, selection and testing of functionality or service delivery etc will be
specified and agreed on a case-by-case basis. However, it also has to be highlighted
that delivering user value is at the core of our development approach.

2.3 Stakeholders

The Identity and Access Management Platform is a critical to the effective and
efficient operation of the NHS and associated Social Care settings. As the primary
vehicles for authenticating users of, and therefore allowing access to, health and
care related IT systems both Care |dentity and NHS |ldentity services are required
o be available for user authentication 24x7x365.

As such there are many stakeholders and interested parties who contribute directly
and indirectly (and at a macro & micro level) and will be impacted by the scope of
this call-off contract. These include:

« Ministers responsible for health, social care and spending policies and priorities;

« Government departiments and relevant arms-length bodies responsible for the
strategic delivery of government priorities, for the allocation of available funding
and health and social care outcomes. These include the Depariment for Health
and Social Care, NHS England, and NHS X;

« Citizens who use Health and Social Care services which are supported by NHSD
Platforms and/or those interested in ensuring that those services provide the
most cost effective and appropriate outcomes;

« Health and Social Care sector professionals and practitioners who rely on the
NHSD Platforms to access a range a key services;

« NHS Digital functions such as Service Management, Finance, Assurance,
Strategy, Data Management and Security who through their various
responsibilities and areas of expertise enable, manage, and support the delivery
of the NHSD Platforms;

= NHS Digital Platform Directorate who is responsible for ensuring that the 1AM
Platform efficiently, effectively, and securely supports the day to day operation
of NHS and Social Care deliverables.

2.4 Timing Scope

This call-off contract is dependent in whole and in part on funding being agreed for
the period of its duration, which in turn may be impacted by government,

Framewaork Ref; RMGZ21
Froject Version: vi1.0 1
Mods Version: v3.0

11 (2932021




5274 1AM Clienl and Credeniials 03 Call Off Schedules vi.0F 200ec
Call-Off Schedule 20 (Call-Off Specification)

Call-0f Ref: CCIS21A18 - |AM Chent & Credentials Statemant of Reqguirements

Crown Copyright 2018

I departmental and organisational priorities. However, as a crtical national service it
|is unlikely that there will be insufficient funding for the run (including proactive
| incident management) and maintenance activity particularly where services are
! required to be available for user authentication 24x7x365.

2.5 Life-Cycle Scope

| The focus of this call-off contract is the effective and efficient running, maintenance,
and appropriate development of the Buyer's ‘clients and credentials’ components of
the Identity and Access Management Platform. Whilst the core 1AM Platform will
continue to operate within the Buyer's most stringent Platinum Service Level
Agreements, the 'Clients and Credentials' components will need to operate
24xTx365, with a Silver level of support.

This includes managing incidents using the Buyer's Service Management toolkit,
| friage processes and the potential for out of hours/on-call working during high impact
incidents.

The ability to effectively manage and resolve incidents and fully support users in
implementing resolutions is crucial not only to the users (practitioners, patient, and
citizens) for whom services are provided, but also for the reputation and efficiency
| af NHS Digital.

Waorking closely with the Supplier and appropriate stakeholders, the Buyer will select
appropriate items from its prioritised backlog for discovery and/or development and
live deployment by its Identity and Access Management Platform DevOps team.
| These decisions, led by the Buyer's Identity and Access Management Platform
| Product Owners, will be made on the basis of priority; taking into consideration
resource availability, value for money and overall benefit to the user in improving
health and care outcomes.

These changes (and those to deployed on/becoming part of Identity and Access
Management Platform but developed outside of this call-off contract) will have to
conform with the Buyer's change and release management processes and, once
implemented, will fall within the IAM Platform ‘Clients and Credentials’ DevOps’
team run and maintain responsibilities.

As part of the Buyer's overall ldentity and Access Management Platform DevQOps
team, the Supplier will have to work effectively with the other parties responsible for
changes to be deployed onfintegrated with the ldentity and Access Management
Platform and the client estate to ensure implementation and operation in live is in
line with agreed delivery outcomes and service management agreaments.

As such, the Supplier will have a key role in managing work onto, as well ensuring
the effective operation of, the user-facing ldentity and Access Management Platform
components.
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2.6Technical Scope

2.6.1 Core Technical Capabilities

Technology Capability details are contained in:

| The primary focus of this call-off contract is for activities which support
and underpin the development, support and maintenance of the
current user-facing Identity and Access Management Platform
components and, over time, the introduction of new client and
|r:redantial technologies to meet user needs through the open
standards and supporting services of the IAM Platform.

Confinual improvement (in which the Suppliers involvement is crucial)
is central to the Buyer's development and delivery approach. There
are current delivery plans in place for the widescale roll out and
adoption of improvements to the current 'Clients and Credentials’
components, as well and intent to promote the introduction of new
and emerging user-facing technologies

See Annex 2 for more information about the user-facing Identity and
Access Management Platform components and their technical
capabilities and requirements.

| Annex2 |

2.6.2 Diagram of the Technical Scope

change will be managed by the Buyer.

The following diagrams show the simplified Tech Stacks for the current |dentity and
Access Management Platform comprising Care Identity Service (both on perm and
| in the cloud) and NHS Identity. The Buyer is planning to move its entire Care Identity
Service to the Cloud in 21/22. Any decommissioning activity resulting from this
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Supplementary to the above, the following associated technologies are used across
TAM:

« Oracle Java 8 Applets
= Javascript
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ClC++ | CH,

.NET Framework,

SignalR,

Entrust Authority Security Manager,

ISO/IEC 7816 Smartcards

Personal Identity Verification (PIV) devices

FIDOZ2 and supported devices and services such as hardware-based
authenticators, Windows Hello for Business and device/platform-specific
biometrics-based user authentication

= OpenlD Connect

» QAuth

« \WebAuthn

2.6.3 Technical Scope Exclusions

| The technical scope of this call-off contract is the Buyer's current user-facing 'Clients
| and Credentials’ components within the ldentity and Access Management Platform.
Howewver as highlighted in other areas of this Statement of Requirements, the Buyer
| wishes to work with a Supplier who can help it improve the effectiveness and
| efficiency of the way it delivers it business s objectives via the ldentity and Access
i Management Platform.

| Note that in addition to the clients and credentials services, there are also the
| central services offered by CIS and NHS Identity. These provide the core,
' back-end services on which user-facing components rely for authentication,
| and authorisation.

|Thuau core back-end services will be developed and operated under a
' separate agreement and are not included within the scope of this agreement.
|

i They are highlighted here for completeness and because effective integration
| between the ‘Clients and Credentials’ components covered in this agreement
' and the central |AM Platform (covered in a separate agreement) is critical to
| success, and this will require close collaboration between all IAM DevOps
| teams.

2.6.4 Interoperability Considerations

| As per Framework Schedule 1 (Specification) para 13.2 the Supplier is required to
' assist the Buyer in supporting the interoperability of its systems. This includes, when
| requested, working on systems and deliverables outside the scope of this Call-off
' contract in circumstances in which the Suppliers skills, experience and knowledge
| will support the Buyer in the delivery of its wider business s objectives. This may
!include (but is not limited) to the following activities (as described in Framework
i Schedule 1 (Specification) para 13.2.2):
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» supporting service queries, requests, incident resolution;

« other development, test, assurance, and operation activities; and

« knowledge sharing and skillset transfer between teams (including Buyer
teams and other suppliers.

The Buyer will agree with the Supplier when this Interoperability clause needs to be
invoked, which for planning purpose it is assumed will be no more than 25% of the
total resource effortfrequirement outlined in this call-off contract.

2.7 Requirements

As outlined below, the requirements appropriate to this call-off contract are to work
proactively and collaboratively as one team within the Buyer's blended/rainbow

| team (or other team structure depending on Buyer's requirements/outcomes being
sought) to provide an effective and efficient DevQOps capability undertaking the

| following activities. In doing so, the Supplier will need to fully satisfy the Buyer's

| following key requirements:

« provide and resource required personal hardware and software (for example
DevOps-class laptop) to support the delivery of the Buyer's outcomes;

« be available for out of hours and on-call working to support the delivery of a
24x7%365 services (as required);

| » work effectively from locations other than Buyer's accommodation;

| be available (if required) to  visitwork from Buyers selected
accommodation/location including data centres and customer sites;

= fully enable and support compliance with Buyer's Service Level Agreements;

« demonstratle required operational delivery competency in the technologies and
software, etc. as used by the Buyer;

« demonstrate full compliance with Buyer's security requirements;

« work effectively within, and support the development of, the Buyer's delivery
approach, culture, and ways of working;

« demonstrate experience and competence in the delivery of a dynamic
development and operational (DevOps) capability supporting high-volume, high
availability, critical national infrastructure services as required by the Buyer,

= support - as a fully invested delivery pariner — the delivery of the Buyers
outcomes;

« work effectively within, and maximise the value of the Buyer's agile delivery
approach;

| » ensure that incidents, problems, and defects are deteclted, managed, and
resolved in accordance with the Buyer's operating processes including use of its
Service Management Toolkit;

= support the Buyer's commitment to continual improvement, maximising delivery
efficiency, technology utilisation and innovation;

« work collaboratively with all involvedfinterested parties (including Buyer's staff
and the wider user estate) to deliver agreed outcomes including effectively and
efficiently transitioning work into (including from other suppliers) and out of
(including to other suppliers) the Buyer's |IAM DevOps team;
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|« provide suitability skilled and experienced resources with the required aptitude
and approach to deliver the Buyer's outcomes;

« be flexible in its approach to the delivery of the Buyer's outcomes including via
its resource management e.g. efficiently removing/replacing resources when
required and ensure appropriate succession planning;

« compliance with the Buyer's code development and deployment approaches,
including use of peer reviews, test-driven development, test automation and
code promaotion using a Path-to-Live approach;

« provide and proactively manage an onboarding and delivery transition and
implementation plan to ensure they can fully support the Buyer in the effective
operation of its Identity and Access Management Platform;

| » bring value add to the delivery of the Buyer's outcomes.

How the Buyer organises its ldentity and Access Management Platform DevOps
I‘unr:tmn the key responsibilities of its DevOps team, the outcomes it needs to
| deliver, as well as the context, culture and approach which inform, frame and
| supports how it operates are described below. As part of its requirement for
Ecnntinual improvement, the Buyer wants to work with a Supplier who can help
i maximise its operational efficiency and effectiveness, It is critical that the Supplier
| recognises the fundamental importance to the Buyer that its DevOps team continues
| | to develop and operate its |dentity and Access Management Platform and how both
these key objectives contribute to its availability, user value and effectiveness.

I

' Run

This covers the ongoing work intended to ‘keep the lights on’, i.e., provide defect
and bug fixes, support incident resolution, and otherwise support the live service to
allow it to meet or exceed the requirements placed upon it by its Silver SLA status.
! It is expected that during the usual running of the service, there will be opportunities
to incrementally improve the service outside of adding new user functionality and
features. There are three key themes of 'lights on’ (Run) work:

1. Providing operational cover for the service to enable effective incident and
problem resolution. This includes ensuring effective incident and problem
management processes are undertaken and deploying speedy and effective
fixes to all service impacting incidents; in conjunction with the central IAM
Platform DevOps team andf/or users’ local IT teams.

2. Diligent defect management to identify and address issues following the
deployment of code or other changes into live service. This differs from incident
resolution in that defects can be detected through a variety of means and might
not have had any live service impact before they need to be addressed.
Opportunities for incremental improvement might also be detected here, for
pricritisation and delivery. The Buyer's defect management approach applies to
all issues as they impact the delivery of the 1AM live service and not on the basis
of how they arose e.g. who was responsible for the change to which the issue
relates. The Buyer will use the learning from the identification and resolution of
defects to inform its continual improvement and contract management
processes.
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3. Underpinning the above is a need to diligently support the service by following
organisational and operational processes. Common examples include the
overheads of due process covering financial and commercial matters, team and
staffing management, provision of adequate procedural and operation
documentation, attendance, and support for operational and security reviews,
and managing a relationship with key stakeholders and the user community. Also
assessing and impacting requests for change from external sources. Basically,
undertaking all the expected BAU operational overheads of running a critical
service.

Triage

The ldentity and Access Management Platform 'Clients and Credentials’ DevOps
| leam are responsible for undertaking triage work to identify, prioritise and allocate
| resources to resolve operational issues in the most effective manner possible. They
| act as third line support to assist in the investigation and resolution of technical
issues from a service incident utilising when required the Buyer's Service
Management Toolkit. As a critical service, this triage responsibility could exlend to
| out of hours cover on a rota basis.

Release Management

The Identity and Access Management 'Clients and Credentials’ DevOps team are
 also responsible for the regular release process. A release cut is taken ahead of
| the live release and a mix of automated and manual regression, non-functional and
| security testing is undertaken across all the key client-side desktop operating
| environments.
| Releases are typically quartery, but smaller and more regular maintenance releases
may be required to address issues or provide more general user improvements.
| Note: The regularity of these releases is based on priority and the ability of users’
| local IT teams to test, accepl, and deploy them to their users’ devices. Therefore,
| releases lypically comprise making updates to user-facing components widely
! available, and promoting their adoption.
There may be an occasional need to work with other suppliers and local IT teams to
help support the deployment of components to their users, but this is typically only
required in the initial releases of new components. Supporting these initial releases
provides essential operational intelligence which can be used to further improve
future releases and to influence the overall IAM roadmap.

Maintain

The work required to maintain the Identity and Access Management Platform
‘Clients and Credentials’ components is intended to ensure ongoing improvements
o stability, operational efficiency, and longer-term sustainability. It is typically not
intended to improve or otherwise enhance the functionality or features of the service
offered to the user, but these may be included where opportunities present
| themselves.
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' For Er:-:amplé. an essential 'securiff upda't'e 'm'ighl also contains new features and
| functionality which could be exploited later for the user's benefit,
| There are two key themes of maintenance work;

1. Ensuring preventative and proactive maintenance activities are undertaken o
ensure that components are kept abreast of the ever-changing operational needs
of Security, suppliers, Service Management, and users. This will typically be
satisfied by ongoing updates and patches to components as well as swap-out
replacemeants for outdated or no-longer-supported componeants.

2. Ensuring opportunities to reduce operational overheads (and hence costs) are
identified and work undertaken to realise these benefits. This is essential to offset
the expected rise in operational overheads due to tech atrophy and the growing
impact of tech debt which might not have been paid off in good time

Whilst the nature of the above work is well understood, the specific needs, resources
| and associated skills and capabilities required to deliver them are unknown and will
inevitably need to change over time. For example:

« Significant new security exploits will be discovered, and specific action will be
required at short notice. This may require patching and/or specialist development
work to mitigate the risks. Once the work is completed, specialists will no longer
be required. As vendors introduce new technologies, and deprecate old, there
may be a requirement for themio be updated to remain within support
agreements. This also extends to commercial agreements, where changes of
suppliers andfor supply agreements require subsequent changes to the
underlying components within the service. Implementing these changes may
require additional resource and/or specialists who, once the work is complete,
may no longer be required for implementations but may be retained for support
and maintenance. Where alternative components offer improved serviceability
andlor reduce overall operational complexity, there will be work required to
exploit these benefils. As above, these may require additional and/or specialist
resources to implement and/or maintain these components once in place,

Annex 4 contains a list of Identity and Access Management Platform activities which

are currently on its 21/22 maintenance backlog

Transform

The Buyer's overall Identity and Access Management Platform DevOps teams will
need to support the release and ongoing operation of (as part of run and maintain
activities) the following ongoing, scheduled, or likely to be undertaken transform
work items.

The precise nature of that support will be defined once the services are ready for
release into production and any transition or adoption plans have been agreed but
'will be in line with the Buyers agreed Service Management and Platform
| maintenance standards.

= Entrust Virtual Smartcards - a smartcard alternative using mobile devices
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Credential Management Service fl:ME} — an updated version of the cument
Card Management Service (CMS) which removes the dependency on Oracle
Java B (specifically applet technology) to allow use of modern browsers and
improve the overall client security position.

PIV smartcards - to enable vendor-agnostic supply of open standards-based
smartcards and other devices. The move to fully supporting PIV will require
refactoring and potential rewriting of key parts of the cumrent 1AM 'Clients and
Credentials’ components, to remove vendor-specific code and replace with
mare open, vendor-agnoshic equivalents.

FIDO2 adoption - to identify and assure devices and services based on
FIDO2 standards and add them to the standard methods supported by the 1AM
Platform. These include device-based biometric authentication services such
as Windows Hello for Business and the NHS Identity app on iPad.
Cross-platform Keys — portable, secure hardware authenticators used as an
alternative to smartcards using the modern, open standards as offered by the
NHS |dentity service with the |1AM Platform

Internet Identity Agent (IA) — an alternative to the current Identity Agent which
will allow use of smartcards for authentication over the internet, using open
standards such as OpenlD Connect.

Improved Client Update Capability - All 'Clients and Credentials’ components
deployed to user devices will require updating over time, and there is a need add
the capability to more effectively deploy, install and roll-back these components
from a central source or trigger.

In addition, whilst it is not expected that the 1AM Platform 'Clients and Credentials’
| DevOps team will fully support all of the following Transform items, they will be

| required to work closely with the DevOps teams who are delivering them to ensure
. | that any 'Clients and Credentials’ requirements and constraints are clearly defined
| andfor accommodated.

IAM Enablement - a team promaoting the adoption of new |AM services and
lechnologies whilst also encouraging and incentivising the deprecation and
update/removal of old versions. Initial focus will be on removing legacy Java-
based authentication in favour of the Credential Management Service
Remote Signing Service (RSS) - a central, cloud-based signing service to
supplement and eventually replace the current distributed signing capability
provided via use of smartcards and associated PKL. The initial use case is for
electronic prescriplions, but significant potential exists for much wider use.
Self-Service Registration (SSR) — to allow remate, self-service identity
verification reusing key components of NHS login.

User Registration Service 2.0 (URS) - a consolidation and rewrite/update to
the current URS to allow it to be consumed equally by both CIS and NH3
Identity.
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o This is also expected to consolidate the underlying directory used by
both services, as an initial step towards wider directory consolidation
= Digital Wallets - the use of distributed ledger technology to support the
concept of a trusted digital wallet or passport within which key user cerification,
registration and other documents can be safely and reliably stored

In addition, Annex 4 contains descriptions of other deliverables on the Buyers
Identity and Access Management road map which, if developed, may require the
| ‘clients and credentials’ DevOps team’'s support to deploy and manage as part of
| live service operations.

| Transform activity can be commissionad internally or externally to the Platforms
| Directorate or NHS Digital and is managed through the Buyer's New Work Request
! (NWR) process. Once approved, NWRs are placed into a prioritised backlog
i managed by the Identity and Access Management Product COwner. When
| appropriate, these backlog items are either added to the DevOps work stack or
i taken forward as individual work items. Changes in priorities may mean that work
| may be paused or stopped to allow more urgent work to be taken forward both from
' a system maintenance or transformation perspective.

I

| Discovery

tis expected that there will be a small Change capability within the Run & Maintain

team to deliver initial Proof of Concepts and other technical validation and

| operational viability work as a precursor to larger Change work being undertaken
elsewhere.

Service Level Standards

The overall Identity and Access Management Platform operates to both Platinum
(covering user authentication) and Silver (for all back office administrative tasks
isuch as utilities and for the “clients and credentials’ components) Service Level
| Agreements (SLAS).

I
| It is a requirement that the Supplier fully appreciates and is able to demonstrate the
need to support the Buyer in the delivery of those SLA's (see below). It is particularly
important that the Supplier fully understands its responsibilities (working alongside
i the Buyer) in maintaining the availability of the Buyer's ldentity and Access Platform
including understanding and taking appropriate action to respond/resolve to live
service incidents within agreed timescales, being available when required for out of
hours service/on call support, and working with the Buyer's team (including Service
| Management) to increase the efficiency and effectiveness of ils service delivery
process, technology utilisation and solution innowvation,

| The Silver SLA, as required by the ‘clients and credentials’ components, is covered,
| below:
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' Silver Service Levels (primary SLA for ‘Clients and Credentials’)
. Operational hours (Service Hours) = 24x7x365

I = Business Support Hours (Service Support Hours) = 8-6 (Mon-Fri exc BH)
« Availability (in business support hours) = 99.50%

»  Allowable Unplanned Downtime (mins per month) = 58

Incident Resolution Times (in business support hours)

Severty 1 =4hrs (24x7x365)

Severity 2 = Bhrs (24x7x365)

Severity 3 = 20hrs (Mon-Fri B-6 exc BH)
Severity 4 = 80hrs (Mon-Fri 8-6 exc BH)
Severily 5 = 200hrs (Mon-Fri 8-6 exc BH)

Problem Fix Times

Severity 1 = 30 Working days or an agreed release
Severity 2 = 60 Working days or an agreed release
Severity 3 = 120 Working days or an agreed release
Severity 4 = 240 Working days or an agreed release
Severity 5 = 360 Working days or an agreed release
Service Reporting = Monthly

Service Request (Max time listed) = Max 3 months
Disaster Recovery = Optional Bolt-on

Recovery Point Objective (RPO) =24 hrs

Out of-Hours and On-Call working

Through its role in the Buyer's |dentity and Access Management Platform DevOps
team, the Supplier is expected to play a key and proactive part in building Platform
resilience and reducing technical debt thereby decreasing the support overhead and
| on-call occurrence and cost.

However, as a Silver service, the Buyer (and suppliers working with it) must ensure
that the ldentity and Access Management Platform ‘clients and credentials’ operates
within it agreed service level including, where appropriate, 24x7x365 availability.
Arrangements are therefore in place for out of hours and on-call working/cover which
the Supplier is expected to appropriately support as requested by the Buyer.

The Buyer manages its on-call requirements through the use of an evaluator and
i riage/resolver model. To ensure that the Identity and Access Management Platform
| is efficiently maintained and the risk to system availability minimised each on-call
' rota slot has a both an evaluator and triage/resalver role.

Ways of working
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' For the purpose of this call-off contract (but not necessarily for all of the

| Statements of Work which hang off it) the Buyer expects that the DevOps team will
be a rainbow/blended team incorporating Buyer and Supplier staff as a single
entity working collaboratively together to deliver the buyers business s objectives.
Qther approaches will be discussed with the Supplier and oullined in relevant
Statement of Works. The Supplier is encouraged to identify and suggest different
ways of working which may increase delivery efficiency and cost effectiveness.
This may result in the lead responsibility for the delivery of required cutcome

| moving between the Buyer and Supplier.

|
' In the course of the duration of this call-off contract the Supplier will be expected to
assist inftake responsibility for the managed ‘hand over’ of work e.g. from the

| output of discovery work or technical spike to other parties for conltinued

| development. Equally the Supplier may be expected to proactively and efficiently

| ber involved in, andfor take responsibility for, work to further develop and
implement changes developed by others outside of the Buyer's Identity and
Access Management ‘Clients and Credentials’ DevOps team for incorporation infor
temporary use of the |AM services utilising the Buyer's agile development,
assurance, and release management approaches. In both the ‘exporting” and
‘importing’ of work it is a requirement that the Supplier will work collaboratively and
proactively with those involved/interested parties to ensure that hand offs are

| minimised, effective, and auditable to maintain delivery momentum, scope and

| delivery accuracy through appropriate documentation, development offadherence
to critical success factors (or other mechanisms) and joint working.

As integral to the Buyer's approach as the use/value of blended/rainbow teams with
colleagues from different areas working together with 'badges left at the door' lo
| deliver joint objectives, is the development of it services through its DevQOps
! capability based on the philosophy and practice of "You build it, you run it".
As such, within the Buyer's team structure it is a requirement that in supporting the
| delivery of the Buyer's outcomes that it will ensure that is able — through experience,
aptitude, and approach to fully support and enhance the Buyer's DevOps model. It
| is essential that the Buyer continues to be able to respond quickly and affectively to
identify and resolve issues, that its teams build and utilise subject matter expertise
| to maintain and enhance the operations of its systems and services, and that there
| are minimal internal hand-offs or avoidable process inefficiencies which lead to the
Buyer's DevOps capability and requirement being considered as separate rather
than as a single function. Working as a single team, the Supplier is expected to fully
embrace the Buyer's culture and delivery approach. This also involves taking part
infidentifying wvalue-adding activities such as knowledge sharing through
| presentations and 'Show & Tells', supporting development through mentoring andfor
| joint learning opportunities, and assisting the Buyer in identifying new/alternative
' development, delivery or solution management options and approaches.
I
' DevOps team organisation

| The diagram below illustrates the Buyer's suggested resourcing model for this call-
| off contract which will be supplemented by the Buyer's own resources to form a
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single blended/rainbow team. This diagram is intended to provide an indication of
the number, type and split of resources required to deliver the Buyer's Identity and
Access Management DevOps team objectives. Over time to achieve the Buyer's
strategic goal to move to a single |dentity and Access Management Platform, the
number of resources deployed within its DevOps team together with what they
do/are responsible for will change. The Buyer will work with the Supplier to ensure
that this transition is managed effectively.

Identity and Access Management Platform

"Clients and Credentials” DevOps
Team

Identity and Access Management
Platform DevOps Team

1 n Sanior Delivery Manager

[Dafined undar the saparale agreamant Tor
1AM Platigrm DervOps]

1 2 Prcdiac Manages

1 x Business Analystiser Researchar
2 ¥ Laad Saltwara Davelopad

2 u Software Duvelopors

1 % Lowmd Test Erginser

3 u Test Engingars

2.8 Technical Constraints

| The Supplier will be required to fully understand, support and work with the Buyer

to maximise the operational efficiency and user value of its current Identity and
Access Management Platform solution including maximising opportunities to safely
accelerate transition to the Buyer's strategic goal of a single user authentication and
access manage solution whilst minimising/managing risks to the live service delivery
This includes working with the Buyer to appropriately identify and realise
opportunities for technology, cost saving and delivery improvements.

The technology expertise required to effectively deliver client-side, secure
authentication services requires specialist knowledge of the devices, hardware,
policies and standards relevant to the Identity & Access Management domain.
Engineering skills related to low-level hardware interfacing, robust and defensive
coding (as commonly seen in long service-life, embedded or remote-telemetry
systemns) and PDU-level coding have been required throughout the life of the current
services. It is expected that high levels of competence in these areas will remain a
requirement, at least until such time as the current smartcard provision remains in
service or has been evolved into a less complex platform.

2.9 Business Outcomes
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The Buyer uses epics, stories, and tasks (recorded in Jira) to | Annex 3
describe, track, manage and assure the work it is undertaking. Epics |
for running, maintaining, and making changes to the |dentity and |
Access Management Platform will be raised when appropriate ,
irulle:wing the Buyer's acceptance of a New Work Request (NWR) |
| which describes and provides the basis for approving work to deliver i

the cutcomes required. Where appropriate approved NWRs from the |
basis of the Buyer's prioritised back log and road map.

2.10 Technical Exclusions

For the purposes of this call-off contract, technical exclusions will apply in
circumstances specified by the Buyer lo ensure that the Care |dentity Service and
NHS Identity design, development and delivery infrastructure and associated
software, lools etc are not compromised or effort invested in developing
| technological capability across the NHS Identity and Access Management Platform.

3. Deliverables

The Buyer's ldentity and Access Management Platform Product Backlog is a
managed and continuously refined list of work items consisting of tech debt
performance improvements, maintenance activilies and system enhancements -
both incremental and transformational.

Initial Product Backlog Item List details are contained in: |Annexd |
3.1 Target Operating Model

During the duration of this call-off contract the Buyer's Idenlity and Access
Management Platform will have to continue to support the needs of patients, health
and social care professionals and practitioners.

This will include:

« Continuing to increase the range of services and means of access to services
and data.

«  Alignment to the NHS Digital and Identity and Access Management strategies
and roadmaps;

« Supporting digitally enabled transformation through greater access services and
data through the internal and external development of API's, self-service and the
requirement for health and social care professionals to access information at the
point of need.

+ Deliver reductions in:

o Operating coslts through increased quality and efficiency, and reductions
in hosting infrastructure and other overhead costs

o Tech debt through:

Framewaork Ref; RMGZ21
Froject Version: vi1.0 1

Mods Version: v3.0
185 @M HR021)




5274 1AM Clienl and Credeniials 03 Call Off Schedules vi.0F 200ec
Call-Off Schedule 20 (Call-Off Specification)

Call-0f Ref: CCIS21A18 - |AM Chent & Credentials Statemant of Reqguirements

Crown Copyright 2018

= Uplifts of technology, removing the reliance on out of support
platforms, services, and hardware.
= Code refactoring and continual operational improvement
o Integration costs for suppliers and systems providers, thereby increasing
opportunities for innovation
« Support increases in:
o User uplake of ldenlity and Access Management services through
promolion and incentives to users and system providers
= Contributing to the vision to enable access and sharing of clinical information for
direct care across all care settings.
« Continuing to meet age Service Level Agreements to ensure that the Identity and
Access Management service is available 24x7x365.

3.2 Initial Statement of Work (SOW)
3.2.1 30W 1

| The initial Statement of Work associated with this call-off contract will be to support
| the run and maintenance of the Buyer's |dentity and Access Management Platform
i ‘Clients and Credentials’ components in 21/22. This will include appropriate activity
i related to incident management, technical option analysis/discovery work, proof of
| concept work and interoperability considerations.

4. Responsibilities of the Parties

Both Buyer and Supplier have key roles in and are responsible (individually and
crucially in partnership) for the successful delivery of the oulcomes in this call-off
contract and Statements of Work related to it. Whilst the contracting approach e.g.
fixed price rather than capped Time & Material may alter the commercial basis of
| the relevant delivery accountability model whatever the approach that is taken the
Buyer expects the Supplier to demonsirate its commitment to optimise the delivery
of the |dentity and Access Management Platform including taking responsibility for
the delivery of outcomes, putting in place continuous improvement processes,
providing the expertise and experience required by the Buyer to deliver required
outcomes and supporting the Buyer to do more with less.

5. Skills [ Capabilities Profile

Although rates will be commercially evaluated on the basis of a sample profile, the
listing below is intended to provide the Supplier with an initial idea. It is not intended,
at this level, to be definitive {individual Statements of Work should be more specific
in this regard).

Framewaork Ref; RMGZ21
Froject Version: vi1.0 1

Mods Version: v3.0
185 @M AR021)



_ G552 T4 |AM Clian sng Credeniials 03 Cafl OFf Sehedules w1 OF 20Dee2
Cali-Off Schedule 20 (Call-Off Specification)
Cal-Off Ref: CCIS21ATE - [AM Chent & Credentials Statemant of Requirements
Crown Copyright 2018

| Resource Profile details are contained in: |Annex5 |

6. Call-Off Terms

If the Supplier wishes to submit an additional Option around specific terms to the
Buyer, whereby there is some commercial benefit to the Buyer in making
amendments to such terms, they are entitled to do so. However, such options will be
incorporated solely at the discretion of the Buyer (via an amendment to the Call-Off
specific set of terms). Where an additional Option is submitted, this will not be
evaluated in the evaluation scoring process unless specifically indicated in the
evaluation guestions.

Annex 1: Call-Off Schedule 20 — Target Sectors

HEALTH AND SOCIAL CARE SETTINGS Tick boxes

Frimary Care

Ambulance Services

Secondary Care - Hospital Setlings
Pharmacy
Mental Health -
Community Care — Children’s Services
Community Care - Adult Services

. Public Health & Wellbeing

Snclal l:‘:are Children's EEWEES

Social Care - Adult Services

Genomics

'Health and Social Care Policy

H-Balﬂ't [nfﬂm‘:.atlcs

Medicines and Healthcare Products

Health and Social Care Hegulatian I Quality

s g e e ———— —————

SIS P S

P_I-Faalg-r and Social Eavrgﬁ&s&arﬂl

Blood and Transplant Sernvices
Independent Health Provision

SPINE {Summary Care Record)
Sereaning Systems

Electronic Prescription Service (EPS)
Electronic Referral Service (ERS)
GP IT Systems & Services

-d-::!-c-::-c-c-ﬁ-r:-f:-ﬂ-ci-r:-ﬁ-ﬂ-d-{.-ﬁ-c-{-ﬂ

et AE 4L 4L 4
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il —

'Health and Social Care Mobile Apps

Health and Social Care Web Apps

Citizen |dentification and Verification Services

Health System Infrastructure (email, etc)

(S AP PP

-Eamndaq.r Uses Services

Health Data Collection, Processing and Dissemination

o | = | || = | = | |

Care Managemeant Systems
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Annex 2: Call-Off Schedule 20 — Technology Capabilities

Application Development

Continuous Integration & Delivery Tools il

| Testing & Quality Assurance Tools ¥ |
| Data Warehousing | W
Enterprise Applications M
Geospalial M
Project Management -

‘Customer Management | Tickboxés

CRM

Enterprise Applications | N
Middleware Y
_osbwoiang Y
| Service Management N
System Management Y
Anli-Virus, Vulnerability Mgmt & Monitoring Y
Cloud Orchestration N
Encryption Y
Remote Access Service ¥
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Software infrastructure Tick boxes

Enterprise Architecture Tools
Architecture Tools . N

Intelligent Business Process Management Suites
Business Process Management
Architecture Tools

. Discovery/Search

Frameworks, Languages, & Libraries
Identity & Access Managemant
Mon-Relational Databases

PSR

Felational Databases
Server Technology
Server/Deskiop OF
Serveriess

e ——— T e A e A P

Virtualisation & Containerisation
Visualisation Tools
Web Analytics

< || <= Z | X Z|=< | Z | << <Z|Z
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Annex 3: Call-Off Schedule 20 — EPIC Template

New Work Request process

The Buyer's New Work Request (NWR) process is the mechanism through which it
is commissioned to undertake run, maintain, and change work. NWRs can be
submitted from both within NHSD and by external parties such as NHSX.

Before being accepted into the Buyer's back log a NWR must completed the Buyer's
approvals process consisting of the following key stages:

« Registration
+ Elaboration and scope confirnation
+ |mpact assessment to identify (at a high level) resource implication, delivery and
maintenance cost and development timescales
« Requester approval to agree:
o Scope
o Cost
o Delivery imescales
« Financial approval to ensure that budget is available
« Platforms Directorate approval to add to the backlog

In the context of this call-off contract it is the responsibility of the Buyer's |AM
Product Owner to prioritise and actively manage the |AM backlog. Whilst the NWRs
for 1AM run and maintain work are, by definition, of higher priority others for more
'standalone’ change will be pricritised according to their user value, strategic
alignment, and service enhancement potential.

Using the Buyer's agile delivery approach once accepted onto the 1AM work
programme each NWR will be broken down into epics and then where appropriate
into stories, tasks elc. However, acceptance onto the Buyer's |1AM work programme
does nol guarantee delivery of agreed outcomes if there is need to accommodate
ather higher priority outcomes within the Buyer's finite delivery capability/capacity. In
addition, where appropriate the Buyer will always focus on the delivery of a Minimum
Variable Product.

Annex 4: Call-Off Schedule 20 — Product Backlog Item List

The ldentity and Access Management Product backlog includes the following items
related to run, maintain, and transform activity. As part of its impacting,
commissioning and work management processes, the Buyer will estimate, along with
the Supplier, the number of days (at a high level) required to deliver, or support the
delivery of, the required outcomes.

Run — These include (but are not limited to):
« Triage (incident management)
Framewaork Ref; RMGZ21
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+ Operational tasks;
« MNetwork engineering and platform configuration activities;
+« Release Management — including functional and non-functional testing.

Service Maintenance - These include (but are not restricted to):

Prioritising and paying off Tech Debt;

Network and system engineering;

Operational upgrades and improvements;

Software maintenance.

Decommissioning of deprecated components — This will be Buyer-led but will
require the support of the Supplier and the 1AM Platform DevOps team.

In addition, the following specific work items are expected to be undertaken/
supported by the overall Identity and Access Management Platform team in
202172022 under this and the associated IAM DevOps call-off contracts.

ltems are included here fo illustrate key areas from the overall IAM roadmap for
FY21/22 which are required to be delivered by the 1AM ‘Clients and Credentials’
DevOps team, or will require a level of collaborative engagement with the team(s)
delivering them, subject to funding agreement and further requirement refinement
and validation. These include, but are not limited to:

+ Entrust Virtual Smartcards

o The legacy smartcard service is based on proprietary technology and, to
free the ties to that legacy, work was undertaken to support basic
smartcard operations on PIV standard cards.

o This provision was then reused and enhanced to support the Entrust
virtual smarcards, a PlV-based virtual smartcard running on a mobile
device gver Bluetooth.

Use of NFC as an addition is also being investigated.

o Further work will be required to enhance support for signing and to provide

full coverage of all the current physical smartcard operations.
« Credential Management Service (CMS)

o An updated version of the current Card Management Service (CMS) which
removes the dependency on Oracle Java 8 (specifically applet technology)
to allow use of modem browsers and improve the overall client secunty
position.

o This will replace the interim 'NHS Identity Hub' client-side components as
rolled out to early adopters of smartcards on NHS [dentity.

= A consolidated User Registration Service, ‘URS 2.0'
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3

To access patient records or other sensitive data you need to authenticate
to the service using strong authentication. This is commonly done with a
smartcard within the NHS, bul new methods are being introduced. To use
such authentication methods a user first needs 1o be registered for a digital
identity. This is currently done as a face-to-face process using the existing
user registration service. The service is currently part of the legacy Care
ldentity Service, this service will be deprecated by end of September 2023.
The existing process creates challenges when seeking lo register users o
use new authentication methods hosted by NHS Ildentity. Additionally, the
need o bring in user and device self-service registration and management
processes means that new user flows need to be developed.

The redesign of the service will also offer benefits in terms of reporting &
audit, bulk functionality, and the ability to access user registration services
over the internet.

* Monitoring and Metrics Consolidation and Extension

0

There are several monitoring and operational reports which would benefit
from further autormnation and scripting, to replace their current on-demand
and ad-hoc creation. The move from CIS to CIS-lo-Cloud, the closer
integration of NHS Identity under the overall IAM banner, and
improvements to client-side surveying and logging present opportunities to
harmonise our overall monitoring and operational reporting capability.

+ Public Key Infrastructure Strategy

2

The current Public Key Infrastructure (PKI) is due for re-procurement from
2022 to 2023, The Public Key Infrastructure is used for certificate-based
authentication methods (Physical and Virtual Smartcards) and digital
signing of the Electronic Prescribing Service (EPS).

The same Infrastructure is also used to establish trust between systems,
especially for transmitting and receiving messages using End Point
cerlificates.

The service also provides clear evidence of who performed what in the
system meeting the NHS Care Record Guarantee. There is a need to
review options for the service and decide upon the future strategy.

= PKIl SHAZ Root Certificate Authority (CA) Renewal
o This follows on from the successful Sub-CA Refresh in Sept and Mov and

will form preparation for Root-CA replacement in 2024, This work is not
expected to be Dev heavy but will certainly require much in the way of QA
and co-ordination activity across teams in NHS Digital (DIR, Service, and
EPS, and potentially others) as well as our prescribing and dispansing
partners.
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+ Support Cervical and Breast Screening Programme roll out, and others

o

These services are currently being rolled out across multiple user
organisations and client tech stacks. It is essential that we
comprehensively support these rollouts to ensure their success, but also to
provide real-world learning opportunities to ensure we are better prepared
to support future client rollouts. This includes assisting and promoting the
roll-out of the CI5 Credential Management Service (CMS) Lo allow existing
smartcard users to authenticate using NHS Identity

« Cross-platform Keys and biometric devices using FIDO2

1=,

l

FIDOZ2 is provided by NHS Identity and there is a need to ensure that use
of this is supported and promoted as widely as possible. The provision is
currently seeking a pilot, so support of pilots and subsequent service
improvements is required. New Auth token exchange framework

Details of this are to be confirmed

+ User Self-Service Registration - includes integration with HM Passport

Office

Health and care workers need to prove who they say they are before they
receive a smartcard or other method to securely authenticate to a product
or service which allows them to securely access patient and other
sensitive data. We have built a User Self Service Registration service and
this is to add a further enhancement to that service to call out to external
Application Programme Interfaces (APIs) for data to help with the user
verification process. The APl to be included will be a feed from the
Passport Office. This is work that should have been completed in 20721
but due to COVID-19 and Brexit work the HMPO pushed support back 1o
21/22. This service provides a user registration process flow building on
the NHS Login product (with security enhancements). |e., implement
once and reuse across multiple services. This will enable a more rapid roll
out of national services. It will also make access to these services more
inclusive as new market entrants will have a simple way lo register.

+ Enablement Incentivisation — promote and support use of NHS Identity
services by users and systems suppliers

L3

We have built the NHS Identity Service and it is running at a platinum
service level. We have been engaging with the supplier community for
circa 6 months with some limited success to encourage them to build to
our OIDC standards and onboard to NHS |dentity. We have recruited a
team to increase focus and engagement on suppliers, and are building a
new comms and engagement plan using internal and external
stakeholders (such as TechUK) to help us extend our reach and push our
agenda, we have agreed a deprecation date for CIS that creates a burning
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platform but despite these engagements we expect to have to push
funding the way of some suppliers who are reluctant to engage and
integrate with the standards. This is the firsl incentivisation stream of a 3-
year incentivisalion cycle.

In addition, the following changes are intended to be part of the roadmap for
FY¥21/22, but the level of certainty and detailed definition is subject to further review
and approval. Therefore, these items should be considered as unconfirmed and
aspirational for the roadmap

+« Digital Wallets

o Clinicians moving and working between organisations are often required to
re-prasant key documentation to be checked alongside their identity being
re-verified. This duplication wastes clinician time and can add significant
user inconvenience.

o The use of distributed |ledger/block-chain technology to create a ‘digital
wallet’ 1o hold this key information has been suggested to save lime and
inconvenience.

o 1AM needs to be able to integrate with such a solution to allow publication
of identities and their key attributes into the “digital wallet’

» Android Authentication

o |AM currently only offers supported authentication on Windows devices
and iPads. Android is the dominant tablet and mobile device operating
system There is an expected need to offer the ability for users with
Android devices to securely access sensitive clinical data with strong
authentication. This work is to understand how this might be achieved, and
to deliver that capability for widespread use

« Central Biometric Service for Care Professionals [Alpha]

o All current methods of authentication require a strong 2 factor approach,
Currently for most this is ‘'something you have and somathing you know’.
For single users of iPads and Windows devices this can also be something
you are (biometric) and something you know. The challenge is this does
not support fast user swilching environments where staff may need to log
on oo many machines as the biomeltric would need to be stored on each
machine that a user may nead to access and conversely removed from
every machine when they leave the organisation. A central biometric store
would allow biometrics to be stored and an authentication done utilising
the central service on any machine.

o The estimate for this work would take us to an alpha with technology
option identified.
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« AAL-1/AAL-2

o

The current CIS solution only offers Authentication Assurance Level-3
(AAL-3), which is commensurate with access to sensitive, clinical data.
However, the identity verification requirements and strength of
authentication required here are overkill for many lower risk services
Support for lower-strength AAL-1 and/or AAL-2 will support many simpler
use cases and more readily allow existing and legacy services (where
passwords or basic multi-factor authentication are currently deployed)

« Authentication over the internet — Internet-facing Identity Agent and PIV
smartcards.

L

Smartcard authentication service to NHS Identity that is made available
over the internet. This requires a review of the desktop components that
support the Care ldentity Service and NHS Identity allowing us to
consolidate the software into a single consistent product that is
componentised for ease of management and deployment. Infroduce more
self-service elements, improved user information, an improved install and
uninstall methods including auto-updating components to reduce cost
across the estate and reduce time taken to get a new version rolled out.
This will also include work to ensure an international standard of card (e.g.
PIV) can be utilised to drive competition, reduce costs, and reduce
complexity of approach. This is needed to ensure that new smaricards are
available for deployment in 2022/23 This work will cover discovery, design
and implementation of the desktop software changes and the cost of the
procurement effort for PIV smartcards.

+ Improving Ability to Update Client Software

0

a

O

Deployment of updates to IAM client software is typically slow in some
quarters and lacks any central ability to push or otherwise drive change.
There is also a desire to make it easier to deprecate and remove older
versions of software from use across the NHS estate to help reduce the
legacy support overhead incurred by having many older versions in
widespread use.

There is a need to further investigate an earlier option to perhaps use
Windows Update or the Store to allow updates more readily to be notified
to users, and more easily allow them (with their local IT team's support, of
course) be able to download and install them
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Annex 5: Call-Off Schedule 20 — Resource Profile

Although rates will be commercially evaluated on the basis of a sample profile, the
listing below is intended to provide the Supplier with an initial idea. It is not intended,
at this leved, to be definitive {individual Statements of Work should be more specific
in this regard).

DOaT Cluster Role Family

Approx. Mo

Data | Data Engineer '

Data | Data Scientist

Cata | Lead Performance Analyst

T Ops Business Relationship Manager .
T Ops | Change and Release Manager |
T Qps Eﬂmmand and Control '
__II_Q_@; Apphmtnuns Operations :
1T Ops | Engineer End User
1T Ops | Engineer Infrastructure |
T Ops | Incident Manager ,
1T Ops |IT Service Manager

T Ops | Problem Manager

1T Ops | Service Desk Manager

T Ops | Service Transition Manager .
Product Delivery | Business Analysis L2
- Product Delivery | Delivery .
Product Delivery | Product Manager |
QAT | | QAT Analyst

QAT | Test Engineer _

QAT | Lead Test Engineer

EH.T || | Test Manager

Technical Datrt Architect

. Technical : Dwi}ps _ :
Technical | Infrast sErumurE EMJIHEEF |
Technical | Network Architect

| Technical L E-E:l:-'l,.ll'll}' Arrhﬁe{:t

| Technical | Software Developer

Technical & Senmr St.hfhl'-'i:lre Developer

- Technical : Tﬂchnlcarﬁ.r-::hrteci .
- User Centred Dasign :_i_:gﬂtpnt Dasigner '
 User Centred Design_ | Graphic Interaction Designer |
 User Centred Design : Service Designer :
- User Centrad Design | Technical Writer
User Centred Dasign .-.U ser Resaarcher

| No DDaT Cluster Mapping | | Cyber Security
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Call-Off Schedule 23 (Health Additional Call-Off

Terms)

1. Definitions

1.1 In this Schedule, the following words shall have the following meanings and they shall

supplement Joint Schedule 1 (Definitions):

“Buyer Software” means any software which is owned by or licensed
to the Buyer and which is or will be used by the
Supplier for the purposes of providing the

Deliverables:

“Malicious Softwara” any software program or code intended to destray,
interfere with, corrupl, or cause undesired effects on
program files, data or other information, executable
code or application software macros, whether or not
itz operation is immediate or delayed, and whether

the malicious software

infroduced  wilfully,

negligently or without knowledge of its existence;

“Medical Devices™ means any Deliverable that falls under the definition
of a Medical Device in accordance with guidance

published by
Products Regulatory Agency;

the Medicines and Healthcare

“Open Source Software” means computer software that has its source code
made available subject to an open-source licence
under which the owner of the copyright and other
IPR in such software provides the rights to use,
study, change and distribute the software to any and
all persons and for any and all purposes free of

charge;

“Source Code™ means computer programs andior data in eye-
readable form and in such form thal it can be
compiled or interpreted into equivalent binary code
together with all related design comments, flow
charts, lechnical information and documentation
necessary for the use, reproduction, maintenance,
modification and enhancement of such software;
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2.1

2.2

23

3.1

3.2

“Specially Written Software™ any software (including database software, linking
instructions, test scnpts, compilation instructions
and tesl instructions) created by the Supplier (or by
a Subcontractor or other third party on behalf of the
Supplier) specifically for the purposes of this
Contract, including any  modifications or
enhancements to COTS Software. For the
avoidance of doubt Specially Written Software does
not constitute Mew IPR; and

“Third Party Body" has the meaning given to it in paragraph 6.1.

Additional Warranties

The Supplier represents and undertakes to the Buyer that all Deliverables will meet the
Buyer's acceptance criteria, as defined in each Statement of Work.

The Supplier undertakes to maintain all interface and interoperability bebween Third
Party Software or services and Specially Written Software as required for the
performance of the Services or delivery of any Deliverables.

The Supplier undertakes and warrants that it has or shall procure all consents,
registrations, approvals, licences and permissions relating to Medical Devices as
recommended or stipulated by any materals published by the Medicines and
Healthcare Products Regulatory Agency.

Additional Intellectual Property Terms

The Supplier grants to the Buyer a perpetual, imrevocable, non-exclusive, assignable,
royalty-free licence to use, assign, sub-license, adapl. commercially exploit or
otherwize deal with any of the Supplier's Existing IPR and any Third Parly IPR to the
extent necessary to enable the Buyer to obtain the full benefits of ownership of any
Mew IPRs. The Supplier shall procure that such licence shall permit subsequent sub-
licenseas to sub-license tha Existing IPR and Third Party IPR on the same terms and
subject to the same restrictions as under this paragraph to enable sach further

subsequent sub-licensee to obtain the full benefits of any New IPRs that are sub-
licensed o them.

In respect of all Government Data, the Authority shall be the owner of all such
Governmant Data and any Existing IPR and New IPR in such Government Data and
any modifications, updates and amendments in relation to the same. The Supplier may
not assign, license or otherwise deal with any Government Data or IPRs in such
Government Data without the Authority's specific written consent.
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3.3

3.4

3.5

3.6

41

4.2

4.3

The Supplier may only use its Existing IPR or any Third Party IPR in any New IPR if
the Buyer has given its written consent in advance,

The Supplier may only use Open Source Software in any Mew PR if the Buyer has
given its written consent in advance.

The Supplier shall ensure that all New IPR, Existing IPR and Third Parly IPR licensed
or assigned to the Buyer is able to be assigned, novated or otherwise transferred to;

3541 any other Central Govermment Body, NHS England, NHS
Improvement, DHSC or any other Crown Body or any public or private
sector body which performs or carries on any of the functions and/or
activities that previously had been performed andfor carried on by the
Buyer; or

352 any other public or private body.

Unless otherwise agreed by the Parties in writing, the Supplier shall ensure that all
computer program elements of New IPR shall be created in a format, or able to be
canvarted (in which case the Supplier shall also provide the converled format to the
Buyer) into a format, which is suitable for publication by the Buyer as Open Source and
based on Open Standards (whera applicable), and tha Buyer may, at its sole discretion,
publish the same as Open Source.

Document and Source Code Management Repository

The Parties shall work together to ensure that there is appropriate IPR asset
managaement. Where the Supplier is working on the Buyer's system the Supplier shall
comply with the Buyer's IPR asset management approach and procedures. Where the
Supplier is working on the Supplier's system it will ensure that it maintains its IPR asset
management procedures in accordance with Good Indusiry Practice. Records and
documentation associated with IPR asset management shall form part of the
Deliverables associated with any Specially Written Software or Mew IPR.

The Supplier shall comply with any reasonable instructions given by the Buyer as to
where it will store Documentation and Source Code, both finished and in progress,
during the term of this Call-Off Contract, and at what frequency/intervals,

The Supplier shall ensure that all itemns that are uploaded to any repository contain
sufficient detail, code annotations and instructions so that a third-party developer with
the relevant technical abililies within the applicable role would be able to understand
how the ilem was created and how it works together with the other items in the
repository within a reasonable timeframe.
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4.4

4.5

2.1

5.2

2.3

5.4

6.1

The Supplier shall maintain a register of all Open Source Software used in the provision
of the Deliverables in accordance with its IPR asset managament obligations under
this Contract.

The Supplier shall provide the Buyer with a copy of the IPR asset managemeant
information relating to the Deliverables on request by the Buyer, in a standard portable
machine readable format.

Ezcrow

The Supplier shall on request from the Buyer within 20 Working Days after the Start
Date, deposit the Source Code of software that is the Supplier's Existing IPR or Third
Party IPR in escrow with the National Computing Centre on their standard terms.

The Supplier shall ensure that the deposited version of the Source Code is the current
version of the Software and that the deposited version is kept up to date as the
Software is modified or upgraded. The Buyer shall pay the deposit and maintenance
fees under the escrow agreement and the Supplier shall pay the release fees under
the escrow agraament.

Where the Supplier is unable to procure compliance with the provisions of paragraph
5.1 in respect of any Third Party IPR, it shall provide the Buyer with writtan avidence
of its inability fo comply with these provisions and shall agree with the Buyer a suitable
alternative to escrow that affords the Customer the nearest equivalent prolection. The
Supplier shall be excused from its cbligations under paragraph 5.1 only to the extent
that the parties have agreed on a suitable alternative.

In circumstances where the Buyer obtains the release of the Source Code from escrow,
the Supplier hereby grants to the Buyer (on behalf of itsell and the Replacement
Supplier) a perpetual, assignable, royalty-free and non-exclusive licence o use,
support, modify and enhance the Source Code varsion of the software 1o the extent
necessary for the receipt of the Deliverables or any replacement services.

Information Sharing By the Buyer

The Supplier shall, if requested by the Buyer, provide such management information
as is provided under Cal-Off Schedule 15A (Health Supplier and Contract
Management) to another Buyer or to any Central Government Body, whose role it is to
analyse such management information in accordance with UK governmeant policy (o
include, without limitation, for the purposes of analysing public secior expenditure and
planning future procurement activities) (“Third Party Body”). The Supplier confirms
and agreas that the Buyer may itself provide the Third Party Body with managemant
infarmation relating to the Deliverables, any payments made under this Contract, and
any other information relevant to the operation of this Contract
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6.2

6.3

6.4

1.1

7.2

Upon receipt of management information supplied by the Supplier to the Buyer andior
the Third Party Body, or by the Buyer (o the Third Party Body, the Parties hereby
consent to the Third Party Body and the Buyer:

6.2.1 storing and analysing the management information and producing
statistics; and

6.2.2 sharing the managemen! information or any statistics produced using
the management information with any other Buver or Central
Government Body.

If the Third Party Body and'or the Buyer shares the management information or any
other information provided under paragraph 6.2, any Buyer or Central Government
Body receiving the management information shall, where such management
information is subject to obligations of confidence under this Contract and such
managament information is provided direct by the Buyer to such other Buyer or Cantral
Government Body, be informed of the confidential nature of that information by the
Buyer and shall be requested by the Buyer not to disclose it to any body thal is not a
Buyer or Central Government Body (unless required to do so by Law).

Without limitation, the following additional information may be shared by the Buyer with
Third Party Bodies subject to the terms of this Paragraph 6.

6.4.1 the Buyer's requirements;
6.4.2 the Supplier's rate card and summary cost information;
G.4.3 the Buyer's spend information; and

6.4.4 the Supplier's registration information on the procurement platform
used by the Buyer for the purposes of this Call-Off Contract.

Malicious Software

The Supplier shall, throughout the Call-Off Contract Period, use the latest versions of
anti-virus definitions and software available from an industry accepted anti-virus
software vendor to check for, contain the spread of, and minimise the impact of
Malicious Software.

If Malicious Software is found, the Parties shall co-operate to reduce the effect of the
Malicious Software and, particularly if Malicious Software causes loss of operational
efficiency or loss or corruption of Government Data, assist each other to mitigate any
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1.3

a1

8.2

9.1

9.2

23

losses and to restore the provision of the Deliverables to its desired operating
efficiency.

Any cost anising out of the actions of the Parties taken in compliance with the provisions
of paragraph 7.2 shall be boma by the Parties as follows;

7.3.1 by the Supplier, where the Malicious Software originates from the
Supplier Software, the Third Party Software supplied by the Supplier
or the Government Data (whilst the Government Data was under the
control of the Supplier) unless the Supplier can demonstrate that such
Malicious Software was preseni and not quarantined or otherwise
identified by the Buyer when provided to the Supplier; and

732 by the Buyer, if the Malicious Software onginatas from the Buyer
Software or the Government Data (whilst the Government Data was
under the control of the Buyer).

Data Protection Impact Assessment Delivery and Assistance

Without limitation to the obligations as sat out in Joint Schadule 11 (Processing Data)
and the Order Form, the Supplier shall provide a draft DPIA prior to Contract Award for
each Deliverable under the Confract.

The Supplier shall update the DPIA to be complete for the agreed Deliverables and
meeating all Law, prior to the Start Date of the Contracl. The Supplier shall be
responsible for updating the DPIA at each matenal change of the Deliverables
(including but not limited to each release of new software) and following any Varation.

Third Party Rights for a Public Sector Data Processing

Further to Clausa 18, where in Joint Schedule 11 (Processing Data) there is a third-
party public sector Controller listed, the named third party public sector Controller will
have CRTPA rights in relation to Dala Protection Legislation obligations, wheare the
Buyer has indicated this should be the case in the Order Farm.

Where the third party public sector Conlroller wishes to exercise its rights pursuant to
paragraph 9.1, the Buyer shall nolify the Supplier that the rights are to be exercised.

The enforcement rights granted by Clause 9.1 are subject to the following restrictions
and qualifications:

8.3.1 the Parties may vary, terminate or rescind the Call-Off Contract without
the consent of any third party; and
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10.

101

11.

11.2

12.

12.1

12.2

123

12.4

8.3.2 the Buyer may, as agent or trustee, enforce any term of the Call-Off
Contract on behalf of another such relevant third party to whom rghts
have been granted.

Data Protection Indemnity

The Supplier recognises that the Buyer (where controller) will have obligations to meet
in Law in relation o any breach and communication to subjects and the ICO, as well
as government cbligations as to conduct and transparency. Clause 26.2 to 26.5
inclusive of the Core Terms shall not apply in relation to any confidentiality or data
protection indemnity provided by the Supplier including but not limited to Clause
14.8(e) of the Core Terms.

Confidentiality

It is recognised that the Health public sector is subject to National Health Service Act
2006 section 8. and in accordance with that statute does not put in place binding legal

contracts.,

In relation to Clause 15.5 of the Core Terms, the Buyer shall only be required o notify
any public sector recipient that any confidential information is classed as confidential.

Premises
Where either Party uses the other Party's premises, such Party is liable for all Losses
arising from any damage it causes to the premises. Such Party is responsible for
repairing any damage to the premises or any objects on the premises, other than fair
wear and tear.
The Supplier will use the Buyer Premises solely for the Call-Off Contract.
This clause does not create a lenancy or exclusive right of occupation.
While on the Buyer Premises, the Supplier will:

1241  ensure the security of the premises;

1242  comply with Buyer requirements for the conduct of personnel;

12.43  comply with any health and safety measures implemented by the
Buyer;
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