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DPS Schedule 6 (Order Form Template and Order  

Schedules)  
  
Order Form   
  

  

ORDER REFERENCE:    

  

 

THE BUYER:      

   

The Secretary of State for the Home 

Department (acting through the 

Home Office) 

BUYER ADDRESS     

  

The Secretary of State for the Home 

Department, 2 Marsham Street, 4th 

Floor Peel 

London, SW1P 4DF 

THE SUPPLIER:       KPMG LLP 

SUPPLIER ADDRESS:     
15 Canada Square, London, E14 

5GL 

REGISTRATION NUMBER:   OC301540 

DUNS NUMBER:            

 DPS SUPPLIER REGISTRATION SERVICE ID:  [if known]  

 

APPLICABLE DPS CONTRACT  

  

This Order Form is for the provision of the Deliverables and dated 15th December 

2024 

It’s issued under the DPS Contract with the reference number RM3764iii for the 

provision of Cyber Security Services.     

  

DPS FILTER CATEGORY(IES):  

Non-assured NCSC Services, Risk Management, Risk Assessment, Audit and 

Review, Business Continuity and Disaster Recovery - BCDR, Security Specialist, 

Security Supply Chain Analysis, Security Strategy, Cyber Transformation, Policy 

Development, Cyber Essentials Plus, Clearance: Security Check, ISO 27001 

    

ORDER INCORPORATED TERMS  

The following documents are incorporated into this Order Contract. Where numbers 

are missing we are not using those schedules. If the documents conflict, the 

following order of precedence applies:  
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1. This Order Form including the Order Special Terms and Order Special 

Schedules.  

2. Joint Schedule 1 (Definitions and Interpretation) RM3764iii  

3. The following Schedules in equal order of precedence:  

  

• Joint Schedules for RM3764iii   

o Joint Schedule 2 (Variation Form)  

o Joint Schedule 3 (Insurance Requirements)  

o Joint Schedule 4 (Commercially Sensitive Information)  

o Joint Schedule 6 (Key Subcontractors)        

o Joint Schedule 7 (Financial Difficulties)        

o Joint Schedule 10 (Rectification Plan)     

 

• Order Schedules for RM3764iii      

o Order Schedule 2 (Staff Transfer) – Part C          

o Order Schedule 4 (Order Tender)  

o Order Schedule 5 (Pricing Details)             

o Order Schedule 7 (Key Supplier Staff)          

o Order Schedule 8 (Business Continuity and Disaster Recovery)   

o Order Schedule 9 (Security) - Part A                

o Order Schedule 10 (Exit Management)    

o Order Schedule 15 (Order Contract Management)      

o Order Schedule 18 (Background Checks)           

o Order Schedule 20 (Order Specification)          

4. CCS Core Terms (DPS version)  

5. Joint Schedule 5 (Corporate Social Responsibility) RM3764iii   

6. Annexes A & B to Order Schedule 6  

7. Order Schedule 4 (Order Tender) as long as any parts of the Order Tender 

that offer a better commercial position for the Buyer (as decided by the Buyer) 

take precedence over the documents above. 

  

No other Supplier terms are part of the Order Contract. That includes any terms 

written on the back of, added to this Order Form, or presented at the time of delivery.   
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ORDER SPECIAL TERMS N/A 

The following Special Terms are incorporated into this Order Contract:  

None  

  

ORDER START DATE:  Expected 16th December 2024 

  

ORDER EXPIRY DATE:   Expected 15th December 2026 

  

ORDER INITIAL PERIOD:   2 Years 

  

ORDER OPTIONAL EXTENSION  2 period of 12 months 

  

DELIVERABLES:  

As stated in individual Statement of Works (SoW) 

 

MAXIMUM LIABILITY   

 

 

 

 

 

 

 

  

ORDER CHARGES  

 

See details in Order Schedule 5 (Pricing Details) – See Annex C.  

  

REIMBURSABLE EXPENSES  

Recoverable as stated in the DPS Contract: N/A 

  

PAYMENT METHOD  

Payment for this Call-Off is monthly by BACS 

  

BUYER’S INVOICE ADDRESS:   

Invoices will be sent via email as the primary method for delivery to the address 

below: 

HOCyberSecurity-BizOps@homeoffice.gov.uk 

hosupplierinvoices@homeoffice.gov.uk 

 

Invoices can be submitted in hard copy via post to the address below, however this 

will significantly delay the processing of the payment to the Supplier. 

Home Office Shared Service Centre 



DPS Schedule 6 (Order Form Template and Order Schedules) Crown 

Copyright 2020  

DPS Ref: RM3764iii  
Model Version: v1.0  

4  

  

 

 

 

 

 

The Buyer shall accept and process for payment an electronic invoice submitted for 

payment by the Supplier where the invoice is undisputed and where it complies with 

the standard on electronic invoicing.   

For the purposes of paragraph above, an electronic invoice complies with the 

standard on electronic invoicing where it complies with the European standard and 

any of the syntaxes published in Commission Implementing Decision (EU) 

2017/1870. 

All invoices must include: 

• A valid Purchase Order number 

• The contract reference number  

• The period of time pertaining to the Charges included on the invoice. 

• A summary of the corresponding Services. 

• The value of the VAT portion of the invoice expressed in Pounds Sterling. 

• Invoices should be submitted via email in pdf, tiff, jpeg or png format (Excel is 

not supported): 

• a multipage invoice should be sent by the Supplier as one attachment to the 

email, however multiple invoices should be split across different attachments 

(1 attachment equals 1 invoice) 

• multiple invoices can be attached to one email up to a maximum size of 5mb 

• the supplier should be aware that any text in the body of their email, or 

attachments submitted in files formats other than those listed above will not be 

read by anyone. 

  

BUYER’S AUTHORISED REPRESENTATIVE: 
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BUYER’S ENVIRONMENTAL POLICY  

https://www.gov.uk/government/publications/greeninggovernment-commitments-

2016-to-2020/greening-government-commitments-2016-to-2020   

 

https://www.gov.uk/government/collections/sustainable-procurement-thegovernment-

buying-standards-gbs   

  

BUYER’S SECURITY POLICY  

Home Office 

Security Policy for Co  
 

https://www.gov.uk/government/publications/security-policy-framework  

https://www.gov.uk/government/publications/cyber-essentials-scheme-overview 

 

 

SUPPLIER’S AUTHORISED REPRESENTATIVE  

 

 

  

 

  

SUPPLIER’S CONTRACT MANAGER  

 

 

   

  

PROGRESS REPORT FREQUENCY  

Monthly 

  

PROGRESS MEETING FREQUENCY  

 Weekly 

  

KEY STAFF  

  

  

  

  

 

KEY SUBCONTRACTOR(S)  

N/A 

  

COMMERCIALLY SENSITIVE INFORMATION: TBC 

Supplier’s Commercially Sensitive Information  
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1. SCOPE OF REQUIREMENT 
1.1. Detailed below is an outline of the requirement stating what is in scope: 

 

1.1.1. The work packages that are in scope of this requirement are; 

 

1.1.1.1. WP1: Embed Cyber Risk Management and Governance across Home 

Office. 

1.1.1.2. WP2: Establish People, Culture and Training baseline. 

1.1.1.3. WP3: Develop Cyber Risk Capacity  

1.1.1.4. WP4: Arms-Lengths Bodies & Wider Ecosystem Governance Model. 

1.1.1.5. WP5: Risk Management and Controls Automation. 

1.1.1.6. WP6: Enhance the Framework. 

1.1.1.7. WP7: Maturing the Risk Management Framework. 

1.1.1.8. WP8: Develop Cyber risk data model and reporting capabilities. 

 

2. THE REQUIREMENT  
 

2.1. WP1: Embed Cyber Risk Management and Governance. 

 

2.1.1. Drive adoption of Cyber Risk management across Home Office, maturing a 

consistent governance structure across projects, programmes, business 

areas and portfolios. This workstream is intended to bring Home Office 

business areas and portfolios into alignment for managing cyber risk in 

accordance with HOCS policy, enabling the Home Office to maintain and 

develop a coherent view of its risk posture. It includes assessment of the 

key strategic cyber risks as driven by critical services to achieve a baseline 

quantification of the risks. 

2.1.2. The delivery partner is expected to work with business areas and portfolios 

across Home Office to help them understand the cyber risk for their 

essential services and then support them in quantifying and reporting the 

risk. 

 

2.1.3. Key Outputs.   

 

2.1.3.1. Cross-Home Office adoption of Cyber Risk Management and reporting 

in accordance with the governance structure. 

2.1.3.2. Embedding plan and roadmap including metrics for measuring 

adoption. 

2.1.3.3. Adoption report documenting adoption progress and including lessons 

learned. 

2.1.3.4. Metrics and associated strategy to measure the effectiveness of the 

Framework in reducing cyber risk. 

2.1.3.5. Maturity quantification of cyber risk aligned to critical services/systems 

2.1.3.6. Provide context to the results of cyber risk quantification through 

comparison with wider industry. 

2.1.3.7. Establish the ability the assess Cyber Risk Controls using 
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ServiceNow. 

2.1.3.8. Define Cyber Risk targets with Portfolio risk owners. Ensuring 

ownership, accountability and empowerment to deliver them. 

 

 

2.2. WP2: Establish People, Culture and Training baseline. 

 

2.2.1. This workstream is intended to identify existing cyber risk communities and 

establish a proactive and engaged cyber risk culture across Home Office, 

unique to Home Office. Carry out an assessment to develop the cyber risk 

culture baseline and use the assessment to define targeted initiatives 

aligned to wider Home Office outputs. Embed board-level exercising into 

BAU (Business as Usual) for measuring effectiveness of risk reduction 

initiatives while establishing the training plans and skills development areas. 

2.2.2. With a large number of business areas and portfolios, active projects and 

varying levels of cyber risk management maturity, the delivery partner is 

expected to provide a clear and coherent strategy for enhancing cyber risk 

culture, quickly and effectively across the Home Office. Siloed working 

practices and key non-cyber business objectives have resulted in 

fragmentation. A willingness to improve is part of Home Office culture and 

the delivery partner is expected to leverage this in support of delivering the 

required outputs. 

 

2.2.3. Key Outputs. 

 

2.2.3.1. Cyber Risk Culture assessment report. 

2.2.3.2. Document initiatives to enhance the culture. 

2.2.3.3. Training plan for identified skills development areas. 

2.2.3.4. Reporting template for culture management information. 

2.2.3.5. Report documenting the recommendations for aligning the training 

pathways to the framework 

2.2.3.6. Board exercising strategy signed off by board representatives. 

2.2.3.7. Strategy for identifying and resolving non-standard cyber issues. 

 

2.3. WP3: Develop Cyber Risk Capacity  

 

2.3.1. This workstream is intended to develop, quantify and deliver a centralised 

risk management capability in accordance with the cyber risk management 

framework  

2.3.2. The delivery partner is expected to manage and maintain an operating 

model for the HOCS GRC capability, focused on Risk Management and 

detailing functional processes aligned to leading practices, tools and 

technology compatible with the processes, people, their skills and their 

interaction with the processes, a governance approach including associated 

policies and a capability for reporting KPIs and benchmarking.  
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2.3.3. Key Outputs: 

 

2.3.3.1. Review effectiveness of Operating model and define set of 

recommendations and changes to improve. 

2.3.3.2. Proposed enhancements to HO GRC Op Model to enable effective 

roll-out to ALBs (see WP4) 

 

 

2.4. WP4: Arms-Length Bodies/Wider Ecosystem Governance Model. 

 

2.4.1. This workstream is intended to outline the approach to influencing cross-

government adoption of good cyber risk management. As the nominated 

lead government department for Cyber Security, the Home Office has a key 

role for driving compliance to the UK government cyber security strategy. 

Based on the learnings from embedding cyber risk management across 

Home Office, the delivery partner is expected to develop a Cyber Risk 

Governance model for the Arms-Length Bodies across Government. Share 

the governance model and risk management approach across government 

departments and define a strategy for embedding. 

 

2.4.2. Key Outputs: 

 

2.4.2.1. A framework for ALB and ecosystem cyber risk management. 

2.4.2.2. A strategy and roadmap for embedding the proposed ALB Cyber risk 

management framework 

 

2.5. WP5: Risk Management and Controls Automation (ServiceNow) 

 

2.5.1. This workstream is intended to enhance the level of capability that the 

current ServiceNow instance provides for Cyber Risk Management. 

2.5.2. The delivery partner will need to develop the roadmap for automation 

capability growth and adoption, identifying the required automation 

architecture and technical design based on defined user personas and a 

functional design and considering third party cyber risk management.  

2.5.3. The delivery partner will need to design automated reporting and a user 

interfaces for each of the personas.  

2.5.4. The delivery partner will be required to develop the design and conduct 

quality assurance and acceptance testing for the delivered capability as well 

as artefacts for business change management. 

2.5.5. The delivery partner will be required to work with incumbents in cyber 

governance and cyber compliance teams to capture requirements and 

ensure compatibility with GRC processes in the tool. 

 

2.5.6. Key Outputs. 
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2.5.6.1. A plan for business adoption of new capability. 

2.5.6.2. Phased delivery approach to the ServiceNow capability defined in the 

risk framework, delivered in multiple releases throughout the project. 

2.5.6.3. Developer resource required to construct the technical architecture of 

ServiceNow ready for deployment.  

 

2.6. WP6: Enhance the Framework 

 

2.6.1. This workstream is intended to provide additional capabilities for cyber risk 

management through establishing a number of capabilities to inform risk 

management decisions, and capabilities to inform risk process. 

2.6.2. Enhance the existing controls library to include controls baseline, metrics for 

defining effectiveness and ensure integrated with the tooling approach taken 

under WP5. 

2.6.3. Establish a third-party risk management capability feed into the cyber risk 

management process. 

 

2.6.4. Key Outputs 

 

2.6.4.1. Threat led strategic requirement defined as input for risk management. 

2.6.4.2. Mature the Cyber Controls Library  and maintain measurements of 

control effectiveness. 

2.6.4.3. Strategy for third-party cyber risk management, associated policies 

and procedures. 

 

2.7. WP7: Maturing the Risk Management Framework. 

 

2.7.1. The GRC RMF is required to be managed by allocated resource from the 

development and embedding stage into the operational and tactical areas 

where the outcomes of the entire project is successfully managed to a point 

where it is second nature to the programme and portfolio leads across the 

HO.  

2.7.2. It is assessed that a profile and resource of a team of 4 – 5 personnel after 6 

months being phased in throughout the year where the requirement is 

identified. They will be required to deliver the process to enhance the risk 

reporting, quality assurance, compliance and exceptions management 

within the GRC RMF. There will also be a requirement to generate summary 

level information on risk for high level boards and implementing the QA 

processes already developed eventually transitioning report generation to 

the automation tooling (ServiceNow). 

 

2.7.3. Key Outputs 

 

2.7.3.1. Facilitation of temporal Risk Management in accordance with the 

various policies. 

2.7.3.2. Coaching the business areas on the RMF utility. 
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2.7.3.3. Leading the procedural changes in the RMF within the business 

areas. 

2.7.3.4. Utilising the Automation toolsets. 

2.7.3.5. Feeding additional requirements into the transformation programme 

as identified during their activities. 

2.7.3.6. Maintain the criteria supporting the Risk Assessment process. 

2.7.3.7. Reporting on metrics associated with Key Risk Indicators (KRI) and 

Key Performance Indicators (KPI). 

 

2.8. WP8: Develop Cyber Risk data model and Reporting Capabilities 

(ServiceNow) 

 

2.8.1. This workstream is intended to deliver a data model that provides outputs in 

support of a focused presentation of information to cyber risk management 

stakeholders.  

 

2.8.2. The delivery partner is expected to identify and design an enhanced 

Management Information capability providing management with key metrics 

to steer decision making in support of managing cyber risk. Aligned to 

identified business criticalities, present threat-driven information on Cyber 

risk. 

 

2.8.3. The delivery partner is required to develop Key Performance Indicators and 

Key Risk Indicators through determining appropriate metrics, establishing a 

baseline and delivering a business as usual capability to measure, capture, 

analyse and report. 

 
2.8.4. The delivery partner is expected to embed the data model and reporting 

capabilities in ServiceNow 

 

2.8.5. Key Outputs: 

 

2.8.5.1. MI Enhancement Strategy. 

2.8.5.2. Defined KPIs, risk analytics including KRIs. 

2.8.5.3. Validation of risk metrics. 

2.8.5.4. Implementation of measurement and recording capabilities. 

2.8.5.5. MI report templates. 

2.8.5.6. MI implemented in reporting tools. 
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