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APPENDIX 12

GOVERNANCE

In accordance with Paragraph 3.1 of Schedule 61 (Governance) of the Call-Off Terms, the
following Board structures and representations shall apply:

Services Board

Customer Authority Board Members
(together with responsibilities)

_— Customer Service Manager -
Chairperson

_- Service Manager

Customer Authority Representalive

Contractor Board Members (together
with responsibilities)

Contractor Representative

- Account Director
I - Customer Suppont Manager

Date, time and location of the first
Services Board meeting

HM Treasury, 1, Horse Guards Road, London
SWI1A ZHQ

Within 30 days of go live service

Frequency of subsequent Services
Board meetings

Every one (1) months commencing from the
Effective Date

Data, time and location of subsequent
Sarvices Board meatings

To be agreed at the previous Services Board
meeling

Contractor Board

Customar Authority Board Members
{together with responsibllities)

[ _- Director Government
Sales ] Chairparson

Contractor Board Members (together
with rasponsibhilities)

Contractor Representative

— - Account Director

Start Date for Contractor Board
meetings

Within 90 days of service go-live

Frequency of Contractor Board
meetings

Every six (6) months commencing from the
Effective Date

Locatian of Contractor Board meetings

HM Treasury
1 Horse Guards Road, London, SW1A 2HQ
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APPENDIX 13

BCDR PLAN

Annex F refers
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APPENDIX 15

SPECIAL TERMS

Contents

1 Background

2 Purpose of Coliaboration
3 Required Behaviours

4 Collaboration Qbligations
5 Principles of Co-pperation

1 Background

1 1 The Authority has decided lo autsource various IT and telecommunications {ICT) functions and activites
to the Suppler and the Other Suppliers (togelher the ‘Collaborating Suppliers®) as part of the Authorily's
ICT strategy to transform its ICT services Into a multi-saurce tower service environment

2 Purpose of Collaboration
2 1 The purpose of this Schedule s 1o:

{a) document how the Supphier will collaborate and co-operate with the Othar Suppliers In providing
ICT services {o the Authority;

{b) promole coliaboration and co-operation among the Collaborating Suppliers and the Authorily, lo
anable and fagilitate;

(i) the achievement of the Authonty's Contract Objectives. and
(ii) delvery by each of the Callaborating Suppliers of ICT services in accordance with the
terms of their respactive Tower Services Agreemeants or Supply Agreements

22 The Suppliar shall collaborale with the Other Suppliers and with the Authority to
(a) ensure the smoolh and elleclive delivery of an End-to-End Service to the Authority,

{b} ensure continuity of servicas in respect of Callabaraling Suppliers’ ctligations under their
respeclive Tower Services Agreements or Supply Agreements,

{¢} delver continuous impravamant of, and better value for maney from the End-to-End Service,
and

{d) mmmse any disruptian as a rasult af the ICT2015 Programme or otherwise

2.3 The Suppller shall individually, and collectively with the Other Supphiers, work to ensure that the Services

shall deliver. and not confiict with, the Authority Contract Objectives

2 4 The Supplier shall provide comprehensive, callaborative and constructve support to the Core Suppler to

facilitate mtegration by the Core Supplier of the ICT services delivered by each Collaborating Supplier into a
unified End-to-End Service delivery arrangement.

3 Required Behaviours

3.1 In order ta ensure Lhe effeclive delivery of the Authority Contract Objectives the Supplier shall, and shall
pracure that its reievant Group members and Sub-contractors shall (where it is necessary andfor desirable to
do s0). demonstraia the follewing behaviours in working with the Other Supplers
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(8} Collaborative intantion the Supplier shall mainiain a genuine non-defensive presence and make a
commitmant to mutual success in ils relationships with the Authority and the Other Suppliers.

(b) Openness the Suppler shall commit to both telling the truth and hstening to the truth. and to contributing
o a culture of openness that allows gll the Collaborating Suppliers and the Authority to feel safe anough to
discuss concems resglve |ncidents, solve Problems and deal directly with difficutl issues,

(c) Selt accountability the Supplier shall take responsibility for its circumstances and the choices it makes
either through #s action or failing to act as well as the intended and unforeseen cansequances of these
actions The Suppliar shalt focus on the solution (o an incxdent, Problem or issua rather than seeking la
blame the Autharity or any of the Other Suppliers,

(d) Self-awareness and awareness of others the Suppher shall commit to understanding s own
organisatian and issues within its own organisation as well as understanding concems. intenlions and
motivations of the Authority and the Other Supphiers as well as the cullure and cantext of the Authority and
the Other Suppliers' circumstances, and

{e) Problam solving and negotiating the Supplier shall use problem-solving methods thal promote a co-

operalive atmasphere and svaid fostenng covert, overt, conscious or unconscious enmity. conflicts or point-
scofing

4 Collabaration Obligatians

4.1 The Supplier shall, and shall procure that its relevant Group members and Sub-contractors shall {(where
it is necassary andfor desirable lo do sg), co-operate fully with each of the Other Suppliers and with the
Authority and provide such co-operation, support, assistance and information to each of the Other
Suppliers and lo the Authorily as ts necessary in order {0

{a} ensure lha orderly provision of a seamless End-1o-End Service to the Authority in accordance with all
policies and procedures and lachnical Interface standards that are specified by Core Supplher {in
accordance with any dalegalad autharity given lo them by the Authority) and by the Authonty as
such may be amended or replaced fram lime to lime in accordance with the Change Control
Procedure,

{b) avoid hindering the provision of ICT services la the Authority under the Tower Services
Agreemenf(s) and/or Supply Agreaments by any of the Other Suppliers,

{c) faciitate the defivery of the ICT services by the Other Suppliers in accordanca with (ha larms of their
respective Tower Services Agreements or Supply Agreements,

{d) avoid any unnecessary duplication of effost,

{e) avod undue disturbance to the Authority, and

() undertake sl such tasks and aclivities as may be nacessary to integrate the Supphet's syslems and
the Services with all other relevant systems and services of Other Suppliers

4 2 The Supplier's obligatians set out under paragraph 4 1 shall include, but not be limited ta

{a) working with the Other Suppliers in good taith to ensure integration and interfacing where
Services are subjecl to mler-party dependencies, including dentifying inter- party dependencies
eslablishing proloco!s for ways of working and ensuring that its own system and service
managernani lools are abfe to feed service information directly into the Cone Supplier's system and
senvice management taals,

{b) operaling and maintaining a!l software hardware ar technology In accordance with Gaod Industry
Practice where there 15 interoperation with any of the Other Suppliers,
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(c) assisting with any testing andior any quality assurance analysis lo be undertaken by the
Authonty, the Care Supplier ar any of the Other Suppliers,

{d) promptly escalating any issues, incidenis or perceived problems

(@) whare the Suppller anticipales or discovers a polential or aclual nan-compllance with its
obligations under this Agreement, and it 1s aware that such non-compliance may have an impact on
the performance of ICT services 1o tha Authority by any of the Other Suppliets, notifying such Other
Supplier and the Authorily as soon as reasanably praclicable

5 Principles of Co-oparation

5.1 The Supplier shall, and shali pracure lhal its refevant Group members and Sub-contractors shall (where
i 1s necessary and/or desirable 1o do s0), provide ¢o-operalion, supparl, information and assistance (as
required under Paragraphs 4.1 and 4.2) in accordance with the following pnnciples

(a)

(0)

(c)

the principle that each Collaborating Supplier shali provide its co-pperation. support, information and
asawstance in a proactive, transparent and open way and in a spint of trust and muiual confidence,

the principie of "fix first, discuss later”, requiring that each Collabosating Suppher shall concentrate
on solving an Incident or Problem as expeditiously and cost-effectively as possible and leave any
Disputes as to which Collaborating Supplier is responsible, which Collaborating Supplier should bear
the cost of fixing the Incident or Problem and any associated legal issues until resolutan of the
relevant Incident ur Problem;

the pnncple that co-operative behaviour and overall cost efficiency should be promotad

Accordingly, if a Tower Services Agreement, or a Supply Agreement, allows for the performance of a

cestain obligation in different ways, principle means that such Collaborating Supplier shall in goad
farth

{i) take the cost impact of its choice on the other Coliaborating Suppliers into conskleraton when
making such chaice; and

(1) refrain from knowingly choosing an option which would significantly and without justification
ingcrease the costs of any of the other Collaborating Suppliers or of the Authority and;

{d) the principle that, in setling up cross-Supplier teams for delivery of Projects andfor Setvices for the
Autharity. the Collaboraling Suppliers shall work on a matrix system and choose the best resoutce for
each role rather than duplicating roles for mare than cne Collaborating Supplier

4t
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SIGNED by or on behalf of the Parlies on the date set out above

For and on behalf of the Customer Authority:

Signature

C Y e T |

Daie

(o [w )it

For and an behalf of the Contractor:

e | I
S -
Date

16 47z 2014

4]
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1.2

2.2

32

42

INTRODUCTION

The Authonly has established he ICT 20115 programme to deliver a replacement for
its existing Information apd Commupication Technology (ICT) services, cumently
provided primarily by & single oulsource provider, Tha contract expires al the end of
January 2015. Ta ensure alignment with the current direclian of Government ICT, 1o
encolrage SME participdtion and to deliver efiiciencies in s supply chain the
Authorlly intends to break up this single provider arrangement into .8 number of
discrate sarvices pravided under Towers

Tha programme will defiver Services to ¢.1 388 people In one central London site and
Norwich plus Services fa the Authority's Lendan Business Continuily sita (Phase 1
Premises). All Services should be scalable as it is possible that the size of the
Authority may change or other Govemment Departmerts could be supparted. Further

geploymenis 1o additional Authority sites may occur at a date to be confirmed (Fhase:
2 Premises)

PURPOSE

The PSN Connectivity Framework competition will deliver Wide Area Network, (L3
encryption overlay, ad PSN/GCF gateway services in support of the replacement

ICT services; praviding access lo other suppliers' services delivered by the (CT 2015
programme,

All connectivity and gateway services should meet the Autherlty's requivements and
be scalable to support current and future environments. Servicas must also support
transition methods that may require PSN Connectivity:

BACKGROUND TO THE AUTHORITY

The Authority is the UK finance and economics minisity and siis al the heart of
Gavernment The Authority’s central role in maintsining control over public spending,
salting the ditection of the UK's economic policy and working to achieve strong and
sustainable econamic growth means that the Authority needs to wark with peaple
and organisations across a broad range of sectors ahd ba able 10 respond rapldly lo
issues as they arise.

iICT undespins the delivery of all the Authority's work from delivering the Budget to
improving regulatlon of the financdal seclor to protect custamers and the ecanomy, In
ihe last 5 years ICT has been a crilical anabler of the Authorily’s ability to respond to
events such as the global ecanomic crigis. It has also enabled the Authority to
ransform the way people in the Authority work. becoming a leader within central
goverament Tor the way the Authority works flexibly and Utilises the workplace.

BACKGROUND TO REQUIREMENT/CVERVIEW OF REQUIREMENT

The Potential Provider will be required 1o dellver connectivity services {o the
Autharity’s premises, and suppor access o services across the PSN delivered by
other ICT 2015 suppliers. Carrier sarvices will ba capahle of supporting data up to
Oficial-Sensitive In line with the new Govemment Classification Schame, which far
{he purposes of Ihis procurement are to be aligned with the Authority's cument
operation of Restricted Services (BIL 3-3-4)

The Authonty s transitloning lis ICT supply chain to a new mult-sourced medel and
away from its curanl gingle otlsource provider coniract in dolng this the ICT 2015
Programme will need ta re-procure oh a tlisaggregated baeis all of the prifnary (CT
services used by the department

Page2of 6
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4.3  The future ICT Services have been broken up Inte a number of service towers. The
giagram below illustrates how the overall structure of the Authority's ICT operaling
madel will work in future.
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44 This procurement only relates to Tower 3, PSN Connectivity will deliver WAN
Sarvices, The Tower 1 supplier will hold the Core IT Services rale which will have
aversight of the full ICT2015 supply chain, fulfilling managing agent functions and
operating the service desk. Potential Providers will ba expected to collaborate closely
with Tower 1, and across other Towers where directed by Tower 1 or the Authority.

45  Tower 1 will supply desktop management, LAN, and infrastructure hosting services 1o
tha Authority, requiring further Integration with Tower 3 at the infrastruclure layer,
Infrastructure hosting sarvices will operate from a Supplier managed data centre
which will be connected to the PSN at BIL 3-3-4. Until Tower 1 supplier seleclion
occurs, i is unknown which PSNSP or DNSP provider will operate these services.
tharefore it is critical 1o the success of ICT2015 delivery that the Tower 1 suppliers
and Tower 3 Potantial Providers collaborate effectively 1o deliver end lo end senices
between the infrasfructure hosting and the desktop services operating from the
Authority's premises.

48  The key objectives of the ICT2015 programme are.

4.6.1 To deliver an uninterrupted service ta the Authority’s users that meets
business requirements and minimises business disruption.

4862 To ensure the new Service is cost effective and value for money.

463 To provide a scalable Service that ather public bodies couid join.

Page 3aof 6
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47

464

4.6.5

To ehsure that appropnate Authonty staff are in place ta deliver tie
pragramme andd manage the new ICT Service

Ta aligh witts HM Governments ICT Sirategy.

Towers 1, 4, and § sarvices are currently being procured, and conlracts should be in
place by March 2014. Design and bulld will commenca soon after centract
completion, with the planned testing and pilot phase occurring batween June and
August and user migration accurning between September 2014 and Decamher 2014
Migration will acgount for critical Authority business activities, PSN Connectivity

" gefvices must be avallable lo ensure dellvery timescales are achieved

SCOPE OF REQUIREMENT
The Tawer 3 suppliad PSN sservices must deliver the following.

5.1 t1

J1.2

514

515

WAN Connectivity: All Authority Phase 1 premises will be connected to
the PSN in the Inifia} delivery. The capability to scale the services ta
suppoert tfansition requirements and any fulure expansion of the
Authority’s customer base at lhese and other sites (Phasa 2 premises)
must be accommodated. All premisas must have tha capability ta dicactly
route lo other gateway and PSN Services locater across the PSN, with no
single points of failure,

IL3 Overtay. \CT2015 services will eperate up to Officlal-Sensitive BIL 3-
3-4 (IL3) services will be required to deliver comparable assuranca. |L3
overlay services must be fully integrated with the PSN IPED to enable
connactivity ta other PSN Sepvice Prowider services at the same level of

assurance where required. Services should be subject to PGA
accreditation.

GCFIGS!: Gateway services will be provided to enable continued
operalional access 1o any GS| services required by the Authonty. This will
piimarily be for IL3 mail relay services (an existing GCF conlract vehlcle
will maintain these services).

Internet Gateway Services: To suppont dasklap browsing services from
(272015 connetted end user devices. This should suppoit browse down
capability from BIL 3-3-4. Flttering and policy management services (e.g
whitelisting) must be fully configurable and manageable by the Authority
or its agents, The Tower } Supplier wil manage this service on behalf of
the Authority.

PSN Services: Gateway services to other PSN Services (intra and inter
DNSP/PSNSP) must be accessible from {CT2015 end user devices and
infrastructure hosting sersces. This mus! suppodt the capabliity to browse
down from BIL 3-3-4 to BIL 2-2-4.

Operational and Service Management: The Potentiat Pravider must
coflaborate with other ICT2015 suppliars. and any other suppliers as may
be engaged to deliver Authority services (e g. GCloud supplier services
operaling across PSN or Va GS) or intemet Gateway services), The
Patential Provider vill recognise the agent stalus of the Tower 1 supplier,

when selected, and wark to Integrate thelr services with the ICT2015
operaftonal model.

Paged of 6
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SERVICE LEVELS AND PERFORMANCE

The Authority will tmeasure the guality of the Polential Provider's delivery by the
Servica Levels defined in the Contract Call-Gif’

LOCATIONS

The Sarvices will be delivered o Phase 1 Premises defined in tha cost model during
the initial delivery.

The Services may bs delivered to Phase 2 Premiges definad in the cost model at a
date to be agreed.

IMPLEMENTATION MILESTONES

The Key Implementation Milestones for the Tower 1 provider are pravided in the
table below for reference. PSN Connectivity must supporl the delivery of Tower 1
sarvices; milestone 3 is a kay dellverable in support of ICT201&

Wo.

1'l.'ﬁtiil’s' Em"ﬁ;mm

Key
Implementation
Milestone Date

| Description of |yiplétightation
Milestone 2

Programmig Initiation
Complete

Design Compleie

16" May
2014

Start up deliverables for Tower solulion
compnsing Project |niliation Documant
{PID) {including Scope. Risks, Issues,
Dependencies. Assumptions,
Workstream ToRs) and a Detalled
Implementation Plan (induding activity
plan, resourcing plan, product
breakdown Wwith descriptions) approved
by the Authonty

30" May
2014

A sel of design decumentation covering
all ICT2016 Supporiéd Systems and
Sarvices, comprising high lavel designs
and low level designs approved by the
| Authority

Connection to the
Authonty WAN
Compieted

11" July
2014

Connectivity ta the Authority WAN
infrastructure established by the Suppliar
and approved by the Authority in
accordance With agreed design
specificatians.

Migration & Roll-Out
Design Complete

25" July
2014

The delwery of the detailed plans to
facilitate the migration and deployment
of Authorily systems, usars and their
data approved by the Authority

Build Complete

157 August 2014

The completion of implementation and
delivery of all ICT2015 Supported
Bystems and Services approved by the
Authority in accordance with agreed
design specifications.

UAT Complete

29" August 2014

The successful completion of tha user
acceptance testing of all ICT2015
Services {to the satisfaction of the
Authority}.

Page S5ai &
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No. [ Keylmplementation |  'Key  |Dascription of implementation
Milestone implamentation | Milesfone
Milestofie Pate
| The successful completion of the sel of
- Pilot evaluation critena {to be agreed
7 | Pilot Complete : iz Szeo;;t:mber with the Authority) to enable p:?mission
1o proceed to the full user roll-out to all
P = Autharity Registered Users
. ; The Suppliers ICT2015 Services are
ew Service Ready " availabte for roll-out to all Author
B | (full rolt-out A S;Opttimber Registered Users. W
commences) (Pfanned Operstional Seyvica
Commencement Dale)
The successful completion of roll cul of
ICT2015 Services to Authority
s Reg;zte;eﬂe Users. This is indicated by
31" December | 100% of the In-scope users using only
9 | Roll-out Complete 2014 ICT3015 Services, including the
completion of all service and user snags
(to the satisfaction of the Authority)
{CPP Milestone)

Page 8 of 6
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6, TRANSITION SERVICE

Weighting 15%

Guidance:

» Potential Providers should attach one document at the quesBonnaite level that forms thelr response ta tha set questions below, -and

complete the relevant sections of the draft Schedule 18 Contract Call-Off where specified.
« Potential Providers should clearly labe! the response against each of the questions within the attachment and the document must not

oxcaed a 2000 ward limit and be submitied in Word!PDF format,
The Maximum score available for this qguestionnaire s 25,

Saction 6: Potantial providers are to describe their capability In dellvering the services outiined in6.1-—6.5

# Question mﬂnﬂm Eummx_.é ng Level 3 Response
Potential Froviders must provide limescales for Compliant — Level 3 are commitied to meeling the delivery
the delivery of PSN Conneclivity to the Authority fimascales as presented in the ITT. We have oullined these in

major premices. This must support the planning the implementation Plan
process and should assume that no pre-existing Our cumeri standard lead-time for delivery of Ethemet
infrastructure services. {copper or fibre) exists at (10Mbps, 100Mbps, 1,000Mbps) services is in line with the
the Authority locations. PSN provisioning SLA of 45 working days. Level 3 work very
. : closely with our tail circuit providers and have set escalation
Mwwmuzw___hwoﬁﬂcm aﬂﬂcﬁ mﬁmqw_z nMMMcQ 8 desk processes and procedures in place. By invoking these we are
Y0 3UPH EHRnSe: often able to improve on this further.

Level 3 confirms that ali pricing supplied has been based on a2
desk-based survey of our netwaork reach, local PoPs and
6.1 5 20% different technologies that could be used In PSN-connected

WANS.

We want fo provide the highest service |evel possible and
during our analysis we looked at ADSL as 3 potential offering,
which would be meet a low-cos! provision. However; duae to
its:

Lack of Quality of Service (QoS),

Asynchronous bandwidth:

Maximum speed being only 24Mb:

Tall glrcult praviders' mean time to rapair exceeding
four {4) hours, outside of the Authonty’s SLA

Lol B LY ]

ITT — RA2853 10090 WAN Services HM Treasury
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requirement; and
s [t being a contended senace,

we did not think ADSL was a fit-for-business-pumase
solution, and so have designed the PSN-connected WAN
with Ethernet circuits.

Level 3 are copscious of the lead-time for Ethernat circuits
but are fully committed on a timaly delivery of service.

Our knowledge and experience recently allowed us o
cornect up a PSN customer slte in under 22 working days by
making use of surplus voice circuits. We will always work
hard to exceed set timescales.

6.2

Potential Providers will be required to project
managa the delivery of the Connectivity services
and provide progress reports to the Customer
Atithorty,

Following completion of the Tower 1, 4. and &
competitions, potential providers will be required
to wark with the wider programime implementation
teain 10 dellver end {o end services.

Potential Providers should state their approach ta
dalivery in the context of the wider 1CT2015

programme,

20%

Compliant

Level 3 has many years of experience successiully working
wih other providers in mult-party amrangemenis and
relationships in all roles, eg. being the main contractor,
subcontractor, connectivity provider, service provider. The
importance of joint working and joint service delivery Is of
great importance to the way Level 3 has built its reputation,
In recent years we have successfully collaborated with a
humber of setvica providers, such as into HM Prisons (with
HP), tha Crown Prosecution Service (with Logica, now CGl),
HM Revenue & Customs (with Capgemini) and the National
Probation Service (with Sterla). Level 3 prides ftself on the
affactiva joint working reiatiorniships that have been formed in
these other services, and our ability o manage and be
managed, Although we Wil assist with troubleshoating fauits
actoss a service, wa reserve the right & lobby an
appropriata charga for time spent if the fault was not found
to relate to Level 3 service {where appropriate), and wil
work these issues through with the Tower 1 Supplier.

Level 3 views the interaction wilh the Tower 1 Supplier as-a
critical component to achieving its part in successiul defivary

ITT = RM2652 L0OD) WAN Sarvipes HM Treasow
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Imad el I lii®e

of the programme. Whilst a degree of fermality should exist
to ensure the Programme Is delivered in 3 controlled
manner, Level 3 balieves that the interaction should be
viewed more as collaboration, being rasponsive to
stakeholders and the change environment, rether being than
a straight supplier/client-type relationship.

To achieve this Level 3 will align key members of the
transition team with the Tower 1 Supplier As a minimum,
the tean members wilf Include,

A Programme Director:

Appropriate Governance and Conirols

A Customer Service Manager

Facilitate Service Transition

A Solutions Architect:

An established network Technical Design Authority
Work Stream Leads:

A dedicated Projact Manager

A supporting Level 3 Prograrmme Management Offioe
A Customer Order Manager

- - - - L] . L] Ld - L

Making available best masowrces wil facilitate better
Interaction and build collaborative team spint, invalusble {o a
successful transition.

Level 3 would look to prowde the Tower 1 Supplier with
early sight of all planned deliverables. This socialising of
plans will ensure that any issues and gaps are highlighted
as early as possible in the process and minimise the delivery
nisk for all parties, Level 3 proposes to present deliverables
through cleardy defined, time boxed (at agreed regular
Intervals reducing any ad hoc reporting) presentations that
will be scheduled at agreed intervals which are practical for
the Tower 1 supgplier,

During the conformation and mobllisation siage tha above
roles and functions will work in close collaboration with the
Customer Authorlty and Tower $ Supplier subject matter
experts. engaging as and when necesssry to achieve

ITT - RM2652 L00E0 WAN Servicas HM Treasury El Proprietary & Confidenbal



succeselul sign-off on all deliverables.

Leval 3 clearly unoerstands that following approval of
deliverabias by the authority in the conformation stage there
may be a need to update these déliverables for various
reasons (8.9, as other Towers are awarded, or when fhere
are changes In the Customer Authority's business pnorities).
The pracass by which Leval 3 and other Towers intsract
should be part of the overall Transition governance and
reporting. Any updates to Transion deliverables should be
highlighted through the agreed govemnance and reporting
process and dealt with in a controlted manner. T

63

implementation plan and record this in the
Contract Cat-off Scheduile 18, Appendix 8

The plan should afign with the implententation
mitestones autlined in this ITT, Appendix B

Potential Providers should provide an ouliine

25%

Compliant R
We have completed the Implementation Plan In the Contract
Catl-off Schedule 18, Appendix B of Appendix C!

I —E———

B.4

Potentia] Providers should complete Contracl
| Call-off Schedule 18, Appendix 9, providing a lest
inegration plan to lhe Authority Test criteria that
| shall apply musi be stated.

The plan should align with the implementation
milestones outfined in this ITT. Appandix B, with
reference to delivering potential end to end testing
across the PSN with other Tower Suppliers

20%

Compiiant
Ve have provided the Test Pian as a separaie attachment

Summary.

85

ITT~ RMZ852 LOBAC WAN Services HM Troasury

The PSN Connectivity services deliveted (o
Authorty premises may be required lo support
migration actvities (e.g. an increase In bandwidih
aliocation for specfic periods dunng the
| migration). Potential Prowders should state how
they will accommodate the scalability required fo
support this requirement if necessary

_ Potential Providers should refer to the cost mode!

I Compliant
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for their response as applicable.

w |
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7. SERVICE INTEGRATION

Welghting 15%

Guidance:

= Potential Providers shaukt attech one document at the questionnalre Jave| that forms thair response to the set questions below. and
complete the relevant sections of the draft Schedule 18 Contract Call-Off where specified.

« Potential Providers shoult! clearly labe! the: respansa against each of the guestions within the altacitiment and the document must hot
exceed a 2000 word imit and be submitted in Word/PDF format.

The Maximum score avallzble for this questionnalre 15 25,

Section 7: Potential providers are to describe their capabliity In delivering the services outlinedin7.1-7.12

# Question mshnwﬂ in.mha_zu Lavel 3 Rasponse
Patential Providars should Compifant
note that the ICT2015 Level 3 has been integra! paii-of PSN'programme-from itstinception: We were first
sarvices will be subject to a supplier to achieve PEN certification for our IPVPN network. covenng GCN and
revised Customer PSN DNSP sarvices. We have completed our own Code of Connection end Code of
Lode of Connection as new Intarconnection under PSN programme and have CLAS consullants available to
deskitop and supporting support the Autharity and its Managing Agent through Codes of Connection
services are deployed o requirad by eithar party.
replace the ¢umen)
incumbent wmzﬁmm..»__”
should ba assumead that no :
7 existing PSN campliance 2 o=
cerlificate is in place.
Potantlal Praviders should
slate their capability and
approach to support the
Authority and its managing
agent through the
compliance process and to
enable end to end
connechvity
The Authority will require Compliant
Potentiat Providers ta We carv support connectivity for hosted servieas*from Tower 1-Supplier via IPED—
7.2 | provide GSI gateway 5 5% traffic direcled to GSI Gateway service; of we can send Iralfic directly to GS
services. These must be Gateway. Cannectivity with Tower 1 Supplier across GCN using IPED will depend
able to support existing on configuration and exchange of encryption keys between parties,_part of IPED.

ITT -~ RM2852 L0000 WAN Servicas MM Treasury
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Level(3)

sesvices oparating at IL. 3- testing. Level 3 aim 1o complete this with Vodafone, April 2014° on schadide to
34. Tha Authority will deliver GS! Gateway services for another PSN cusiomer and will deliver GSI
maintain an exising GCF Galeway servicas for the Autharity.
service contract for access
to these services
The Tower 1 provider may
provide hosting sarvices
{rom i{s PSN connecled
data centres, and direct
mail traffic fo the GSI
gateway service
Polentlal Providers must
state their approach to
delivering this requirement
Any limiations to this
approach, or assumed
responsibiities of the
Tower 1 supplier, must be
stated.
GS| bandwidth
requirements are defined in
the cost model.
Potental Providers must
descnbe their capability
and capacily la enable the
Autharity to cansume
services from any PSN
7.3 Service Provider. These 5 %
must include access to IL.2-
2-4 PSN services from the
IL 3-3-4 ancryption domain
delivered o the Authonty
Potential Providers must

describe their capability
7.4 | and capacity lo provide 5 5%
Imtermet Gateway services

for desktop browsing from |

[TT — RM2652 LOUST WAN Sarvices HM Treasury 2 . . Prophetaty & Confidenbal
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end user devices operating
from customer premises,

end user devices supported
by the Tower 1 supplier.
Note that VPN client
sefvicas, apprapriately
secured and inciuding
ingress, will be maintained
by the Tower 1-supplier.
Full policy control and
whitelisting/blacklisting of
services must be within the
control.of the Towesr 1
supplier on behaif of the
Authonty. Potential

and from VPN lerminated |

Providers should describe
how this service will be
provisioned.
The Tower 1 Supplier will Comphant "
be appointed fallowing We nola and confirm acceptance of proposed change to Calt-Qff Formm Schedule |
OJEU competition. 18 following appaintment of Tower 1 Supplier, March 2014
expected in March 2014 _ Wa also request and encourage open communication with Tower 1 Supplier as
Following suppher | sally possible, to establish sirong and effective working relationships.
| selection, the Contract Cali- in receri yoars we have successfully collaborated with a number of servite
75 Oft Form Schedule 18, | 5% providers across Govemment departments. bulkling eflective Joilt working
Appendix 2, paragraph 9, relationships, managing and being managed. and will bring the same ethos and
will be subject ta change to { commitment ta ICT2016 programme
| reflect the status of the _ _
| managing agent
| Potentiat Providers must
| confirm their acceptance of
. L.T@:m proposad change.

7.6

| The Tower 1 Data
Centre(s) will ba PSN
connectad. Data Centres
will hoat the cora

40%

- Camphant

Level 3 will deploy a smmitar approach ano methodoiogy with regards to the
Integration of crtical services from DNSPs/PSNSPs as we da for (he take-on of

new projacts and sites

s
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application hosting senice
usad by the Authority which
ars considered critical

SBrVices.
The ONSP/PSNSP used by
Tower 1 will be unknown
until Tower § Suppher
selection occurs, but may
potentially be any
DNSP/PSNSF provider
Potential Providers to state
ther epproach to
supporting the imegration
of critical services across
DNSPsPSNSPs, Polential
Providars should alsg state
their commitment to
collaborating with ICT2015
Tower Suppliers in the
elivery of the end to end
gefvices.

“Encryption Services’
(specified below) will ba
required fo support the end
to end integration, and
support for this should be
referenced [n responses.

We will hiold 8 Start-Up meeting with DNEP/PSNSP, which will set out ln detall sil
aspects of the tasks ahead. Our Design Consuliant will discuss techinical
requirements and gather information to allow secure communication between the
Authority and DNSP/PSNSP.,

Point of Contact detaiis will be collated and provided o alt Project parsannat.

On receipt of PSN connegtivity order, the assignad Project Manager will coordinate
all Service Delivery stages from Order submission to Copreclivity completion.
eneryption implementation and service tums-up. Project meetings each week at a
minimum ensures progress is made at every step.

Levet 3 are committed to working hard and well with ICT2015 Tower Suppliers ta
defiver end-to-end services,

We have many years' experience successiully working with other providers in muiti-
party arrangements and refationships In ali roles. In recent years wa have
successiully collaborated with a number of service providers —e g, Into

Currently we ars working with
a number of providers on the DECC/BIS contract, being one
Although we will assist with troubleshooting faulls across a service, we resesve
right to lobby an appropriate charge for tirme spant If the falt 1s found riot (o relate
1o Level 3 service

We are happy to discuss requirements and agree what willlnot fall within bounds of
contcact with the Authority, and how this is best handled for the Authority and Level
a

Encryption Services:

Leve] 3 1s one of four Govemment Conveyance Network (GCN) providers and has
been an integral part of the IPED agreement. We've built our IPED environment;
however. lesting betwean various Data Network Service Providers (DNSPs) not
slarted. We are due to complete testing with other DNSPs who've signed up to
IPED. March 2014. For the Authodty, connection to GCN will be provided as
standard, allowing access over GCN io other shared services such as GSi
Gateway services at IL.3 (via IPED agreement)

77

Potential Providers should
sel out their BC/DR plan in
the Contract Call-off

Schedule 18. Appendix 13

5%

Compliant

Noted and' we confirm we have provided a BCDOR plan document ("Business
Continuity Plan Overview”) [attached] as requesied in Contract Call-off -Schedule
18, Appendix 13. We can also provide our BCOR' documents for our Cusiomer

ITT — RM2E52 LODSD WAN Sorwcus MM Trensury
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abma fdail=

NOC, EMEA NOC 8 ETSC and for BCP plans 100, as requlired,

78

The Tower 1 Supplier will
ba appointed following
QJEU competition. The
Supplier may be a DNSP or
PSNSP with a direct
contractual relationship with
the Authority

Potential Providers should
stata whether they wolld
support the davelopmant
and opsration of 2 RSN
collzboration egreement.
subject [0 a change control
to be definad within the
Call-Off Contract Schedule
18 paragraph 3 at a later
date, shauld the Authorlty
consider this a requirement
following Tower 1 Suppller
seleclhion.

5%

Compliant

Leve! 3 supports the developmant -and operation of PSN Callaboration/Caoperation
agresment. Ous preference is to use the pro forma Cooperation Agreement in
Schedule 8.7 of the Call-Off Terms ag basis of any requiement of supplier
collaboration (willy amendments if necessary).

7.9

Potential Providers will be
expected to provide
representation at joint
{CT2015 govamance
boards, Potential Providers
should state conpliance
wilh this requirement,

5%,

Our representative at joint ICT205 govemance boards Will be a Customer Service

Nated and fully compliant

Manapger for Govemment actounis,

7140

Potential Providers wiil be
expected to afign with the
Aithority change
managemeni processas,

-and shoukd siate their

approach.

10%

Compliant

Please also refer to item 1 in the supporting 'Price’ document In conjupclion with
Appendix &

Yes — Level 2 confirms we will align with the Authority change management
pracesses, subject to seeing final details of the pracesses. Our praven working
relationship with the Authority. and previous expertehce and suceess with DEGC's

T3 — RWM2552 LODYND YWAN Servicas HM Treasury
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Potential Proveders are o
describe their appreach to
probliem managemant, both
pro-active and reactive, and
describe how they would
align with 1ICT2015 suppller
711 | problem management.

5%

Compliant

Please also refer 1o tem 1 ih the supporting ‘Price’ document in conjunctian with
Appendix E

Our comprehensive approach to problem management i1s ITIL v3-based [process
aftached]. As such, we implement and adhere lo principles, standards and
guidelines for service operation as described therein. This encompassas Fost-
incident Reviews, Root Cause Analysis (RCA), and proactive and reactive analysis

of customer lickets.

Our expefienced problem management team use mature processes in fine with our
15020000 accreditation

FTT— RM2652.|,COS0 WAN Serwces HM Traanury
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I and work with cross-functional teams to resofve root cause on incidents,

They become involved once an incident has been resolved, embarking on post-
incident raviews to understand what happened, which intemakexternal processes
failed.

For ihe Authority, we will use our expenence of problem management, e.g. with

gdriving down repeat incidents.
[further impartant wording: attached ‘Further Response Question 7.1171

712

Potential Providers are to
describe thelr approach o
the managemenl and
escalation of emergency
outages-

5%

Authority as much advance writlen notice as Is reasonably praclical Including

another escalation process to maintain high availability of Level 3's natwork

Compliant
For Scheduled Emergency Maintenance resuiting in service outage, we will give the

planned duration of oulage. Any penods bayond advised time for which such an
oulage continues. will be considerad penods of Service Unavailability.

Lavel 3 s focused on resolving service 1ssues and bhas defined priorities and
severities for customer notification of issues. Our Network Conirol Ceniigé has

backbone. Table below defines classification of incidents when reporied ta NOC:!

Ticket Priority | Fault Severity | Definitlon
J

Crtical Total Inss of service
2 Maior Partial Josslimpaired service
3 Minor Setwice guality degradation

confirmation of resolulion and whan agreement confirmed, trouble-ticket closed

Once fault resolved and service. fully restored, service dask contacts customer for

See also "Entra 7.12"
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8. CONNECTIVITY SERVICE Weighting 5%
Guidance: .
« Polential Providars shauld attach one document at the questionnalre level that forms their response ta the sai questions below, and complete
tha relevant sections of the draft Schedule 18 Contract Call-Off where specified
« Potential Providers shoukd ciearly label the response against each of the questions within the attachment and the document must not exceed a
1500 word limit and be submitted in Word/PDF farmat.
» _The Maximum score available for this questionnaire is 44.
Section B: Potentlal providers are to describe :«m__. capabllity In delivering the services outlined in 8.1-8.8
- Max | Weightin
| # Question Scoro mo 91 Level 3 Regponse
- f The Potential Provider must Compliant .
confirm that it can provide Level 3 confirns compliance and abllity 10 provide PSN conneciivity to the Authority
PSN connectivity to the locations.
ptemises defined in the cost We will use ather camiers to provide tail circuit connectivity into all sites, except Horse
model provided. Connectivity Guards, as this address i8 currently being connected directly la our network and will be
service requirements are complate before proposed contract award dete. This greatly reduces project timescales
stated in the cost model far the Authority: there Is mimimal lead-time,
Where other carrier service
prowders are required to This offers the Authority both cost-saving lo their largest sites and reduced provisioning
support delivery, this should timescales (o where Level 3 are on-net. Horse Guards site will ba best for interconnect
be stated. between the tegacy network and a PSN-connected network; and means we can start
Potential Providers should migrating sitas earlier than otherwise expected, because the site is on-net.
8.1 | provide detail on the proposed | g 20%
PSN PaPs used ta suppon in the table below are the PSN PoPs used to support sefvice delivery far resiliem and
delivery of the services (both non-resitient options. For non-rasiliant options, please read just PoP1 column.
for resifient and non-resifient
options) in their responses Site Name PoP1 PoP2
Horseguards _
Rosabery Court
Eastcheap Count
Easigate
Tempie Quay House
Caventry
Viclaria
Sancluary Buiidings
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Great Minster House
Eland House
Piccadiily Gate
One Piccadilly Gardens
Newcastie Citygate
Mast House
St Paul's Place
Vulcan House

Plaase also ses network diagram attached, outlining the Scenario 4 solution

8.2

b} Timescales to implement
such changes. Descriptions
must consider upgrades to the
existing infrasiructure where
required.

c) Tha linmtations that
infrastructure may present in
support of increases to the
bandwidth.

Services must be scalable, Compliant

and allow for Level 3 confims services whl be scalable, and allow for increasing/decreasing
ngteasing/decreasing the bandwidth the Authority will cansume.

bandwidth that the Authority We will deploy fitdor-purposa PSN WAN with scalability and fiexibility. Acess circuds.
will consume. Potential deployed will have plenty of scope for bandwidth increases: need (o ordet a naw lager
Prowders should state. circuit will not be immaediately conceming

a) The process thal supports We will deploy our Commit-with-Usage model: siles Wil recaive the bandwidth they
such changes require on sizeable access circulls but thay will not be hard-capped. To &vort the

10%

Autherity's staff experiencing application or performance issues as a result of hiting
bandwidth capacity and therefore impacting staff productivity and user exparienca, the
site can burst and use all access circuit's available bandwidth. We will only bl the
Authority for bandwidth used, not whole access circuit

Service reports and access to Level 3's 24/7 online porial will allow the Authorlly 1o
monitor bandwidth usage ‘at all sites. This information will provide visibility of current
bandwidih usage and insight into bandwidth usage trends, The poftal Is a great toal for
understanding and predicting future bandwidth need, allowing the Authority to plan and
if necessary pre-order physical circult upgrades in good time prior fo services being
degraded or the end-user exparience being impacted. Standard lead-times on Ethamel

citcults are 65 working days
In light of description above:

a) A modify change ordar woukl normally be required o adjust the cap on a shaped
circuit but with this design this is not reqtired,

b) Configuration change 1o adjust the shaping normally takes ten (10) working days
althaugh new process |s being developed to aliow this to ba done in 48hrs via

ITT - RM2652 LODID WAN Sarvicas HM Treeswy
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customer portal, However, this change process isn't relevant with our proposed
design as circuits are not hard-capped. In event new circult is required, standard
lead times will apply: 65 working days for Ethernet circuits.

tircuits will be left fully open and so only highest bandwidth available on access
circuit 15 limit. However. If new circuil is ordered/required, we may upgrade router
to ensure router can handle QoS al hgher bandwidihs with the encryption

8.3

The Authority shares
premises with olher
Government Departments.
Potential Providers must
describe their capability and
epproach to supporting the
shated use of PSN
connectivity infrastructure for
other PSN customers. PSN
connectivity for othar
consumers may be procured
following saparate
competitions, with muitiple
PSN Connectivity suppliers
providing services.

10%

Compliant

B.4

Potential Providers must state
all pre-requuisites and
obligations on the Autharity to
support delivery of Premises

10%

ITE - RM2652 LONE0 WAN Sennces _...ﬂ._..._..aamm_._i
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| Equipment (PE) at Authority
premises

Any assumptions made
should be stated

m A minimum of CTC clearance
i3 required for unescorted
access within Authorily
premises. All other personnel

| will require escorted access

| Potential Providers lo state

_ | whether they have CTC

| 8.5 | cleared personnel wha will

| implement and maintain the

servicas, or that they accept

that they will require escorted

access and will ensure the

hours notice prior 10 access
| being required.

10%

Comphiant
We will comply with any screening requirements the Authority requires.

| All our engineers are Sectrrity Cleared (SC), a more defatted check than CTC.

We accep! we will require escorted access and will ensure the Authority receives at |
least 24 hours' notice priar ta access being required. |

Polential Providers must
confirm thal, upon contract
completion. it will complete

' Authority receives at least 24
|
due.diligence activities with

Compliant

On contract award, Lavel 3 will hold a Start-Up meeting with-the Customer Autherity Site
which will set out in detall all aspects of Service Delivery. The Service Engineer will
discuss the Technical requirements, arangements and any necessary visits to site to

T - RMPES2 LOGSO WAN Servces HM Treasury
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the Authority prior to orders
being placed for PSN
Connediivily and assaciated
services

The cannactivity services to

! be deployed are not expected

to vary significantly from the
scenarias used in the cost
madel for Phase 1 Premises.

conduct data caplure, and due diligence will be scheduled and the Authority constited.
Project point of contact details wili be collated and provided to all project personne!. On
raceipt of PSN network circuit orders, the assigned Project Manager will coordinate all
Servica Delivery slages - from order submission to circuit delivery completion ano CPE
installation, Take-On, encryplion implementation and LAN culover following current
Stages 1 end 2 processes

Aftached Project Initiation Document (PID) provides guidance sround processes we \sa
for supporting new customers

87

Tha Authority requires
Intruder Detection and
Prevention Services such that
will support lts obligations
{and that of its agents) under
GPG13.

Potential Praviders must
describe the services it can
provide and descnbe where
the costs are allocated in the
cost aam__

10%

Compliant

Costs for this are included in Internet Gateway Service on the Gateway Service
sheet, Appendix E.

88

Potential Providers should set
out their Security Plan in the
Contract Call-off Schedule 18,
Appendix 8

10%

Compliart
We confirm we have provided this as a separate attachmeni
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