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1 Introduction 
1.1 Scope and Purpose 

1.1.1 This Schedule sets out the requirements for the Contractor to prepare a plan setting 
out the arrangements for identifying, recording, monitoring, mitigating, controlling 
and assessing Risks throughout the Term. 

1.1.2 The Contractor shall implement risk management processes consistent with ISO 
31000.  

1.1.3 The objectives of this Schedule are to ensure that: 

(a) the Contractor implements appropriate risk management processes, taking 
into account the Risks relating to the Services and/or the IRC System; 

(b) Risks are identified and managed effectively by the Contractor throughout the 
Term; and  

(c) TTL and the Contractor adopt the best approach to managing any shared 
Risks. 

1.1.4 The Documents to be submitted pursuant to paragraph 1.3.1 of this Schedule 
provide Assurance to TTL that the Contractor will manage any known or likely Risks 
and give sufficient attention to the identification, assessment, control, mitigation and 
elimination of new Risks (as applicable) such that the Services will be provided in 
accordance with the Contract. 

1.1.5 The Documents to be submitted pursuant to paragraph 1.3.1 of this Schedule will 
also provide visibility of those Risks that are shared with TTL and those requiring an 
input from TTL, so that TTL and the Contractor may jointly manage these Risks 
through Variations, VfM Initiatives or agreement with TTL on a case by case basis. 

1.2 Risk Categories 

1.2.1 The Contractor shall ensure that any Risks are grouped under the following 
categories: 

(a) "Project Risks", meaning all risks associated with individual Projects and 
Programmes;  

(b) "Security Risks", meaning all risks associated with the security of the IRC 
System and information security and including any risks identified in the ISMS 
and/or pursuant to Schedule 9.4 (Security Management); and 

(c) "Contract Risks", meaning all risks associated with the Services and/or the 
IRC System which are not Project Risks or Security Risks. 

1.2.2 The Contractor shall ensure that each category of Risk is capable of being reported 
separately. 

1.2.3 In addition, the Contractor shall ensure that Project Risks are capable of being 
reported separately by Project and/or Programme. 
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1.3 Documents to be Submitted 

1.3.1 The Contractor shall prepare, submit and maintain throughout the Term the 
following Documents in accordance with the requirements of this Schedule: 

(a) the Risk Management Plan; and 

(b) the Risk Schedule. 
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2 Risk Management 
2.1 Risk Management Plan 

2.1.1 The Contractor shall ensure that the Risk Management Plan includes the following 
information as a minimum: 

(a) details of the Contractor’s Risk management strategy; 

(b) details of the resources the Contractor proposes to utilise in order to 
implement the Risk management strategy;  

(c) details of the Contractor's processes for Risk: 

(i) identification; 

(ii) recording; 

(iii) prevention; 

(iv) analysis; 

(v) classification; 

(vi) monitoring; 

(vii) mitigation; and 

(viii) control; and 

(d) the Risk Schedule in accordance with paragraph 2.2 below. 

2.1.2 The Contractor shall provide details of any recognised techniques or software tools 
that it uses in relation to Risk management. 

2.2 Risk Schedule 

2.2.1 The Contractor shall ensure that the Risk Management Plan includes a schedule of 
Risks (the "Risk Schedule") which shall record the status and current impact of the 
identified or likely Risks. The Contractor shall add new Risks to the Risk Schedule 
promptly as and when they are identified. 

2.2.2 The Contractor shall ensure that the Risk Schedule is in tabular format and includes 
as a minimum for each Risk the following data fields: 

(a) the Risk category in accordance with paragraph 1.2; 

(b) subcategory (e.g. individual Project and/or Programme); 

(c) a unique reference; 

(d) Risk description including details of the cause; 

(e) the Risk status (e.g. "emerging", "open", "closed - fully mitigated", "closed – 
probability 100% (this has become an issue)"); 
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(f) the Risk scoring (which shall be compatible with the TTL Risk scoring set out 
in Appendix 1 for the relevant Risk category);  

(g) a Risk owner (i.e. the person(s) responsible for dealing with the Risk); 

(h) the specific part(s) of the Services or the IRC System affected by the Risk 
item, including Module ID where appropriate;  

(i) the date when the Risk was identified; 

(j) the target date when the Risk is anticipated to be resolved; 

(k) the actual date when the Risk is resolved; 

(l) the financial component of the impact assessment of the Risk (expressed in 
pounds sterling (£s)); 

(m) the time component of the impact assessment of the Risk (expressed in days); 

(n) the probability assessment (i.e. likelihood of the Risk occurring) (expressed as 
a percentage); 

(o) overall financial impact (calculated as (l) multiplied by (n)); 

(p) overall time impact (calculated as (m) multiplied by (n)); 

(q) details of mitigation measures for each Risk; 

(r) the RAG status of the Risk (i.e. Red, Amber or Green) in accordance with 
Appendix 1 of this Schedule, including a reasonable explanation for such 
status if the Contractor considers that a different RAG status from those set 
out in Appendix 1 is appropriate; and 

(s) identification of whether the Risk is a shared Risk and any TTL dependencies 
relating to each Risk.  

2.2.3 The Risk Schedule shall be capable of being sorted by the data fields described in 
paragraph 2.2.2. 

2.2.4 The Contractor shall clearly identify in the Risk Schedule the most significant Risks 
which shall, as a minimum, include those Risks which would be scored as VH or H 
using the TTL Risk scoring set out in Appendix 1 (each a "Significant Risk"). 

2.2.5 The Contractor shall respond to reasonable requests from TTL from time to time to 
provide sufficient evidence to TTL to justify the entries in the Risk Schedule. 

2.3 Review and Updating 

2.3.1 The first Risk Management Plan and first Risk Schedule shall be provided by the 
Contractor to TTL on the Service Commencement Date. 

2.3.2 The Risk Management Plan shall be reviewed, updated and re-issued by the 
Contractor to TTL at least every six (6) months following the Service 
Commencement Date.  
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2.3.3 The Risk Schedule shall be reviewed and updated by the Contractor at least every 
Period and a summary copy of the updated Risk Schedule shall be submitted to TTL 
as required in paragraph 2.4 of this Schedule and on request by TTL. If the 
Contractor fails to comply with this obligation it shall prepare and issue a Corrective 
Action Plan in accordance with Schedule 12.4 (Contract Management) 

2.3.4 The Contractor shall give TTL access to the current issue of the Risk Schedule on 
request and make available from time to time copies of the Risk Schedule as 
required by Clause 65 (Records, Audit and Inspection). If the Contractor fails to 
comply with this obligation it shall prepare and issue a Corrective Action Plan in 
accordance with Schedule 12.4 (Contract Management) 

2.4 Reports and Meetings 

2.4.1 The Contractor shall provide to TTL a risk status report of Project Risks within each 
Project Report and Programme Report in accordance with Schedule 10.2 
(Programme and Project Lifecycle) and shall include a copy of the Project Risks 
which are Significant Risks from the Risk Schedule in the Project Report and/or 
Programme Report in accordance with Schedule 10.2 (Programme and Project 
Lifecycle) and the actions the Contractor is taking to mitigate or obviate the impact 
of those Risks.  These Significant Risks shall then be discussed at the next Project 
or Programme Review Meeting.  

2.4.2 The Contractor shall provide to TTL a risk status report of Security Risks in 
accordance with Schedule 9.4 (Security Management) which shall include a copy of 
the Security Risks which are Significant Risks from the Risk Schedule and the 
actions the Contractor is taking to mitigate or obviate the impact of those Risks.  
These Significant Risks shall then be discussed at the next Information Security 
Forum.  

2.4.3 The Contractor shall provide to TTL a risk status report of Contract Risks within the 
Service Performance Report in accordance with Schedule 4.1 (Service Delivery), 
which shall include a copy of the Contract Risks which are Significant Risks from the 
Risk Schedule and the actions the Contractor is taking to mitigate or obviate the 
impact of those Risks.  These Significant Risks shall then be discussed at the next 
Service Review Meeting.  

2.4.4 Where the Contractor considers that a Risk or Risks are shared with TTL, then the 
Contractor shall notify TTL and TTL shall arrange to meet with the Contractor to 
discuss the Risks in detail and to discuss and agree the allocation of responsibilities 
and the means of monitoring and controlling the Risks.  These discussions shall be 
confirmed in writing by TTL following such meeting so that both Parties are clear as 
to their responsibilities, and the Contractor shall adjust the Risk Schedule 
accordingly within ten (10) Business Days of TTL's confirmation. 

2.4.5 Depending on the nature of the shared Risk and its timing, the Contractor shall 
report on the impact of the Risk in either the Project Report, Programme Report, 
Programme Portfolio Report, the Service Performance Report or report of Security 
Risks as determined by TTL, and the Risk shall be discussed at the corresponding 
review meeting.  

2.4.6 TTL shall be entitled to call separate meetings from time to time to review the Risk 
Schedule in detail or to focus on Significant Risks or shared Risk items, and the 
Contractor shall make available such Contractor Personnel (including relevant Risk 
owners) as necessary and appropriate to attend such meetings. 
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