	ASYE and PSDP Clarification Questions 

Published 13 February 2018

	Question Number
	Question relates to: 
LOT 1 (ASYE)
LOT 2 (PSDP)
	Question
	DfE Reply

	1
	Lot 2
	Please could you clarify the scoring system.
	The tender evaluation model, document 4 of the invitation to tender (ITT) letter, sets out the scoring criteria that each bid will be assessed against. Each requirement has been broken down into more detailed criteria that are separated by rows. Each row, (criterion)  will receive a score between zero and five. For example Lot 2 Requirement 1 has been broken down into 5 criterion (rows), together the 5 criterion attract a maximum score of 25 multiplied by the weighting (7), giving a maximum possible score for Requirement 1 of 175.
Lot 2 therefore scored as follows:

Requirement 1: 25 (maximum score) X 7 (weighting) = 175

Requirement 2: 30 (maximum score) X 7 (weighting) = 210

Requirement 3: 25 (maximum score) X 4 (weighting) = 100

Requirement 4: 20 (maximum score) X 4 (weighting) =   80

Requirement 5: 20 (maximum score) X 5 (weighting) = 100

Requirement 6: 10 (maximum score) X 5 (weighting) =   50

Total Maximum Score = 715

	2
	Lot 2
	Re Lot 2 please could you specify under which Evaluation Criteria rows you will assess the answers to the following:
• Requirement 2 I - g and h (on page 25)
• Requirement 2 II - a, b, c and d (also on page 25)
	The evaluation criteria has been updated to provide clarity on this point, this can be found in the revised ITT letter on contracts finder. 



	3
	Lot 1 and 2
	Please can you advise whether you require us to use a specific template with regard to the cost and charging arrangements
	We do not require bidders to use a specific template with regard to the cost and charging arrangements.

	4
	Lot 1 and 2
	Is there an additional table/template that needs completing which relates to the technical elements (such as financial stability/indemnity insurance/organisational structure etc?)
	Other than completing and returning “DOCUMENT 6:  DECLARATIONS AND INFORMATION TO BE PROVIDED BY THE TENDERER” which forms part of the ITT we do not require bidders to use a specific template regarding the technical elements. 

	5
	Lot 1 and 2
	Are you open to changes to the draft contract enclosed with the ITT?
	Any suggested changes to the draft contract will be considered as part of any future contract negotiations.  We would advise you to include any commercially sensitive information within your bid.

	6
	Lot 2 
	The ITT states that the successful supplier will deliver the programme in each of the financial years 2018/19 and 2019/20. We assume that this means the contract period is April 2018 to end of March 2020. However, in Requirement 6 II it states that the handover of all aspects of the service would take place in approximately January 2020 to any new provider. Please could you clarify the contract period?
	The contract period is initially expected to run until March 2020 although with the potential to extend the contract on a one-year plus one-year basis depending on future circumstances.  Final details about transition will be agreed with the successful suppler although should the contract terminate at the end of March 2020 arrangements for handover would of course need to begin before that date.   



	ASYE and PSDP Clarification Questions 

Published 22 February 2018

	Question Number
	Question relates to: 
LOT 1 (ASYE)
LOT 2 (PSDP)
	Question
	DfE Reply

	7
	Lot 1 and 2 
	Can we have clarification on what the use of the word ‘Systems’ and the phrase ‘IT systems’ actually refers to?  Does it mean only the ICT equipment that is being used for this particular piece of work, ICT equipment used for this piece of work plus any other systems that the ICT equipment used for this work connect to, or all ICT equipment used on our network here?
	The Departmental Security Standards embedded in this document supersede Schedule 8 and the Annex to Schedule 8 in the 1508
Assessed and Supported Year in Employment and Practice Supervisor Development Programme ITT Letter. 
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Where the security standards refer to IT systems or ICT systems it is likely to mean ICT equipment used for this piece of work plus any other systems that the ICT equipment used for this work connect to rather than all ICT equipment used on the network. We would need more context to be specific. 

	8
	Lot 1 and 2
	How widely implemented does FIPS140-2 have to be? Data in transit as well as data at rest? Where does ISO27001/27002 fit into the process and what systems need to be under this umbrella?
	FIPS 140-2 relates to products used for the encryption of data in transit; see Clauses 12.9 – 12.12 and the FIPS 140-2 definition in the glossary of the Departmental Security Standards. Encryption products should be certified to the FIPS 140-2 standard. ISO27001 and ISO27002 are addressed in Clause 12.3 of the security standards. 


	9
	Lot 1 and 2
	Page 95, Schedule 8, Point 4.3. Is the DfE happy for written policies to be implemented (in addition to appropriate electronic measures) to meet this criteria?
	This has been superseded by the Departmental Security Standards.

	10
	Lot 1 and 2
	Page 95, Schedule 8, Point 4.4. Please can you clarify what is meant by the ‘reliability of any personnel’?
	Please refer to Clause 12.16 and 12.17 of the Departmental Security Standards. 

	11
	Lot 1 and 2
	Page 96, Schedule 8, Point 4.11. Please elaborate on what is required in this written piece, especially in respect to the ‘technical measures’.
	This has been superseded by the Departmental Security Standards. We do not require bidders to provide a written description of the technical measures.

	12
	Lot 1 and 2
	Page 97, Schedule 8, Point 8.1. Please confirm whether all sections of ISO/IEC/27001 need to be adhered to or whether there are specific elements that the DfE would like assurances we have implemented?
	See Clause 12.3 of the Departmental Security Standards. The scope of ISO/IEC27001 conformance should match the service being provided. 

	13
	Lot 1 and 2
	Page 97, Schedule 8, Point 8.6. Please confirm whether this applies to desktop workstations that are in locked offices as well as portable devices (such as laptops).
	This has been superseded by Clause 12.6, 12.11 and 12.12 of the Departmental Security Standards. 


	14
	Lot 1 and 2
	Please can you confirm that in order to be considered for this tender we must hold ISO/IEC27001, ISO/IEC27002, ISO22301 and Cyber Essentials Plus or whether there is any room for negotiation.
	The contractor shall demonstrate conformance to ISO/IEC27001 and ISO22301. Please refer to Clause 12.3 (ISO27001) and Clause12.18 (ISO22301) of the Departmental Security Standards. ISO/IEC27002 has been superseded by Clause 12.3.
To clarify, we consider Cyber Essentials Plus to be beyond the needs of this project. Bidders will need to confirm that: 
· Your organisation has Cyber Essentials certification; or
· Your organisation will be able to secure Cyber Essentials certification prior to contract award; or

· Your organisation has equivalent evidence to support that you have appropriate technical and organisational measures to mitigate the risk from common internet based threats in respect to the following five technical areas:

a) Boundary firewalls and internet gateways - these are devices designed to prevent unauthorised access to or from private networks, but good setup of these devices either in hardware or software form is important for them to be fully effective. 
b) Secure configuration – ensuring that systems are configured in the most secure way for the needs of the organisation 
c) Access control – Ensuring only those who should have access to systems to have access and at the appropriate level. 
d) Malware protection – ensuring that virus and malware protection is installed and is up to date 
e) Patch management – ensuring the latest supported version of applications is used and all the necessary patches supplied by the vendor have been applied.

Any equivalent evidence must be verified by a technically competent and independent third party.

The successful tenderer will be required to provide evidence of Cyber Essentials certification “or equivalent” (i.e. demonstrate they meet the five technical areas the Cyber Essentials Scheme covers) prior to contract award. 
The successful tenderer will be required to secure and provide evidence of Cyber Essentials re-certification “or equivalent” (i.e. demonstrate they meet the five technical areas) on an annual basis.

Details of certification bodies are available at: 
https://www.cyberstreetwise.com/cyberessentials

	15
	Lot 2
	What role, if any, do DfE envisage playing in selecting the LAs / regions targeted (given the ITT specifies that 2 cohorts of 350 will be targeted for the CPD course)?
	We envisage the programme will give all LAs the opportunity to be included in the PSDP. Bids should set out a clear rationale for any targeting.

	16
	Lot 2
	What relationship, if any, do DfE envisage this programme will have with the Alpha sites for NAAS at practitioner level?
	There is no specific relationship between the programme and the areas in which NAAS will be implemented.

	17
	Lot 1 and 2
	Lot 1 notes that the successful bidder will ‘ensure candidates are well prepared for subsequent assessment against the KSS’, Lot 2 does not refer to assessment of Practice Supervisors.  Is it the case that successful completion of the PSDP renders a participant ‘accredited’ against the PS KSS? Or is the intention to separately commission a national assessment and accreditation initiative for PS as with that commissioned for Approved Practitioners?
	Successful completion of the PSDP will not render a participant accredited against the KSS for practice supervisors. It should, however, develop the knowledge and skills of participants as based on the KSS for practice supervisors, which would naturally help prepare a participant for NAAS. ASYE participants (Lot 1) are already expected to be assessed at a local level against the practitioner KSS. Ensuring that this is done well will help ensure that ASYE participants are well prepared for subsequent assessment as part of NAAS.  

	18
	Lot 2
	Is it acceptable to stagger delivery over the two years, provided that 700 participants complete the course within the 2-year contract?
	Bids should set out proposals for reaching a recommended number of participants within the annual funding available.

	19
	Lot 2
	Is there an expectation that this course carries academic credits?
	There is no requirement although bids may make such proposals.

	20
	Lot 1 and 2
	In providing a rationale for key operational posts, do you mean new posts created for this project, or any existing post/person involved in delivery of the programme? Also, is this only people who are directly involved in the design and delivery or those related to all functions?
	Bids should explain the purpose of the key posts involved in design and delivery of the programme.

	21
	Lot 1 and 2
	Is there any indicative word count? If so, are annexes / appendices and diagrams permitted?
	No. Annexes, appendices and diagrams are permitted.

	22
	Lot 2
	Requirement 5 Viii – please provide clarification on what is meant by ‘co-payment for services between employer and DfE’
	By this, we mean the cost of participation being split between DfE and the participant’s employer. This is not core to the proposal but we are interested in proposals for how the PSDP can reach a wider audience, through perhaps LAs co-funding participants to enable a wider reach.

	23
	Lot 1
	Please could you provide copies of the following as advised in the specification:

i) Copy of grant agreement setting out the basis on which ASYE funding is provided

ii) List of information about the participant that is submitted to trigger payment

2) ITT page 15 d1e) – could we also be sent a list of current data items collected for each participant please


	Please refer to the Assessed and Supported Year in Employment (ASYE) 2017/18 Grant Offer Letter embedded below. 
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The current participant data collected to trigger payments reflects the current method of ASYE delivery. Please refer to the embedded ASYE participant data collection document below. Bidders can propose alternative data collection for the delivery of the ASYE programme.  
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	24
	Lot 1 and 2
	Are you able to provide any additional detail regarding expectations as to what should be included in Section 2: Management Summary please? Should this be the equivalent of an executive summary?
	Yes, the management summary should be the equivalent of an executive summary. 

	25
	Lot 1
	ASYE payments: The original early engagement information issued in December stated – ‘ESTIMATED VALUE: Lot 1 (ASYE) is estimated at £1.6m (to administer up to £5.6m of ASYE payments)’ The ITT (page 13) states that ‘The contractor will also be responsible for managing and directly making payments of up to £5.6m to employees in each financial year.’ Could you confirm that it is up to £5.6m ASYE payments per financial year, and not in total for the two years as originally stated.
	We can confirm that the contractor will be responsible for managing and directly making payments of up to £5.6m to employers in the financial years: 2018/29 and 2019/20. Please refer to the table on page 13 of the ITT. 



	26
	Lot 2
	Section 1 of the ITT states ‘arrange/deliver high quality Continuous Professional Development (CPD) to approximately 350 newly promoted practice supervisors in each financial year 2018/19 and 2019/20.’ Can the balance of delivery, per year, be changed so that a total of 700 is still achieved across the 2 years but with a different number per year? If yes, can the per year budget (section 2 of ITT) be amended to reflect the delivery levels in-year, whilst keeping within maximum budget the same across the 2 years?
	The number of newly promoted practice supervisors expected to complete the programme during each financial year has been estimated. Bidders should set out how they would deliver the programme to a recommended number of practice supervisors within the maximum available budget for each financial year 2018/19 and 2019/20. 

	27
	Lot 2
	Do all newly appointed practice supervisors have the right to apply to become part of the CPD cohort (within the 700 across 2 years) or does the local authority have to approve their application?
	All newly appointed practice supervisors have the right to apply to become part of the CPD cohort however, we would expect the local authority would need to support the application. It is possible that more will apply than there are places available, so some form of prioritisation would be required.
 

	28
	Lot 1 and 2
	Should the rate of VAT change during the life of the contract, will an adjustment be made (up or down) to the contract financial envelope to reflect?
	Bidders should submit proposals based on the current rate of VAT.

	29
	Lot 2
	Prior stakeholder engagement by the Department is noted in the ITT, is it possible to have sight of any report/record of the findings of these?
	The findings from the stakeholder engagement have been used to inform the specification.

	30
	Lot 1
	Could you please confirm that, on the award of this contract, TUPE does not apply between DfE and the successful supplier and that, if challenged, DfE would pick up any liabilities relating to their employees currently assigned in delivering this activity.
	 DfE does not expect TUPE to apply.

	31
	Lot 1
	The ITT states that the successful supplier may use the SW online portal as an interim solution whilst a new solution is mobilised. Could you please clarify -

• what the costs associated with this would be? (per month)

• How long this solution would be available for?

• What access would be provided to the new supplier (i.e. would the current functionality and data be transferred in full)?
	The Department believes the current “portal” no longer meets business need and that it should only continue in use for a temporary period if at all. If the successful supplier needed to use the portal with its current functionality temporarily, and this was feasible, the Department would not envisage charging for use.

	32
	Lot 1 and 2
	We believe it is good practice to draft Key Performance Indicators (KPIs) as part of the tender response, but we’re unclear if this is a requirement of the ITT. Please can you clarify if draft KPIs should be included as part of the submission?

	Bidders should include draft KPIs with their bids. Please refer to the ITT Lot 1 Requirements 1 and 3 and Lot 2 Requirement 3 for details on how this will be evaluated. 

	33
	Lot 1 and 2
	In reference to the Draft Contract in the ITT, Schedule 4, paragraphs 9 and 11, pages 86 and 87, the contract states reduction of charges payable to the Contractor in the case of Service Failures. Please confirm if you would consider suggestions to the Key Performance Indicators and the reduction levels in our response to offer a wider range of possibilities in our delivery.
	Yes, we would consider suggestions if they were to improve service delivery, but in the event that they are from the successful bidder we would not accept changes that we considered to be significant changes to the quality and delivery of the service. 

	34
	Lot 2
	Our assumption based on the ITT requirements is that we are including a fully costed solution for training, however, this doesn’t include associated travel costs for delegates to attend which we anticipate will be covered by the employer. Please can you confirm that this is the in line with the requirements?
	Yes. We expect travel costs for participants on the PSDP to be met by the employer. We would, however, hope that such costs could be kept to a minimum. 

	35
	Lot 1 and 2
	You clarified in response to a previous question (Question no. 5 published 13 February) that tenderers can suggest changes to the draft contract, which will be considered as part of any future contract negotiations.  However in document 4, Tender Evaluation Model, Page 40, Section 10 - Contract Compliance of the ITT states that “…(you should take particular note the Department will not accept bids which aim to reduce the liability levels any lower than currently specified) or delivery timescales, then the bid will be treated as non-compliant and will be rejected’. Please can you clarify if suggested amendments to the contract, including suggestions to reduce liability levels will result in a non-compliant bid?
	Suggested amendments to the contract would not be considered as a non-compliant bid, but in the event that they are from the successful bidder, we would not accept changes that we considered to be material changes to the terms and conditions. 


	36
	Lot 1
	The system that is to be provided and used within Lot 1 of the tender, is it expected that this will be fully operational and ready to begin activities as at the commencement of the contract period at the successful applicant? Would the selected provider be expected to take on and support the online portal?
	The Department’s social work portal is currently operational and could be used on an interim basis. The Department anticipates that a new solution will be required and as set out in the specification asks for proposals for implementing a new method of delivery. 

	37
	Lot 1 and 2
	Please could you advise whether bidders are to provide signed confidentiality agreements with all sub-contractors in the tender submissions, or just have to confirm that these would be put in place following contract award?


	No. Bids should explain what confidentiality agreements would be in put in place as appropriate.

	38
	Lot 1 and 2
	Where a post has been identified but would involve a recruitment exercise to fill it, should the bidder include a person specification for that role; or is this section just for details of current employees who would be allocated to delivery of this contract?


	Please provide details of the role and outline person specification.

	39
	Lot 2
	Is there an expectation that bidders would identify third party delivery organisations with which they may develop a partnership, so that details of any proposed/potential partnership could be included in the tender submission; or could bidders instead include details of a process for this activity of identification during delivery of the contract?
	Should bids be able to explain with whom bidders would work then it would be appropriate to include. Otherwise, bids should provide information on how this would subsequently be developed. 

	40
	Lot 2
	Are there any data available regarding anticipated volumes of course participants across the various regions?
	No.

	41
	Lot 2
	Are details available of likely third party CPD organisations across the various regions?
	No. 

	42
	Lot 2
	Please could you provide details of the DFE thresholds for travel and subsistence expenses?
	Please refer to the Expenses Guidelines in the embedded document. 
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	43
	Lot 1 and 2
	The ITT indicates that “The successful tendered should provide details of discounts for prompt payment”; are any details regarding this to be included within tender submissions, and should any pricing model developed by bidders be able to take into account any future discount approach?
	Please set out any proposals within your tender. 

	44
	Lot 1 and  2
	Freedom of Information – Where a provider is itself registered with the Information Commissioner’s Office, would it be possible for FOI clauses to be amended to reflect the obligation for that provider to itself respond to FOI requests?
	The FOI are standard clauses and not subject to amendment. However, an amendment to the clauses to reflect the obligation for a particular provider to respond to FOI requests could be accepted.



	45
	Lot 1 and 2
	Is there a set format for the monthly business report or is this something to be agreed between the Department and the successful applicant?
	The format and frequency for the business report will be agreed with the successful contractor.  

	46
	Lot 1 and 2
	Are the monthly contractor and development and operations meetings expected to be face to face or could these be over the phone or via Skype?
	The frequency and details of attendance at these meetings will be agreed with the successful contractor. 

	47
	Lot 1 and 2
	On Page 88 of the document it references that we must respond within 3 days to any queries. Is this in response to DfE queries or ALL correspondence?
	In response to participants and their facilitators.
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Department
for Education

Subject: Assessed and Supported Year in Employment (ASYE)
Programme. [CSEC23/2017]

Dear colleague

This letter confirms that a grant will be awarded for the Assessed and
Supported Year in Employment programme for the period 01/04/2017 to
31/03/2018 and such grant is subject to the Department for Education (DfE)
Grant Terms and Conditions®.

The Power under which the grant is to be paid is Section 14 of the Education
Act 2002 and will accordingly be paid only in respect of approved expenditure
incurred by [insert organisation name here] for the purpose of the funded
activities.

This Grant is for the Assessed and Supported Year in Employment (ASYE)
Programme (Ref CSEC23/2017) and is more fully described at Annex F.

Summary description of the Programme

TheDfE continues to fund the delivery of the child and family ASYE
programme.

The DfE ASYE programme is a one year, employer-led induction
programme which provides support and assessment to newly qualified
social workers (NQSW) working with children and families, during their first
year of employment.

This grant agreement covers payments to be made by 31 March 2018:
cohort five completion payments (registrations in financial year 2016-17)
and initial payments made under cohort six (registrations in financial year

1 https://lwww.gov.uk/government/publications/grant-funding-agreement-terms-and-conditions
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2017-18).

This correspondence constitutes a Grant Offer Letter. This letter forms an
integral part of the Grant Agreement. The offer is subject to the provisions,
limitations and conditions set out below and in the DfE general grant terms
and conditions.

This offer is subject to the terms and conditions set out below, and to the DfE
general Grant Terms and Conditions. You should read all annexes and
general Terms and Conditions carefully before accepting the offer of funding.
Failure to observe these terms and conditions may result in the funding
being withdrawn.

Programme specific conditions
The grant is awarded with the additional following conditions specific for the
ASYE programme.

To enable employers to deliver the programme the Department for
Education provides £2,000 for each participating social worker. This funding
is distributed in two instalments:

Employers engaged with the programme should offer individuals support
and assessment, including:

An initial payment of 50% (£1,000) is made to the employer at the
point of registering a candidate and confirming that they have
undergone an initial assessment against the Knowledge and Skills
statement (https://www.gov.uk/government/publications/knowledge-
and-skills-statements-for-child-and-family-social-work) and a clear
learning agreement/training and development plan for the year has
been agreed between the employer and the candidate.

A final 50% (£1,000) payment is made to the employer when the
employer confirms that the candidate’s final assessment against the
Knowledge and Skills statement has taken place (regardless of
whether the candidate is assessed as having passed that
assessment).

regular supervision;

a learning agreement/training and development plan;
opportunities and time off to meet their training and development
needs;

regular reviews of progress including a formal mid-year review
leading to a final assessment which should take place on a date
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which is a minimum of 12 months after commencement on the
programme.

DfE portal registration

All ASYE candidates should be registered by their employer, entering their
details on the DfE portal. This is an online tool which holds all candidate
data and prompts your nominated programme coordinator to certify their
continuation on the programme.

It is the employer’s responsibility to ensure that the records DfE hold
on the portal are accurate, remain up to date and that milestones
(Learning Agreement and Final Assessment) are certified promptly.
Employers will also be required to

e share with DfE, on request, a chosen sample of initial and
end assessments against the Knowledge and Skills statement

e Maintain reliable, accessible and up to date records with an
adequate audit trail for all NQSWs enrolled on the programme

Cohort six 2017-18

ASYE payments are made to the bank account details submitted by the
employer, via the DfE Resource Management (RM) system.

Complying with Government policies

The grant funding is provided on the strict understanding that none of this
funding is to be used for advertising, marketing, communications and
consultancy, or for any costs associated with the maintenance, technical
development or updating of existing websites or for the
development/creation of new websites.

Recovery of grant at the DfE’s discretion
The DfE imposes the following conditions:

e The grant recipient must notify the DfE of any NQSW who withdraw from
the programme or move to a different employer part way through the
programme as this has a funding implications.

e In the case of any NQSW who moves employer or withdraws from the
programme:
a. Within 1 month of their start date, the grant recipient will be
required to repay to the Department £1000
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b. between 1 to 3 months of their start date, the grant recipient will
be required to repay to the Department £750

c. between 3 and 6 months of their start date the grant recipient will
be required to repay the Department £500

e The maximum amount of grant repayable will not exceed £1,000 per
candidate.

In the event of a breach of any of the conditions set out above the DfE may
demand repayment from the employer of a sum equal to the amount of
grant paid or, as the case may be, any instalment of grant paid.

In addition to providing a signed copy of this agreement, you are requested to
complete the enclosed Bank Account Details form (Annex B) and provide your
organisation’s bank account details on company headed paper. This will allow
us to set your organisation up on the Department’s payment system to receive
the grant. Payment claims can only be sent to the DfE once the Grant
Agreement has been signed and any pre-disbursement conditions have been
met. Payments will be disbursed into the bank account number provided at
Annex B.

Please note that any delays in returning the documents could result in a delay
to the grant payment.

ACCEPTANCE OF OFFER

If you wish to accept this offer of a grant, please sign both copies of the
enclosed grant funding agreement Annex A and return a PDF copy to
socialworkreform.sg@education.gov.uk on or before 30 June.

If you cannot return the acceptance by the specified date, please contact the
email address above before that date to explain the reasons. Otherwise, we

will assume that the offer has been refused, and it will be withdrawn without

further correspondence.

Yours sincerely,

A~

Sam Olsen

Deputy Director of Social Work Reform
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This Grant Funding Agreement is made between:
(1) The Secretary of State for Education and

(2) [Name of the body] of [address] [with Charity Commission registration
number or Companies House Registration number].

This Agreement comprises the Grant Offer Letter, project specific conditions,
where relevant, any annexes to this letter and general Grant Terms and
Conditions?.

This letter must be read in conjunction with the general conditions of grant and
these relevant annexes:

Annex A - Acceptance of Grant Offer and effective date
Annex B - Bank account details
Annex C - Claiming Grant in Arrears

AnRexD Glam‘lnngfslant ”'I’I dvance
ot of Obioctives for which 4 s bei "

Do not apply

Annex G (i) - Annual Certification of Expenditure (external auditor or
accountant’s report arrangements)

Annex G (ii) — Statement of Grant Usage (Statement prepared by Local
Authority)

Annex H - Grant Payment schedule
ARrpex-t-—Sample- ExitPlan

Annex J - Sample Progress Report Template
Do not apply

2 https://lwww.gov.uk/government/publications/grant-funding-agreement-terms-and-conditions
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Annex A - Acceptance of Grant Offer and effective date

[Assessed and Supported Year in Employment (ASYE) Programme.
CSEC23/2017]

This Grant Funding Agreement is effective from the date of signing.

Signed by person authorised to sign on behalf of the Secretary of State

Date 5 May 2017

Signature M/A_‘_

Name (please print) Samantha Olsen

Position in DfE Deputy Director - Social Work Reform

As representative of [insert name of the body], | have read both the Grant
Offer Letter and associated annexes, and the Department for Education Grant
Funding Agreement Terms and Conditions as contained on its website
https://www.gov.uk/government/publications/grant-funding-agreement-terms-
and-conditions]. | agree to comply with the notified conditions of the grant on
which the offer is made.

Signed by a person authorised to sign on behalf of [insert name of the body]

Date

Signature

Name (please print)

Position in organisation

Principal contacts Department [name of the body]

Contact name/Postal
address

Position

Telephone no.

Email address
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Grant Recipient to Sign and date one copy of this letter of offer and retain it for
their records. Grant Recipient to Sign and date another copy of this letter and return
to the grant manager.
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Annex B - Bank account details

[Assessed and Supported Year in Employment (ASYE) Programme.
CSEC23/2017]

Information required by the Department to make payment of grant for
the activities stated in the offer letter.

Contact details for [insert name of the body] to whom payment should
be sent

Organisation name:

Address:

Post Code:

Telephone no:

Remittance E-mail address

Provide the following bank account details for your organisation

Account name:

Bank/Building Society Name:

Bank address including Postcode:

Sort code:

Account no:

Roll number:

Signed by a person authorised to sign on behalf of [insert name of the
body]

Signature

Name (please print)

Position in organisation

Date
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Annex C - Grant claim form for [*insert name of the
body*] Claiming Grant in Arrears

[Assessed and Supported Year in Employment (ASYE) Programme.
CSEC23/2017]

This claim form should be completed by an authorised senior officer (inset
officers name and organisation) and returned to Social Work Reform Unit ,
Department for Education, Sanctuary Buildings, Great Smith Street, London,
SW1P 3BTas soon as possible.

Amount of claim in respect of:

[Insert the details which are expectedto £
show that expenditure has taken place]

Sum Claimed for this period £
TOTAL GRANT CLAIMED £
| certify that:

e the above claim is made in accordance with the Grant Offer Letter and
Terms and Conditions of the Grant Funding Agreement for the
Assessed and Supported Year in Employment;

e the claim is in respect of expenditure already incurred; and

¢ no claim has been made for funding in respect of these items from any
other body.

Signed by a senior officer authorised to sign on behalf of [insert name of the
body]

Date

Signature

Name (please print)

Position in organisation
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Annex D - Grant claim form for [XXXX], permitted to
claim Grant in Advance

Does not apply

Annex E - Details of Grant Resource Budget Allocation

Does not apply
Annex F - List of objectives for which the grant is being
paid

Does not apply
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Re:

Annex G (i) - Annual Certification of Expenditure

| *[The letter is to be reproduced on headed paper of the accountant] |

* This section is to do with the arrangements for providing an independent
auditor/accountant’s report on the grant expenditure. The level of assurance
required from [the body] should be proportionate to the level of risks/funding
*delete this table from final version*

Annual Certification of Assessed and Supported Year in Employment
(ASYE) Programme.Expenditure for Financial Year [2017/18]

(i) [insert name/address of the body] [insert grant ref number]
(ii) [insert name/address of the external auditor/accountant/organisation]

Dear Sirs,

Assessed and Supported Year in Employment (ASYE) Programme.
CSEC23/2017

This certificate is provided to [name of grant recipient] to enable it to comply
with the Department for Education (DfE)’s terms and conditions of the Grant
Funding Agreement (GFA) and the Grant Offer Letter requirements. We have
obtained limited or reasonable assurance that the expenditure, for which grant
of [insert value of grant awarded £XX] for the year ending [insert date] was
paid. From this grant the [insert name of grant recipient] incurred [insert
amount of funding actually spent by the grant recipient £XX] and this was
applied for the purposes intended by the DfE and the financial transactions
conform to the GFA and list of objectives specified. Our work included
examination, on a sample basis, of evidence relevant to the regularity and
propriety of [insert name of the body]’s income and expenditure.

OPTION A
[Include this paragraph if providing Limited assurance]. ]*delete from final version.

Nothing has come to our attention that causes us to believe that the
accompanying [the schedule] has not been prepared in all material respects
in accordance with the grant funded activities.

Or

OPTION B
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[Include this paragraph if providing a Reasonable assurance]+delete from final
version. In our opinion, having carried out our work in all material respects, the
expenditure for the year ended [20XX — XX] and the grant conditions have
been met and the grant funding has been spent for the intended purposes.

This report is made solely to [Insert name of the body] to be produced to the
DfE. Our work has been undertaken so that we might state to [Insert name of
the body] those matters we are required to state in a report and for no other
purpose.

Yours faithfully,

Signed by an independent external officer authorised to sign

Date

Signature

Name of external auditor/accountant
or equivalent (please print)

Position in organisation

Signed by a senior officer authorised to sign on behalf of [insert name of the
body]

Date

Signature

Name (please print)

Position in organisation

Page 13 of 17






Annex G (ii) - Statement of Grant Usage

* [The letter is to be reproduced on headed paper of the the local
authority]

Notes for completion:

1. The Grant Recipient shall prepare a Certification of Grant Usage for the Grant
Period 01/04/2016 to 31/03/2017.

2. This comprises three parts:
a) Certificate of Grant Usage.
b) Statement of Expenditure; and
¢) Report confirming Delivery.

3. The Grant Recipient shall submit the forms to the Department no later than
28, twenty eight days from the end of the Grant Period.

a) Certificate of Grant Usage

Name of organisation Insert Name of Grant Recipient

Approved Project title | Assessed and Supported Year in Employment

e The total Grant amount of £insert figure was exclusively used for the
purposes set out in the agreement between the Grant Recipient and the
Department, dated insert date of our letter.

e A report on the activities funded by the Grant Funding will be submitted
to the Department, confirming that the grant outputs have been delivered
to a satisfactory standard and the expected benefits that have accrued or
will accrue. The report will be provided within 28 days after the
completion of the funding of the Assessed and Supported Year in
Employment.

e A final financial statement detailing the use of the Grant Funding will be
provided in section b — Statement of Expenditure. This is a summary
statement of all receipts and expenditures connected with the above
Project. The organisation’s financial systems that recorded the income
and expenditure of this Grant have provided sufficient internal control for
the purposes of this certification.

Signature
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Name

Date

Position

Organisation
address

Postcode

Initialled by Organisation’s Chief Financial Officer/

Auditor
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b) Statement of Expenditure

Name of Organisation Insert Name of Grant Recipient

Name of Approved Project | Assessed and Supported Year in Employment

Expenditure Type

(£)

TOTAL EXPENDITURE

c) Report confirming Delivery

(setting out how the funding has been applied detailing all relevant outputs.)
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Annex H - Proposed Grant payment schedule

Does not apply

Annex I - Sample exit plan

Does not apply

Annex ] - Sample Progress and Final reporting form

Does not apply
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_1580795391.pdf
Assessed and Supported Year in Employment Participant Data Collection
(current delivery method)

Mandatory data (payment trigger)

Participant data (information)

Organisation

Portal registration date

Forename Type of contract: [Permanent/ temporary/
short term (one year or less/ agency]
Surname Employment hours: [unknown/ full-time/

part-time]

Work email (confirm)

Confirmation that the NQSW is carrying
out a social work role in a children and
families context

Employment Date

Date of birth

Graduation Date

Gender: [male/female/prefer not to say]

ASYE commencement date [NB: must be
after graduation date]

Ethnicity

HCPC registration number

Registered disabled: [prefer not to say/
yes / no]

Learning agreement in place

Disability description

Qualifying Institution :[List of universities
provided]

Qualifying Programme: [BA / MA (Hons)]

Degree Classification: [1st/2:1/2:2/ 3/
Distinction / Merit / Pass]

Years of pre-qualifying experience: [1/ 2
/314 ]5+]

Placement detail

Role within organisation

Please describe your responsibilities
within your current role

Step-up graduate

Date of Completion

Pass/Fall
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DfE Expenses Guidelines

Rail travel

1.

3.
4.

When travelling by rail you should always travel using the most cost effective option,
preferably pre-booking your tickets to travel on specific (timed) trains (as these are often
the cheapest).
You can book an anytime ticket if you have no way of knowing what time your meeting or
DfE business will finish, or when this is the cheapest ticket option available (in this case,
you should still book a restricted (Advance or set time) ticket for your outward journey
when this is a significantly cheaper option).
In general, if you book a rail ticket which is an exception to an advanced standard ticket.
Exceptionally, first class travel can be booked if one or more of the following applies:
e where disability or health reasons mean that you would not be able to secure
suitable facilities in standard class
e where there are good grounds for security concerns
e where the overall cost of the first class ticket is less than the overall cheapest
ticket for standard class. If applicable, you must keep evidence of the relevant
price comparisons (such as a screen shot from the booking page) for audit
purposes.

Taxi travel

1.

2.

Use of taxis is not an entitlement so may only be used under certain circumstances while
you are on DfE business. Acceptable reasons for using a taxi include:

a. Where no suitable public transport is available, especially when travelling early in

the morning or late at night before public transport starts or is running regularly

b. When you have a temporary or permanent disability

c. When you have heavy luggage to carry

d. When it is more important that you save official time

e. When you are in an unfamiliar town and uncertain of public transport

f.  When you may be concerned for your physical safety

g. When a taxi is shared and the combined cost of public transport is greater.

Taxi fares may also be reimbursed to or from home, and/or to or from the office where
the journey is either early in the morning (before 6.30am) or late at night (after 10.00pm)
and alternative methods of public transport are not available, for reasonable adjustment
cases, welfare reasons and issues of personal safety.

When staying at a hotel on DfE business, taxi fares will only be reimbursed for official
trips e.g. between the hotel and the temporary workplace or the station. Taxis for
personal use will not be reimbursed.

Mileage limits and allowances

1. Motor Mileage Allowance is payable if you choose to use your car for your own

convenience and if there is benefit to the department in so doing. The allowance covers
the full cost, inclusive of fuel. As with all such decisions, the full range of VFM options
must be considered before using a personal vehicle.
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Air travel

You must carefully consider the real need, the full cost (including travel between airports
and offices) and the travel alternatives before booking flights. The Department for
Education does however recognise that there may be occasions when flying is the most
appropriate form of travel — for example, by saving on subsistence costs and official time,
or the journey is urgent.

All air tickets should be economy class, or an alternative which costs the same or less,
with a few exceptions. Staff with disability or health reasons who are unable to secure
suitable facilities in economy class may travel business class; Those who manage to
purchase a cheaper business class ticket than an economy ticket for the same journey,
may also travel business class (a copy of the price comparisons must be printed off and
retained for audit purposes).

Air miles and similar benefits earned through DfE travel should not be used for private
purposes. If you are in receipt of air miles or other frequent flier scheme rewards earned

for business travel, your points can be used for DfE purposes to “purchase” enhanced
facilities such as seat upgrades and, as members of such schemes, you may also use
certain facilities such as special departure lounges and priority booking arrangements.

4. You may only claim for excess baggage if you are due to be absent for over two weeks.

Hotel booking rates to follow:

e London £110
e Qutside London £75

Subsistence rate - Period of absence (upper limit)

More than 5 hours and no official food provided

One meal £4.50

More than 10 hours and no official food provided

Two meals £9.30

More than 12 hours and no official food provided

Three meals £13.80

More than 24 hours and where breakfast is included
in the accommodation tariff

£21.25

If breakfast is not included in overnight
accommodation then an additional meal is added to
the 24 hour allowance

£4.50

Breakfast on day one if the official journey starts
before 6.00am and is part of an overnight stay.

£4.50

More than 24 hours - Minimal incidental expenses
will be allowable to cover items such as a telephone
call home or to purchase a toiletry item that has
been forgotten.

£4.50

More than 24 hours and staying with friends or family
- receipted actuals for lunch and an evening meal up
to

£5.00

More than 24 hours and staying with friends or family
- receipted actuals for lunch and an evening meal up
to

£21.25

Department
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12. Departmental Security Standards for Business Services and ICT Contracts

“BPSS”

“Baseline Personnel Security Standard”

a level of security clearance described as pre-
employment checks in the National Vetting Policy.
Further information can be found at:
https://www.gov.uk/government/publications/governm
ent-baseline-personnel-security-standard

IICCSC"
“Certified Cyber Security Consultancy”

is NCSC's approach to assessing the services provided by
consultancies and confirming that they meet NCSC's
standards. This approach builds on the strength of CLAS
and certifies the competence of suppliers to deliver a
wide and complex range of cyber security consultancy
services to both the public and private sectors. See
website:

https://www.ncsc.gov.uk/scheme/certified-cyber-
consultancy

IICCPII

“Certified Professional”

is a NCSC scheme in consultation with government,
industry and academia to address the growing need for
specialists in the cyber security profession and are
building a community of recognised professionals in
both the UK public and private sectors. See website:

https://www.ncsc.gov.uk/scheme/certified-professional

IICCII

“Common Criteria”

the Common Criteria scheme provides assurance that a
developer’s claims about the security features of their
product are valid and have been independently tested
against recognised criteria.

IICPA”
“Commercial Product Assurance”

[formerly called “CESG Product Assurance”]

is an ‘information assurance scheme’ which evaluates
commercial off the shelf (COTS) products and their
developers against published security and development
standards. These CPA certified products can be used by
government, the wider public sector and industry. See
website: https://www.ncsc.gov.uk/scheme/commercial-
product-assurance-cpa

“Cyber Essentials”

“Cyber Essentials Plus”

Cyber Essentials is the government backed, industry
supported scheme to help organisations protect
themselves against common cyber-attacks. Cyber
Essentials and Cyber Essentials Plus are levels within the
scheme.

There are a number of certification bodies that can be
approached for further advice on the scheme; the link
below points to one of these providers:
https://www.iasme.co.uk/apply-for-self-assessment/
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“Data”

“Data Controller”

“Data Processor”
“Personal Data”
“Sensitive Personal Data”

“Data Subject”, “Process” and “Processing”

shall have the meanings given to those terms by the
Data Protection Act 1998

"Department’s Data"

“Department’s Information”

is any data or information owned or retained in order to
meet departmental business objectives and tasks,
including:
(a) any data, text, drawings, diagrams, images or sounds
(together with any repository or database made up of
any of these components) which are embodied in any
electronic, magnetic, optical or tangible media, and
which are:
(i) supplied to the Contractor by or on behalf of the
Department; or
(ii) which the Contractor is required to generate,
process, store or transmit pursuant to this Contract;
or
(b) any Personal Data for which the Department is the
Data Controller;

llDfEM

“Department”

means the Department for Education

“Departmental Security Standards”

means the Department’s security policy or any
standards, procedures, process or specification for
security that the Contractor is required to deliver.

“Digital Marketplace / GCloud”

the Digital Marketplace is the online framework for
identifying and procuring cloud technology and people
for digital projects. Cloud services (e.g. web hosting or IT
health checks) are on the G-Cloud framework.

“FIPS 140-2"

this is the Federal Information Processing Standard
(FIPS) Publication 140-2, (FIPS PUB 140-2), entitled
‘Security Requirements for Cryptographic Modules’. This
document is the de facto security standard used for the
accreditation of cryptographic modules.

“Good Industry Practice”
“Industry Good Practice”

means the exercise of that degree of skill, care,
prudence, efficiency, foresight and timeliness as would
be expected from a leading company within the relevant
industry or business sector.
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“Good Industry Standard”
“Industry Good Standard”

means the implementation of products and solutions,
and the exercise of that degree of skill, care, prudence,
efficiency, foresight and timeliness as would be expected
from a leading company within the relevant industry or
business sector.

“Gsc” means the Government Security Classification Policy

“GSCP” which establishes the rules for classifying HMG
information. The policy is available at:
https://www.gov.uk/government/publications/governm
ent-security-classifications

“HMG” means Her Majesty’s Government

“ICT” means Information and Communications Technology

(ICT) is used as an extended synonym for information
technology (IT), used to describe the bringing together
of enabling technologies used to deliver the end-to-end
solution

“ISO/IEC 27001” “ISO 27001”

is the International Standard for Information Security
Management Systems Requirements

“ISO/IEC 27002” “ISO 27002”

is the International Standard describing the Code of
Practice for Information Security Controls.

“ISO 22301”

is the International Standard describing for Business
Continuity

“IT Security Health Check (ITSHC)”
“IT Health Check (ITHC)"
“Penetration Testing”

means an assessment to identify risks and vulnerabilities
in systems, applications and networks which may
compromise the confidentiality, integrity or availability
of information held on that IT system.

“Need-to-Know”

the Need-to-Know principle is employed within HMG to
limit the distribution of classified information to those
people with a clear ‘need to know’ in order to carry out
their duties.

“NCsC”

The National Cyber Security Centre (NCSC) formerly
CESG is the UK government’s National Technical
Authority for Information Assurance. The NCSC website
is https://www.ncsc.gov.uk
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“OFFICIAL”
“OFFICIAL-SENSITIVE”

the term ‘OFFICIAL’ is used to describe the baseline level
of ‘security classification’ described within the
Government Security Classification Policy (GSCP) which
details the level of protection to be afforded to
information by HMG, for all routine public sector
business, operations and services.

the ‘OFFICIAL-SENSITIVE’ caveat is used to identify a
limited subset of OFFICIAL information that could have
more damaging consequences (for individuals, an
organisation or government generally) if it were lost,
stolen or published in the media, as described in the
Government Security Classification Policy.

“Secure Sanitisation”

Secure sanitisation is the process of treating data held
on storage media to reduce the likelihood of retrieval
and reconstruction to an acceptable level. Some forms
of sanitisation will allow you to re-use the media, while
others are destructive in nature and render the media
unusable. Secure sanitisation was previously covered by
“Information Assurance Standard No. 5 - Secure
Sanitisation” (“I1S5”) issued by the former CESG.
Guidance can now be found at:
https://www.ncsc.gov.uk/guidance/secure-sanitisation-

storage-media

The disposal of physical documents and hardcopy
materials advice can be found at:
https://www.cpni.gov.uk/secure-destruction

“Security and Information Risk Advisor”
“CCP SIRA”

the Security and Information Risk Advisor (SIRA) is a role
defined under the NCSC Certified Professional (CCP)
Scheme. See also:

llSlRAII
https://www.ncsc.gov.uk/articles/about-certified-
professional-scheme

“SPF” This is the definitive HMG Security Policy which

“HMG Security Policy Framework”

describes the expectations of the Cabinet Secretary and
Government’s Official Committee on Security on how
HMG organisations and third parties handling HMG
information and other assets will apply protective
security to ensure HMG can function effectively,
efficiently and securely.
https://www.gov.uk/government/publications/security-

policy-framework

"Tailored Assurance”
[formerly called “CTAS”, or,

”CESG Tailored Assurance”]

is an ‘information assurance scheme’ which provides
assurance for a wide range of HMG, MOD, Critical
National Infrastructure (CNI) and public sector
customers procuring IT systems, products and services,
ranging from simple software components to national
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infrastructure networks.

https://www.ncsc.gov.uk/documents/ctas-principles-

and-methodology

12.1.

12.2.

12.3

The Contractor shall comply with Departmental Security Standards for Contractors
which include but are not constrained to the following clauses.

(Guidance: Providers on the HMG Digital Marketplace / GCloud or Public Service
Network (PSN) that have demonstrated compliance, as part of their scheme
application, to the relevant scheme’s security framework, such as the HMG Cloud
Security Principles for the HMG Digital Marketplace / GCloud, may on presentation
of suitable evidence of compliance be excused from compliance to similar clauses
within the DfE Security Clauses detailed in this section (Section 12).)

Where the Contractor will provide ICT products or services or otherwise handle
information at OFFICIAL on behalf of the Department, the requirements under
Cabinet Office Procurement Policy Note — Use of Cyber Essentials Scheme
certification - Action Note 09/14 25 May 2016, or any subsequent updated
document, are mandated; that “contractors supplying products or services to
HMG shall have achieved, and retain certification at the appropriate level, under
the HMG Cyber Essentials Scheme”. The certification scope must be relevant to
the services supplied to, or on behalf of, the Department.

(Guidance: Details of the acceptable forms of equivalence are stated at Section 9 of
Annex A of the Action Note 09/14 25 May 2016).

(Guidance: The Department’s expectation is that the certification scope will be
relevant to the services supplied to, or on behalf of, the Department. However,
where a contractor or (sub) contractor is able to evidence a valid exception or
certification to an equivalent recognised scheme or standard, such as ISO 27001,
then certification under the Cyber Essentials scheme could be waived and this
clause may be removed. Changes to the Cabinet Office Procurement Policy Note —
Use of Cyber Essentials Scheme certification - Action Note 09/14 25 May 2016 will
be tracked by the DfE)

(Guidance: The terms OFFICIAL and OFFICIAL-SENSITIVE are taken from the
Government Security Classification Policy (GSCP). The Department’s expectations
are that all contractors shall handle the Department’s information in a manner
compliant with the GSCP — see 12.4 below. Details of the GSCP can be found on the
GOV.UK website at: https.//www.gov.uk/qovernment/publications/qovernment-
security-classifications.)

The Contractor shall be able to demonstrate conformance to, and show evidence
of such conformance to the ISO/IEC 27001 (Information Security Management
Systems Requirements) standard, including the application of controls from
ISO/IEC 27002 (Code of Practice for Information Security Controls).

(Guidance: The Department’s expectation is that suppliers demonstrating conformance
to ISO/IEC 27001 will be able to provide the Department with copies of their Scope of
Conformance and Statement of Applicability.)
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12.4.

12.5.

12.6.

12.7.

12.8.

The Contractor shall follow the UK Government Security Classification
Policy (GSCP) in respect of any Departmental Data being handled in the course of
providing this service, and will handle this data in accordance with its security
classification. (In the event where the Contractor has an existing Protective
Marking Scheme then the Contractor may continue to use this but must map the
HMG security classifications against it to ensure the correct controls are applied
to the Departmental Data).

— (Guidance: The Department’s expectations are that all contractors shall handle the
Department’s information in a manner compliant with the GSCP. Details of the
GSCP can be found on the GOV.UK website at:
https://www.qgov.uk/qovernment/publications/qovernment-security-

classifications.)

—  (Guidance: Compliance with the GCSP removes the requirement for the department
to issue a Security Aspects Letter (SAL) to the contractor).

Departmental Data being handled in the course of providing an ICT
solution or service must be segregated from all other data on the Contractor’s or
sub-contractor’s own IT equipment to protect the Departmental Data and enable
the data to be identified and securely deleted when required. In the event that it
is not possible to segregate any Departmental Data then the Contractor and any
sub-contractor shall be required to ensure that it is stored in such a way that it is
possible to securely delete the data in line with Clause 12.14.

—  (Guidance: Advice on HMG secure sanitisation policy and approved methods are
described at https://www.ncsc.qgov.uk/quidance/secure-sanitisation-storage-media)

The Contractor shall have in place and maintain physical security, in line
with those outlined in ISO/IEC 27002 including, but not limited to, entry control
mechanisms (e.g. door access) to premises and sensitive areas

—  (Guidance: Where the contractor’s and sub-contractor services are wholly carried
out within Departmental premises and all access to buildings or ICT systems is
managed directly by the Department as part of the service, the Department shall be
responsible for meeting the requirements of this clause and it need not be included.)

The Contractor shall have in place and maintain an access control policy
and process for the logical access (e.g. identification and authentication) to ICT
systems to ensure only authorised personnel have access to Departmental Data.

—  (Guidance: Where the contractor’s and sub-contractor services are wholly carried
out within Departmental premises and all access to buildings or ICT systems is
managed directly by the Department as part of the service, the Department shall be
responsible for meeting the requirements of this clause and it need not be included.)

The Contractor shall have in place and shall maintain procedural,
personnel, physical and technical safeguards to protect Departmental Data,
including but not limited to: physical security controls; good industry standard
policies and process; anti-virus and firewalls; security updates and up-to-date
patching regimes for anti-virus solutions; operating systems, network devices,
and application software, user access controls and the creation and retention of
audit logs of system use.

—  (Guidance: Where the contractor’s and sub-contractor services are wholly carried
out using Departmental ICT resources or locations managed directly by the
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12.9.

12.10.

12.11.

12.12.

Department as part of the service, the Department shall be responsible for meeting
the requirements of this clause and it need not be included.)

Any data in transit using either physical or electronic transfer methods
across public space or cyberspace, including mail and couriers systems, or third
party provider networks must be protected via encryption which has been
certified to FIPS 140-2 standard or a similar method approved by the
Department prior to being used for the transfer of any Departmental Data.

—  (Guidance: The terms “public space” and “cyberspace” are used to describe the
internet and any commercially provided third party network used to transmit
Departmental information. Even where the contractor’s and sub-contractor services
are wholly carried out using Departmental ICT resources managed directly by the
Department as part of the service, if there is still the possibility of emails being sent
to external addresses, this clause should be included.)

Storage of Departmental Data on any portable devices or media shall be
limited to the absolute minimum required to deliver the stated business
requirement and shall be subject to Clause 12.11 and 12.12 below.

Any portable removable media (including but not constrained to pen
drives, flash drives, memory sticks, CDs, DVDs, or other devices) which handle,
store or process Departmental Data to deliver and support the service, shall be
under the control and configuration management of the contractor or (sub-
)Jcontractors providing the service, shall be both necessary to deliver the service
and shall be encrypted using a product which has been certified to FIPS140-2
standard or another encryption standard that is acceptable to the Department.

—  (Guidance: Where the use of removable media as described at Clause 12.10 above is
either prohibited or not required in order to deliver the service this clause shall be
revised as follows: - ‘The use of removable media in any form is not permitted’.)

All portable ICT devices, including but not limited to laptops, tablets,
smartphones or other devices, such as smart watches, which handle, store or
process Departmental Data to deliver and support the service, shall be under the
control and configuration management of the contractor or sub-contractors
providing the service, and shall be necessary to deliver the service. These devices
shall be full-disk encrypted using a product which has been certified to FIPS140-2
standard or another encryption standard that is acceptable to the Department.

—  (Guidance: Where there is no suitable FIPS140-2 encryption product available to
provide the necessary full-disk encryption, the Department shall agree a suitable
alternative product that meets ‘industry good practice’ in this area with the
contractor or sub-contractor. Where the contractor’s and sub-contractor services
are wholly carried out using Departmental ICT resources managed directly by the
Department as part of the service, the Department shall be responsible for meeting
the requirements of this clause and it need not be included.)
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12.13.

12.14.

12.15.

Whilst in the Contractor’s care all removable media and hardcopy paper
documents containing Departmental Data must be handled securely and secured
under lock and key when not in use and shall be securely destroyed when no
longer required, using either a cross-cut shredder or a professional secure
disposal organisation.

—  (Guidance: The term ‘lock and key’ is defined as: “securing information in a lockable
desk drawer, cupboard or filing cabinet which is under the user’s sole control and to
which they hold the keys”.)

—  (Guidance: Further advice on appropriate destruction and disposal methods for
physical and hardcopy documents can be found at:
https.//www.cpni.gov.uk/secure-destruction)

When necessary to hand carry removable media and/or hardcopy paper
documents containing Departmental Data, the media or documents being
carried shall be kept under cover and transported in such a way as to ensure that
no unauthorised person has either visual or physical access to the material being
carried. This clause shall apply equally regardless of whether the material is
being carried inside or outside of company premises.

—  (Guidance: The term ‘under cover’ means that the information is carried within an
opaque folder or envelope within official premises and buildings and within a closed
briefcase or other similar bag or container when travelling outside of official
premises or buildings).

At the end of the contract or in the event of equipment failure or
obsolescence, all Departmental information and data, in either hardcopy or
electronic format, that is physically held or logically stored on the Contractor’s
ICT infrastructure must be securely sanitised or destroyed and accounted for in
accordance with the current HMG policy using a NCSC approved product or
method. Where sanitisation or destruction is not possible for legal, regulatory or
technical reasons, such as a Storage Area Network (SAN) or shared backup tapes,
then the Contractor or sub-contractor shall protect the Department’s
information and data until the time, which may be long after the end of the
contract, when it can be securely cleansed or destroyed.

—  (Guidance: Where no departmental information or data shall be held by the
Contractor or sub-contractor, in either physical or logical form this clause may be
removed.)

—  (Guidance: Where there is no acceptable secure sanitisation method available for a
piece of equipment, or it is not possible to sanitise the equipment due to an
irrecoverable technical defect, the storage media involved shall be destroyed using
an HMG approved method described at https://www.ncsc.qov.uk/quidance/secure-
sanitisation-storage-media.)

—  (Guidance: Further advice on appropriate destruction and disposal methods for
physical and hardcopy documents can be found at:
https://www.cpni.qov.uk/secure-destruction )

—  (Guidance: The term ‘accounted for’ means that assets and documents retained,
disposed of or destroyed should be listed and provided to the department as proof
of compliance to this clause.)
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12.16.

12.17.

12.18.

12.19.

Access by Contractor or sub-contractor staff to Departmental Data shall
be confined to those individuals who have a “need-to-know” in order to carry
out their role; and have undergone mandatory pre-employment screening, to a
minimum of HMG Baseline Personnel Security Standard (BPSS); or hold an
appropriate National Security Vetting clearance as required by the Department.
All Contractor or sub-contractor staff must complete this process before access
to Departmental Data is permitted.

— (Guidance: Further details of the requirements for HMG BPSS clearance are
available on the website at:
https.//www.qgov.uk/qovernment/publications/qgovernment-baseline-personnel-
security-standard)

— (Guidance: Further details of the requirements for National Security Vetting, if
deemed necessary for this contract are available at:
https.//www.gov.uk/qovernment/publications/hmg-personnel-security-controls)

All Contractor or sub-contractor employees who handle Departmental
Data must have annual awareness training in protecting information.

The Contractor shall, as a minimum, have in place robust Business
Continuity arrangements and processes including IT disaster recovery plans and
procedures that conform to ISO 22301 to ensure that the delivery of the contract
is not adversely affected in the event of an incident. An incident shall be defined
as any situation that might, or could lead to, a disruption, loss, emergency or
crisis to the services delivered. If a ISO 22301 certificate is not available the
supplier will provide evidence of the effectiveness of their ISO 22301 conformant
Business Continuity arrangements and processes including IT disaster recovery
plans and procedures. This should include evidence that the Contractor has
tested or exercised these plans within the last 12 months and produced a
written report of the outcome, including required actions.

—  (Guidance: The business continuity and disaster recovery plans should be aligned
with industry good practice and it is the Department’s expectation that all vendors
providing services or infrastructure to the Department will have plans that are
aligned to the ISO 22301 standard in place. Further information on the
requirements of ISO 22301 may be found in the standard.)

Any suspected or actual breach of the confidentiality, integrity or
availability of Departmental Data being handled in the course of providing this
service, or any non-compliance with these Departmental Security Standards for
Contractors, or other Security Standards pertaining to the solution, shall be
investigated immediately and escalated to the Department by a method agreed
by both parties.

— (Guidance: The Department’s expectation is that any suspected or actual breach of
the confidentiality, integrity or availability of the Department’s Data, or non-
compliances, shall be reported as incidents through the Department’s nominated
system or service owner and investigated by the vendor with outcomes being
notified to the Department.)
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12.20.

12.21.

The Contractor shall ensure that any IT systems and hosting
environments that are used to handle, store or process Departmental Data shall
be subject to independent IT Health Checks (ITHC) using a NCSC approved ITHC
provider before go-live and periodically (at least annually) thereafter. The
findings of the ITHC relevant to the service being provided are to be shared with
the Department and all necessary remedial work carried out. In the event of
significant security issues being identified, a follow up remediation test may be
required.

— (Guidance: Further information on IT Health Checks and the NCSC CHECK Scheme
which enables penetration testing by NCSC approved companies can be found on
the NCSC website at: https.//www.ncsc.qov.uk/scheme/penetration-testing.)

The Contractor or sub-contractors providing the service will provide the
Department with full details of any storage of Departmental Data outside of the
UK or any future intention to host Departmental Data outside the UK or to
perform any form of ICT management, support or development function from
outside the UK. The Contractor or sub-contractor will not go ahead with any such
proposal without the prior written agreement from the Department.

— (Guidance: The offshoring of HMG information outside of the UK is subject to
approval by the Departmental SIRO.
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12.22.

12.23.

12.24.

The Department reserves the right to audit the Contractor or sub-
contractors providing the service within a mutually agreed timeframe but always
within seven days of notice of a request to audit being given. The audit shall
cover the overall scope of the service being supplied and the Contractor’s, and
any sub-contractors, compliance with the clauses contained in this Section.

The Contractor shall contractually enforce all these Departmental
Security Standards for Contractors onto any third-party suppliers, sub-
contractors or partners who could potentially access Departmental Data in the
course of providing this service.

The Contractor and sub-contractors shall undergo appropriate security
assurance activities as determined by the Department. Contractor and sub-
contractors shall support the provision of appropriate evidence of assurance and
the production of the necessary security documentation such as completing the
DfE Security Assurance Model (DSAM) process or the Business Service Assurance
Model (BSAM). This will include obtaining any necessary professional security
resources required to support the Contractor’s and sub-contractor’s security
assurance activities such as: a NCSC Certified Cyber Security Consultancy (CCSC)
or NCSC Certified Professional (CCP) Security and Information Risk Advisor (SIRA)

— (Guidance: It is Departmental policy that suppliers of business services shall provide
evidence of an acceptable level of security assurance concerning their organisation.
Further advice and guidance on the Department’s DSAM and BSAM processes can be
supplied on request. Information about the HMG Supplier Assurance Framework can
be found at: https.//www.gov.uk/qovernment/publications/qovernment-supplier-
assurance-framework

— (Guidance: Further information on the CCP and CCSC roles described above can be
found on the NCSC website at: https://www.ncsc.qov.uk/scheme/certified-
professional and https.//www.ncsc.qov.uk/scheme/certified-cyber-consultancy)
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12.25.

**% ICT-SPECIFIC CLAUSE ONLY ***

Where the Contractor is delivering an ICT solution to the Department
they shall design and deliver solutions and services that are compliant with the
HMG Security Policy Framework in conjunction with current NCSC Information
Assurance Guidance and Departmental Policy. The Contractor will provide the
Department with evidence of compliance for the solutions and services to be
delivered. The Department’s expectation is that the Contractor shall provide
written evidence of:

e Existing security assurance for the services to be delivered, such as: PSN
Compliance as a PSN Customer and/or as a PSN Service; NCSC (formerly
CESG) Tailored Assurance (CTAS); inclusion in the Common Criteria (CC) or
Commercial Product Assurance Schemes (CPA); ISO/IEC 27001 / 27002 or an
equivalent industry level certification. Documented evidence of any existing
security assurance or certification shall be required.

e Existing HMG security accreditations or assurance that are still valid
including: details of the body awarding the accreditation; the scope of the
accreditation; any caveats or restrictions to the accreditation; the date

awarded, plus a copy of the residual risk statement. Documented evidence of

any existing security accreditation shall be required.

e Documented progress in achieving any security assurance or accreditation
activities including whether documentation has been produced and
submitted. The Contractor shall provide details of who the awarding body or
organisation will be and date expected.

—  (Guidance: Where the contract does not involve the delivery of an ICT solution
dedicated to the Department security assurance will be achieved through the use of
the BSAM process (see 12.24) and this clause can be removed).
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