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Part A: Order Form

Buyers must use this template order form as the basis for all Call-Off Contracts and must refrain from
accepting a Supplier's prepopulated version unless it has been carefully checked against template
drafting.

Platform service 1D number JOERTRREIRZ10170
Call-Off Contract reference DDaT24182
Call-Off Contract title Training Platform

The provision of training platform for D&l

Call-Off Contract description training
Start date Monday 3™ June 2024
Expiry date Monday 2™ June 2025

The total value of this Call-Off Contract

Call-Off Contract value (excluding the optional Extension period
below) shall not exceed
excluding VAT

Charging method BACS

Purchase order number To Follow

This Order Form is issued under the G-Cloud 13 Framework Agreement (RM1557.13).
Buyers can use this Order Form to specify their G-Cloud service requirements when placing an Order.
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The Order Form cannot be used to alter existing terms or add any extra terms that materially change the
Services offered by the Supplier and defined in the Application.

There are terms in the Call-Off Contract that may be defined in the Order Form. These are identified in the
contract with sguare brackets.

UK SHARED BUSINESS SERVICES LIMITED,
Polaris House,

From the Buyer
Morth Star Ave,
SWINDOM,
United Kingdom,

SN2 1UH

To the Supplier .
Pluralsight LLC

42 Future Way Draper
Utah 84020

United States

Together the ‘Parties’

Principal contact details

For the Buyer:

Titl
MNa
Em



For the Supplier:

Titl
Mal

Em

Call-Off Contract term

Start date

This Call-Off Contract Starts on 03/06/2024 and is valid
for 12 months.

Ending
(termination)

The notice period for the Supplier needed for Ending
the Call-Off Contract is at least 90 Working Days from
the date of written notice for undisputed sums (as per
clause 18.6).

The notice period for the Buyer is a maximum of 30
days from the date of written notice for Ending without
cause (as per clause 18.1).

Extension period

This Call-Off Contract can be extended by the Buyer
for ene period of up to 12 months, by giving the
Supplier 30 days written notice before its expiry. The
extension period is subject to clauses 1.3 and 1.4 in
Part B below.




Buyer contractual details

This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of the
G-Cloud Services used by the Buyer may vary during this Call-Off Contract.

G-Cloud Lot This Call-Off Contract is for the provision of Services Under:

] Lot 2: Cloud software

G-Cloud Services required| The Services to be provided by the Supplier under the above Lot are
listed in Framework Schedule 4 and outlined below:

35 Pluralsight Skills — Enterprize Business licenses

Additional Services Mot Applicable
Location The Services will be delivered remotely to the: Buyer.
Quality Standards The guality standards required for this Call-Off Confract are as per the

Suppliers Service Definiion available at
hittps-ffwww_applytosupply digitalmarketplace_service. gov. ukfg-
cloudfservices/f06676638210170

Technical Standards: The technical standards used as a requirement for this Call-Off Contract
are as detailed in the Supplier's Service Definition available at
hittps-ffwww_applytosupply digitalmarketplace_service. gov.ukfg-
cloudfservices/f06676638210170

Service level agreement: The service level and availability criteria required for this Call-Off Contract
are detailed in the Supplier's Service Definition available at
hitps:ffwww.applytosupply digitalmarketplace service. gov.ukfg-
cloud/services/T0GETEE3IB210170




Onboarding The onboarding plan for this Call-Off Contract is in the Supplier's Service
Definition available at
hittps-ffwww_applytosupply digitalmarketplace_service.gov.ukfg-
cloudiservices/T066T76638210170

Offboarding The offboarding plan for this Call-Off Contract is in the Supplier's

Service Definition available at
hitps:fwww. applytosupply digitalmarketplace service.gov.uk/g-
cloud/services/TOBETEE38210170

Collaboration agreement

Mot Applicable

Limit on Parties' liability

Defaults by either party resulting in direct loss to the property
{including technical infrastructure, assets or equipment but excluding
any loss or damage to Buyer Data) of the other Party will not exceed
$17,465.00 or 125% of the Charges payable by the Buyer to the
Supplier during the Call-Off contract term.

The annual total liability of the Supplier for Buyer Data Defaults
resulting in direct loss, destruction, cormruption, degradation or
damage to any Buyer Data wil not exceed the greater of $17,465.00
{Estimated £14,525.00) or 125% of the Charges payable by the Buyer
to the Supplier during the Call-Off Contract Term (whichever is the
greater).

The annual total liability of the Supplier for all other Defaults will not
exceed the greater of 517 465.00 or 125% of the Charges payable by
the Buyer to the Supplier during the Call-Off Confract Term
{whichever is the greater).




Insurance

The Supplier insurance(s) required will be:

& a minimum insurance period of 2 years following the expiration or
Ending of this Call-Off Contract

# professional indemnity insurance cover to be held by the Supplier
and by any agent, Subcontractor or consultant involved in the
supply of the G-Cloud Services. This professional indemnity
insurance cover will have a minimum limit of indemnity of
£1,000,000 for each individual claim or any higher limit the Buyer
requires {and as required by Law)

« employers' liability insurance with a minimum limit of

£5.000,000 or any higher minimum limit required by Law

Buyer's responsibilities

[The Buyer is responsible for activities as detailed within the Digital
IMarketplace published, Pluralsight Terms and Conditions available at
hitps.//www.applytosupply digitalmarkeiplace. service. gov. uk/g-
cloud/services/706676E638210170

Buyer's equipment

Mot Applicable

Supplier's information

Subcontractors or
partrers — Mot
applicable

Sub-processors

The Supplier's list of Sub-processors is available at Supplier's website:
www . pluralsight.com/terms/sub-processors

Call-Off Contract charges and payment
The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full

breakdown.




Payment method

The payment method for this Call-Off Contract is BACS.

Paymenit profile

The payment profile for this Call-Off Contract is Annually up front.

Invoice details

The Supplier will issue electronic invoices Annually up front. The
Buyer will pay the Supplier within 30 days of receipt of a valid
undisputed invoice.

Who and where to
send invoices to

Invoice information
required

All invoices must include a valid purchase order number and
reference: DDaT24182




Invoice frequency

Invoice will be sent to the Buyer Annually.

Call-Off Contract
value

Call-Off Contract
charges

The breakdown of the Charges is outlined in schedule 1.

Additional Buyer terms

representations

Performance of the Mot Applicable

Service

Guarantee Mot Applicable

Warranties, Mo additional warranties or representation required.

Supplemental
requirements in
addition to the Call-
Off terms

The Supplier requires the Buyer to enter into a data transfer
agresment in the form of the European Commission's Standard
Conftractual Clauses (Controller to Processor) Module 1l and the
Information Commission Office’s (ICO) Intemational Data
Transfer Addendum to the ELJ Commission’s Standard
Conftractual Clauses (SCC) with it as set out in Schedule 7,
Addendum |.

Alternative clauses

Mot Applicable




Buyer specific Mot Applicable
amendments

to/refinements of
the Call-Off
Contract terms

Personal Data and Please refer to Annex 1
Data Subjects

Intellectual Property | Other than the limited right to access Supplier's platform durimg
the term of this Call-Off Contract, no Intellectual Property rights

of Supplier or any other party are granted to Buyer.

Social Value Please refer to our Social Value Statement in the supplier's
Service Description available at
hitps-i'www_applytosupply.digitalmarketplace _service.gov.uk/g-
cloud/services/7TOBETE638210170

1. Formation of contract

14 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off Contract
with the Buyer.

1.2 The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract termis and
by =signing below agree to be bound by this Call-Off Contract.

13 This Call-Off Contract will be formed when the Buyer acknowledges receipt of the signed copy of
the Order Form from the Supplier.

1.4 In cases of any ambiguity or conflict, the terms and conditions of the Call-Off Contract {Part B) and
Order Form (Part A) will supersede those of the Supplier Terms and Conditions as per the order of
precedence et out in clause 8.3 of the Framework Agreement.

2. Background to the agreement

21 The Supplier is a provider of G-Cloud Services and agreed to provide the Services under the terms
of Framework Agreement number RM1557.13.

Signed Supplier Buyer
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Name

Title

Signature

Date

| 30 May 2024

30 May 2024

2.2 The Buyer provided an Order Form for Services to the Supplier.

Customer Benefits
For each Call-Off Contract please complete a customer benefits record, by following this link:

G-Cloud 13 Customer Benefit Record




1.2

1.3

14

2.1

12

Part B: Terms and conditions

1. Call-Off Contract Start date and length
1.1 The Supplier must start providing the Services on the date spedified in the Order Form.

This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 36 months
from the Start date unless Ended earlier under clause 18 or extended by the Buyer under clause 1.3.

The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the period in the
Order Form, provided that this is within the maximum permitted under the Framework Agreement of 1
period of up to 12 months.

The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer reserves the
right in the Order Form to set the Term at more than 24 months.

2. Incorporation of terms

The following Framework Agreement clauses (including clauses and defined terms referenced by them)
as modified under clause 2.2 are incorporated as separate Call-Off Contract obligations and apply
between the Supplier and the Buyer:

2.3 (Warranties and representations)
4.1 to 4.6 (Liability)

410 to 4.11 (IR33)

10 {Force majeure)

5.3 (Continuing rights}

5.4 to 5.6 (Change of control)

5.7 (Fraud)

3.8 (Notice of fraud)

T (Transparency and Audit)

8.3 (Order of precedence)

11 (Relationship)

14 (Enfire agreement)

15 (Law and jurisdiction)

16 (Legislative change)

17 (Bribery and comuption)

18 (Freedom of Information Act)

19 (Promoting tax compliance)

20 (Official Secrets Act)

21 (Transfer and subcontracting)

23 (Complaints handling and resolution)
24 (Conflicts of interest and ethical walls)
25 (Publicity and branding)

26 (Equality and diversity)

28 (Data protection)

31 (Severability)

32 and 33 (Managing disputes and Mediation)



2.2
22
22

2.3

24

2.5

3.1

3.2

34 (Confidentiality)

35 (Waiver and cumulative remedies)

36 (Corporate Social Responsibility)

paragraphs 1 to 10 of the Framework Agreement Schedule 3

2.2 The Framework Agreement provisions in clause 2.1 will be modified as follows:

.1 a reference to the ‘Framework Agreement’ will be a reference to the "Call-Off Contract’

.2 a reference to "CCS" or to "CCS andlor the Buyer' will be a reference to ‘the Buyer

.3 a reference to the 'Parties’ and a ‘Party’ will be a reference to the Buyer and Supplier as Parties under
this Call-Off Contract

The Parties acknowledge that they are required to complete the applicable Annexes contained in
Schedule 7 (Processing Data) of the Framework Agreement for the purposes of this Call-Off Contract.
The applicable Annexes being reproduced at Schedule 7 of this Call-Off Confract.

The Framework Agreement incorporated clauses will be referred to as incorporated Framework clause
KX, where XX is the Framework Agreement clause number.

When an Order Form is signed, the terms and conditions agreed in it will be incorporated into this Call-
Off Contract.

3. Supply of services

The Supplier agrees to supply the G-Cloud Services and any Additional Services under the terms of the
Call-Off Confract and the Supplier's Application.

The Supplier undertakes that each G-Cloud Service will meet the Buyer's acceptance criteria, as defined
in the Order Form.

4. Supplier staff
4.1 The Supplier Staff must:

4.1.1 be appropriately experienced, qualified and trained to supply the Services
4.1.2 apply all due skill, care and diligence in faithfully performing those duties

4.1.3 obey all lawful instructions and reasonable directions of the Buyer and provide the Services fo the
reasonable satisfaction of the Buyer

4.1 .4 respond to any enquiries about the Services as soon as reasonably possible
13



42

4.3

44

4.3

46

4.7

48

511

512
513
514

6.1

6.2

14

4.1.5 complete any necessary Supplier Staff vetting as specified by the Buyer

The Supplier must retain overall control of the Supplier Staff so that they are not considered to be
employees, workers, agents or contractors of the Buyer.

The Supplier may substitute any Supplier Staff as long as they have the equivalent experience and
qualifications to the substituted staff member.

The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the Supplier's
engagement under the Call-Off Contract is Inside or Qutside IR35.

The Buyer may End this Call-Off Contract for Material Breach as per clause 18.5 hereunder if the
Supplier is delivering the Services Inside IR35.

The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before the Start date
or at any time during the provision of Services to provide a preliminary view of whether the Services are
being delivered Inside or Outzide IR35. If the Supplier has completed the Indicative Test, it must
download and provide a copy of the PDF with the 14digit ESI| reference number from the summary
outcome screen and promptly provide a copy to the Buyer.

If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35, the Supplier
must provide the Buyer with all relevant information needed to enable the Buyer to conduct its own IR35
Assessment.

If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the ESI
reference number and a copy of the PDF to the Supplier.

5. Due diligence

5.1 Both Parties agree that when entering into a Call-Off Contract they:

have made their own enguiries and are satisfied by the accuracy of any information supplied by the
other Party

are confident that they can fulfil their cbligations according to the Call-Off Contract terms
have raised all due diligence guestions before signing the Call-Off Contract
have entered into the Call-Off Contract relying on their own due diligence

6. Business continuity and disaster recovery

The Supplier will have a clear business continuity and disaster recovery plan in their Service
Descriptions.

The Supplier's business continuity and disaster recovery services are part of the Services and will be
performed by the Supplier when required.



6.3

7
7.2

7.3

T4

7.5

76

78

79

7.10

7

7

1

2

13

If requested by the Buyer prior to entering into this Call-Off Confract, the Supplier must ensure that its
business continuity and disaster recovery plan is consistent with the Buyer's own plans.

7. Payment, VAT and Call-Off Contract charges

The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier's delivery of the Services.

The Buyer will pay the Supplier within the number of days specified in the Order Form on receipt of a
valid invoice.

The Call-Off Confract Charges include all Charges for payment processing. All invoices submitted to the
Buyer for the Services will be exclusive of any Management Charge.

If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the Government
Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied for using the GPC
and must not recover this charge from the Buyer.

The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud Services
supplied. The Buyer may request the Supplier provides further documentation to substantiate the
invoice.

If the Supplier enters into a Subcontract it must ensure that a provision is included in each Subcontract
which specifies that payment must be made to the Subcontractor within 30 days of receipt of a valid
invoice.

7.7 All Charges payable by the Buyer to the Supplier will include VAT at the appropriate Rate.

The Supplier must add VAT to the Charges at the appropriate rate with visibility of the amount as a
separate line item.

The Supgplier will indemnify the Buyer on demand against any liability arising from the Suppliers failure
to account for or to pay any VAT on payments made to the Supplier under this Call-Off Contract. The
Supplier must pay all sums to the Buyer at least 5 Working Days before the date on which the tax or
other liability is payable by the Buyer.

The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is entitied to End
this Call-Off Contract under clause 18.6 for Buyer's failure to pay undisputed sums of money. Interest
will be payable by the Buyer on the late payment of any undizsputed sums of money properly invoices
under the Late Payment of Commercial Debts (Interest) Act 1995,

If there's an invoice dispute, the Buyer must pay the undisputed portion of the amount and return the
invoice within 10 Waorking Days of the invoice date. The Buyer will provide a covering statement with
proposed amendments and the reason for any non-payment. The Supplier must nofify the Buyer within
10 Working Days of receipt of the returned invoice if it accepts the amendments. If it does then the
Supplier must provide a replacement valid invoice with the response.

Due to the nature of G-Cloud Services it isn't possible in a static Order Form to exactly define the
consumption of services over the duration of the Call-Off Contract. The Supplier agrees that the Buyer's
volumes indicated in the Order Form are indicative only.



8. Recovery of sums due and right of set-off

8.1 If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off Contract
Charges.

9. Insurance
9.1 The Supplier will maintain the insurances required by the Buyer including those in this clause.

9.2 The Supplier will ensure that:

9.2 1 during this Call-Off Contract, Subcontractors hold third party public and products liability insurance of the:
same amounts that the Supplier would be legally liable to pay as damages, including the cdaimant’s
costs and expenses, for accidental death or bodily injury and loss of or damage to Property, to a
minimum of £1,000,000

9.2 2 the third-party public and products liability insurance contains an ‘indemnity to principals’ clause for the
Buyer's benefit

9.2.3 all agents and professional consultants involved in the Services hold professional indemnity insurance to
a minimum indemnity of £1,000,000 for each individual claim during the Call-Off Contract, and for 6
years after the End or Expiry Date

9.2 4 all agents and professional consultants involved in the Services hold employers liability insurance
(except where exempt under Law) to a minimum indemnity of £5,000,000 for each individual claim
during the Call-Off Contract, and for 6 years after the End or Expiry Date

9.3 [frequested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing
policies bought under the Framework Agreement.

94 If requested by the Buyer, the Supplier will provide the following to show compliance with this clause:
9.4.1 a broker's verification of insurance
9.4.2 receipts for the insurance premium
9.4.3 evidence of payment of the [atest premiums due

9.5 Insurance will not relieve the Supplier of any liabiliies under the Framework Agreement or this Call-Off
Contract and the Supplier will:

9.5.1 take all risk control measures using Good Industry Practice, including the investigation and reports of
claims to insurers

9.5.2 promptly notify the insurers in writing of any relevant material fact under any Insurances
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9.5.3 hold all insurance policies and require any broker amranging the insurance to hold any insurance slips
and other evidence of insurance

96 The Supplier will not do or omit to do anything, which would destroy or impair the legal validity of the
insurance.

9.7 The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies have been, or
are due to be, cancelled, suspended, Ended or not renewed.

9.8 The Supplier will be liable for the payment of any:

9.8.1 premiums, which it will pay promptly
9.8.2 excess or deductibles and will not be entitled to recover this from the Buyer

10. Confidentiality

10.1 The Supplier must during and after the Term keep the Buyer fully indemnified against all Losses,
damages, costs or expenses and other liabilities (including legal fees) arising from any breach of the
Supplier's obligations under incorporated Framework Agreement clause

34. The indemnity doesn't apply to the extent that the Supplier breach is due to a Buyer's instruction.

11. Intellectual Property Rights
11.1 Save for the licences expressly granted pursuant to Clauses 11.3 and 11.4, neither Party

shall acguire any right, title or interest in or to the Intellectual Property Rights ((IPR™s) (whether pre-existing or
created during the Call-Off Contract Term) of the other Party or its licensors unless stated otherwise in
the Crder Form.

11.2  Meither Party shall have any right to use any of the other Party's names, logos or trade marks on any
of its products or services without the other Party's prior written consent.

11.3 The Buyer grants to the Supplier a royalty-free, non-exclusive, non-transferable licence during the Call-
Off Contract Term to use the Buyer's or its relevant licensor's Buyer Data and related IPR solely to the
extent necessary for providing the Services in accordance with this Contract, including the right to grant
sub-licences to Subcontractors provided that:

11.3.1 any relevant Subcontractor has entered into a confidentiality undertaking with the Supplier on
substantially the same terms as set out in Framework Agreement clause 34 (Confidentiality); and

11.3.2 the Supplier shall not and shall procure that any relevant Sub-Contractor shall not, without the Buyer's
written consent, use the licensed materials for any other purpose or for the benefit of any person other
than the Buyer.

11.4 The Supplier grants to the Buyer the licence taken from its Supplier Terms which licence  shall, as a
minimum, grant the Buyer a non-exclusive, non-transferable licence during the Call-Off Contract Term to
use the Supplier's or its relevant licensors IPR solely to the extent necessary o access and use the
Services in accordance with this Call-Off Contract.

11.5 Subject to the limitation in Clause 24.3, the Buyer shall:
17



11.5.1 defend the Supplier, its Affiliates and licensors from and against any third-party claim:
{a) alleging that any use of the Services by or on behalf of the Buyer andfor Buyer Users is in breach of

applicable Law;
{b) alleging that the Buyer Data violates, infringes or misappropriates any rights of a third party;
{c) arising from the Supplier's use of the Buyer Data in accordance with this Call-Off Contract, and

11.5.2 in addition to defending in accordance with Clause 11.5.1, the Buyer will pay the amount of Losses
awarded in fimnal judgment against the Supplier or the amount of any settlement agreed by the Buyer,
provided that the Buyer's obligations under this Clause 11.5 shall not apply where and to the extent
such Losses or third-party claim is caused by the Supplier's breach of this Contract.

11.6 The Supplier will, cn written demand, fully indemnify the Buyer for all Losses which it may incur at any
time from any claim of infringement or alleged infringement of a third party’s IPRs because of the:

11.61 rights granted to the Buyer under this Call-Off Contract
11.6.2 Supplier's performance of the Services
11.6.3 use by the Buyer of the Services

11.7 If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the Buyer in writing
and must at its own expense after written approval from the Buyer, either:

11.71 miodify the relevant part of the Services without reducing its functicnality or performance

11.7.2 substitute Services of equivalent functionality and performance, to avoid the infringement or the
alleged infringement, as long as there is no additional cost or burden to the Buyer

11.7.3 buy a licence to use and supply the Services which are the subject of the alleged infringement, on
terms acceptable to the Buyer

11.8 Clause 11.6 will not apply if the IPR Claim is from:

11.81 the use of data supplied by the Buyer which the Supplier isn't required to verify under this Call-Off
Contract

11.8.2 other material provided by the Buyer necessary for the Services

11.9 If the Supplier does not comply with this clause 11, the Buyer may End this Call-Off Contract for Material
Breach. The Supplier will, on demand, refund the Buyer all the money paid for the affected Services.

12. Protection of information
12.1 The Supplier must:
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12.1.1 comply with the Buyer's written instructions and this Call-Off Contract when Processing Buyer Personal
Data

12.1.2 only Process the Buyer Personal Data as necessary for the provision of the G-Cloud Services or as
required by Law or any Regulatory Body

12.1.3 take reasonable steps to ensure that any Supplier Staff who have access to Buyer Personal Data act in
compliance with Supplier's security processes

12.2 The Supplier must fully assist with any complaint or request for Buyer Personal Data including by
12.2.1 providing the Buyer with full details of the complaint or request

12.2 2 complying with a data access request within the timescales in the Data Protection Legislation and
following the Buyer's instructions

12.2_3 providing the Buyer with any Buyer Personal Data it holds about a Data Subject  (within the
timescales required by the Buyer)

12.2 4 providing the Buyer with any information requested by the Data Subject

12.3 The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data to any other
person (including any Subcontractors) for the provision of the G-Cloud Services.

13. Buyer data
13.1 The Supplier must not remove any proprietary notices in the Buyer Data.

13.2 The Supplier will not store or use Buyer Data except if necessary to fulfil its obligations.
13.3 If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as requested.

13.4 The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure system that
complies with the Suppliers and Buyer's security policies and all Buyer requirements in the Order Form.

13.5 The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its
corruption and loss.

13.6 The Supplier will ensure that any Supplier system which holds any protectively marked Buyer Data or
other government data will comply with:

13.6.1 the principles in the Security Policy Framework:
hitps:/fwww.gov.uk'government/publications/security-policy-framework and the Government Security -
Classification policy: hitps:/www.gov. uk/government/publications/government-security-
classifications
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13.6.2 guidance issued by the Centre for Protection of Mational Infrastructure on Risk Management:
hitps:/iwww. npsa.gov.ukicontent/adopt-risk-managemeni-approach and Protection of Sensitive
Information and Assets: https:/fwww.npsa.gov.uk/sensitive-information-assets

13.6.3 the National Cyber Security Centre's (NCSC) information risk management guidance:
hitps./iwww.ncsc.gov. ukicollection/risk-management-collection

13.6.4 government best practice in the design and implementation of system components, including network
principles, security design principles for digital services and the secure email blueprint:
hittps:iwenw. gov.uk/governmentipublicationsftechnologycode-of-practice/technology -code-of-practice

13.6.5 the security requirements of cloud services using the NCSC Cloud Security Principles and
accompanying guidance:
hitps:/fwww.ncsc.gov. ukiguidance/implementing-cloud-security-principles

13.6.6 Buyer requirements in respect of Al ethical standards.
13.7 The Buyer will specify any securty requirements for this project in the Order Form.

13.8 Ifthe Supplier suspects that the Buyer Data has or may become commupted, lost, breached or
significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately and
will {at its own cost if cormuption, loss, breach or degradation of the Buyer Data was caused by the action
or omission of the Supplier) comply with any remedial action reasonably proposed by the Buyer.

13.9 The Supplier agrees to use the appropriate organisational, operational and technological processes to
keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.

13.10 The provisions of this clause 13 will apply during the term of this Call-Off Contract and for as long as the
Supplier holds the Buyer's Data.

14. Standards and quality
14.1 The Supplier will comply with any standards in this Call-Off Contract, the Order Form and the
Framework Agreement.

14.2 The Supplier will deliver the Services in a way that enables the Buyer to comply with its obligations
under the Technology Code of Practice, which is at:
hitps:/iwww.gov.uk/government/publicationsftechnologycode-of-practice/technology -code-of-practice

14.3 If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud Services comiply
with the requirements in the PSN Code of Practice.

14.4 If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the services have
the relevant PSN compliance certification.

14.5 The Supplier must immediately disconnect its G-Cloud Services from the PSMN if the PSN



Authority considers there is a risk to the PSN's security and the Supplier agrees that the Buyer and the PSN
Authority will not be liable for any actions, damages, costs, and any other Supplier liabilities which may
arise.

15. Open source

15.1 All software created for the Buyer must be suitable for publication as open source, unless otherwise
agreed by the Buyer.

15.2 If software needs to be converted before publication as open source, the Supplier must also provide the
converted format unless otherwise agreed by the Buyer.

16. Security

16.1 If requested to do so by the Buyer, before entering into this Call-Off Contract the Supplier will, within 15
Working Days of the date of this Call-Off Contract, develop {and obtain the

Buyer's written approval of) a Security Management Plan and an Information Security

Management System. After Buyer approval the Security Management Plan and Information Security
Management System will apply during the Term of this Call-Off Contract. Both plans will comply with the
Buyer's security policy and protect all aspects and processes associated with the delivery of the
Senvices.

16.2 The Supplier will use all reasonable endeavours, software and the most up-to-date antivirus definitions
available from an industry-accepted antivirus software seller to minimise the impact of Malicious
Software.

16.3 If Malicious Software causes loss of operational efficiency or loss or corruption of Service Data, the
Supplier will help the Buyer to mitigate any losses and restore the Services to operating efficiency as
s00nN as possible.

16.4 Responsibility for costs will be at the:

16.4.1 Supplier's expense if the Malicious Sofiware originates from the Supplier software or the Service Data
while the Service Data was under the control of the Supplier, unless the Supplier can demonstrate that it
was already present, not quarantined or identified by the Buyer when provided

16.4_2 Buyer's expense if the Malicious Software originates from the Buyer software or the Service Data, while
the Service Data was under the Buyer's control

16.5 The Supplier will immediately notify the Buyer of any breach of security of Buyer's Confidential
Information. Where the breach occurred because of a Supplier Default, the Supplier will recover the
Buyer's Confidential Information however it may be recorded.

16.6 Any systemn development by the Supplier should also comply with the government's 10 Steps to Cyber
Security’ guidance:
hitps:/fwww.ncsc.gov. ukiguidances 10-steps-cyber-security
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16.7 If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials certificate, the
Supplier must provide the Buyer with a valid Cyber Essentials certificate {or equivalent) required for the
Senvices before the Start date.

17. Guarantee

17.1 Ifthis Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the Buyer, the
Supplier must give the Buyer on or before the Start date:

17.1.1 an executed Guarantee in the form at Schedule 5

17.1.2 a certified copy of the passed resolution or board minutes of the guarantor approving the execution of
the Guarantee

18. Ending the Call-Off Contract

18.1 The Buyer can End this Call-Off Contract at any time by giving 30 days” written notice to the
Supplier, unless & shorter pericd is specified in the Order Form. The Supplier's obligation to provide the

Semvices will end on the date in the notice.

18.2 The Parties agree that the:

18.2.1 Buyer's right to End the Call-Off Contract under clause 18.1 is reasonable considering the type of cloud
Service being provided

18.2_ 2 Call-Off Contract Charges paid during the notice period are reasonable compensation and cover all the
Supplier's avoidable costs or Losses

18.3 Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1, it will
indemnify the Supplier against any commitments, liabilities or expenditure which result in any
unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate the
Loss. If the Supplier has insurance, the Supplier will reduce its unavoidable costs by any insurance
sums available. The Supplier will submit a fully itemised and costed list of the unavoidable Loss with

supporting evidence.

18.4 The Buyer will have the right to End this Call-Off Contract at any time with immediate effect by written
notice to the Supplier if either the Supplier commits:

18.4.1 a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of the Buyer, be
remedied

18.4.2 any fraud

18.5 A Party can End this Call-Off Confract at any time with immediate effect by written notice if:



18.5.1 the other Party commits a Material Breach of any term of this Call-Off Contract (other than failure to pay
anmy amounts due) and, if that breach is remediable, fails to remedy it within 15 Working Days of being
notified in writing to do so

18.5.2 an Insolvency Event of the other Party happens
18.5.3 the other Party ceases or threatens to cease to camy on the whole or any material part of its business

18.6 If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier must notify the
Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn't pay within 5 Working Days, the
Supplier may End this Call-Off Contract by giving the length of notice in the Order Form.

18.7 A Party who isnt relying on a Force Majeure event will have the right to End this Call-Off Contract if
clause 23.1 applies.

19. Consequences of suspension, ending and expiry

19.1 If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off Contract or any
part of it.

19.2 Ewven if a notice has been served to End this Call-Off Contract or any part of it, the Supplier must
continue to provide the ordered G-Cloud Services until the dates set out in the notice.

19.3 The rights and obligations of the Parties will cease on the Expiry Date or End Date whichever applies) of
this Call-Off Contract, except those continuing provisions described in clause 19.4.

19.4 Ending or expiry of this Call-Off Contract will not affect:
19.4.1 any rights, remedies or obligations accrued before its Ending or expiration
19.4_2 the right of either Party to recover any amount outstanding at the time of Ending or expiry

19.4_3 the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses
. T (Payment, VAT and Call-Off Contract charges)

] 8 (Recovery of sums due and right of set-off)

] 9 {Insurance)

. 10 {Confidentiality)

. 11 (Intellectual property rights)

] 12 {Protection of information)

] 13 (Buyer data)

. 18 (Consequences of suspension, ending and expiry)

] 24 (Liability); and incorporated Framework Agreement clauses: 4.1 to 4.6, (Liability).
24 (Conflicts of interest and ethical walls), 35 (Waiver and cumulative remedies)

19.4 4 any other provision of the Framework Agreement or this Call-Off Contract which expressly or by
implication is in force even if it Ends or expires.
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18.5 At the end of the Call-Off Contract Term, the Supplier must promptly:

19.5.1 return all Buyer Data including all copies of Buyer software, code and any other software licensed
by the Buyer to the Supplier under it

19.5.2 retum any materials created by the Supplier under this Call-Off Contract if the IPRs are owned by
the Buyer

19.5.3 stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with a complete and
uncorrupted version in electronic form in the formats and on media agreed with the Buyer

19.54 destroy all copies of the Buyer Data when they receive the Buyer's written instructions to do so or
12 calendar months after the End or Expiry Date, and provide written confirmation to the Buyer that the
data has been securely destroyed, except if the retention of Buyer Data is required by Law

19.5.5 work with the Buyer on any ongoing work

19.5.6 retum any sums prepaid for Services which have not been delivered to the Buyer, within 10
Waorking Days of the End or Expiry Date

19.6 Each Party will return all of the other Party’s Confidential Information and confirm this has been done,
unless there is a legal requirement to keep it or this Call-Off Conftract states otherwise.

18.7 All licences, leases and authorisations granted by the Buyer to the Supplier will cease at the end of the
Call-Off Contract Term without the need for the Buyer to serve notice except if this Call-Off Contract
states otherwise.

20. Notices

20.1 Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being 'in
writing'.

] Manner of delivery: email

Deemed time of delivery: Sam on the first Working Day after sending

. Proof of service: Sent in an emailed letter in PDF format to the correct email address without any error
message

20.2 This clause does not apply to any legal action or other method of dispute resolution which should be
sent to the addresses in the Order Form (other than a dispute notice under this Call-Off Contract).

21. Exit plan

21.1 The Supplier must provide an exit plan in its Application which ensures continuity of service and the:
Supplier will follow it.
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21.2 When requested, the Supplier will help the Buyer to migrate the Services to a replacement supplier in
line with the exit plan. This will be at the Supplier's own expense if the Call-Off Contract Ended before
the Expiry Date due to Supplier cause.

21.3 Ifthe Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term beyond 36
mionths the Supplier must provide the Buyer with an additional exit plan for approval by the Buyer at
least 8 weeks before the 30 month anniversary of the Start date.

21.4 The Supplier must ensure that the additional exit plan clearly sets out the Supplier's methodology for
achieving an orderly transition of the Services from the Supplier to the Buyer or its replacement Supplier
at the expiry of the proposed extension perod or if the contract Ends during that period.

21.5 Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with the Buyer
to ensure that the additional exit plan is aligned with the Buyer's own exit plan and strategy.

21.6 The Supplier acknowledges that the Buyer's right to take the Term beyond 36 months is subject to the
Buyer's own governance process. Where the Buyer is a central government department, this includes
the need to obtain approval from GDS under the Spend Controls process. The approval to extend will
only be given if the Buyer can clearly demonsirate that the Supplier's additional exit plan ensures that:

21.6.1 the Buyer will be able to transfer the Services to a replacement supplier before the expiry or Ending of
the period on terms that are commercially reasonable and accepiable to the Buyer

21.6.2 there will be no adverse impact on service continuity
21.6.3 there is no vendor lock-in to the Supplier's Service at exit
21.6.4 it enables the Buyer to meet its obligations under the Technology Code of Practice

21.7 If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with its obligations
in the additional exit plan.

21.8 The additional exit plan must set out full details of timescales, activities and roles and responsibilities of
the Parties for:

21.8.1 the transfer to the Buyer of any technical information, instructioms, manuals and code reasonably
required by the Buyer to enable a smooth migration from the Supplier

21.8.2 the strategy for exportation and migration of Buyer Data from the Supplier system to the Buyer or a
replacement supplier, including conversion to open standards or other standards reguired by the Buyer

21.8.3 the transfer of Project Specdific IPR items and other Buyer customisations, configurations and
databases to the Buyer or a replacement supplier

21.8.4 the testing and assurance strategy for exported Buyer Data
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21.8.5 if relevant, TUPE-related activity to comply with the TUPE regulaticns

21.8.6 any other activities and information which is reasonably required to ensure continuity of Service during
the exit period and an orderdy transition

22. Handover to replacement supplier
221 Atleast 10 Working Days before the Expiry Date or End Date, the Supplier must provide any:

22.1.1 data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information in the Supplier's
possession, power or control

22.1.2 other information reasonably requested by the Buyer

22.2 On reazonable notice at any point during the Term, the Supplier will provide any information and data
about the G-Cloud Services reasonably requested by the Buyer (including information on volumes,
usage, technical aspects, service performance and staffing). This will help the Buyer understand how
the Services have been provided and to run a fair competition for a new supplier.

22.3 This information must be accurate and complete in all material respects and the level of detail must be
sufficient to reasonably enable a third party to prepare an informed offer for replacement services and
not be unfairly disadvantaged compared to the Supplier in the buying process.

23. Force majeure

23.1 If a Force Majeure event prevents a Party from performing its obligations under this Call-Off Confract for
miore than 30 consecutive days, the other Party may End this Call-Off Contract with immediate effect by
written notice.

24, Liability

241 Subject to incorporated Framework Agreement clauses 4.1 to 4.6, each Party's Yearly total liability for
Defaults under or in connection with this Call-Off Conftract shall not exceed the greater of five hundred
thousand pounds (£500,000) or one hundred and twenty-five per cent (125%) of the Charges paid
and/or committed to be paid in that Year (or such greater sum (if any) as may be specified in the Order
Form).

24 2 Notwithstanding Clause 241 but subject to Framework Agreement clauses 4.1 to 4.6, the:
Suppliers liability:

24.2 1 pursuant to the indemnities in Clauses 7, 10, 11 and 29 shall be unlimited; and

242 2 in respect of Losses arising from breach of the Data Protection Legislation shall be as set out in
Framework Agreement clause 28.

243 Notwithstanding Clause 241 but subject to Framework Agreement clauses 4.1 to 4.6, the:
Buyer’s liability pursuant to Clause 11.5.2 shall in no event exceed in aggregate five million pounds
(£5,000,000).
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24 4 When calculating the Supplier's liability under Clause 24.1 any items specified in Clause
24.2 will not be taken into consideration.

25. Premises

25.1 If either Party uses the other Party's premises, that Party is liable for all loss or damage it causes to the
premises. It is responsible for repairing amy damage to the premises or any objects on the premises,
other than fair wear and tear.

25.2 The Supplier will use the Buyer's premises solely for the performance of its obligations under this Call-
Off Contract.

253 The Supplier will vacate the Buyer's premises when the Call-Off Contract Ends or expires.
254 This clause does not create a tenancy or exclusive right of occupation.
25.5 While on the Buyer's premises, the Supplier will:

23.5.1 comply with any security requirements at the premises and not do anything to weaken the security of
the premises

25.5.2 comply with Buyer requirements for the conduct of personnel
25.5.3 comply with any health and safety measures implemented by the Buyer

25.5.4 immediately notify the Buyer of any incident on the premises that causes any damage to Property
which could cause personal injury

2536 The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety
at Work etc Act 1974) is made available to the Buyer on request.

26. Equipment
26.1 The Supplier is responsible for providing any Equipment which the Supplier requires to provide the
Semvices.

26.2 Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer will have no
liability for any loss of, or damage to, any Equipment.

26.3 When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and any other
materials leaving the premises in a safe and clean condition.



27. The Contracts (Rights of Third Parties) Act 1999

27.1 Except as specified in clause 29.8, a person who isn't Party to this Call-Off Contract has no right under
the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This does not affect any right
or remedy of any person which exists or is available otherwise.

28. Environmental requirements

28.1 The Buyer will provide a copy of its environmental policy to the Supplier on request, which the Supplier
will comply with.

28.2 The Supplier must provide reasonable support to enable Buyers to work in an environmentally friendly
way, for example by helping them recycle or lower their carbon footprint.

29. The Employment Regulations (TUPE)

29.1 The Supplier agrees that if the Employment Regulations apply to this Call-Off Contract on the Start date
then it must comply with its obligations under the Employment Regulations and (if applicable) Mew Fair
Deal {including entering into an Admission Agreement) and will indemnify the Buyer or any Former
Supplier for any loss arising from any failure to comply.

282 Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to

End it, and within 28 days of the Buyer's request, the Supplier will fully and accurately discloge to the Buyer all
staff information including, but not limited to, the total number of staff assigned for the purposes of TUPE
to the Services. For each person identified the Supplier must provide details of:

29.2 .1 the activities they perform
2022 age
29.2.3 start date
29.2 4 place of work
28.2.5 notice period
29.2 6 redundancy payment entitlement
292 7 salary, benefits and pension entitements
29.2.8 employment status
29.2 9 identity of employer
282 10 working armangements
29. 21 outstanding labilities
282 12 sickness absence
289.2 13 copies of all relevant employment contracts and related documents
29.2.14 all information reqguired under regulation 11 of TUPE or as reasonably requested by the Buyer

The Supplier warrants the accuracy of the information provided under this TUPE clause and will notify the
Buyer of any changes to the amended information as soon as reasonably possible. The Supplier will
permit the Buyer to use and disclose the information to any prospective Replacement Supplier.

293 Inthe 12 months before the expiry of this Call-Off Contract, the Supplier will not change the identity and
number of staff assigned to the Services (unless reasonably requested by the Buyer) or their terms and
conditions, other than in the ordinary course of business.
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29.4 The Supplier will co-operate with the re-tendering of this Call-Off Contract by allowing the Replacement
Supplier to communicate with and meet the affected employees or their representatives.

29.5 The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from both:

2051 its failure to comply with the provisions of
this clause
2952 any claim by any employee or person

claiming to be an employee (or their employee representative) of the Supplier which arises or is alleged
to arise from any act or omission by the Supplier on or before the date of the Relevant Transfer

29.6 The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely after it Ends
Or expires.

20.7 For these TUPE dauses, the relevant third party will be able to enforce its rights under this clause but
their consent will not be required to vary these clauses as the Buyer and Supplier may agree.

30. Additional G-Cloud services

30.1 The Buyer may require the Supplier to provide Additional Services. The Buyer doesn't have to buy any
Additional Services from the Supplier and can buy services that are the same as or similar to the
Additional Services from any third party.

30.2 If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide and monitor
performance of the Additional Services using an Implementation Plan.

31. Collaboration
31.1 If the Buyer has specified in the Order Form that it requires the Supplier to enter into a Collaboration

Agreement, the Supplier must give the Buyer an executed Collaboration Agreement before the Start
date.
31.2 In addition to any obligations under the Collaboration Agreement, the Supplier must:

31.2.1 work proactively and in good faith with each of the Buyer's contractors

31.2.2 co-operate and share information with the Buyer's contractors to enable the efficient operation of the
Buyer's ICT services and G-Cloud Services

32. Variation process

32.1 The Buyer can request in writing a change to this Call-Off Contract if it isn't a material change to the
Framework Agreement/or this Call-Off Conftract. Once implemented. it is called a Variation.
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32.3

331

The Supplier must notify the Buyer immediately in writing of any proposed changes to their G-Cloud
Services or their delivery by submitiing a Variation request. This includes any changes in the Supplier's
supply chain.

If Either Party can't agree to or provide the Variation, the Buyer may agree to continue performing its
obligations under this Call-Off Contract without the Variation, or End this Call-Off Contract by giving 30
days notice to the Supplier.

33. Data Protection Legislation (GDPR)

Pursuant to clause 2.1 and for the avoidance of doubt, dause 28 of the Framework Agreement is
incorporated into this Call-Off Contract. For reference, the appropriate UK GDPR templates which are
required to be completed in accordance with clause 28 are

reproduced in this Call-Off Contract document at Schedule 7.



Schedule 1: Services

The Services to be provided by the Supplier under the above Lot are listed in Framework Schedule 4
and outlined below:







Schedule 2. Call-Off Contract charges

For each individual Service, the applicable Call-Off Contract Charges {in accordance with the
Supplier's Platform pricing document) can't be amended during the term of the Call-Off Contract. The detailed
Charges breakdown for the provision of Services during the Term will include:

Please refer to cost proposal as outlined in Schedule 1
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Schedule 3: Collaboration agreement

Mot Applicable



Collaboration Agreement Schedule 2

Mot Applicable



Schedule 4: Alternative clauses

Mot Applicable



ar

Schedule 5: Guarantee
Mot Applicable



Schedule 6: Glossary and interpretations
In this Call-Off Conftract the following expressions mean:

Expression

Meaning

Additional Services

Any services ancillary to the G-Cloud Services that are in the
scope of Framework Agreement Clause 2 (Services) which a
Buyer may request.

Admission The agreement to be entered into to enable the Supplier to
Agreement participate in the relevant Civil Service pension scheme(s).
Application The response submitted by the Supplier to the Invitation to
Tender (known as the Invitation to Apply on the Platform).
Audit An audit cammied out under the incorporated Framework

Agreement clauses.

Background IPRs

For each Party, IPRs:

. owned by that Parly before the date of this Call-Off
Contract

(as may be enhanced and/or modified but not as a
consequence of the Services) including IPRs contained in any
of the Party's Know-How, documentation and processes

. created by the Party independently of this Call-Off
Contract, or

For the Buyer, Crown Copyright which isn't available to the
Supplier otherwise than under thiz Call-Off Contract, but
excluding IPRs owned by that Party in Buyer software or
Supplier software.




Buyer

The contracting authority ordering services as sef out in the
Order Form.

Buyer Data

All data supplied by the Buyer to the Supplier including
Personal Data and Service Data that is owned and managed
by the Buyer.

Buyer Personal Data

The Personal Data supplied by the Buyer to the Supplier for
purposes of, or in connection with, this Call-Off Contract.

Buyer Representative

The representative appointed by the Buyer under this Call-
Off Contract.

Buyer Software

Software owned by or licensed to the Buyer (other than under
this Agreement), which is or will be used by the Supplier to
provide the Services.

Call-Off Contract

This call-off contract entered into following the provisions of
the

Framework Agreement for the provision of Services made
between the Buyer and the Supplier comprising the Order
Form, the Call-Off terms and conditions, the Call-Off
schedules and the Collaboration Agreement.
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Charges

The prices (excluding any applicable VAT), payable to the
Supplier by the Buyer under this Call-Off Confract.

Collaboration
Agresment

An agreement, substantially in the form set out at Schedule 3,
between the Buyer and any combination of the Supplier and
contractors, to ensure collaborative working in their delivery of
the Buyer's Services and to ensure that the Buyer receives
end-to-end services across its IT estate.

Commercially
Sensitive Information

Informaticn, which the Buyer has been notified about by the
Supplier in writing before the Start date with full details of why
the Information is deemed to be commercially sensitive.

Confidential
Information

Data, Personal Data and any information, which may include
{but izn't limited to) any:
=« information about business, affairs, developments,
frade secrets, know-how, personnel, and thind parties,
including all Intellectual Property Rights (IPRs),
together with all information derived from any of the
above

« other information clearly designated as being
confidential or which ought reasonably be considered
to be confidential (whether or not it is marked
‘confidential’).

Control

‘Control’ as defined in section 1124 and 450 of the Corporation
Tax Act 2010. 'Controlg’ and "Controlled” will be interpreted
accordingly.




Controller Takes the meaning given in the UK GDPR.

Crown The government of the United Kingdom (including the
Morthern Ireland Assembly and Executive Committee, the
Scottish Executive and the National Assembly for Wales),
including, but not limited to, government ministers and
govermment departments and particular bodies, persons,
COMMigsions or agencies carrying out functions on its behalf.

Data Loss Event Ewvent that results, or may result, in unauthorised access to
Personal Data held by the Processor under this Call-Off
Contract and/or actual or potential loss andfor destruction of
Personal Data in breach of this Agreement, including any
Personal Data Breach.

Data Protection Impact | An assessment by the Controller of the impact of the
Assessment (DPIA) envisaged Processing on the protection of Personal Data.

Data Protection (i) the UK GDPR as amended from time to time; (i) the DPA
Legislation (DPL) 2018 to

the extent that it relates to Processing of Personal Data
and privacy; (iii) all applicable Law about the
Processing of Personal Data and privacy.

Data Subject Takes the meaning given in the UK GDPR
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Default

Default is any:
« breach of the obligations of the Supplier (including any
fundamental breach or breach of a fundamental term)
= other default, negligence or negligent statement of the
Supplier, of its Subcontractors or any Supplier Staff
{whether by act or omission), in connection with or in
redation to this Call-Off Contract

Unless otherwise specified in the Framework Agreement the
Supplier is liable to CCS for a Default of the Framework
Agreement and in relation to a Default of the Call-Off Conftract,
the Supplier is liable to the Buyer.

DPA 2018 Data Protection Act 2018.

Employment The Transfer of Undertakings (Protection of Employment)
Regulations Regulations 2006 (51 2006/248) { TUPE")

End Means to terminate; and Ended and Ending are construed

accordingly.

Environmental
Information
Regulations or EIR

The Environmental Information Regulations 2004 together with
any guidance or codes of practice issued by the Information
Commissioner or relevant government department about the
regulations.

Equipment

The Supplier's hardware, computer and telecoms devices,
plant, materials and such other items supplied and used by the
Supplier (but not hired, leased or loaned from CCS or the
Buyer) in the performance of its obligations under this Call-Off
Contract.
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ESl Reference Number

The 14 digit ESI reference number from the summary of the
outcome screen of the ES| tool.

Employment Status
Indicator test tool or
ESl tool

The HMRC Employment Status Indicator test tool. The most
up-todate version must be used. At the time of drafting the tool
may be found here:
hittps:fwww.gov.uk/guidance/check-employment-status-fortax

Expiry Date

The expiry date of this Call-Off Contract in the Order Form.
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Force Majeure

A force Majeure event means anything affecting either Party's

performance of their obligations arizing from any:

+ acts, events or omissions beyond the reasonable control of
the affected Party

= riots, war or ammed conflict, acts of terrorism, nuclear,
biological or chemical warfare

#+ acts of government, local government or Regulatory
Bodies

= fire, flood or disaster and any failure or shortage of power
or fuel

& industrial dispute affecting a third party for which a
substitute third party isn't reasonably available

The following do not constitute a Force Majeure event:

= any industrial dispute about the Supplier, its staff, or failure
in the Suppliers {or a Subcontractor's) supply chain

= any event which iz attributable to the wilful act, neglect or
failure to take reasonable precautions by the Party seeking
to rely on Force Majeure

= the event was foreseeable by the Party seeking to rely on
Force

Majeure at the time this Call-Off Contract was entered into

= any event which is attributable to the Party seeking to rely
on Force Majeure and its failure to comply with its own
business continuity and disaster recovery plans

Former Supplier

A supplier supplying services to the Buyer before the Start
date that are the same as or substantially similar to the
Services. This also includes any Subcontractor or the Supplier
{or any subcontractor of the Subcontractor).

Framework Agreement

The clauses of framework agreement RM1557.13 together with
the Framework Schedules.




Fraud

Any offence under Laws creating offences in respect of
fraudulent acts (including the Misrepresentation Act 1967) or
at common law in respect of fraudulent acts in relation to this
Call-Off Confract or

defrauding or attempiing to defraud or conspiring to defraud
the Crown.

Freedom of The Freedom of Information Act 2000 and any subordinate

Information Act or legislation made under the Act together with any guidance or

FolA codes of practice issued by the Information Commissioner or
relevant government depariment in relation to the legislation.

G-Cloud Services The cdoud services described in Framework Agreement
Clause 2 {Services) as defined by the Service Definition, the
Supplier Terms and any related Application documentation,
which the Supplier must make available to CCS and Buyers
and those services which are deliverable by the Supplier
under the Collaboration Agreement.

UK GDPR The retained EU law version of the General Data Protection
Regulation (Regulation (EU) 2016/679).

Good Industry Practice | Standards, practices, methods and process conforming to the

Law and the exercise of that degree of skill and care,
diligence, prudence and foresight which would reasonably and
ordinarily be expected from a skilled and experienced person
or body engaged in a similar undertaking in the same or
similar circumstances.
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Government The government's preferred method of purchasing and
Procurement Card payment for low value goods or services.

Guarantee The guarantee described in Schedule 5.

Guidance Any current UK government guidance on the Public Contracts

Regulations 2015. In the event of a conflict between any
current UK government guidance and the Crown Commercial
Service guidance, current UK government guidance will take
precedence.

Implementation Plan

The plan with an outline of processes (including data
standards for migration), costs (for example) of implementing
the services which may be required as part of Onboarding.

Indicative test

ESl tool completed by contractors on their own behalf at the
request of CCS or the Buyer (as applicable) under clause 4.6.

Information

Has the meaning given under section 84 of the Freedom of
Information Act 2000.

Information security
management system

The information security management system and process
developed by the Supplier in accordance with clause 16.1.




Inside IR3S

Contractual engagements which would be determined to be
within the scope of the IR35 Intermediaries legislation if
assessed using the ESI tool.

Insolvency event

Can be:

+« avoluntary arrangement
a winding-up petiticn
the appointment of a receiver or administrator
an unresolved statutory demand

+« a Schedule A1 moratoriem

« a Dun & Bradsireet rating of 10 or less

Intellectual Property
Rights or IPR

Intellectual Property Rights are:

= copyright, rights related to or affording protection similar to
copyright, rights in databases, patents and rights in
inventions, semi-conductor topography rights, trade
marks, rights in internet domain names and website
addresses and other rights in trade names, designs,
Know-How, trade secrets and other rights in Confidential
Information

« applications for registration, and the right to apply for
registration, for any of the rights listed at (a) that are
capable of being registered in any country or jurisdiction

« all other rights having equivalent or similar effect in any
country or jurisdiction

Intermediary

For the purposes of the IR35 rules an intermediary can be:
- the supplier's own limited company

- a service or a personal service company

- a partnership

It does not apply if you work for a client through a Managed
Service Company (M3C) or agency (for example, an
employment agency).
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IPR claim

As set out in clause 11.5.

IR35

IR35 is also known as 'Intermediaries legislation'. It's a set of
rules that affect tax and Mational Insurance where a Supplier
iz contracted to work for a client through an Intermediary.

IR35 assessment

Assessment of employment status using the ESI tool to
determine if engagement is Inside or Outside IR35.

Know-How

All ideas, concepts, schemes, information, knowledge,
techniques, methodology, and anything else in the nature of
know-how relating to the G-Cloud Services but excluding
know-how already in the Supplier's or Buyer's possession
before the Start date.

Any law, subordinate legislation within the meaning of Section
21(1) of the Interpretation Act 1978, bye-law, regulation, order,
regulatory policy, mandatory guidance or code of practice,
judgment of a relevant court of law, or directives or
requirements with which the relevant Party is bound to
comply.

Loss

All losses, liabilities, damages, costs, expenses (including
legal fees), disbursements, costs of investigation, liigation,
settlement, judgment, interest and penalties whether arising in
contract, tort {including negligence). breach of statutory duty,
misrepresentation or otherwise and "Losses’ will be
interpreted accordingly.




Any of the 3 Lots specified in the ITT and Lots will be
construed accordingly.

Malicious Software

Any software program or code intended to destroy, interfere
with, corrupt, or cause undesired effects on program files, data
or other information, executable code or application software
macras, whether or not its operation is immediate or delayed,
and whether the malicious software is introduced wilfully,
negligently or without knowledge of its existence.

Management Charge

The sum paid by the Supplier to CCS being an amount of up
to 1% but currently set at 0.75% of all Charges for the
Services invoiced to Buyers (net of VAT) in each month
throughout the duration of the Framework Agreement and
thereafter, until the expiry or End of any Call-Off Contract.

Management
Infermation

The management information specified in Framework
Agreement Schedule &.

Material Breach

Those breaches which have been expressly set out as a
Material Breach and any other single serous breach or
persistent failure to perform as required under this Call-Off
Contract.

Ministry of Justice
Code

The Ministry of Justice’s Code of Practice on the Discharge of
the Functions of Public Authorities under Part 1 of the
Freedom of Information Act 2000.
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Mew Fair Deal

The revised Fair Deal position in the HM Treasury guidance:
“Fair Deal for staff pensions: staff transfer from central
government” issued in October 2013 as amended.

Order An order for G-Cloud Services placed by a coniracting body
with the Supplier in accordance with the ordering processes.
Order Form The order form set out in Part A of the Call-Off Contract to be

used by a Buyer to order G-Cloud Services.

Ordered G-Cloud
Services

G-Cloud Services which are the subject of an order by the
Buyer.

Qutside IR35 Contractual engagements which would be determined to not
be within the scope of the IR35 intermediaries legislation if
assessed using the ESI tool.

Party The Buyer or the Supplier and "Parties’” will be interpreted

accordingly.




Personal Data

Takes the meaning given in the UK GDPR.

Personal Data Breach

Takes the meaning given in the UK GDPR.

Platform The government marketplace where Services are available for
Buyers to buy.

Processing Takes the meaning given in the UK GDPR.

Processor Takes the meaning given in the UK GDPR.
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Prohibited act

To directly or indirectly offer, promise or give any person
working for or engaged by a Buyer or CCS a financial or other
advantage to:

# induce that person to perform improperly a relevant

function or activity
« reward that person for improper performance of a relevant
function or activity
+« commit any offence:
o under the Bribery Act 2010
o under legislation creating offences concerning Fraud
o at common Law concerning Fraud
o committing or attempting or conspiring to commit
Fraud

Project Specific IPRs

Any intellectual property rights in items created or arising out
of the performance by the Supplier (or by a third party on
behalf of the Supplier) specifically for the purposes of this
Call-Off Confract including databases, configurations, code,
instructions, technical documentation and schema but not
including the Supplier's Background IPRs.

Property

Aszsetz and property including technical infrastructure, IPRs
and equipment.

Protective Measures

Appropriate technical and organisational measures which may
include: pseudonymisation and encrypting Personal Data,
ensuring confidentiality, integrity, availability and resilience of
systems and services, ensuring that availability of and access
to Personal Data can be restored in a timely manner after an
incident, and regularly assessing and evaluating the
effectiveness of such measures adopted by it




PEN or Public Services
Network

The Public Services Network (PSN) is the government's high
performance network which helps public sector organisations
work together, reduce duplication and share resources.

Regulatory body or
bodies

Government departments and other bodies which, whether
under statute, codes of practice or otherwise, are entitled to
investigate or influence the matters dealt with in this Call-Off
Contract.

Relevant person

Any employee, agent, servant, or representative of the Buyer,
any other public body or person employed by or on behalf of
the Buyer, or any other public body.

Relevant Transfer

A transfer of employment to which the employment
regulations applies.

Replacement Services

Any services which are the same as or substantially similar to
any of the Services and which the Buyer receives in
substitution for any of the services after the expiry or Ending
or partial Ending of the Call-

Off Contract, whether those services are provided by the
Buyer or a third party.
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Replacement supplier

Any third-party service provider of replacement services
appointed by the Buyer {or where the Buyer is providing
replacement Services for its own account, the Buyer).

Security management
plan

The Supplier's security management plan developed by the
Supplier in accordance with clause 16.1.

Services The services ordered by the Buyer as set out in the Order
Form.
Service data Data that is owned or managed by the Buyer and used for the

G-Cloud Services, including backup data.

Service definition(s)

The definition of the Supplier's G-Cloud Services provided as
part of their Application that includes, but isn't limited to, those
itemns listed in Clause 2 (Services) of the Framework
Agreement.

Service description

The description of the Supplier service offering as published
on the Platform.




Service Personal Data

The Personal Data supplied by a Buyer to the Supplier in the
course of the use of the G-Cloud Services for purposes of or
in connection with this Call-Off Contract.

Spend controls

The approval process used by a central government Buyer if it
needs to spend money on certain digital or technology
services, see hitps-'www_gov.uk/service-manual/agile-
delivery/spend-controlsche ck-if-you-need-approval-to-spend-
mMoney-on-a-senvice

Start date

The Start date of this Call-Off Contract as set out in the Order
Form.

Subcontract

Any contract or agreement or proposed agreement between
the Supplier and a subcontractor in which the subcontractor
agrees to provide to the Supplier the G-Cloud Services or any
part thereof or facilities or goods and services necessary for
the provision of the G-Cloud Services or any part thereof.

Subcontractor

Any third party engaged by the Supplier under a subcontract
{permitted under the Framework Agreement and the Call-Off
Contract) and its servants or agents in connection with the
provision of G-Cloud Services.
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Subprocessor

Any third party appointed to process Personal Data on behalf
of the Supplier under this Call-Off Contract.

Supplier The person, firm or company identified in the Order Form.
Supplier The representative appointed by the Supplier from time to
Representative time in relation to the Call-Off Contract.

Supplier staff All persons employed by the Supplier together with the

Supplier's servants, agents, suppliers and subcontractors
used in the performance of its obligations under this Call-Off
Contract.

Supplier Terms

The relevant G-Cloud Service terms and conditions as set out
in the Terms and Conditions document supplied as part of the
Supplier's Application.

Term

The term of this Call-Off Contract as set out in the Order
Form.




Variation This has the meaning given to it in clause 32 (Variation
process).

Working Days Any day other than a Saturday, Sunday or public holiday in
England and Wales.

Year A contract year.
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Schedule 7: UK GDPR Information

This schedule reproduces the annexes to the UK GDPR schedule contained within the Framework
Agreement and incorporated into this Call-off Contract and clause and schedule references are to those in
the Framewaork Agreement but references to CCS have been amended.

Annex 1: Processing Personal Data

This Annex shall be completed by the Controller, who may take account of the view of the
Processors, however the final decision as to the content of this Annex shall be with the Buyer at its
absolute discretion.

1.3 The Processor shall comply with any further written instructions with respect to Processing by the
Controller.

14 Any such further instructions shall be incorporated into this Annex.

Description Details

Identity of Controller for each Category of The Buyer is Controller and the Supplier
Personal Data is Processaor

The Parties acknowledge that in
accordance with paragraphs 2 to paragraph
15 of Schedule 7 and for the purposes of
the Data Protection Leqgislation, Buyer is the
Controller and the Supplier is the Processor
of the Personal Data recorded below.

The affected Personal Data is that which is
provided or otherwise made available to
Supplier including that which is uploaded by
Buyer's users through Supplier's platform
including all text, sound, video or image
files in the context of the G Cloud services.

Where the Parties are Independent
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Controllers of Personal Data

The Parties acknowledge that they are
Independent Controllers for the purposes of
the Data Protection Legislation in respect
of:

+ Business contact details of Supplier
Personnel for which the Supplier is
the Controller,

+ Business contact details of any
directors, officers, employees,
agents, consultants and contractors
of Buyer (excluding the Supplier
Personnel) engaged in the
performance of the Buyer's duties
under the Contract) for which the
Buyer is the Controller

= The parties acknowledge and agree
that, due to the nature of Supplier's
Services, employees of the Buyer
who are granted access to the
Supplier's online learning platform
have the option (but are not
required) to provide to the Supplier
additional Personal Data
{*Subscriber Data™) and that the
Supplier is the Controller with
respect to such Subscriber Data,
excluding and distinct from the
Buyer Personal Data.

Dwration of the Processing

Where the Buyer is Controller and the
Supplier is Processor

Up to 7 years after the expiry or termination
of the Framework Agresment




Mature and purposes of the Processing

Where the Buyer is Controller and the
Supplier is Processor

To facilitate the fulfilment of the Supplier's
obligations arising under this Framework
Agreement including

Ensuring effective communication between
the Supplier and C55

Maintaining full and accurate records of
every Call-Off Contract arizing under the
Framework Agreement in accordance with
Clause 7.6

Supplier's maintenance of business records
in the ordinary course including for fulfilment
of its compliance obligations.

Supplier's compliance with kegal or regulatory
obligations.

Type of Personal Data

Where the Buyer is Controller and the
Supplier is Processor

Includes:

i. Contact details of, and
communications with, C35 staff
concemed with management of the
Framework Agreement Contact
details of, and communications with,
Buyer staff concerned with award
and management of Call-Off
Contracts awarded under the
Framework Agreement,

ii. Contact details, and communications
with, Buyer Sub-contractor staff
concemed with fulfilment of the
Supplier's obligations arising from
this Framework Agresment

ii. Contact details, and communications
with Supplier staff concemed with
management of this Call-off Confract




iv. Supplier acknowledges that, depending
on Buyer's use of the G Cloud Services,
Buyer may elect to include personal data
from any of the following categories in the
personal data:

sBasic personal data (for example street
name and house number (address), postal
code, city of residence, country of residence,
maobile phone number, first name, last name,
initials, screen name/handle, email address);
s Authentication data (for example user
namefhandle, password, security question,
audit trail);

* Contact information (for example physical
addresses, email, phone numbers, social
media identifiers);

* Unigue identification numbers such as IP
addresses, employee number, student
number, unigue identifier in tracking cookies
or similar technology);

* Pseudonymous identifiers;

* Commercial Information (for example his-
tory of purchases, special offers, subscrip-
tion information, payment history);

* Location data {for example, Cell ID, geo-
location network data, location by start
callend of the call. Location data derived
from use of wifi access points);

* Photos, video and audio;

* Internet activity (for example browsing
and search history while on the Platform);

* Device identification (for example IMEI-
number, SIM card number, MAC address);

* Profiling (for example based on visited
URLs, click streams, browsing logs, IP-ad-
dresses, domains, apps installed, or pro-
files based on marketing preferences);

* Employment data derived from a data
subject’s association with a commercial
customer (for example job and position
data);

+ Education data (for example degree and
certification history)

+ Information processed for the perfor-
mance of a task carried out in the public in-
terest or in the exercise of an official au-
thority; or

* Any other personal data identified in Article
4 of the GDPR
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Categories of Data Subject

Where the Buyer is Controller and the
Supplier is Processor
Includes:

i. G55 staff concerned with

management of the Framework
Agreement

ii. Buyer staff concerned with award
and management of Call-Off Contracts
awarded under the Framework
Agreement

iii. Buyer Sub-contractor staff
concemed withfulfilment of the
Supplier's obligations arising from this
Call-off Contract

iv. Buyers employees, confractors and
temporary workers: (current, former and
prospective) with access to the G-Cloud
Services.




Plan for returmn and destruction of the data
once the Processing is complete UNLESS
reguirement under Union or Member State
law to preserve that type of data

Where the Buyer is Controller and the
Supplier is Processor

All relevant data to be deleted 7 yvears after
the expiry or termination of this Call-off
Contract unless longer retention is required
by Law or the terms of any Call-Off
Contract arising hereunder
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Annex 2: Standard Contractual Clauses (Controller to
Processor) Module |l

SECTION I
Clause 1
Purpose and scope

{a) The purpose of these standard contractual clauses is to ensure compliance with the requirements of Regulation
(ELN) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data (General Data
Protection Regulation) ! for the transfer of personal data to a third country.

(b) The Parties

{1} the natural or legal person(s), public authorityfies, agency/ies or other bodyfies (hereinafter ‘antityfies’)
transfarring the personal data, as listed in Annex LA (hereinafter each 'data exporter’), and

{n) the entityfies in a third country receiving the personal data from the data exporter, directly or indirectly
via another entity also Party to these Clauses, as listed in Annex LA (hereinafter each 'data importer’)

have agreed to these standard contractual clauses (hereinafter: 'Clauses’).

(c) These Clauses apply with respact to the transfer of personal data as specified in Annex |B.
(d) The Appendix to these Clauses containing the Annexes refermed to therein forms an integral part of these
Clauses.

Clause 2

Effect and invariability of the Clauses

m

These Clauses set out appropriate safeguards, including enforceable data subject rights and effective legal
remedies, pursuant to Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679 and, with respect to data
transfers from controllers o processors and/or processors to processors, standard confractual clauses pursuant
to Article 28(7) of Regulation (EU) 201679, provided they are not modified, except to select the appropriate
Module(s) or to add or update information in the Appendix. This does not prevent the Parties from including the
standard confractual clauses laid down in these Clauses in a wider contract andlor to add other clauses or

additional safeguards, provided that they do not coniradict, directly or indirectly, these Clauses or prejudice the
fundamental rights or freedoms of data subjects.




(b) These Clauses are without prejudice to obligations to which the data exporter is subject by virtue of Regulation
(EU) 2016/679.

Clause 3
Third-party beneficiaries

(a) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data exporter
andior data importer, with the following exceptions:
{1} Clause 1, Clause 2, Clause 3, Clause 6, Clause 7;
{ii) Clause B.1{b), 8.9(a), (c). (d} and (a);
(1) Clause 9(a), (c), (d) and (a);
(w) Clause 12{a), (d) and (f);
{v) Clause 13;
(vi) Clause 15.1(c), (d) and {e);
(vi)) Clause 16{(g);
{viil} Clause 18(a) and {b)
(b) Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679.

Clause 4
Interpretation

(a) Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall have the same
meaning as in that Regulation.

(b) These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 2016/679.

() These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided for in Regu-
lation (EU) 201 G/679.

Clause §

Hierarchy

In the event of a contradiction between these Clauses and the provisions of related agreements between the Parties,

existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall prevail.

Clause §

Description of the transfer|s)

The details of the transfer(s). and in particular the categories of personal data that are transferred and the purpose(s)

for which they are transferred, are specified in Annex | B.

Clause T— Intentionally Left Blank
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SECTION Il - OBLIGATIONS OF THE PARTIES
Clause 8

Data protection safeguards

The data exporier warranis that it has used reascnable efforts to determine that the data importer is able, through the
implementation of appropriate technical and crganisational measures, to salisfy its obligations under these Clauses

8.1 Instructions

(a) The data importer shall process the personal data only on documented instructions from the data exporter.
The data exporier may give such instructions throughout the duration of the confract.

{b) The data impaorter shall immediately inform the data exporter if it is unable to follow those instructions.
8.2 Purpose limitation

The data imporier shall process the personal data only for the specific purpose(s) of the transfer, as set out in Annex
I.B, unless on further instructions from the data exporter.

8.3 Transparency

On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by the
Parties, available to the data subject free of charge. To the extent necessary to protect business secrets or other
confidential information, including the measures described in Annex Il and personal data, the data exporter may
redact part of the text of the Appendix to these Clauses prior to sharing a copy, but shall provide a meaningful
summary where the data subject would otherwise not be able to understand the its content or exercise hisfher
rights. On request, the Parties shall provide the data subject with the reasons for the redactions, io the extent
possible without revealing the redacted information. This Clause is without prejudice to the obligations of the data
expaorter under Aricles 13 and 14 of Regulation (EU) 2016/870.

8.4 Accuracy

If the data importer becomes aware that the personal data it has received is inaccurate, or has become outdated,
it shall inform the data exporter without undue delay. In this case, the data importer shall cooperate with the data
exporter to erase or rectify the data.

8.5 Dwuration of processing and erasure or return of data

Processing by the data importer shall only take place for the duration specified in Annex |.B. After the end of the
provision of the processing services, the data impaorter shall, at the choice of the data exporier, delete all personal
data processed on behalf of the data exporter and certify to the data exporter that it has done so, or return to the
data exporier all personal data processed on its behalf and delete existing copies. Until the data is deleted or
returned, the data importer shall continue to ensure compliance with these Clauses. In case of local laws applicable
o the data importer that prohibit return or deletion of the personal data, the data importer warrants that it will
continue to ensure compliance with these Clauses and will only process it to the extent and for as long as required
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under that local law. This is without prejudice to Clause 14, in particular the requirement for the data importer under
Clause 14(e) io notify the data exporter throughout the duration of the contract if it has reason to believe that it is
or has become subject to laws or practices not in line with the requirements under Clause 14(a).

B.6 Security of processing

(a) The data importer and, during transmission, also the data exporter shall implement appropriate technical and
organisational measures to ensure the security of the data, including protection against a breach of security
leading to accidental or unlawiul destruction, loss, alteration, unauthorised disclosure or access fo that data
(hereinafier ‘personal data breach’). In assessing the appropriate level of security, the Parties shall take due
account of the state of the art, the costs of implementation, the nature, scope, context and purpose(s) of
processing and the risks involved in the processing for the data subjects. The Parties shall in particular consider
having recourse to encryption or pseudonymisation, including during transmission, where the purpose of
processing can be fulfilled in that manner. In case of pseudonymisation, the additional information for attributing
the personal data to a specific data subject shall, where possible, remain under the exclusive control of the
data exporter. In complying with its obligations under this paragraph, the data importer shall at least implemeant
the technical and organisational measures specified in Annex Il. The data importer shall carry out regular
checks to ensure that these measures continue to provide an appropriate level of security.

(b) The data importer shall grant access to the personal data to members. of its personnel only to the extent strictly
necessary for the implementation, management and monitoring of the contract. It shall ensure that persons
authorised to process the personal data hawe committed themseles fo confidentiality or are under an
appropriate statutory obligation of confidentiality.

(c} In the event of a personal data breach conceming personal data processed by the data importer under these
Clauses, the data importer shall take appropriate measures to address the breach, including measures to
mitigate its adverse effects. The data importer shall also notify the data exporter without undue delay after
having become aware of the breach. Such notification shall contain the details of a contact point where more
information can be obtained, a description of the nature of the breach (including, where possible, categories
and approximate number of data subjects and personal data records concemed), its likely consaguences and
the measures taken or proposed to address the breach including, where appropriate, measures to mitigate its
possible adverse effects. Where, and in so far as, it is not possible to provide all information at the same time,
the initial notification shall contain the information then available and further information shall, as it becomes
available, subsequently be provided without undue delay.

(d) The data importer shall cooperate with and assist the data exporter to enable the data exporier to comply with
its obligations under Regulation (EU) 2018/679, in particular to notify the competent supervisory authority and
the affected data subjects, taking into account the nature of processing and the information available to the
data importer.

B.7 Sensitive data

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or

philosophical beliefs, or trade unmion membership, genetic data, or biometric data for the purpose of uniguely

identifying a natural person, data conceming health or a person’s sex life or sexual orientation, or data relating to
criminal convictions and offences (hereinafter sensitive data’), the data importer shall apply the specific restrictions

and/or additional safeguards described in Annex 1.B.

8.8 Onward transfers
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The data importer shall only disclose the personal data to a third party on decumented instructions from the data
exparter. In addition, the data may only be disclosed to a third party located outside the European Union *{in the
same country as the data importer or in another third country, hereinafter ‘onward transfer’) if the third party is or
agrees to be bound by these Clauses, under the appropriate Module, or if

{ih the onward transfer is to a country benefitting from an adequacy decision pursuant to Article 45 of Regula-
tion (EU) 2016/679 that covers the omward transfer;

i) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 Regulation of (ELN)
20168/879 with respect to the processing in question;

{iiiy  the onward tramsfer is necessary for the establishment, exercise or defence of legal claims in the context
of specific administrative, regulatory or judicial proceedings; or

{iv) the orward transfer is necessary in crder to protect the vital interests of the data subject or of another
natural person.

F'."I':.' omward transfer is '3.I|.'_-Z"L". 0 compdiance l":.' the data importer with all the other '34'-[-3';..I<'-"GE wnder thesa
Clauses, in particular purpose limitation

8.9 Documentation and compliance

(a) The data importer shall promptly and adequately deal with enquiries from the data exporter that relate to the
processing under these Clauses.

(b) The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data importer shall
keep appropriate documentation on the processing activities camied out on behalf of the data exporter.

(c) The data importer shall make available to the data exporter all information necessary to demonstrate compliance
with the obligations set out in these Clauses and at the data exporter's request, allow for and contribute to audits
of the processing activities covered by these Clauses, at reasonable intervals or if there are indications of non-
compliance. In deciding on a review or audit, the data exporier may take into account relevant cerlifications held
by the data importer.

(d) The data exporter may choose to conduct the audit by itself or mandate an independent auditor. Audits may
include inspections at the premises or physical facilities of the data importer and shall, where appropriate, be
carried out with reasonable notice.

(e) The Parties shall make the information referred to in paragraphs (b)) and (c), including the results of any audits,
available to the competent supervisory authority on request.

Clause 9
Use of sub-processors

a) GEMERAL WRITTEN AUTHORISATHON The data importer has the data exporter's ganeral authorisation for
the engagement of sub-processor(s) from an agreed list. The data importer shall specifically inform the data
exporter in writing of any intended changes to that list through the addition or replacement of sub-processors
at least 30 business days in advance, thereby giving the data exporter sufficient time fo be able to object io
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such changes prior to the engagement of the sub-processor(s). The data imporier shall provide the data ax-
porter with the information necessary to enable the data exporter to exercise its right to object.

{b) Where the data importer engages a sub-processor to camy out specific processing activities (on behalf of the
data exporter), it shall do so by way of a written coniract that provides for, in substance, the same data pro-
tection cbligations as those binding the data importer under these Clauses, including in terms of third-party
beneficiary rights for data subjects. * The Parties agree that, by complying with this Clause, the data importer
fulfils its obligations under Clause B8.8. The data importer shall ensure that the sub-processor complies with
the obligations to which the data importer is subject pursuant to these Clauses.

The data importer shall provide, at the data exporter's request, a copy of such a sub-processor agreement and

any subsequent amendments to the data exporter. To the extent necessary to profect business secrets or

other confidential information, including personal data, the data importer may redact the text of the agreement
prior to sharing a copy.

{d} The data importer shall remain fully responsible to the data exparier for the perfiormance of the sub-processor's
obligations under its contract with the data importer. The data importer shall notify the data exporter of any
failure by the sub-processor to fulfil its obligations under that contract.

{2} The data importer shall agree a third-party beneficiary clavss with the sub-processor whareby — in the event
the data importer has factually disappeared, ceased to exist in law or has become insolvent — the data exporter
shall have the right o terminate the sub-processor contract and to instruct the sub-processor fo erase or return
the personal data.

{c

Clause 10
Data subject rights

(a) The data importer shall promptly notify the data exporter of any request it has received from a data subject.
shall not respond fo that request itself unless it has been authorised o do so by the data exporter.

(B) The data importer shall assist the data exporter in fulfilling its obligations to respond to data subjects’ requests
for the exercise of their nghts under Regulation (EU) 2016/678. In this regard, the Parties shall set out in Annex
Il the appropriate technical and organisational measures, taking into account the nature of the processing, by
which the assistance shall be provided, as well as the scope and the extent of the assistance required.

() Im fulfilling its obligations under paragraphs (a) and {b), the data importer shall comply with the instructions from
the data exporier.

Clause 171
Redress

(a) The data importer shall inform data subjects in a transparent and easily accessible format, through individual
notice or on its website, of a contact point authorised to handle complaints. It shall deal promptly with any
complaints it receives from a data subject.

3 Thas requirement may be satisfied by the sobprocessor acceding i these Clauses wnder the approprizie Module, in sccondance with Clause 7.

Pluralsight Controller: Processor 3CC's for EU and UK v.5.1. July 01, 2022



@ PLURALSIGHT

(B) In case of a dispute between a data subject and one of the Parties as regards compliance with these Clauses,
that Party shall use its best efforts to resolve the issue amicably in a timely fashion. The Parties shall keep
each other informed about such disputes and, where appropriate, cooperate in resolving them.

() Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data importer shall
accept the decision of the data subject to:

(1) lodge a complaint with the supervisory authority in the Member State of histher habitual residence or
place of work, or the competent supervisory authority pursuant to Clause 13;
() refer the dispute to the competent courts within the meaning of Clause 18.

{d) The Parties accept that the data subject may be represented by a not-for-profit body, organisation or associa-
tion under the conditions set out in Article BO{1) of Regulation (EU) 2016/679.

() The data importer shall abide by a decision that is binding under the applicable EU or Member State law.

{f] The data importer agrees that the choice made by the data subject will not prejudice hisfher substantive and
procedural rights to seek remedies in accordance with applicable laws.

Clause 12
Liability

(a) Each Party shall be liable to the other Partyfies for any damages it causes the other Partyfies by any breach
of these Clauses.

(b) The data importer shall be liable to the data subject, and the data subject shall be entitled to receive compen-
sation, for any material or non-material damages the data importer or its sub-processor causes the data sub-
ject by breaching the third-party beneficiary rights under these Clauses.

{c) Motwithstanding paragraph (b). the data exporier shall be liable to the data subject, and the data subject shall
be entitled to receive compensation, for any material or non-material damages the data exporter or the data
impaorter {or its sub-processor) causes the data subject by breaching the third-party beneficiary rights under
these Clauses. This is without prejudice to the liability of the data exporter and, where the data exporter is a
processor acting on behalf of a controller, to the liability of the controller under Regulation (EU) 2016/87T9 or
Regulation (EL) 2018/1725, as applicable.

(d) The Parties agree that if the data exporter is held liable under paragraph (c) for damages caused by the data
impaorter (or its sub-processaor), it shall ba entitled to claim back from the data importer that part of the com-
pensation corresponding to the data importer's responsibility for the damage.

(2) Where more than one Party is responsible for any damage caused to the data subject as a result of a breach
of these Clauses, all responsible Parties shall be jointly and severally liable and the data subject is entitled to
bring an action in court against any of these Parfies.

(f) The Parties agree that if one Party is held liable under paragraph (), it shall be entitled to claim back from the
ather Partyfies that part of the compensation corresponding to its'their responsibility for the damage.

(g) The data importer may not invoke the conduct of a sub-processor to avoid its own liability.

Clause 13

Supervision
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(a) [Where the data exporier is established in an EU Member State:] The supervisory authority with responsibility
for ensuring compliance by the data exporter with Regulation (EU) 2016/679 as regards the data transfer, as
indicated in Annex I.C, shall act as competent supervisory authority.

[Where the data exporter is not established in an EU Member State, but falls within the territorial scope of
application of Regulation (EU) 2016/879 in accordance with its Article 3(2) and has appointed a representative
pursuant to Aricle 27(1) of Regulation (EU) 2016/679:] The supervisory authority of the Member State in
which the representative within the meaning of Article 27(1) of Regulation (EU) 2016/670 is established, as
indicated in Annex I.C, shall act as competent supervisory authority.

[Where the data exporter is not established in an EU Member State, but falls within the territorial scope of
application of Regulation (EU) 2016/879 in accordance with its Article 3(2) without however having to appoint
a representative pursuant to Article 27(2) of Regulation (EU) 2016/678:] The supervisory authority of one of
the Member States in which the data subjects whose personal data is transferred under these Clauses in
relation to the offering of goods or services to them, or whose behaviour is monitored, are located, as
indicated in Annex I.C, shall act as competent supervisory authority.

(b) The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent supervisory
authority in any precedures aimed at ensuring compliance with these Clauses. In particular, the data imporier
agrees to respond to enquiries, submit to audits and comply with the measures adopted by the supervisory
authority, including remedial and compensatory measures. It shall provide the supervisory authority with writ-
ten confirmation that the necessary actions have been taken.

SECTION Il - LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC AUTHORITIES

Clause 14
Local laws and practices affecting compliance with the Clauses

(a) The Parties warrant that they have no reason fo believe that the laws and practices in the third country of des-
tination applicable fo the processing of the personal data by the data importer, including any requirements to
disclose personal data or measures authorising access by public authorities, prevent the data importer from
fulfilling its obligations under these Clauses. This is based on the understanding that laws and practices that
respect the essence of the fundamental rights and freedoms and do not exceed what is necessary and pro-
portionate in a democratic society to safaguard one of the objectives listed in Article 23(1) of Ragulation (EU)
2016/878, are not in confradiction with these Clauses.

(b) The Parties declare that in providing the warranty in paragraph (=), they have taken due account in particular
af the following elements:

(i) the specific circumstances of the transfer, including the length of the processing chain, the number of ac-
tors involved and the transmission channels used; intended onward transfers; the type of recipient; the
purpose of processing; the categores and format of the transferred personal data; the economic secior in
which the transfer occurs; the storage location of the data transferred:;

|
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(i) the laws and practices of the third country of destination — including those requiring the disclosure of data
to public authorities or authorising access by such authaorities — relevant in light of the specific circum-
stances of the transfer, and the applicable limitations and safequards®;

(iii) any relevant contractual, technical or organisational safeguards put in place to supplement the safeguards
under these Clauses, including measures applied during fransmission and to the processing of the per-
sonal data in the country of destination.

(C) The data importer warrants that, in carrying out the assessment under paragraph (b), it has made its best ef-
forts to provide the data exporter with relevant information and agrees that it will continue to cooperate with
the data exporter in ensuring compliance with these Clauses.

{d) The Parties agree to document the assessment under paragraph (b) and make it available to the competent
suparvisory authority on request.

(2] The data importer agrees to notify the data exporter promptly if, after having agreed to these Clauses and for
the duration of the contract, it has reason to believe that it is or has become subject to laws or practices not in
line with the requirements under paragraph (a}, including following a change in the laws of the third country or
a measure (such as a disclosure request) indicating an application of such laws in practice that is not in line
with the requirements in paragraph (a).

(f) Following a notification pursuant to paragraph (g), or if the data exporter otherwise has reason to believe that
the data importer can no longer fulfil its obligations under these Clauses, the data exporter shall promptly
identify appropriate measures (e.g. technical or organisational measures fo ensure security and confidential-
ity) to be adopted by the data exporter andlor data importer to address the situation. The data exporter shall
suspend the data transfer if it considers that no appropriate safeguards for such transfer can be ensured, or if
instructed by the compeient supervisory authority to do so. In this case, the data exporter shall be enfitled to
terminate the contract, insofar as it concerns the processing of personal data under these Clauses. If the con-
tract involves more than two Parties, the data exporter may exercise this right to termination only with respect
to the relevant Party, unless the Parlies have agreed otherwise. Where the coniract is terminated pursuant io
this Clause, Clause 16(d) and (e) shall apply.

Clause 15

Obligations of the data importer in case of access by public authorities

15.1 Notification

(a) The data importer agrees o notify the data exporter and, where possible, the data subject promptly (if
necessary with the help of the data exporter) if it
(i) receives a legally binding request from a public authority, including judicial authorities, under the laws of

the country of destination for the disclosure of personal data transferred pursuant to these Clauses; such
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(b

(ch

naotification shall include information about the personal data requested, the requesting authority, the legal
basis for the request and the response provided; or
(i) becomes aware of any direct access by public authorities to personal data transferred pursuant to these
Clauses in accordance with the laws of the counfry of destination; such molification shall include all
information available to the imporier.
If the data importer is prohibited from notifying the data exporter andfor the data subject under the laws of the
country of destination, the data importer agrees to use its best efforts to obtain a waiver of the prohibition,
with a view to communicating as much information as possible, as soon as possible. The data importer agrees
to document its best efforts in order io be able to demonstrate them on request of the data exporter.
Where permissible under the laws of the country of destination, the data importer agrees to provide the data
exporter, at regular intervals for the duration of the contract, with as much relevant information as possible on
the requests received (in particular, number of requests, type of data requested, requesting authorityfies,
whether requests have been challenged and the outcome of such challemges, etc.).

(d) The data importer agrees to preserve the information pursuant to paragraphs (a) io (c) for the duration of the

(=)

contract and make it available to the competent supervisory authority on request.
Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant to Clause 14{s) and
Clause 16 to inform the data exporter promptly where it is unable to comply with these Clauses.

15.2 Review of legality and data minimisation

(=)

(b

(ch

The data importer agrees to review the legality of the request for disclosure, in particular whether it remains
within the powers granted fo the requesting public authority, and to challenge the request if, after careful
assessment, it concludes that there are reasonable grounds to consider that the request is unlawful under the
laws of the country of destination, applicable obligations under international law and principles of international
comity. The data importer shall, under the same conditions, pursue possibilities of appeal. When challenging
a request, the data importer shall seek interim measures with a view to suspending the effects of the request
umtil the competent judicial authority has decided on its merits. It shall not disclose the personal data requested
umtil required to do so under the applicable procedural rules. These requirements are without prejudice to the
cbligations of the data importer under Clause 14(a).

The data importer agrees to document its legal assessment and any challenge to the request for disclosure
and, to the extent permissible under the laws of the country of destination, make the documentation available
to the data exporter. It shall also make it available to the competent supervisory authority on request.

The data imporier agrees to provide the minimum amount of information permissible when responding to a
request for disclosure, based on a reasonable interpretation of the request.

SECTION IV — FINAL PROVISIONS
Clause 16

Non-compliance with the Clauses and termination

(a) The data importer shall promptly inform the data exporter if it is unable to comply with these Clauses, for
whatever reason.
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(B} In the event that the data importer s in breach of these Clauses or unable to comply with these Clauses, the
data exporter shall suspend the transfer of personal data to the data importer until compliance is again en-
sured or the contract is terminated. This is without prejudice to Clause 14(f).

() The data exporter shall be entitied to terminate the contract, insofar as it concerns the processing of persanal
data under these Clauses, where:

{1} the data exporier has suspended the transfer of personal data to the data importer purswant to paragraph
(b} and compliance with these Clauses is not restored within a reasonable time and in any event within
one maonth of suspension;

(1) the data importer is in substantial or persistent breach of these Clauses; or

{u1) the data importer fails to comply with a binding decision of a competent court or supervisory authority

regarding its obligations under these Clauses.

In thesa cases, it shall inform the competent supervisory authority of such non-compliance. Where the
contract involves more than two Parties, the data exporter may exercise this night to termination only with
respect to the relevant Party, unless the Parties have agreed otherwise.

(d) Perscnal data that has been transferred prior to the termination of the contract pursuant to paragraph {c) shall
at the choice of the data expaorter immediately be returned to the data exporter or deleted in its entirety. The
same shall apply to any copies of the data. The data importer shall certify the deletion of the data to the data
exporter. Lntil the data is deleted or returned, the data importer shall continue to ensure compliance with
these Clauses. In case of local laws applicable io the data imporier that prohibit the return or daletion of the
transferred personal data, the data importer warrants that it will continue to ensure compliance with these
Clauses and will only process the data to the extent and for as long as required under that local law.

() Either Party may revoke its agreemeant o be bound by these Clauses where (i) the Eurcpean Commission
adopts a decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers the transfer of parsonal
data to which these Clauses apply; or (i) Regulation (EU) 2016/679 becomes part of the legal framework of
the country to which the personal data is transferred. This is without prejudice to other obligations applying to
the processing in question under Regulation (EU) 20160670,

Clause 17

Governing law

[OPTION 1: These Clauses shall be gowerned by the law of one of the EU Member States, provided such law allows
for third-party beneficiary rights. The Parties agree that this shall be the law of The Republic of Ireland (specify Member
State).]

Clause 18
Choice of forum and jurisdiction

(a) Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State.

{b) The Parties agree that those shall be the courts of The Republic of Ireland (specify Member Stals).

{c) A data subject may also bring legal proceedings against the data exporter and/or data importer before the
courts of the Member State in which haishe has his'her habitual residence.

74

Pluralsight Controller: Processor 3CC's for EU and UK v.5.1. July 01, 2022



@ PLURALSIGHT

(d) The Parties agree to submit themselves to the jurisdiction of swch courts.

APPENDIX

EXPLAMATORY MOTE:

It must be possible to clearly distinguish the information applicable to each transfer or category of transfers and, in this
regard, to determine the respective role(s) of the Parties as data exporter(s) and'or data importer(s). This does not
necessarily reguire completing and signing separate appendices for each transfer'category of transfers andfor
contractual relationship, where this transparency can achieved through one appendix. Howewer, where necessary to

ensure sufficient clarity, separate appendices should be used.
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ANMNEX |

A. LIST OF PARTIES

Data exporter{s): [/dentify and fact deta f the data exg

Data importer(s): [/dentity and ntact defals of the dala

B. DESCRIPTION OF TRANSFER
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B. DESCRIPTION OF TRANSFER

Categonies of data subjects whose personal dala is transferred

... Data subjects: Data subjects include the Customer's representatives and end-users including employees, con-
tractors, and collaborators. Pluralsight acknowledges that, depending on Customer's use of the Products, Cus-
tomer may elect to include personal data from any of the following types of dats subjects in the personal data:

« Employees, contractors and temporary workers (current, former, prospective) of data exporter; and
# Data exporter's collaborators/contact persons (natural persons) or employees, contrectors or temporary
waorkers of legal entity collaborators/contact persons (current, prospective, former).

Categories of personal data transferred

... Categories of data: The perseonal data that is uploaded to the Platform and included in email, documents and
other data im an electronic form in the context of the Products. Pluralsight acknowledges that, depending om Cus-
tomer's use of the Products , Customer may elect to include personal data from any of the following categories in
the personal data:

#« Basic personal data {for example street name and houwse number (sddress), postsl code, city of residence,
country of residence, mobile phone number, first name, last name, initials, screen name/handle, email ad-
dress);

= Authentication data (for example user name/handle, password, security guestion, audit trail);
« Contact information (for example physical addresses, email, phane numbers, social media identifiers);

=  Unigue identification numbers such as IP addresses, employee number, student number, unigue identifier
in tracking cookies or similar technology);

* Pseudonymous identifiers;

* Commercial Information (for example history of purchases, special offers, subscription information, pay-
ment history);

= Location data (for example, Cell ID, geo-location network data, location by start callfend of the call. Loca-
tion data derved from wse of wifi access points);

« Photos, video and sudio;
= Internet activity (for example browsing and search history while on the Platform);
« Device identification (for example IMEl-number, 5IM card number, MAC address);

= Profiling (for example based on psewdonymous profiles based on visited URLs, click streams, browsing
logs, IP-addresses, domains, apps installed, or profiles based on marketing preferences);

= Employment dats derived from a data subject’s association with 8 commercisl customer (for example job
and position data);

« Education data (for example degree and certification history];

# [Information processed for the performance of a task carried out in the public interest or in the axercise of
an official authority; or

= Anyother personal data identified in Article 4 of the GDPR.

Sensitive data fransferred (if applicable) and applied restnctions or safeguards that fully lake info consideration the
nature of the dafa and the risks involved, such as for instance strict purpose limitation, sccess restrctions (including
access only for staff having followed specialized fraining). keeping a record of eccess fo the data, restrictions for onwand
transfers or addifional secunty measures.
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... Not applicable

The frequency of the transfer (s.g. whether the data is transfermed on a one-off or continuous basis).

. On & continuwous basis as necessary for the data importer to meet its obligations in conjunction with the
provision of the 5aa5 services for the term of the agreements with the data exporter.

Nature of the processing

...The nature and purpose of the processing shall include the collection, organisation, storage, retrieval,
consultation, uvse, discloswre by fr Ission, d ination or othernswse making avallable, alignment or combination,
restriction, srasure or destruction of the parsonal data a5 necessary to provide the produots or servioes pursuant to the
agrasmants with dats exporier.

Purpose(s) of the data transfer and further processing

-..Personal data will be processed in conjunction with data exporter's Agreements to allow the data importer to
fulfill its obligations thereunder.

The penod for which the persoral data will be retained, or, i thal is not possible, the criferia used fo determine that
permod

...Personal data will be retained for so long as the users) continue to maintain and use their accounts. Dormant
accounts are checked intermittently and where contact cannot be made with the user to confirm their intent to
maintain the account, the account is canceled. Upon such cancelstion all date associated with that account will no
longer be identifiable to a natural person.

For transfers to (sub-) processors, also specify subject matler, nature and duration of the processing

«.Sub-processors are retained in support of the 5285 products/services provided fo dats exporters and are

contractually bound as to subject matter, nature and duration of the processing similarly in kind as the data importer
taking into account the sub-processors specific role.

C. COMPETENT SUPERVISORY AUTHORITY
Identification of the competent supenisory authoriyies in accordance with Clause 13

gte: the supendsory suthorty with responsibility for enswing
cmnplmnc\a tr].-'rha data emclrtar with GOPR as rag’arda the dats transfer will act 8z compamni Supernisory aun‘mn'r].r

of GOPR f:.a., Article 32] GD.FHI and has nggnmmd a representative in the EU E.u.. Article ﬂ[ﬂ GﬂFﬂL the

supendsory suthority of the Member State in which the representstive is established will act &5 competent supenisory
suthority.

] 3 representative % 'a.supmmur}'amhn-myafmenfme
Member States in which the dats .suhyacl‘s whose pe.rsnna! deta is transferred under the Standsrd Contractual Clauses

in refstion to the offering of goods or services to them, or whose behsvior is monitored, are located, will act as
competent supenisory suthorty.
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ANMNEX Il

{ Platform - hitps:/hwww.pluralsight.com )

TECHMICAL AND ORGAMISATIONAL MEASURES IMCLUDING TECHHMICAL AND ORGANISATIOMAL
MEASURES TO EMSURE THE SECURITY OF THE DATA

EXPLAMATORY MOTE:

The technical and organisational measures must be described in specific (and not generic) terms. See also the general
comment on the first page of the Appendix, in particular on the need to clearly indicate which measures apply io each
tramsferset of transfers.

Descrplion of the technical and aorganisafional measures implemented by the data imparter(s) (including any relevant
cerfifications) fo enswe an appropnale level! of securily, taking info account the nature, scope, contex! and purpose of
the processing. and the nshs for the rights and freedoms of natural persons.

[Examples of possible measures:

Measures of pssudonymisation and encryption of personal dala

= Al sensitive dats trensferred to destingtions outside of Pluralsight emvironments must be en-
crypted with at least 256-bit keys.

=  The T and Operations teams ensure that sensitive dats in transit within the Pluralsight environ-
ment is also encrypted with TLS and strong ciphers. Additionally, remote sccess to Pluralsight
systemns and applications must be encrypted.

= Team members ensure that amails (including attachments) ara encrypted whenever sensitive
data is contained or sitached. The IT team ensures there are email encryption capabilities svails-
bie to team members.

=  The T team is responsible for implementing Wi-Fi Protected Access [Le. WPAZ - Enterprise) en-
cryption which is mandetory for all Plurslzsight business wireless networks.

= Al corporste endpoint devices/aplops are encrypted using MIST standard encryption algorthms
ot the disk or volume level leveraging technologies incorporated in the operating system.

=  Application credentials and service sccounts are encrypted and stored in centrally managed
solutions.

=  Amazon RDS Databases sre encrypled at the database level using NIST AES standard of 128 bit
encryption or higher.

=  Pluralsight does not ever store credit card information in our data stores; rather, Pluralsight uti-
lizes third-perty senices, which are PCl-certified and implement industry data security standards
appropriate for that data classification, to manage all confidential subscription and billing infor-
mation.

=  The Plursisight platform leverages the borypt hashing aigorithm for all individual customer pass-
words and only ever stores the hashed output of that computation.

Measwres for ensurning ongoing confidentiality, integnity, availability and resilence of processing systems and senices

®  Pluralsight is IS0 27001 certified which includes an snnusi review, by an ANAB sccredited third
party, of our security practices. Additionally; as part of this certification, it is required Pluralzight
siso conducts an annusl internal sudit and an external penetration test conducted.

®  Pluralsight possesses a S0C Il Type I report, which iz the assessment of Pluralsight's security
controls conducted by a third party.

Measures for ensuning the ability to restore the availability and access fo personal data in a timely manner in the event
of a physical or technical incident
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Pluralsight's production environment is howsed in the AWS US-West-2 Region. High Availability
(HA) is turned on for critical senvices. The AWS infrastructure provides redundancy for Pluralsight
platform availability.

The App. Pluralsight.com Désestar Recovery Plan is sctivated when an event is defermined to sig-
nificantly affect or threaten to significantly affect The Pluralsight Skills product. The degree and
extent of activation depends upon the impact and timing of the event, but for the purposes of this
plan, & dizaster will be declared when the primary Amazon region hosting app. pluralzight.com is
unavailable and the Estimated Time to Resolution(ETR] for that region is less than our projected
ETR for recovering to a different Amazon region. Specific actions to be undevtaken upon disaster
declaration and plan activation are detailed hereafter. Both our RTO and RPO are 24 hrs. Those
objectives are what we will compare with AWS's ETR.

Processes for reguiarly testing, assessing and evaluating the effectiveness of technical and organisational measures in
order fo ensuwe the securiy of the processing

Disaster Recovery Testing is conducted quarterly

Pluralsight is 150 27001 certified which includes an annual review, by an ANAB sccredited third
party, of owr security prectices. Additionally; as part of this certification, it is required Pluralsight
siso conducts an annusal internal sudit and an external penetration test conducted.

Pluralsight possesses & S0C Il Type N report, which is the assessment of Pluralsight s secunity
controls conducted by a third party.

Measures for user identification and euthonzation.

Centraiized directory {Okta) integration with ticketing system and HRIS systems guto provisions
sccess for the team member with appropriate access for their role.

Any additional requests for access to IT systems not managed by the IT team are requested by
the team member and/or manager to the application owner.

Team members shall be positively identified, suthorized, and suthenticated before they are
granted sccess to company information resources.

Access shall be limited to the minimum necessary to perform the assigned duties (principle of
least privilage).

Access to information resources shall be controlled through s defined and mansged process
which addresses suthovizing, modifying, and revoking saccess, and which includes & periodic re-
wview of information system privileges.

A user enrollment process shall be created, documented, implemented, and maintained on &
regular basis.

Each user shall be uniguely identifed.

Each user requiring sccess to Pluralsight s information assets above the standard sccess for
their job function shall submit & request

User access requests shall be retained as required by business and regulstory needs.
Information resources and network senvices shall not be sccessible to users unless the user has
been explicitly suthorized and granted permission to sccess the resource or Senice.

The allocation and use of privileges shall be restricted and managed.

User privileges shall be tracked at the application level and esach user's profile (identity, access,
privileges, and authorizetion) recorded and menaged to prevent misuse of resources.
Authentication tokens (i.e., passwords) and keys for privileged users must be rotated upon termi-
nation.

User access and privileges shall be reviewed through s defined process.

Reviews of non-administrative and sdministrative user access rights shall be performed at [east
annually.

Measures for user identification and authorisation

All sensitive dste transferred to destinations outside of Pluralsight emironments must be en-
crypted with at least 256-bit keys.

The IT end Operations teams ensure that sensitive dats in transit within the Plursisight environ-
mant is also encrypted with TLS and strong ciphers. Additionally, remote access to Pluralsight
systemns and applications must be encrypted.
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Team members ensure that emails (including attachments) are encrypted whenever sensitive
data is conteined or aitached. The IT team ensures there are email encryption capabilities svaila-
bie to team members.

The IT team is responsibie for implementing Wi-Fi Protected Access (Le. WPAZ - Enferprise) en-
cryption which is mandetory for all Plurslzsight business wireless networks.

Measures for the protection of data dunng fransmission

All sensitive dste trensferred to destinations outside of Pluralsight emvwronments must be en-
crypted with at least 256-bit keys.

The IT end Operations teams ensure that sensitive dats in transit within the Plursisight environ-
mant is also encrypted with TLS and strong ciphers. Additionally, remote access to Pluralsight
systemns and applications must be encrypted.

Team mambers ensure that emails (including attachments) are encryptad whenever sensitive
data is conteined or gitached. The IT team ensures there sre email encryption capabilities svails-
bile to team membears.

The IT team is responsible for implementing Wi-Fi Protected Access (Le. WPAZ - Enterpriss) en-
cryption which is mandstory for all Pluralsight business wireless networks.

Measures for the protection of data dunng storage

All corporate endpoint devices/laptops are encrypted using NIST standard encryption algorthms
at the disk or volume level leveraging technologies incorporated in the operating system (e.g.
Bitlocker and Filevault using AES-128 bit encryption or higher);

Application credentials and service accounts are encrypled and stored in centrally managed
solutions. (e.g. Hashicorp Vault, LastPass, etc.)

Amazon RDS Datsbases are encrypied st the database level using NIST AES standard of 128 bit
encryption or higher.

Pluralsight pians to enhance encryption at rest strategies in AWS by the end of 2021 by further
encrypting all Amazon EBS volumes and all custorner dats stored in Amazon 53 buckets.
Pluralsight does not ever store credit card information in our dats stores; rether, Pluralzight uti-
lizes third-perty senices, which are PCl-certified and implement industry data security standards
sppropriate for that data classification, to manage all confidential subscription and billing infor-
mation.

The Pluraisight platform leverages the borypt hashing algorithm for sil individual customer pass-
words and only ever stores the hashed output of thet computation.

Measures for ensuring physical secunity of locations af which personal data are processed

Customer data is housed in AWS where their physical security controls are leveraged

(e, aws. amazon, com/sacurity & wiw. aws,. amazon. com/compliance)

Pluralsight is 150 27001 certified which includes an annual review, by an ANAB sccredited third
party, of our security prectices. Additionally; as part of this certification, it is required that Plu-
ralsight reviews Amazron Web Services (AWS) 50C I which provides sppropriate assurance of
AWS' physical security practices.

Measures for ensunng events logging

Pluralsight iz 150 27001 certified which includes an annual review, by an ANAB accredited third
party, of our securily practices. Additionally; as part of this certification, it is required that Plu-
ralzight has appropriate event logging practices in place.
All critical devices, systems, detastores, and applications have event logging enabled. Loggding
events must contain what occuwmed, who or what caused the evant, when the event occurred (i.e.
tmestemp), and the associsted system applications or dats sffected by the events.
Where possible, the following system, detastore, and application types of events should be
logged:

=  All suthentication events (success and fail)

=  Accountor role crestion, modification, or deletion
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= Changes fo system or application configuration
= All slerts raised by the access control system
=  Administrator or operator sctivities

Centraily coliected event logs from systems, datastores, and spplications. Access to centrally col-
lected event logs is controlied by these teams and limited to “need fo know™ scenarios. Centrally
collected event logs are retained for & period of no less than 12 months.

Measures for ensuning system configuwalion, including defaull configuration

Configuration Standards such as an Implementation Checklist and Opersting Procedures are in
place for system components. This also includes a description of any manual or sutomated tasks
for instailation and maintenance, backup, error handling, system restart and recovery procedures,
logging and monitoring methods.

Default vendor passwords must be changed after the installation of systems or software and be-
fore system or software is used in production.

Measures for imbernal IT and IT securify governance and management

Pluralsight is 150 27001 certified which includes an annual review, by an ANAB sccredited third
party, of our security prectices. Additionally; as part of this certification, it is required Pluralsight
siso conducts an annusl internal sudit and an external penetretion test conducted.
Pluralsight possesses a S0C Il Type Nl report, which is the assessment of Pluralsight s security
controls conducted by & third party.
Personal data is protacted with least privilege sccess and handled with sppropriate operational
proceduwres.
Access shall be limited to the minimum necessary to perform the assigned duties (principle of
least privilage).
Laptops are necessary to conduct business tasks and are provided and centrally managed by IT.
Other parsonally-owned mobile devices, such as smartphones, that are not owned by Pluralsight
must adhare to our Mobile Device Policy & Standard (MDM). To protect mobile dewvices snd busi-
ness relsted data, the IT team is responsible for the implementation of technicsl security
measures. Additionally, every team member is responsible to enswre that mobile devices sc-
cessing Pluraisight dats comply with the following requirements:

«  Access to devices must be authenticated (including 8 PIN on mobile devices).

« The device is encrypted.

«  Anti-malware software and definitions are updated sutomatically.
The IT team and Information Security team have the nght to control information on mobile devices
and forensically examine the device belisved fo contain, or to have contained, corporale dats
where necessary for investigatory or control purposes.
Team members are permitted to cary personal smartphones or tablets with them to corporate
offices. The accessing, processing, copying, or taking pictures of business relsted data and doc-
urments is strictly prohibited.
Team mambers shall be positively identified, suthorized, and suthenticated before they are
granted sccess to company information resources.
Access shall be limited to the minimum necessary to perform the assigned duties (principle of
least privilage).
Access to information resources shall be controlled through 8 defined and managed process
which addresses suthorizing, modifying, and revoking access, and which includes & periodic re-
wview of information system privileges.
A user enrollment process shall be created, documented, implemented, and maintained on g
regular basis.
Each user shall be uniquely identified.
Each user requiring sccess to Pluralsight's information assets above the standard access for
their job function shall submit & request
Uiser access requests shall be retained as required by buziness and regulstory needs.
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Information resources and network senvces shall not be sccessible to users unless the user has
been explicitly authorized and granted permission to sccess the resource or senice.

The sllocation and use of privileges shall be restricted and managed.

Uiser privileges shall be tracked at the application level and each user's profile (identity, sccess,
privileges, and authorizetion) recorded and menaged to prevent misuse of resources.
Authentication tokens (i.e., passwords) and keys for privileged users must be rotated upon termi-
nation.

Liser access and privilages shall be reviewed through s defined process.
Reviews of non-administrative and sdministrative user access rights shall be performed at [east
annuslly.

Change requests serve s 8 “potice” to othars within Pluraisight regarding proposed alterstions
to the IT environment. Change requests may come from 8 variety of individusals within the com-
pany and are necessary for effactive tracking and information management. Regquests ars initi-
gsted by logding 8 request for change on the IT change request system.

Change authorization is performed by the Pluralsight IT and Security teams.
A Change review will occur following the implementation of the change into the production envi-
ronment. This function may be performed by 8 vanety of personnel, but treditionally the function
iz best performead by those performing the actual distribution functions, or others who may be
maost familiar with the performance of the production environment.
All Pluraizight tearm members are trained and educated on intermet browsing and email best
practices to help protect agsinst malware, phishing, and ransomware. Team members must be
sttentive to indications of 8 compromise and must contact the IT team immediately if 8 compro-
mise is suspected.

The IT and Operations teams are responsible for implementing anti-malwere capabilities. They
establish a patch mansgement process for systems they support and a procedure to remain
sware of new wvulnerabilities. These teams are also responsible for ensuring the following take
place:
All Windows and MacOS5 systems, as well a5 Linux systems have approved anti-malware soft-
ware installed and operating.
Anti-malware is centrally sdministered by the IT and Operations teams.
Anti-malware is centrally monitored by the Information Security team.
Anti-malware definition files and/or updates are downloaded and installed sutomatically.
Anti-malware software is configured to scan all files before being accessed and/or written fo
disk.
Anti-malware is configured fo clean, guarantine, or delate any infected fils.

Anti-malwara software is enabled st system starfup and configured to only be disabled by sys-
tem sdminigtrators.
Anti-malware software is capable of generating awdit logs and is enabled st all times.
Operationsl software is only installed, deployed, maintained, and tested by the IT or Operations
teams and a configuration control systern is deployed to manage and document suthorized soff-
ware, applications, or libraries.

The IT end Operations teams are respensible for the management of the Pluralsight business and
product networks, respectively. This includes the administration and monitoring of those net-
waorks for the purposes of security and svailability. All remote network level access and admin-
istration is restricted by firewall authentication. Complete network level access is only granted to
the IT and Operations teams. All requests for sccess and network changes follow the change
management process.
Networks, including the components which comprize them, shall be mansged and controlled to
limit threats and vulnershbilities.
MNetwork controls shall enswre the protection and security of the information processing services
and applications dependent on the network infrastructure.
Network senvices agreements, whether in-house or outsourced, shall include the following prow-
Si0Ms:
Security features and requiramaents.
Service level agreemants.
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Specified responsibility for managing secuvity requirements on both sides of the service delivery
process.

Groups of information senvices, wsers, and information systems shall be segregated on the net-
work.

Grouping shail be determined by business function, information classification, the Access Con-
trol Policy, and user access reguirements.

The IT and Operations teams ensure that Plursisight networks are segregated {using authentica-
tion, physical and logicsl sccess restrictions) from each other using network ACLS, firewalls,
VWPMNs, security groups, efc. They establish specific segments for each office location, guest wire-
less, team member wireless, development/test, stage, and production environments. Team
mamber wireless access is, 8t & minimum, WPA2 Enterprise and requires unigue credentials for
each user.

The Information Security team sssesses each enviromnment at least annually for risks.

Measuwres for certification/assurance of processes and producis

Disaster Recovary Testing is conducted quarterly

Pluralsight is 150 27001 certified which includes an annual review, by an ANAB sccredited third
party, of our security prectices. Additionally; as part of this certification, it is required Pluralsight
siso conducts an annusl internal sudit and an external penetretion test conducted.

Pluralsight possesses & S0C Il Type Nl report, which is the assessment of Pluralsight s security
controls conducted by & third party.

Measures for ensuring data minimisation

Pluralsight is 150 27001 certified which includes an annual review, by an ANAB sccredited third
party, of our security prectices. Additionally; as part of this certification, it is required Pluralsight
siso conducts an annusl internal sudit and an external penetration test conducted.

Pluralsight possesses & S0C Il Type Nl report, which is the assessment of Pluralsight s security
controls conducted by & third party.

Personal data is protected with least prvilege access and handled with sppropriate operational
proceduwres.

Access shall be limited to the minimum necessary to perform the assigned duties (principle of
least privilege).

Measwres for ensunng data quality

Disaster Recovery Testing is conducted quarterly.

Pluralsight is IS0 27001 certified which includes an annual review, by an ANAB sccredited third
party, of our security prectices. Additionally; as part of this certification, it is required Pluralsight
slso conducts an annusl internal sudit and an extemnal panetration test conducted. Dats valids-
tion inputs are also reviewed ss part of the 150 27001 certification.

Pluralzight possesses & 500C N Type I report, which is the assessment of Pluralsight s security
controls conducted by & third party.

Measwres for ensuring limited data retention

Diata protection laws require that personal data not be retsinad for longer than is necessary for the
purpose for which it is processed.

Recards must not be retained beyond the period indicated in the Records Retention Schedule wn-
less the record is identified as information subject to a litigation hold or other valid business rea-
son. if you are uncertain as to when a record can be destroyed, you can reach out to the Legal
Department for guidance.

Erasure Requests: Plursisight has added s “delete my account” feature, thus facilitating learner
requests to be forgotten. When a learner delstes their sccount, &ll dats associsted with that sc-
count in the product will no longer be identifiable to a natural persan.

Measures for ensunng accouwntability
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= Disaster Recovery Testing is conducted quartarly.

=  Pluralsight is [50 27001 certified which includes an annual review, by an ANAB accredited third
party, of our security prectices. Additionally; as part of this certification, it is required Pluralsight
siso conducts an annusl internal sudit and an external penetration test conducted.

=  Pluralsight possesses & S0C I Type N report, which is the assessment of Pluralsight s security
controls conducted by a third party.

Measures for allowing dafa porfability and enswing erasure
®  Frgsure Requests: Pluralsight has added & “delete my account™ feature, thus facilitating learnar
requests to be forgotten. When a learner deletes their sccount, &ll dats associsted with that ac-
count in the product will no longer be identifiable to a natural persan.

Measures for assisting the data exporter with dala subject access reguests

Data importer will assist data exporter in meeting its obligations under the GDPR by either (i) providing Customer tha
ability within the Platform to sccess, correct or delete personsl data or restrict its processing; or (i) if such
functionality is not available within the Platform, make personal data availsble to data exporter, or as applicables,
make such corrections, deletions, or restrictions on data exporter's behalf.

For transfers to (sub-) processors, also describe the specific technical and organizalional measures o be taken by the
(sub-} processor to be able to provide assistance fo the controller and, for transfers from a processor fo 8 sub-processor,
fo the data exporier

Pluralsight contractually binds its sub-processors to technical and organizational measures suvhstantially
equivalent to those to which Pluralsight has committed herein.
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Addendum Il =International Data Transfer Addendum

International Data Transfer Addendum to the EU Commission Standard Contractual

Clauses

VERSIOM B1.0, in force 21 March 2022

This Addendum has been issued by the Information Commissioner for Parties making Restricted Transfers. The
Information Commissioner considers that it provides Appropriate Sefeguards for Restricted Transfers whenit is
entered into &= a legally binding contract.

PART 1 TABLES
Table 1: Parties

Transfer]

Start Date The Start Date for this Addendum shall coincide with the start date of
each Agreement between the Parties.
The Parties Exporter {who sends the Restricted | Importer (who receives the

Restricted Transfer)

The Exporter is the Customer as
identified in Annex | A of the EU
SCCs found in Addendum |

The Impaorter is Pluralsight, LLC.

Parties Details

Exporters’ details are as set forth in
Annex LA. of the EU 5CCs found in
Addendum L

Importer's details are as set forth in
Annex LA, of the EU 5CCs found in
Addendum |.

Key Contact Exporters’ Key Contact details are | Importer's Key Contact details are
a5 set forth in Annex LA. of the EU s set forth in Annes LA, of the EU
SCCs found in Addendumi |. SCCs found in Addendum |

Signature The Parties agree that their signatures affixed to the ELI SCCs in Annex LA

of Addendum | shall serve to legslly bind the Parties to this Addendum.

Table 2: Selected SCCs, Modules and Selected Clauses

Addendum EUSCCs
The version of the Approved EU SCCswhich this Addendum is appended to, detailed
below, including the Appendix Information:
Date: Refarence: Other |dentifier:
the Approved EL 5CCs, including the Appendix Information and with only the fiollowing
modules, clauses or optional provisions of the Approved EU SCCs brought into effect for
the purposes of this Addendumc
Module Maodule in Clause 7 Clause 11 Clause O& (Prior | Clause 9 8 Is parsonal data
Operation Docking [Crption) Autharisation / [Time Period) received from
Clause General thi Imporber
Authorisation] combined with
personal data
collected by the
Exporter
1 Mo
Days
3 Mo
4 Mo

Table 3: Appendix Information
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“Appendix Information™ means tha information which must be provided for the selected modules as set out in the
Appendixz of the Approved EU SCCs (other than the Parties), and which for this Addendum is set out in:

Annex 1A: List of Parties: Parties are as sat forth in Annax LA of the EU SCCs
found in Addendum |
Annex 1B: Description of Transfer: Description of Transfer is as set forth in Annex LB. of

the EL) SCCs found in Addendumn .

Annex ll: Technical and organisational measures
including technical and organisational measures to
ansure the security of the data:

TOMz are as set forth in Annex |l to the EU SCCs found
in Addendum I.

Annex Nk List of Sub processors (Modules 2 and 3
only):

Sub processors are as set forth in Call-off Contract.

Table 4: Ending this Addendum when the Approved Addendum Changes

Ending this Addendum when the Approved Addendum
changes.

Which Parties may end this Addendum as set out in
Section 19:

Importer

Exporter

Meither Party. Clause 18 will apply in the event
the Approved Addendum changes in accordance
therewith.

PART 2: MANDATORY CLALISES

Entering into this Addendum

1. [Each Party agrees to be bound by the terms and conditions set out in this Addendum, in exchange for the
other Party al=0 agreeing to be bound by this Addendum.

2. Although Annex 1A and Clause 7 of the Approved EU SCCs require signature by the Parties, for the pur-
pose of making Restricted Transfers, the Parties may enter into this Addendum in any way that makes them
legally binding on the Parties and allows data subjects to enforce their rights as set out in this Addendum. En-
tering into this Addendum will have the same effect as signing the Approved EU 5CCs and any part of the Ap-

proved ELl SCCs.
Interpretation of this Addendum

3. Where this Addendum uses terms that are defined in the Approved EU SCCs those terms shall have the
same meaning as in the Approved EU SCCs. In addition, the following tarms have the following meanings:

Addendurm This Imternational Data Transfer Acddendum which is made up of this Addendum incorpo-
rating the Addsndum EU SCCs.
Addendum EWSCCs Tha verskonis] of the Approved EU SCCs which this Addendum is appanded to, a5 set out

In Tabie 2, including the Appssndi Information.

Appendix Information Az set out In Tabls 3.

Appropriate Safeguards

Tha standand of protection over the parsonal data and of data subjects” rghis, which is
resquired by LK Data Protection Laws whan you are making a Asstricted Transtes relying
on standard data protection clausss under Articke S Z)(d) UE GDPR.
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Approved Addendum

The temiplate Addendum isswed by the 120 and laid before Pariament in scoordance
with 57134 of the Data Protection Act 20718 on 2 February 2022, as it s revised under
Section Errorl Reference source not found..

Approved ELNSCCs

Tha Standard Contractusl Clavses set out in tha Annex of Commission Implemsenting
D=cision (EU) 2021/314 of 4 June 2021,

oo Tha Information Commissionsr.
Rastricted Transfer A transter which |s coversd by Chapber W of the LK GDPR.
UK Tha United Kingdom of Graat Britain and Kortham Ireland.

UE Data Protection Laws

Al lmays relating 1o data protection, the processng of personal data, privacy andior elec-

tromic commaunications In foece from tme to tme in the UK, including the UK GDPAR and
the Data Prodsction Act 207 E.

UK GDOPR Az defined in section 3 of the Dats Protection Act 2018

4. This Addendum must always be interpreted in @ manner that is consistent with UK Data Protection Laws
and so that it fulfils the Parties' obligation to provide the Appropriate Safeguards.

5. I the provisions included in the Addendum EU S3CCs amend the Approved SCCs in any way which is not
permitted under the Approved EU SCCs or the Approved Addendum, such ameandment{s) will not be incorpo-
rated in this Addendum and the equivelent provision of the Approved EL SCCs will take their place.

&. I there is any inconsistency or conflict betwean UK Data Protection Laws and this Addendum, UK Data
Protaction Laws applies.

7. I the meaning of this Addendum is unclear or there is more than one meaning, the meaning which most
closely aligns with UK Diata Protection Laws applies.

B. Any references to legislation (or specific provisions of legislation) means that legislation (or specific provi-
sign) as it may change ower time. This includes where that Legislation {or specific provision) has been consoli-
dated, re-enacted andfor replaced after this Addendum has been antarad into.

Hierarchy

9.  Although Clause 5 of the Approved EU SCCs sets out that the Approved EU SCCs prevail over all related
agreements between the parties, the parties agree that, for Restricted Transfers, the hierarchy in Section 10
will prevail.

10. Where thare is any inconsistency or conflict bebween the Approved Addendum and the Addendum EU
SCCs (as applicabls), the Approved Addendum overrides tha Addendum EL SCCe, except wharae (and in so far
&s) the inconsistent or conflicting terms of the Addendum EU SCCs provides greater protection for data sub-
jects, inwhich case those terms will override the Approved Addendum.

11. Where this Addendum incorporates Addendum EU SCCs which have bean entered into to protect trans-
fers subject to the General Data Protection Regulstion (EU) 2016/679 then the Parties acknowledge that noth-
ing in this Addendum impacts those Addendum EU 5CCs.
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Incorporation of and changes to the EU SCCs

12. This Addendum incorporates the Addendum EU SCCs which are amended to the extent necessary so
that:

8 together they operate for data transfers made by the data exporter to the data importer, to the
extent that UK Data Protection Lews apply to the data exporter’s processing when making that data
transfier, and they provide Appropriate Safeguards for those data transfers;

b Sections Bto 11 override Clause 5 (Hierarchy) of the Addendum EU SCCs; and

¢ this Addendum (including the Addendum EU SCCs incorporated into it) is (1) governed by the
lavws of England and Wales and (2} any dispute arising from it is resohwed by the courts of England and
Wales, in each case unless the lews and'or courts of Scotland or Morthem kreland hawe been ex-
pressly selected by the Parties.

13. Unless the Parties hawe agreed alternative amendments which meet the requiremants of Saction 12, the
provisions of Section 15 will apply.

14. No amendments to the Approved EU) SCCs other than to meet the requirements of Saction 12 may be
made.

15. The following amendments to the Addendum EU SCCs (for the purpose of Section 12) are made:
] Referances to the “Clauses" means this Addendum, incorporating the Addendum EU SCCs;
b InClause Z, delete the words:

“and, with respect to data transfers from controllers to processors and/or processors to proces-
gors, standard contrectusl clauses pursuant to Article 28(7) of Regulation (EU) 2016/679";

¢ Clause & (Description of the transfer(s)) is replaced with:

“The details of the transfers(s) and in particular the categories of personal data that are trans-
ferred and the purposa(s) for which they are transfemed) are those specified in Annex LB wheara UK
Drata Protection Lews apply to the data exporter’s processing when making that transfer.”;

d Mot applicable. Intantionally Laft blank;
e Clause B.8(i) of Module 2 is replaced with:

“the onward transfer is to 8 country benefitting from adequacy regulations pursuant to Section
174 of the UK GDPR that covers the omward transfer;”
f  References to “Regulation (EU) 2016/679", "Regulation (EL) 2016/679 of the European Parlia-
ment and of the Council of 27 April 2016 on the protection of natural persons with regard to the pro-
cessing of personal data and on the free mowement of such data (General Data Protection Regula-
tion}" and “that Regulation™ are all replaced by “UK Data Protection Lews™. References to spacific
Article(s) of “Regulation (EU) 2016/679" are replaced with the equivalent Article or Section of UK
Data Protection Laws;
g Referances to Regulation (EU) 2018/1725 are removed;

h  References to the “European Union”, “Union”, “"EU”, “EU Member State”, "Member State” and
“EU or Member State” are all replaced with the *LK";

i Motapplicable. Intentionally left blank;
j  Clause 13{a) and Part C of Annex | are not used;

k The “comipetent supervisory authority” end “supenisory authority™ are both replaced with the “Infor-
mation Commissioner”;
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I InClausa 16[e), subsection (i} is replaced with:
“the Secratary of State makes regulations pursuant to Section 17A of the Data Protection Act
2018 that cover the transfer of personal data to which these cleuses apply;™;

m  Clause 17 is replaced with:

“These Clauses are governed by the lews of England and Wales.™;

n  Clause 18 is replaced with:
“Any dispute ansing from these Clauses shall be resolved by the couwrts of England and Wales. A
data subject may slso bring legal proceedings against the data exporter andfor dats imiporter be-

fore the courts of any country in the UK. The Parties agree to submit themselves to the jurisdiction
of such courts.”; and

o Thefootnotes to the Approved EU 5CCs do not form part of the Addendum.
Amendments to this Addendum

16. The Parties may agree to change Clauses 17 and/or 18 of the Addendum EW S5CCs to refer to the laws
and'or courts of Scotland or Morthem Ireland.

17. I the Parties wish to change the format of the information included in Part 1: Tables of the Approved Ad-

dendum, they may do so by agreeing to the change in writing, provided that the change does not reduce the
Appropriate Safeguards.

18. From time to time, the SO may issue & revised Approved Addendum which:

8 Makes reasonable and proportionate changes to the Approved Addendum, including cormacting
errors in the Approved Addendurm; and / or

b Reflects changes to the UK Data Protection Laws;

Tha revised Approved Addendum will specify the start date from which the changes to tha Approved Ad-
dendum are effective and whether the Parties need to review this Addendum including the Appendix Infor-
mation. This Addendum is automatically amended as set out in the revised Approved Addendum from the
start date specified.
18. K the ICD issues a revised Approved Addendum under Section 18, if any Party selected in Table 4 *Ending
the Addendum when the Approved Addendum changes”, will s a direct result of the changes in the Approved
Addendum have a substantial, disproportionate, and demonstrable increase in:

a8 Its direct costs of performing its obligations under the Addendum; and / or

b Itsrisk under the Addendum,
and in either casa it has first taken reasonable steps to reduce those costs or risks so that it is not substan-
tial and disproportionate, then that Party may end this Addendum at the and of & reasonable notice period,

by providing written notice for that period to the other Party before the start date of the revised Approved
Addendum.

20. The Parties do not need the consent of any third party to make changes to this Addendumn, but any
changes must be made in accordance with its terms.

Alternative Part 2 Mandatory Clauses:
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Mandatory Clauses

Part 2: Mandatory Clauses of the Approved Addendum, being the tem-
plate Addendum B.1.0 issued by the ICO and laid before Parlisment in
accordance with 51194 of the Data Protection Act 2018 on 2 February
2022, as it is revised under Section 18 of those Mandatory Clauses.
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