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RM6100 Technology Services 3 Agreement  
Framework Schedule 4 - Annex 1 

Lots 2, 3 and 5 Order Form 
 

Order Form 
 

This Order Form is issued in accordance with the provisions of the Technology Services 3 
Framework Agreement RM6100 dated 16th June 2021 between the Supplier (as defined below) 
and the Minister for the Cabinet Office (the "Framework Agreement") and should be used by Buyers 
after making a direct award or conducting a further competition under the Framework Agreement. 

The Contract, referred to throughout this Order Form, means the contract between the Supplier and 
the Buyer (as defined below) (entered into pursuant to the terms of the Framework Agreement) 
consisting of this Order Form and the Call Off Terms. The Call-Off Terms are substantially the terms 
set out in Annex 2 to Schedule 4 to the Framework Agreement and copies of which are available 
from the Crown Commercial Service website RM6100 Technology Services 3.  The agreed Call-Off 
Terms for the Contract being set out as the Annex 1 to this Order Form. 
 
The Supplier shall provide the Services and/or Goods specified in this Order Form (including any 
attachments to this Order Form) to the Buyer on and subject to the terms of the Contract for the 
duration of the Contract Period. 
 
In this Order Form, capitalised expressions shall have the meanings set out in Schedule 1 
(Definitions) of the Call-Off Terms  
 
This Order Form shall comprise: 
 
1. This document headed “Order Form”;  
2. Attachment 1 – Services Specification; 
3. Attachment 2 – Charges and Invoicing; 
4. Attachment 3 – Implementation Plan;  
5. Attachment 4 – Service Levels and Service Credits: 
6. Attachment 5 – Key Supplier Personnel and Key Sub-Contractors;  
7. Attachment 6 – Software; (Not Applicable) 
8. Attachment 7 – Financial Distress; (Not Applicable) 
9. Attachment 8 - Governance  
10. Attachment 9 – Schedule of Processing, Personal Data and Data Subjects; 
11. Attachment 10 – Transparency Reports; and  
12. Annex 1 – Call Off Terms and Additional/Alternative Schedules and Clauses.  
 
The Order of Precedence shall be as set out in Clause 2.2 of the Call-Off Terms being: 
 
1.1.1 the Framework, except Framework Schedule 18 (Tender); 
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1 06-Dec-2024 

Social Value: 
What is FSA's Social Value 
Strategy, and what specific 
impact metrics is FSA 
working towards, relating 
to tackling inequality? 
Understanding this will 
help maximise alignment 
towards achieving your 
goals. 
Alongside measures to 
ensure equality and 
inclusion across this 
contract, are there any 
particular groups or 
dimensions of inequality 
that FSA would like our 
Social Value efforts to 
focus on? 
Does FSA prefer Social 
Value activities that are 
delivered through the 
contract, additional 
activities, or a 
combination? 
What is FSA’s minimum 
expectation of investment 
in social value on this 
contract? 
Does FSA expect social 
value delivery to involve 
only the contract 

What is FSA's Social Value Strategy, 
and what specific impact metrics is 
FSA working towards, relating to 
tackling inequality? Understanding 
this will help maximise alignment 
towards achieving your goals. 
 
Response: We are seeking a 
response from the supplier on how 
they will provide the service to 
address the SV strategy in their 
delivery of the service.  
 
Alongside measures to ensure 
equality and inclusion across this 
contract, are there any particular 
groups or dimensions of inequality 
that FSA would like our Social Value 
efforts to focus on? 
 
Response: FSA isn’t focusing on any 
particular group. 
 
Does FSA prefer Social Value 
activities that are delivered through 
the contract, additional activities, or 
a combination? 
 
Response: FSA would prefer SV 
activities delivered via the proposed 
contract. 
 

10/12/2024 
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workforce, or does FSA 
value the opportunity for 
its employees to participate 
in social value activities? 

What is FSA’s minimum expectation 
of investment in social value on this 
contract? 
Response: Please refer to the scoring 
for Social Value question. 
 
Does FSA expect social value delivery 
to involve only the contract 
workforce, or does FSA value the 
opportunity for its employees to 
participate in social value activities? 
Response: Please refer to the scoring 
for Social Value question. As part of 
their contract proposal, we require 
the supplier to detail their Social 
Value delivery plan.  

2 06-Dec-2024 

Please provide the nature and 
mix of the type of CMS 
applications: 
a) Static websites 
b) Transactional Websites / 
Portal 
c) E-Commerce web sites 

Services in scope are listed in section 
3.1 of the specification, with further 
detail on their purpose and 
functionality given in sections 3.5.1 
and 3.5.2 of the specification. The 
pattern library is the only non-drupal 
site, created using Storybook, and it 

10/12/2024 
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contains the components for the FSA 
front-ends for food.gov and 
MyHACCP. 

3 06-Dec-2024 How many Drupal websites 
should we consider in scope? 

All sites in scope of the tender are 
listed in section 3.1 of the 
specification, with further detail, 
including development and staging 
environments and URLs given in 
section 3.3.1 in the specification. 

10/12/2024 

4 06-Dec-2024 

Can we get the past ticket 
dump of last year or 6 months 
for analysis of service 
requests and Incidents (L2 
and L3 ticket dumps)? Please 
provide the support ticket split 
by priority and detailed 
summary of tickets 

The tickets are a mixture of updates 
- for example, applying security 
patches, minor version Drupal 
upgrades, module updates, PHP 
version updates, etc... and minor 
support tasks, such as fixing order in 
the drop-down fields, correcting 
visual presentation of the website or 
tweaking any hardcoded text or 
translations. We usually include 
about 5 tickets per release. 

10/12/2024 

5 06-Dec-2024 
For cost effectiveness, can we 
propose few key roles and 
onshore and non key roles at 
offshore? 

For security reasons, all staff must be 
UK based. 10/12/2024 

6 06-Dec-2024 
Which tool do you use to track 
and report on support 
incidents and resolutions? 

P1 / P2 - FSA instance of 
SreviceNow; BAU support - Github 
Project. 

10/12/2024 
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7 06-Dec-2024 
What is your escalation 
process for critical issues 
(P1)? 

P1 incident are raised through FSA 
ServiceNow. The supplier providing 
IT HelpDesk support is responsible 
for organising bridge call with key 
stakeholders, including Drupal 
support supplier. The progress is 
tracked in ServiceNow. 

10/12/2024 

8 06-Dec-2024 
Do you maintain a knowledge 
base or documentation portal 
for self-service support? 

This is not currently available. 10/12/2024 

9 06-Dec-2024 What is the support coverage 
required viz 24x7 or 16x5 

Monday - Friday, 9am to 6pm, as 
detailed in section 3.11 of the 
specification. 

10/12/2024 

10 06-Dec-2024 

Are there any business 
requirement document, 
Design Documents, 
Architecture diagrams, 
Release Documents, Support 
Documents and process 
documents that can be shared 
for the existing website and 
backend applications 

The details about website in scope, 
including technical detail is provided 
in the specification document. The 
codebase and any further 
documentation are commercially 
sensitive at this point. Available 
documents will be shared with 
successful bidder in this tender 
exercise. The review and follow up 
questioning should be factored in the 
onboarding plan. 

10/12/2024 

11 06-Dec-2024 
As we will be supporting L2 & 
L3 support, but can you share 
if L1 support is also in scope ? 

Initial queries and requests related to 
Drupal services are handled by 
Product Team and IT ServiceDesk. 

10/12/2024 
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12 06-Dec-2024 

Will there be any house 
keeping activities required viz 
creating any kind of reports for 
business, version upgrade, 
building CI-CD pipeline etc. 

Reporting - please see section 3.10 
of the specification; Upgrade, 
piplines set up activities anticipated 
as part of onboarding are detailed in 
sections 3.5.3 and 3.5.4 of the 
specification. 

10/12/2024 

13 06-Dec-2024 

What is the current technology 
stack being used along with 
Drupal? Is there any headless 
application with React/Angular 
at the frontend? Currently, 
does any of the website has 
decoupled approach? 

The site is hosted on Acquia, there is 
a React app providing search front-
end interface, with ElasticSearch 
powering it. 

10/12/2024 

14 06-Dec-2024 

How many resources are 
currently supporting Drupal? 
How are they being distributed 
between onsite and offshore 
locations? 

All staff working on Drupal support 
are UK-based. The in-house team 
consist of 3 staff members. The size 
and composition of the supplier team 
is commercially sensitive. 

10/12/2024 

15 06-Dec-2024 

What are the approximate 
number of pages and 
components used for the 
Drupal website and mobile 
application? 

For number of components, please 
refer to the Pattern library 
(https://foodstandardsagency.github.
io/fsa-pattern-library/main/). There 
are approx. 10k pages across Drupal 
sites. 

10/12/2024 

16 06-Dec-2024 
How files (media files, videos, 
photos and documents XLS, 
word, PDFs) are associated 
with content? 

Standard Drupal method, Drupal core 
file handling. 10/12/2024 

17 06-Dec-2024 CICD implementation will be 
in-scope or out of scope? 

In-scope, as per section 3.5.4 of the 
specification. 10/12/2024 
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18 06-Dec-2024 
is incumbent supplier using 
any coding standard tool or 
php sniffer or anything which 
highlights the vulnerabilities? 

Warden module - highlights when 
security are required; Coding 
standards follow PHP-CS. 

10/12/2024 

19 06-Dec-2024 
Any public or third party API's 
are getting utilized in current 
application? Please list all 

MapItAPI, FSA Ratings API, FSA 
Alerts API, ElasticSearchAPI, gov.uk 
Notify API 

10/12/2024 

20 06-Dec-2024 
What tools are getting utilized 
for the Accessibility testing? & 
provide us the major A11y 
issue details 

SiteImprove, perioding auditing by 
Digital Accessibility Centre. For 
current list on known accessibility 
issues please refer to accessibility 
statement: 
https://www.food.gov.uk/other/acces
sibility-statement-for-foodgovuk 

10/12/2024 

21 06-Dec-2024 

Are there two separate teams 
currently working to handle 
the support tickets? like a 
separate team to handle the 
work coming from service now 
tickets (reported by external 
users) & another team would 
be to support regular issues 
(created by stakeholders) on 
production sites. 

Requests are initially reviewed by 
Product team, regardless of origin. 10/12/2024 

22 06-Dec-2024 Any pattern library drupal 
module is getting utilized? 

Integration uses contributed 
components module in Drupal. 10/12/2024 

23 06-Dec-2024 
Any tool is getting utilized to 
monitor the performance? like 
new relic or any other tools 

We have access to standard tools 
available in Acqua Cloud. 10/12/2024 

24 06-Dec-2024 
Could you please elaborate 
on the NCSC role on 
identifying vulnerabilities from 
the systems? 

NCSC sends alerts if a vulnerability is 
identified. It is then for the product 10/12/2024 
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team and supplier to access severity 
and apply a fix. 

25 06-Dec-2024 
Disaster recovery comes 
under the contract? anything 
implemented in current 
system 

Yes. There is a backup schedule. If 
the service went down restoring 
service would come under support.  

10/12/2024 

26 06-Dec-2024 what kind of support activities 
involved in Elastic search? 

Ensuring the search is performing as 
required. ES hosting / upgrades are 
out of scope. 

10/12/2024 

27 06-Dec-2024 Are emails getting send out 
using any acquia platform? 

System emails (e.g. password reset 
emails) are emailed from Drupal, 
Alerts notification use gov.uk Notify. 

10/12/2024 

28 06-Dec-2024 

Any drupal contrib module 
contribution to the drupal.org 
community from either FSA or 
incumbent supplier? Any 
bespoke modules which will 
not be handed over to new 
supplier from the incumbent 
supplier? please provide 
details about it 

FSA does not support any 
'community modules', however the 
site relies on several such modules. 
There are also bespoke modules 
which will not be handed over and 
can either be removed or replaced 
(i.e. non-critical). There is further 
detail in section 3.5.4. 

10/12/2024 

29 06-Dec-2024 
Any html twig writing 
methodology is implemented 
in current twig templates? like 
BEM 

Yes. Using BEM. 10/12/2024 

30 06-Dec-2024 
Are there any special data 
security requirements for the 
application 

Data security requirements are 
provided in Attachment 9 – Schedule 
of Processing, Personal Data and 
Data Subjects in the Order Form. 
Please refer APPENDIX A C311618  
Support for Continuous 
Improvements - RM6100 Order Form 

10/12/2024 
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Draft v2 COMPLETED AT CONTRACT 
AWARD. 

31 06-Dec-2024 What is the average number 
of releases done in a month? Two. We aim for fortnightly releases. 10/12/2024 

32 06-Dec-2024 
What is the usual release 
window? Are any releases 
planned during weekends? 

Releases usually take place on 
Thursdays.  10/12/2024 

33 06-Dec-2024 
Has DevOps or any form of 
automation been 
implemented? 

This is not currently implemented. 10/12/2024 

34 06-Dec-2024 
What testing practices and 
frameworks have been used 
during development?  

The site is manually tested before 
release. 10/12/2024 

35 06-Dec-2024 
Are the test cases and test 
scenarios available for 
functional and integration 
testing? 

There is a manual available for 
food.gov.uk 10/12/2024 
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Attachment 4 – Service Levels and Service Credits 
 
 
INTRODUCTION  
 

Suppliers will be required to provide the Incident Management element of this agreement using 

the following parameters:  

• Core or ‘working’ hours 7am to 8pm Monday to Friday  

• Non-core 8pm to 7am Monday to Friday plus weekends and bank holidays  

There will be no Service Credit/Debit regime associated with this call-off.  

 
Instead the target achievement levels detailed in Table A will attract failure points where 
resolution targets are not met. Performance against SLAs must be monitored and reported on 
by the Supplier. The Supplier must also identify why they have not been achieved and what 
plans are being instigated to ensure that this does not continue. 
 
1.1 See table below for standard SLAs for incidents and requests, including response times 

and resolution times within contracted working hours. 
 

1.2 In the event of a P1 or P2 Incident major incident processes will be invoked, Supplier 
shall conduct a formal Problem Management review, which shall include undertaking a 
Root Cause Analysis (“RCA”) to determine the underlying cause of the Incident and 
providing guidance to support any activity required to amend the underlying cause. 
 

Table A: 
 

 

Incident 

    
 

Priority Description Response Time* Resolution 
Time  

P1 Severe business disruption: business 
unit or sub-unit unable to operate, 
critical components failed. Failure to 
meet technological minimums. 

15 minutes 4 Hours 
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P2 Major business disruption: critical 
user(s) or user group unable to 
operate, or business unit 
experiencing significant reduction in 
system performance. 

30 minutes 8 Hours 

 

 
P3 Minor business disruption: single 

user unable to operate with no 
circumvention available 

0.5 Working day 3 Working 
Days  

P4 Minor disruption: single user or user 
group experiencing problems, but 
with circumvention available 

1 Working Day 3 Working 
Days  

 
* The Resolution Time starts when the incident is raised and ends when the Incident is Resolved 

Adherence to incident management responsibilities will also be assessed via reviews of 

completed incidents. 

Request 
 
Standard Request Management Responsibilities for all suppliers include: 

● Carrying out request tasks within the allocated timescales 
● Providing regular and comprehensive updates 

Description Resolution Time Monthly Service Target 

Request tasks 3 working days <=1 
 

● Most deployments can be completed within standard working hours - Monday to Friday 
9am to 6pm. However, Friday deployments should be avoided if not critical. 

● Deployments should be agreed with FSA and may need to be scheduled for out of hours 
or agreed at 'quiet' traffic times to avoid potential disruption to the service. 

● Out of hours support may be required for specific events by arrangement.  

 
 

 
No Service credits applicable. 
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Attachment 5 – Key Supplier Personnel and Key Sub-Contractors 

 
 

 
 
1.1.5 The Parties agree that they will update this Attachment 5 periodically to record any changes to Key Supplier 

Personnel and/or any Key Sub-Contractors appointed by the Supplier after the Commencement Date for the 
purposes of the delivery of the Services. 

Part A – Key Supplier Personnel  
 
 

Key Supplier Personnel Key Role(s) Duration 
Resource name will vary from time to time, 

Drupal Certified Developer 
Front-End Developer 

Senior Account Manager 
Client Strategy Partner 

Quality Assurance 
Senior Technical Principal Lead 

Strategist 
Designer 

Creative Director 

The full contract term. 
 
 

 
Part B – Key Sub-Contractors  
 
 
Contractors will only be used who meet the same security clearance as all TPX impact staff and when a freelancer is 
onboard they are UK based and are agreed prior to project start date by FSA  
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Attachment 6 – Software 
 

 
1.1.1 The Software below is licensed to the Buyer in accordance with Clauses 20 (Intellectual Property Rights) and 21 (Licences Granted by the 

Supplier). 

1.1.2 The Parties agree that they will update this Attachment 6 periodically to record any Supplier Software or Third Party Software subsequently 
licensed by the Supplier or third parties for the purposes of the delivery of the Services. 

Part A – Supplier Software 
 
The Supplier Software includes the following items: 
 
Not Applicable - All software used to deliver the contract deliverables are Open Sourced. 
 
 
 
Part B – Third Party Software 
 
The Third Party Software shall include the following items: 
 
 
Not Applicable - All software used to deliver the contract deliverables are Open Sourced. 
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o Credit Rating Level 5 = [A+] 
o Credit Rating Level 6 = [A] 
o Credit Rating Level 7 = [A-] 
o Credit Rating Level 8 = [BBB+] 
o Credit Rating Level 9 = [BBB] 
o Credit Rating Level 10 = [BBB-] 
o Etc. 

● [Rating Agency 2 (e.g Moodys) ] 
o Credit Rating Level 1 = [Aaa] 
o Credit Rating Level 2 = [Aa1] 
o Credit Rating Level 3 = [Aa2] 
o Credit Rating Level 4 = [Aa3] 
o Credit Rating Level 5 = [A1] 
o Credit Rating Level 6 = [A2] 
o Credit Rating Level 7 = [A3] 
o Credit Rating Level 8 = [Baa1] 
o Credit Rating Level 9 = [Baa2] 
o Credit Rating Level 10 = [Baa3] 
o Etc. 

● [Rating Agency 3 (etc.) ] 

o Credit Rating Level 1 = [XXX] 

o Etc.  
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those matters listed in Clause 1.2(a) – (e), including whose privacy 
policy should apply i.e. 
 
The Parties are Independent Controllers of Personal Data 
 
The Parties acknowledge that they are Independent Controllers for the 
purposes of the Data Protection Legislation in respect of: 
 
● Business contact details of Supplier Personnel, 
● Business contact details of any directors, officers, employees, agents, 

consultants and contractors of the Buyer (excluding the Supplier 
Personnel) engaged in the performance of the Buyer’s duties under 
this Contract. 

 
 

Duration of the processing  

Initial Contract Term of 18 months, up to the maximum of additional 
12 months. The Full Contract duration. 

 

Nature and purposes of the 
processing 

Viewing of the data where required for software administration or 
troubleshooting purposes over a remote desktop connection from the 
supplier’s offices. 
 

Type of Personal Data Any data contained within documents that have been indexed in the 
platform. This will ordinarily be low risk information such as contact 
details, names and addresses. This may in exceptional circumstances 
include special category and sensitive financial information. 
 

Categories of Data Subject Employees, Local Authority Contacts, Food Business Owners or 
Employees or Customers 

Plan for return and 
destruction of the data once 
the processing is complete 
UNLESS requirement under 
union or member state law to 
preserve that type of data 

 
The full contract duration. 
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Annex 1 – Call Off Terms and Additional/Alternative Schedules and 

Clauses 
 

FRAMEWORK SCHEDULE 4 – ANNEX 3 

ALTERNATIVE AND ADDITIONAL CLAUSES AND SCHEDULES FOR LOTS 3 
 

ADDITIONAL CLAUSES AND SCHEDULES 
SCHEDULES   

 S1 Implementation Plan 
 

 

S3 Security Requirements (Part B)  
S6: Business Continuity and Disaster 
Recovery 

 
CLAUSES   
 C1 Relevant Convictions 
 C2 Security Measures 

 
Unless there is a clear adjustment to an existing provision of the Contract, additional Clauses 
incorporated into the Contract via the Order Form will have the effect of being inserted 
sequentially immediately after Clause 55. New definitions for Schedule 1 (Definitions) will have 
the effect of being inserted alphabetically into the table therein and associated schedules will 
have the effect of being inserted sequentially immediately after Schedule 10. 
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ADDITIONAL CLAUSES AND SCHEDULES - SCHEDULES 

 
S1          IMPLEMENTATION PLAN 
1. INTRODUCTION 

1.1 This Schedule S1 (Implementation Plan): 

1.1.1 defines the process for the preparation and implementation of the Outline 
Implementation Plan and Detailed Implementation Plan; and 

1.1.2 identifies the Milestones (and associated Deliverables) including the Milestones 
which trigger payment to the Supplier of the applicable Milestone Payments 
following the issue of the applicable Milestone Achievement Certificate. 

2. OUTLINE IMPLEMENTATION PLAN 

2.1 The Outline Implementation Plan is set out in Attachment 3 (outline Implementation Plan) the Order 
Form.  

2.2 All changes to the Outline Implementation Plan shall be subject to the Change Control Procedure 
provided that the Supplier shall not attempt to postpone any of the Milestones using the Change 
Control Procedure or otherwise (except in accordance with Clause 32 (Supplier Relief Due to Buyer 
Cause)).   

3. APPROVAL OF THE DETAILED IMPLEMENTATION PLAN 

3.1 The Supplier shall submit a draft of the Detailed Implementation Plan to the Buyer for approval within 
twenty (20) Working Days of the Commencement Date.   

3.2 The Supplier shall ensure that the draft Detailed Implementation Plan: 

3.2.1 incorporates all of the Milestones and Milestone Dates set out in the Outline 
Implementation Plan; 

3.2.2 includes (as a minimum) the Supplier's proposed timescales in respect of the 
following for each of the Milestones: 

(a) the completion of each design document; 

(b) the completion of the build phase; 

(c) the completion of any Testing to be undertaken in accordance with Schedule S2 
(Testing Procedures); and 

(d) training and roll-out activities; 

3.2.3 clearly outlines all the steps required to implement the Milestones to be achieved 
in the next 15 months (or such other period agreed between the Parties), together 
with a high level plan for the rest of the programme; 

3.2.4 clearly outlines the required roles and responsibilities of both Parties, including 
staffing requirements; and 

3.2.5 is produced using a software tool as specified, or agreed by the Buyer.  
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3.3 Prior to the submission of the draft Detailed Implementation Plan to the Buyer in accordance with 
Paragraph 3.1, the Buyer shall have the right: 

3.3.1 to review any documentation produced by the Supplier in relation to the 
development of the Detailed Implementation Plan, including: 

(a) details of the Supplier's intended approach to the Detailed 
Implementation Plan and its development; 

(b) copies of any drafts of the Detailed Implementation Plan produced by the 
Supplier; and 

(c) any other work in progress in relation to the Detailed Implementation 
Plan; and  

3.3.2 to require the Supplier to include any reasonable changes or provisions in the 
Detailed Implementation Plan. 

3.4 Following receipt of the draft Detailed Implementation Plan from the Supplier, the Buyer shall: 

3.4.1 review and comment on the draft Detailed Implementation Plan as soon as 
reasonably practicable; and 

3.4.2 notify the Supplier in writing that it approves or rejects the draft Detailed 
Implementation Plan no later than twenty (20) Working Days after the date on 
which the draft Detailed Implementation Plan is first delivered to the Buyer.  

3.5 If the Buyer rejects the draft Detailed Implementation Plan: 

3.5.1 the Buyer shall inform the Supplier in writing of its reasons for its rejection; and 

3.5.2 the Supplier shall then revise the draft Detailed Implementation Plan (taking 
reasonable account of the Buyer's comments) and shall re-submit a revised draft 
Detailed Implementation Plan to the Buyer for the Buyer's approval within twenty 
(20) Working Days of the date of the Buyer's notice of rejection. The provisions of 
Paragraph 3.4 and this Paragraph 3.5 shall apply again to any resubmitted draft 
Detailed Implementation Plan, provided that either Party may refer any disputed 
matters for resolution by the Dispute Resolution Procedure at any time. 

3.6 If the Buyer approves the draft Detailed Implementation Plan, it shall replace the Outline 
Implementation Plan from the date of the Buyer’s notice of approval. 

4. UPDATES TO AND MAINTENANCE OF THE DETAILED IMPLEMENTATION PLAN 

4.1 Following the approval of the Detailed Implementation Plan by the Buyer: 

4.1.1 the Supplier shall submit a revised Detailed Implementation Plan to the Buyer every 
three (3) months starting three (3) months from the Commencement Date;  

4.1.2 without prejudice to Paragraph 4.1.1, the Buyer shall be entitled to request a 
revised Detailed Implementation Plan at any time by giving written notice to the 
Supplier and the Supplier shall submit a draft revised Detailed Implementation Plan 
to the Buyer within twenty (20) Working Days of receiving such a request from the 
Buyer (or such longer period as the Parties may agree provided that any failure to 
agree such longer period shall be referred to the Dispute Resolution Procedure);  
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4.1.3 any revised Detailed Implementation Plan shall (subject to Paragraph 4.2) be 
submitted by the Supplier for approval in accordance with the procedure set out in 
Paragraph 3; and 

4.1.4 the Supplier’s performance against the Implementation Plan shall be monitored at 
meetings of the Service Management Board (as defined in Part B of Schedule 7 
(Governance) where used) or any such service management board established 
under Part A of Schedule 7 (Governance) where used.  In preparation for such 
meetings, the current Detailed Implementation Plan shall be provided by the 
Supplier to the Buyer not less than five (5) Working Days in advance of such meeting.  

4.2 Save for any amendments which are of a type identified and notified by the Buyer (at the Buyer's 
discretion) to the Supplier in writing as not requiring approval, any material amendments to the 
Detailed Implementation Plan shall be subject to the Change Control Procedure provided that: 

4.2.1 any amendments to elements of the Detailed Implementation Plan which are based 
on the contents of the Outline Implementation Plan shall be deemed to be material 
amendments; and 

4.2.2 in no circumstances shall the Supplier be entitled to alter or request an alteration 
to any Milestone Date except in accordance with Clause 32 (Supplier Relief Due to 
Buyer Cause).  

4.3 Any proposed amendments to the Detailed Implementation Plan shall not come into force until they 
have been approved in writing by the Buyer.  

5. GOVERNMENT REVIEWS 

1.1.3 The Supplier acknowledges that the Services may be subject to Government review at key 
stages of the project. The Supplier shall cooperate with any bodies undertaking such review 
and shall allow for such reasonable assistance as may be required for this purpose within the 
Charges.  
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S3          SECURITY REQUIREMENTS  
PART A – SHORT FORM SECURITY REQUIREMENTS 

1. DEFINITIONS 

1.1 In this Part A of Schedule S3 (Security Requirements), the following definitions shall apply: 

"Security 
Management 
Plan"  

the Supplier's security management plan prepared 
pursuant to this Schedule, a draft of which has been 
provided by the Supplier to the Buyer and is set out 
in the Order Form and as updated from time to time. 

 
2. COMPLIANCE WITH SECURITY REQUIREMENTS AND UPDATES 

2.1 The Supplier shall comply with the Security Policy and the requirements of this Schedule S3 (Security 
Requirements) including the Security Management Plan (if any) and shall ensure that the Security 
Management Plan produced by the Supplier fully complies with the Security Policy. 

2.2 Where the Security Policy applies, the Buyer shall notify the Supplier of any changes or proposed 
changes to the Security Policy. 

2.3 If the Supplier believes that a change or proposed change to the Security Policy will have a material 
and unavoidable cost implication to the provision of the Services it may propose a Change to the 
Buyer. In doing so, the Supplier must support its request by providing evidence of the cause of any 
increased costs and the steps that it has taken to mitigate those costs.  Any change to the Charges 
shall then be subject to the Change Control Procedure.  

2.4 Until and/or unless a change to the Charges is agreed by the Buyer pursuant to the Change Control 
Procedure the Supplier shall continue to provide the Services in accordance with its existing 
obligations. 

3. SECURITY STANDARDS 

3.1 The Supplier acknowledges that the Buyer places great emphasis on the reliability of the 
performance of the Services, confidentiality, integrity and availability of information and 
consequently on security. 

3.2 The Supplier shall be responsible for the effective performance of its security obligations and shall at 
all times provide a level of security which: 

3.2.1 is in accordance with the Law and this Contract;  

3.2.2 as a minimum demonstrates Good Industry Practice; 

3.2.3 meets any specific security threats of immediate relevance to the Services and/or 
the Buyer Data; and 

3.2.4 where specified by the Buyer in accordance with Paragraph 2.1 complies with the 
Security Policy and the ICT Policy. 
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1.1.4  

3.3 The references to standards, guidance and policies contained or set out in this Schedule shall be 
deemed to be references to such items as developed and updated and to any successor to or 
replacement for such standards, guidance and policies, as notified to the Supplier from time to time. 

3.4 In the event of any inconsistency in the provisions of the above standards, guidance and policies, the 
Supplier should notify the Buyer Representative of such inconsistency immediately upon becoming 
aware of the same, and the Buyer Representative shall, as soon as practicable, advise the Supplier 
which provision the Supplier shall be required to comply with. 

4. SECURITY MANAGEMENT PLAN  

Introduction  

4.1 The Supplier shall develop and maintain a Security Management Plan in accordance with this Part A 
of Schedule S3 (Security Requirements). The Supplier shall thereafter comply with its obligations set 
out in the Security Management Plan. 

Content of Security Management Plan  

4.2 The Security Management Plan shall: 

4.2.1 comply with the principles of security set out in Paragraph 3 and any other 
provisions of this Contract relevant to security; 

4.2.2 identify the necessary delegated organisational roles for those responsible for 
ensuring it is complied with by the Supplier; 

4.2.3 detail the process for managing any security risks from Sub-Contractors and third 
parties authorised by the Buyer with access to the Services, processes associated 
with the provision of the Services, the Buyer Premises, the Sites and any IT, 
information and data (including the Buyer’s Confidential Information and the Buyer 
Data) and any system that could directly or indirectly have an impact on that 
Information, data and/or the Services; 

4.2.4 be developed to protect all aspects of the Services and all processes associated with 
the provision of the Deliverables, including the Buyer Premises, the Sites, and any 
IT, information and data (including the Buyer’s Confidential Information and the 
Buyer Data) to the extent used by the Buyer or the Supplier in connection with this 
Contract or in connection with any system that could directly or indirectly have an 
impact on that Information, data and/or the Services; 

4.2.5 set out the security measures to be implemented and maintained by the Supplier in 
relation to all aspects of the Services and all processes associated with the provision 
of the Goods and/or Services and shall at all times comply with and specify security 
measures and procedures which are sufficient to ensure that the Services comply 
with the provisions of this Contract; 

4.2.6 set out the plans for transitioning all security arrangements and responsibilities for 
the Supplier to meet the full obligations of the security requirements set out in this 
Contract and, where necessary in accordance with Paragraph 2.1 the Security Policy; 
and 

4.2.7 be written in plain English in language which is readily comprehensible to the staff 
of the Supplier and the Buyer engaged in the provision of the Services and shall only 
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reference documents which are in the possession of the Parties or whose location 
is otherwise specified in this Part A Schedule S3 (Security Requirements).  

Development of the Security Management Plan  

4.3 Within twenty (20) Working Days after the Commencement Date and in accordance with Paragraph 
4, the Supplier shall prepare and deliver to the Buyer for approval a fully complete and up to date 
Security Management Plan which will be based on the draft Security Management Plan set out in the 
Order Form.  

4.4 If the Security Management Plan submitted to the Buyer in accordance with Paragraph 4.3, or any 
subsequent revision to it in accordance with Paragraph 4, is approved it will be adopted immediately 
and will replace the previous version of the Security Management Plan and thereafter operated and 
maintained in accordance with this Part A Schedule S3 (Security Requirements).  If the Security 
Management Plan is not approved, the Supplier shall amend it within ten (10) Working Days of a 
notice of non-approval from the Buyer and re-submit to the Buyer for approval.  The Parties will use 
all reasonable endeavours to ensure that the approval process takes as little time as possible and in 
any event no longer than fifteen (15) Working Days from the date of its first submission to the Buyer.  
If the Buyer does not approve the Security Management Plan following its resubmission, the matter 
will be resolved in accordance with the Dispute Resolution Procedure.  

4.5 The Buyer shall not unreasonably withhold or delay its decision to approve or not the Security 
Management Plan pursuant to Paragraph 4.4.  However a refusal by the Buyer to approve the 
Security Management Plan on the grounds that it does not comply with the requirements set out in 
Paragraph 4.2 shall be deemed to be reasonable. 

4.6 Approval by the Buyer of the Security Management Plan pursuant to Paragraph 4.4 or of any change 
to the Security Management Plan in accordance with Paragraph 4 shall not relieve the Supplier of its 
obligations under this Part A Schedule S3 (Security Requirements).  

Amendment of the Security Management Plan  

4.7 The Security Management Plan shall be fully reviewed and updated by the Supplier at least annually 
to reflect: 

4.7.1 emerging changes in Good Industry Practice; 

4.7.2 any change or proposed change to the Services and/or associated processes;  

4.7.3 where necessary in accordance with Paragraph 2.1, any change to the Security 
Policy;  

4.7.4 any new perceived or changed security threats; and 

4.7.5 any reasonable change in requirements requested by the Buyer. 

4.8 The Supplier shall provide the Buyer with the results of such reviews as soon as reasonably 
practicable after their completion and amendment of the Security Management Plan at no additional 
cost to the Buyer. The results of the review shall include, without limitation: 

4.8.1 suggested improvements to the effectiveness of the Security Management Plan; 

4.8.2 updates to the risk assessments; and 

4.8.3 suggested improvements in measuring the effectiveness of controls. 
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4.9 Subject to Paragraph 4.10, any change or amendment which the Supplier proposes to make to the 
Security Management Plan (as a result of a review carried out in accordance with Paragraph 4.7, a 
request by the Buyer or otherwise) shall be subject to the Change Control Procedure. 

4.10 The Buyer may, acting reasonably, approve and require changes or amendments to the Security 
Management Plan to be implemented on timescales faster than set out in the Change Control 
Procedure but, without prejudice to their effectiveness, all such changes and amendments shall 
thereafter be subject to the Change Control Procedure for the purposes of formalising and 
documenting the relevant change or amendment. 

5. SECURITY BREACH  

5.1 Either Party shall notify the other in accordance with the agreed security incident management 
process (as detailed in the Security Management Plan) upon becoming aware of any Breach of 
Security or any potential or attempted Breach of Security. 

5.2 Without prejudice to the security incident management process, upon becoming aware of any of the 
circumstances referred to in Paragraph 5.1, the Supplier shall: 

5.3 immediately take all reasonable steps (which shall include any action or changes reasonably required 
by the Buyer) necessary to: 

5.3.1 minimise the extent of actual or potential harm caused by any Breach of Security; 

5.3.2 remedy such Breach of Security to the extent possible and protect the integrity of 
the Buyer and the provision of the Goods and/or Services to the extent within its 
control against any such Breach of Security or attempted Breach of Security;  

5.3.3 prevent an equivalent breach in the future exploiting the same cause failure; and 

5.3.4 as soon as reasonably practicable provide to the Buyer, where the Buyer so 
requests, full details (using the reporting mechanism defined by the Security 
Management Plan) of the Breach of Security or attempted Breach of Security, 
including a cause analysis where required by the Buyer. 

5.4 In the event that any action is taken in response to a Breach of Security or potential or attempted 
Breach of Security that demonstrates non-compliance of the Security Management Plan with the 
Security Policy (where relevant in accordance with Paragraph 2.1) or the requirements of this Part A 
Schedule S3 (Security Requirements), then any required change to the Security Management Plan 
shall be at no cost to the Buyer.  
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S6: Business Continuity and Disaster Recovery 
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PART B – LONG FORM SECURITY REQUIREMENTS 
 
1. DEFINITIONS 

1.1 In this Part B of Schedule S3 (Security Requirements), the following definitions shall apply: 

 

“Baseline Security 
Requirements” 

the baseline security requirements set out in Annex 
1 of this Part B Schedule S3 (Security Requirements); 

"ISMS" the information security management system and 
process developed by the Supplier in accordance 
with Paragraph 3 (ISMS) as updated from time to 
time in accordance with this Part B Schedule S3 
(Security Requirements);  

“Security 
Management Plan” 

the Supplier's security management plan prepared 
pursuant to this Part B Schedule S3 (Security 
Requirements), a draft of which has been provided 
by the Supplier to the Buyer and is set out in the 
Order Form and as updated from time to time; and 

“Security Tests" tests to validate the ISMS and security of all relevant 
processes, systems, incident response plans, patches 
to vulnerabilities and mitigations to Breaches of 
Security. 
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1.2  

2. SECURITY REQUIREMENTS  

2.1 The Parties acknowledge that the purpose of the ISMS and Security Management Plan are to ensure 
a good organisational approach to security under which the specific requirements of this Contract 
will be met. 

2.2 The Parties shall each appoint a security representative to be responsible for security.   

2.3 The Buyer shall clearly articulate its high level security requirements so that the Supplier can ensure 
that the ISMS, security related activities and any mitigations are driven by these fundamental needs. 

2.4 Both Parties shall provide a reasonable level of access to any members of their staff for the purposes 
of designing, implementing and managing security. 

2.5 The Supplier shall use as a minimum Good Industry Practice in the day to day operation of any system 
holding, transferring or processing Buyer Data and any system that could directly or indirectly have 
an impact on that information, and shall ensure that Buyer Data remains under the effective control 
of the Supplier at all times. 

2.6 The Supplier shall ensure the up-to-date maintenance of a security policy relating to the operation 
of its own organisation and systems and on request shall supply this document as soon as practicable 
to the Buyer.  

2.7 The Buyer and the Supplier acknowledge that information security risks are shared between the 
Parties and that a compromise of either the Supplier or the Buyer’s security provisions represents an 
unacceptable risk to the Buyer requiring immediate communication and co-operation between the 
Parties. 

3. INFORMATION SECURITY MANAGEMENT SYSTEM (ISMS) 

3.1 The Supplier shall develop and submit to the Buyer, within twenty (20) Working Days after the 
Commencement Date, an information security management system for the purposes of this Contract 
and shall comply with the requirements of Paragraphs 3.4 to 3.7. 

3.2 The Supplier acknowledges that the Buyer places great emphasis on the reliability of the 
performance of the Services, confidentiality, integrity and availability of information and 
consequently on the security provided by the ISMS and that the Supplier shall be responsible for the 
effective performance of the ISMS. 

3.3 The Buyer acknowledges that: 

3.3.1 if the Buyer has not stipulated that it requires a bespoke ISMS, the ISMS provided 
by the Supplier may be an extant ISMS covering the Services and their 
implementation across the Supplier’s estate; and 

3.3.2 where the Buyer has stipulated that it requires a bespoke ISMS then the Supplier 
shall be required to present the ISMS for the Buyer’s approval. 

3.4 The ISMS shall: 

3.4.1 if the Buyer has stipulated that it requires a bespoke ISMS, be developed to protect 
all aspects of the Services and all processes associated with the provision of the 
associated with the delivery of the Services, including the Buyer Premises, the Sites, 
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the Supplier System, the Buyer System (to the extent that it is under the control of 
the Supplier) and any IT, information and data (including the Buyer’s Confidential 
Information and the Buyer Data) to the extent used by the Buyer or the Supplier in 
connection with this Contract;  

3.4.2 meet the relevant standards in ISO/IEC 27001 and ISO/IEC27002 in accordance with 
Paragraph 1.7; 

3.5 at all times provide a level of security which: 

3.5.1 is in accordance with the Law and this Contract; 

3.5.2 complies with the Baseline Security Requirements; 

3.5.3 as a minimum demonstrates Good Industry Practice; 

3.5.4 complies with the Security Policy and the ICT Policy; 

3.5.5 complies with at least the minimum set of security measures and standards as 
determined by the Security Policy Framework (Tiers 1-4)  
(https://www.gov.uk/government/publications/security-policy-framework/hmg-
security-policy-framework); 

3.5.6 takes account of guidance issued by the Centre for Protection of National 
Infrastructure (https://www.cpni.gov.uk); 

3.5.7 complies with HMG Information Assurance Maturity Model and Assurance 
Framework (https://www.ncsc.gov.uk/articles/hmg-ia-maturity-model-iamm); 

3.5.8 meets any specific security threats of immediate relevance to the ISMS, the 
Deliverables and/or Government Data; 

3.5.9 addresses issues of incompatibility with the Supplier’s own organisational security 
policies; and 

3.5.10 complies with ISO/IEC27001 and ISO/IEC27002 in accordance with Paragraph 3.12; 

3.5.11 document the security incident management processes and incident response 
plans; 

3.5.12 document the vulnerability management policy including processes for 
identification of system vulnerabilities and assessment of the potential impact on 
the Services of any new threat, vulnerability or exploitation technique of which the 
Supplier becomes aware, prioritisation of security patches, testing of security 
patches, application of security patches, a process for Buyer approvals of 
exceptions, and the reporting and audit mechanism detailing the efficacy of the 
patching policy; and 

3.5.13 be certified by (or by a person with the direct delegated authority of) a Supplier’s 
main board representative, being the "Chief Security Officer", "Chief Information 
Officer", "Chief Technical Officer" or "Chief Financial Officer" (or equivalent as 
agreed in writing by the Buyer in advance of issue of the relevant Security 
Management Plan). 
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3.6 Subject to Paragraph 2, the references to Standards, guidance and policies contained or set out in 
Paragraph 3.4 shall be deemed to be references to such items as developed and updated and to any 
successor to or replacement for such standards, guidance and policies, as notified to the Supplier 
from time to time. 

3.7 In the event that the Supplier becomes aware of any inconsistency in the provisions of the standards, 
guidance and policies set out in Paragraph 3.4, the Supplier shall immediately notify the Buyer 
Representative of such inconsistency and the Buyer Representative shall, as soon as practicable, 
notify the Supplier as to which provision the Supplier shall comply with. 

3.8 If the bespoke ISMS submitted to the Buyer pursuant to Paragraph 3.3.1 is approved by the Buyer, it 
shall be adopted by the Supplier immediately and thereafter operated and maintained in accordance 
with this Part B Schedule S3 (Security Requirements). If the ISMS is not approved by the Buyer, the 
Supplier shall amend it within ten (10) Working Days of a notice of non-approval from the Buyer and 
re-submit it to the Buyer for approval. The Parties shall use all reasonable endeavours to ensure that 
the approval process takes as little time as possible and in any event no longer than fifteen (15) 
Working Days from the date of the first submission of the ISMS to the Buyer. If the Buyer does not 
approve the ISMS following its resubmission, the matter shall be resolved in accordance with the 
Dispute Resolution Procedure.  No approval to be given by the Buyer pursuant to this Paragraph 3 
may be unreasonably withheld or delayed. However any failure to approve the ISMS on the grounds 
that it does not comply with any of the requirements set out in Paragraphs 3.4 to 3.7 shall be deemed 
to be reasonable. 

3.9 Approval by the Buyer of the ISMS pursuant to Paragraph 1.3.7 or of any change to the ISMS shall 
not relieve the Supplier of its obligations under this Part B Schedule S3 (Security Requirements). 

4. SECURITY MANAGEMENT PLAN  

4.1 Within twenty (20) Working Days after the Commencement Date, the Supplier shall prepare and 
submit to the Buyer for approval in accordance with Paragraph 4 fully developed, complete and up-
to-date Security Management Plan which shall comply with the requirements of Paragraph 4.2.  

4.2 The Security Management Plan shall: 

4.2.1 be based on the initial Security Management Plan set out in the Order Form; 

4.2.2 comply with the Baseline Security Requirements and, where specified by the Buyer 
in accordance with Paragraph 3.5.4, the Security Policy; 

4.2.3 identify the necessary delegated organisational roles defined for those responsible 
for ensuring this Part B Schedule S3 (Security Requirements) is complied with by the 
Supplier; 

4.2.4 detail the process for managing any security risks from Sub-Contractors and third 
parties authorised by the Buyer with access to the Goods and/or Services, processes 
associated with the delivery of the Goods and/or Services, the Buyer Premises, the 
Sites, the Supplier System, the Buyer System (to the extent that it is under the 
control of the Supplier) and any IT, Information and data (including the Buyer’s 
Confidential Information and the Buyer Data) and any system that could directly or 
indirectly have an impact on that information, data and/or the Services; 

4.2.5 unless otherwise specified by the Buyer in writing, be developed to protect all 
aspects of the Services and all processes associated with the delivery of the Services, 
including the Buyer Premises, the Sites, the Supplier System, the Buyer System (to 
the extent that it is under the control of the Supplier) and any IT, Information and 
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data (including the Buyer’s Confidential Information and the Buyer Data) to the 
extent used by the Buyer or the Supplier in connection with this Contract or in 
connection with any system that could directly or indirectly have an impact on that 
Information, data and/or the Services; 

4.2.6 set out the security measures to be implemented and maintained by the Supplier in 
relation to all aspects of the Services and all processes associated with the delivery 
of the Services and at all times comply with and specify security measures and 
procedures which are sufficient to ensure that the Services comply with the 
provisions of this Part B Schedule S3 (Security Requirements) (including the 
requirements set out in Paragraph 3.4); 

4.2.7 demonstrate that the Supplier’s approach to delivery of the Services has minimised 
the Buyer and Supplier effort required to comply with this Part B Schedule S3 
(Security Requirements) through consideration of available, appropriate and 
practicable pan-government accredited services (for example, ‘platform as a 
service’ offering from the G-Cloud catalogue); 

4.2.8 set out the plans for transitioning all security arrangements and responsibilities 
from those in place at the Commencement Date to those incorporated in the ISMS 
within the timeframe agreed between the Parties; 

4.2.9 set out the scope of the Buyer System that is under the control of the Supplier; 

4.2.10 be structured in accordance with ISO/IEC27001 and ISO/IEC27002, cross-
referencing if necessary to other Schedules of this Contract which cover specific 
areas included within those standards; and 

4.2.11 be written in plain English in language which is readily comprehensible to the staff 
of the Supplier and the Buyer engaged in the Services and shall reference only 
documents which are in the possession of the Parties or whose location is otherwise 
specified in this Part B Schedule S3 (Security Requirements). 

4.3 If the Security Management Plan submitted to the Buyer pursuant to Paragraph 4.1 is approved by 
the Buyer, it shall be adopted by the Supplier immediately and thereafter operated and maintained 
in accordance with this Part B Schedule S3 (Security Requirements). If the Security Management Plan 
is not approved by the Buyer, the Supplier shall amend it within ten (10) Working Days of a notice of 
non-approval from the Buyer and re-submit it to the Buyer for approval. The Parties shall use all 
reasonable endeavours to ensure that the approval process takes as little time as possible and in any 
event no longer than fifteen (15) Working Days from the date of the first submission to the Buyer of 
the Security Management Plan. If the Buyer does not approve the Security Management Plan 
following its resubmission, the matter shall be resolved in accordance with the Dispute Resolution 
Procedure. No approval to be given by the Buyer pursuant to this Paragraph may be unreasonably 
withheld or delayed. However any failure to approve the Security Management Plan on the grounds 
that it does not comply with the requirements set out in Paragraph 4.2 shall be deemed to be 
reasonable. 

4.4 Approval by the Buyer of the Security Management Plan pursuant to Paragraph 4.3 or of any change 
or amendment to the Security Management Plan shall not relieve the Supplier of its obligations under 
this Part B Schedule S3 (Security Requirements). 

5. AMENDMENT OF THE ISMS AND SECURITY MANAGEMENT PLAN  

5.1 The ISMS and Security Management Plan shall be fully reviewed and updated by the Supplier and at 
least annually to reflect: 
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5.1.1 emerging changes in Good Industry Practice; 

5.1.2 any change or proposed change to the Supplier System, the Services and/or 
associated processes;  

5.1.3 any new perceived or changed security threats;  

5.1.4 where required in accordance with Paragraph 3.5.4, any changes to the Security 
Policy; 

5.1.5 any new perceived or changed security threats; and 

5.1.6 any reasonable change in requirement requested by the Buyer. 

5.2 The Supplier shall provide the Buyer with the results of such reviews as soon as reasonably 
practicable after their completion and amend the ISMS and Security Management Plan at no 
additional cost to the Buyer.  The results of the review shall include, without limitation:  

5.2.1 suggested improvements to the effectiveness of the ISMS; 

5.2.2 updates to the risk assessments; 

5.2.3 proposed modifications to the procedures and controls that affect information 
security to respond to events that may impact on the ISMS; and 

5.2.4 suggested improvements in measuring the effectiveness of controls. 

5.3 Subject to Paragraph 5.4, any change which the Supplier proposes to make to the ISMS or Security 
Management Plan (as a result of a review carried out pursuant to Paragraph 5.1, a Buyer request, a 
change to the Baseline Security Requirements or otherwise) shall be subject to the Change Control 
Procedure and shall not be implemented until approved in writing by the Buyer. 

5.4 The Buyer may, acting reasonably, approve and require changes or amendments to the ISMS or 
Security Management Plan to be implemented on timescales faster than set out in the Change 
Control Procedure but, without prejudice to their effectiveness, all such changes and amendments 
shall thereafter be subject to the Change Control Procedure for the purposes of formalising and 
documenting the relevant change or amendment. 

6. SECURITY TESTING  

6.1 The Supplier shall conduct Security Tests from time to time (and at least annually across the scope 
of the ISMS) and additionally after any change or amendment to the ISMS (including security incident 
management processes and incident response plans) or the Security Management Plan.  Security 
Tests shall be designed and implemented by the Supplier so as to minimise the impact on the delivery 
of the Services and the date, timing, content and conduct of such Security Tests shall be agreed in 
advance with the Buyer.  Subject to compliance by the Supplier with the foregoing requirements, if 
any Security Tests adversely affect the Supplier’s ability to deliver the Services so as to meet the 
Service Levels, the Supplier shall be granted relief against any resultant under-performance for the 
period of the Security Tests. 

6.2 The Buyer shall be entitled to send a representative to witness the conduct of the Security Tests. The 
Supplier shall provide the Buyer with the results of such Security Tests (in a form approved by the 
Buyer in advance) as soon as practicable after completion of each Security Test. 



 

RM6100 Order Form – Lots 2, 3 and 5 

6.3 Without prejudice to any other right of audit or access granted to the Buyer pursuant to this Contract, 
the Buyer and/or its authorised representatives shall be entitled, at any time upon giving reasonable 
notice to the Supplier, to carry out such tests (including penetration tests) as it may deem necessary 
in relation to the ISMS and the Supplier's compliance with the ISMS and the Security Management 
Plan. The Buyer may notify the Supplier of the results of such tests after completion of each such 
test.  If any such Buyer’s test adversely affects the Supplier’s ability to deliver the Services so as to 
meet the Service Levels, the Supplier shall be granted relief against any resultant under-performance 
for the period of the Buyer’s test. 

6.4 Where any Security Test carried out pursuant to Paragraphs 6.2 or 6.3 reveals any actual or potential 
Breach of Security or weaknesses (including un-patched vulnerabilities, poor configuration and/or 
incorrect system management), the Supplier shall promptly notify the Buyer of any changes to the 
ISMS and to the Security Management Plan (and the implementation thereof) which the Supplier 
proposes to make in order to correct such failure or weakness. Subject to the Buyer's prior written 
approval, the Supplier shall implement such changes to the ISMS and the Security Management Plan 
and repeat the relevant Security Tests in accordance with the timetable agreed with the Buyer or, 
otherwise, as soon as reasonably possible.  For the avoidance of doubt, where the change to the 
ISMS or Security Management Plan is to address a non-compliance with the Security Policy or 
Baseline Security Requirements or the requirements of this Part B Schedule S3 (Security 
Requirements), the change to the ISMS or Security Management Plan shall be at no cost to the Buyer. 

6.5 If any repeat Security Test carried out pursuant to Paragraph 6.4 reveals an actual or potential Breach 
of Security exploiting the same root cause failure, such circumstance shall constitute a material 
Default of this Contract.  

7. COMPLYING WITH THE ISMS  

7.1 The Buyer shall be entitled to carry out such security audits as it may reasonably deem necessary in 
order to ensure that the ISMS maintains compliance with the principles and practices of ISO 27001 
and/or the Security Policy where such compliance is required in accordance with Paragraph [  ]. 

7.2 If, on the basis of evidence provided by such security audits, it is the Buyer's reasonable opinion that 
compliance with the principles and practices of ISO/IEC 27001 and/or, where relevant, the Security 
Policy are not being achieved by the Supplier, then the Buyer shall notify the Supplier of the same 
and give the Supplier a reasonable time (having regard to the extent and criticality of any non-
compliance and any other relevant circumstances) to implement and remedy.  If the Supplier does 
not become compliant within the required time then the Buyer shall have the right to obtain an 
independent audit against these standards in whole or in part. 

7.3 If, as a result of any such independent audit as described in Paragraph 7.1, the Supplier is found to 
be non-compliant with the principles and practices of ISO/IEC 27001 and/or, where relevant, the 
Security Policy then the Supplier shall, at its own expense, undertake those actions required in order 
to achieve the necessary compliance and shall reimburse in full the costs incurred by the Buyer in 
obtaining such audit. 

8. SECURITY BREACH  

8.1 Either Party shall notify the other in accordance with the agreed security incident management 
process as defined by the ISMS upon becoming aware of any breach of security or any potential or 
attempted Breach of Security. 

8.2 Without prejudice to the security incident management process, upon becoming aware of any of the 
circumstances referred to in Paragraph 8.1, the Supplier shall: 
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8.2.1 immediately take all reasonable steps (which shall include any action or changes 
reasonably required by the Buyer) necessary to: 

8.2.2 minimise the extent of actual or potential harm caused by any Breach of Security;  

8.2.3 remedy such Breach of Security or any potential or attempted Breach of Security in 
order to protect the integrity of the Buyer Assets and/or ISMS to the extent that this 
is within the Supplier’s control;  

8.2.4 apply a tested mitigation against any such Breach of Security or attempted Breach 
of Security and provided that reasonable testing has been undertaken by the 
Supplier, if the mitigation adversely affects the Supplier’s ability to provide the 
Services so as to meet the relevant Service Levels, the Supplier shall be granted relief 
against any resultant under-performance for such period as the Buyer, acting 
reasonably, may specify by written notice to the Supplier; 

8.2.5 prevent a further Breach of Security or any potential or attempted Breach of 
Security in the future exploiting the same root cause failure; and 

8.2.6 supply any requested data to the Buyer (or the Computer Emergency Response 
Team for UK Government ("GovCertUK")) on the Buyer’s request within two 
(2) Working Days and without charge (where such requests are reasonably related 
to a possible incident or compromise); and 

8.2.7 as soon as reasonably practicable provide to the Buyer full details (using the 
reporting mechanism defined by the ISMS) of the Breach of Security or attempted 
Breach of Security, including a root cause analysis where required by the Buyer. 

8.3 In the event that any action is taken in response to a Breach of Security or potential or attempted 
Breach of Security that demonstrates non-compliance of the ISMS with the Security Policy (where 
relevant) or the requirements of this Part B Schedule S3 (Security Requirements), then any required 
change to the ISMS shall be at no cost to the Buyer. 

9. VULNERABILITIES AND FIXING THEM 

9.1 The Buyer and the Supplier acknowledge that from time to time vulnerabilities in the IT Environment 
will be discovered which unless mitigated will present an unacceptable risk to the Buyer’s 
information. 

9.2 The severity of threat vulnerabilities for the Supplier COTS Software and/or Third Party COTS 
Software shall be categorised by the Supplier as ‘Critical’, ‘Important’ and ‘Other’ by aligning these 
categories to the vulnerability scoring according to the agreed method in the ISMS and using the 
appropriate vulnerability scoring systems including: 

9.2.1 the ‘National Vulnerability Database’ ‘Vulnerability Severity Ratings’: ‘High’, 
‘Medium’ and ‘Low’ respectively (these in turn are aligned to CVSS scores as set out 
by NIST http://nvd.nist.gov/cvss.cfm); and 

9.2.2 Microsoft’s ‘Security Bulletin Severity Rating System’ ratings ‘Critical’, ‘Important’, 
and the two remaining levels (‘Moderate’ and ‘Low’) respectively. 

9.3 The Supplier shall procure the application of security patches to vulnerabilities within a maximum 
period from the public release of such patches with those vulnerabilities categorised as ‘Critical’ 
within 14 days of release, ‘Important’ within 30 days of release and all ‘Other’ within 60 Working 
Days of release, except where: 
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9.3.1 the Supplier can demonstrate that a vulnerability is not exploitable within the 
context of any Service (e.g. because it resides in a software component which is not 
running in the service) provided vulnerabilities which the Supplier asserts cannot be 
exploited within the context of a Service must be remedied by the Supplier within 
the above timescales if the vulnerability becomes exploitable within the context of 
the Service; 

9.3.2 the application of a ‘Critical’ or ‘Important’ security patch adversely affects the 
Supplier’s ability to deliver the Services in which case the Supplier shall be granted 
an extension to such timescales of 5 days, provided the Supplier had followed and 
continues to follow the security patch test plan agreed with the Buyer; or 

9.3.3 the Buyer agrees a different maximum period after a case-by-case consultation with 
the Supplier under the processes defined in the ISMS. 

9.4 The Specification and Mobilisation Plan (if applicable) shall include provisions for major version 
upgrades of all Supplier COTS Software and/or Third Party COTS Software to be upgraded within 6 
Months of the release of the latest version, such that it is no more than one major version level below 
the latest release (normally codified as running software no older than the ‘n-1 version’) throughout 
the Term unless: 

9.4.1 where upgrading such Supplier COTS Software and/or Third Party COTS Software 
reduces the level of mitigations for known threats, vulnerabilities or exploitation 
techniques, provided always that such upgrade is made within 12 Months of release 
of the latest version; or 

9.4.2 is agreed with the Buyer in writing.  

9.5 The Supplier shall: 

9.5.1 implement a mechanism for receiving, analysing and acting upon threat information 
supplied by GovCertUK, or any other competent Central Government Body; 

9.5.2 ensure that the IT Environment (to the extent that the IT Environment is within the 
control of the Supplier) is monitored to facilitate the detection of anomalous 
behaviour that would be indicative of system compromise; 

9.5.3 ensure it is knowledgeable about the latest trends in threat, vulnerability and 
exploitation that are relevant to the IT Environment by actively monitoring the 
threat landscape during the Contract Period; 

9.5.4 pro-actively scan the IT Environment (to the extent that the IT Environment is within 
the control of the Supplier) for vulnerable components and address discovered 
vulnerabilities through the processes described in the ISMS as developed under 
Paragraph 3.5.12; 

9.5.5 from the date specified in the Security Management Plan provide a report to the 
Buyer within five (5) Working Days of the end of each month detailing both patched 
and outstanding vulnerabilities in the IT Environment (to the extent that the IT 
Environment is within the control of the Supplier) and any elapsed time between 
the public release date of patches and either time of application or for outstanding 
vulnerabilities the time of issue of such report; 

9.5.6 propose interim mitigation measures to vulnerabilities in the IT Environment known 
to be exploitable where a security patch is not immediately available; 
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9.5.7 remove or disable any extraneous interfaces, services or capabilities that are not 
needed for the provision of the Services (in order to reduce the attack surface of the 
IT Environment); and 

9.5.8 inform the Buyer when it becomes aware of any new threat, vulnerability or 
exploitation technique that has the potential to affect the security of the IT 
Environment and provide initial indications of possible mitigations. 

9.6 If the Supplier is unlikely to be able to mitigate the vulnerability within the timescales under this 
Paragraph 9, the Supplier shall immediately notify the Buyer. 

9.7 A failure to comply with Paragraph 9.3 shall constitute a Default, and the Supplier shall comply with 
the Rectification Plan Process. 
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9.8  

ANNEX 1 – BASELINE SECURITY REQUIREMENTS 

1. HANDLING CLASSIFIED INFORMATION 

1.1 The Supplier shall not handle Buyer information classified SECRET or TOP SECRET except if there is a 
specific requirement and in this case prior to receipt of such information the Supplier shall seek 
additional specific guidance from the Buyer. 

2. END USER DEVICES 

2.1 When Buyer Data resides on a mobile, removable or physically uncontrolled device it must be stored 
encrypted using a product or system component which has been formally assured through a 
recognised certification process of the National Cyber Security Centre (“NCSC”) to at least 
Foundation Grade, for example, under the NCSC Commercial Product Assurance scheme ("CPA").  

2.2 Devices used to access or manage Buyer Data and services must be under the management authority 
of Buyer or Supplier and have a minimum set of security policy configuration enforced. These devices 
must be placed into a ‘known good’ state prior to being provisioned into the management authority 
of the Buyer. Unless otherwise agreed with the Buyer in writing, all Supplier devices are expected to 
meet the set of security requirements set out in the End User Devices Security Guidance 
(https://www.ncsc.gov.uk/guidance/end-user-device-security). Where the guidance highlights 
shortcomings in a particular platform the Supplier may wish to use, then these should be discussed 
with the Buyer and a joint decision shall be taken on whether the residual risks are acceptable. Where 
the Supplier wishes to deviate from the NCSC guidance, then this should be agreed in writing on a 
case by case basis with the Buyer. 

3. DATA PROCESSING, STORAGE, MANAGEMENT AND DESTRUCTION 

3.1 The Supplier and Buyer recognise the need for the Buyer’s information to be safeguarded under the 
UK Data Protection regime or a similar regime. To that end, the Supplier must be able to state to the 
Buyer the physical locations in which data may be stored, processed and managed from, and what 
legal and regulatory frameworks Buyer Data will be subject to at all times. 

3.2 The Supplier shall agree any change in location of data storage, processing and administration with 
the Buyer in accordance with the Change Control Procedure.  

3.3 The Supplier shall: 

3.3.1 provide the Buyer with all Buyer Data on demand in an agreed open format; 

3.3.2 have documented processes to guarantee availability of Buyer Data in the event of 
the Supplier ceasing to trade; 

3.3.3 securely destroy all media that has held Buyer Data at the end of life of that media 
in line with Good Industry Practice; and 

3.3.4 securely erase any or all Buyer Data held by the Supplier when requested to do so 
by the Buyer. 

4. ENSURING SECURE COMMUNICATIONS  

4.1 The Buyer requires that any Buyer Data transmitted over any public network (including the Internet, 
mobile networks or un-protected enterprise network) or to a mobile device must be encrypted using 
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a product or system component which has been formally assured through a certification process 
recognised by NCSC, to at least Foundation Grade, for example, under CPA. 

4.2 The Buyer requires that the configuration and use of all networking equipment to provide the 
Services, including those that are located in secure physical locations, are at least compliant with 
Good Industry Practice. 

5. SECURITY BY DESIGN  

5.1 The Supplier shall apply the ‘principle of least privilege’ (the practice of limiting systems, processes 
and user access to the minimum possible level) to the design and configuration of IT systems which 
will process or store Buyer Data.  

5.2 When designing and configuring the IT Environment (to the extent that the IT Environment is within 
the control of the Supplier) the Supplier shall follow Good Industry Practice and seek guidance from 
recognised security professionals with the appropriate skills and/or a NCSC certification 
(https://www.ncsc.gov.uk/section/products-services/ncsc-certification) for all bespoke or complex 
components of the IT Environment (to the extent that the IT Environment is within the control of the 
Supplier).  

6. SECURITY OF SUPPLIER PERSONNEL 

6.1 Supplier Personnel shall be subject to pre-employment checks that include, as a minimum: identity, 
unspent criminal convictions and right to work. 

6.2 The Supplier shall agree on a case by case basis Supplier Personnel roles which require specific 
government clearances (such as ‘SC’) including system administrators with privileged access to IT 
systems which store or process Buyer Data.  

6.3 The Supplier shall prevent Supplier Personnel who are unable to obtain the required security 
clearances from accessing systems which store, process, or are used to manage Buyer Data except 
where agreed with the Buyer in writing. 

6.4 All Supplier Personnel that have the ability to access Buyer Data or systems holding Buyer Data shall 
undergo regular training on secure information management principles. Unless otherwise agreed 
with the Buyer in writing, this training must be undertaken annually. 

6.5 Where the Supplier or Sub-Contractors grants increased IT privileges or access rights to Supplier 
Personnel, those Supplier Personnel shall be granted only those permissions necessary for them to 
carry out their duties. When Supplier Personnel no longer need elevated privileges or leave the 
organisation, their access rights shall be revoked within one (1) Working Day. 

7. RESTRICTING AND MONITORING ACCESS  

7.1 The Supplier shall operate an access control regime to ensure all users and administrators of the IT 
Environment (to the extent that the IT Environment is within the control of the Supplier) are uniquely 
identified and authenticated when accessing or administering the Services. Applying the ‘principle of 
least privilege’, users and administrators shall be allowed access only to those parts of the IT 
Environment that they require. The Supplier shall retain an audit record of accesses.  

8. AUDIT  

8.1 The Supplier shall collect audit records which relate to security events in the systems or that would 
support the analysis of potential and actual compromises. In order to facilitate effective monitoring 
and forensic readiness such Supplier audit records should (as a minimum) include: 
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8.1.1 Logs to facilitate the identification of the specific asset which makes every outbound 
request external to the IT Environment (to the extent that the IT Environment is 
within the control of the Supplier). To the extent the design of the Services allows 
such logs shall include those from DHCP servers, HTTP/HTTPS proxy servers, 
firewalls and routers.  

8.1.2 Security events generated in the IT Environment (to the extent that the IT 
Environment is within the control of the Supplier) and shall include: privileged 
account log-on and log-off events, the start and termination of remote access 
sessions, security alerts from desktops and server operating systems and security 
alerts from third party security software. 

8.2 The Supplier and the Buyer shall work together to establish any additional audit and monitoring 
requirements for the IT Environment.  

8.3 The Supplier shall retain audit records collected in compliance with this Paragraph 8 for a period of 
at least 6 months. 
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ADDITIONAL CLAUSES AND SCHEDULES – CLAUSES 

C1          
1. RELEVANT CONVICTIONS  

1.1 For the purpose of this Clause, the following definitions shall apply: 

“Conviction” 1 means other than for minor road traffic offences, any previous 
or pending prosecutions, convictions, cautions and binding 
over orders (including any spent convictions as contemplated 
by section 1(1) of the Rehabilitation of Offenders Act 1974 by 
virtue of the exemptions specified in Part II of Schedule 1 of the 
Rehabilitation of Offenders Act 1974 (Exemptions) Order 1975 
(SI 1975/1023) or any replacement or amendment to that 
Order, or being placed on a list kept pursuant to section 1 of 
the Protection of Children Act 1999 or being placed on a list 
kept pursuant to the Safeguarding Vulnerable Groups Act 2006; 
and  

“Relevant Conviction” 2 means a Conviction that is relevant to the nature of the Services 
to be provided or as specified by the Buyer in the Order Form. 

1.2 The Supplier shall ensure that no person who discloses that he has a Relevant Conviction, or who is 
found to have any Relevant Convictions (whether as a result of a police check or through the 
procedure of the Disclosure and Barring Service (DBS) or otherwise), is employed or engaged in any 
part of the provision of the Services without the approval of the Buyer. 

1.3 Notwithstanding Clause 1.3.1, for each member of Supplier Personnel who, in providing the Services, 
has, will have or is likely to have access to children, vulnerable persons or other members of the 
public to whom the Buyer owes a special duty of care, the Supplier shall (and shall procure that the 
relevant Sub-Contractor shall): 

1.3.1 carry out a check with the records held by the Department for Education (DfE); 

1.3.2 conduct thorough questioning regarding any Relevant Convictions; and 

1.3.3 ensure a police check is completed and such other checks as may be carried out 
through the Disclosure and Barring Service (DBS), 

1.3 and the Supplier shall not (and shall ensure that any Sub-Contractor shall not) 
engage or continue to employ in the provision of the Services any person who has 
a Relevant Conviction or an inappropriate record. 

 
C2          
1. SECURITY MEASURES 

1.1  For the purpose of this Clause, the following definitions shall apply: 

“Document” 3 includes specifications, plans, drawings, photographs and 
books; 

“Secret Matter” 4 means any matter connected with or arising out of the 
performance of this Contract which has been, or may hereafter 
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be, by a notice in writing given by the Buyer to the Supplier be 
designated 'top secret' or 'secret'; and 

“Servant” 5 where the Supplier is a body corporate shall include a director 
of that body and any person occupying in relation to that body 
the position of director by whatever name called. 

1.2 The Supplier shall not, either before or after the completion or termination of this Contract, do or 
permit to be done anything which it knows or ought reasonably to know may result in information 
about a Secret Matter being: 

1.2.1 without the prior consent in writing of the Buyer, disclosed to or acquired by a 
person who is an alien or who is a British subject by virtue only of a certificate of 
naturalisation in which his name was included; 

1.2.2 disclosed to or acquired by a person as respects whom the Buyer has given to the 
Supplier a notice in writing which has not been cancelled stating that the Buyer 
requires that Secret Matters shall not be disclosed to that person; 

1.2.3 without the prior consent in writing of the Buyer, disclosed to or acquired by any 
person who is not a servant of the Supplier; or 

1.2.4 disclosed to or acquired by a person who is an employee of the Supplier except in a 
case where it is necessary for the proper performance of this Contract that such 
person shall have the information. 

1.3 Without prejudice to the provisions of Clause 1.2, the Supplier shall, both before and after the 
completion or termination of this Contract, take all reasonable steps to ensure: 

1.3.1 no such person as is mentioned in Clause 1.2 hereof shall have access to any item 
or document under the control of the Supplier containing information about a 
Secret Matter except with the prior consent in writing of the Buyer; 

1.3.2 that no visitor to any premises in which there is any item to be supplied under this 
Contract or where Services are being supplied shall see or discuss with the Supplier 
or any person employed by him any Secret Matter unless the visitor is authorised in 
writing by the Buyer so to do; 

1.3.3 that no photograph of any item to be supplied under this Contract or any portions 
of the Services shall be taken except insofar as may be necessary for the proper 
performance of this Contract or with the prior consent in writing of the Buyer, and 
that no such photograph shall, without such consent, be published or otherwise 
circulated; 

1.3.4 that all information about any Secret Matter and every document model or other 
item which contains or may reveal any such information is at all times strictly 
safeguarded, and that, except insofar as may be necessary for the proper 
performance of this Contract or with the prior consent in writing of the Buyer, no 
copies of or extracts from any such document, model or item shall be made or used 
and no designation of description which may reveal information about the nature 
or contents of any such document, model or item shall be placed thereon; and 

1.3.5 that if the Buyer gives notice in writing to the Supplier at any time requiring the 
delivery to the Buyer of any such document, model or item as is mentioned in Clause 
1.3.3, that document, model or item (including all copies of or extracts therefrom) 
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shall forthwith be delivered to the Buyer who shall be deemed to be the owner 
thereof and accordingly entitled to retain the same. 

1.4 The decision of the Buyer on the question whether the Supplier has taken or is taking all reasonable 
steps as required by the foregoing provisions of this Clause 1.2 shall be final and conclusive. 

1.5 If and when directed by the Buyer, the Supplier shall furnish full particulars of all people who are at 
any time concerned with any Secret Matter. 

1.6 If and when directed by the Buyer, the Supplier shall secure that any person employed by it who is 
specified in the direction, or is one of a class of people who may be so specified, shall sign a statement 
that he understands that the Official Secrets Act, 1911 to 1989 and, where applicable, the Atomic 
Energy Act 1946, apply to the person signing the statement both during the carrying out and after 
expiry or termination of this Contract. 

1.7 If, at any time either before or after the expiry or termination of this Contract, it comes to the notice 
of the Supplier that any person acting without lawful authority is seeking or has sought to obtain 
information concerning this Contract or anything done or to be done in pursuance thereof, the 
matter shall be forthwith reported by the Supplier to the Buyer and the report shall, in each case, be 
accompanied by a statement of the facts, including, if possible, the name, address and occupation of 
that person, and the Supplier shall be responsible for making all such arrangements as it may 
consider appropriate to ensure that if any such occurrence comes to the knowledge of any person 
employed by it, that person shall forthwith report the matter to the Supplier with a statement of the 
facts as aforesaid. 

1.8 The Supplier shall place every person employed by it, other than a Sub-Contractor, who in its opinion 
has or will have such knowledge of any Secret Matter as to appreciate its significance, under a duty 
to the Supplier to observe the same obligations in relation to that matter as are imposed on the 
Supplier by Clauses 1.2 and 1.3 and shall, if directed by the Buyer, place every person who is specified 
in the direction or is one of a class of people so specified, under the like duty in relation to any Secret 
Matter which may be specified in the direction, and shall at all times use its best endeavours to 
ensure that every person upon whom obligations are imposed by virtue of this Clause C2 observes 
the said obligations, and the Supplier shall give such instructions and information to every such 
person as may be necessary for that purpose, and shall, immediately upon becoming aware of any 
act or omission which is or would be a breach of the said obligations, report the facts to the Supplier 
with all necessary particulars. 

1.9 The Supplier shall, if directed by the Buyer, include in the Sub-Contract provisions in such terms as 
the Buyer may consider appropriate for placing the Sub-Contractor under obligations in relation to 
secrecy and security corresponding to those placed on the Supplier by this Clause C2, but with such 
variations (if any) as the Buyer may consider necessary.  Further the Supplier shall: 

1.9.1 give such notices, directions, requirements and decisions to its Sub-Contractors as 
may be necessary to bring the provisions relating to secrecy and security which are 
included in Sub-Contracts under this Clause C2 into operation in such cases and to 
such extent as the Buyer may direct; 

1.9.2 if there comes to its notice any breach by the Sub-Contractor of the obligations of 
secrecy and security included in their Sub-Contracts in pursuance of this Clause C2, 
notify such breach forthwith to the Buyer; and 

1.9.3 if and when so required by the Buyer, exercise its power to determine the Sub-
Contract under the provision in that Sub-Contract which corresponds to Clause 1.12. 
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1.10 The Supplier shall give the Buyer such information and particulars as the Buyer may from time to 
time require for the purposes of satisfying the Buyer that the obligations imposed by or under the 
foregoing provisions of this Clause C2 have been and are being observed and as to what the Supplier 
has done or is doing or proposes to do to secure the observance of those obligations and to prevent 
any breach thereof, and the Supplier shall secure that a representative of the Buyer duly authorised 
in writing shall be entitled at reasonable times to enter and inspect any premises in which anything 
is being done or is to be done under this Contract or in which there is or will be any item to be 
supplied under this Contract, and also to inspect any document or item in any such premises or which 
is being made or used for the purposes of this Contract and that any such representative shall be 
given all such information as he may require on the occasion of, or arising out of, any such inspection. 

1.11 Nothing in this Clause C2 shall prevent any person from giving any information or doing anything on 
any occasion when it is, by virtue of any enactment, the duty of that person to give that information 
or do that thing. 

1.12 If the Buyer shall consider that any of the following events has occurred: 

1.12.1 that the Supplier has committed a breach of, or failed to comply with any of, the 
foregoing provisions of this Clause C2; or 

1.12.2 that the Supplier has committed a breach of any obligations in relation to secrecy 
or security imposed upon it by any other contract with the Buyer, or with any 
department or person acting on behalf of the Crown; or 

1.12.3 that by reason of an act or omission on the part of the Supplier, or of a person 
employed by the Supplier, which does not constitute such a breach or failure as is 
mentioned in Clause 1.12.2, information about a Secret Matter has been or is likely 
to be acquired by a person who, in the opinion of the Buyer, ought not to have such 
information; 

and shall also decide that the interests of the State require the termination of this Contract, the 
Buyer may by notice in writing terminate this Contract forthwith. 

1.13 A decision of the Buyer to terminate this Contract in accordance with the provisions of Clause 1.12 
shall be final and conclusive and it shall not be necessary for any notice of such termination to specify 
or refer in any way to the event or considerations upon which the Buyer's decision is based. 

1.14 Supplier’s notice 

1.14.1 The Supplier may within five (5) Working Days of the termination of this Contract in 
accordance with the provisions of Clause 1.12, give the Buyer notice in writing 
requesting the Buyer to state whether the event upon which the Buyer's decision to 
terminate was based is an event mentioned in Clause 1.12 and to give particulars of 
that event; and  

1.14.2 the Buyer shall within ten (10) Working Days of the receipt of such a request give 
notice in writing to the Supplier containing such a statement and particulars as are 
required by the request. 

1.15 Matters pursuant to termination 

1.15.1 The termination of this Contract pursuant to Clause 1.12 shall be without prejudice 
to any rights of either party which shall have accrued before the date of such 
termination;  
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1.15.2 The Supplier shall be entitled to be paid for any work or thing done under this 
Contract and accepted but not paid for by the Buyer at the date of such termination 
either at the price which would have been payable under this Contract if this 
Contract had not been terminated, or at a reasonable price;  

1.15.3 The Buyer may take over any work or thing done or made under this Contract 
(whether completed or not) and not accepted at the date of such termination which 
the Buyer may by notice in writing to the Supplier given within thirty (30) Working 
Days from the time when the provisions of this Clause C2 shall have effect, elect to 
take over, and the Supplier shall be entitled to be paid for any work or thing so taken 
over a price which, having regard to the stage which that work or thing has reached 
and its condition at the time it is taken over, is reasonable.  The Supplier shall in 
accordance with directions given by the Buyer, deliver any work or thing taken over 
under this Clause, and take all such other steps as may be reasonably necessary to 
enable the Buyer to have the full benefit of any work or thing taken over under this 
Clause; and  

1.15.4 Save as aforesaid, the Supplier shall not be entitled to any payment from the Buyer 
after the termination of this Contract 

1.15.5 If, after notice of termination of this Contract pursuant to the provisions of Clause 
1.12: 

(a) the Buyer shall not within ten (10) Working Days of the receipt of a 
request from the Supplier, furnish such a statement and particulars as are 
detailed in Clause 1.14; or 

(b) the Buyer shall state in the statement and particulars detailed in Clause 1.14 that the 
event upon which the Buyer's decision to terminate this Contract was based on an 
event mentioned in Clause 1.12.3, 

2 the respective rights and obligations of the Supplier and the Buyer shall be terminated in accordance 
with the following provisions: 

(a) the Buyer shall take over from the Supplier at a fair and reasonable price 
all unused and undamaged materials, bought-out parts and components 
and articles in course of manufacture in the possession of the Supplier 
upon the termination of this Contract under the provisions of Clause 1.12 
and properly provided by or supplied to the Supplier for the performance 
of this Contract, except such materials, bought-out parts and components 
and articles in course of manufacture as the Supplier shall, with the 
concurrence of the Buyer, elect to retain; 

(b) the Supplier shall prepare and deliver to the Buyer within an agreed period or in 
default of agreement within such period as the Buyer may specify, a list of all such 
unused and undamaged materials, bought-out parts and components and articles in 
course of manufacture liable to be taken over by or previously belonging to the Buyer 
and shall deliver such materials and items in accordance with the directions of the 
Buyer who shall pay to the Supplier fair and reasonable handling and delivery charges 
incurred in complying with such directions; 

(c) the Buyer shall indemnify the Supplier against any commitments, liabilities or 
expenditure which are reasonably and properly chargeable by the Supplier in 
connection with this Contract to the extent to which the said commitments, liabilities 
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or expenditure would otherwise represent an unavoidable loss by the Supplier by 
reason of the termination of this Contract; 

(d) if hardship to the Supplier should arise from the operation of this Clause 1.15 it shall 
be open to the Supplier to refer the circumstances to the Buyer who, on being 
satisfied that such hardship exists shall make such allowance, if any, as in its opinion 
is reasonable and the decision of the Buyer on any matter arising out of this Clause 
shall be final and conclusive; and 

(e) subject to the operation of Clauses 1.15.3, 1.15.4 and 1.15.5, termination of this 
Contract shall be without prejudice to any rights of either party that may have 
accrued before the date of such termination. 

 




