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A1.3.11

A1.3.12

Protection Legislation or in relation to any actual or suspected
breach), whether by the Authority (or any agent acting on its
behalf), any relevant regulatory body, including the Information
Commissioner, the police and any other statutory law enforcement
agency, and shall do so both during the Contract and after its
termination or expiry (for so long as the Party concerned retains
and/or Processes Authority Personal Data);

notify the Authority within two (2) Business Days if it, or any sub-
contractor, receives:

A1.3.11.1 from a Data Subject (or third party on their behalf):

A1.3.11.1.1 a Subject Access Request (or purported
Subject Access Request);

A1.3.11.1.2 a request to rectify, block or erase any
Authority Personal Data; or

A1.3.11.1.3 any other request, complaint or
communication relating to the
Authority’s  obligations under Data
Protection Legislation.

A1.3.11.2 any communication from the Information
Commissioner or any other regulatory authority in
connection with Authority Personal Data; or

A1.3.11.3 a request from any third party for disclosure of
Authority Personal Data where compliance with such
request is required or purported to be required by law;

provide the Authority with full cooperation and assistance (within
the timescales reasonably required by the Authority) in relation to
any complaint, communication or request made as referred to in
Clause A1.3.11, including by promptly providing:

A1.3.12.1 the Authority with full details and copies of the
complaint, communication or request;

A1.3.122 where applicable, such assistance as is reasonably
requested by the Authority to enable it to comply with
the Subject Access Request within the relevant
timescales set out in Data Protection Legislation; and

A1.3.12.3  where applicable, such assistance as is reasonably
required by the Authority to enable it to comply with a
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A1.3.13

A1.3.14

A1.3.15

request from a Data Subject to rectify, block or erase
any Authority Personal Data.

when notified in writing by the Authority, supply a copy of, or
information about, any Authority Personal Data. The Service
Provider shall supply such information or data to the Authority
within such time and in such form as specified in the request (such
time to be reasonable) or if no period of time is specified in the
request, then within two (2) Business Days from the date of the
request;

when notified in writing by the Authority, comply with any
agreement between the Authority and any Data Subject in relation
to any Processing which causes or is likely to cause substantial
and unwarranted damage or distress to such Data Subject, or any
court order requiring the rectification, blocking, erasure or
destruction of any Authority Personal Data; and

if required to do so by Data Protection Legislation, appoint a
designated Data Protection Officer.

A1.4  The Service Provider shall not share Authority Personal Data with any sub-
contractor without prior written consent from the Authority and only where there
is a written contract in place between the Service Provider and the sub-
contractor which requires the sub-contractor to:

A1.4.1

A14.2

only Process Authority Personal Data in accordance with the
Authority’s instructions to the Service Provider; and

comply with the same obligations which the Service Provider is
required to comply with under this Clause A1 (and in particular
Clauses 12.1, 16.1, 16.2, 18.1, 20.2, 22 and 23).

A1.5 The Service Provider shall, and shall procure that any sub-contractor shall:

A1.5.1

A1.5.2

A1.5.3

only Process Authority Personal Data in accordance with the
Authority’s instructions to the Service Provider and as reasonably
necessary to perform the Contract in accordance with its terms;

not Process Authority Personal Data for any other purposes (in
whole or part) and specifically, but without limitation, reproduce or
refer to it in training materials, training courses, commercial
discussions and negotiations with third parties or in relation to
proposals or tenders with the Authority;

not Process Authority Personal Data in such a way as to:
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A154

A1.5.5

A1.56

A1.5.7

A1.5.8

A1.5.9

A1.5.3.1 place the Authority in brééch of Data Protection
Legislation;

A1.53.2 expose the Authority to the risk of actual or potential
liability to the Information Commissioner or Data
Subjects;

A1.5.3.3 expose the Authority to reputational damage including
adverse publicity;

not allow Service Provider's Personnel to access Authority
Personal Data unless such access is necessary in connection with
the provision of the Services;

take all reasonable steps to ensure the reliability and integrity of all
Service Provider's Personnel who can access Authority Personal
Data;

ensure that all Service Provider's Personnel who can access
Authority Personal Data:

A1.5.6.1 are informed of its confidential nature;
A1.5.6.2 are made subject to an explicit duty of confidence;
A1.56.3 understand and comply with any relevant obligations

created by either this Contract or Data Protection
Legislation; and

A1.56.4 receive adequate training in relation to the use, care,
protection and handling of Personal Data on an
annual basis.

not disclose or transfer Authority Personal Data to any third party
without the Service Provider having obtained the prior written
consent of the Authority (save where such disclosure or transfer is
specifically authorised under this Contract);

without prejudice to Clause A1.3.6, wherever the Service Provider
uses any mobile or portable device for the transmission or storage
of Authority Personal Data, ensure that each such device encrypts
Authority Personal Data; and

comply during the course of the Contract with any written retention
and/or deletion policy or schedule provided by the Authority to the
Service Provider from time to time.
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A1.6  The Service Provider shall not, and shall procure that any sub-contractor shall
not, Process or otherwise transfer any Authority Personal Data in or to any
Restricted Countries without prior written consent from the Authority (which
consent may be subject to additional conditions imposed by the Authority).

A1.7 If, after the Service Commencement Date, the Service Provider or any sub-
contractor wishes to Process and/or transfer any Authority Personal Data in or
to any Restricted Countries, the following provisions shall apply:

A1.71 the Service Provider shall submit a written request to the Authority
setting out details of the following:

A1.7.1.1

A1.7.1.2

A1.71.3

A17.14

the Authority Personal Data which will be transferred
to and/or Processed in any Restricted Countries;

the Restricted Countries which the Authority Personal
Data will be transferred to and/or Processed in;

any sub-contractors or other third parties who will be
Processing and/or receiving Authority Personal Data
in Restricted Countries;

how the Service Provider shall ensure an adequate
level of protection and adequate safeguards in
respect of the Authority Personal Data that will be
Processed in and/or transferred to Restricted
Countries so as to ensure the Authority’s compliance
with Data Protection Legislation;

A1.7.2 in preparing and evaluating such a request, the Parties shall refer
to and comply with applicable policies, procedures, guidance and
codes of practice produced by the Parties and/or the Information
Commissioner in connection with the Processing of Personal Data
in (and/or transfer of Personal Data to) any Restricted Countries;

A1.7.3 the Service Provider shall comply with any instructions and shall
carry out such actions as the Authority may notify in writing when
providing its consent to such Processing or transfers, including:

A1.7.3.1

incorporating standard and/or model clauses (which
are approved by the European Commission as
offering adequate safeguards under the Data
Protection Legislation) into this Contract or a separate
data processing agreement between the Parties; and
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A1.7.3.2 procuring that any sub-contractor or other third party
who will be Processing and/or receiving or accessing
the Authority Personal Data in any Restricted
Countries enters into a data processing agreement
with the Service Provider on terms which are
equivalent to those agreed between the Authority and
the Service Provider in connection with the
Processing of Authority Personal Data in (and/or
transfer of Authority Personal Data to) any Restricted
Countries, and which may include the incorporation of
the clauses referred to in A1.7.3.1.

A1.8  The Service Provider and any sub-contractor (if any), acknowledge:

A1.8.1 the importance to Data Subjects and the Authority of safeguarding
Authority Personal Data and Processing it only in accordance with
the Authority’s instructions and the Contract;

A1.8.2 the loss and damage the Authority is likely to suffer in the event of
a breach of the Contract or negligence in relation to Authority
Personal Data;

A1.8.3 any breach of any obligation in relation to Authority Personal Data
and/or negligence in relation to performance or non performance of
such obligation shall be deemed a material breach of Contract;

A1.8.4 notwithstanding Clause 26.1.1, if the Service Provider has
committed a material breach under Clause A1.8.3 on two or more
separate occasions, the Authority may at its option:

A1.8.4.1 exercise its step in rights pursuant to Clause A16;

A1.8.4.1 withdraw authorisation for Processing by a specific sub-
contractor by immediate written notice; or

A1.8.4.2 terminate the Contract in whole or part with immediate
written notice to the Service Provider.

A19 Compliance by the Service Provider with this Clause A1 shall be without
additional charge to the Authority.

A1.10 Following termination or expiry of this Contract, howsoever arising, the Service
Provider:
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A1.11

A1.12

A1.13

A1.14

A1.12.1 may Process the Authority Personal Data only for so long and to
the extent as is necessary to properly comply with its non-
contractual obligations arising under law (and will then comply with
Clause A1.10.2);

A1.12.2 subject to Clause A1.10.1, shall;

A1.10.2.1 on written instructions from the Authority either securely
destroy or securely and promptly return to the Authority
or a recipient nominated by the Authority (in such
usable format as and to the extent the Authority may
reasonably require) the Authority Personal Data; or

A.10.2.2 in the absence of instructions from the Authority after
12 months from the expiry or termination of the
Contract securely destroy the Authority Personal Data.

Authority Personal Data may not be Processed following termination or expiry
of the Contract save as permitted by Clause A1.10.

For the avoidance of doubt, and without prejudice to Clause A1.10, the
obligations in this Clause A1 shall apply following termination or expiry of the
Contract to the extent the Party concerned retains or Processes Authority
Personal Data.

The indemnity in Clause 18 shall apply to any breach of Clause A1 and shall
survive termination or expiry of the Contract.

The Parties’ liability in respect of any breach of Clause 22.1 and this Clause A1
insofar as they relate to fines, court awards, settlements and legal costs shall
be unlimited.
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