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Appendix two – Detailed Security Service Requirements

Security Control Room and CCTV Monitors

The Contractor shall operate and monitor the Employer’s Closed Circuit Television system 24 hours a day and 365 days a year in order to safeguard the Employers Site and staff as part of the overall Security requirements. The equipment within the security control room consists of 4 large wall screens and 5 desktop mounted screens and 4 x Synectics keyboards for monitoring purposes by use of 104 Static and 61 Pan/Tilt /Zoom (PTZ) cameras as detailed in Appendix 6.  This will be subject to change as additional cameras are installed. 
The Contractor shall comply with the Data Protection Act, and other relevant legislation, and will ensure full compliance throughout the course of the Contract and operate in accordance with the latest industry standard public surveillance guidelines. 

The Contractor shall ensure that the communication and promulgation of emergencies/incidents are agreed and in accordance with the Employer’s requirements

It will be the responsibility of the Contractor to ensure that all full time security staff are accredited, trained and available to monitor activities shown on CCTV monitors and where CCTV coverage has failed adequate staff are on Site to cover by providing continuous mobile foot patrols.
The Contractor shall keep the CCTV systems under continuous review and report back instantly any incidents that maybe of interest or concern to the Employer’s Operational Representative.
The Contractor shall produce staff guidelines as part of their Service Delivery Plan, controlling and updating these documents as required.

Static and Mobile Guarding

The Contractor will provide static and mobile guarding 24 hours a day 365 days a year to protect the Site from unauthorised entry, trespass, theft, breaches of confidentiality, vandalism, damage, loss through negligence, occupation or outbreaks of disorder.  Buildings and property will be protected against fire, destruction and items being dishonestly taken or obtained. 

Mobile patrols of the interior and exterior of the Site will be conducted to a timetable agreed between the Employer and the Contractor. 
Patrols shall record identification of any malfunctioning of plant/equipment, cleaning requirements or potential breaches of security. The security control room shall be notified of any issues identified whilst on patrol, to allow immediate remedial action to be taken.
The Contractor shall regularly check door locks when patrolling the Site, and visually scan each area identified to ensure that no unauthorised staff are on Site.

The primary objective at all times shall be to ensure the security of the Site and its occupants. The Contractor shall produce staff guidelines as part of their Service Delivery Plan, controlling and updating these documents as required.

Access Control

The Security Services provided by the Contractor must be compliant with the Private Security Industry Act 2001 to meet the requirements of the Employer for physical guarding, use of technology and procedures.

The Contractor shall be responsible for providing a seamless and integrated service in all operational areas. The Contractor shall have the ability to provide access control for staff, visitors, contractors and vehicles in accordance with the Employer’s requirements. It will be the sole responsibility of the Contractor to adequately control ingress and egress to the Site, Offices and non-public spaces at all times. 

The Employer welcomes innovative proposals from the Contractor for the optimisation of the management of visitor ingress and egress.

At no time will the Contractor allow the entrance of unauthorised individuals into the Site, and it will be the Contractor’s sole responsibility to manage the service so that there is no incident of unauthorised access at any time. 

The Contractor shall include staff guidelines in their Service Delivery Plan for the effective management of any breach of access. The Employer requires continuous access to these procedures, which shall be in place at the commencement of the Contract. 

The Contractor shall be responsible for the management of deliveries and will be responsible for accepting and securing the goods in accordance with the Employer’s Standard Operating Procedures contained in the Compliance Handbook, Appendix One. 

The Contractor shall ensure that an adequate number of trained staff is available to operate as Banks men for Loading Bay delivery duties.
The Contractor will be responsible for the production and administration of ID passes and name plates for new staff, contractors and visitors including the development (on the Employers instruction) of new pass designs.

The Contractor shall produce and issue passes in accordance with the Employer’s published Standard Operating Procedures contained in the Compliance Handbook, Appendix One. 

The Contractor will assist with the management and issuance of passes in accordance with the Employers Contractors Rules contained in Appendix Two.  

The Employer will supply the Contractor with the appropriate consumables and procedures for the issue and administration of these passes.

The Contractor shall be responsible for the effective management of all Employer supplied consumables and shall have the ability to provide this service at all times.

The Contractor shall guarantee that all passes issued to their staff remain in the hands of the individual to whom it has been issued. 

Lodge Duties

The Contractor shall provide when requested, SIA licensed security staff to assist with the management of deliveries and the accurate recording and searching of vehicles into the Loading Bays.    

Intruder Alarms

The Contractor shall be responsible for the monitoring and investigation of the Honeywell intruder alarms by the use of CCTV, Datalog and mobile patrol. 

The Contractor’s staff shall be trained in the existing technology listed in Appendix 6 at zero cost to the Employer.
Response to Fire alarm activations and emergency plans

The Contractor as part of their Service Delivery Plan, will provide guidelines  approved by the Employer for the effective management of all emergency situations and ensure that Contractor’s staff are aware of and fully conversant with their role(s) within the emergency planning structure. 

The Contractor will ensure that these staff receive adequate training to deliver such duties and that they are competent and trained in the response to and use of the operational aspects of the existing Protec Fire Alarm system and the  procedures to be followed in the event of an activation as instructed by the Employer.

Training requirements for Contractors staff must be delivered at zero cost to the Employer.

Appropriate management and supervision of the security service shall form an essential component of the Employer’s emergency procedures.

The Contractor’s staff will at all times be aware and familiar with the Employer’s current procedures, related life-saving equipment and participate fully in their testing. 

The Contractor’s staff must be adequately and thoroughly trained in emergency evacuation measures including but not limited to building evacuation procedures and how to react in the event of fire, bomb, terrorist incident or any other threat.

In the event of change to the threat status the Contractor shall ensure that all staff are fully trained to ensure compliance at zero cost to the Employer. Competence records shall be kept for inspection upon request by the Employer.

Information Management

The Contractor as part of their Service Delivery Plan, will provide guidelines approved by the Employer for the compliant management of the CCTV operation and the effective and accurate reporting of incidents. 

The Contractor will compile an electronic daily log, detailing accurately any incidents requiring investigation/intervention by Security staff. This log will be sent daily to the Employer’s Operational Representative and an agreed distribution list.

The Contractor will be responsible for the downloading of CCTV data and the provision of CD’s as and when requested. 

The Contractor shall comply with the Data Protection Act, and other relevant legislation, and will ensure full compliance throughout the course of the Contract.  

The Contractor shall be responsible for instigating as necessary, any liaison with the Employer’s Operational Representative to ensure he/she is fully briefed and security is at all times un-compromised.   

Building Key Management

The Contractor is responsible for all key management issues. 

In this context key management services include access cards and other devices which form any part of the access security systems/door mechanisms details of which are contained in Appendix Six. 

It will be the Contractor’s responsibility to control access and egress to the Gantry area and confirm areas are secure, reporting any faults, missing keys or passes immediately and in accordance with the Employer’s Standard Operating Procedure contained in Compliance Handbook, Appendix One.

Lost & Found Property

The Contractor shall operate to the Employer’s Standard Operating Procedures to ensure the safe, secure and documented storage / disposal of any property found on the Site and any enquiries resulting from Lost Property. This must be undertaken in accordance with the Employer’s Standard Operating Procedure contained in Compliance Handbook, Appendix One.

Prohibited & Illegal Substances

The Contractor shall manage the safe keeping, documentation and subsequent removal of any prohibited or illegal substances found on site in accordance with the Employer’s procedures.
Removal of “unwelcome” visitors

Working with the Employer, venue clients and stewarding staff, the Contractor will identify and remove any visitor creating a public nuisance or displaying unacceptable behaviour within or around the campus.

The Employer is responsible for producing and disseminating an ejection Standard Operating Procedure for the Contractor to adhere to. This will be contained in Compliance Handbook, Appendix One.
Liaison with police and emergency services

The Contractor shall build and maintain relationships with the police and all local emergency services to ensure that city wide services and procedures dovetail into all aspects of the Employer’s security plans and operations.
Concierge & Visitors Management 

The Contractor shall provide a professional, customer focused concierge and reception service at the premises. Concierges’ uniform standards will be in accordance with the Employer’s requirements. 

The Contractor shall ensure that all Concierge staff are trained in customer-awareness skills (including the Employer’s in-house training) and that this training is continued on a routine basis throughout the duration of the Contract.

All Concierge staff shall be trained in the following: 

· Basic health and safety

· First Aid at Work including defibrillator administration and disabled persons evacuation

· Response to bomb threats, terrorist incidents and the emergency evacuation of the building.

It will remain the Contractor’s responsibility to ensure that all their emergency procedures remain updated at all times. Any training requirements will be at zero cost to the Employer and delivered by an approved body to HSE standards.

Reception areas shall be fully staffed by designated and fully competent Concierge staff at all times during the agreed service hours. The Contractor shall ensure that Concierge staff are well informed and capable of dealing with general queries in respect of the functioning of the premises and ACC Liverpool’s business.  

The Employer requires the Contractor to communicate closely with Guest Relations and the Security Control Team. Concierge staff shall meet and greet all visitors to the premises and ensure that their passage is a smooth transition and in compliance with procedural and security requirements. 

The Concierge service will liaise with, complement and support the in house team when required by the Employer.

It will be incumbent on the Contractor to validate all visitors to the premises. The Contractor shall issue and maintain records of visitor’s passes in accordance with the Employer’s Standard Operating Procedures. The Contractor shall ensure that the visitor remains at Reception until their meeting sponsor arrives.

The Contractor shall manage deliveries in accordance with the Employer’s Standard Operating Procedure.

The Contractor’s staff shall adhere to the Employer’s requirements in respect of uniform standards, housekeeping and service delivery. Use by concierge staff of any personal items such as personal radios, mobile phones or reading materials is prohibited whilst on duty, as is the consumption of food and/or drink.

The Employer welcomes innovative proposals from the Contractor for the optimisation of the management of visitor ingress and egress in the reception areas. 

Service Desk 
The Employer may provide this facility during normal office hours. Outside of these hours the security control room will be the conduit for information and responsible for service requests to pass between departments. The Employer will produce a Standard Operating Procedure in respect of the management of this facility.

First Aid & Incident Management 

The Contractor’s security staff must be first aid, defibrillator administration and disabled evacuation trained to a standard accepted by the HSE and the Employer. Any training or renewal will be at zero cost to the Employer.

The Contractor’s security staff must have a basic health & safety awareness and be fully conversant and practised in Emergency procedures and the response to incidents of accident and personal injury as set out by the Employer. All incidents must be reported in accordance with the Employer’s Standard Operating Procedures contained in Compliance Handbook, Appendix One.
Planned Preventative Maintenance Checks
The Contractor as part of their Service Delivery Plan, will assist the Employer with preventative maintenance checks as detailed below. All checks must be completed and documented as per the identified schedule for compliance purposes. (This list is not exhaustive.) The scope of check will be provided to the successful contractor.
	Defibrillator Check - ECL 
	Weekly

	Defibrillator Check - ACCL 
	Weekly

	Disable Refuge - ECL 
	Monthly 

	Disable Refuge - ACCL 
	Monthly 

	Disabled Toilet alarm - ECL 
	Monthly 

	Disabled Toilet alarm - ACCL
	Monthly 

	Evacuation Chairs - ECL 
	Monthly 

	Evacuation Chairs - ACCL 
	Monthly 

	Fire Alarm Testing - ECL 
	Weekly

	Fire Alarm Testing - ACCL 
	Weekly

	Fire Extinguisher visual - ECL 
	Monthly 

	Fire Extinguisher visual - ACCL 
	Monthly 

	Fire Marshall boxes - ECL 
	Monthly 

	Fire Marshall boxes - ACCL 
	Monthly 

	Fireman’s Microphone Testing  - ECL 
	Monthly 

	Fireman’s Microphone Testing  - ACCL 
	Monthly 

	Lift REM Checks - ECL 
	Weekly

	Lift REM Checks - ACCL 
	Weekly

	Megaphones - ACCL 
	Weekly
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