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STATEMENT OF REQUIREMENT FOR THE PROVISION OF CONTRACTED SUPPORT TO THE TrISC NETWORK FOR TRAINING, INTELLIGENCE AND OPERATIONS CENTRE (TIOC), WARMINSTER 

1.
The MoD (‘the Authority’) requires the following:
The Training Intelligence and Operations Centre (TIOC) operate bespoke data networks (TrISC) at Official and Secret, both these networks have physical server stacks supporting multiple virtual servers and bespoke applications.  The current contractual support to help maintain, configure and supply technical support to these systems ended on the 30 Sept 2016.
There is a requirement to continue on-going SME contractual support to help maintain, configure and supply technical support for the networks.  The High Level Design document (LSC High Level Design -Consolidated-Phase 2-0 1) gives details of the two systems providing an architectural overview of how the components interoperate and are configured.
In outline, support is required for:
Server and Workstation.

a.
Server 2008, Server 2012 R2, SharePoint Enterprise Server 2013, SQL Server 2012,

b.
System Centre Configuration Manager (SCCM R2), System Centre Ops Manager 
(SCOM), Microsoft virtual desktop infrastructure (VDI), Virtual Machine Management to 
include Hyper-V and VM Ware and COTs Applications.
    
c.
Workstation builds for Fat and Thin clients to include Windows XP, Windows 7, 
Windows 8.1, and Windows 10.
Patch Management

Patch Management is implemented using Configuration Manager which integrates with Windows Server Update Services (WSUS).  WSUS is responsible for collecting all updates, definitions and hotfixes.  In the case of the isolated domain (Secret) updates will be exported, transferred across the air gap using removable media, and imported into the peer WSUS server in the isolated domain.

Anti-Virus

Anti-Virus software is implemented by Microsoft System Centre 2012 Endpoint Protection SP1 and Windows defender.  System Centre 2012 Endpoint Protection is built onto Configuration Manager, creating a single infrastructure for deploying, managing endpoint protection and applying anti-virus policies. 

Firewall 
The internet-connected system is protected by two perimeter guard Dell SonicWALL. The first is a Dell SonicWall TZ Unified Threat Management appliance to manage inbound requests from VPN clients and the second is a Dell SonicWall NSA 2xxx appliance provides highly effective anti-malware and intrusion prevention to keep the networks safe from sophisticated modern threats, including HTTPS inspection.

Telephone support and site visits


Telephone helpdesk support is required between the working hours of 9am- 5pm, Mon-Fri.  A call logging system should be used to track queries and faults through to resolution.  Remote support through Lync for Business is accredited for the Official service however the higher domain will require a site visit.  If remote support can’t resolve the problem then onsite support from an Engineer is required if deemed necessary by support staff, with the following timelines:

a.
Minor fault/query – 3 working days


b.
Major fault - Next Business Day (NBD) 
A monthly onsite visit is also required to perform a health check of the systems to include the install of any additional Server and Client updates.  Ad hoc change requests, e.g. software additions, group policy changes, and firewall changes.

2. Additional requirements: 

a. Support workers will require security clearance of DV.
b. Tech refresh guidance and provision when required.
3.
Delivery Address:  Quartermaster's Stores, Building 30, Waterloo Lines, Imber Road, WARMINSTER, Wiltshire, BA12 0DJ. UIN A5976H. REDACTED. WarminsterGar-AspireStorSpvrMSA@mod.uk.
Any Software should be delivered as above but license keys MUST be sent to FdArmy-Trg-HQ-CIS-CMSO3@mod.uk
4. Timescale: - ASAP – supplier(s) to confirm earliest delivery date.
5.
A full specification of the items offered must be provided to the Authority for approval before any tech refresh takes place. In addition, the contractor should detail availability and relevant timings for the delivery of the items required.
N.B
The contractor should note that serials 3 – 5 of this Statement of Requirement relate solely to the tech refresh element, which the Authority believes will be required at some point within the duration of the contract. 


