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government agency, provided that (unless the Contractor is prohibited by law from doing so) prior to disclosure the 
Contractor consults the Project Manager and takes full account of the Employer’s views about whether (and if so to 
what extent) the information should be disclosed,  

• which it receives from a third party who lawfully acquired it and who is under no obligation restricting its 
disclosure,  

• which is in the public domain at the time of disclosure other than due to the fault of the Contractor or with the 
consent of the Project Manager.  

Z2.3  The Contractor does not (and ensures that its employees and Subcontractors do not) use any confidential or 
proprietary information provided to or acquired by it for any purpose other than to Provide the Works.  

Option Z3: Security  

Z3.1  Without limiting this clause Z3, the Contractor fully complies with all security requirements stated in the Works 
Information.  

Site admittance  

The Contractor submits to the Project Manager details of people who are to be employed by it and its  
Subcontractors in connection with the works. The details include a list of names and addresses, the capacities in 
which they are employed, and other information required by the Project Manager.   

Z3.2  The Project Manager may instruct the Contractor to take measures to prevent unauthorised persons being 
admitted on to the Site. The instruction is a compensation event if the measures are additional to those required by the 
Works Information.  

Z3.3 Passes  

Employees of the Contractor and its Subcontractors are to carry an Employer’s pass whilst they are on the parts of 
the Site stated in the Contract Data.  

Z3.4  The Contractor submits to the Project Manager for acceptance a list of the names of the people for whom 
passes are required.   

Z3.5  Photographs  

Z3.6  The Contractor does not take photographs of the Site or the works or any part of them unless he has obtained 
the acceptance of the Project Manager.  

The Contractor takes the measures needed to prevent its Subcontractors’ people taking, publishing or otherwise 
circulating such photographs.  

 

Option Z4: Data Protection 

 

The Data Protection Acts are the Data Protection Act 1998 and any other laws or regulations relating to privacy or 
personal data. 

For the purposes of this contract and the Data Protection Acts 

• the Employer is the Data Controller and 

• the Contractor isthe Data Processor. 

 

The Contractor processes the Personal Data in accordance with (and so as not to put the Employer in breach of) the 
Data Protection Acts and only to the extent necessary for the purpose of performing its obligations under this contract.  
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The Contractor has in place and maintains until the defects date 

• appropriate technical and organisational measures (having regard to the nature of the Personal Data) to 
protect the Personal Data against accidental, unauthorised or unlawful processing, destruction, loss, damage, 
alteration or disclosure and 

• adequate security programmes and procedures to ensure that unauthorised persons do not have access to the 
Personal Data or to any equipment used to process Personal Data. 

 

The Contractor immediately notifies the Project Manager if it receives  

• a request from any person whose Personal Data it holds to access his Personal Data or 

• a complaint or request relating to the Employer’s obligations under the Data Protection Acts. 

The Contractor assists and co-operates with the Project Manager in relation to any complaint or request received, 
including 

• providing full details of the complaint or request, 

• complying with the request within the time limits set out in the Data Protection Acts and in accordance with 
the instructions of the Project Manager and 

• promptly providing the Project Manager with any Personal Data and other information requested by him. 

 

The Contractor allows the Employer to conduct periodic audits of the Contractor's compliance with the Data 
Protection Acts in relation to the specific Project. The Contractor complies with the instructions of the Project Manager 
to enable such audits to be carried out.    

The Contractor complies with the requirements of the Employer in relation to the storage, dispatch and disposal of the 
Personal Data in any form or medium. 

The Contractor immediately notifies the Project Manager on becoming aware of any breach of this clause or of the 
Data Protection Acts by the Contractor or any Subcontractor. 

The Contractor does not process the Personal Data outside the European Economic Area without the agreement of the 
Project Manager. Where the Project Manager agrees, the Contractor complies with the instructions of the Project 
Manager and provides an adequate level of protection to any Personal Data in accordance with the eighth data 
protection principle set out in Schedule 1 to the Data Protection Act 1998. 

 

Option Z5: Disclosure of Information  

Z5.1  A Disclosure Request is a request for information relating to this contract received by the Employer pursuant to 
the Freedom of Information Act 2000, the Environmental Information Regulations 2004 or otherwise.  

Z5.2  The Contractor acknowledges that the Employer may receive Disclosure Requests and that the Employer may 
be obliged (subject to the application of any relevant exemption and, where applicable, the public interest test) to 
disclose information (including commercially sensitive information) pursuant to a Disclosure Request. Where 
practicable, the Employer consults with the Contractor before doing so in accordance with the relevant Code of 
Practice. The Contractor uses its best endeavours to respond to any such consultation promptly and within any 
deadline set by the Project Manager and acknowledges that it is for the Employer to determine whether or not 
such information should be disclosed.  

Z5.3  When requested to do so by the Project Manager, the Contractor promptly provides information in its 
possession relating to this contract and assists and co-operates with the Project Manager to enable the Employer 
to respond to a Disclosure Request within the time limit set out in the relevant legislation.  
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Z5.4  The Contractor promptly passes any Disclosure Request which it receives to the Project Manager. The Contractor 
does not respond directly to a Disclosure Request unless instructed to do so by the Project Manager.  
 
Option Z6: Copyright  
  
Z6.1  Material means all materials prepared by or on behalf of the Contractor for the works and all updates, additions 
and revisions to them and any designs or inventions incorporated in them.  

  
Z6.2  Permitted Uses means the design, construction, completion, reconstruction, modification, extension, 
refurbishment, maintenance, funding, disposal, letting, fitting-out, advertisement, demolition, reinstatement, building 
information, modelling and repair of the works.  

  
Z6.3  The Contractor grants to the Employer, with immediate effect, an irrevocable, non-exclusive, royalty-free licence 
to copy and make full use of the Material for any purpose, including without limitation any of the Permitted Uses.  
  
Z6.4  The Employer's licence carries the right to grant sub-licences and is transferable to third parties without the 
consent of the Contractor and survives termination (for any reason) of the Contractor's employment under this 
contract.  

  
Z6.5  The Contractor is not liable for use of the Material for any purpose other than that for which it was prepared or 
provided.  

  
Option Z7: Discrimination  
  
Z7.1  The Contractor does not discriminate directly or indirectly or by way of victimisation or harassment against any 
person contrary to the Race Relations Act 1976, the Sex Discrimination Act 1975, the Disability Discrimination Acts 1995 
and 2005 or the Equality Act 2010 (the "Discrimination Acts").  

  
Z7.2  Where possible in Providing the Works, the Contractor co-operates with and assists the Employer to satisfy its 
duty under the Discrimination Acts to eliminate unlawful discrimination and to promote equality of opportunity 
between persons of different racial groups and between disabled people and other people.  

  
Z7.3  Where an employee or Subcontractor employed by the Contractor is required to carry out any activity alongside 
the Employer's employees in any premises, the Contractor ensures that each such employee or Subcontractor complies 
with the Employer's employment policies and codes of practice relating to discrimination and equal opportunities.  

  
Z7.4  The Contractor notifies the Project Manager in writing as soon as he becomes aware of any investigation or 
proceedings brought against the Contractor under the Discrimination Acts in connection with this contract and  

• provides any information requested by the investigating body, court or tribunal in the timescale allotted,   
• attends (and permits a representative from the Employer to attend) any associated meetings,   
• promptly allows access to any relevant documents and information and   
• co-operates fully and promptly with the investigatory body, court or tribunal.  
  
Z7.5  The Contractor indemnifies the Employer against all costs, charges, expenses (including legal and administrative 
expenses) and payments made by the Employer arising out of or in connection with any investigation or proceedings 
under the Discrimination Acts resulting from any act or omission of the Contractor.  
  
Z7.6  The Contractor includes in the conditions of contract for each Subcontractor obligations substantially similar to 
those set out above.  

  
Option Z8: Quality Management and Audit  
Z8.1  The Contractor operates a quality management system for Providing the Works which   
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• complies with the relevant parts of ISO 9001:2008 and ISO 9001:2008/Cor 1:2009,  
• incorporates an environmental management system consistent with ISO 14001:2004,  
• includes processes for delivering continual improvement following the guidance in ISO 9004:2009,  
• has third party certification from a UKAS approved accreditation body (or its equivalent) or is operating in 
preparation for accreditation within 12 months of the Contract Date  

• complies with good industry practice and  
• otherwise fully complies and is consistent with the requirements set out in the Works Information.  
Z8.2  The Contractor provides to the Project Manager, within one week of the Contract Date, a quality policy  
  
statement and a quality plan for acceptance. The quality policy statement and quality plan comply with the 
requirements stated in the Works Information and are sufficiently detailed to demonstrate how the Contractor will 
Provide the Works in accordance with this contract.  
  
Z8.3  The Contractor keeps a controlled copy of the quality plan available for inspection by the Project Manager at all 
times.  
  
Z8.4  The Contractor complies with an instruction from the Project Manager to  
• change the quality plan so that it complies with the requirements of this contract or  
• correct a failure of the Contractor to comply with the quality plan.  
  
Z8.5  The Project Manager and other persons authorised by him may carry out periodic audits of the Contractor’s quality 
management system as specified in the Works Information. The Contractor allows access to the Working Areas and 
other premises used by the Contractor to Provide the Works and provides all facilities and assistance necessary to 
enable such audits to be carried out.  
  
Option Z9: Compliance with Legislation  
  
Z9.1  The Contractor Provides the works:  
• in a proper and workmanlike manner, and •  in compliance with  o  all statutes, statutory instruments, 
regulations, rules and orders made under any statute or directive having the force of law which affect the works or 
performance of any obligations under this contract, and  o  any regulation, bye-law, permission or approval of any 
local authority or statutory undertaker having jurisdiction in relation to the works or with whose systems the works are, 
or are to be, connected.  
Z9.2  The project that comprises or includes the works is not notifiable for the purposes of the Construction (Design and 
Management) Regulations 2015 (the "CDM Regulations"). The Contractor is the principal contractor under the CDM 
Regulations in respect of the works and performs all the functions and obligations required to be performed by the 
principal contractor under the CDM Regulations.  

  
Option Z10: Fair Payment  
  
Z10.1  The Contractor assesses the amount due to a Subcontractor without taking into account the amount certified by 
the Project Manager.  

  
Z10.2  The Contractor includes in the contract with each Subcontractor   
• a period for payment of the amount due to the Subcontractor not greater than 19 days after the due date in 
this contract. The amount due includes, but is not limited to, payment for work which the Subcontractor has completed 
from the previous assessment date up to the current assessment date in this contract,   
• a provision requiring the Subcontractor to include in each sub-subcontract the same requirement, except that 
the period for payment is to be not greater than 23 days after the due date in this contract and   

a provision requiring the Subcontractor to assess the amount due to a sub-subcontractor without taking into account 
the amount paid by the Contractor.  
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Z10.3  The due date in this contract is the date on which the Project Manager certifies payment.  
  
Z10.4  The Contractor notifies non-compliance with the timescales for payment through the Efficiency and Reform 
Group Supplier Feedback Service. The Contractor includes this provision in each subcontract, and requires 
Subcontractors to include the same provision in each sub-subcontract.  

  
Option Z11: Assignment  
  
Z11.1  The Contractor does not assign its interest in or any rights arising under this contract without the consent of the 
Employer.   

  
Z11.2  The Employer may assign, charge or transfer its interest in this contract or any rights arising under it at any time 
without the consent of the Contractor. The Employer notifies the Contractor of any such assignment, charge or 
transfer.  

  
Z11.3  The Contractor does not (and ensures that its employees and Subcontractors do not) use any confidential or 
proprietary information provided to or acquired by it for any purpose other than to Provide the Works.  

Option Z15:  Limitation of the Contractor’s liability for his design to reasonable skill and care applies  

 The Contractor’s design  Z15  

Z15.1 The Contractor is not liable for Defects in the works due to his design so far as he proves that he used reasonable 
skill and care to ensure that his design complied with the Works Information.  

Z15.2  If the Contractor corrects a Defect for which he is not liable under this contract it is a compensation event.  

Option Z16: Retention  

The retention free amount is 0%. The retention percentage is 0%  

Option Z18: Limitation of liability applies  

 Limitation of liability  Z18  

Z18.1  The Contractor’s liability to the Employer for the Employer’s indirect or consequential loss is limited to the 
amount stated in the Contract Data.  

  Z18.2  For any one event, the liability of the Contractor to the Employer for loss of or damage to the 
Employer’s property is limited to the amount stated in the Contract Data.  

  Z18.3  The Contractor’s liability to the Employer for Defects due to his design which are not listed on the 
Defects Certificate is limited to the amount stated in the Contract Data.  

  Z18.4  The Contractor’s total liability to the Employer for all matters arising under or in connection with this 
contract, other than the excluded matters, is limited to the amount stated in the Contract Data and applies in contract, 
tort or delict and otherwise to the extent allowed under the law of the contract.  

The excluded matters are amounts payable by the Contractor as stated in this contract for  

• loss of or damage to the Employer’s property, or  
• delay damages if delay damages are included in the contract data 

 

Z19 GENERAL DATA PROTECTION REGULATION (GDPR) REQUIREMENTS  
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Z19.1  Additional Definitions applicable to this clause.  
 

• Contractor Personnel: means all directors, officers, employees, agents, Contractors and Contractors of the 
Contractor and/or of any Sub-Contractor engaged in the performance of its obligations under this Agreement;   

 

• Data Protection Legislation: (i) the GDPR, the LED and any applicable national implementing Laws as amended 
from time to time (ii) the DPA 2018 [subject to Royal Assent] to the extent that it relates to processing of personal 
data and privacy; (iii) all applicable Law about the processing of personal data and privacy;   

 

• Data Protection Impact Assessment: an assessment by the Controller of the impact of the envisaged 
processing on the protection of Personal Data.   

 

• Controller, Processor, Data Subject, Personal Data, Personal Data Breach, Data Protection Officer take 
the meaning given in the GDPR.   

 

• Data Loss Event: any event that results, or may result, in unauthorised access to Personal Data held by the 
Contractor under this Agreement, and/or actual or potential loss and/or destruction of Personal Data in breach 
of this Agreement, including any Personal Data Breach.   

 

• Data Subject Access Request: a request made by, or on behalf of, a Data Subject in accordance with rights 
granted pursuant to the Data Protection Legislation to access their Personal Data.   

 

• DPA 2018: Data Protection Act 2018   
 

• GDPR: the General Data Protection Regulation (Regulation (EU) 2016/679)   
 

• LED: Law Enforcement Directive (Directive (EU) 2016/680)   
 

• Protective Measures: appropriate technical and organisational measures which may include: pseudonymising 
and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and 
services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an 
incident, and regularly assessing and evaluating the effectiveness of the such measures adopted by it.   

 

• Sub-processor: any third Party appointed to process Personal Data on behalf of the Contractor related to this 
Agreement.  

 
19.2. DATA PROTECTION REQUIREMENTS  

19.2.1  The Parties acknowledge that for the purposes of the Data Protection Legislation, the Employer is the 
Controller and the Contractor is the Processor. The Contractor processes data only as authorised in 
Appendix 2 (Schedule of Processing, Personal Data and Data Subjects) by the Employer and may not be 
determined by the Contractor.   

19.2.2  The Contractor notifies the Project Manager immediately if it considers that any of requirement of the 
documents forming part of this contract infringe the Data Protection Legislation.   

19.2.3  The Contractor provides all reasonable assistance to the Employer in the preparation of any Data Protection 
Impact Assessment prior to commencing any processing. Such assistance may, at the discretion of the 
Employer, include: (a) a systematic description of the envisaged processing operations and the purpose 
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of the processing; (b) an assessment of the necessity and proportionality of the processing operations 
in relation to the Services; (c) an assessment of the risks to the rights and freedoms of Data Subjects; 
and (d) the measures envisaged to address the risks, including safeguards, security measures and 
mechanisms to ensure the protection of Personal Data.   

19.2.4  In relation to any Personal Data processed in connection with its obligations under the documents forming 
part of this contract the Contractor:   

(a) processes that Personal Data only in accordance with Appendix 2 (Schedule of Processing, Personal Data and 
Data Subjects), unless otherwise required by Law. If it is so required the Contractor shall promptly notify the 
Employer before processing the Personal Data unless prohibited by Law;  (b) ensures that it has in place 
Protective Measures, which have been reviewed and approved by the Employer as appropriate to protect against 
a Data Loss Event having taken account of the:   

(i) nature of the data to be protected;   

(ii) harm that might result from a Data Loss Event;   
(iii) state of technological development; and   

(iv) cost of implementing any measures;  (c) ensures that:   
(i) the Contractor Personnel do not process Personal Data except in accordance with this Agreement 
(and in particular Schedule X);  (ii) it takes all reasonable steps to ensure the reliability and integrity of 
any Contractor Personnel who have access to the Personal Data and ensure that they:   
(A) are aware of and comply with the Contractor’s duties under this clause;   
(B) are subject to appropriate confidentiality undertakings with the Contractor or any Sub-
processor;   
(C) are informed of the confidential nature of the Personal Data and do not publish, disclose or 
divulge any of the Personal Data to any third Party unless directed in writing to do so by the Employer 
or as otherwise permitted by this Agreement; and   
(D) have undergone adequate training in the use, care, protection and handling of Personal Data; 
and   

(d) do not transfer Personal Data outside of the EU unless the prior written consent of the Employer has been 
obtained and the following conditions are fulfilled:   

(i) the Employer or the Contractor has provided appropriate safeguards in relation to the transfer 
(whether in accordance with GDPR Article 46 or LED Article 37) as determined by the Employer;  (ii) the 
Data Subject has enforceable rights and effective legal remedies;   
(iii) the Contractor complies with its obligations under the Data Protection Legislation by providing an 
adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its 
best endeavours to assist the Employer in meeting its obligations); and (iv) the Contractor complies with 
any reasonable instructions notified to it in advance by the Employer with respect to the processing of 
the Personal Data;  

(e) at the written direction of the Employer, delete or return Personal Data (and any copies of it) to the Employer 
on termination of the Agreement unless the Contractor is required by Law to retain the Personal Data.  

19.2.5   Subject to clause 1.6, the Contractor shall notify the Project Manager immediately if it:   
(a) receives a Data Subject Access Request (or purported Data Subject Access Request);   
(b) receives a request to rectify, block or erase any Personal Data;   
(c) receives any other request, complaint or communication relating to either Party's obligations 

under the Data Protection Legislation;   
(d) receives any communication from the Information Commissioner or any other regulatory 

authority in connection with Personal Data processed under this Agreement;   
(e) receives a request from any third Party for disclosure of Personal Data where compliance with 

such request is required or purported to be required by Law; or   
(f) becomes aware of a Data Loss Event.   

19.2.6  The Contractor’s obligation to notify under clause 1.5 shall include the provision of further information to the 
Employer in phases, as details become available.   
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19.2.7  Taking into account the nature of the processing, the Contractor shall provide the Employer with full assistance in 
relation to either Party's obligations under Data Protection Legislation and any complaint, 
communication or request made under clause 1.5 (and insofar as possible within the timescales 
reasonably required by the Employer) including by promptly providing: 

 
(a) the Employer with full details and copies of the complaint, communication or request;   
(b) such assistance as is reasonably requested by the Employer to enable the Employer to 
comply with a Data Subject Access Request within the relevant timescales set out in the Data 
Protection Legislation;   
(c) the Employer, at its request, with any Personal Data it holds in relation to a Data 
Subject;   
(d) assistance as requested by the Employer following any Data Loss Event;  (e) assistance 
as requested by the Employer with respect to any request from the Information Commissioner’s 
Office, or any consultation by the Employer with the Information Commissioner's Office.   

19.2.8 The Contractor’s obligation to notify under clause 1.5 shall include the provision of further information to the 
Employer in phases, as details become available.   

19.2.9 Taking into account the nature of the processing, the Contractor shall provide the Employer with full 
assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, 
communication or request made under clause 1.5 (and insofar as possible within the timescales reasonably 
required by the Employer) including by promptly providing:   

(a) the Employer with full details and copies of the complaint, communication or request;   
(b) such assistance as is reasonably requested by the Employer to enable the Employer to 
comply with a Data Subject Access Request within the relevant timescales set out in the Data 
Protection Legislation;   
(c) the Employer, at its request, with any Personal Data it holds in relation to a Data 
Subject;   
(d) assistance as requested by the Employer following any Data Loss Event;  (e) assistance 
as requested by the Employer with respect to any request from the Information Commissioner’s 
Office, or any consultation by the Employer with the Information Commissioner's Office.  

19.2.10The Contractor shall maintain complete and accurate records and information to demonstrate its compliance 
with this clause. This requirement does not apply where the Contractor employs fewer than 250 staff, 
unless:   

(a) the Employer determines that the processing is not occasional;   
(b) the Employer determines the processing includes special categories of data as referred to in 

Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences 
referred to in Article 10 of the GDPR; and   

(c) the Employer determines that the processing is likely to result in a risk to the rights and 
freedoms of Data Subjects.   

19.2.11 The Contractor shall allow for audits of its Data Processing activity by the Employer or the Employer’s 
designated auditor.   
 

19.2.12  The Contractor shall designate a data protection officer if required by the Data Protection Legislation.   
 
19.2.13 Before allowing any Sub-processor to process any Personal Data related to this Agreement, the Contractor must:   

(a) notify the Employer in writing of the intended Sub-processor and processing;   
(b) obtain the written consent of the Employer;   
(c) enter into a written agreement with the Sub-processor which give effect to the terms set out 

in this clause [X] such that they apply to the Sub-processor; and  
(d) provide the Employer with such information regarding the Sub-processor as the Employer 

may reasonably require.   
19.2.14 The Contractor shall remain fully liable for all acts or omissions of any Sub-processor.   
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19.2.15 The Employer may, at any time on not less than 30 Working Days’ notice, revise this clause by replacing it with 
any applicable controller to processor standard clauses or similar terms forming part of an applicable certification 
scheme (which shall apply when incorporated by attachment to this Agreement).   

19.2.16 The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The 
Employer may on not less than 30 Working Days’ notice to the Contractor amend this agreement to ensure that 
it complies with any guidance issued by the Information Commissioner’s Office.  
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