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Schedule 14 (Business Continuity and Disaster
Recovery)

1.

The Supplier must ensure arrangements are in place to protect critical business
processes from the effects of failure, or disasters, or denial of access and to
ensure the timely resumption of business and information systems.

As a minimum the Supplier’s Business Continuity and Disaster Recovery Plans
must include:

- A business impact analysis

- Risk Assessment

- Clearly set out roles and responsibilities

- Incident management process

- Frequency and nature of testing and reporting

- How it ensures compliance at Sub-Contractor level (if applicable)

This list is not exhaustive and the Supplier must determine the extent and
detail of its own BCP and Disaster policy commensurate to the nature, size
and complexity of the organisation.

The Supplier is encouraged to have plans compliant with the relevant
provisions of ISO/IEC 27002, 1ISO 22301 and ISO 22313 (or equivalent) and all
other industry standards from time to time in force.

The Supplier shall test Business Continuity and Disaster Recovery at least
once annually and provide the Buyer with confirmation that the test has been
completed alongside a brief summary of the outcome of the test. For this
purpose, testing is defined as reviewing the Business Continuity and Disaster
Recovery Plan to ensure its contents, including contact detail of staff, are up
to date and that it would ensure continuity of services provided for the Buyer
and the Buyer's customers.

In the event of a complete loss of service or in the event of a Disaster, the
Supplier shall immediately invoke the BCDR Plan (and shall inform the Buyer
promptly of such invocation). In all other instances the Supplier shall invoke or
test the BCDR Plan only with the prior consent of the Buyer.

The Supplier shall not be entitled to relief under Clause 20 (Circumstances
beyond your control) if it would not have been impacted by the Force Majeure
Event had it not failed to comply with its obligations under this Schedule.



