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BETWEEN:

QD Transport for London (“the Authority”); and
(2) Journeycall Limited, a company registered in Scotland (Company Registration

Number SC202170) whose registered office is at 3 James Chalmers Road, Arbroath
Enterprise Park, Kirkton Industrial Estate, Arbroath, DD11 3RQ (“the Service Provider”).

RECITALS:

A. Transport for London (“the Contracting Authority”) and the Service Provider have
entered into an agreement dated 215t March 2016 which sets out the framework for the
Service Provider to provide certain services to the Contracting Authority or the Authority
(“the Agreement”).

B. The Authority wishes the Service Provider to provide the specific Services described in
this Call-Off Contract and the Service Provider has agreed to provide such Services to
the Authority on the terms and conditions set out in this Call-Off Contract.

THE PARTIES AGREE THAT:

1. DEFINITIONS AND INTERPRETATION
In the Contract (including the Recitals):

1.1. unless the context indicates otherwise the following expressions shall have the
following meanings.

“the Affected Party” shall have the meaning given to it in
the definition of “Force Majeure Event;

“the Agreement” (or “the shall have the meaning given in Recital
Framework Agreement”) A;
“Alert” an alert or issue which indicates that an

Incident is imminent or has occurred;

“Assurance” the process referred to in Schedule 14
(Assurance), by which the Service
Provider ensures that the Authority
gains the necessary levels of
confidence that the Service Provider is
complying with its obligations under the
Contract and, in particular, in relation to
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“Assurance Event”

“Authority Assets”

“Authority Events”

the delivery of the Services, and
Assure and Assured shall be
construed accordingly;

an event whose purpose is to Assure
the Authority as to the relevant status
of activities being undertaken by the
Service Provider pursuant to this
Contract;

any assets (whether tangible or
intangible), materials (including
consumables), resources, systems,
networks, connectivity and other
equipment, machinery and facilities
owned by or licensed to the Authority
or any member of the Authority Group
including those identified in paragraph
1 of Schedule 6;

means any of:

a) any failure by the Authority to meet
a Transition Dependency ; or

b) a failure by the Authority to provide
any of the Authority Assets
identified in paragraph 1 of
Schedule 6 (Systems Integration)
or any failure (other than one for
which the Service Provider or any
of its sub-contractors is
responsible) of any such assets to
perform as reasonably required in
order to enable the Service
Provider to perform the Services in
accordance with its obligations
under this Contact; [or

c) a failure by the Authority to provide
any of the Authority
accommodation or services
identified in Schedule 3 (Systems
Integration) as reasonably required
in order to enable the Service
Provider to perform the Services in
accordance with its obligations
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“Authority Group”

“Authority Personnel”

“Authority Premises”

“Authority to Proceed”

under this Contact;

in each case howsoever caused,
including by the negligence of, or a
deliberate and/or repudiatory breach
by, the Authority (or the negligence of a
person for whom it is vicariously
responsible) but for the avoidance of
doubt: -

i) not to the extent that any such failure
act or omission is attributable to any
breach, negligence or other default by:

1) the Service Provider;
2) a Third Party; or

3) any person for whom the Service
Provider or such Third Party is
responsible; and

i) shall not include a failure by the
Authority to pay the Charges;

TfL or TTL in its own right and as
holding company of all its subsidiaries
(as defined in section 1159 of the
Companies Act 2006) from time to time
together and reference to any
“member of the Authority Group”
shall refer to TfL or any such
subsidiary;

all such persons, including (without
limitation) employees, officers,
suppliers, sub-contractors and agents
of the Authority, as are engaged in
activity impacted by any of the
Services;

any land or premises (including
temporary buildings) owned or
occupied by or on behalf of any
member of the Authority Group);

a notice issued by the Authority
pursuant to paragraph 5.2 of Schedule



“Bond Provider Downgrade”

“Business Day”

“Call-Off Contract”

“Cessation Plan”

“Change”

“Change Date”

“CEDR”

“Charges”

“Compliance Certificate”

“Confidential Information”

9 (Form of Variation);

means the bond provider of a
Performance Bond no longer holds a
long-term credit rating of at least ‘A+’ or
its equivalent from any of the Rating
Agencies which rate the bond provider;

any day excluding Saturdays, Sundays
or public or bank holidays in England;

means this Contract or another Call-Off
Contract entered into between the
Authority and the Service Provider
pursuant to the Agreement;

a plan agreed between the Parties or
determined by the Authority pursuant to
Clause 38.3 in the event a Declaration
of Ineffectiveness is sought or Clause
38.9 to give effect to a Public
Procurement Termination Event;

any piece of work that changes, affects
or reconfigures any aspect of the
Services;

shall have the meaning given in Clause
34.9;

means the Centre for Effective Dispute
Resolution;

the charges payable by the Authority,
in consideration of the due and proper
performance of the Services in
accordance with the Contract, as
specified in or calculated in accordance
with Schedule 7 (Pricing Schedule) as
the same may be varied from time to
time in accordance with Clause 34.9 or
Clause 41;

shall have the meaning given in
paragraph 2.4.3.1 of Schedule 3
(Transition);

all information (whether written or
verbal) that by its nature may
7



“Consultation Period”

“Contract”

“Contract Commencement Date”

“Contract Information”

“Contract Manager”

“Corrective Action Notice”

reasonably be regarded as confidential
to the Authority (or any member of the
Authority Group) whether commercial,
financial, technical or otherwise, and
including information which relates to
the business affairs, customers,
suppliers, products, software,
telecommunications, networks, trade
secrets, know-how or personnel of the
Authority Group);

shall have the meaning given in
paragraph 2.4.16.2 of Schedule 3
(Transition);

means this contract including its
Schedules, any appendices or
annexes, and all ancillary documents
as amended from time to time in
accordance with its terms;

the date for commencement of the
Contract specified in Schedule 0 (Key
Contract Information);

a) the Contract in its entirety
(including from time to time agreed
changes to the Contract); and

b) data extracted from the invoices
submitted pursuant to Clause 11
which shall consist of the Service
Provider’s name, the expenditure
account code, the expenditure
account code description, the
document number, the clearing
date and the invoice amount;

the person named as such in Schedule
0 (Key Contract Information) or such
other person as notified to the Service
Provider by the Authority;

a notice issued by the Authority
pursuant to Clause 16 (Corrective
Action Notices);



“COTS Product”

“CPI”

n Data"

“Declaration of Ineffectiveness”

“Detailed Transition Plan”

“Dispute”

a commercial off-the-shelf product
used by the Service Provider in the
performance of the Services and
available for purchase by the general
public including by the Authority, any
member of the Authority Group and
any Successor Operator(s);

Consumer Prices Index as published
by the Office for National Statistics
from time to time, or failing such
publication, such other index as the
Parties may agree or in the absence of
agreement, the Authority may
determine, acting reasonably;

data compiled, generated, collected,
processed or stored during the
performance of the Services (or any
part thereof), including personal data
and data supplied to a member of the
Authority Group and/or Third Parties in
connection with the Services or this
Contract;

A declaration made by a court under
regulation 45J which has any of the
consequences described in regulation
45M of the Utilities Contracts
Regulations 2006 S| 2006/6 (the
“UCR”) as amended from time to time
or which is made under an equivalent
provision in the regulations
implementing Directive 2014/25/EU in
England, Wales & Northern Ireland and
which has consequences which are
similar to any of the consequences
described in regulation 45M of the
UCR;

has the meaning given in paragraph
2.2.2 of Schedule 3 (Transition);

shall have the meaning given in Clause
33.1;



“Dispute Resolution Procedure”

“Document”

“End Date”

“Existing Services”

the procedure detailed in Clause 33;

operating manuals, program listings,
data models, flowcharts, logic
diagrams, input and output forms,
instructions, technical literature
(including, drawings, designs, blue
prints, schematics and plans),
equipment and component inventories,
source codes, functional specifications,
testing specifications, performance
specifications, physical specifications,
interface specifications, written
processes and procedures, all
documents required under this
Contract and all other related materials
in eye-readable or electronic form and
complete or partial copies of the
foregoing (and “Documentation” shall
be interpreted accordingly);

the date on which the Service Provider
ceases to be responsible for the
provision of a particular Service
pursuant to the provisions of this
Contract which shall be:

a) the end of the Initial Term or, where
applicable, of any Extension Year(s)
added in accordance with Clause 0
(Commencement and Duration), or any
earlier effective date of termination in
accordance with any notice to
terminate under Clause 34 (Breach and
Termination of Contract); or if later

b) the end of the period during which
any of the activities required under
Schedule 11 (Handback of Services)
and/or the Handback Plan are or are to
be carried out in relation to that
Service;

the services carried out by the Existing
Service Provider;
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“Existing Service Provider”

“Expiry Date”

“Extension Years”
“Final Service Transition

Milestone”

“FOI Legislation”

“Force Majeure Event”

the service provider(s) providing
services which are equivalent, similar
or facilitate the same or similar
outcome to the Services, prior to the
Services being transitioned to the
Service Provider (which may include an
entity within the Authority Group);

the date of the final End Date under
this Contract, which shall be:-

a) the end of the Initial Term or, where
applicable, of any Extension Year(s)
added in accordance with Clause 0O
(Commencement and Duration), or any
earlier effective date of termination in
accordance with any notice to
terminate under Clause 34 (Breach and
Termination of Contract); or if later

b) the end of the period during which
any of the activities required under
Schedule 11 (Handback of Services)
and/or the Handback Plan are or are to
be carried out;

shall have the meaning given in Clause
2.2;

has the meaning set out in paragraph
2.3.1.2.4 of Schedule 3 (Transition);

the Freedom of Information Act 2000,
all regulations made under it and the
Environmental Information Regulations
2004 and any amendment or re-
enactment of any of them; and any
guidance or statutory codes of practice
issued by the Information
Commissioner, the Ministry of Justice
or the Department for Environment
Food and Rural Affairs (including in
each case its successors or assigns) in
relation to such legislation;

any of the following: riot, civil unrest,
war, act of terrorism, threat or
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“Handback Period”

“Handback Plan”

“High-Level Transition Plan”

“Holding Company”

perceived threat of act of terrorism, fire,
earthquake, extraordinary storm, flood,
abnormal weather conditions or other
natural catastrophe or strikes, lock-outs
or other industrial disputes to the extent
that such event has materially affected
the ability of the Party relying on the
Force Majeure Event (“Affected
Party”) to perform its obligations in
accordance with the terms of the
Contract but excluding any such event
insofar as it arises from or is
attributable to the wilful act, omission or
negligence of the Affected Party or the
failure on the part of the Affected Party
to take reasonable precautions to
prevent such Force Majeure Event or
its impact;

the period from the earlier of:-

a) the end of the Initial Term or, where
applicable, of any Extension Year(s)
added in accordance with Clause 0
(Commencement and Duration); and

b) the date on which any notice to
terminate this Contract pursuant to
Clause 34 (Breach and Termination of
Contract) takes effect

until the Expiry Date;

the plan for the orderly handover of
Service to the Authority or its nominee
which is to be developed by the Parties
pursuant to Schedule 11 (Handback of
Services);

shall have the meaning given in
paragraph 2.2.1.1 of Schedule 3
(Transition);

any company which from time to time
directly or indirectly controls the
Service Provider as set out by section
1159 of the Companies Act 2006;
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“Incident”

“the Indemnified Party”

“Information”

“Information Access Request”

“Initial Term”

“Innocent Party”

“Interim Service Transition
Milestones”

“Insolvency Event”

a system or service or part thereof not
fulfilling all of the requirements as set
out in Schedule 4 (Service Scope
Specification);

shall have the meaning given in Clause
26.1;

information recorded in any form held
by the Authority or by the Service
Provider on behalf of the Authority;

a request for any Information under the
FOI Legislation;

shall have the meaning given in Clause
2.1,

shall have the meaning given in Clause
34.3;

shall have the meaning given in
paragraph 2.3.1.2.2 of Schedule 3
(Transition);

any of the following:

a) either or both of the Service
Provider or a Holding Company
making any voluntary arrangement
with its creditors or becoming
subject to an administration order;

b) a receiver, administrative receiver,
manager, or administrator being
appointed over all or part of the
business of either or both of the
Service Provider or a Holding
Company;

c) being a company, either or both of
the Service Provider or a Holding
Company having passed a
resolution for its winding-up or
being subject to a petition for its
winding-up (except for the
purposes of a voluntary
amalgamation, reconstruction or
other re-organisation without
13



“the Insurances”

“Intellectual Property
Rights”

“Key Personnel”

insolvency);

d) either or both of the Service
Provider or a Holding Company
ceasing or threatening to cease to
carry on its business for any reason
or being unable to pay its debts
within the meaning of the
Insolvency Act 1986;

e) being an individual or firm, the
Service Provider becoming
bankrupt or dying;

f) any similar event to those in (a) to
(e) above occurring in relation to
either or both of the Service
Provider or a Holding Company
under the law of any applicable
jurisdiction for those purposes;

shall have the meaning given in Clause
27.1;

any patent, know-how, trade mark or
name, service mark, design right,
copyright, rights in passing off,
database right, rights in commercial or
technical information, any other rights
in any invention, discovery or process
and any other intellectual property
rights, in each case whether registered
or unregistered and including
applications for the grant of any such
rights and all rights or forms of
protection having equivalent or similar
effect in each case in the United
Kingdom and anywhere else in the
world;

the Service Provider Contract
Manager, the Service Provider Incident
Manager and such other Service
Provider Personnel who the Parties
may agree to designate as Key
Personnel from time to time as detailed
in Schedule (Key Contract Information);
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“Losses”

“Major Incident”

“Major Incident Plan”

“Material(s)”

“Milestone”

“Non-Compliance Certificate”

“Notice”

“Parent Company Guarantee”

“Parties”

all costs (including legal costs and
costs of enforcement), expenses,
liabilities (including any tax liability),
injuries, direct, indirect or
consequential loss (all three of which
terms include pure economic loss, loss
of profits, loss of business, depletion of
goodwill and like loss), damages,
claims, demands, proceedings and
judgments;

means an incident described in
Appendix 3 (Major Incident List) of
Schedule 8 (Service Management) as
amended from time to time;

means the plan for managing a Major
Incident as developed by the Service
Provider in accordance with the
requirements set out in Schedule 8
(Service Management);

shall have the meaning given in Clause
22.1.2 but excludes any Authority
Assets;

an event which is the completion of one
or more specified activities;

shall have the meaning given in
paragraph 2.4.3.3 of Schedule 3
(Transition);

shall have the meaning given in Clause
33.3;

where the same has been required by
the Authority in relation to this Contract,
a guarantee by a Holding Company or
other person approved in writing by the
Authority of the Service Provider’s
pursuant to this Call-Off Contract;

the Authority and the Service Provider
(including their successors and
permitted assignees) and “Party” shall
mean either of them as the case may

15



“Period”

“Performance Bond”

“Post-Transition Phase”

“Pre-Transition Phase”

“Process Document(s)”

“Procurement Regulations”

“the Products”

be;

means each period typically of twenty
eight (28) days within the Authority
financial calendar as set out in
Appendix 1 of Schedule 0 (Key
Contract Information) or otherwise
supplied by the Authority from time to
time;

where the same has been required by
the Authority in relation to this
Agreement, a performance bond in the
form provided in the Framework
Agreement or such other form as has
been approved by the Authority from
time and (where applicable) includes
any replacement bond provided by the
Service Provider pursuant to Clause
12;

shall have the meaning set out in
paragraph 2.1.1.3 of Schedule 3
(Transition);

shall have the meaning set out in
paragraph 2.1.1.1 of Schedule 3
(Transition);

has the meaning given in Schedule 4
(Service Scope Specification);

a reference to the Procurement
Regulations in clause 38 shall be
interpreted in a manner which is
consistent with a decision of a court
that the Utilities Contracts Regulations
2006 S| 2006/6 (as amended from time
to time), or the regulations
implementing Directive 2014/25/EU in
England, Wales & Northern Ireland (as
amended from time to time), apply to
this Contract;

all Documents, drawings, hardware,

computer software and any other work

prepared or developed by or on behalf

of the Service Provider in the provision
16



“Public Procurement Termination
Event”

“Proposed Variation”

“Proposed Variation Notice”

“Proprietary Tools”

“Qualified Compliance Certificate”

“Rating Agency”

“Records”

“Regulatory Bodies”

of the Services;

the Authority exercises its right to
terminate the Contract in one or more
of the circumstances described in the
regulations implementing Directive
2014/25/EU in England, Wales &
Northern Ireland (as amended from
time to time) and which has
circumstances similar to any of the
circumstances described in Article 90
of the Directive 2014/25/EU,;

a Variation issued by the Authority
where the preparation and agreement
of the Service Provider’s proposal
occurs prior to the implementation of
the Variation;

shall have the meaning given to it in
Schedule 9 (Form of Variation);

a tool, system, piece of software,
software licence or equipment (a "tool")
which in accordance with this Contract
is not to be made available on
handback to a Successor Operator;

shall have the meaning given in
paragraph 2.4.3.2 of Schedule 3
(Transition);

means Standard & Poor’s Rating
Services, a division of the McGraw-Hlill
Companies Inc., and its successors
(“S&P”) or Fitch Ratings Limited and
its successors (“Fitch”) or Moody’s
Investors Services Limited, and its
successors (“Moody’s”);

shall have the meaning given in Clause
24.1.1;

means those government departments
and regulatory, statutory and other
entities, committees and bodies which,
whether under statute, rules,
regulations, codes of practice or

17



“Relevant Protected
Characteristic”

“Required Variation”

“Required Variation Notice”

“Required Variation Settlement
Notice”

“Retention Period”

“SCD Long Stop Date”

“Senior Personnel”

“Service Bonus”

“Service Credit”

otherwise, are entitled to regulate,
investigate, or influence the matters
dealt with in this Contract or any other
affairs of the Authority Group and
"Regulatory Body" shall be construed
accordingly;

shall have the meaning given to in
Clause 20.1.4;

a Variation issued by the Authority
where the Service Provider is required
to proceed with the implementation of
the Variation in parallel to the
preparation and agreement of a
Service Provider’s proposal in respect
of that Variation;

shall have the meaning given to it in
Schedule 9 (Form of Variation);

a notice issued by the Authority
pursuant to paragraph 5.4 of Schedule
9 (Form of Variation);

shall have the meaning given in Clause
24.1.2;

subject to any extension in accordance
with Clause 50 (Authority Events), shall
have the meaning given in the table in
paragraph 2.5 of Schedule 3
(Transition);

shall have the meaning given in Clause
33.2;

means a measure of the addition to the
Charges due to the Service Provider’s
performance bettering the specified
Service Level and/or other
performance criteria;

means a measure of the reduction to
the Charges due to the Service
Provider’s performance failing to meet
the specified Service Level and/or

18



“Service Commencement Date”

“Service Levels”

“Service Performance Report”

“Service Provider Confidential
Information”

“Service Provider Equipment”

“Service Provider Group”

“Service Provider Contract

other performance criteria;

the date for commencement of the first
phase of the Services (as the case may
be) as set out in Schedule 1 (Key
Contract Information) or, if later the
actual date on which responsibility for
the provision of any part of the
Services transfers to the Service
Provider in accordance with Schedule
3 (Transition);

shall have the meaning given in Clause
5.1,

means the report of that name as
described in Schedule 8 (Error!
Reference source not found.Service
Management);

shall have the meaning given in Clause
31.8;

the equipment and materials of
whatsoever nature used by the Service
Provider in providing the Services
which do not themselves form part of
the Services and in which title is not
intended to pass to the Authority under
the Contract (including the Proprietary
Tools) but excluding any Authority
Assets;

the Service Provider in its own right
and as holding company of all its
subsidiaries (as defined in section 1159
of the Companies Act 2006) from time
to time together with each Holding
Company of the Service Provider and
any subsidiaries (as so defined) of any
such Holding Company and reference
to any “member of the Service
Provider Group” shall refer to the
Service Provider, any such Holding
Company or any such subsidiary;

as defined in Clause 13.3. This role is

19



Manager”

“Service Provider Incident
Manager”

“Service Provider Personnel”

“Service Provider Proposal Notice”

“Service Provider Response”

“Service Review Meeting”

“Services”

“Specification”

designated as Key Personnel;

as defined in Clause 13.5. This role is
designated as Key Personnel;

all such persons, including (without
limitation) employees, officers,
suppliers, sub-contractors and agents
of the Service Provider, as are
engaged in the performance of any of
the Services and including the Key
Personnel;

shall have the meaning given to it in
Schedule 9 (Form of Variation);

shall have the meaning given to it in
Schedule 9 (Form of Variation);

has the meaning given in Schedule 8
Error! Reference source not
found.(Service Management);

subject to Clause 34.9:-

a) all or any part of the services to be
provided to, or activities to be
undertaken and completed for, the
Authority by the Service Provider under
the Contract including those detailed in
Schedule 3 Transition), Schedule 4
(Service Scope Specification),
Schedule Error! Reference source
not found. (Service Management) and
Schedule 11 (Handback), including any
Variations to such services or activities
pursuant to Clause 41; and

b) any services, functions or
responsibilities which may be
reasonably regarded as incidental to
the foregoing services or activities and
which may be reasonably inferred from
the Contract;

the specification and other
requirements set out in Schedule 4

20



“Submission Period”

“Successor Operator(s)”

“Successor Plan”

“Term”

“TfL”

“TfL Assurance Audit Programme”

“Third Party”

“Third Party Act”

“Training Plan”

“Training Programme”

(Service Scope Specification);

shall have the meaning given in
paragraph 2.4.16.1 of Schedule 3
(Transition);

any person engaged by, or which may
be engaged by, any member of the
Authority Group, in its absolute
discretion, in order to provide the
Services (or parts thereof) or services
and/or systems which replace the
Services (or parts thereof), which may
be the Authority or a member of the
Authority Group where the Authority so
determines;

shall have the meaning given in Clause
36.4;

the period during which the Contract
continues in force as provided in
Clause 0 (Commencement and
Duration);

Transport for London, a statutory
corporation established under the
Greater London Authority Act 1999
(including its successors);

shall mean the programme described
and developed in accordance with
paragraph 3 of Schedule
4(Assurance);

any person or entity which is not a
Party to this Contract, including without
limitation any government body, but
excluding any member of the Authority
Group;

shall have the meaning given in Clause
40.1;

shall have the meaning given in
paragraph 3.1.1 of Schedule 5
(Training);

shall have the meaning given in
21



“Training Log”

“Transition”

“Transition Dependencies”

“Transition Governance Group”

“Transition Long-Stop Date”

“Transition Milestone”

“Transition Milestone Completion
Plan”

“Transition Milestone Criteria”

“Transition Milestone Date”

“Transition Period”

“Transition Phase”

paragraph 3.2.1 of Schedule 5
(Training);

shall have the meaning given in
paragraph 3.3.1 of Schedule 5
(Training);

means the transition of services from
the Existing Services Provider to the
Service Provider in accordance with

Schedule 3 (Transition);

means the Transition Dependencies
described in paragraph 7.2 of Schedule
3 (Transition);

means the group of that name
described in paragraph 6 of Schedule 3
(Transition);

subject to any extension in accordance
with Clause 50 (Authority Events), shall
have the meaning given in the table in
paragraph 2.5 of Schedule 3
(Transition);

means a Milestone relating to the
Transition included in the High-Level
Transition Plan and including those
Milestones described in paragraph
2.3.1.2 of Schedule 3 (Transition);

has the meaning given in paragraph
2.4.1 of Schedule 3 (Transition);

means the criteria required to be
satisfied for the achievement of any
Transition Milestone, as described in
Appendix 3 of Schedule 3 (Transition);

means the date provided in the
relevant Transition Plan for the
achievement of a Transition Milestone;

means the period between the Contract
Commencement Date until the end of
the Post-Transition Phase;

has the meaning given in paragraph
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“Transition Plan”

“Transparency
Commitment”

“Variation”

“VAT”

“VIM” or “Value for Money”

“Withdrawal Notice”

2.1.1.2 of Schedule 3 (Transition);

shall mean (as the context requires)
the High-Level Transition Plan
described in paragraph 2.1.1.2 of
Schedule 3 (Transition) or the Detailed
Transition Plan described in paragraph
2.2.1.2 of Schedule 3 (and “Transition
Plans” shall be interpreted
accordingly);

means the Authority’s commitment to
publish its contracts, tender documents
and data from invoices received in
accordance with the Local Government
Transparency Code 2015 and the
Authority’s own published transparency
commitments;

any variation to the Contract and/or the
Services or their performance,
including additions, omissions,
substitutions, alterations, changes in
quality, form, character, kind, position,
dimension, level or line and changes in
any sequence, method, manner or
timing, pursuant to Schedule 9 (Form
of Variation) and Varied shall be
construed accordingly;

value added tax as provided for in the
Value Added Tax Act 1994 and any tax
replacing the same or of a similar
nature.

means the optimum combination of
whole-of-life costs and quality in
respect of the Services;

a notice issued by the Authority
pursuant to paragraph 5.4 of Schedule
9 (Form of Variation).
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a reference to the singular includes the plural and vice versa, and a reference to any gender
includes all genders;

a reference to any statute, enactment, order, regulation or other similar instrument shall be
construed as a reference to the statute, enactment, order, regulation or instrument as
amended or re-enacted by any subsequent statute, enactment, order, regulation or
instrument and shall include all statutory instruments or orders made pursuant to it whether
replaced before or after the date of execution of the Contract;

a reference to any document other than as specified in Clause 0 (and save as expressed
otherwise) shall be construed as a reference to the document as at the date of execution of
the Contract (except that save as otherwise expressly provided, references to this Contract
(or to any Schedule or appendix or annex to it) are references to those documents as they
may be amended from time to time in accordance with the terms of this Contract);

headings are included in the Contract for ease of reference only and do not affect the
interpretation or construction of the Contract;

references to Clauses and Schedules are, unless otherwise provided, references to clauses
of, and schedules to, the Contract and any reference to a paragraph in any Schedule shall,
in the absence of provision to the contrary, relate to the paragraph in that Schedule;

in the event, and only to the extent, of any conflict between the Clauses, Schedules,
appendices, annexes and any ancillary document forming part of the Contract, the order of
precedence will be as follows (except where the conflicting part of the relevant document
ranked lower in the list is explicitly expressed to take precedence):

1.1.1 the Clauses

1.1.2 the Schedules

1.1.3 the appendices

1.1.4 the annexes

1.1.5 any ancillary documents;

24



the Schedules (and any appendix or annex to any Schedule) form part of the Contract and
will have the same force and effect as if expressly set out in the body of the Contract;

the expression “person” means any individual, firm, body corporate, unincorporated
association, partnership, government, state or agency of a state or joint venture; and

L]

the words “including”, “includes” and “included” will be construed without limitation unless
inconsistent with the context.

2. Commencement and Duration

2.1 The Contract commences on the Contract Commencement Date and shall continue,
subject to Clause 2.2 and to earlier termination in accordance with Clause 34, until 23
January 2024 (the “Initial Term”) or (if later having regard to the duration of any
Handback Period) until the Expiry Date.

2.2 The Authority has an option, exercisable at its sole discretion, to extend the duration of
the Contract for a further period or periods up to a total of 2 years (the “Extension
Years”), following which any subsequent Handback Period shall apply, such that the
provisions of this Contract shall continue until the Expiry Date. The Authority shall
serve such notice in writing to the Service Provider at least three months prior to the
expiry of the Initial Term of the Contract or the expiry of any previous extension, if
later.

3. Transition

3.1 The Service Provider and the Authority shall comply with their respective obligations
set out in Schedule 3 (Transition) such that Transition will be completed in
accordance with the Transition Plan and notwithstanding that the Contract will
commence from and including the Contract Commencement Date, the specific
responsibilities of the Parties in relation to the other Services will come into effect
from the Service Commencement Date as provided in Schedule 3.

4. The Services
4.1 The Service Provider:
4.1.1 shall provide the Services to the Authority in accordance with the Contract;

4.1.2 acknowledges that it has sufficient information about the Authority and the
Specification and that it has made all appropriate and necessary enquiries to
enable it to perform the Services in accordance with the Contract;

4.1.3 shall neither be entitled to any additional payment nor excused from any
obligation or liability under the Contract due to any misinterpretation or to any
misunderstanding by the Service Provider of any fact relating to the Specification
or otherwise to the Contract; and

4.1.4 shall comply with all lawful and reasonable directions of the Authority relating to
its performance of the Services.

4.2 Notwithstanding anything to the contrary in the Contract, the Authority’s discretion in
carrying out its statutory duties shall not be fettered or otherwise constrained or
affected by any provision of the Contract;

4.3 The Service Provider shall provide the Services:

4.3.1 with the high degree of skill, care and diligence normally exercised by recognised
professional firms or by highly skilled and experienced service providers
providing services of a similar scope, type and complexity to the Services and
with sufficient resources including project management resources;
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4.3.2 in conformance in all respects with the Specification and so that they fulfil the
purpose indicated by or to be reasonably inferred from the Specification;

4.3.3 in a manner that will, on the termination or expiry of all or part of this Contract (or
any of the Services), facilitate an orderly handover of the provision of such
Services to the Authority and/or Successor Operator(s);

4.3.4 in a safe manner and free from any unreasonable or avoidable risk to any
person’s health and well-being and in an economic and efficient manner;

4.3.5 so that they are properly managed and monitored and shall immediately inform
the Authority if any aspect of the Contract is not being or is unable to be
performed; and

4.3.6 meeting its obligations in accordance with Schedule 8 (Service Management).

4.4 Without limiting Clauses 40 and 42, where reasonably requested to do so by the
Authority and provided the Service Provider is willing to so contract, the Service
Provider shall contract with such other member(s) of the Authority Group as on the
terms of this Contract with only the necessary changes of Parties’ details being
made.

4.5 Throughout the Term of the Contract the Service Provider shall when required give to
the Authority such written or oral advice or information regarding any of the Services
as the Authority may reasonably require.

5. Performance Regime

5.1 From the Service Commencement Date the Service Provider will provide the
Services in accordance with the required service levels set out in Schedule 8
(Service Management), each being a “Service Level”.

5.2 The Service Provider will report to the Authority in relation to its provision of the
Services as required by the reporting regime specified in this Contract (including
Schedule 8 (Service Management)).

5.3 If the Service Provider fails to provide the Services in accordance with the Service
Levels, then the Service Provider will take such action as is required pursuant to this
Contract including payment of any Service Credits in accordance with the provisions
of this Contract. If the Service Provider betters certain identified Service Levels as
set out in Schedule 8 (Service Management) then, if and to the extent provided in
Schedule 8, the Service Provider will be entitled to corresponding Service Bonuses in
accordance with the provisions of this Contract. The payment of Service Credits is in
addition and will be without prejudice to any other right or remedy of the Authority
under the Contract or otherwise, provided that any Service Credits paid will be taken
into account when assessing the quantum of any additional damages or other sums
that may be due to the Authority under the Contract or otherwise.

6. Not used
7. Not used
8. Not used

9. Major Incident Management
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9.1 The Service Provider shall comply with its obligations in respect of Major Incident
Management in Schedule 8 (Service Management), including in respect of the
development and maintenance of a Major Incident Plan).

10. Charges

10.1 The Service Provider shall invoice the Authority in accordance with the
procedures set out in Clause 11 and in consideration of, and subject to the due and
proper performance of the Services by the Service Provider in accordance with the
Contract, the Authority shall pay the Service Provider the Charges in accordance with
those procedures and with the other terms and conditions of the Contract.

10.2 The Service Provider is not entitled to reimbursement for expenses unless
such expenses are specified in Schedule 7 (Pricing Schedule) or have been incurred
with the prior written consent of the Authority, in which case the Service Provider
shall supply appropriate evidence of expenditure in a form acceptable to the
Authority.

10.3 All Charges exclude any VAT which may be chargeable, which will be
payable in addition to the sum in question at the rate and in the manner for the time
being prescribed by law on delivery of a valid VAT invoice.

11. Payment Procedures and Approvals

111 The Service Provider shall invoice the Authority in respect of the Charges:

11.1.1 where no Milestones are specified in Schedule 7 (Pricing Schedule), at such
dates or at the end of such periods as may be specified in Schedule 0 (Key
Contract Information); or

11.1.2 if specified in Schedule 7 (Pricing Schedule), on completion of each Milestone
provided that any preceding Milestones have been completed in accordance with
the Contract,and shall not make any separate charge for submitting any invoice.

11.2 The Service Provider shall submit invoices to the postal address set out in
Schedule 0 (Key Contract Information) or, where an electronic format for submission
of invoices is set out in Schedule 0 (Key Contract Information), such electronic format
shall, unless the Authority requires otherwise, be used. Each such invoice shall
contain all information required by the Authority including the Contract Reference
Number, SAP order number, Service Provider's name, address and bank account
details to which payment should be made, a separate calculation of VAT and a brief
description of the Services provided. Invoices shall be clear, concise, accurate, and
adequately descriptive to avoid delays in processing subsequent payment.

11.3 In the event of a Variation to the Services in accordance with the Contract
that involves the payment of additional charges to the Service Provider, the Service
Provider shall identify these separately on the relevant invoices.

11.4 The Authority shall consider and verify each invoice, which is submitted by
the Service Provider in accordance with this Clause 11, in a timely manner. If the
Authority considers that the Charges claimed by the Service Provider in any invoice
have:

11.4.1 been correctly calculated and that such invoice is otherwise correct, the invoice
shall be approved and payment shall be made by bank transfer (Bank Automated
Clearance System (BACS)) or such other method as the Authority may choose
from time to time within 30 days of receipt of such invoice or such other time
period as may be specified in Schedule 0 (Key Contract Information);
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11.4.2 not been calculated correctly or if the invoice contains any other error or
inadequacy, the Authority shall notify the Service Provider and the Parties shall
work together to resolve the error or inadequacy. Upon resolution (including by
reference to Clause 33 where necessary), the Service Provider shall submit a
revised invoice to the Authority.

The Authority shall not be entitled to treat any properly submitted invoice as disputed
or incorrect solely due to its own undue delay in considering and verifying it.

115 Save where inconsistent with the requirements of Schedule 7 (Pricing
Schedule) (including, for example, for payments which are associated with
Milestones which have not yet been achieved), the Service Provider shall submit all
invoices for Services supplied up to Period 12 (ending early March) of every financial
year by the date which is ten Business Days prior to 315t March. For Services
supplied during period 13 (to 31t March), the Service Provider shall provide the
following:

11.5.1 an estimate (together with backup information supporting it). The estimate should
only be for the value of Services expected to be provided up to and including 31
March of the same financial year which have not yet been invoiced,;

11.5.2 the estimate and backup must be on the Service Provider's headed paper and
signed by the appropriate signatory, and is to reach the Authority by the date
which is ten Business Days prior to 315t March of every year where Services have
been provided in that same financial year.

11.6 No payment made by the Authority (including any final payment) or act or
omission or approval by the Authority or Contract Manager (whether related to
payment or otherwise) shall:

11.6.1 indicate or be taken to indicate the Authority’s acceptance or approval of the
Services or any part of them or any act or omission of the Service Provider, or
otherwise prejudice any rights, powers or remedies which the Authority may have
against the Service Provider, or absolve the Service Provider from any obligation
or liability imposed on the Service Provider under or by virtue of the Contract; or

11.6.2 prevent the Authority from recovering any amount overpaid or wrongfully paid
including payments made to the Service Provider by mistake of law or fact.
Without prejudice to Clause 25, the Authority shall be entitled to withhold such
amount from any sums due or which may become due to the Service Provider or
the Authority may recover such amount as a debt.

11.7 Except where otherwise provided in the Contract, the Charges shall be
inclusive of all costs of staff, facilities, equipment, materials and other expenses
whatsoever incurred by the Service Provider in discharging its obligations under the
Contract.

11.8 Interest shall accrue at the rate of two percent (2%) above the base rate of
the Bank of England from time to time on all sums due and payable under this
Contract from the due date until the date of actual payment (both before and after
judgement). All such interest shall be calculated on the basis of the actual number of
days elapsed, over a three hundred and sixty five (365) day year and compounded at
monthly intervals. The parties agree that this provision constitutes a substantial
remedy for late payment of any sum payable under the Contract in accordance with
s8(2) of the Late Payment of Commercial Debts (Interest) Act 1998.

12. Warranties, Obligations and parent company guarantees and bonds

12.1 Without prejudice to any other warranties expressed elsewhere in the
Contract or implied by law, the Service Provider warrants, represents and undertakes
to the Authority that:
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1211

the Service Provider:

12.1.1.1 has full capacity and authority and all necessary licences, permits,

permissions, powers and consents (including, where its procedures so
require, the consent of any Holding Company) to enter into and to perform the
Contract;

12.1.1.2 is aware of the purposes for which the Services are required and

acknowledges that the Authority is reliant upon the Service Provider's
expertise and knowledge in the provision of the Services; and

12.1.1.3 is entering into this Contract as principal and not as agent for any person and

12.1.2

12.1.3

12.1.4

12.2

that it will act as an independent contractor in carrying out its obligations
under this Contract;

the Contract is executed by a duly authorised representative of the Service
Provider;

all materials, equipment and goods used or supplied by the Service Provider in
connection with the Contract shall be of satisfactory quality within the meaning of
the Sale of Goods Act 1979 (as amended), sound in design and in conformance
in all respects with the Specification; and

all documents, drawings, computer software and any other work prepared or
developed by the Service Provider or supplied to the Authority under the Contract
shall not infringe any Intellectual Property Rights or any other legal or equitable
right of any person.

Each warranty and obligation in this Clause 12 shall be construed as a

separate warranty or obligation (as the case may be) and shall not be limited or
restricted by reference to, or reference from, the terms of any other such warranty or
obligation or any other term of the Contract.

12.3

Where a Bond Provider Downgrade occurs, the Service Provider shall within

30 Business Days:

12.3.1

deliver the Authority another bond in the form set out in the Framework
Agreement or as the Authority may in its absolute discretion determine for a bond
amount at the date of replacement equal to the bond amount under the then
current bond (or, as the case may be, equal to the bond amount under the
previous performance bond if such performance bond has expired or terminated)
which complies with the requirements of the Framework Agreement and the
requirements of the Authority in relation to this Call-Off Contract; or
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12.3.2 procure that alternative cash collateral or other security acceptable to the
Authority in an amount equal to the bond amount from time to time under the
affected performance bond is made available to the Authority on such terms and
conditions as the Authority shall, in its absolute discretion, consider appropriate,
and, if the Service Provider fails to deliver such replacement bond or replacement
security by this deadline it shall constitute a material breach by the Service
Provider of the terms of this Contract and the Authority shall be entitled to make
demand under that bond for the bond amount at that time, which amount shall be
paid into an interest bearing account with a clearing bank of first class standing in
London and held on trust for the Authority and the Service Provider for
application in or towards amounts in respect of which the Authority would have
been entitled to make any demand under the bond. Any interest accruing in such
account and any balance remaining at the expiry or earlier termination of this
Agreement or such other date as the Authority shall determinate following
application by the Authority in accordance with this Clause 12.3 shall, subject to
the Authority’s rights of set-off, belong to the Service Provider. If the Service
Provider subsequently delivers a replacement or extended bond complying with
the provisions of this Contract and the Framework Agreement, the balance
standing to the credit of the account (including any amount in respect of interest
accrued) shall belong to the Service Provider and the Authority shall promptly
take such steps as are reasonably requested by the Service Provider to ensure
release of such balance to the Service Provider.

12.4 Unless a different basis has been approved by the Authority in writing, the
Service Provider shall maintain the continuing validity and effectiveness of the
performance bond provided in respect of this Contract renewable on an annual basis
until the expiry of this Contract in accordance with the following provisions:

12.4.1 the performance bond procured must be issued by a financial institution meeting
the requirements of the Framework Agreement and have an expiry date which is
no less than 364 days from the date of issue of the bond.

12.4.2 where the bond is due to expire then the Service Provider shall replace it with
another performance bond in each case in the same form as the bond it is
replacing and with a validity period of not less than 364 days from the date of
issue of the bond and with a bond amount at the date of replacement which is
equal to the amount originally required by the Authority in respect of the original
Performance Bond .

12.4.3 if the Service Provider fails to deliver such replacement bond by 10 Business
Days prior to the expiry of the then current performance bond it shall constitute a
material breach by the Service Provider of the terms of the Contract and the
Authority shall be entitled to make demand under that performance bond for the
full amount at that time.

12.5 The Service Provider will be regarded as being in material breach of this
Contract in the event that any Parent Company Guarantee and/or Performance Bond
(as the case may be) is or becomes invalid or otherwise unenforceable .
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12.6 The Service Provider will give notice to the Authority within 10 Business Days
where there is any change in the ownership of the guarantor of the parent company
guarantee where such change relates to 50% or more of the issued share capital of
the guarantor. The Authority will have the right to terminate this Agreement within
sixty (60) calendar days of receipt of the required notice from the Service Provider, or
in the event that the Service Provider fails to give the required notice, within sixty (60)
calendar days of the Authority becoming aware of such event, unless the Service
Provider has within such period provided a parent company guarantee or other
appropriate security from a replacement guarantor having obtained the Authority’s
prior approval of the replacement guarantor (such approval not to be unreasonably
withheld) and on terms that are reasonably acceptable to the Authority.

13. Operational Management

13.1 The Authority authorises the Contract Manager to act as the Authority’s
representative for the Contract
13.2 The Service Provider shall deal with the Contract Manager (or his or her

nominated representative) in respect of all matters arising under the Contract.

13.3 The Service Provider shall appoint a service performance manager (the
“Service Provider Contract Manager”). The Service Provider shall notify the
Authority of the identity of the Service Provider Contract Manager on or before the
Date of Contract.

134 Subject to Clausel13.5, the Service Provider shall ensure that the Service
Provider Contract Manager shall:

13.4.1 act as the principal point of contact between the Parties on all matters relating to
the performance of the Services;

13.4.2 be the interface with the Authority and act as the interface for the relationship with
the systems integrators in relation to Service performance;

13.4.3 pro-actively pursue continuous service performance improvements to ensure that
the Service Levels are met;

13.4.4 help to ensure that the obligations in the Services Schedules are met;

13.4.5 attend Service Review Meetings as set out in Schedule 8 (Service Management)
and other meetings as otherwise requested by the Authority (acting reasonably);
and

13.4.6 ensure delivery to the Authority of the reports required to be delivered to the
Authority under this Contract, and, at the Authority's request, provide to the
Authority at no additional cost to the Authority, such additional reports on the
provision of the Services as the Authority may reasonably request.

13.5 The Service Provider shall appoint an incident manager (the “Service
Provider Incident Manager”). The Service Provider shall notify the Authority of the
identity of the Service Provider Incident Manager on or before the Date of Contract.
The Service Provider Incident Manager may (but need not) be the same person as
the Service Provider Contract Manager.

13.6 The Service Provider shall ensure that the Service Provider Incident Manager
shall act as the principal point of contact between the Parties in connection with the
management of Incidents arising in respect of the Services.

14. Service Provider Personnel

14.1 NOT USED
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14.2 For the purposes of this Clause 14 and Clause 37, unless the context
indicates otherwise, the following expressions shall have the following meanings:

“Applicable Transfer Date”

“Employment Costs”

“Employment Liabilities”

“Final Staff List”

“Further Transfer Date”

“Relevant Period”

means the Contract Commencement Date
except where the Services (or any of them) do
not commence on the Contract Commencement
Date in which case it means (as regards any
person) the date on which the Services transfer
to the Service Provider such as to effect a
transfer of relevant Transferring Staff in
accordance with TUPE). The detailed Transition
planning to be undertaken in accordance with
paragraph 3.2 of Schedule 3 (Transition) shall
include the assessment and determination of the
Applicable Transfer Date for each relevant
person;

means all salaries, wages, commissions,
bonuses, holiday pay (including payment for
accrued but untaken holiday), sick pay, national
insurance contributions, pension contributions
made to or on behalf of an employee, taxation
(including all income tax deductible under PAYE)
and all other emoluments);

means all costs (including the costs of
enforcement), expenses, liabilities (including any
tax liability), injuries, damages, awards,
compensation, claims, demands, proceedings
and legal costs (on a full indemnity basis);

has the meaning set out in Clause 37.4;

means the date on which the Services (or any
part of them) cease to be provided by the
Service Provider and start to be performed by
the Authority or any Successor Operator when
the transfer of employment of the Re-
Transferring Personnel from the Service Provider
to the Authority or any Successor Operator
occurs;

means the period starting on the earlier of:

a) the date falling 6 calendar months before the
date of expiry of the Contract; or

b) if the Contract is terminated by either Party in
accordance with Clause 34.3 or by the Authority
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“Re-Transferring Personnel”

“Staff List”
“Staffing Information”

“Sub-Contractor”

“Transfer of Services”

“Transferring Staff”

“TUPE”

in accordance with Clause 34.1, 34.2, 34.7 or
34.8, the date of the relevant termination notice;

and ending on the Further Transfer Date;

means any Service Provider Personnel who are
assigned (for the purposes of TUPE) to the
relevant Services immediately before the Further
Transfer Date and whose employment contract
will transfer to the Authority or the Successor
Operator pursuant to TUPE with effect from the
Further Transfer Date;

has the meaning set out in Clause 37.1;
has the meaning set out in Clause 37.1;

means any sub-contractor to the Existing
Provider, the Service Provider or a Successor
Operator as the context dictates which is
engaged in the provision of the Services or any
part of them (or services substantially similar to
the Services or part of them);

means the transfer of the provision of the
Services from the Existing Service Provider and
any Sub-Contractor to the Service Provider and
any Sub-Contractor;

means such employees of the Existing Service
Provider(s) (and any Sub-Contractors) as are
assigned (for the purposes of TUPE) to the
Services the names of whom as at the date of
this Contract are listed in Appendix 1 to this
Clause 14;and

means the Transfer of Undertakings (Protection of
Employment) Regulations 2006
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14.3 It is understood and acknowledged by the Parties that TUPE applies to the
Transfer of Service and accordingly, pursuant to TUPE, the contracts of employment
between the Existing Service Provider (or any Sub-Contractor of the Existing Service
Provider) and Transferring Staff will have effect from the Applicable Transfer Date as
if originally made between the Service Provider and the Transferring Staff (except in
relation to occupational pension scheme benefits excluded under Regulation 10 of
TUPE which will be subject to the provisions of Clause 14.4).

14.4 The Service Provider will provide the Transferring Staff with access to a
pension scheme in accordance with the Pensions Act 2004 and the Transfer of
Employment (Pension Protection) Regulations 2005 and TUPE with effect from the
Applicable Transfer Date.

14.5 The Parties agree that all Employment Costs in respect of the Transferring
Staff will be allocated as follows:

14.5.1 the Existing Service Provider(s) will be responsible for any Employment Costs
relating to the period up to the Applicable Transfer Date for the relevant
Transferring Staff; and

14.5.2 the Service Provider will be responsible for any Employment Costs relation to the
period on and after the Applicable Transfer Date,

and Employment Costs will if necessary be apportioned on a time basis between the
Existing Service Provider(s) and the Service Provider.

14.6 The Authority warrants to the Service Provider that none of the Authority’s
employees will transfer to the Service Provider under TUPE as a result of the
Transfer of Service.

14.7 The Service Provider will indemnify and keep indemnified the Authority and
the Existing Service Provider(s) (and its sub-contractors) from and against all
Employment Liabilities which the Authority or the Existing Service Provider(s) (or its
sub-contractors) incur or suffer arising out of or in connection with:

14.7.1 any act or omission by or on behalf of the Service Provider (or its sub-
contractors) in respect of any person employed or engaged by it (or its sub-
contractors) (including the Transferring Staff) on or after the Applicable Transfer
Date;

14.7.2 any failure by the Service Provider (or its sub-contractors) to comply with
Regulation 13 of TUPE;

14.7.3 any claim brought or other action taken by or on behalf of any of the Transferring
Staff which arises from or in connection with (directly or indirectly) any act or
omission or communication made to the Transferring Staff by the Service
Provider (or its sub-contractors) before the Applicable Transfer Date;

14.7.4 the employment or termination of employment by the Service Provider (or its sub-
contractors) of any Transferring Staff on or after the Applicable Transfer Date;

14.7.5 any actual or proposed changes by the Service Provider (or its sub-contractors)
to the terms and conditions of employment or working conditions of any of the
Transferring Staff which are or are alleged to be to the detriment of any of the
Transferring Staff.

14.8 The Service Provider will provide the Existing Service Provider(s) (or its sub-
contractors), as soon as practicable, but in any event in good time before the
Applicable Transfer Date, with all information which the Existing Service Provider (or
its sub-contractors) may reasonably require to enable it to comply with its information
and consultation obligations under TUPE and, if requested, will confirm to the
Authority when it has done so and provide a copy to the Authority.
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14.9 The Service Provider warrants and undertakes to the Authority that all
information given to the Existing Service Provider(s) (or its sub-contractors) regarding
the Transferring Staff and any measures it proposes to take in relation to them is and
will be full and accurate in all respects.

14.10 Clause 40.1 shall be amended so that benefits conferred on the Existing
Service Provider or its sub-contractors under this Clause 14 shall be enforceable by
them.

14.11 Nothing in this Contract will render the Service Provider Personnel, an
employee, agent or partner of the Authority or Authority Group by virtue of the
provision of the Services by the Service Provider under the Contract, and the Service
Provider shall be responsible for making appropriate deductions for tax and national
insurance contributions from the remuneration paid to the Service Provider
Personnel.

14.12 The Service Provider shall provide the Service Provider Personnel as
necessary for the proper and timely performance and management of the Services in
accordance with the Contract. All personnel deployed on work relating to the
Contract shall have the appropriate qualifications and competence, be properly
managed and supervised and in these and any other respects be acceptable to the
Authority.

14.13 Without prejudice to any of the Authority’s other rights, powers or remedies,
the Authority may (without liability to the Service Provider) deny access to any
Service Provider Personnel to any Authority Premises and/or require that any Service
Provider’s Personnel be immediately removed from performing the Services if such
Service Provider Personnel in the Authority's view have not been properly trained in
any way required by this Contract, are otherwise incompetent, negligent, guilty of
misconduct or could be a danger to any person. The Authority shall notify the Service
Provider of such denial and/or requirement in writing and the Service Provider shall
comply with such notice and provide a suitable replacement (with the Contract
Manager’s prior consent in the case of Key Personnel).

14.14 The Service Provider shall give the Authority, if so requested, full particulars
of all persons who are or may be at any time employed on the Contract and shall
take all reasonable steps to avoid changes to any of its staff designated in the
Contract as Key Personnel. The Service Provider shall give the Authority
reasonable notice of any proposals to change Key Personnel and Clause 14.12 shall
apply to the proposed replacement personnel.

14.15 NOT USED

14.16 The Service Provider shall pay to the Service Provider Personnel not less
than the amounts declared to the Authority (if any) as part of the tender process for
the Contract and not less than the amounts to which the Service Provider Personnel
are contractually entitled.

14.17 The Service Provider shall provide or procure the provision of appropriate
training for Authority Personnel and Service Provider's Personnel in respect of all
aspects of its performance of the Contract in accordance with Schedule 5 (Training).

15. Key Personnel

15.1 The Service Provider shall provide the Key Personnel and shall procure that
Key Personnel shall:

15.1.1 diligently supervise the performance of the Services;
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15.1.2 attend all relevant Contract meetings with the Authority (including the Service
Review Meetings) the location of which shall be at the Authority’s offices, except
as otherwise agreed by the Authority from time to time; and

15.1.3 be available to the Authority to resolve any issues arising in connection with this
Contract.

15.2 The Service Provider may only make any changes to Key Personnel with the
prior written consent of the Authority (which shall not be unreasonably withheld,
delayed or conditioned). Clause 14.12 shall apply to the proposed replacement Key
Personnel.

16. Corrective Action Notices

16.1 Where the Service Provider fails to comply with any part of this Contract the
Authority Contract Manager may issue to the Service Provider a Corrective Action
Notice and the provisions of Schedule 14 (Assurance) shall apply.

16.2 The Parties acknowledge and agree that:

16.2.1 a Corrective Action Notice does not constitute a notice given by the Authority
pursuant to Clause 34.1 (Authority's right to termination) but that a Corrective
Action Notice shall not restrict or prevent the Authority from terminating this
Contract in accordance with that Clause; and

16.2.2 a Corrective Action Notice shall not restrict or prevent the Authority from issuing a
subsequent or other Corrective Action Notice (whether by reference to a default
or remedial action specified or referred to in any other Corrective Action Notice).

17. Sub-Contracting and Change of Ownership

17.1 The Service Provider shall not assign or sub-contract all or any part of the
Services without the prior written consent of the Authority which may be refused or
granted consent subject to such conditions as the Authority sees fit.

17.2 Where the Service Provider sub-contracts all or any part of the Services to
any person, the Service Provider shall:

17.2.1 ensure that such person is obliged to comply with all of the obligations and duties
of the Service Provider under the Contract insofar as they relate to the Services
or part of them (as the case may be) which that sub-contractor is required to
provide;

17.2.2 be responsible for payments to that person;

17.2.3 remain solely responsible and liable to the Authority for any breach of the
Contract or any performance, non-performance, part-performance or delay in
performance of any of the Services by any sub-contractor to the same extent as if
such breach, performance, non-performance, part-performance or delay in
performance had been carried out by the Service Provider;

17.2.4 on or before the Contract Commencement Date or the Service Commencement
Date (whichever is the earlier), notify the Authority in writing of the name, contact
details of the legal representatives of any such sub-contractor (of any tier), to the
extent that such information has not already been provided by the Service
Provider to the Authority under the Contract;

17.2.5 promptly notify the Authority in writing of any change to the information notified
under Clause 17.2.4 and provide in writing the name, contact details and details
of the legal representatives of each such sub-contractor (of any tier) who is
engaged after the Contract Commencement Date or the Service Commencement
Date (whichever is the earlier); and
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17.2.6 without prejudice to the provisions of Clause 20, ensure compliance with the
Bribery Act 2010 and any guidance issued by the Secretary of State under it
when appointing any such sub-contractor.

17.3 The Service Provider shall give notice to the Authority within 10 Business
Days where :

17.3.1 there is any change in the ownership of the Service Provider where such change
relates to 50% or more of the issued share capital of the Service Provider; and

17.3.2 there is any change in the ownership of a Holding Company where such change
relates to 50% or more of the issued share capital of a Holding Company, and

17.3.3 (in the case of an unincorporated Service Provider) give notice to the Authority if
there is any change in the management personnel of the Service Provider, which
alone or taken with any other change in management personnel not previously
notified to the Authority, equates to a change in the identity of 50% or more of the
management personnel of the Service Provider.

Upon the occurrence of any of the events referred to at Clauses 17.3.1-17.3.3

above, the Authority shall have the right to terminate the Contract.
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18. Conflict of Interest

18.1 The Service Provider warrants that it does not and will not have at the
Contract Commencement Date or Service Commencement Date any interest in any
matter where there is or is reasonably likely to be a conflict of interest with the
Services or any member of the Authority Group, save to the extent fully disclosed to
and approved by the Authority.

18.2 The Service Provider shall check for any conflict of interest at regular intervals
throughout the Term and in any event not less than once in every six months and
shall notify the Authority in writing immediately upon becoming aware of any actual or
potential conflict of interest with the Services or any member of the Authority Group
and shall work with the Authority to do whatever is necessary (including the
separation of staff working on, and data relating to, the Services from the matter in
question) to manage such conflict to the Authority’s satisfaction, provided that, where
the Authority is not so satisfied, it may terminate the Contract in accordance with
Clause 34.1.4.

19. Access to Premises and Assets

19.1 Subject to Clause 14.13 any access to either of both of any Authority
Premises or Authority Assets made available to the Service Provider in connection
with the proper performance of the Contract shall be free of charge and shall be used
by the Service Provider solely for the purpose of performing the Services during the
Term in accordance with the Contract provided, for the avoidance of doubt, that the
Service Provider shall be responsible for its own costs or travel including either or
both of any congestion charging or low emission zone charging. The Service
Provider shall:

19.1.1 have the use of such Authority Premises as licensee and shall not have or
purport to claim any sole or exclusive right to possession or to possession of any
particular part of such Authority Premises;

19.1.2 vacate such Authority Premises upon the termination or expiry of the Contract or
at such earlier date as the Authority may determine;

19.1.3 not exercise or purport to exercise any rights in respect of any Authority Premises
in excess of those granted under this Clause 19.1.3;

19.1.4 ensure that the Service Provider Personnel carry any identity passes issued to
them by the Authority at all relevant times and comply with the Authority’s
security procedures as may be notified by the Authority from time to time;

19.1.5 not damage the Authority Premises or any assets on Authority Premises; and

19.1.6 return immediately to the Authority in good working order and satisfactory
condition (in the reasonable opinion of the Authority) all Authority Assets used by
the Service Provider or the Service Provider Personnel in the performance of the
Services.

19.2 Nothing in this Clause 19 shall create or be deemed to create the relationship
of landlord and tenant in respect of any Authority Premises between the Service
Provider and any member of the Authority Group.

19.3 The Authority shall be under no obligation to provide office or other
accommaodation or facilities or services (including telephony and IT services) to the
Service Provider except as may be specified in Schedule 6 (System Integration).

20. Compliance with Policies and Law
20.1 The Service Provider, at no additional cost to the Authority:
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20.1.1

20.1.2

undertakes to procure that all the Service Provider Personnel comply with all of
the Authority’s policies and standards that are relevant to the performance of the
Services, (including TfL’'s workplace harassment policy as updated from time to
time (copies of which are available on request from TfL) and with TfL's Code of
Conduct (which is available on TfL's website, www.tfl.gov.uk)) including those
relating to safety, security, business ethics, drugs and alcohol and any other on
site regulations specified by the Authority for personnel working at Authority
Premises or accessing the Authority’s computer systems. The Authority shall
provide the Service Provider with copies of such policies and standards on
request. In the event that the Services are being provided to both the GLA and
TfL, then the policies and standards of each of the GLA and TfL shall apply as
appropriate;

shall provide the Services in compliance and ensure that the Service Provider
Personnel comply with all requirements of all Acts of Parliament, statutory
instruments, court orders, regulations, directives, European Community decisions
(insofar as legally binding), bye-laws, treaties and other regulatory requirements
relevant to either of both of the Service Provider’s or the Authority's business,
from time to time in force which are or may become applicable to the Services.
The Service Provider shall promptly notify the Authority if the Service Provider is
required to make any change to the Services for the purposes of complying with
its obligations under this Clause 20.1.2 and:-

20.1.2.1  the provisions of Clause 41 and all other provisions of this Contract which

deal with changes shall apply, except that for the avoidance of doubt any
additional costs associated with such change or compliance by the Service
Provider shall be borne by the Service Provider; and

20.1.2.2 such circumstances shall not constitute a Force Majeure Event.

20.1.3

20.1.4

20.1.5

without limiting the generality of Clause 20.1.2, shall comply with all relevant
enactments in force from time to time relating to discrimination in employment
and the promotion of equal opportunities;

acknowledges that the Authority is under a duty under section 149 of the Equality
Act 2010 to have due regard to the need to eliminate unlawful discrimination on
the grounds of sex, marital or civil partnership status, race, sexual orientation,
religion or belief, age, pregnancy or maternity, gender reassignment or disability
(a “Relevant Protected Characteristic”) (as the case may be) and to promote
equality of opportunity between persons who share a Relevant Protected
Characteristic and persons who do not share it. In providing the Services, the
Service Provider shall assist and cooperate with Authority where possible in
satisfying this duty;

acknowledges that where the Authority is TfL or TTL, TfL is under a duty by virtue
of a direction under section 155 of the Greater London Authority Act 1999 in
respect of section 404(2) of that Act to have due regard to the need to:

20.1.5.1 promote equality of opportunity for all persons irrespective of their race, sex,

disability, age, sexual orientation or religion;

20.1.5.2 eliminate unlawful discrimination; and

20.1.5.3 promote good relations between persons of different racial groups, religious

beliefs and sexual orientation,

and in providing the Services, the Service Provider shall assist and co-operate with
the Authority where possible to enable the Authority to satisfy its duty;
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20.1.6 shall inform the Authority forthwith in writing should it become aware of any
proceedings brought against it in connection with this Contract by any person for
breach of the Equality Act 2010.

20.1.7 shall promptly notify the Service Provider's Personnel and the Authority of any
health and safety hazards that exist or may arise in connection with the
performance of the Services;

20.1.8 without limiting the generality of Clause 20.1.2, shall comply with the Bribery Act
2010 and any guidance issued by the Secretary of State under it.

In all cases, the costs of compliance with this Clause 20.1 shall be borne by the Service

Provider.
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20.2 In providing the Services, the Service Provider shall (taking into account best
available techniques not entailing excessive cost and the best practicable means of
preventing, or counteracting the effects of any noise or vibration) have appropriate
regard (insofar as the Service Provider’s activities may impact on the environment) to
the need to:

20.2.1 preserve and protect the environment and to the need to avoid, remedy and
mitigate any adverse effects on the environment;

20.2.2 enhance the environment and have regard to the desirability of achieving
sustainable development;

20.2.3 conserve and safeguard flora, fauna and geological or physiological features of
special interest; and

20.2.4 sustain the potential of natural and physical resources and the need to safeguard
the life-supporting capacity of air, water, soil and ecosystems.

20.3 Without limiting Clause 20.1 or 20.2, the Service Provider shall comply with its
obligations in Schedule 16 (Supplier Diversity).
20.4 The provisions of Schedule 1 (Strategic Labour Needs and Training Terms

and Conditions) shall apply and the Parties shall comply with their respective
obligations in that Schedule.

21. Corrupt Gifts and Payment of Commission

21.1 The Service Provider shall not, and shall ensure that its employees, agents
and sub-contractors do not, pay any commission, fees or grant any rebates to any
employee, officer or agent of any member of the Authority Group nor favour any
employee, officer or agent of any member of the Authority Group with gifts or
entertainment of significant cost or value nor enter into any business arrangement
with employees, officers or agents of any member of the Authority Group other than
as a representative of the Authority, without the Authority’s prior written approval.

22. Equipment

22.1 Risk in:
22.1.1 all Service Provider Equipment shall be with the Service Provider at all times; and

22.1.2 all other equipment and materials forming part of the Services title to which will
pass to the Authority (but excluding the Authority Assets) (“Materials™) shall be
with the Service Provider at all times until completion of the Services in
accordance with the Contract,

regardless of whether or not the Service Provider Equipment and Materials are located

at Authority Premises.
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22.2 The Service Provider shall ensure that all Service Provider Equipment and alll
Materials meet all minimum safety standards required from time to time by law.

23. Quality and Best Value

23.1 The Service Provider acknowledges that the Authority is a best value
authority for the purposes of the Local Government Act 1999 and as such the
Authority is required to make arrangements to secure continuous improvement in the
way it exercises its functions (having regard to a combination of economy, efficiency
and effectiveness) and, as such, the Service Provider shall, where reasonably
requested by the Authority, participate in any relevant best value review.

23.2 The Authority shall have the rights and the Service Provider shall comply with
its obligations as set out in Schedule 9 (Form of Variation) in order to deliver Value
for Money (“VfM”) to the Authority in the performance of this Contract.

24. Records, Audit and Inspection

24.1 The Service Provider shall, and shall procure that its sub-contractors shall:

24.1.1 maintain a complete and correct set of records pertaining to all activities relating
to the performance of the Services and the Service Provider’'s obligations under
the Contract and all transactions entered into by the Service Provider for the
purposes of the Contract (including time-sheets for the Service Provider
Personnel where such records are material to the calculation of the Charges)
(“Records”); and

24.1.2 retain all Records during the Term and for a period of not less than 6 years (or
such longer period as may be required by law), except Records containing
Personal Data (as defined in section 1(1) of the Data Protection Act 1998) which
shall only be retained for as long as necessary, following termination or expiry of
the Contract (“Retention Period”).

24.2 The Service Provider shall, at the Authority’s request, and without limiting any
other obligation it has under this Contract provide promptly to the Authority at no
additional cost such reports or other Documentation in respect of the provision of the
Services as the Authority may reasonably request.

24.3 The Authority and any person nominated by the Authority has the right to
audit any and all Records at any time during the Retention Period on giving to the
Service Provider what the Authority considers to be reasonable notice (whether in
writing or verbally) and at any reasonable time to inspect any aspect of the Service
Provider’s performance of the Services, including without limitation;

24.3.1 accuracy of the Charges and invoices;
24.3.2 audits and examinations by Regulatory Bodies;
24.3.3 performance of the terms of this Contract;

24.3.4 efficiency of the Service Provider in performing the Services under this Contract;
and the Service Provider shall give all reasonable assistance to the Authority or its

nominee in conducting such inspection, including making available documents and
staff for interview.
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25. Set-Off

25.1 All damages, costs, charges, expenses, debts, sums or other amounts owing
(contingently or otherwise) to or incurred by the Authority arising out of or attributable
to this Contract or any other contract between the Authority and the Service Provider
may be deducted by the Authority from monies due or which may become due to the
Service Provider under this Contract or under any other contract with any member of
the Authority Group or the Authority or a member of the Authority Group may recover
such amount as a debt.

26. Indemnity Limitation of Liability

26.1 Subject to the other Clauses in this Clause 26, the Service Provider is
responsible for and shall indemnify, keep indemnified and hold harmless each of the
Authority and all other members of the Authority Group (including their respective
employees, sub-contractors and agents) (“the Indemnified Party”) against all
Losses which the Indemnified Party incurs or suffers as a consequence of any
breach or negligent performance of the Contract by the Service Provider (or any of
the Service Provider Personnel) (including in each case any non-performance or
delay in performance of the Contract) or of any breach of statutory duty,
misrepresentation or misstatement by the Service Provider (or any of its employees,
agents or sub-contractors).

26.2 The Service Provider is not responsible for and shall not indemnify the
Authority for any Losses to the extent that such Losses are caused by any Authority
Event or by any other breach or negligent performance of any of its obligations under
the Contract by the Authority or any other member of the Authority Group including
by any of their respective employees, agents or sub-contractors.

26.3 The Service Provider accepts unlimited liability for:
26.3.1 death or personal injury caused by the negligence of the Service Provider;
26.3.2 fraud or fraudulent misrepresentation committed by the Service Provider;

26.3.3 infringement or alleged infringement of third party intellectual property and/or any
breach of the provisions of Clause 28 (The Authority’s Data) and Clause 29
(Intellectual Property Rights);

26.3.4 any breach of Clause 30 (Protection of Personal Data) and Clause 31
(Confidentiality, Announcements and Transparency);

26.3.5 Losses arising under any indemnity in Clause 14 (Service Provider Personnel)
and Clause 37 (Transfer of Employees on Expiry or Termination);

26.3.6 any other liability to the extent which it cannot be lawfully excluded.

26.4 Subject to Clause 26.3, the Service Provider’s liability (whether in contract
(including under any indemnity), in tort (including negligence), under statute or
otherwise under or in connection with this Contract or the provision of the Services)
shall in respect of Losses within the scope of the Insurance maintained by the
Service Provider pursuant to any of Clauses 27.1.1, 27.1.2, 27.1.3 or 27.1.4 not
exceed, per incident or series of connected incidents, the level of the insurance cover
required to be taken out pursuant to the relevant Clause 27.1.1, 27.1.2, 27.1.3 or
27.1.4, as the case may be.
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26.5 Subject to Clause 26.3 and (in so far as it applies) Clause 26.4, the Service
Provider’s liability to the Authority (whether in contract, tort (including negligence),
breach of statutory duty, restitution or otherwise) arising out of any act or omission of
the Service Provider, its agents or subcontractors for any indirect or consequential
loss howsoever caused arising out of or in connection with this Contract shall not
exceed, per incident or series of connected incidents, the sum referred to in Clause
26.6.

26.6 The sum referred to in Clause 26.5 is 150% of the Charges payable by the
Authority pursuant to the Contract in respect of the 13 Periods preceding the Period
in which the incident (or, where applicable, the first of the series of connected
incidents) occurred. Where such an incident occurs before the expiry of 13 Periods
from the Service Commencement Date, the sum for the purposes of this Clause shall
be the amount which the Authority, acting reasonably, forecasts as the Charges
payable by it in the first 13 Periods following the Service Commencement Date.

27.Insurance

27.1 The Service Provider will at its sole cost maintain employer’s liability and
motor insurance cover as required by law and insurance cover in the sum of not less
than £5 million per claim (in terms approved by the Authority) in respect of the
following to cover the Services (“the Insurances”) and will ensure that the Authority’s
interest is noted on each and every policy or that any public liability, product liability
or employer’s liability insurance includes an indemnity to principal clause:

27.1.1 public liability to cover injury and loss to third parties;
27.1.2 insurance to cover the loss or damage to any item related to the Services;
27.1.3 product liability; and

27.1.4 professional indemnity or, where professional indemnity insurance is not
available, a “financial loss” extension to the public liability insurance referred to in
Clause 27.1 or, if applicable, the product liability insurance referred to in Clause
27.1.3. Any professional indemnity insurance or “financial loss” extension shall be
renewed for a period of 6 years (or such other period as the Authority may
stipulate) following the expiry or termination of the Contract.

27.2 The insurance cover will be maintained with a reputable insurer.

27.3 The Service Provider will produce evidence to the Authority on reasonable
request of the insurance policies set out in Clause 27.1 and payment of all premiums
due on each policy.

27.4 The Service Provider warrants that nothing has or will be done or be omitted
to be done which may result in any of the insurance policies set out in Clause 27.1
being or becoming void, voidable or unenforceable.

27.5 In the event that any of the Insurances are cancelled or not renewed, the
Service Provider shall immediately notify the Authority and shall at its own cost
arrange alterative Insurances with an insurer or insurers acceptable to the Authority.

28. The Authority’s Data

28.1 The Service Provider acknowledges the Authority's ownership of Intellectual
Property Rights which may subsist in the Authority’s data. The Service Provider shall
not delete or remove any copyright notices contained within or relating to the
Authority’s data.
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28.2 The Service Provider shall ensure every Document produced or amended by
the Service Provider in connection with this Contract displays an appropriate
copyright statement correctly reflecting its status in accordance with the following
requirements:

28.2.1 All new and updated Documents must be marked as "Copyright TfL" by including
the following copyright statements, including the relevant year in which the
document was created;

28.2.2 On the front page:

"Copyright © [2015] [Drafting Note: Year in which document created to be inserted.]
Transport for London. All rights reserved. This information is confidential. You may
not reproduce, adapt or disclose this information, or any part of this information, for
any purpose without TfL’s written permission. TfL makes no warranties or
representations, and expressly disclaims all liability, concerning this information.";

28.2.3 On the footer / bottom of every subsequent page:

"Copyright © 2021 Transport for London. All rights reserved. This information is
confidential.

28.3 The Service Provider and the Authority shall each take reasonable
precautions (having regard to the nature of their other respective obligations under
the Contract) to preserve the integrity of the Authority’s data and to prevent any
corruption or loss of the Authority’s data.

29. Intellectual Property Rights

29.1 NOT USED

29.2 The Service Provider shall provide the Authority with copies of all materials
relied upon or referred to in the creation of the Products together with a perpetual,
irrevocable, royalty-free and transferable licence free of charge to use such materials
in connection with the use of the Products.

29.3 The Service Provider grants to the Authority an irrevocable non-exclusive,
worldwide, royalty free licence for the duration of the Term to use, copy, translate and
amend all Intellectual Property Rights in any software, Documentation, spreadsheets,
data or other materials provided to the Authority by or on behalf of the Service
Provider in the course of providing the Services (or otherwise in accordance with the
terms of this Contract) for any reasonable purpose associated with the proper
enjoyment by the Authority of the Services and the exercise by the Authority of its
rights under the Contract. Such right will include the right for the Authority to grant
sub licences to any member of the Authority Group and/or any Successor
Operator(s) and the providers of services to any of them from time to time on terms
no wider than the terms granted to the Authority from time to time under this
provision provided that:-

29.3.1 without limiting Clause 29.4, this Clause shall not apply in relation to any COTS
Product to the extent that the acquisition by the Authority of its own licence in
respect of that COTS Product is listed as a Transition Dependency; and

29.3.2 any sub-licence to a Successor Operator shall be for the purpose and to the
extent required for the implementation of the Handover Plan and not for the
purpose of the provision of services by the Successor Operator following the end
of the Term.
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29.4 To the extent that the Service Provider has utilised a COTS Product in the
performance of the Services, without limiting any other obligation of the Service
Provider under Clause 36 (Handback of Services) or Schedule 11 (Handback of
Service) the Service Provider:-

29.4.1 shall as and when requested by the Authority from time to time provide to the
Authority a copy of that COTS Product as configured by the Service Provider for
the purposes of the Contract (including of all Data held within the COTS Product
for the purpose of the performance of the Services or the Service Provider’s other
obligations under this Contract); and

29.4.2 hereby grants to the Authority a perpetual, irrevocable, royalty-free and
transferable licence free of charge to use that configuration (it being
acknowledged that the Authority will be responsible for obtaining any required
licence(s) of the underlying COTS Product required for the Authority’s continued
use of the same after the end of the Term).

29.5 The Service Provider shall have no right (save where expressly permitted
under the Contract or with the Authority’s prior written consent) to use any
trademarks, trade names, logos or other Intellectual Property Rights of the Authority.

29.6 The Service Provider shall ensure that all royalties, licence fees or similar
expenses in respect of all Intellectual Property Rights used in connection with the
Contract have been paid and are included within the Charges.

29.7 The Service Provider shall:

29.7.1 promptly notify the Authority upon becoming aware of an infringement or alleged
infringement or potential infringement of any Intellectual Property Right which
affects or may affect the provision or receipt of the Services or if any claim or
demand is made or action brought for infringement or alleged infringement of any
Intellectual Property Right; and

29.7.2 indemnify, keep indemnified and hold harmless the Authority from and against all
actions, claims, demands, costs, charges or expenses (including legal costs on a
full indemnity basis) that arise from or are incurred by the Authority by reason of
any infringement or alleged infringement of any Intellectual Property Rights of any
person arising out of the use by the Authority of the Products (or any of them) or
any of the items licensed in accordance with Clauses 29.3 or 29.4 or anything
arising from the provision of the Services and from and against all costs and
damages of any kind which the Authority may incur in or in connection with any
actual or threatened proceedings before any court or arbitrator.

29.8 The Authority shall, at the request of the Service Provider, give the Service
Provider all reasonable assistance for the purpose of the Service Provider contesting
any such claim, demand, or action referred to in Clause 29.7.1 and the Service
Provider shall:

29.8.1 reimburse the Authority for all costs and expenses (including legal costs) incurred
in doing so;

29.8.2 conduct at its own expense all litigation and/or negotiations (if any) arising from
such claim, demand or action; and

29.8.3 consult with the Authority in respect of the conduct of any claim, demand or
action and keep the Authority regularly and fully informed as to the progress of
such claim, demand or action.

46



29.9 If a claim or demand is made or action brought to which Clause 29.7 applies
or in the reasonable opinion of the Service Provider is likely to be made or brought,
the Service Provider may (without prejudice to 29.7), after consultation with the
Authority, at its own expense and within a reasonable time and subject to all other
applicable provisions of this Contract (including those relating to Change), modify or
substitute any or all of the Products so as to avoid the infringement or the alleged
infringement, provided that the terms of the Contract shall apply mutatis mutandis to
such modified or substituted Products and such Products are accepted by the

Authority.

30. Protection of Personal Data

30.1 The Service Provider shall comply with all of its obligations under the Data
Protection Legislation and, if Processing Personal Data on behalf of the
Authority, shall only carry out such Processing for the purposes of providing the
Services in accordance with the Contract.

30.2 For the purposes of this Clause 30, unless the context indicates otherwise, the
following expressions shall have the following meanings:

“Authority Personal Data”

“Data Controller”

“Data Processor”

“Data Subject”

“Data Protection Impact
Assessment”

Personal Data  and/or Personal

Data Processed by the Service Provider or any
subcontractor on behalf of the Authority,
pursuant to or in connection with this Contract;

has the meaning given to it in Data
Protection Legislation;

has the meaning given to it in Data
Protection Legislation;

has the meaning given to it in Data
Protection Legislation;

a process used to identify and mitigate the
privacy and data protection risks associated
with an activity involving Processing of

Darcnnal Nata-
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“Data Protection Legislation”

“Personal Data”

“Processing”

“Restricted Countries”

“Sensitive Personal Data”

means:

(a) the Regulation (EU) 2016/679 on the
protection of natural persons with regard to the
Processing of personal data and on the free
movement of such data;

(b) Directive (EU) 2016/680 (the Law
Enforcement Directive);

(c) any legislation in force from time to time in
the United Kingdom relating to privacy and/or
the Processing of Personal Data, including but
not limited to the Data Protection Act 2018;

(d) any statutory codes of practice issued by the
Information Commissioner in relation to such
legislation; and

(e) the Privacy and Electronic Communications
(EC Directive) Regulations 2003;

has the meaning given to it in Data
Protection Legislation;

has the meaning given to it in Data
Protection Legislation and “Process” and
“Processed” will be construed accordingly;

any country outside the European
Economic Area;

sensitive or special categories of Personal
Data (as defined in Data Protection
Legislation) which is Processed pursuant to
or in connection with this Contract; and
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“Subject Request” a request made by or on behalf of a Data
Subject in accordance with rights granted
pursuant to the Data Protection Legislation
including the right (i) to be informed, (ii) of
access, (iii) to rectification, (iv) to erasure, (v)
to restrict processing, (vi) to data portability,
(vii) to object and (viii) to automated decision
making including profiling.

30.3 With respect to the Parties’ rights and obligations under the Contract, the
Parties acknowledge that the Authority is a Data Controller solely responsible for
determining the purposes and manner in which Authority Personal Data is to be
Processed, and that the Service Provider is a Data Processor.

30.4 Details of the Authority Personal Data to be Processed by the Service Provider and
the purposes of such Processing are as follows:

30.4.1 The Authority Personal Data to be Processed by the Service Provider (if
any) concerns the following categories of Data Subject:

Data directly associated to the Authority’s customer and any
interactions with the Authority relating to these Services

30.4.2 The Authority Personal Data to be Processed includes the following
categories of Personal Data and/or Sensitive Personal Data:

Customer contact details, Oyster card numbers, order history
(excluding payment information), interaction with the Authority
Personnel via the service channeli.e. calls, correspondence etc.

30.4.3 The Authority Personal Data is to be Processed for the following purpose(s);

Ticketing Contact handling services as detailed in Schedule 4
(Service Scope Specification)

30.4.4 The Authority Personal Data is to be Processed in the following Restricted
Countries: Not permitted

30.5 Without prejudice to the generality of Clause 30.1, the Service Provider shall:

30.5.1 process the Authority Personal Data only in accordance with written
instructions from the Authority to perform its obligations under the Contract;
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30.5.2

30.5.3

30.5.4

30.5.5

30.5.6

30.5.7

use its reasonable endeavours to assist the Authority in complying with
any obligations under Data Protection Legislation and shall not perform
its obligations under this Contract in such a way as to cause the
Authority to breach any of its obligations under Data Protection
Legislation to the extent the Service Provider is aware, or ought
reasonably to have been aware, that the same would be a breach of such
obligations;

notify the Authority without undue delay if it determines or is notified that an
instruction to Process Personal Data issued to it by the Authority is
incompatible with any obligations under Data Protection Legislation to the
extent the Service Provider is aware, or ought reasonably to have been
aware, that the same would be a breach of such obligations;

maintain, and make available to the Authority on its request, documentation
which describes the Processing operations for which it is responsible
under this Contract including:

30.5.4.1
30.5.4.2

30.5.4.3
30.5.4.4
30.5.4.5

30.5.4.6
30.5.4.7

the purposes for which Authority Personal Data is processed,;

the types of Personal Data and categories of Data Subject
involved;

the source(s) of the Personal Data;
any recipients of the Personal Data;

the location(s) of any overseas Processing of Authority Personal
Data;

retention periods for different types of Authority Personal Data; and

where possible a general description of the security measures in place
to protect Authority Personal Data.

where requested to do so by the Authority, assist the Authority in carrying
out a Data Protection Assessment in accordance with guidance issued
from time to time by the Information Commissioner (and any relevant
requirements detailed in Data Protection Legislation);

without prejudice to any cyber security and/or payment card industry data
security standard obligations in this Contract, take appropriate technical and
organisational security measures which are appropriate to protect against
unauthorised or unlawful Processing of Authority Personal Data and against
accidental loss, destruction of, or damage to such Authority Personal Data
which the Authority may reasonably reject (but failure to reject shall not
amount to approval by the Authority of the adequacy of the measures);

without prejudice to any cyber security and/or payment card industry data
security standard obligations in this Contract, provide the Authority with
such information as the Authority may from time to time require to satisfy
itself of compliance by the Service Provider (and/or any authorised sub-
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30.5.8

30.5.9

30.5.10

30.5.11

contractor) with Clause 30.5.6 and.30.5. 8, including, protocols,
procedures, guidance, training and manuals. For the avoidance of doubt,
this shall include a full report recording the results of any privacy or
security audit carried out at the request of the Service Provider itself or the
Authority;

notify the Authority without undue delay and in any event within 24 hours
by written notice with all relevant details reasonably available of any actual
or suspected breach of this Clause 30, including the unauthorised or
unlawful Processing of Authority Personal Data, or its accidental loss,
destruction or damage;

having notified the Authority of a breach in accordance with Clause 30.5.8
keep the Authority properly and regularly informed in writing until the
breach has been resolved to the satisfaction of the Authority;

fully cooperate as the Authority requires with any investigation or audit in
relation to Authority Personal Data and/or its Processing including allowing
access to premises, computers and other information systems, records,
documents and agreements as may be reasonably necessary (whether in
relation to Processing pursuant to the Contract, in relation to compliance
with Data Protection Legislation or in relation to any actual or suspected
breach), whether by the Authority (or any agent acting on its behalf), any
relevant regulatory body, including the Information Commissioner, the
police and any other statutory law enforcement agency, and shall do so
both during the Contract and after its termination or expiry (for so long as
the Party concerned retains and/or Processes Authority Personal Data);

notify the Authority within two (2) Business Days if it, or any sub-
contractor, receives:

30.5.11.1 from a Data Subject (or third party on their behalf):

30.5.11.1.1 a Subject Access Request (or purported Subject Access
Request);

30.5.11.1.2 any other request, complaint or communication relating
to the Authority’s obligations under Data Protection
Legislation;

30.5.11.2 any communication from the Information Commissioner or any other

regulatory authority in connection with Authority Personal Data; or

30.5.11.3 arequest from any third party for disclosure of Authority Personal

30.5.12

Data where compliance with such request is required or purported to
be required by law;

provide the Authority with full cooperation and assistance (within the

timescales reasonably required by the Authority) in relation to any complaint,
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communication or request made as referred to in Clause 30.5.11, including by
promptly providing:

30.5.12.1 the Authority with full details and copies of the complaint,

communication or request;

30.5.12.2 where applicable, such assistance as is reasonably requested by

the Authority to enable it to comply with the Subject Access
Request within the relevant timescales set out in Data Protection
Legislation; and

30.5.13 when notified in writing by the Authority, supply a copy of, or information
about, any Authority Personal Data. The Service Provider shall supply such
information or data to the Authority within such time and in such form as
specified in the request (such time to be reasonable) or if no period of time is

specified in the request, then within two (2) Business Days from the date of the
request.

30.5.14

30.5.15

when notified in writing by the Authority, comply with any agreement
between the Authority and any Data Subject in relation to any
Processing which causes or is likely to cause substantial and
unwarranted damage or distress to such Data Subject, or any court order

requiring the rectification, blocking, erasure or destruction of any Authority
Personal Data; and

if required to do so by Data Protection Legislation, appoint a designated
Data Protection Officer.

30.6 The Service Provider shall not share Authority Personal Data with any sub-contractor
without prior written consent from the Authority. The Service Provider shall provide
the Authority with such information regarding the proposed sub-contractor as the
Authority may reasonably require. The Service Provider shall only share Authority
Personal Data with a sub-contractor where there is a written contract in place

between the Service Provider and the sub-contractor which requires the sub-
contractor to:

30.6.1

30.6.2

only Process Authority Personal Data in accordance with the Authority’s
instructions to the Service Provider; and

comply with the same obligations which the Service Provider is required
to comply with under this Clause 30 (and in particular Clauses 20.1,
24.1, 24.2,26.1,28.1, 28.3, 30.1 and 31).

30.7 The Service Provider shall, and shall procure that any sub-contractor shall:

30.7.1

30.7.2

only Process Authority Personal Data in accordance with the Authority’s
written instructions to the Service Provider and as reasonably necessary to
perform the Contract in accordance with its terms;

not Process Authority Personal Data for any other purposes (in whole or
part) and specifically, but without limitation, reproduce or refer to it in
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training materials, training courses, commercial discussions and
negotiations with third parties or in relation to proposals or tenders with the
Authority;

30.7.3 not Process Authority Personal Data in such a way as to:
30.7.3.1 place the Authority in breach of Data Protection Legislation;

30.7.3.2 expose the Authority to the risk of actual or potential liability to the
Information Commissioner or Data Subjects;

30.7.3.3 expose the Authority to reputational damage including adverse

publicity;
30.7.4 not allow Service Provider's Personnel to access Authority Personal Data
unless such access is necessary in connection with the provision of the
Services;
30.7.5 take all reasonable steps to ensure the reliability and integrity of all

Service Provider’'s Personnel who can access Authority Personal Data;

30.7.6 ensure all Service Provider's Personnel who can access Authority
Personal Data:

30.7.6.1 are informed of its confidential nature;
30.7.6.2 are made subject to an explicit duty of confidence;
30.7.6.3 understand and comply with any relevant obligations created by either

this Contract or Data Protection Legislation; and

30.7.6.4 receive adequate training in relation to the use, care, protection and
handling of Personal Data on an annual basis.

30.7.7 not disclose or transfer Authority Personal Data to any third party without
the Service Provider having obtained the prior written consent of the
Authority (save where such disclosure or transfer is specifically authorised
under this Contract);

30.7.8 without prejudice to Clause 30.5.6, wherever the Service Provider uses
any mobile or portable device for the transmission or storage of Authority
Personal Data, ensure that each such device encrypts Authority Personal
Data; and

30.7.9 comply during the course of the Contract with any written retention
and/or deletion policy or schedule provided by the Authority to the Service
Provider from time to time.

30.8 The Service Provider shall not, and shall procure that any sub-contractor shall not,
Process or otherwise transfer any Authority Personal Data in or to any
Restricted Countries without prior written consent from the Authority (which
consent may be subject to additional conditions imposed by the Authority).
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30.9 |If, after the Service Commencement Date, the Service Provider or any sub-
contractor wishes to Process and/or transfer any Authority Personal Data in or to
any Restricted Countries, the following provisions shall apply:

30.9.1 the Service Provider shall submit a written request to the Authority
setting out details of the following:

30.9.11

30.9.1.2

30.9.1.3

30.9.1.4

the Authority Personal Data which will be transferred to
and/or Processed in any Restricted Countries;

the Restricted Countries which the Authority Personal Data will
be transferred to and/or Processed in;

any sub-contractors or other third parties who will be Processing
and/or receiving Authority Personal Data in Restricted Countries;

how the Service Provider shall ensure an adequate level of
protection and adequate safeguards in respect of the Authority
Personal Data that will be Processed in and/or transferred to
Restricted Countries so as to ensure the Authority’s compliance with
Data Protection Legislation;

30.9.2 in preparing and evaluating such a request, the Parties shall refer to
and comply with applicable policies, procedures, guidance and codes of
practice produced by the Parties and/or the Information Commissioner,
in connection with, the Processing of Personal Data in (and/or transfer of
Personal Data to) any Restricted Countries;

30.9.3 the Service Provider shall comply with any written instructions and shall carry
out such actions as the Authority may notify in writing when providing its
consent to such Processing or transfers, including:

30.9.3.1

30.9.3.2

incorporating standard and/or model clauses (which are approved by
the European Commission as offering adequate safeguards under the
Data Protection Legislation) into this Contract or a separate data
processing agreement between the Parties; and

procuring that any sub-contractor or other third party who will be
Processing and/or receiving or accessing the Authority Personal Data
in any Restricted Countries enters into a data processing agreement
with the Service Provider on terms which are equivalent to those
agreed between the Authority and the Service Provider in
connection with, the Processing of Authority Personal Data in
(and/or transfer of Authority Personal Data to) any Restricted
Countries, and which may include the incorporation of the clauses
referred to in 30.9.3.1.

30.10 The Service Provider and any sub-contractor (if any), acknowledge:

30.10.1 the importance to Data Subjects and the Authority of safeguarding
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30.10.2

30.10.3

30.10.4

Authority Personal Data and Processing it only in accordance with the
Authority’s instructions and the Contract;

the loss and damage the Authority is likely to suffer in the event of a
breach of the Contract or negligence in relation to Authority Personal Data;

any breach of any obligation in relation to Authority Personal Data
and/or negligence in relation to performance or non-performance of
such obligation shall be deemed a material breach of Contract;

notwithstanding Clause 34.1.1, if the Service Provider has committed a
material breach under Clause 30.10.3 on two or more separate occasions,
the Authority may at its option:

30.10.4.1 withdraw authorisation for Processing by a specific sub-contractor

by immediate written notice; or

30.10.4.2 terminate the Contract in whole or part with immediate written notice

to the Service Provider.

30.11 If the Service Provider Processes payment card data under the Contract, it shall
ensure that it is and that its internal processes and procedures, information
technology systems and any equipment that it provides or is provided on its behalf
pursuant to this Contract are compliant with the Payment Card Industry Data
Security Standard as updated from time to time (“PCl DSS”). In addition the
Service Provider shall:

30.11.1

30.11.2

30.11.3

at least once every 12 months appoint a PCI DSS Qualified Security
Assessor (“QSA”) to validate that the Service Provider is compliant with
(including as set out above) PCI DSS when providing the Services;

without prejudice to any other audit and inspection rights that the Authority
has under this Contract, provide the Authority with copies of any
reports and other documents provided by or to the QSA in respect of
each such validation; and

where the QSA recommends that certain steps should be taken by the
Service Provider, promptly take those steps and demonstrate to the
Authority that those steps have been taken without charge to the Authority.

30.12 Compliance by the Service Provider with this Clause 30 shall be without
additional charge to the Authority.

30.13 Following termination or expiry of this Contract, howsoever arising, the Service

Provider:

30.13.1

30.13.2

may Process the Personal Data only for so long as to the extent as is
necessary to properly comply with its non contractual obligations arising
under law (and will then comply with Clause 30.14.2);

where clause 30.13.1 does not apply, may Process the Authority Personal
Data only for such duration as agreed in Clause 30.4.6 above and following

this will then comply with Clause 30.13.3:
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30.13.3 subject to Clause 30.13.1, shall:

30.14

30.15

30.16

30.17

(@) on written instructions from the Authority either securely destroy or
securely and promptly return to the Authority or a recipient
nominated by the Authority (in such usable format as and to the
extent the Authority may reasonably require) the Authority
Personal Data; or

(b) in the absence of instructions from the Authority after 12 months
from the expiry or termination of the Contract securely destroy
the Authority Personal Data.

Authority Personal Data may not be Processed following termination or expiry of
the Contract save as permitted by this Clause 30.13.

For the avoidance of doubt, and without prejudice to Clause 30.13 the obligations
in this Clause 30 shall apply following termination or expiry of the Contract to the
extent the Party concerned retains or Processes Authority Personal Data.

The indemnity in Clause 26 shall apply to any breach of Clause 30 and shall
survive termination or expiry of the Contract.

The Parties’ liability in respect of any breach of Clause 28 and this Clause 30
insofar as they relate to fines, court awards, settlements, and legal costs shall be
unlimited.
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31. Confidentiality, Announcements and Transparency

31.1 Subject to Clause 32, the Service Provider will keep confidential:
31.1.1 the terms of this Contract; and
31.1.2 any and all Confidential Information that it may acquire in relation to the Authority.

31.2 The Service Provider will not use the Authority’s Confidential Information for
any purpose other than to perform its obligations under this Contract. The Service
Provider will ensure that its officers and employees comply with the provisions of
Clause 31.1.

31.3 The obligations on the Service Provider set out in Clause 31.1 will not apply
to any Confidential Information:

31.3.1 which either of the Parties can demonstrate is in the public domain (other than as
a result of a breach of this Clause 31);

31.3.2 which a Party is required to disclose by order of a court of competent jurisdiction
but then only to the extent of such required disclosure; or

31.3.3 to the extent that such disclosure is to the Secretary for Transport (or the
government department responsible for public transport in London for the time
being) the Office of Rail Regulation, or any person or body who has statutory
responsibilities in relation to transport in London and their employees, agents and
sub-contractors.

31.4 The Service Provider shall keep secure all materials containing any
information in relation to the Contract and its performance.
31.5 The Service Provider shall not communicate with representatives of the

general or technical press, radio, television or other communications media in
relation to the existence of the Contract or that it is providing the Services to the
Authority or in relation to any matter under or arising from the Contract unless
specifically granted permission to do so in writing by the Authority. The Authority
shall have the right to approve any announcement before it is made.

31.6 The Service Provider shall:

31.6.1 at the Authority’s request and in any event upon the termination or expiry of the
Contract, promptly deliver to the Authority or destroy as the Authority may direct
all documents and other materials in the possession, custody or control of the
Service Provider (or the relevant parts of such materials) that bear or incorporate
the whole or any part of the Confidential Information and if instructed by the
Authority in writing, remove all electronically held Confidential Information,
including the purging of all disk-based Confidential Information and the
reformatting of all disks; and

31.6.2 not, except where provided in this Clause 31 or with the prior written consent of
the Authority, disclose to any person the nature or content of any discussions or
negotiations between the Parties relating to the Confidential Information.

31.7 The Service Provider acknowledges that damages would not be an adequate
remedy for any breach by it of this Clause31 and that (without prejudice to all other
rights, powers and remedies which the Authority may be entitled to as a matter of
law) the Authority shall be entitled to the remedies of injunction, specific performance
and other equitable relief to enforce the provisions of this Clause 31 and no proof of
special damages shall be necessary for the enforcement of the provisions of this
Clause 31.
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31.8 Notwithstanding Clause 32, the Authority shall have the same obligations as
those imposed on the Service Provider under this Clause 31 in respect of those
categories of confidential information set out in Schedule (“Service Provider
Confidential Information”), except that the Authority may:

31.8.1 disclose the Service Provider Confidential Information where the Authority
considers that it is obliged to do so under any of the legislation referred to in
Clause 32;

31.8.2 use the Service Provider Confidential Information to the extent necessary to
obtain the benefit of the Service Provider’s performance under this Contract;

31.8.3 disclose the Service Provider Confidential Information to any member of the
Authority Group; and

31.8.4 disclose such Service Provider Confidential Information as may be required to be
published in the Official Journal of the European Union and any associated
tender documentation; and

31.8.5 disclose such Service Provider Confidential Information as may be required to
transition the Service to a Successor Operator .

31.9 The provisions of this Clause 31 will survive any termination of this Contract
for a period of 6 years from termination.

32. Freedom of Information and transparency

32.1 The Service Provider acknowledges that the Authority:

32.1.1 is subject to the FOI Legislation and agrees to assist and co-operate with the
Authority to enable the Authority to comply with its obligations under the FOI
Legislation; and

32.1.2 may be obliged under the FOI Legislation to disclose Information without
consulting or obtaining consent from the Service Provider.

32.2 Without prejudice to the generality of Clause 32.1, the Service Provider shall
and shall procure that its sub-contractors (if any) shall:

32.2.1 transfer to the Contract Manager (or such other person as may be notified by the
Authority to the Service Provider) each Information Access Request relevant to
the Contract, the Services or any member of the Authority Group that it or they
(as the case may be) receive as soon as practicable and in any event within 2
Business Days of receiving such Information Access Request; and

32.2.2 in relation to Information held by the Service Provider on behalf of the Authority,
provide the Authority with details about and copies of all such Information that the
Authority requests and such details and copies shall be provided within 5
Business Days of a request from the Authority (or such other period as the
Authority may reasonably specify), and in such forms as the Authority may
reasonably specify.

32.3 The Authority shall be responsible for determining whether Information is
exempt from disclosure under the FOI Legislation and for determining what
Information will be disclosed in response to an Information Access Request in
accordance with the FOI Legislation.

32.4 The Service Provider shall not itself respond to any person making an
Information Access Request, save to acknowledge receipt, unless expressly
authorised to do so by the Authority.
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32.5 The Service Provider acknowledges that the Authority is subject to the
Transparency Commitment. Accordingly, notwithstanding Clause 31.8 and this
Clause 32, the Service Provider hereby gives its consent for the Authority to publish
the Contract Information to the general public.

32.6 The Authority may in its absolute discretion redact all or part of the Contract
Information prior to its publication. In so doing and in its absolute discretion the
Authority may take account of the exemptions/exceptions that would be available in
relation to information requested under the FOI Legislation.

32.7 The Authority may in its absolute discretion consult with the Service Provider
regarding any redactions to the Contract Information to be published pursuant to
Clause 32.6. The Authority shall make the final decision regarding both publication
and redaction of the Contract Information.

33. Dispute Resolution

33.1 The Authority and the Service Provider shall use all reasonable endeavours
to negotiate in good faith and settle any dispute or difference that may arise out of or
relate to the Contract (“Dispute”) before resorting to litigation.

33.2 If the Dispute is not settled through discussion between the Contract Manager
and a representative of the Service Provider within a period of seven Business Days
of the date on which the Dispute arose, the Parties may refer the Dispute in writing to
the Director of Customer Experience (or equivalent) (“Senior Personnel”) of each of
the Parties for resolution.

33.3 If the Dispute is not resolved within 14 Business Days of referral to the Senior
Personnel, the Parties shall attempt in good faith to resolve the Dispute through entry
into a structured mediation or negotiation with the assistance of a mediator. Either
Party may give notice to the other Party (“Notice”) to commence such process and
the notice shall identify one or more proposed mediators.

334 If the Parties are unable to agree on a mediator, or if the agreed mediator is
unable or unwilling to act within 28 Business Days of the service of the Notice, either
Party may apply to the Centre for Effective Dispute Resolution (“CEDR”) in London
to appoint a mediator. The costs of that mediator shall be divided equally between
the Parties or as the Parties may otherwise agree in writing.

33.5 Where a dispute is referred to mediation under Clause 33.3, the Parties will
attempt to settle such Dispute by mediation in accordance with the model mediation
procedures published by CEDR or such other procedures as the mediator may
recommend.

33.6 If the Parties reach agreement on the resolution of the Dispute, such
agreement shall be recorded in writing and once signed by the Parties’ authorised
representatives, shall be final and binding on the Parties.

33.7 If either Party refuses at any time to participate in the mediation procedure
and in any event if the Parties fail to reach agreement on the Dispute within 40
Business Days of the service of the Notice either Party may commence proceedings
in accordance with Clause 51

33.8 For the avoidance of doubt, the Service Provider shall continue to provide the
Services in accordance with the Contract and without delay or disruption while the
Dispute is being resolved pursuant to this Clause 33.
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33.9 Neither Party shall be prevented from, or delayed in, seeking any order for
specific performance or for interim or final injunctive relief as a result of the provisions
of this Clause 33 shall not apply in respect of any circumstances where such
remedies are sought.

34. Breach and Termination of Contract

34.1 Without prejudice to the Authority’s right to terminate at common law, the
Authority may terminate the Contract immediately (or so as to be effective at such
future time as the Authority may specify) upon giving notice to the Service Provider if:

34.1.1 in addition and without prejudice to Clauses 34.1.2 to 34.1.9 (inclusive), the
Service Provider has committed any material or persistent breach of the Contract
and in the case of such a breach that is capable of remedy fails to remedy that
breach within 10 Business Days (or such other timeframe as specified in writing
by the Authority) from the date of written notice to the Service Provider giving
details of the breach and requiring it to be remedied,;

34.1.2 the Service Provider is subject to an Insolvency Event;

34.1.3 in the event that there is a change of ownership referred to in Clause 17.3 or the
Service Provider is in breach of Clause 17.3,;

34.1.4 the Authority is not satisfied on the issue of any conflict of interest in accordance
with Clause 18;

34.1.5 in the circumstances described in Clause 12.6 if there is a change of ownership
of a guarantor of the type referred to in that Clause;

34.1.6 the Service Provider or any of its officers, employees or agents commits any act
of bribery described in the Bribery Act 2010;

34.1.7 the Service Provider commits any of the money laundering related offences listed
in the Public Contracts Regulations 2015; or

34.1.8 the Service Commencement Date has not occurred prior to the SCD Long-Stop
Date; or

34.1.9 the Compliance Certificate for the Final Service Transition Milestone is not
achieved prior to the Transition Long-Stop Date.

34.2 Without prejudice to any of the Authority's other rights, powers or remedies
(whether under the Contract or otherwise) if the Service Provider is in breach of any
of its warranties, or obligations either under Clause 12 or any other provision of this
Contract, the Service Provider shall, if required to do so by the Authority, promptly
remedy and/or re-perform the Services or part of them at its own expense to ensure
compliance with such warranties and obligations. Nothing in this Clause 34.2 shall
prevent the Authority from procuring the provision of any Services or any remedial
action in respect of any Services from an alternative contractor and, where the
Authority so procures any Services or any remedial action, the Authority shall be
entitled to recover from the Service Provider all additional cost, loss and expense
incurred by the Authority and attributable to the Authority procuring such Services or
remedial action from such alternative contractor.
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34.3 Subject to Clauses 34.4and 34.6, neither Party shall be deemed to be in
breach of the Contract, or otherwise liable to the other Party in any manner
whatsoever, for any failure or delay in performing its obligations under the Contract to
the extent that such failure or delay is due to a Force Majeure Event and, provided
that, where that Party is the Service Provider, the impact of that Force Majeure Event
could not have reasonably been avoided or prevented by the Service Provider and
the Service Provider has complied with Clause 34.4. If a Force Majeure Event has
continued for more than 8 weeks from the date on which that Force Majeure Event
first arose and is having a material adverse effect on either Party’s performance of its
obligations under the Contract (“the Affected Party”), then for as long as such Force
Majeure Event continues and has that effect, the Party not affected by such Force
Majeure Event (“Innocent Party”) may terminate the Contract immediately upon
giving notice to the Affected Party. If the Contract is terminated in accordance with
this Clause 34.3 then without prejudice to any rights and liabilities which accrued
prior to termination (and, in the case of the Service Provider, to it having complied
with Clause 34.4), the Affected Party shall not be liable to the Innocent Party by
reason of such termination.

34.4 If a Force Majeure Event occurs which affects the Service Provider, the
Service Provider will:

34.4.1 promptly upon becoming aware of the Force Majeure Event give notice to the
Authority setting out details of the nature, extent and anticipated duration of the
Force Majeure Event, the expected impact of the Force Majeure Event on its
ability to perform its obligations and the steps it is taking and/or proposes to take
to comply with Clause 34.4.2;

34.4.2 use its reasonable endeavours to mitigate the effects of the Force Majeure Event,
to continue to perform the affected obligations notwithstanding the occurrence of
the Force Majeure Event and to ensure that the Force Majeure Event comes to
an end, including taking such steps as may be reasonably required by the
Authority;

34.4.3 keep the Authority informed of all developments relating to the Force Majeure
Event and the steps being taken to comply with Clause 34.4.2, including by
providing regular written updates in respect of all the matters covered by the
notice given under Clause 34.4.1 and by attending such meetings and supplying
such information as may reasonably be required by the Authority from time to
time;

34.4.4 continue to perform all of its obligations under this Contract, the performance of
which is not affected by the Force Majeure Event; and

34.4.5 to the extent it is able to do so notwithstanding the occurrence of the Force
Majeure Event, provide all such assistance to the Authority and/or such other
persons as the Authority may request in connection with the Authority securing
an alternative supply of those Services which the Service Provider is delayed in
or prevented from supplying due to the Force Majeure Event (including by
providing and permitting the use by the Authority or its nominee of assets,
equipment and personnel).

34.5 A Party will not be in breach of this Contract or otherwise liable to the other
Party for any failure to perform or delay in performing its obligations under this
Agreement to the extent that this is due to a Force Majeure Event affecting the other
Party. In particular, if the Service Provider is the Party affected by the Force Majeure
Event the Authority will have no liability to pay Charges to the Service Provider in
respect of any Services which the Service Provider does not supply due to the Force
Majeure Event.
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34.6 Nothing in Clause 34.3 will relieve the Service Provider from its obligations
under this Contract to create, implement and operate the Major Incident Plan.
Accordingly, if a Force Majeure Event affecting the Service Provider occurs which is
an event or circumstance that is within the scope of the Major Incident Plan, or would
have been had the Service Provider and/or Major Incident Plan complied with Clause
9 (Major Incident Management) and Schedule 8 (Service Management), then Clause
34.3 will only apply to that Force Majeure Event to the extent that the impacts of that
Force Majeure would have arisen even if the Major Incident Plan had complied with,
and had been fully and properly implemented and operated in accordance with,
Clause 9 and Schedule 8, and the terms of the Major Incident Planning respect of
that Force Majeure Event.

34.7 Without prejudice to the Authority’s right to terminate the Contract under
Clause 34.1 or to terminate at common law, the Authority may terminate the Contract
at any time without cause subject to giving the Service Provider written notice of the
period specified in Schedule 0 (Key Contract Information), provided that this Clause
34.7 may be disapplied by notice to that effect in Schedule O.

34.8 Without prejudice to the Authority’s right to terminate the Contract under
Clauses 34.1, 34.7 or at common law, the Authority may terminate the Contract at
any time following a Declaration of Ineffectiveness in accordance with the provisions
of Clause 38.

34.9 To the extent that the Authority has a right to terminate the Contract under
this Clause 34 then, as an alternative to termination, the Authority may by giving
notice to the Service Provider require the Service Provider to provide part only of the
Services with effect from the date specified in the Authority’s notice (“Change Date”)
whereupon the provision of the remainder of the Services will cease and the
definition of “the Services” shall be construed accordingly. The Charges applicable
with effect from the Change Date will be adjusted proportionately or if in the
Authority’s opinion a proportionate adjustment would not be reasonable in such
manner as the Authority may determine.

35. Consequences of Termination or Expiry

35.1 Notwithstanding termination of this Contract pursuant to Clause 34 or expiry
in accordance with Clause 0, any applicable Handback Period shall apply pursuant to
Schedule 11 (Handback of Service) and the provisions of this Contract shall continue
until the Expiry Date.

35.2 Not used.

35.3 The termination or expiry of the Contract shall not prejudice or affect any
right, power or remedy which has accrued or shall accrue to either Party prior to or
after such termination or expiry.

35.4 Upon expiry or termination of the Contract (howsoever caused):

35.4.1 the Service Provider shall, at no further cost to the Authority:

35.4.1.1 in accordance with Schedule 11 (Handback of Service) take all such steps as
shall be necessary for the orderly handover of Services to the Authority (or its
nominee), such that the Services can be carried on with the minimum of
interruption and inconvenience to the Authority and to effect such handover;
and

62



35.4.1.2 on receipt of the Authority’s written instructions to do so (but not otherwise),
arrange to remove all electronically held information by a mutually agreed
date, including the purging of all disk-based information and the reformatting
of all disks.

35.4.2 the Authority shall (subject to Clauses 25, 35.1 and 35.5 and the provisions of
any security for due performance supplied by the Service Provider) pay the
Service Provider any Charges remaining due in relation to any Services properly
performed in accordance with the Contract up to the date of termination or expiry
calculated so far as is possible in accordance with Schedule 7 (Pricing Schedule)
or otherwise reasonably determined by the Authority.

35.5 On termination of all or any part of the Contract, the Authority may enter into
any agreement with any Third Party or parties as the Authority thinks fit to provide
any or all of the Services and (save where terminated under Clause 34.7) the Service
Provider shall be liable for all additional expenditure reasonably incurred by the
Authority in having such services carried out and all other costs and damages
reasonably incurred by the Authority in consequence of such termination. The
Authority may deduct such costs from the Charges or otherwise recover such costs
from the Service Provider as a debt.

36. Handback of Services

36.1 The Service Provider will comply with the Service Provider’'s obligations under
Schedule 11 (Handback of Services) in order to ensure, amongst other things,
Service continuity and minimisation of disruption to customers at the end of the
Contract and during the Handback Period.

36.2 Cooperation in Relation to Handback of Services
Without limiting the Service Provider's TUPE obligations and Clauses 24 (Records,
Audit and Inspection) and 37 (Transfer of Employees on Expiry or Termination), the
Service Provider shall pro-actively co-operate and work with the Authority Group
and/or any Successor Operator(s):
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36.2.1 from the earliest of:
36.2.1.1 12 months prior to the expiry of the Initial Term; or

36.2.1.2 the date on which any notice to terminate this Contract is issued by the
Authority or the Service Provider,

until the Expiry Date ;

36.2.2 by providing such services, advice, assistance, support, information,
documentation, data, access and taking such steps as are reasonably requested
by the Authority including;

36.2.2.1 as described in the Handback Plan and/or the Handback Programme;

36.2.2.2 in respect of the provision of the Services (or services which are substantially
similar to the Services);

36.2.2.3 in respect of the Service Levels;

36.2.2.4 in relation to any Intellectual Property Rights within the scope of Clause 29
and subject always to Clause 31;

36.2.2.5 to enable the Authority (and/or another member of the Authority Group and/or
any Successor Operator(s)) to understand how to replace Proprietary Tools
and how to transfer Data from Proprietary Tools to replacement tools and;

36.2.2.6 in respect of the Authority otherwise drafting any notice, invitation, request or other
tender or negotiation process and/or providing any due diligence or other
information for recipients of such a notice, invitation, request or other process,

whether or not the Service Provider or a member of the Service Provider Group is a
recipient of or invited by the Authority Group to be involved in such process; and

36.2.3 in order to:

36.2.3.1 facilitate (i) the invitation of bids from, (ii) the selection of, and (iii) the
appointment of, any Successor Operator(s)

36.2.3.2 prepare for an orderly and smooth transfer to any member of the Authority
Group and/or any Successor Operator(s) of the provision of the Services (or
services substantially similar to the Services) or any relevant part thereof;

36.2.3.3 minimise disruption, inconvenience or any risk to the Services (or services
substantially similar to the Services) and any interfacing systems and
Services.,

36.3 Handback Plan and Service End Dates

36.3.1 The Authority anticipates that the transfer of the Services to a Successor
Operator may take place on the basis of a transition on a single “End Date”
(which in those circumstances would also be the Expiry Date) or alternatively, on
a phased step down of Services with completion of each phase or service being
an “End Date” (and the last of such dates being the Expiry Date).

36.3.2 The Authority may, in its absolute discretion and by giving written notice in the
form of a Variation to the Service Provider:

36.3.2.1 specify an End Date in relation to the termination of any particular Service
having regard for the proper management and transitioning of the relevant
Service and any phasing of various individual End Dates; and/or
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36.3.2.2 revise or delay the relevant End Date for any reason including where the

Authority Group and/or any Successor Operator is not ready to take over

responsibility for the Service (or any replacing service) or any part thereof,
provided that the Authority shall not specify or require as an End Date any date
which is a) prior to the effective date of any notice to terminate this Contract or any
part thereof taking effect in relation to any termination of that Service pursuant to
Clause 34 or b) otherwise (where no such notice to terminate has been given) prior
to the end of the Initial Term (or, where extended in accordance with Clause 2.2,
the end of the relevant Extension Year). The Service Provider shall continue to
provide the relevant Service and any other required activities pursuant to this
Contract until the relevant End Date.
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36.4 Handback Procedure

36.4.1 The Authority shall provide to the Service Provider as much information as is
reasonably practicable regarding the Authority’s proposed arrangements for the
performance of the Services (or services similar to the Services) by the
Successor Operator(s) and/or any member of the Authority Group (as the case
may be) (the “Successor Plan”). If there are changes to the Successor Plan,
the Authority shall update such information and shall provide such updated
information to the Service Provider.

36.4.2 The Service Provider shall prepare and provide the following in accordance with
Schedule 11 (Handback of Services):

36.4.2.1 the Handback Plan and any updates thereto;

36.4.2.2 the Handback Programme and any updates thereto; and

36.4.2.3 NOT USED.

36.5 No additional charges will be payable to the Service Provider for the services

provided pursuant to this Clause 36. However:-

36.5.1.1 if the Service Provider is required to produce more than 2 iterations of each of
the Handback Plan or the Handback Programme (other than as result of any
failure by the Service Provider to comply with its obligations and not counting
revisions to those documents to take into account the reasonable comments
of the Authority in accordance with the provisions of Schedule 11(Handback
of Services); and

36.5.1.2 carrying out the Handback Plan

the requirements hall be chargeable activity which is not included in the Charges
and shall be determined pursuant to the Variation Procedure.

37. Transfer of Employees on Expiry or Termination.

37.1 The Service Provider will promptly provide (and procure that its Sub-
Contractors provide) when requested by the Authority from time to time but no more
than twice in any twelve month period and in any event not more than 7 days after
the date of any notice to terminate this Contract given by either Party, the following
information to the Authority:

37.1.1 an anonymised list of current Service Provider Personnel and employees and
workers of its Sub-Contractors engaged in the provision of the Services (each
identified as such in the list) (the “Staff List”);

37.1.2 such of the information specified in Appendix 1 to this Clause 37 as is requested
by the Authority in respect of each individual included on the Staff List;

37.1.3 allist of all persons who are engaged or have been engaged during the
preceding six months in the provision of the Services, whom the Service Provider
considers will not transfer under TUPE for any reason whatsoever together with
details of their role and a full explanation of why the Service Provider thinks such
persons will not transfer,

such information together being the “Staffing Information”.
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37.2 The Service Provider will notify the Authority as soon as practicable and in
any event within 5 days of the Service Provider becoming aware of any additional or
new Staffing Information and/or any changes to any Staffing Information already
provided.

37.3 The Service Provider warrants to the Authority that any Staffing Information
which it supplies (including any copies of it) is complete and accurate in all respects
and will be kept complete and accurate.

37.4 Subject to Clause 37.5, the Service Provider will provide the Authority with a
final Staff List (the “Final Staff List”) and Staffing Information relating to persons on
that list not less than 28 days before the Further Transfer Date.

37.5 If the Contract is terminated by the Authority in accordance with Clause 34.1,
34.7, 34.8, or 34.9 then the Final Staff List will be provided by the Service Provider to
the Authority as soon as practicable and no later than 14 days after a) the date of
the notice or b) the date of termination of the Contract (whichever is the earlier).

37.6 The Service Provider warrants that as at the Further Transfer Date:

37.6.1 the Final Staff List and the Staffing Information relating to persons on that list will
be complete and accurate;

37.6.2 the Final Staff List will identify all actual and potential Re-Transferring Personnel;
and

37.6.3 it will have disclosed all terms and conditions of employment or engagement and
other Staffing Information relating to the Re-Transferring Personnel to the
Authority.

37.7 During the Relevant Period the Service Provider will not and will procure that
its cub-contractors do not without the prior written consent of the Authority (such
consent not to be unreasonably withheld or delayed):

37.7.1 terminate or give notice to terminate the employment or engagement or replace
the persons listed on the most recent Staff List or any Re-Transferring Personnel
(save for any termination for gross misconduct, provided that the Authority is
informed promptly of such termination);

37.7.2 deploy or assign any other person to perform the Services who is not included on
the most recent Staff List;

37.7.3 make, propose or permit any changes to the terms and conditions of employment
or engagement of any persons listed on the most recent Staff List or any Re-
Transferring Personnel,

37.7.4 increase to any significant degree the proportion of working time spent on the
Services by any of the Service Provider Personnel; or

37.7.5 introduce any new contractual or customary practice (including for the avoidance
of doubt any payments on termination of employment) applicable to any person
listed on the most recent Staff List or any Re-Transferring Personnel.

37.8 The Service Provider will promptly notify the Authority of any notice of
resignation received from any person listed on the most recent Staff List or the Final
Staff List (if any) during the period referred to in Clause 37.7 regardless of when such
notice takes effect.

37.9 The Service Provider agrees that the Authority will be permitted to disclose
any information provided to it under this Clause 37 in anonymised form for the
provision of the Services (or similar services) and to any Third Party engaged by the
Authority to review the delivery of the Services and to any Successor Operator.

37.10 If TUPE applies on the expiry or termination of the Contract or the
appointment of a Successor Operator, the following will apply:
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37.10.1

The contracts of employment of each member of the Re-Transferring

Personnel will have effect from the Further Transfer Date as if originally made
between the Re-Transferring Personnel and the Authority or Successor Operator
(as appropriate) (except in relation to occupational pension scheme benefits
excluded under Regulation 10 of TUPE which will be treated in accordance with
the provisions of the Pensions Act 2004 and the Transfer of Employment
(Pensions Protection) Regulations 2005).

37.10.2
37.10.2.1

37.10.2.2

37.10.2.3

37.10.2.4

During the Relevant Period the Service Provider will:

provide the Authority or Successor Operator (as appropriate) with access to
such employment and payroll records as the Authority or Successor Operator
(as appropriate) may require to put in place the administrative arrangements
for the transfer of the contracts of employment of the Re-Transferring
Personnel to the Authority or Successor Operator (as appropriate);

allow the Authority or Successor Operator (as appropriate) to have copies of
any of those employment and payroll records;

provide all original employment records relating to the Re-Transferring
Personnel to the Authority or Successor Operator (as appropriate); and

co-operate with the Authority and any Successor Operator in the orderly
management of the transfer of employment of the Re-Transferring Personnel.

If the Re-Transferring Personnel are employed or engaged by Sub-Contractors, the
Service Provider will procure such Sub-Contractors provide the Authority or Successor
Operator (as appropriate) with the same level of access, information and cooperation.
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37.10.3

The Service Provider warrants to each of the Authority and the Successor

Operator that as at the Further Transfer Date no Re-Transferring Personnel
(except where the Service Provider has notified the Authority and the Successor
Operator (if appointed) in writing to the contrary) to the Service Provider's
knowledge:

37.10.3.1
37.10.3.2
37.10.3.3
37.10.3.4

37.10.3.5

37.10.3.6

37.10.3.7
37.10.3.8

37.10.3.9

37.10.4

is under notice of termination;
is on long-term sick leave;
is on maternity, parental or adoption leave;

has committed any serious security breach or engaged in any serious
fraudulent activity or misconduct amounting to a breach of any regulations;

is entitled or subject to any additional terms and conditions of employment
other than those disclosed to the Authority or Successor Operator (as
appropriate);

is or has been within the previous two years the subject of formal disciplinary
proceedings;

has received a written warning (other than a warning that has lapsed);

has taken or been the subject of a grievance procedure within the previous
two years; or

has objected, or has indicated an intention to object, in accordance with
TUPE to his or her employment transferring to the Authority or Successor
Operator (as appropriate) under TUPE.

The Service Provider undertakes to each of the Authority and any Successor

Operator that it will (and will procure that its Sub-Contractors will):

37.10.4.1

37.10.4.2

37.10.4.3

37.10.4.4

37.10.5

continue to perform and observe all of its obligations under or in connection
with the contracts of employment of the Re-Transferring Personnel and any
collective agreements relating to the Re-Transferring Personnel up to the
Further Transfer Date;

pay to the Re-Transferring Personnel all Employment Costs to which they are
entitled from the Service Provider or any Sub-Contractor which fall due in the
period up to the Further Transfer Date;

to pay to the Authority or the Successor Operator (as appropriate) within 7
days of the Further Transfer Date an apportioned sum in respect of
Employment Costs as set out in Clause 37.10.5; and

to comply in all respects with its information and consultation obligations
under TUPE and to provide to the Authority or Successor Operator (as
appropriate) such information as the Authority or Successor Operator may
request in order to verify such compliance.

The Parties agree that all Employment Costs in respect of the Re-

Transferring Personnel will be allocated as follows:

37.10.5.1

the Service Provider will be responsible for any Employment Costs relating to
the period up to and including the Further Transfer Date;
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37.10.5.2 the Authority or (where appointed) any Successor Operator will be
responsible for the Employment Costs relating to the period after the Further
Transfer Date
and will if necessary be apportioned on a time basis (regardless of when such sums
fall to be paid) except that there will be no apportionment in respect of the Re-
Transferring Personnel’s holiday entitlements.
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37.10.6  The Service Provider will indemnify and keep indemnified each of the
Authority and any Successor Operator from and against all Employment
Liabilities which the Authority and/or the Successor Operator incurs or suffers
arising directly or indirectly out of or in connection with:

37.10.6.1 any failure by the Service Provider to comply with its obligations under this

Clause 37.10;

37.10.6.2 any act or omission by or on behalf of the Service Provider (or its Sub-
Contractors) in respect of the Re-Transferring Personnel whether occurring
before on or after the Further Transfer Date;

37.10.6.3 any failure by the Service Provider (or its Sub-Contractors) to comply with
Regulation 13 of TUPE (except to the extent that such failure arises from a
failure by the Authority or the Successor Operator to comply with Regulation
13 of TUPE);

37.10.6.4 any claim or demand by HMRC or any other statutory authority in respect of
any financial obligation including but not limited to PAYE and national
insurance contributions in relation to any Re-Transferring Personnel to the
extent that such claim or demand relates to the period from the Contract
Commencement Date to the Further Transfer Date;

37.10.6.5 any claim or demand or other action taken against the Authority or any
Successor Operator by any person employed or engaged by the Service
Provider (or its Sub-Contractors) (other than Re-Transferring Personnel
included on the Final Staff List) who claims (whether correctly or not) that the
Authority or Successor Operator has inherited any liability from the Service
Provider (or its Sub-Contractors) in respect of them by virtue of TUPE.

37.11 If TUPE does not apply on the expiry or termination of the Contract, the
Service Provider will remain responsible for the Service Provider Personnel and will
indemnify and keep indemnified the Authority against all Employment Liabilities
which the Authority incurs or suffers arising directly or indirectly out of or in
connection with the employment or termination of employment of any of the Service
Provider Personnel or former Service Provider Personnel.

37.12 The Service Provider will procure that whenever the Authority so requires on
reasonable notice at any time during the continuance in force of this Contract and for
2 years following the date of expiry or earlier termination of the Contract the Authority
will be given reasonable access to and be allowed to consult with any person,
consultant or employee who, at that time:

37.12.1 s still an employee or Sub-Contractor of the Service Provider or any of the
Service Provider’'s associated companies; and

37.12.2 was at any time employed or engaged by the Service Provider in order to
provide the Services to the Authority under this Contract,
and such access and consultation will be provided on the first occasion free of charge

and thereafter be charged at reasonable rates for the time spent by the Service Provider
and/or its employees or Sub-Contractors on such consultation. The Service Provider will
use all reasonable endeavours to procure that such persons co-operate with the
Authority’s requests.

37.13 Clause 40.1 shall be amended so that benefits conferred on the Successor
Operator under this Clause 37 shall be enforceable by them.
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Appendix 1 to Clause 37
Information to be provided in respect of those on the Staff List

Amount of time spent on the Services (or any part of the Services specified by the
Authority)
Date of birth
Role title/designation and role profile
Annual salary £
Bonus and commission amount and frequency
Pay frequency and date
Overtime - contractual or non-contractual and rates
Contractual working hours
Contract type - permanent/temporary
Geographical area of work / location
Commencement of employment date
Continuous service date
Car allowance
Pension contributions
Employer
Employee
Including additional info on:
= who were originally employees of the Authority,
= who were members of (or eligible to become members of) the TfL Pension Fund /
The Local Government Pension Scheme for England and Wales/The Principal
Civil Service Pension Scheme,
= whose employment transferred from the Authority to the Service Provider under
TUPE; and
= who were entitled to broadly comparable benefits under the Existing Service
Provider's Scheme
Details of any contracting out certificate
Details of the relevant employee representative body or bodies and relevant collective
agreements
Date of annual pay award
Annual leave entitlement
Contractual notice period
Public holiday /concessionary days entitlement
Sickness entitlement (in 12 month rolling period)
Salary/wage increases pending
Eligibility for enhanced redundancy pay and any other contractual or non-contractual
termination of severance arrangements (including methods of calculation)
Details of any other benefits provided, whether contractual or non-contractual
Copy of employment contract or applicable standard terms and employee handbook
Any loans or educational grants
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For those employees who are foreign nationals the country of citizenship, immigrant
status and all documentation required by law to demonstrate a right to work in the
United Kingdom

Information on any disciplinary or grievance procedure taken against or by an employee
in the two years immediately preceding the information being provided

Information about any tribunal claims in the immediately preceding two years or whether
there are reasonable grounds to believe a claim may be bought

Department and place on organisation chart

Average absence due to sickness

Training and competency records
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38. Declaration of Ineffectiveness and Public Procurement Termination Event

38.1 In the event that a court makes a Declaration of Ineffectiveness, the Authority
shall promptly notify the Service Provider. The Parties agree that the provisions of
Clause 35 and Clauses 38.1, 38.2, 38.4 to 38.6 and clause 38.12 shall apply as from
the time when the Declaration of Ineffectiveness is made.

38.2 The Declaration of Ineffectiveness shall not prejudice or affect any right,
liability or remedy which has accrued or shall accrue to either Party prior to or after
such Declaration of Ineffectiveness in respect of the period prior to the Declaration of
Ineffectiveness.

38.3 During any court proceedings seeking a Declaration of Ineffectiveness, the
Authority may require the Service Provider to prepare a Cessation Plan in
accordance with this clause 38.3 by issuing a notice in writing. As from the date of
receipt by the Service Provider of such notification from the Authority , the Parties
(acting reasonably and in good faith) shall agree or, in the absence of such
agreement, the Authority shall reasonably determine an appropriate Cessation Plan
with the object of achieving:

38.3.1 an orderly and efficient cessation of the Services or (at the Authority's request) a
transition of the Services to the Authority or such other entity as the Authority
may specify; and

38.3.2 minimal disruption or inconvenience to the Authority or to public passenger
transport services or facilities,

in accordance with the provisions of Clauses 38.2 to 38.6 and which the parties agree
would have effect in the event that a Declaration of Ineffectiveness is made.

38.4 Where there is any conflict or discrepancy between the provisions of clauses
35 and clauses 38.2 to 38.6 or the Cessation Plan, the provisions of these clauses
38.2 to 38.6 and the Cessation Plan will prevail.

38.5 The parties shall comply with their respective obligations under the Cessation
Plan (as agreed by the parties or, where agreement cannot be reached, as
reasonably determined by the Authority) in the event that a Declaration of
Ineffectiveness is made.

38.6 The Authority shall pay the Services Provider's reasonable costs in assisting
the Authority in preparing, agreeing and complying with the Cessation Plan. Such
costs shall be based on any comparable costs or Charges agreed as part of this Call
off Contract or as otherwise reasonably determined by the Authority. Provided that
the Authority shall not be liable to the Service Provider for any loss of profit, revenue,
goodwill or loss of opportunity (whether direct, indirect or consequential loss) as a
result of the early termination of this Contract pursuant to any Declaration of
Ineffectiveness.

38.7 Consistent with the Authority's rights of termination implied into this Contract
by the Procurement Regulations, in the event of a Public Procurement Termination
Event, the Authority shall promptly notify the Service Provider that the provisions of
Clause[s] 35 to 37 (inclusive) and these Clauses 38.7 to 38.12 (inclusive) shall
apply as from the date of receipt by the Service Provider of the notification of the
Public Procurement Termination Event. If there is any conflict or discrepancy
between the provisions of Clause[s] 35 to 37 (inclusive) and these Clauses 38.7 to
38.12 (inclusive) or the Cessation Plan, the provisions of these Clauses 38.7 to 38.12
(inclusive) and the Cessation Plan shall prevail.

38.8 The Public Procurement Termination Event shall not prejudice or affect any
right, liability or remedy which has accrued or shall accrue to either Party prior to or
after such Public Procurement Termination Event in respect of the period prior to the
Public Procurement Termination Event.
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38.9 As from the date of receipt by the Service Provider of the notification of the
Public Procurement Termination Event, the Parties (acting reasonably and in good
faith) shall agree or, in the absence of such agreement, the Authority shall
reasonably determine an appropriate Cessation Plan with the object of achieving:

38.9.1 an orderly and efficient cessation or (at the Authority's election) a transition to the
Authority or such other entity as the Authority may specify of: (i) the Services; or
(at Authority's election), (ii) the part of the Services which are affected by the
Public Procurement Termination Event; and

38.9.2 minimal disruption or inconvenience to the Authority or to public passenger
transport services or facilities

in accordance with the provisions of these Clauses 38.7 to 38.12 (inclusive) and to
give effect to the terms of the Public Procurement Termination Event.

38.10 Upon agreement, or determination by the Authority, of the Cessation Plan the Parties
will comply with their respective obligations under the Cessation Plan.

38.11 The Authority shall pay the Service Provider's reasonable costs in assisting the
Authority in preparing, agreeing and complying with the Cessation Plan. Such costs
shall be based on any comparable costs or Charges agreed as part of this Contract
or as otherwise reasonably determined by the Authority, provided that the Authority
shall not be liable to the Service Provider for any loss of profit, revenue, goodwill or
loss of opportunity (whether direct, indirect or consequential loss) as a result of the
early termination of this Contract as a result of a Public Procurement Termination
Event.

38.12 For the avoidance of doubt, the provisions of this clause 38 (and applicable
definitions) shall survive any termination of the Contract following a Declaration of
Ineffectiveness or a Public Procurement Termination Event.

39. Survival

39.1 The provisions of Clauses 1, 4.1.3, 10, 11, 12.1.4,17.2.2,17.2.3,19.1.1,
19.1.2,19.1.5,19.1.6, 19.2, 22, 24-28 (inclusive), 29.2 29.3, 30-41 (inclusive), 43-49
(inclusive), 50, and any other Clauses or Schedules that are necessary to give effect
to those Clauses shall survive termination or expiry of the Contract. In addition, any
other provision of the Contract which by its nature or implication is required to survive
the termination or expiry of the Contract shall do so.

40. Rights of Third Parties

40.1 Save that any member of the Authority Group has the right to enforce the
terms of the Contract in accordance with the Contracts (Rights of Third Parties) Act
1999 (“Third Party Act”), the Parties do not intend that any of the terms of the
Contract will be enforceable by virtue of the Third Party Act by any person not a party
to it except an Existing Service Provider and its sub-contractors to the extent
provided in Clause 14.10.

40.2 Notwithstanding Clause 40.1, the Parties are entitled to vary or rescind the
Contract without the consent of any other person including any member of the
Authority Group.
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41. Contract Variation

41.1 Save where the Authority may require an amendment to the Services, the
Contract may only be varied or amended with the written agreement of both Parties.
The details of any Variations or amendments shall be set out in such form as the
Authority may dictate and which may be substantially in the form set out in Schedule
9 (Form of Variation) and shall not be binding upon the Parties unless completed in
accordance with such form of variation.

42. Novation

42.1 The Authority may novate or otherwise transfer the Contract (in whole or in
part).

42.2 Within 10 Business Days of a written request from the Authority, the Service

Provider shall at its expense execute such agreement as the Authority may
reasonably require to give effect to any such transfer of all or part of its rights and
obligations under the Contract to one or more persons nominated by the Authority.

42.3 Subject to Clause 17, the Contract is personal to the Service Provider who
shall not assign the benefit or delegate the burden of the Contract or otherwise
transfer any right or obligation under the Contract without the prior written consent of
the Authority.

43. Non-Waiver of Rights

43.1 No waiver of any of the provisions of the Contract is effective unless it is
expressly stated to be a waiver and communicated to the other Party in writing in
accordance with the provisions of Clause 45. The single or partial exercise of any
right, power or remedy under the Contract shall not in any circumstances preclude
any other or further exercise of it or the exercise of any other such right, power or
remedy.

44, lllegality and Severability

441 If any provision of the Contract (in whole or in part) is held invalid, illegal or
unenforceable for any reason by any court of competent jurisdiction, such provision
shall be severed from the Contract and the remaining provisions shall continue in full
force and effect as if the Contract had been executed without the invalid, illegal, or
unenforceable provision. In the event that in the Authority’s reasonable opinion such
a provision is so fundamental as to prevent the accomplishment of the purpose of the
Contract, the Authority and the Service Provider shall immediately commence good
faith negotiations to remedy such invalidity.
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45. Notices

45.1 Any notice, demand or communication in connection with this Contract
(including a Notice) will be in writing and may be delivered by hand, prepaid recorded
delivery first class post or e-mail addressed to the recipient at its registered office or
the address stated in Schedule 0 (Key Contract Information) or any other address
notified to the other Party in writing in accordance with this Clause 45 as an address
to which notices, invoices and other documents may be sent provided that any notice
(or Notice) to be served pursuant to Clause 33 (Dispute Resolution) or Clause 34
(Breach and Termination of Contract) shall not be capable of being served by e-mail.
The notice, demand or communication will be deemed to have been duly served:

45.1.1 if delivered by hand, at the time of delivery;

45.1.2 if delivered by post, 2 Business Days after being posted or in the case of Airmail
14 Business Days after being posted; or

45.1.3 if e-mail is permitted for such notice, if sent by e-mail to that Party’s e-mail
address, at the time of sending (or, if sending is not on a Business Day or is after
5pm (at the location of the recipient) on a Business Day, at 9am on the next
following Business Day), provided that a confirming copy is delivered by hand or
sent by first class post to the other Party within 24 hours after sending the e-mail.

46. Entire Agreement

46.1 Subject to Clause 46.2:

46.1.1 the Contract and all documents referred to in the Contract, contains all of the
terms which the Parties have agreed relating to the subject matter of the Contract
and such documents and supersedes and extinguishes any prior drafts,
agreements, undertakings, representations, warranties and arrangements of any
nature whatsoever, whether or not in writing relating to the provision of the
Services. Neither Party has been induced to enter into the Contract by a
statement which the Contract does not contain; and

46.1.2 without prejudice to the Service Provider’s obligations under the Contract, the
Service Provider is responsible for and shall make no claim against the Authority
in respect of any misunderstanding affecting the basis of the Service Provider’s
tender in respect of the Contract or any incorrect or incomplete information
howsoever obtained.

46.2 Nothing in this Clause 46 excludes any liability which one Party would
otherwise have in respect of any statement it has made fraudulently to the other
Party.

47. Counterparts

47.1 This Contract may be executed in any number of counterparts or duplicates,
each of which shall be an original, and such counterparts or duplicates shall together
constitute one and the same agreement.
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48. Relationship of the Parties

48.1 Nothing in the Contract constitutes, or shall be deemed to constitute, a
partnership between the Parties. Except as expressly provided in the Contract,
neither Party shall be deemed to be the agent of the other, nor shall either Party hold
itself out as the agent of the other.

49. Further Assurance

49.1 The Service Provider shall provide Assurance to the Authority in accordance
with the requirements of Schedule 14 (Assurance) in order to provide clarity and
visibility to the Authority in relation to the Service Providers compliance with its
obligations under this Contract.

49.2 Each Party will do or procure the doing of all acts and things and execute or
procure the execution of all such documents as the other Party reasonably considers
necessary to give full effect to the provisions of the Contract.

50. Authority Events

50.1 The Service Provider will immediately give notice to the Authority if the
Service Provider becomes aware that an Authority Event has arisen or is likely to
arise. That notice must include:

50.1.1 details of that Authority Event (including the date of occurrence);

50.1.2 details of the delay (if any) to completion of Transition or the likely impact (if any)
on performance of the relevant Services; and

50.1.3 a calculation of the increased costs (if any) that the Service Provider is likely to
incur as a direct result of that Authority Event in completing Transition or
performing the Services (as the case may be),

in each case in sufficient detail to enable the Authority to reasonably understand,
consider and assess the same and the likely impact on the Service Provider's
obligations under this Contract.

50.2 The Service Provider will promptly supply to the Authority such further
information relating to any Authority Event and the rights claimed by the Service
Provider under this Clause 50 as the Authority may reasonably request from time to
time.

50.3 If the Service Provider does not provide any information required to be
provided under Clauses 50.1 or 50.2 on the date when it should be provided then the
Service Provider’s rights to be relieved from performance of its obligations and/or to
be reimbursed for additional costs incurred by it pursuant to this Clause 50 will not
apply to the extent relief would not have been required or costs incurred had the
information been provided within the required timescale.

50.4 Subject to Clauses 50.1, 50.2, 50.5, 50.6, and 50.7, if an Authority Event
occurs then if that Authority Event directly:

50.4.1 results in a delay to any Transition Milestone being achieved, or to the Service
Commencement Date or to the completion of Transition beyond the SCD Long
Stop Date or the Transition Long Stop Date (as the case may be), the relevant
Transition Milestone Date, and/or the SCD Long Stop Date and/or the Transition
Long Stop Date (as the case may be) will be postponed to such future date as is
reasonable given the nature and extent of the relevant Authority Event;

78



50.4.2 following the Service Commencement Date, affects performance of, or results in
a delay to, performance of the Services (or part of them) then the Service
Provider’s obligation to perform the affected Services (including its obligation to
meet Service Levels (and reduce the Charges by way of crediting Service Credits
(where appropriate)) will be deemed to be amended, or delayed (as appropriate),
to the extent reasonable to reflect the relevant Authority Event provided that
nothing in this Clause 50.4.2 will extend the Term; or

50.4.3 causes the Service Provider to incur additional costs, the Service Provider will
(subject to Clause 50.5.3) be able to recover such reasonable additional costs
from the Authority that directly flow from the relevant Authority Event in
accordance with the principles set out in Clause 50.6.

50.5 The Service Provider will only be entitled to the rights contained in Clause
50.4 if:

50.5.1 the Service Provider has at all times acted in accordance with good industry
practice and used all reasonable endeavours to:

50.5.1.1 mitigate the effects of the relevant Authority Event;

50.5.1.2 continue to perform all of its obligations under this Contract in accordance
with its terms; and

50.5.1.3 minimise any additional costs incurred by or on behalf of the Service Provider
as a result of the relevant Authority Event;
50.5.2 the Service Provider has complied in full with all of the provisions of this Clause
50; and

50.5.3 in respect of the ability to recover additional costs pursuant to Clause 50.4.3, the
additional costs which the Service Provider would be entitled to recover in
respect of the relevant Authority Event exceed £2000 (“the Threshold”)
provided that:-

50.5.3.1 for the purpose of determining whether the Threshold is exceeded, each act,
omission, incident or circumstance which constitutes an Authority Event shall be
considered individually and there will be no aggregation of such acts, omissions
incidents or circumstances; but subject to that,

50.5.3.2 if the Threshold is exceeded for any individual act, omission, incident or
circumstance which constitutes an Authority Event, the Service Provider shall be
entitled to recover the whole amount and not just the excess.

50.6 The additional costs that the Service Provider can recover pursuant to Clause

50.4.3 will be calculated in accordance with the principles in paragraph 7 (Value for
Money) of Schedule 9 (Form of Variation), as if the relevant Authority Event had been
a Variation, and shall take into account any savings made by the Service Provider in
connection with the Authority Event.

50.7 The Service Provider will verify and justify such costs by reference to its
accounting records and the Authority will be granted full access to any relevant

records in accordance with Clause 24 (Records, Audit and Inspection).

50.8 The Service Provider will give notice to the Authority of all amounts which it
believes are due to it pursuant to Clause 50.4.3 not less than 20 Business Days prior
to the date on which the Authority is proposed to be invoiced for the same and will
provide details of all relevant calculations.

50.9 If the Parties do not agree upon:-
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50.10 any amounts invoiced (or proposed to be invoiced) by the Service Provider to
the Authority pursuant to this Clause 50, either Party may refer the dispute to the
Dispute Resolution Procedure and pending resolution the amounts in dispute will not
be payable by the Authority. Any sums due to the Service Provider following
resolution of such dispute will be added to the instalment of the Charges due next
following such resolution and, if no such Charges are due, as a debt due within 20
Business Days of the resolution of the dispute.

50.11 The Service Provider will have no rights pursuant to Clause 50.4 unless and
until the extent of the Service Provider’s entitlement to relief from performance of, or
right to delay performance of the Services or complete Transition (as appropriate)
has been agreed by the Parties in writing. If the Parties cannot agree upon whether
or not a Authority Event has arisen and/or the extent or consequences of a Authority
Event or the extent of any relief due to the Service Provider under Clause 50.4 the
matters in dispute will be referred to the Dispute Resolution Procedure.

50.12 The Service Provider’s sole remedies in respect of any Authority Event will be
as set out in this Clause 50. The Service Provider will have no right to terminate this
Contract pursuant to Clause 34 (Breach and Termination of Contract) (or otherwise)
in respect of any Authority Event.

51. Governing Law

51.1 The Contract shall be governed by and construed in accordance with the law
of England and Wales. Without prejudice to Clause 33, the courts of England will
have exclusive jurisdiction to settle any dispute which may arise out of or in
connection with the Contract provided that the Authority has the right in its absolute
discretion to enforce a judgment and take proceedings in any other jurisdiction in
which the Service Provider is incorporated or in which any assets of the Service
Provider may be situated. The Parties agree irrevocably to submit to that jurisdiction.

THE CONTRACT has been signed for and on behalf of the Parties the day and year written
above.
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SCHEDULE 1 - KEY CONTRACT INFORMATION

1)
2)

3)
4)

Call-Off Contract Reference Number: TfL 91640 — Batch 9 — Cycle Hire
Commencement:

a) Contract Commencement Date: 24 January 2022

b) Service Commencement Date: 1 May 2022

Initial Term: 2 Years with options to extend for a further 2 Years (1 + 1)

Payment (see Clauses 11.1, 11.2 and 11.4):

Clause 11.1

Where no alternative is listed, the invoice period shall be every Period in arrears during the
Term.

Clause 11.2

Where the Service Provider wishes to invoice electronically, the Service Provider shall use
the format detailed in the EP2P Vendor Handbook, to be provided by the Authority
electronically.

Clause 11.4

Where no alternative is listed, payment must be made within 30 days of receipt of invoices.

5)

6)

Address where invoices shall be sent:

Transport for London
Accounts Payable
PO Box 45276

14 Pier Walk

SE10 1AJ

Electronic format required (if any) for submission of orders by the Authority and of
invoices by the Service Provider:

Details of the Authority’s Contract Manager

Name: |

Address: | IEEEG— )
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7 Service Provider’s Key Personnel:

Name & Contact Details Area of Responsibility

Position
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8) Notice period in accordance with Clause 34.7 (termination without cause):

90 days

9) Address for service of notices in accordance with Clause 45:

For the Authority:

Transport for London, 5 Endeavour Square, Stratford, LONDON, E20 1JN

For the attention of: [ N EREEEEER



For the Service Provider:
]
I

E-mail Address (where IEEE—__|
]
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Appendix 1 — Authority Periods

Financial
Year

Start of
Period 1

Start of
Period 3

Start of
Period 4

Start of
Period 5

Start of
Period 6

Start of
Period 7

Start of
Period 8

Start of
Period 9

Start of
Period 10

Start of
Period 11

Start of
Period 1.

2015-16

01/04/2015

31/05/2015

28/06/2015

26/07/2015

23/08/2015

20/09/2015

18/10/2015

15/11/2015

13/12/2015

10/01/2016

07/02/201

2016-17

01/04/2016

29/05/2016

26/06/2016

24/07/2016

21/08/2016

18/09/2016

16/10/2016

13/11/2016

11/12/2016

08/01/2017

05/02/201

2017-18

01/04/2017

28/05/2017

25/06/2017

23/07/2017

20/08/2017

17/09/2017

15/10/2017

12/11/2017

10/12/2017

07/01/2018

04/02/201

2018-19

01/04/2018

27/05/2018

24/06/2018

22/07/2018

19/08/2018

16/09/2018

14/10/2018

11/11/2018

09/12/2018

06/01/2019

03/02/201

2019-20

01/04/2019

26/05/2019

23/06/2019

21/07/2019

18/08/2019

15/09/2019

13/10/2019

10/11/2019

08/12/2019

05/01/2020

02/02/20z

2020-21

01/04/2020

31/05/2020

28/06/2020

26/07/2020

23/08/2020

20/09/2020

18/10/2020

15/11/2020

13/12/2020

10/01/2021

07/02/20z

2021-22

01/04/2021

30/05/2021

27/06/2021

25/07/2021

22/08/2021

19/09/2021

17/10/2021

14/11/2021

12/12/2021

09/01/2022

06/02/20%

2022-23

01/04/2022

29/05/2022

26/06/2022

24/07/2022

21/08/2022

18/09/2022

16/10/2022

13/11/2022

11/12/2022

08/01/2023

05/02/20z

2023-24

01/04/2023

28/05/2023

25/06/2023

23/07/2023

20/08/2023

17/09/2023

15/10/2023

12/11/2023

10/12/2023

07/01/2024

04/02/20z

2024-25

01/04/2024

26/05/2024

23/06/2024

21/07/2024

18/08/2024

15/09/2024

13/10/2024

10/11/2024

08/12/2024

05/01/2025

02/02/20z

2025-26

01/04/2025

25/05/2025

22/06/2025

20/07/2025

17/08/2025

14/09/2025

12/10/2025

09/11/2025

07/12/2025

04/01/2026

01/02/20z

2026-27

01/04/2026

31/05/2026

28/06/2026

26/07/2026

23/08/2026

20/09/2026

18/10/2026

15/11/2026

13/12/2026

10/01/2027

07/02/20z

2027-28

01/04/2027

30/05/2027

27/06/2027

25/07/2027

22/08/2027

19/09/2027

17/10/2027

14/11/2027

12/12/2027

09/01/2028

06/02/20z

2028-29

01/04/2028

28/05/2028

25/06/2028

23/07/2028

20/08/2028

17/09/2028

15/10/2028

12/11/2028

10/12/2028

07/01/2029

04/02/20z

2029-30

01/04/2029

27/05/2029

24/06/2029

22/07/2029

19/08/2029

16/09/2029

14/10/2029

11/11/2029

09/12/2029

06/01/2030

03/02/20¢

2030-31

01/04/2030

26/05/2030

23/06/2030

21/07/2030

18/08/2030

15/09/2030

13/10/2030

10/11/2030

08/12/2030

05/01/2031

02/02/20z

2031-32

01/04/2031

25/05/2031

22/06/2031

20/07/2031

17/08/2031

14/09/2031

12/10/2031

09/11/2031

07/12/2031

04/01/2032

01/02/20z

2032-33

01/04/2032

30/05/2032

27/06/2032

25/07/2032

22/08/2032

19/09/2032

17/10/2032

14/11/2032

12/12/2032

09/01/2033

06/02/20¢

2033-34

01/04/2033

29/05/2033

26/06/2033

24/07/2033

21/08/2033

18/09/2033

16/10/2033

13/11/2033

11/12/2033

08/01/2034

05/02/20¢

2034-35

01/04/2034

28/05/2034

25/06/2034

23/07/2034

20/08/2034

17/09/2034

15/10/2034

12/11/2034

10/12/2034

07/01/2035

04/02/20:
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SCHEDULE 2 — OVERVIEW OF THE CONTRACT

1. Introduction
1.1. Scope and Purpose
1.1.1. This Schedule provides an introduction to and an overview of the Contract

documentation and the concepts behind both its structure and the approach and
language adopted within the Contract and the Schedules.

1.1.2. This overview is intended to introduce and expand on the information provided
elsewhere within the Contract to ensure that the concepts and approach underlying the
main provisions are easily and properly understood. It is not intended to contain specific
obligations on either Party.

1.1.3. The overviews within this Schedule are intended to provide a high level picture
only and should not be interpreted as being complete or comprehensive. In the event of
any inconsistency or conflict between the contents of this Schedule and any other part of
the Contract, that other part of the Contract shall take precedence.

1.2. Service Continuity

1.2.1. The Authority has developed a reputation for delivering a high quality, reliable and
consistent service to its customers through the portfolio of contracts and systems
managed by its Technology and Data Directorate. It is essential that this continues and
this overview seeks to explain how the Service Provider will operate as part of this
portfolio to deliver excellent and potentially more integrated services.

1.2.2. Specific requirements covering transition from the Authority’s Existing Service
Providers, Required Variations (whereby the Authority can instruct Variations to proceed,
with the cost and other impacts to be determined afterwards), enhanced co-operation
obligations, Service management and flexible handback obligations (including the
potential for the Authority to instruct phased handback and/or handback continuing over
a period beyond the initial or extended contractual period) have been included to re-
enforce and support the need for service continuity.

1.3. Assurance

1.3.1. The Authority has engaged the Service Provider on the basis of the Service
Provider’s experience, expertise and proposed solution to the delivery of the Services
and other obligations under the Contract. The Authority wishes to give the Service
Provider latitude to manage its operations effectively; however, the operation of the
Services is critical to the Authority’s business operations and consequently the Service
Provider needs to demonstrate to the Authority that it is complying with the principles and
specific requirements and obligations set out in the Contract. This process is called
Assurance and is principally set out in Schedule 14 (Assurance).

1.3.2. Assurance is an activity performed by the Service Provider to demonstrate
compliance to the Authority and includes, but is not limited to, the submission of
documents, responding to questions and comments, and witness testing. Assurance is
frequently an incremental process that provides confidence to both parties of successful
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delivery. It should not, however, be confused with approval from the Authority and does
not relieve the Service Provider of its responsibilities or liability under the Contract.

2. Document Architecture
The Contract is constructed from three mutually supporting elements:
Main Terms & Conditions — this contains the main rights and obligations of the Parties
expressed in Clauses;

Schedules — these contain further obligations, the Service Scope Specification, Service
Levels and contract processes expressed in paragraphs; and

Supporting Documents — these are documents (if any) which are incorporated into the

Contract by reference.

3. Not used

4. The Services

4.1. The services to be delivered by the Service Provider are set out in Clause 4 (The Services)
and further defined along with the Service Levels in Schedule 8 (Service Management).

4.2. Specific requirements on service management, service design, service transition, service
operations, incident management and change management are described in Schedule 3
(Transition) and Schedule 8 (Service Management).
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APPENDIX 1 - SERVICE DEPENDENCIES AND MATERIALS

Service Dependencies

1

11

XRN

14

16

The Service Provider has the following dependencies on the Authority in the
performance of the Services after Transition:

Logging and routing of the LCHS correspondence received by the Authority via
letter, email, fax and web form.

Routing of calls within the scope of the Services, to the Service Provider.

The provision Authority Assets forming part of the Authority Assets as listed in
Appendix 1 (Authority Assets) of Schedule 6 (Systems Integration).

Where the Authority knows of forthcoming events that are confidential and not
public knowledge and which are likely to have a material effect on demand, the
Authority shall use reasonable endeavours to notify the Service Provider as soon as
reasonably practicable of such event occurring for the purposes of forecasting of
demand, including where it is the Authority’s expectation that an event is likely to
occur at a time that is more than 13 weeks away.

Provide authorised Service Provider Personnel with systems access within seven
(7) Business Days, subject to paragraphs 8 of Schedule 4 (Service Scope
Specification).

Provide reasonable notice of any policy changes or amendments and, where
applicable, provide training to enable the Service Provider to adhere to the changes
or amendments of the policy.

Materials

2

21

The following Materials are applicable to this Contract for the purpose of Clause
22.1.2:

Welcome Packs.
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SCHEDULE 3 - TRANSITION

1. Introduction
1.1. Purpose
1.1.1. The purpose of this Schedule 3 (Transition) is to set out the Service

Provider's obligations in relation to Transition and in particular:

1.1.1.1. the preparations by the Service Provider to take over responsibility for the
delivery of the Services;

1.1.1.2. Assurance to be provided by the Service Provider to the Authority that the
Service Provider is ready for each phase or stage of Transition and delivery of
the Services;

1.1.1.3. the carrying out of a smooth and sustained transition of Existing Services (so
far as relevant to the Services) to the Service Provider;

1.1.1.4. the preparation, definition and then delivery of the change activities required
to successfully transition the Services; and

1.1.1.5. the carrying out of the necessary activities to ensure that the system
integrator responsibilities are supported or delivered by the Service Provider.

1.2. Authority Objectives
1.2.1. The objectives of this Schedule 3 (Transition) are to:

1.2.1.1. achieve a smooth handover of responsibility from the Existing Service
Provider to the Service Provider on and/or following the Service Commencement
Date;

1.2.1.2. ensure that there is no adverse impact on customers during Transition;
1.2.1.3. minimise any disruption to the Authority and its staff during Transition;

1.2.1.4. ensure that there is no degradation to the Services during Transition and all
transferred Services are delivered by the Service Provider pursuant to the
Service Levels from the respective date of transfer of such Services;

1.2.1.5. minimise the costs of Transition (although for the avoidance of doubt, the
Charges already include and provide for the Service Provider’s costs in respect
of Transition, except where and to the extent that the right to any additional
payment is explicitly provided in this Contract;

1.2.1.6. ensure timely development and agreement of Transition Plans and the
Service Provider's compliance with those plans;

1.2.1.7. ensure that effective business controls are implemented by the Service
Provider to manage risks during Transition;

1.2.1.8. ensure that Transition activities are effectively monitored and reported;
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1.2.1.9. ensure effective communications between all parties involved in Transition
activities; and
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1.2.1.10. ensure that the Authority is fully aware of the Service Provider's
Transition approach and activities at all times throughout the Transition Period
including any issues which may impact the transition approach or delivery.

1.3. Overview of this schedule

1.3.1. This Schedule sets out:

1.3.1.1. the Transition Phases, Transition Plans and Transition Milestones in
paragraph 2;

1.3.1.2. the obligations and responsibilities of the Service Provider relating to
Transition during:

1.3.1.2.1.1. the Pre-Transition Phase in paragraph 3; 1.3.1.2.1.2. the

Transition Phase in paragraph 4; and 1.3.1.2.1.3. the Post-Transition
Phase in paragraph 5;

1.3.1.3. the requirements for managing and governing the Transition activities in

paragraph 6 and Appendix 1 (High-Level Governance Structure) to this
Schedule;

1.3.1.4. the Service Provider’'s High-Level Transition Plan in Appendix 2 (High- Level
Transition Plan) to this Schedule; and

1.3.1.5. the Authority Transition Dependencies and Existing Service Provider

Transition Dependencies relating to Transition in paragraph 7 (Transition
Dependencies) of this Schedule.

2. Transition Phases, Plans and Milestones

2.1. The Transition Phases

2.1.1. Transition comprises of three phases:

2.1.1.1. the period from (and including) the Contract Commencement Date to (but
excluding) the date of transfer of any part of the Services at the Service
Commencement Date (the “Pre-Transition Phase”);

2.1.1.2. the period from (and including) the Service Commencement Date to (and
including) the date of completion of the transfer of all of the Services from the
Existing Service Provider to the Service Provider at the actual achievement of

the Transition Milestone Criteria for the Final Service Transition Milestone (the
“Transition Phase”); and

2.1.1.3. the period following the achievement of the Transition Milestone Criteria for
the Final Service Transition Milestone until all outstanding issues relating to

Transition have been resolved and/or completed to the Authority’s reasonable
satisfaction (the “Post-Transition Phase”).

2.1.2. An outline of the transition phases set out in paragraph 2.1.1 above and the
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types of Transition Milestone applicable during Transition is set out graphically in
the following diagram for illustration.
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2.2. The Transition Plans
2.2.1. The Transition Plans consist of the:
2.2.1.1. High-Level Transition Plan attached in Appendix 2 (High-Level Transition

Plan); and
2.2.1.2. Detailed Transition Plan to be developed by the Service Provider in
accordance with the provisions of this Schedule and consistent with the High-

Level Transition Plan.
2.2.2. The Service Provider shall ensure that all Transition Plans contain all the
deliverables required under this Contract to meet the Transition Milestone Criteria

including but not limited to those set out in Appendix 3 (Milestone Criteria).

2.3. Assurance Events and Transition Milestones
The Assurance Events and Transition Milestones are set out in the High-

Level Transition Plan in Appendix 2 and include:

2.3.1.1. a series of Assurance Events to Assure the Authority that preparations are on
track culminating in a Transition Milestone for the Service Provider to take over

responsibility for the Services or a particular part of the Services;

2.3.1.

2.3.1.2. the Transition Milestones and associated Transition Milestone Dates that

include:
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2.3.1.2.1. the Service Commencement Date when the initial set of the Services
and/or responsibility for all Services shall transfer to the Service Provider
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2.3.1.2.2.  if applicable, the Interim Service Transition Milestones when
subsequent sets of Services shall transfer to the Service Provider;

2.3.1.2.3. if applicable, the systems integrator transfer Milestone when the
Service Provider shall take over responsibility for carrying out any system
integrator role;

2.3.1.2.4. the Final Service Transition Milestone at which point the Service
Provider shall deliver all of the Services; and

2.3.1.2.5. other Transition Milestones as set out in the High-Level Transition
Plan and/or the Detailed Transition Plan.

2.4. Milestone achievement process

24.1. Not less than twenty-eight (28) days prior to the Transition Milestone Date for
each Transition Milestone the Service Provider shall submit a Transition Milestone
Completion Plan to the Authority that shall include:

2.4.1.1. details of the proposed programme for meeting the Transition Milestone
Criteria for the Transition Milestone by the relevant Transition Milestone Date;

2.4.1.2. details of all extensions of time arising from Authority Events requested or
agreed or determined in accordance with Clause 50 (Authority Event) of the
Contract and any consequent changes to the Transition Milestone Date;

2.4.1.3. details of all aspects of the Transition Milestone Criteria already achieved in
whole or in part prior to the Transition Milestone Date and achievement of such
criteria; and

2.4.1.4. atimetable for achieving all outstanding aspects of the Transition Milestone
Criteria,

and the Service Provider shall subsequently provide the Authority with satisfactory evidence of
delivery of such outstanding aspects of the Transition Milestone Criteria in all cases within two
(2) Business Days of such delivery or achievement, as applicable.

24.2. The Service Provider shall provide the evidence of achievement of the
Transition Milestone Criteria in accordance with the timetable provided to the
Authority pursuant to paragraph 2.4.1 above and shall submit an application in
writing to the Authority for a Compliance Certificate for each Transition Milestone on
the date from which the Service Provider believes that it is entitled to that
Compliance Certificate, provided that in relation to each Transition Milestone not
more than one application for a Compliance Certificate may be submitted to the
Authority and be outstanding at any one time.

2.4.3. The Service Provider shall provide such additional information and assistance
as the Authority and any nominee may reasonably require to satisfy the Authority
that the Service Provider has achieved the Transition Milestone Criteria. Within ten
(10) Business Days of the provision of all such information and assistance, the
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Authority shall in its absolute discretion issue either:
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2.4.3.1. a Compliance Certificate dated as of the date the Transition Milestone
Criteria were achieved by the Service Provider, which shall confirm that the
Service Provider has achieved the Transition Milestone Criteria and that it is
entitled to the Charges associated with that Transition Milestone from the date of
the Compliance Certificate;

2.4.3.2. a Qualified Compliance Certificate dated as of the date the Authority
considers sufficient Transition Milestone Criteria were achieved and which
confirms that the Service Provider is provisionally entitled to the Charges
associated with that Transition Milestone from the date of the Qualified
Compliance Certificate, but that there are other outstanding criteria which the
Service Provider must still achieve in order to retain such payments pursuant to
paragraph 2.4.17.3.2; or

2.4.3.3. a Non-Compliance Certificate dated as of the date the Service Provider
stated in its application that it believed it was entitled to the Compliance
Certificate, which shall state that the Service Provider has not fully achieved the
Transition Milestone Criteria for the applicable Transition Milestone and that it is
not entitled to the Charges associated with that Transition Milestone or any part
of such payments.

The Authority's entitlement to exercise its discretion under this paragraph shall not be limited or
otherwise impaired due to a Compliance Certificate having been issued in relation to a different
Transition Milestone.

Dispute Procedure

2.4.4. Where the Service Provider disputes the issue of a Qualified Compliance
Certificate or a Non-Compliance Certificate, it may refer the matter for resolution to
the Transition Governance Group and/or the Service Provider may refer the matter
for resolution in accordance with Clause 33 (Dispute Resolution).

Non-Compliance Certificate

2.4.5. The Authority shall only be entitled to issue a Non-Compliance Certificate in
circumstances where the Service Provider has failed to complete the Transition
Milestone Criteria for the Transition Milestone and/or a Non-Compliance Certificate
is issued after the Consultation Period in accordance with paragraph 2.4.16.2.

2.4.6. Where the Authority issues a Non-Compliance Certificate, it shall include on
the certificate specific reasons for the Service Provider’s failure to obtain a
Compliance Certificate which the Service Provider must address to obtain a
Compliance Certificate.

24.7. As soon as reasonably practicable after the receipt of a Non- Compliance
Certificate and in any event within ten (10) Business Days, the Service Provider
shall provide the Authority with full details of a revised programme for remedying as
soon as possible its failure to satisfy the Transition Milestone Criteria together with a
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new date by which the failure to satisfy such Transition Milestone Criteria shall be
remedied and the terms of any Corrective Action Notice(s) shall be complied with.

2.4.8. Subject to paragraph 2.4.9, the Service Provider shall carry out the actions in
the revised programme referred to in paragraph 2.4.7 by the new
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date and the Authority and the Service Provider shall comply with this paragraph 2.4
accordingly in relation thereto.

2.4.9. The Authority may, at its discretion, reject a revised programme and/or new
Transition Milestone Date submitted in accordance with paragraph 2.4.7,
whereupon the Service Provider shall resubmit a further revised programme and/or
new Transition Milestone Date in accordance with paragraph 2.4.7 and paragraph
2.4.8 and this paragraph 2.4.9 shall then apply.

Qualified Compliance Certificate

2.4.10. Where the Authority issues a Qualified Compliance Certificate, it shall include
on the certificate specific reasons for the Service Provider’s failure to obtain a
Compliance Certificate which the Service Provider must address to obtain a
Compliance Certificate.

2.4.11. Following the issue of a Qualified Compliance Certificate, the Service
Provider shall provide the Authority with all information and assistance as the
Authority may reasonably require to confirm that the outstanding Transition
Milestone Criteria and Corrective Action Notice(s) (if any) have been or are being
properly resolved.

2.4.12. The Service Provider shall address the reasons for failure to obtain a
Compliance Certificate and, within fourteen (14) days of the issue of the Qualified
Compliance Certificate (or such longer time period as the Authority may in its
absolute discretion grant), shall provide the Authority with evidence to the
Authority’s satisfaction that each of the reasons for failure to obtain the Compliance
Certificate and each issue specified in any Corrective Action Notice(s) have been
fully resolved.

2.4.13. The Authority shall confirm within five (5) Business Days of the expiry of the
time period granted by the Authority for the resolution of the outstanding Transition
Milestone Criteria pursuant to paragraph 2.4.12 whether all such outstanding
Milestone Criteria have been properly resolved within the time period.

2.4.14. If the Service Provider has resolved all outstanding Milestone Criteria to the
Authority’s satisfaction within the time period set out in paragraph 2.4.12, The
Authority shall endorse the Qualified Compliance Certificate issued pursuant to
paragraph 2.4.3.2 with the word "Compliant" and the date of such endorsement.
Such Qualified Compliance Certificate shall then be deemed for all purposes to be a
Compliance Certificate as if it had been issued as of the date of the Qualified
Compliance Certificate.

Consultation process

2.4.15. If the Service Provider has failed to comply with all outstanding Transition
Milestone Criteria and any Corrective Action Notice(s) within the time period set out
in paragraph 2.4.12, the Authority, in its absolute discretion, shall either:

100



2.4.15.1. grant the Service Provider such additional time to satisfy the Transition
Milestone Criteria as The Authority in its absolute discretion may decide, subject
to such additional or amended requirements as the Authority considers in its
absolute discretion to be appropriate, whereupon the Qualified Compliance
Certificate issued pursuant paragraph 2.4.3.2 shall be amended by the Authority
to reflect such additional time and the provisions of this paragraph 2.4 shall apply
to such Qualified Compliance Certificate as if such additional time had been
included in the original time period granted pursuant to paragraph 2.4.12 for
resolution of the outstanding Milestone Criteria; or

2.4.15.2. notify the Service Provider in writing:

2.4.15.2.1. thatitintends to issue a Non-Compliance Certificate in accordance
with paragraph 2.4.16 upon the expiry of twenty eight (28) days (or such
longer period as the TfL Chief Technology Officer in his absolute discretion
determines in accordance with paragraph 2.4.16.2) from the date of such
notification; and

2.4.15.2.2. the name of the TfL Director of Customer Experience to whom the
Service Provider may make a representation in writing in relation to the
intention referred to in paragraph 2.4.15.2.1 above.

2.4.16. Upon receipt of notification pursuant to paragraph 2.4.15:

2.4.16.1. the Service Provider may within fourteen (14) days (the “Submission
Period”) submit in writing to the TfL Director of Customer Experience such
details of the situation which resulted in the notification pursuant to paragraph
2.4.15.2 as it, in its absolute discretion, determines are relevant together with a
proposal for resolving the situation; and

2.4.16.2. the TfL Chief Technology Officer shall make themself reasonably
available to consult with a member of Service Provider Personnel during a period
of fourteen (14) days from the end of the Submission Period or such longer
period as the TfL Director of Customer Experience in his absolute discretion
determines (the “Consultation Period”).

2.4.17. Without prejudice to the Authority’s other rights and remedies under the
Contract, upon expiry of the Consultation Period, the Authority may:

24.17.1. endorse the Qualified Compliance Certificate with the word
"Compliant” and the date of such endorsement, whereupon such Qualified
Compliance Certificate shall be deemed for all purposes to be a Compliance
Certificate as if it had been issued as of the date of the Qualified Compliance
Certificate;

2.4.17.2. grant such additional time to satisfy the Transition Milestone Criteria
as the Authority in its absolute discretion may decide, subject to such additional
or amended requirements as the Authority considers in its absolute discretion to

be appropriate and the provisions of this paragraph
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2.4 shall apply as if such grant of additional time had been made pursuant to paragraph
2.4.15.1; 0or

2.4.17.3. endorse the Qualified Compliance Certificate with the words "Non-
Compliant” and the date of such endorsement, such endorsement having been
countersigned by the TfL Chief Technology Officer , whereupon:
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2:4.17.3:1. such Qualified Compliance Certificate shall be deemed to be a Non
Compliance Certificate as if it had been dated as of the date of the Qualified
Compliance Certificate and the provisions of this paragraph 2.4 shall apply
accordingly and for the purposes of paragraph 2.4.7 the date of receipt of such
Non-Compliance Certificate shall be the date of endorsement pursuant to this
paragraph 2.4.17.3; and

241732 the Service Provider shall not be entitled to the Charges associated
with the Transition Milestone and within thirty (30) days of the date of such
endorsement the Service Provider shall repay to the Authority all or a proportion
of any such payments that the Authority in its absolute discretion shall specify at
the date of such endorsement.

2.4.18. Where the Service Provider obtains a Compliance Certificate in accordance
with this paragraph 2.4, the Charges associated with that Transition Milestone shall
be payable to the Service Provider from the date written by the Authority on the
Compliance Certificate.

2.5. Further consequences of not achieving milestones

291 Without prejudice to other provisions of the Contract, if any of the events in
the following table occur, then the consequences associated with the event
specified in the table shall apply.

hlilestone Event Milestone
consequences
Subject to Clause 50 (Authority Events), the Service The Authority shall have the

| Provider does not achieve the Service Commencement right to terminate the

Date within 30 days of the originally planned date (“the Contract in accordance with
SCD Long-Stop Date”). Clause 34.1.8).

Subject to Clause 50 (Authority Events), the Compliance [The Authority shall have the
Certificate for the Final Service Transition Milestone is not [right to terminate the

| achieved prior to four (4) months (“the Transition Long- [Contract in accordance with
Stop Date”). Clause 34.1.9.

3. Pre-Transition Phase
3.1. Preparation and Assurance activities

= 2 i 8 To prepare for Transition and Assure the Authority that the Service Provider
has prepared for Transition, the Service Provider shall:

3.1.1.1. carry out the activities defined in the Transition Plans to prepare for Transition
and achieve the Transition Milestone Dates set out in the High- Level Transition
Plan and/or the Detailed Transition Plan in accordance with the process set out
in paragraph 2.4;
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3.1.1.2. carry out detailed Transition planning in accordance with paragraph 3.2 and
the High-Level Transition Plan;

3.1.1.3. demonstrate, within the proposed Transition Plans, that relevant and
seqguential milestones have been set that provide on-going Assurance to the
Authority as to the quality and completeness of the Transition Plans and the
Service Provider’s delivery against such plans;
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3.1.1.4. carry out contingency planning; and

3.1.1.5. meet the associated Milestone Criteria in accordance with the High- Level
Transition Plan and/or the Detailed Transition Plan.

3.2. Detailed Transition planning

3.2.1. Commencing on the Contract Commencement Date the Service Provider
shall carry out detailed Transition planning and the Service Provider and the
Authority shall work together to agree the Detailed Transition Plan which shall
define the detail of the activities and deliverables required to perform Transition and
which shall reflect and expand on the High-Level Transition Plan.

3.2.2. The Service Provider shall be responsible for drafting the Detailed Transition
Plan and shall submit the draft Detailed Transition Plan to TfL within twenty eight
(28) days after the Contract Commencement Date, and the Authority shall, and shall
use reasonable endeavours to procure that the Existing Service Provider shall,
provide reasonable input in relation to the detailed Transition activities to be set out
in the Detailed Transition Plan.

3.2.3. The Authority and the Service Provider shall use reasonable endeavours to
agree the Detailed Transition Plan as soon as reasonably practicable following
submission of the draft Detailed Transition Plan to the Authority pursuant to
paragraph 3.2.2 and in any event within twenty eight

(28) days of the submission, or such later date as the Parties shall agree in writing.

3.2.4. If the Parties do not agree the Detailed Transition Plan within the time periods
set out in paragraph 3.2.3 above, the matter shall be treated as a Dispute and
resolved in accordance with paragraph 6 (Transition Governance and Management)
and Clause 33 (Dispute Resolution)

3.2.5. Without prejudice to other provisions of this Contract, the Detailed Transition
Plan shall be consistent with the High-Level Transition Plan and shall include, at a
minimum:

3.2.5.1. detail that is deemed sufficient by the Authority in relation to each of the
Transition Milestones, activities, deliverables, criteria and other items covered
under the High-Level Transition Plan and the Service Provider shall ensure that
additional detail is included in the Detailed Transition Plan in relation to any of
the aforementioned at the Authority’s reasonable request;

3.2.5.2. the detailed allocation of responsibilities between the Service Provider and
any sub-contractors-, and any instances where cooperation of the Authority
and/or of the Existing Service Provider is required,;

3.2.5.3. detailed and clear dependencies on the Authority and the Existing Service
Provider in relation to each Transition Milestone or Transition Milestone Criteria
provided that unless otherwise agreed by the Authority in writing, such
dependencies shall not be more extensive than the Transition Dependencies;
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3.2.5.4. detailed safeguards to minimise disruption to the Authority’s business,
customers and/or the Authority’s relationship with Third Parties; and
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3.2.5.5. clear analysis of Transition risks, mitigations and justifications for the
implementation approaches taken in the Detailed Transition Plan.

3.2.6. Once the Detailed Transition Plan has been agreed by both Parties pursuant
to paragraph 3.2.3, the Service Provider shall comply with and implement such
Detailed Transition Plan. Any changes to the agreed version of the Detailed
Transition Plan shall be subject to the Authority’s prior written consent, such
consent not to be unreasonably withheld or delayed.

3.2.7. The Service Provider shall take part in joint planning activities with the
Existing Service Provider and the Authority in accordance with the High- Level
Transition Plan. Without prejudice to other provisions of this Contract, the Service
Provider shall ensure that the Detailed Transition Plan integrates and is consistent
with the Existing Contract Handback Plan.

4.  Transition Phase
4.1. Transition principles

41.1. The Service Provider shall deliver Transition in accordance with the Transition
Plans.

4.1.2. Without prejudice to other provisions of the Contract, the Service Provider
shall co-operate with the Existing Service Provider in an effective and timely
manner to deliver Transition.

4.1.3. The Service Provider shall ensure that Transition does not rely on any periods
of unavailability or degradation of the Services and/or Existing Services.

4.1.4. The Service Provider shall carry out its Transition activities in such a way that:

4.1.4.1. the Transition activities do not adversely affect the Existing Services and/or
Services being delivered:;

4.1.4.2. the Transition activities do not impact the Service Levels throughout
Transition; and

4.1.4.3. The Authority and the Existing Service Provider are kept informed of
Transition progress and status including any issues which may impact
Transition.

4.1.5. The Service Provider shall only Transition and operate any part(s) of the
Services from the Transition Milestone Date for those part(s) of the Services and
only after the Service Provider has received a Compliance Certificate or Qualified
Compliance Certificate with respect to those part(s) of the Services.

4.1.6. The Service Provider acknowledges and agrees that continuity of the Existing
Services and the Services (as applicable) is of paramount importance to the
Authority and the Service Provider shall not compromise the continuity of such
services in its Transition Plans or activities.
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4.1.7. The Service Provider shall manage data security, health, safety, quality and
the environment in accordance with industry principles and best practice.
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41.8. The Service Provider shall carry out training in accordance with Schedule 5
(Training) and the Transition Plans, and shall carry out any training as is reasonably
required for the efficient Transition of the Services.

419. The Service Provider shall notify the Authority in writing if any Key Personnel
become unavailable (due to any period of paid or unpaid leave, illness or otherwise)
for more than two (2) weeks during the Transition Period. Where such notification is
made then the replacement of Key Personnel should be made in accordance with
Clause 15.2 (Key Personnel).

4.2. Transition of Services

4.2:1. The Transition of Services from the Existing Service Provider to the Service
Provider shall be carried out in accordance with the Transition Plans and the
following Transition Milestones pursuant to paragraphs 2.2, 2.3 and 3.2 of this
Schedule, and subsequently varied into the Contract in accordance with Schedule 9
(Form of variation).

Milestone | Transition Activities Date/
Reference | Milestone Criteria duration required
by
MS001 Contract Sign contract Contract signature
commencement date
MS002 Project Mobilisation e Confirm project scope and Contract award
requirements date +4 weeks

e Create governance structure inc.
escalation process

e Create detailed risk register, RAID
log and RACI matrix
Confirm JC project team members

e Create transition communication
plan and schedule
Create detailed transition plan
Confirm JC project team and plan
with TfL

¢ Internal sign off of transition
planning tasks

MS003 TUPE -To Not applicable as incumbent Contract award +
start (Supplier > week
Responsibility)

MS004 TfL Contact Centre e Confirm MFA access to OneLondon | Project
IT Systems accounts to TfL call centre IT Mobilisation +6
Accessible systems months

e Confirm correct access levels
applied

MS005 TUPE - Not applicable as incumbent Contract award +3
Completed (Supplier months

responsibility
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MS006 Training Complete Create SLNT plan Project

TfL to sign off SLNT plan mobilisation +3

Communicate SLNT plan internally | months

Implement SLNT plan

Receive process documents and

training material

e Tfl To provide train-the-trainer
sessions

¢ Analyse existing material against
updated TfL documents

e Design updated training programme

e Develop new material (or update
existing)

¢ Internal approval of training material

Complete and review any

amendments

TfL to approve training material

Schedule training programme

Implement training programme

Request TfL systems access for

operational delivery

e Test systems access

MS007 Service All pre-transition plan activities completed: Project
Commencement Recruitment mobilisation + 3
Training months (minimum)
IT setup

Business Continuity Planning
Information security and Data privacy
Operational Setup

Fulfilment setup

Quality Management setup

Account management setup

Finance setup

Go/No Go

5. Post-Transition Phase

5.1.1. The Service Provider shall closedown Transition activities in accordance with
the High-Level Transition Plan and the Transition Milestones pursuant to
paragraphs 2.2, 2.3 and 3.2 of this
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1< In

chedule, and subsequently varied into the Contract in accordance with Schedule 9 (Form of

ariation).

Milestone
Reference

Transition
IMilestone
Criteria

Activities

Date/duration required

MS008

All
outstanding
ssues
resolved

nternal quality audit of
processes

Evaluate training
programme

Lessons learned
analysis

All outstanding issues
resolved

Service commencement + 3 months

MS009

Project
closure

Project sign off by TfL

Service commencement + 3 months

D2,

NOT USED

6. Transition Governance and Management

6.1. Transition management and reporting

6.1.1:
612,

6.1.3.

6.1.4.

The Service Provider shall manage and report on Transition.

The purpose of the Transition Governance Group is to review progress of
Transition and address any matters relating to Transition. The Transition
Governance Group shall meet each Period or on such other more frequent basis as
required by the Authority. The Parties agree that in the lead-up to the Transition
Milestones such meetings will be held every week and/or as required by the
Authority.

The Authority shall prepare the meeting agenda and the TfL Transition
Manager shall chair the meeting. At the end of each meeting there shall be an
agreed set of actions which the Authority shall circulate within one (1) Business Day
and, where necessary, the Authority shall subsequently produce formal minutes of
the relevant Transition Governance Group meeting which shall be circulated within
three (3) Business Days of each meeting.

Without limiting the earlier provisions in this paragraph 6.1, the following table
summarises the required arrangements in respect of Transition Governance Group
meetings.

ATTENDEES

Authority

Service Provider

Third Parties
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TfL Transition Manager Transition Project Manager [Existing Service Provider:

TfL Service Operations Manager [Service Operations Nominated representative
Manager responsible for handback

Nominated representative
responsible for service
operation

FREQUENCY AND LOCATION

Once each Period, or on such other more frequent basis as required by the Authority,
By video call or in London at a location determined by Authority. In the lead-up to Service
Transition Milestones these meetings will be held as a minimum every week.

112



TRANSITION MANAGEMENT ROLE

Review of last meeting ) The Patrties shall review and approve the previous
Transition Governance Group meeting minutes and
action log (if applicable).

. Authority shall notify the Service Provider if it deems
any outstanding actions in the action log to be closed
(otherwise, such actions shall remain open until
closed by Authority and notified to the Service
Provider in writing).

The objectives of the Transition Governance Group
meetings are to:

General

. review and update the risk register for Transition;
. review the Programme Report for Transition;
o review progress against the Transition Plans;

. review and resolve Transition issues, conflicts and
discrepancies;

o review upcoming Transition activities and
opportunities;

o ensure good team/Service Provider relationship with
clarity of roles, responsibility and communications;
and

o ensure that Services are being Transitioned and
delivered to achieve the required outcomes for users.

INPUTS AND OUTPUTS

Required Inputs o a risk register for Transition;

. Programme Report for Transition;
. Transition Plans;

. Discrepancies; and

. escalated Transition issues.

Required Outputs . meeting actions;
. meeting minutes where necessary; and

. updated project risk register for Transition.
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7. Transition Dependencies

7.1. General
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111, Any failure by the Authority and/or the Existing Service Provider (as the ease
may be) to meet a Transition Dependency shall be dealt with pursuant to Clause 50

(Authority Event).

7.2. Transition Dependencies

Pursuant to paragraph 3.2,the Parties shall identify and agree the Transition Dependencies
from the Service Provider's High-Level Transition Plan. The Transition Dependencies shall be
subsequently varied into the Contract in accordance with Schedule 9 (Form of variation)

Dependency area

Dependency description

o TfL dependencies; and

. Existing Service Provider dependencies
as identified in the Service Provider's High-Level Transition
Plan.]
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APPENDIX 1 - HIGH-LEVEL GOVERNANCE STRUCTURE

[Drafting Note to Service Provider: Service Provider to provide an outline diagram to illustrate the Service Provider’s proposed
structure of Transition projects and teams within the overall Transition governance structure set out in this Schedule.]

116



117



APPENDIX 2 - HIGH-LEVEL TRANSITION PLAN

[Drafting Note to Service Provider: The final High-Level Transition Plan will be inserted here.]
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APPENDIX 3 - MILESTONE CRITERIA

ursuant to paragraph 3.2 of this Schedule, the Service Provider and the Authority shall work

together to agree the Transition Milestone Criteria which shall be subsequently varied into the
ontract in accordance with Schedule 9 (Form of variation).[Drafting Note to Service Provider:
ervice Provider to provide details of Milestone Criteria as specified in the Contract for

ervices]
Transition Activities Date/
Milestone Criteria duration required
by

Milestone Contract Signing of the contract Contract signature
MS001 commencement date
Milestone Project Mobilisation [Agree detailed transition Contract award
MS002 date +4 weeks
Milestone TUPE — To start ncumbent to confirm timeline and Contract Award + 1/2
MS003 completion week

(Supplier
responsibility)

Milestone MS004

TfL Contact Centre
IT Systems
Accessible

e Confirm MFA access to OneLondon
account to TfL Call Centre IT
Systems.

e Confirm correct access levels
applied.

Project mobilisation
+ 6 months

Milestone MS005

TUPE — Completed

(Supplier
responsibility)

ncumbent to confirm timeline and
icompletion

Contract award + 3
months

Milestone MS006

Training Complete

e Creation of training material
e Training material approved
e Staff Training

e TfL to enable new users.

* All new users access tested

Project mobilisation
+ 3 months
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APPENDIX 4 — TRANSITION REQUIREMENTS AND INSTRUCTIONS
1. Overview

1.1. The aim of this Appendix is to provide the Service Provider with an understanding of
what requirements are needed to enable them to create a High-Level Transition Plan
and related information as required within Schedule 3 (Transition).

1.2. The information provided as part of a Service Provider’'s response, as a Bidder, to the
procurement of the Services will form the basis for the requirements relating to the
Transition Plan of the Services and the Transition meetings which shall be held with
the Service Provider post Contract Commencement Date.

1.3. The purpose of the Transition Plans is to layout the tasks, activities and resourcing that
need to take place to efficiently outsource the Services from the Authority (or its
Existing Service Provider) to the Service Provider, from the initial preparations to the
full and final handover of all operations.

1.4. The Transition Plan timings will be used alongside the Transition Milestone Charges as
detailed in Schedule 7 (Pricing Schedule).

2. Transition Plan Contents

2.1. Infulfilling the Service Provider’'s Transition obligations under the Contract, the Service
Provider shall take into account and address the following:

2.1.1. The Transition Plan shall address the transition of the entire Service scope as
detailed in Schedule 4 (Service Scope Specification) and shall include, at a
minimum, the activities and Milestones as detailed in section 3 of this document and
the Transition requirements detailed in section 4 of this document, with associated
timescales.

2.1.2. The Service Provider’s shall document key dependencies and Transition
Milestone Criteria.

2.1.3. A risk log with mitigating actions and assessment of Service quality to ensure
a smooth transition shall be adopted at appropriate stages of the transition shall be
proposed by the Service Provider.

2.1.4. The Service Provider shall propose a High-Level Governance Structure to
manage and govern the Transition activities.
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3. Transition Plan Activities and Milestones

3.1. Pursuant to paragraph 3.2 of this Schedule 3, the Service Provider's proposed High-
Level Transition Plan shall be developed by the Service Provider, with the Authority’s
input, into a Detailed Transition Plan.

3.2. As a minimum, the following key activities and milestones shall be included in the
High-Level Transition Plan:

1 M

Contract Commencement Date

Date on which the Contract is due
to start, as stipulated in Schedule
1 (Key Contract Information).

Service Commencement Date

The date of the first transfer of any
part of the Service (e.g. Service
Provider starts to take Contacts).

Final Service Transition Milestone

The date of completion of the
transfer of all elements of the
Services, whereby the Service
Provider shall be responsible for
all CH calls in scope of the
Contract from (supplier to confirm
time and date for example,
00:00:01 on 15t April 2017)

All outstanding issues resolved

Date of completion and resolution
of any and all outstanding issues
relating to transition by the Service
Provider to the Authority’s
satisfaction.

Transition planning

The Service Provider to undertake
transition planning with the
Authority and the Existing Service
Provider (as required).

TUPE activities

The Service Provider shall
undertake TUPE activities as
appropriate for this Service.
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Service Provider recruitment

Authority training of Service

123

The Service Provider to select
appropriate staff to handle the
work involved. This activity is to be
managed solely by the Service
Provider.

The Authority to provide training



Provider trainers

to the Service Provider’s trainers
as detailed in Schedule 4 (Service
Scope Specification).

9 Service Provider training of their  The Service Provider to train their
staff staff in the Service and also align
with the Authority’s training
content.
10 Training complete (Service The activities in item 8 and 9 have
Provider and Authority) been complete.

11 Testing and Assurance The Service Provider to provide
testing activities and Assurance for
all aspects of Service Transition,
including but not limited to: Contact
handling and Key Fulfilment.

14 Stock audit and provision The Service Provider to work with
the Authority to assess the stock
required and receives delivery.

15 Disaster recovery planning The Service Provider will provide a

Major Incident Plan for the Service.
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4. Transition Requirements

4.1. The following Transition requirements are to be adhered to in the Transition of the

Service:

Duration

The Authority does not specifically prescribe a Transition period
duration, however it is envisaged that the transition should take
no longer than three (3) months from Contract Commencement
Date to the Final Service Transition Milestone date. The Final
Service Transition Milestone date, whereby the Service Provider
shall be responsible for all CH calls in scope of the Contract, shall
be on (supplier to confirm time and date for example, 00:00:01 on
1st April 2017)

Duration — Outstanding
issues resolved

Customer impact

The period between Final Service Transition Milestone and Al
outstanding issues resolved shall take no longer than one (1)
months.

The Service Provider shall plan and act to minimise impact to
Customers and other users of the service (the Authority and its
Third Parties) when planning and delivering the transition.

The Authority shall
remain in control at all
times during technical
transition

Where a situation arises that the Service Provider can no longer
deliver an element of the telephony solution, the Service Provider
shall consult the Authority for approval.

Forecasting for
Transition

During the Transition Period, forecasting will be the responsibility
of both the Service Provider and the Authority together. From the
commencement of the Post-Transition Phase, forecasting will be
carried out by the Service Provider, as detailed within Schedule 4
(Service Scope Specification.

Systems licenses

The Service Provider shall propose the number of licences
required for the systems detailed in Appendix 2 of Schedule 4
(Service Scope Specification).
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SCHEDULE 4 - SERVICE SCOPE SPECIFICATION

Definitions and Interpretation

The following definitions and acronyms appear throughout this Schedule, Schedule 6 (System

Integration), Schedule 8 (Service Management) and Schedule 7 (Pricing Schedule).

“ACD”

Automatic Call Distributor;

“Advanced Notification”

means a notification, by means of a letter or email,
sent to a direct debit Customer detailing their
upcoming direct debit charges;

“Agent”

means the Service Provider's customer service
agent involved in providing the Services;

“Annual Membership”

a 12-month membership subscription to the LCHS;

“Associated Token”

means a device that is configured to identify a
Customer or authorised Third Party personnel;
which can process data in connection with the
London Cycle Hire Scheme, and is used to
release bicycles from Docking Points, and which
may otherwise be referred to as Cycle Hire Key or
Key;

“Auto Renew”

an option a Customer may select within their
Online Account to automatically renew the
Customer's Bike Access Period;

“Average Speed to Answer” or
“ASA”

the average time to answer calls calculated within
the parameters set in item 1 of Appendix 1
(Service Levels) of Schedule 8 (Service
Management);

“Average Talk Time” or “ATT”

the average Talk Time calculated within the
parameters set in item 3 of Appendix 1 (Service
Levels) of Schedule 8 (Service Management);

“Bank Holiday” means a day designated to be a public holiday in
England;
“BAU” Business As Usual;

‘“Bike Access Period”

A period where a Customer may hire a bicycle
available through the Cycle Hire Scheme i.e. 24
hours or a year (365 days);

“Billing Threshold”

means a value of £50.

“Business Account”

means a London Cycle Hire Scheme account
specifically generated for use and sale to
businesses for use by staff and guests, which may
include a single user registered as a business;

“Business Account Manager”

a software used to manage Customer Business
Accounts (together with any updates and
upgrades to, and revisions, new releases and new
versions of the application);

“Business Rules”

means the policies or business processes and
procedures provided and/or approved by the

Authority to which the Service Provider shall
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adhere;

“Carte Blanche”, “Goodwill
gestures”

means any discretionary ex-gratia payment that
the Customer receives due to loss or
inconvenience;

“Christmas Day”

means 25th December of each year;

“cLI”

Calling Line Identification;

“Contacts”

means all forms of contact with a Customer
including but not limited to contact by telephony
calls, correspondence which may be in the form of
email, fax, letter, web-form and webchat;

“Contract Year”

shall have the meaning given in paragraph
2.3.1.6 of Schedule 7 (Pricing Schedule);

“Customer Record”

a record of Customer details held within MSD
CRM:;

“Customer(s)”

means a person who intends to purchase, or has
purchased a Cycle Hire Key or who has contacted
the contact centre

“Customer Satisfaction Survey”

A method used to evaluate aspects of the service
through asking customers to assess and provide
feedback on the service received

“Cycle Hire App”

means the smartphone mobile application used as
part of the London Cycle Hire Scheme with
capability that includes taking payment from
Customers and issuing release codes and "App"
shall be construed accordingly;

“Cycle Hire Key” or “Key”

a type of Associated Token that is a fob;

“DBOS” or “CHRM”

a Database Back-Office System used to manage a
Customer’s accounts, payment, billing, bike hires,
physical assets such as bikes, keys and terminals
including Docking Points (together with any
updates and upgrades to, and revisions, hew
releases and new versions of the application);

a record management system used to process
related documentation

“Docking Point”

means the equipment and mechanism installed
within a Docking Station that is used for the
storage of bicycles so that they can be hired,
returned and where relevant charged and locked;

“Docking Station”

means a collection of On-Street Assets and any
other equipment located within the boundaries of
the site required to provide the London Cycle Hire
Scheme but excluding bicycles;

“Docking Station Availability
Map” or “DSA Map”

Online map showing locations of Docking Stations;
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“DTMF”

Dual-Tone Multi-Frequency signalling;

13 FTE”

Full-Time Equivalents;

“Generic Promo Code”

a type of Promo Code, whereby one (1) code that
is produced can be used multiple times;

“Handling Plan” a flag in MSD CRM that indicates a Customer may
require delicate handling i.e. a high-profile
Customer or one with a history of complaints;

“Hold time” The amount of time where the caller is put on hold
during a call

“ID&V” Identification and Verification;

“Interactive Voice Response” or
“IVR!!

is a telephony technology that can read a
combination of touch tone and voice input;

“Key Fulfilment”

shall have the meaning given in paragraph 7.2.15;

“London Cycle Hire Scheme” or
“LCHS”

means the collection of assets and business
processes which enable cycle hire across London
by Customers;

“Membership ID”

a registered Customer's unique identifier for the
LCHS;

“Microsoft Dynamics Customer
Relationship Management” or
“MSD CRM”

means an application to manage and record all
customer interactions (together with any updates
and upgrades to, and revisions, new releases and
new versions of the application);

“Mystery Shopper Survey”

a method used to evaluate aspects of the Service
by assessing responses to examples of typical
customer scenarios

“New Year’s Day”

means 1st January of each year;

“Online Account”

A registered Customer’s LCHS account accessible
online and via the App;

"On-Street Assets"

means installed equipment and infrastructure
relating to the London Cycle Hire Scheme within
the boundaries of the sites including;

(a) terminals;

(b) Docking Points;
(c) cabling;

(d) information pillars;
(e) bollards;

(f) signage;
(g) charging infrastructure;

“Press Office”

The Authority’s office responsible for handling
gueries from the media

“Promo Code” or “Purchasable
Promo Code”

are either Generic Promo Code or Unique Promo
Codes, which act as a discount for Bike Access
Period;
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““Reason Code(s)”

means a drop-down list of values, from which an
IAgent will select the most appropriate to reflect the
action that they have taken;

“Refund Threshold”

means the level of authority required before
providing a refund to a Customer.

Current thresholds:

o Telephony agent threshold: up to £49.99

e Correspondent agent threshold: £50 -£150

o Authority approval: Over £150 or
refund/goodwill gesture outside of the
Business Rules

“RCC Contractor”

Means Cubic Transportation Systems Ltd (and
any successor operator);

“Service Ticket”

means a record stored within the Authority's MSD
CRM to manage, record and capture all customer
interactions;

“SharePoint”

means TfL’s Knowledge Base application that is
used to share information and knowledge
(together with any updates and upgrades to, and
revisions, new releases and new versions of the
application);

“Talk Time”

means the time an Agent spends with the caller
during the telephone call (excluding the time the
caller is put on hold)

“Terminal”

means the computer terminal and associated
housing forming part of the Docking Station, which
enables a Customer to register and make payment
for the hire of bicycle;

“TfL Knowledge Base

Means applications that is used to share
information and knowledge; These applications
may also be known as “CCO Compass” and
“Cycle Hub”

“Third Party Incident”

means an Incident which is identified as the
responsibility of a Third Party supplier and is
consequently transferred to that Third Party for
resolution;

“Third Party Incident Log”

a log of all Third-Party Incidents;

“Tracker List”

mean a document used to track Keys, including
the number of boxes of Keys, that the Service
Provider is in receipt of;

“Tracker Sheet”

mean a document used to track any Keys that an
IAgent assigns to them self for a single shift for the
purpose of undertaking Key Fulfilment;

“Train the Trainer”

shall have the meaning given in paragraph 11.1;

129




“Unique Promo Code” a type of Promo Code, whereby a single code
produced may only be used once;

“VPN” a Virtual Private Network extending a private
network across a public network, such as the
Internet, enabling users to send and receive data
across shared or public networks as if their
computing devices were directly connected to the
private network;

“Welcome Pack” a TfL and London Cycle Hire Scheme sponsor
branded introduction pack which is delivered with
IAssociated Token(s) to registered Customers;

“Wrap Time” the time required by an Agent after a conversation
is ended, to complete work that is directly
associated with each call completed. For the
avoidance of doubt, the wrap time shall not include
any time spent on any other activities including
(without limitation) meetings, breaks and
correspondence.
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1. Scope

2.

1.1

1.2.

This Schedule outlines the management and administration requirements of the Services.

The scope of the work includes, but is not limited to:

1.2.1. handling of calls relating to London Cycle Hire Scheme (LCHS);

1.2.2. handling of correspondence received via email, fax, letter and web form relating to
LCHS;

1.2.3. managing the fulfilment of Associated Token requests placed by Customers online
through the Authority’s website and by contact centre Agents via the contact centre,
through the Authority’s systems; and

1.2.4. managing LCHS Business Accounts

Innovation and Development

2.1

2.2.

2.3.

2.4,

2.5.

2.6.

2.7.

The detail and nature of the Services are subject to change and the Service Provider shall
be required to respond flexibly and within agreed timescales. Demand profiles may be
affected by pandemic impacts, the weather, strikes, marketing campaigns, events run by the
Authority, other external organisations, as well as natural growth in Customer use of the
London Cycle Hire Scheme. Equally, improvements may be made in the Associated Token
functionality and Authority systems may change. The Service Provider shall be flexible to
support the Services required for this Contract.

The Service Provider will demonstrate a collaborative approach to making positive
improvements to the Services provided and developing new services and products. The
Service Provider will be expected to commit appropriate resources to the Authority on a
frequent basis, to be involved in discussions, project meetings and workshops to develop
appropriate solutions to meet the Authority’s ongoing business and customer requirements.

The Service Provider shall recommend innovations, suggestions and changes to processes
and systems to enable the Authority to improve quality, turnaround time, the customer
experience and reduce the cost of the Services. The Service Provider shall also identify
opportunities to generate revenue.

The Service Provider will also use credible data and insight to support their
recommendations and suggestions and clearly articulate the benefits of any proposed
changes.

The Service Provider will keep up to date with contact centre innovation and best practice
and use this information to support recommendations and improvements to the Services.

The Service Provider shall provide support as reasonably required by the Authority to
implement any recommendations approved by the Authority.

The Service Provider and the Authority shall collaborate to resolve all outstanding details in
information, technology, process, resourcing and plans.

Business Rules and Process Documents

3.1.

The Authority shall provide electronic copies of the Cycle Hire Business Rules to the Service
Provider within three (3) Business Days of Contract Commencement Date.
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3.2. The Service Provider shall service Customers and process their queries in accordance with
the Business Rules.

3.3. The Service Provider shall provide the Services described in this Schedule in accordance
with the Authority’s applicable process documents (“the Process Documents”) as updated
from time to time. The current form of the Process Documents as at the date of this Contract
is as set out in the Appendix 1 (Process Document Register) to this Schedule.

3.4. The Authority shall provide electronic copies of the Process Documents to the Service
Provider within three (3) Business Days of the Contract Commencement Date.

3.5. Review of Process Documents

3.5.1. The Service Provider shall review the Process Documents on a quarterly cycle
throughout the Term of the Contract to identify opportunities to (i) improve processes (ii)
generate cost saving (iii) improve the quality of the services and/or (iv) generate
revenue. The Service Provider shall present the reason(s) and recommendation(s) of
any opportunities for improvement identified to the Authority at a Service Review
Meeting for consideration by the Authority.

3.5.2. The Authority will perform its own due diligence on the proposed improvements
before it accepts or rejects the Service Provider's proposed amendments to a Process
Document.

3.6. The Authority shall be responsible for updating and circulating revised Process Document(s)
to the Service Provider and any Third Party that undertakes services covered in the Process
Document.

3.7. The Authority, at its discretion, shall send a draft updated Process Document(s) to the
Service Provider for the Service Provider to review within a timeframe as agreed by the
Parties.

Contact Centre Operational Hours
4.1. The Service Provider Agents shall provide contact centre services for handling the
Authority’s LCHS calls between 07:00 and 20:00 Monday to Friday and 09:00 and 19:00
Saturday and Sunday; except for:
4.1.1. Christmas Day, New Year’s Day and Bank Holidays, where the operational hours are
between 09:00 and 18:00; and
4.1.2. any non-Bank Holiday day from 27th December to 31st December (inclusive), where
the operational hours are between 09:00 and 18:00.

4.2. Agents must be logged onto systems and applications, ready to receive calls at the start of
the applicable day’s contact centre operational hours.

4.3. Agents must also be available to receive calls (including being logged onto systems and
applications) for any caller who made the call before the end of the contact centre operating
hours (i.e. for day detailed in paragraph 4.1.1 before 17:00), until such time that there are no
callers waiting in the call queue.
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4.4. The call handling operating hours and days are subject to change and shall be agreed
between the Authority and the Service Provider prior to any changes.

Demand

5.1. The Service Provider shall manage:
5.1.1. the Authority’s LCHS call volumes (number of incoming customer telephony calls)
5.1.2. the undertaking of Key Fulfilment requests made online and via telephony services;
and
5.1.3. the Authority’s LCHS correspondence volumes (amount of emails, webforms and
letters)

5.2. Demand volumes are subject to fluctuations and therefore no minimum volumes are
guaranteed over the Term of the Contract

Call handling

6.1. The Service Provider shall manage, respond, log and create Service Tickets in MSD CRM
for all calls received and made where Service Tickets have not previously been created for
the Customer. Where a Service Ticket already exists for the Customer, the Agent shall
update the ticket with the Customer’s enquiries. Failure to create or update a Service
Tickets may result in cases being escalated.

6.2. The Service Ticket shall be raised by the Agent who originally responded to the call. An
Agent shall accurately record the Customer’s details and provide accurate notes of any
issues or enquiries raised by the Customer.

6.3. All calls, both inbound and outbound, shall be made or received through the Service
Provider’s telephony system, in accordance with Appendix 7 (Telephony requirements),
enabling accurate reporting.

6.4. The Service Provider shall meet the technical interface requirements, as detailed in
Appendix 8 (System interface specification), to interface and connect with the Authority’s
contact centre to allow the Authority to share their systems and applications for handling
calls with the Service Provider.

6.5. Customer facing telephone numbers and IVR menus will be provided by the Authority.

6.6. Telephony wait messages will be provided by the Authority.

6.7. The Service Provider shall make outbound calls to Customers where necessary in line with
the Process Documents. The full details and notes of these calls must be recorded in MSD
CRM.

Correspondence handling

7.1. The Service Provider shall manage and respond to correspondence cases from Customers
in relation to LCHS received via letter, email, fax and web form in line with the relevant
Process Documents listed in Appendix 1 (Process Document Register).
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7.2. The Service Provider shall log and create Service Tickets in MSD CRM for all
correspondence cases received where Service Tickets have not been created previously for
the cases. Where a Service Ticket already exists, the Agent shall update the existing ticket
with notes of the Customer's enquiries.

7.3. The Service Provider shall use the LCHS letter template(s) provided by the Authority, as
updated from time to time, for LCHS correspondence.

8. Scheme Management
8.1. The Service Provider shall undertake several off the phone activities required to manage
elements of the LCHS. The activities shall include the below detailed item where the
corresponding process document, of that same name, shall be detailed in Appendix 1
(Process Document Register) of this Schedule.

8.2. The Scheme Management activities shall include:

8.2.1. Authorise charge - assess and where applicable manually authorised charges that
have reached the Billing Threshold;

8.2.2. Late Return Charge - the daily assessment of charges associated with a bike being
returned after 24 hours;

8.2.3. Produce Promotional codes (internal request) - producing Promo Codes where the
request is from the Authority;

8.2.4. Produce Promotional codes (external request) - where a Customer has paid by
BACS, verifying payment and produce Promo Codes;

8.2.5. Management and Maintenance of Cycle Hire Keys - the management of Associated
Tokens stock;

8.2.6. Handling Undelivered Mail — the management of white mail returned to the Service
Provider as undelivered;

8.2.7. Handling Undelivered Welcome Packs — the management of Welcome Packs
returned to the Service Provider as undelivered;

8.2.8. Collect Debt - which shall include generating and dispatching notifications in
accordance with the process

8.2.9. Generate Invoice — which shall include generating invoices to Customers in
accordance with the process

8.2.10. Generate Usage Report — which shall include providing usage reports to Customers
in accordance with the process

8.2.11. Manage Failed Payments (system) — which shall include manual processing of failed
payments within the system

8.2.12. Missing Cycles — which shall include daily review and management of the Missing
Cycles log and undertaking any associated activity within the system

8.2.13. Escalate to TfL (Financial) - where necessary escalate refund requests to the
Authority

9. Use of the Authority Systems and Applications
9.1. The Service Provider will use systems and applications that are provided, maintained and
supported by the Authority for the delivery of Services. The list and details of the systems
and applications to be provided are detailed in Appendix 2 (Contact Centre Systems and
Application Specification).

9.2. Pursuant to paragraph 8.3 the Service Provider shall, within six (6) weeks of Contract
Commencement Date, propose, and agree with the Authority, a hierarchy of personnel roles
and their associated user access permissions for the various elements of the Service.
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9.3.

9.4.

9.5.

9.6.

9.7.

9.8.

9.9.

9.10.

9.11.

The Service Provider’s access to and use of the Authority systems and applications is
subject to the Service Provider Personnel (as determined by the role(s) assigned to the
personnel) having successfully undertaken and passed the competence levels required for
the Privacy and Data Protection and Payment Card Industry Data Security Standard —
Module 1.

The Service Provider’'s Personnel (as applicable) shall undertake the required training for
gaining access annually for access to continue to be granted to the Service Provider
Personnel required to have access to the Authority’s systems and applications. The
Authority’s Ezone training portal shall be used by the Service Provider and the training
content and format shall be provided by the Authority. The Service Provider shall provide
proof that training has been completed.

The Service Provider shall complete a systems access request form, as provided by the
Authority, when the Service Provider Personnel move into a role that requires new or
amended access status to the Authority’s systems and applications. The Service Provider
shall give (7) Business Days’ notice prior to when the access is required or a change to
access status is required. Requests for access shall only be made after the training
activities in the above paragraph 9.3 have been completed.

The Service Provider will ensure that Service Provider Personnel shall not share the
passwords issued and shall be responsible for ensuring that all passwords are kept
confidential.

The Service Provider shall promptly notify the Authority of any requirements for systems and
applications access passwords to be reset where the password has been shared or where
the Service Provider Personnel has forgotten their password.

The Authority may elect to reset passwords periodically.

The Service Provider shall complete a systems access request form when Service Provider
Personnel leaves or moves into a role that no longer requires access to the Authority’s
systems and applications. The Service Provider shall give three (3) Business Days’ notice.
For unplanned leavers including dismissals the Service Provider shall notify the Authority
within 24 hours of any such change.

The Service Provider shall have a Virtual Private Network (“WVPN”) connection with the
Authority to access the Authority’s systems and applications via a remote access software
login (currently Citrix as at the date of this Contract) to the Authority’s network. This
arrangement is subject to change, depending on technological advances suitable to the
Authority.

The Service Provider shall be required to supply all personal computers, conventional
printers, communications equipment and internet access needed to support web browsing
and printing in the delivery of the Service at its cost.
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10.

9.12. Any additional software or hardware required to fulfil the obligations of the Contract
that are not already addressed in this Schedule, shall be the responsibility of the Service
Provider and is to be purchased at the Service Provider's own cost.

9.13. The Service Provider must notify the Authority immediately of any system breaches
or security threats, which compromise the Authority’s systems

Materials, stock maintenance and storage
10.1. The Authority shall be responsible for the content, production and delivery of the
following consumables to the Service Provider:
10.1.1. marketing and information leaflets;
10.1.2. Branded envelopes (for enclose of letters to Customers including those sent for debt
collection)

10.2. The Service Provider shall be responsible for the forecasting, procurement and
managing deliveries of the follow consumables:
10.2.1. Welcome Packs;
10.2.2. 25mm clear perforated wafer seals (for Welcome Packs);
10.2.3. 7cm X 5cm white address labels (for Welcome Packs); and
10.2.4. 100 gsm Evolution Business type A4 paper or equivalent for letters (for letters to

Customers including those sent for debt collection and Advance Notifications).

10.3. The Service Provider and the Authority shall agree on a process for the Service
Provider to maintain and order unassigned Cycle Hire Keys from the RCC Contractor or an
Authority sub-contractor.

10.4. The process to order Authority Assets, listed in paragraph 9.1, from the Authority
shall be agreed between the Service Provider and the Authority from the Contract
Commencement Date.

10.5. The Service Provider shall always maintain appropriate storage capacity to hold
stocks of the Authority’s materials.

10.6. The Service Provider shall provide a suitably clean and damp free environment for
the Authority Assets listed in this paragraph.

10.7. The Authority Assets remain the property of the Authority and shall be returned to an
address specified by the Authority, at the Authority’s expense, on expiry or termination of the
Contract.

10.8. The Service Provider shall report on stock levels, in a format to be agreed with the
Authority, to the Authority within five (5) days before each Period end.

10.9. The Service Provider shall have a storage capacity to store, at a minimum, the
forecasted four (4) months of Cycle Hire Keys and three (3) Periods worth of stock of other
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11.

12.

Authority materials required for the Service.

10.10. The Service Provider must apply First in First out (FiFo) principles in the management
and rotation of stock.

10.11. Where stock of the Authority materials is replaced by new versions, the Service
Provider shall arrange and undertake destruction of old stock in its possession at no cost to
the Authority.

10.12. The Service Provider shall provide the Authority, upon request, a
certificate/confirmation signed by a duly authorised representative of the Service Provider
confirming compliance with paragraph 10.9.

10.13. The Service Provider will be required to hold 10% of all stock at a secondary site. The
Service Provider can choose to hold the stock at a location that is not their disaster recovery
site

Welcome Packs and registrations
11.1. The Service Provider shall:
11.1.1. dispatch Welcome Packs by first class post or equivalent to the Customer upon
registration;
11.1.2. use the applicable Welcome Pack type depending on the Customer’s request;
11.1.3. when instructed by the Authority, include a Cycle Hire promotional flyer within a
Welcome Pack leaflets; and
11.1.4. pursuit to paragraph 10.2, produce a Welcome Pack and Cycle Hire promotional flyer
in accordance with the specification provided in Appendix 9 (Welcome Pack and
promotional flyer specification).

11.2. When instructed by the Authority (e.g. in the event of a tube strike), the Service
Provider shall waive new Customer registration fee.

Training

12.1. The Authority shall provide electronic copies of the process documentation and any
other training materials or documents that they currently hold in relation to Cycle Hire, to
enable the Service Provider to write and submit their own training materials for approval by
TfL prior to training being delivered.

12.2. The Authority will provide the process documentation and any other training
materials or documents that they currently hold to the Service Provider within three (3)
Business Days of the Contract Commencement Date. The Service Provider, at the time of
submitting their training material for approval by the Authority, will also include their
proposed schedule of delivery outlining how training will be delivered, with clear and defined
timescales.

12.3. The Service Provider may use the Authorities’ process documentation and any other

training materials or documents to create their own training material in accordance with
Schedule 5 (Training), to deliver training to Service Provider Personnel.
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13.

14.

12.4. The Service Provider will update training material in line with any process, policy and
system changes — and demonstrate the amendments to the Authority.

12.5. The Service Provider shall review training material every quarter to ensure all
information is up to date. The Service Provider will also undertake ad-hoc updates in line
with business changes.

Forecasting

13.1. The Authority shall share their initial demand forecasting of Cycle Hires per 4 weekly
period on an annual basis.

13.2. The Authority shall share their updated demand forecasting of Cycle Hires per 4
weekly period on a quarterly basis.

13.3. The Service Provider shall be responsible for forecasting the demand of calls,

correspondence and Key Fulfilment requests agreed under the Contract. The Service
Provider shall use their own forecasts to manage their resources to deliver the Services and
to meet Service Levels.

13.4. From the Contract Commencement Date, the Service Provider shall be responsible
for monitoring and incorporating any future activities, events and trends into their forecasts.

13.5. The Service Provider shall provide a forecast of Contacts demands (both original and
adjusted) at the following intervals, where requested by the Authority:
13.5.1. Yearly — each Period for the succeeding 13 Periods, itemised by Period;
13.5.2. Quarterly — in Periods 13, 3 & 6 for the succeeding 3 Periods and in Period 9 for the
succeeding 4 Periods; and
13.5.3. Weekly — each week, two weeks in advance, itemised by day and hour; in formats to
be agreed between the Authority and the Service Provider.

13.6. The Service Provider shall provide a clear commentary, which explains rationale for
their demand forecast, factors taken into consideration, changes in demand and/or contact
arrival patterns, identified trends or any reasonable risks.

13.7. The Service Provider shall provide forecast on expected telephony and
correspondence SLA performance on a quarterly basis, with a supporting commentary
explaining why.

Reporting
14.1. The Service Provider shall report and account separately for the operation of each
service as detailed in Appendix 4 (Reporting Requirements) of this Schedule.

14.2. The Service Provider shall develop and provide online reporting facilities to enable
the Authority to track customer demand levels, Service Levels and business trends through
regular Periodic reports and carry out ad-hoc queries requested by the Authority.

14.3. The Service Provider shall provide access to real time and historical call data through
the Service Provider’s reporting system.

14.4. The Service Provider shall run selected reports, as detailed in Appendix 4 (Reporting
Requirements) (i) daily (ii) weekly and (iii) Periodic. The Service Provider shall provide
commentary on their performance against the key performance indicators for each report
type detailed in the reporting requirement document in Appendix 4 (Reporting
Requirements).
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14.5. Where performance targets or Service Levels are not met, the Service Provider shall
provide specific commentary on why the Service Levels were not met and plans to recover
service level performance within reasonable time.

14.6. Where there are changes in contact demand, Service Provider will provide specific
commentary on reasons for change, based on insight gained from analysis of contacts.

14.7. The Service Provider shall issue a Periodic report with commentary to the Authority
on the Tuesday at 10:00 after Period end for review and discussion at the Service Review
Meeting.

14.8. The Authority shall provide access to the Service Provider to any pre-set reporting
required under this Contract, and the Service Provider shall agree with the Authority the
format of any non-pre-set reporting format and commentary.

14.9. The Authority’s reporting requirements may change in line with the Authority’s
business needs. The Authority shall notify The Service Provider in advance of any changes
and work with The Service Provider to agree implementation of the required changes.

14.10. The Service Provider shall report on all Customer complaints received in a Period by
10:00am of the first Tuesday of the following Period. The report shall include the following
detail:

14.10.1. The nature of the complaint,

14.10.2. The date and time of the complaint

14.10.3. A flag if complaint is safety related, of a sensitive nature or a category within
paragraph 16.2

14.10.4. how the complaint was resolved;

14.10.5. name of the Service Provider’s Personnel that handled the complaint;

14.10.6. name of any other personnel involved in resolving the complaint

14.10.7. confirmation that customer satisfied with handling of contact, tone of response
and outcome

14.10.8. any lessons learnt for The Service Provider or The Authority

14.10.9. date of resolution or any escalation to the Authority.

14.11. The Service Provider shall highlight all escalated cases on a weekly basis — whether

escalated internally to Service Provider management or escalated to the Authority.

14.12. The Service Provider shall immediately report to The Authority any sensitive or safety
related customer contacts e.g. allegation of threatening behaviour, bomb threat or report of
issue with safety implications.

14.13. The Service Provider shall report on all sensitive and safety related cases received
per period
14.14. The Service Provider shall report on all Customer commendations received in a

Period by 8:00 pm of the first Tuesday of the following Period. The report shall include the
following details:

14.14.1. nature of the commendation;

14.14.2. date the commendation was received;

14.14.3. name of Service Provider Personnel that handled the commendation; and
14.14.4. where given, name of the person the commendation relates to.
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14.15. The Service Provider shall report on Welcome Pack and Cycle Hire key fulfilment.
The report shall include the following details:

14.15.1. each type of Welcome Pack;

14.15.2. issue type (first issue, failed Cycle Hire Key replacement, lost or stolen and
other issue types);

14.15.3. the number of Key Fulfilment requests received per day;

14.15.4. the turnaround time for Cycle Hire Keys issued by date and by Welcome Pack
type;

14.15.5. the number of damaged Cycle Hire Keys;

14.15.6. the number of returned Cycle Hire Keys by the mail delivery supplier;

14.15.7. the average queued-to-despatch time for Cycle Hire Keys issued each day;
and

14.15.8. the number of Cycle Hire Keys dispatched each day outside the Service

Levels as detailed in Schedule 8 (Service Management).

14.16. The Service Provider shall report any suspicious applications for a replacement Cycle
Hire Keys to the Authority within one (1) day of the request being made.

14.17. The Authority may request additional ad-hoc reports from the Service Provider from
time to time.

14.17.1. Where an ad-hoc report request is made by the Authority before midday, the
Service Provider shall, by 20:00 of that same Business Day, acknowledge such request
and agree (acting in good faith) with the Authority a reasonable timeframe by when the
report will be provided to the Authority.

14.17.2. Where an ad-hoc report request is made by the Authority after midday on a
Business Day or is made on a day that is not a Business Day, the Service Provider
shall, by 17:00 of the following Business Day, acknowledge such request and agree
(acting in good faith) with the Authority a reasonable timeframe by when the report will
be provided to the Authority.

15. Knowledge Sharing and Communication
15.1. The Service Provider shall ensure that Service Provider Personnel are updated on
any information required to service Customer enquiries in line with processes and
procedures, provided by the Authority.

15.2. The Service Provider shall ensure that information and updates are shared in line
with the Authority’s tone.

15.3. The Service Provider shall provide a plan and report on how changes are to be
managed and communicated to the Service Provider Personnel on a quarterly basis for the
Authority to assure.

15.4. The Service Provider shall provide quarterly evidence to The Authority of how
information and changes have been shared.

16. Complaints
16.1. The Service Provider shall manage other types of complaints in addition to the LCHS
related complaints listed in Appendix 1 (Process Document Register).

16.2. The Service Provider can expect to receive complaints from Customers regarding but
not limited to:
16.2.1. the Authority’s services;
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17.

18.

16.2.2. the Service Provider’s Personnel;

16.2.3. the Authority’s Personnel; and

16.2.4. Privacy and Data protection

16.2.5. Freedom of Information or Environmental Information Regulations

16.3. Complaints in relation to paragraph 16.2.1 shall be transferred to the Authority’s
operated contact centre within 24 hours

16.4. Complaints in relation to paragraph 16.2.2 shall be logged and passed on to the
Service Provider’'s duty manager — and resolved within 24 hours

16.5. If the issue in relation to paragraph 16.2.2 cannot be satisfactorily resolved, then it
shall be passed to the Authority for investigation

16.6. Complaints in relation to paragraph 16.2.3 shall be logged and passed onto the
Authority’s Service Relationship Team within 12 hours.

16.7. Complaints in relation to paragraph 16.2.4 shall be logged and passed to the
Authority’s Privacy and Data Protection Team within 24 hours.

16.8. Complaints in relation to paragraph 16.2.5 shall be logged and passed to the
Authority’s Privacy and Data Protection Team within 24 hours.

16.9. All general LCHS related complaints shall be resolved in accordance with the
processes listed in Appendix 1 (Process Document Register).

Deactivating Customer Account and disabling/suspending Associated Tokens

17.1. The Service Provider Agents shall deactivate a Customer Account, in accordance
with process document (Deactivating Customer Online Account) of Appendix 1 (Process
Document Register), and any associated Keys when there are no outstanding charges to be
paid by the Customer and at least one of the following occurs:
17.1.1. the registered Customer gives the Service Provider notice to close the Customer

Account;

17.1.2. authorised Authority Personnel instructs the Service Provider to close the Customer
Account.

17.2. The Service Provider shall close/suspend a subscription associated with a Customer

Online Account, in accordance with process document (Close/suspend Customer

subscription) of Appendix 1 (Process Document Register), when at least one of the following

occurs:

17.2.1. the Customer gives the Service Provider notice to close the subscription if there is no
outstanding debt;

17.2.2. authorised Authority Personnel instructs the Service Provider to close/suspend the
subscription; and

Fraud and Suspicious Activities

18.1. The Authority undertakes regular checks on fraudulent and suspicious activities. The
Service Provider shall assist the Authority on any investigation into fraud or suspicious
activities.

18.2. The Service Provider shall maintain a log of any concerns raised and/or any
investigations held and shall make this log available to the Authority upon request.
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19.

20.

18.3. The Authority shall provide, and the Service Provider shall comply with, guidelines for
investigating irregular or suspicious activity where the cases are in relation to the Service
Provider Personnel.

18.4. The Authority shall provide any evidence of irregular activity identified in the
Authority’s systems and applications to the Service Provider for full investigation. The
outcome of the Service Provider’s investigation shall be sent to the Authority within 10
Business Days of the Authority providing the evidence. The Service Provider shall review
such evidence on a case by case basis and will promptly agree a course of action with the
Authority’s Internal Audit Department and the Service Provider to correct the irregular
activity and prevent the reoccurrence of the irregular activity.

Quality Assurance
19.1. The Service Provider shall ensure that all communication with customers is aligned to
TfL’s Care and Quality Measurement criteria.

19.2. The Service Provider shall ensure that all communication with customers and
information held on the Authority’s systems does not cause any negative impacts to TfL’s
reputation or standing

19.3. The Service Provider shall provide evidence of regular quality assurance undertaken
to meet TfL quality standards

19.4. The Authority shall undertake Periodic quality and compliance to LCHS process
audits on the Agents. In addition to this, the Authority shall work with the Service Provider to
carry out Customer Satisfaction surveys on the service provided.

19.5. The audit assessments shall be based on the criteria detailed in Appendix 5 (Quality
Measurement Criteria). The Agents shall be measured against the criteria set by the
Authority and the criteria set by independent contact centre benchmarking schemes.

19.6. The Authority and the Service Provider will review the results of the audits, discuss
and plan for actions for resolving any ongoing issues at the Service Review Meeting every
Period to be implemented at the Service Provider’s cost.

Refund Assurance

20.1. The Authority shall undertake Periodic analysis of refund processing undertaken by
Service Supplier staff responsible for processing refunds on behalf of the Authority. The
Authority shall provide the results of this analysis to the Service Provider in week 2 of each
period. This will be provided in the form of an excel dashboard, however the format can be
changed at the Authorities discretion subject to business requirements and capabilities.

20.2. The Service Provider will acknowledge receipt of the excel dashboard within 24hrs of
receiving.
20.3. The Service Provider will provide the Authority with an update within 7 days. The

update will include: A detailed plan of how specific feedback will be provided to individuals to
reduce future errors when processing refunds. Where issues raised are more generic, the
service provider will need to demonstrate how wider engagement will be undertaken,
including updates to process, training materials and the tools used to ensure that staff
receive wider engagement.
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21.

22.

23.

20.4. The Service Supplier will be required to attend/contribute to the agreed call/meeting
that will take place in week 1 of the period. The service Provider will be required to provide
evidence that all steps covered as part of the plan put in place after 7 days have been
implemented, or provide evidence that an associated long-term plan is in place with defined
timescales agreed with the Authority

20.5. The Refund assessments shall be based on the criteria detailed in the CCO Refunds
Standards and CCO Refunds Scorecard. as detailed in Appendix 9 and 10 of this Schedule.
The Service Providers staff shall be measured against the criteria set by The Authority

20.6. During the Refund Assurance meeting, held in week 1 of the period, The Authority
and the Service Provider will review the results of the Refunds Analysis, discuss and plan
actions for resolving any ongoing issues to be implemented at the Service Provider’s cost.

20.7. Currently Refunds Assurance is undertaken by the Authority, however the Service
Provider may be required to undertake their own Refund Assurance in line with CCO’s
Refund Standards and scorecard, if a suitable mechanism is found in the future. This will be
undertaken at a frequency and volume mutually agreed with both the Authority and The
Service Provider.

Secure Disposal

21.1. Disposal of materials, including all personal Data (as applicable), must be carried out
at the Service Provider’'s premises using crosscut shredding equipment, or other secure
disposal method approved by the Authority.

21.2. The sub-contractor, if any, used for this process, must be approved by the Authority
fraud and security department.

Data Retention
22.1. The Service Provider shall retain and dispose of all Data, including Personal Data, in
accordance with Clause 24 (Records, Audit and Inspection).

22.2. Data retention rules may be changed by the Authority from time to time.

Security

23.1. The Service Provider shall ensure that any premises to be used to deliver the
Services, will adopt such physical security measures, as Assured by the Authority, to reduce
the risks of any criminal, or other, activity to the detriment of the Authority, to an agreed
level, as low as reasonably practicable.

23.2. The Service Provider shall have and maintain written practices and procedures, to be
approved by the Authority. These will include but not be limited to:

23.2.1. levels of logical security to be applied and maintained in order to protect the software
process, such that ‘end to end’ security of the process is achieved. Access and
password levels shall be devised for Service Provider Personnel, with any attempt at
unauthorised access being referred automatically to management, with a distinct
transaction audit trail being maintained;

23.2.2. physical security, including intruder detection;

23.2.3. fire prevention/detection; and

23.2.4. actions to be taken to suspend and/or investigate any Service Provider Personnel or
site suspected of aiding fraudulent and/or criminal activity or aiding a breach of security.
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24,

23.3. The Service Provider shall demonstrate that these policies, systems and processes
have been designed to comply with BS7799 (Part 1)/ ISO/IEC 27001, PCI DSS Level 1 and
any other industry best practice that may be issued from time to time.

23.4. The Service Provider shall ensure Service Provider Personnel have undertaken
Disclosure and Barring Service in England (“DBS”) or Basic Disclosure Scotland in Scotland
(“BDS”) checks before providing any of the Services under the Contract, and as directed by
the Authority.

23.5. Pursuant to Clause 24 (Records, audits and inspection) the Authority reserves the
right to conduct audit checks on DBS or BDS certificates annually or at such other time as
may be reasonably required by the Authority. The Service Provider shall maintain and
provide a report containing a list of all Service Provider Personnel requiring access to the
Authority’s systems and applications on a Periodic basis.

23.6. The Service Provider will take all possible steps to limit the potential for loss or
misuse of any Authority Assets. The Service Provider shall be responsible for any losses
caused by fraud, misuse, negligence or wilful default by Service Provider Personnel.

Payment processing and accounting
24.1. The Service Provider shall be Payment Card Industry Data Security Standard (“PCI-
DSS”) Level 1 compliant and will ensure that they act in a PCI-DSS Level 1 compliant
manner. Pursuant to Clause 30.12, the Service Provider shall:
24.1.1. Inform the Authority within 24 hours, if the Service Provider should suffer a payment
card Data breach.
24.1.2. Provide a plan within 30 days for remediation, should the Service Provider fall out of
PCI-DDS Level 1 compliance. Failure to maintain Level 1 compliance may result in
termination at the Authority’s discretion.

24.2. The Service Provider shall be liable for any costs arising and penalties issued by the
card schemes (Visa, MasterCard, American Express) in relation to non- compliance with the
PCI-DSS standard.

24 3. Payment cards are to be processed using the Authority’s merchant acquirer as
appointed from time to time. All transactions shall be authorised online and shall utilise
Address Verification System (“AVS”) and Card Verification Value (“CV2”) security code
verifications. Transaction charges shall be borne by the Authority.

24.4. The Service Provider shall accept only Amex, Electron, Maestro, MasterCard and
Visa payment cards.

24.5. All payment card transactions are to be authorised and cleared prior to issuing any
Associated Tokens. Any failure to carry out this requirement will be at the cost of the Service
Provider.
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Updated name

Version no.

Dated

Cycle Hire / Batch 9

1 [CH1- Activate Qustomer Key 1.5 20/ 05/ 2021
2 [OH2- SV - Authorise Charge 1.9 21/06/2021
3 |QH3- Qreate Qustomer Online Account 1.7 20/ 05/ 2021
4 |CH4- Qeate Record in CRM 1.6 20/ 05/ 2021
5 |CH5- Oyde Cannot be Docked 1.8 19/05/2021
6 |OH6- Deactivate Qustomer Account (Qustomer wantsto leave scheme) 1.6 02/ 06/ 2021
7 |CH7 - Escalate to TiL (finandial) 1.5 19/ 05/ 2021
8 |OH8- Extend Qustomer Journey / Docking Sation Locator 1.7 10/ 06/ 2021
9 |CH9- Fulfil Key Request 1.5 27/ 05/ 2021
10 |CH10 Handle Insurance Aaim Query 1.8 28/ 05/ 2021
11 |CH11- Identification and Verification 1.7 28/ 05/ 2021
12 |CH12- Investigate Charging Issue 1.01 21/06/ 2021
13 |CH13- SM - Late Return Charge 1.01 28/ 05/ 2021
14 |CH14- Log Cyde Lost, Solen or Faulty 1.02 21/06/2021
15 [CH15- SV - Produce Promotional Codes (Internal Request) 1.6 20/ 05/ 2021
16 |CH16- Provide Billing VAT Satement 1.4 28/ 05/ 2021
17 |CH17 - LogKey Lost, Solen or Faulty 1.8 28/ 05/2021
18 |CH18- Manage Qustomer Payment Card 1.6 28/ 05/2021
19 |GH19- Complaints & Escalation process (waiting from Qust Exec Team) 1.5 21/ 06/ 2021
20 |CH20- SV - Management and Maintenance of Cyde Hire Keys 1.6 28/ 05/ 2021
21 |CH21 - Provide Scheme Information 1.7 28/ 05/ 2021
22 |GH22 - Purchase New Access Period 1.5 28/ 05/ 2021
23 |CH23 - Reactivating Qustomer Account 1.5 20/ 05/ 2021
24 |CH24 - Reset Qustomer Account Password 1.5 28/ 05/2021
25 [GH25- Third Party Incident Communication (supplier) 1.5 28/ 05/ 2021
26 |COH26- Triaging Indidents 1.06 02/ 06/ 2021
27 |QH27 - Update Qustomer's Online Account Information 1.6 20/ 05/ 20921
28 |OH28 - Update Qustomer's account in CRM 1.6 02/ 06/ 2021
29 |CH29- SM - Handling Undelivered Mail 1.5 02/ 06/ 2021
30 |CH30-SM - Handling Undelivered Welcome Packs 1.5 20/05/2021
31 |CH32 - Third Party Inddent Communication (Authority) 1.4 02/ 06/ 2021
32 |CH33- 9\ - Collect Debt 1.8 02/ 06/ 2021
33 |CH35- Take Payment 14 02/ 06/ 2021
34 |CH36 - Process Refund 1.9 21/06/2021
35 [CH37 - Produce Promotional Codes (external request) 1.7 21/06/ 2021
36 |CH38- Return Keys 14 03/06/2021
37 |GH39 - Qose Business Account 1.7 03/06/ 2021
38 |GH#40- Oeate Business Account 1.9 20/ 05/ 2021
39 [GH41 - Manage Business Acoount 1.6 03/06/ 2021
40 |CH48—8M - Cenerate Invoice 1.6 03/06/ 2021
41 [GH449—9M - Generate Usage Report 1.5 20/05/2021
42 |0H50—Manage Failed Payments (Qustomer) 1.6 27/ 05/ 2021
43 |CH51 —SM - Manage Failed Payments (System) 1.3 03/06/ 2021
44 |CGH52—Triaging Supplier Complaints 1.4 21/06/ 2021
45 |CH53 —Goodwill Payments (GNVG) 14 20/ 05/ 2021
46 |CH54—Handed Keys 1.3 03/06/2021
47 |CH55- LPO- Oyde Hire Key 1.3 27/ 05/ 2021
48 |GH56 - Handling Police Satement Requests 1.2 03/06/2021
49 |CH57 - Missing Oydes 1.2 10/ 06/ 2021
50 |CH58- Abandoned Oydes 1.2 27/ 05/ 2021
51 |CH59- Amending card datain DBOS 1.2 27/05/2021
52 [GH60 - Local Authority Qupension Request 1.1 28/ 05/ 2021
53 |GH61 - Business Acocount Migration 14 10/ 06/ 2021
54 |Q03-DPA-CDPRCyde Hire Telephony 2.6 10/ 06/ 2021
55 |G04-DPA-GDPRCyde Hire Correspondence 1.6 10/ 06/ 2021
56 |Cyde Hire, Incident Set Questions 6 11/ 06/ 2021
57 |Cyde Hire Refund Rules Explained Jun-21
58 |@Q05-Management of On Hold status 1.2 07/06/ 2021
59 |@06- Third Party Processes for Agents Account Access 2.1 10/ 06/ 2021
60 |D7-Internal Call Process (third party supplier) 14 10/ 06/ 2021
61 |08- Reassigning cases 1.3 21/ 06/ 2021
62 |9-Resolving spam and automated e-mails 1.3 07/ 06/ 2021
63 |G10-FOI and SARRghts Requests Correspondence 22 07/06/2021
64 |G12-Bomb threat procedure 1.7 28/ 06/ 2021
65 [G13-Incident Support 1.3 10/ 06/ 2021




APPENDIX 2 - Contact Centre Systems and Application Specification
1. Microsoft Dynamics Customer Relationship Management (MSD CRM)

. TfL Online (for TfL Docking Station Availability Map)

Distributed Back Office System (DBOS)

2
3
4. TFL Compass (SharePoint Knowledge Base)

5. Cycle Hire Hub (SharePoint Knowledge Base)

1. Microsoft Dynamics Customer Relationship Management (MSD CRM)
Overview

MSD CRM is used to manage and record all Customer interactions. Each Contact can be
recorded as either a Service Ticket, ora Customer Record can be set up if this does
not already exist and the contact recorded via a Service Ticket for the Customer Record.
The Service Tickets numbers generated via MSD CRM are also used in various other
systems as a reference against any information stored. Service Tickets can be created via
various means of Contact; telephone, email, web form, fax and letter. These are all
viewable within MSD CRM and attached to the relevant Service Tickets.

Customer Record contain the Customers full name; address; telephone number; and
email address. They also contain any documentation or emails sent in via the Customer. If
any Service Tickets are found to contain any financial information, they can be marked as
sensitive which prevents any personnel without the appropriate permission from viewing
that Service Ticket.

MSD CRM is a cloud-based solution, hosted by the Authority.
MSD CRM is accessed via a URL.

Application access steps:
1.  Open the MS Dynamics Application on Storefront.

User credential management

This will be managed by the Authority.

Licenses

TfL Online
Overview
TfL Online is a web-based application accessible to the public, which is used by
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Agents to locate and map bike docking station information to Customers.

Application steps
1. Access the link https://tfl.gov.uk/maps/cycle-hire
. Enter the Customers current location details (postcode, address, station, stop or pier)
. Alist of docking stations in the area will be shown, with the closest at the top.

2

3

4. The number of bikes and spaces available is shown in the list view.

5. Click on a different docking station (if needed) to find its location to directthe
Customer.

User credential management

No user credentials or management required as it is a public facing website,

Licenses

No licensing cost or max concurrency as public facing website.

Distributed Back Office System (DBOS)
Overview

DBOS is the back-office system for the Cycle Hire scheme. It manages a Customer’s
accounts, payment, billing, bike hires, physical assets such as bikes, keys and terminals
including Docking Points. The DBOS system can be administered through the DBOS
Management Console. This is a web-based user interface which can be used to view status
of customers, journey and payment history. It can also be used to associate keys to
customer accounts which can then be sent out to customers. Payments can also be made
through the DBOS Management Console.

Application Steps;
1. Open the DBOS application on Storefront

User credential management

This will be managed by the RCC Contractor and the Authority.

Licenses

No licensing cost or max concurrency to need to comment on.

4, TFL Compass (SharePoint Knowledge Base)

Overview

SharePoint is a web-based application that is used to share information and knowledge.
The section of SharePoint that is used primarily by Agents is
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TfL Compass. TfL Compass is regularly updated with process changes, upcoming events and pertinent ticketing bulletins. This is
maintained by Authority’s Knowledge and Change team and will include all previously used Cycle Hire documentation and information.

Application Steps;
1. Open the TfL Compass application in Storefront

User Credential Management
This will be managed by the Authority
Licenses

None

Cycle Hire Hub (SharePoint Knowledge Base)
Overview

SharePoint is a web-based application that is used to share information and knowledge. The section of SharePoint that is used primarily
by Cycle Hire Agents is Cycle Hire Hub. Cycle Hire Hub is regularly updated with process changes, upcoming events and pertinent Cycle
Hire bulletins. This is maintained by Authority’s Service Relationship team and will include all previously used Cycle Hire documentation
and information.

Application Steps;
1. Open the Cycle Hire Hub app in Storefront

User Credential Management
This will be managed by the Authority
Licenses

None
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Appendix 4 Reporting Requirements
1. Running total of “weekly” reporting shall commence from Sunday to Saturday
2. Running total of Periodic reporting shall commence from the 15t day of the reporting Period

3. All reporting shall be shown against any applicable targets set in Appendix 1 (Service Levels) of Schedule 8 (Service
Management)

Daily at 10:00 Service Provider to provide Authority with profiles (for the CCO Reporting Team and CCO Service Relationship Team, approximately
12 licences in total) on their telephony platform to enable Authority to access telephony data, create reports, and export data from the
system independently of the supplier.

All calls to be logged on Microsoft Dynamics CRM.

All reporting for the previous day using the Reporting Templates provided below

General

Commentary to explain details of why SLAs not met (if applicable) OR how we intend to maintain current achieved SLA
performance.

Granular detail around call/correspondence drivers and trends

System issues including INC ref if applicable.

Include details of how these call drivers have changed compared to the previous week/period/same time last year (where
relevant)
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Weekly on
Monday at
10:00

All reporting for the previous week (Sunday to Saturday) using the Reporting Templates provided below

General

e Commentary to explain details of why SLA's not met (if applicable) OR how we intend to maintain current achieved SLA
performance.

e Granular detail around call/correspondence drivers and trends

o System issues including INC ref if applicable.

¢ Include details of how these call drivers have changed compared to the previous week/period/same time last year (where
relevant)

¢ Insight into new or emerging issues
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Periodic on
2" Business
Day (usually a
Tuesday) after
Period end at
10:00

Same as weekly requirements using the Reporting Templates provided below and the following in addition:

General

e Service Performance Report as described in Schedule 8 Appendix 2 with supporting narrative / summary to explain performance
including where relevant the value of Service Credits that may apply where the Service Level is not met

e Deliverables against priorities for the period — what were the key objectives / important bits of work that were undertaken and how
did you perform against them?

e Demand Drivers and Insight — what have our customers been telling us, what are the reasons for current demand, anything new
that has arisen this period, what have been the impacts of new initiatives. To summarise, what has been the story of our
customers.

¢ Demand trends and patterns that have arisen.

e Forecast for the coming period and reasons for that forecast.

e Priorities and focuses for the next period.

¢ Number of Information Access Requests received from the Authority categorised by the number of days it took to respond.

e Number of Information Access Requests received by the public categorised by the number of days it took to notify the Authority.

¢ Commentary to explain any key trends, anomalies, Service Level breaches, or points of interest.

o List of Service Provider Personnel with access to Authority systems.
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Refund
Assurance
(24hrs, 7 days
and week one
of the period
after
assurance has
been provided

Refund Assurance

Service providers will be required to undertake activities associated with refunds assurance. The Authority will undertake the refunds
assurance element; however, suppliers will be required to acknowledge, action and ensure that an improvement cycle is in place to
reduce the number of refunds processed inaccurately.

a) Acknowledge Receipt of Refund Assurance feedback provided by the Authority within 24hrs.
b) Provide an update after 7 days. The update should include: A detailed plan of how specific feedback will be provided to
individuals to reduce future errors when processing refunds. Where the issues that were raised are more generic, the service

by the provider will need to demonstrate how wider engagement will be undertaken; including updates to process, training materials and
authority) the tools used to ensure that staff receive wider engagement.

c) Attend/contribute to the agreed call/meeting that will take place in week 1 of the period. The service Provider will be required to
provide evidence that all steps covered as part of the plan associated with (b) have been implemented or provide evidence that
an associated long-term plan is in place with defined timescales agreed with the Authority. What have you learnt from the
assurance undertaken, what is being done differently and expected results of these changes.

Reporting e Service Provider must give access to Authority for Telephony System, to enable Authority to report on telephony performance
tools directly.

e Service provider must provide Excel (or other data visualisation structure) templates and guides used by Service Provider to
check assurance and performance for telephony, correspondence and Key Fulfilment.

We require the reporting telephony solution to have the ability to run historical, integrated and real-time reports on at least the following
and we reserve the right to request more measures to be added if required in the future:

Call measures: Offered, Answered, Abandons, Short Abandons, Talk Time, Wrap Time, Handling Time, Hold Time,
Service Levels, Queue Wait times, Answer Speeds, Transfers, Average Time to Abandon, Average Time to Answer, Longest Wait
Time.
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All of these call measures are required to be available to run at specific levels e.g Queue, Skill, Agent and to be viewable on 15-30
minute increments (Dependant on ACD), hourly, daily, monthly and definable date ranges.

e We require the telephony data to be retained for a minimum of:

Intra-hour data for up to 62 days,
daily summary data for between 1 & 2 years.
Weekly / Monthly summary data for between 1 & 2 yeatrs.

Forecasts
Forecasts of offered calls (per hour and for each day) to be sent by 10am each Friday, for the next financial week. Full period forecast
on Friday before period start.
Reporting Reporting data TfL Telephony

Templates - Cycle Hi  examples.xlsx ~ Report Template.xIs;
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APPENDIX 5 = QUALITY MANAGEMENT

CCO have a set of customer quality standards, which are closely aligned TfL’s commitment to caring about our customers. “TfL Cares about its
customers” is the best reflection of how we meet our customers’ expectations during every interaction with us. It's our TfL wide scorecard measure
and it's based on customers’ perception of whether we make Every Journey Matter.

“TfL Cares about its customers” is broken down into several categories (also known as drivers). The greatest driver of Care is ‘supporting
customers when things go wrong’ and this is an area where TfL’s contact centre teams have a significant influence.

Customers get in touch with TfL because they are seeking a clear resolution to their query or complaint. The contact centres have a critical role to
play in changing negative opinions and helping to restore customer faith in TfL. By doing so, we can help improve the care perceptions and create
a positive perception of TfL.

It is essential that TfL contact centres provide effective responses and information, which resolve customer issues at the first attempt. It is also
key that customers can clearly understand the information provided and that TfL responses have a personalised and conversational tone.

To support this, TfL contact centres have no of Care principles, which apply to the handling of all contacts across all channels. Each principle is
defined as per below:

Letter |CCO Principle|Definition Correspondence Calls
T [Trusted It's a believable reply and customers |o  Provides information based on fact |¢ Uses confident language
trust that we'll do what we say. We e Uses confident language e Addresses the issue and takes
kept you informed as promised e Supplies supporting evidence for the ownership
information provided e Shows a 'Can do' attitude
e Takes responsibility and shows a ‘can
do' attitude
F |For You No two replies are the same, our reply ¢  Uses appropriate salutation e Offers a time-based greeting
is completely focused on you and the |e  Salutation mirrors that of the e offers help
issues you raise. We will treat you as correspondent e Gives name
an individual and address your specific s Subject line refers to the topic clearly e  Has variation in tone
needs e Spells customer name and quote e Acknowledges customer
customer’s details correctly e Appears interested in customer's
e Sums up subject of the response call and is fully
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e Tailors standard paragraphs to e focused on the customer
provide personal response (if e Projects a friendly, approachable
applicable) and positive tone

e Is easy to understand
e Listens to the customer
e Uses the customer's name
e Refers to extra information
offered by the customer
|Logical Our reply makes sense because we |o  Uses friendly, semi-formal and e provides information /instructions
speak plain English. It has a logical conversational style. which are easy to understand
flow and reads well. We will e Writes well-constructed sentences
communicate with you in a style that is e Uses correct grammar, punctuation
engaging and easy to understand and ensures words are correctly spelt
Concise We keep our replies to the point, we ¢ The response is of the appropriate  |¢  Adviser asks for permission to
keep our sentences and paragraphs length to the enquiry put the customer on hold
short and we're clear throughout; We |e  The information is not grouped e Updates the customer when it's
will reply to you efficiently and keep together a longer hold
you updated e The spacing in the text is consistent ¢ Thanks the customer for holding
e Offers a number if transfer was
unsuccessful
e Fills silences
Accurate Our replies are honest, and the e Provides appropriate advice or e Asks relevant questions to
information is correct. We send information and answers all the points establish needs
information to the right contacts. We in the Customer's email e Does not make assumptions
keep to our word when we need more ¢  Provides accurate and relevant e Gives accurate information
time. information e Gives relevant Information
e Follows up with the correct
action
[Resolved We don’t just reply, we’re value for e Customer given the best outcome for ¢  Addresses all issues/ questions
money and we resolve the issue on the|  their issues at the earliest opportunity raised
first occasion. We record cases e Identifies repeated or underlying e Summarises call
accurately, so the underlying issues issues e Offers timescales for resolution
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can be acted upon.

Attaches relevant documentation and
ensures hyperlinks are working
(where applicable)

Provides additional information (if
necessary)

Ends on a positive note:

Offers future help/next steps
Provides telephone number/ contact
details

Gives the best solution for the
issue(s) raised

e Gives final offer of help
Provides reference number
(where required)

e Offers a parting pleasantry

response, which has surprised or

wowed our customer

response, which has surprised or wowed
our customer

[Empathetic We show understanding to every e Uses empathy where appropriate e Displays empathy (when
situation; we demonstrate sincerity; we [¢  Understands Customer's thoughts required)
show that this matters to us; we and feelings e Displays genuine empathy
understand unexpressed and e Makes apology where appropriate  |o  Apologises (where applicable)
underlying needs e Does not overuse expression of
apology
Surprised \We’ve done the extra and provided a |We've done the extra and provided a \We’ve done the extra and provided a|

response, which has surprised or
wowed our customer
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APPENDIX 6 - STANDARDS AND POLICIES

1. The following standards and policies shall apply to the provision of the Service:
1.1. Network VPN standards
1.2. Cyber Security
1.2.1. Secure builds and configurations policy

1.2.2. Network security policy

1.2.3. System access control policy
1.2.4. Cyber security incident management policy
1.2.5. Malware prevention policy

1.2.6. Security logging, monitoring and audit policy
1.2.7. Removable media policy
1.2.8. Home and mobile working policy
1.2.9. Third Party cyber security policy
1.3. Information Security Policy
1.4. Bullying and Harassment Policy and Procedure
1.5. TfL Code of Connection Policy

1.6. Browser and Device Support
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Appendix 7 - Telephony/Correspondence Requirements

Call recording

Req Ref

Name

Description

Rationale

1

Unique reference number

The solution shall assign each call
recording a unique reference number

Call recording

The solution shall record all inbound,
outbound and transferred calls

Storage

The solution shall store individual call
recordings in accordance with TfL data
retention rules.

Access

Authority and Service Provider authorised
user(s) are both able to retrieve a voice
recording in near real-time with independent
access.

Call recordings should be held in line with
TflL's data retention policy of 6 months. All
recordings within this period should be
retrievable by the authority with
independent access.
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The solution shall be able to:

e Permit access to only permitted

users.

¢ Be accessible on secure webpage
or via a downloaded application.

Search functionality

The Service Provider shall categorise all
recordings, based on the details captured in
the call, which include but not limited to (as

applicable):

a) Telephone number; and

b) Date and time of call.

Real-time playback

All recorded calls are available with near

real-time playback.

Single recording

Call recordings are recorded as a single
recording even where the call is transferred

or put on hold.

Data Retention

All solutions which store call recordings
shall be aligned in accordance with TfL
data retention rules of a period of 6 months.
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Telephony Data

Req Ref

Name

Description

Rationale

1

Storage

The solution shall store call data
relating to the contract for reporting
purposes.

Access

Authority and Service Provider
authorised user(s) are both able to
retrieve call data in near real-time with
independent access.
We require the telephony data to be
retained for a minimum of:
Intra-hour data for a minimum of 62
days.
Daily summary data for a minimum of
1 year and up to 2 years.
Weekly/Monthly summary data for
minimum of 1 year and up to 2 years.
All data within the periods above
should be retrievable by the authority
with independent access.
The solution shall be able to: Permit
access to only permitted users.

e Be accessible on a secure

webpage or via a downloaded
application.

Data Retention

The solution shall store call data in
accordance with TfL data retention
rules.

Data Requirements

The solution shall store the required
data listed below
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Calls offered (per hour and for each
day).

Calls answered (per hour and for each
day).

Call abandonment rate percentage
(per hour and for each day).

Maximum queue time for each day.

Average time to answer calls (total
each day, for the week and running
total for the Period),

Average Talk Time calls (total each
day, for the week and running total for
the Period).

Average Wrap Time calls (total each
day, for the week and running total for
the Period).

Average Hold Time calls (total each
day, for the week and running total for
the

Period).
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Correspondence

Req Ref Name Description Rationale

Supplier to be able to view and
edit Microsoft Word documents  This will be required as in Microsoft

or have a comparable Dynamics the Agents will need to use
Software alternative software available to the CCO Template Library for

them. Supplier to be able to view responses.

PDF files.

Supplier to be able to view and
edit Microsoft Excel documents or

9.  Software have alternative comparable This will be required for reporting
software available to them. purposes and invoice reconciliation.
Supplier to be able to view PDF
files.
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APPENDIX 8 - SYSTEM INTERFACE SPECIFICATION

1. Diagram 1 below provides a visual representation of the interfaces in scope of the Service.
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1. Software Requirements

1.1

1.2.

Up to date, supported version of the Citrix Receiver software, as listed on the Citrix
Receiver Lifecycle Milestones website: http://www.citrix.com/support/product-
lifecycle/milestones/receiver.html

Up to date, supported version of a web browser, as listed in the “Browser Standard”
document as provided by the Authority within three (3) days of the Contract
Commencement Date. The Service Provider shall indicate the name and version they
plan on using.

2. Interfaces

2.1.

2.2.

The Service Provider must agree to the terms covered in the Authority Code of
Connection Policy document, and indicate how you will comply with each requirement
specified, as listed in Appendix 6 (Standards and policies).

The VPN must be created adhering to the security requirements in the Authority Network
VPN Standards, as listed in Appendix 6 (Standards and Policies).
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APPENDIX 9 - WELCOME PACK AND PROMOTIONAL FLYER SPECIFICATION

1. As of the date of this Contact there are three (3) different types of Welcome Pack
Maltese cross leaflets; (1) replacement Associated Token (i) Annual subscription,
and (iii) 24hour Auto Renew subscription.

2.  The Welcome Pack listed above shall be:

2.1. bound with a wafer seal;

2.2. attached with an address label;

2.3. printed with the Service Provider’s return address; and

2.4. contain the Service Provider’s postage details.

3.  The Authority shall provide electronic copies of the Welcome Pack and Cycle Hire
promotional flyer designs within three (3) Business Days of Contract
Commencement Date.

4.  The Service Provider shall adhere to the brand guidelines for Santander
Cycles, which are available on TfL’s website:
http://content.tfl.gov.uk/santander-cycles-basic-elements-standard-issue01.pdf

5. Welcome Pack: Maltese cross leaflets printing specification

Size Finished size: 150mm x 150mm (+4.5mm capacity) Flat
size: 459mm x 459mm

Pages 10pp

Material 350gsm silk + Matt Lamination throughout

Printing CMYK

Finishing & Packing Die cut to produce a 10pp Maltese Cross Leaflet. Produce

Spec an additional die cut backing board key holder 150mm x
150mm on 350gsm silk Matt Laminated and mounted to
1000 micron board. Die cut to shape to form 4 x key
holders. Glue backing board to Maltese Cross Leaflet. Fold.
Box and store for call off.

6.  Cycle Hire promotional flyer printing specification

Size 140mm x 140mm

Pages 2pp

Material 170gsm silk

Printing 4 colour digitally printed. *Personalisation required* Simplex

colour printing with unique promo code and offer end date
on each leaflet

Finishing & Packing Trim, box and store
Spec
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SCHEDULE 5 - TRAINING

1. Introduction
1.1. Scope and Purpose

1.1.1. This Schedule 5 (Training) sets out the requirements for the Service Provider
to plan and conduct training of:

1.1.1.1. Service Provider Personnel for the delivery of the Services;

1.1.2. Appendix 1 to this Schedule 5 (Training) contains a list of the training
materials which will be provided by the Authority to the Service Provider for the
purposes of the Service Provider's performance of the Services.

1.2. Documents to be Submitted by the Service Provider

1.2.1. The Service Provider shall prepare, submit and maintain as appropriate the
following documents in accordance with the provisions of this Schedule:

1.2.1.1. a Training Plan;
1.2.1.2. a Training Programme;
1.2.1.3. a Training Log; and
1.2.1.4. training materials.

2. Training of Personnel

2.1. General

2.1.1. The Service Provider shall be responsible for:
2.1.1.1. ensuring Service Provider Personnel are properly trained to:
2.1.1.1.1. perform their required duties; and

2.1.1.1.2. become and remain familiar with the conditions and processes within
the Contract that are relevant to their role.

2.1.1.2. ensuring Service Provider Personnel and where applicable Authority
personnel are adequately trained to deliver the Services; and

2.1.1.3. notifying the Authority in sufficient time of any training requirements which are
Transition Dependencies (being training to be delivered by the Authority or any
other party for whom the Authority is responsible under the Contract) to enable
such training to be provided without any adverse impact on the delivery of the
Service Provider’s obligations under the Contract.

3.  Management of Training
3.1. Training Plan
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3.1.1. The Service Provider shall prepare and submit for Assurance and
subsequently maintain a "Training Plan" which shall set out the scope, methods,
means, and timing of all training for Service Provider Personnel and where
applicable, Authority Personnel.

161



3.1.2. The Training Plan shall include a list of equipment and applications on which
training is to be given.

3.1.3. The scope of training as set out in the Training Plan shall include as a
minimum:

3.1.3.1. the objectives of the training to be undertaken;
3.1.3.2. the operation of the equipment, and applications;

3.1.3.3. the procedure for manual handling by Service Provider Personnel and, if
applicable, Authority Personnel , during delivery of Services;

3.1.3.4. Site safety;

3.1.3.5. the members of Service Provider Personnel or Authority Personnel (as the
context requires) to be trained; and

3.1.3.6. the training documentation to be made available to Service Provider
Personnel or Authority Personnel (as the context requires)

3.1.4. The Training Plan shall specify the tests for the equipment and applications
that need to be undertaken by Service Provider Personnel and where applicable
Authority Personnel on completion of the training. Where equipment requires the
Service Provider Personnel or Authority Personnel to hold a licence, then details of
the relevant licensing regime(s) shall be included in the Training Plan.

3.1.5. The Service Provider shall, for each of the tests specified in the Training Plan
pursuant to paragraph 3.1.4, propose an objective pass or fail criteria for and
Service Provider Personnel and where applicable, Authority Personnel and shall
maintain details of this within the Training Plan. The Service Provider's proposal
shall be subject to TfL's comments which the Service Provider shall incorporate into
the relevant objective criteria.

3.1.5.1. The Service Provider shall identify the methods that it will use to train Service
Provider Personnel, and where applicable Authority Personnel from both a
theoretical and practical perspective.

3.1.5.2. The Service Provider shall include in the Training Plan methods for

demonstrating through testing the competency of members of Service Provider
Personnel (including those Service Provider Personnel providing training) to an
agreed standard of accreditation, being either a relevant industry standard or
where no such industry standard exists, a level of competency agreed in
advance with the Authority. Where applicable the Service Provider shall ensure
that Authority trainers are trained and tested to the same levels of competency
as the members of Service Provider Personnel providing training the training.

3.1.5.3. The Training Plan shall contain an organisational statement including details
of the members of Service Provider Personnel who will carry out the training,
their qualifications, experience and competence.
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3.1.6. The Service Provider shall set out in the Training Plan full details of the
proposed training resources including:

3.1.6.1. training materials;
3.1.6.2. locations; and mock ups or trial installations including computer simulations.
3.2. Training Programme

3.2.1. The Training Plan shall include a “Training Programme” which shall set out
the timing of all training.

3.2.2. The Training Programme shall be by the Service Provider and provided to the
Authority for Assurance.

3.2.3. The Service Provider shall ensure that all training necessary for the delivery
of and/or associated with any project or programme shall be included in the relevant
project or programme plan and show any associated dependencies on the
Authority.

3.3. Training Log

3.3.1. The Service Provider shall separately maintain a record of all its training of
Service Provider Personnel and where applicable Authority Personnel each of
which shall include as a minimum the following:

3.3.1.1. details of who has been trained;
3.3.1.2. when they were trained;
3.3.1.3. the scope of training given;

3.3.1.4. the standard achieved including details of pass/fail for each person where
appropriate; and
3.3.1.5. details of proposed dates for refresher training, (the
"Training Log").
3.4. Review and Updating
3.4.1. The Service Provider shall submit the Training Plan and Training Programme
at least 1 month prior to the Service Commencement Date. The Service Provider

shall maintain the Training Plan as current and make it available to the Authority
upon request.

3.5. Reports and Meetings

3.5.1. The Service Provider shall report progress on training in relation to projects
and in relation to Services in the Service Performance Report in accordance with
Schedule 8 (Service Management), with matters of concern to be discussed at the
corresponding review meeting.
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APPENDIX 1 - AUTHORITY TRAINING MATERIAL

Document Title Format Versions Date
Cycle Hire Refund Rules Explained — June PDF June 2021
2021
Incident Question Sets 2021 PDF V6 June 2021
Cycle Hire General Course Schedule PowerPoint June 2021
Presentation
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SCHEDULE 6 — SYSTEMS INTEGRATION

1.
11

1.2.
1.3.

1.4.
1.5.

1.6.

1.7.

1.8.

1.9.

Authority Assets to be provided to the Service Provider

. Subject always to Clause 19 (Access to Premises and Assets), as at the date of the

Contract the Authority Assets to which it is agreed that the Service Provider is to be
given access for the purpose of performance of the Services are as described in
Appendix 1 to this Schedule 6.

The Authority Assets are all owned or leased/licensed by the Authority.

The Authority grants the Service Provider the right to use the Authority Assets for the
purposes only of providing the Services and fulfilling the Service Provider’s other
obligations pursuant to this Contract.

The Authority will at all times retain all right and title to the Authority Assets.
The Service Provider will in respect of Authority Assets:

1.5.1. take reasonable and proper care of the Authority Assets and exercise a
standard of care that matches or exceeds that which the Service Provider exercises
in relation to its own assets;

1.5.2. comply with all of the Authority’s reasonable requests (or those of the
Authority’s authorised nominee) in relation to the Authority Assets;

1.5.3. not remove any labelling or other indication on any Authority Asset which
identifies the same as property of the Authority or any person approved by the
Authority for this purpose;

1.54. if the Authority Assets are subject to a lease or licence, comply with the terms
of the such lease or licence as notified by the Authority to the Service Provider from
time to time; and

1.5.5. have no encumbrance and ensure no encumbrance is created over or in
respect of the Authority Assets.

The Service Provider will ensure that during the Term each Authority Asset is used in
accordance with the manufacturer/supplier’s technical specifications (if any).

Without limiting paragraph 1.8, the Service Provider shall comply with the requirements
of Schedule 8 (Service Management) in respect of the arrangements for facilitating the
maintenance, repair and replacement of Authority Assets.

The Service Provider will be responsible for all loss and damage (fair wear and tear
excepted) to those Authority Assets which are delivered into the possession of the
Service Provider or its sub-contractor, save to the extent that the same results directly
from the act or omission of the Authority or a member of the Authority Group.

Where Authority Assets are delivered into the possession of the Service Provider (or
its sub-contractor) Service Provider will:
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1.9.1. obtain the Authority’s consent for where those assets are to be located; and
ensure that those assets are not removed from that location without the Authority’s
prior written consent.
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1.10. Without limiting the Handback Plan, the Service Provider will cease to have any right
to use an Authority Asset from the End Date applicable to the Service for which that
Authority Asset is required and will ensure that the relevant Authority Asset is safely
delivered to the Authority (or as may otherwise be provided in the Handback Plan) on
such date.
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Appendix 1 - AUTHORITY ASSETS

Where applicable user documents will be provided as part of an Authority Asset.

Authority Assets to be provided for the Service

Software
Microsoft Dynamics Customer Relationship Management (MSD CRM)
TfL Online (for TfL Docking Station Availability (DSA) Map
Distributed Back Office System (DBOS)

1

2

3

4. TfL Compass
5. Cycle Hire Hub
6

Any software that comes with OneLondon access that is not listed elsewhere in the contract

Hardware

1. “Orbit” - Key Infusing Machine (Maintained by Cubic)

6Electronic templates

1. Correspondence templates
Consumables

1. Marketing and information leaflets
2. Branded envelopes

3. Unassigned Cycle Hire keys
Documentation

1. Process documents - as detailed in Appendix 1 of Schedule 4 (Service Scope
Specification)

2. Training materials - as detailed in Appendix 1 of Schedule 5 (Training)

3. TfL quality and compliance process audit criteria - as detailed in Appendix 5 of Schedule
4 (Service Scope Specification)
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SCHEDULE 7- PRICING SCHEDULE

Defined Terms

In this Schedule, unless the context indicates otherwise the following expressions shall
have the following meanings:

“ppm Shall have the meaning given in
paragraph 2.3.1.1;
“ppt” Shall have the meaning given in

paragraph 2.3.2.1;
1.1. Fixed Charges — Scheme Management Fee
1:1:.1. A Scheme Management fee of Jjjjijrer Period shall be applicable.

1.1.2. The Scheme Management fee shall include all costs associated with the
provision of Scheme Management as detailed in paragraph 7 (Scheme
Management) of Schedule 4 (Service Scope Specification),

1.1.2.1. including all costs associated with the generating, printing and posting of
Scheme Management correspondence; which shall include Advanced
Notifications and debt collection notifications and DD Forms send to
Customers; but

1.1.2.2. excluding any other type of correspondence, which shall be Charged in
accordance with paragraph 2.3.2 (Correspondence);

1.1.2.3. excluding any stock that the Authority is to provide in accordance with
paragraph 9.1 of Schedule 4 (Service Scope Specification);
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1.1.2.4. excluding the cost of the Key Fulfilment, which shall be Charged in
accordance with paragraph 2.3.3 (Key Fulfilment);

1.1.2.5. excluding all inbound and outbound calls to Customers, which shall be
Charged in accordance with paragraph 2.3.3 (Call handling); and

1.1.2.6. excluding the cost of any other item address in paragraph 2.3.3 (Ad- hoc
Charges).

1.1.3. For hard copy notification or correspondence letters, the Service Provider
shall use:

1.1.3.1. branded envelopes as provided by the Authority; and
1.1.3.2. paper for letters in accordance with paragraph 2.3.2.4.

1.1.4. Where the Service is terminated in accordance with Clause 34 (Breach and
Termination of Contract) or ceases in accordance with Clause 36 (Handback of
Services) the associated Fixed Charges shall be calculated on pro-rata basis based
on the number of days in the applicable Period in which the Service has ceased to
be provided by the Service Provider.

1.1.5. The Scheme Management fee shall be payable from the Service
Commencement Date.

1.2. Variable Charges
1.2.1. Call handling
1.2.1.1. Call handling shall be charged on a pence per minute (“ppm”) basis.
1.2.1.2. Call handling includes any inbound, outbound and transfer calls.

1.2.1.3. The call handling Charges shall not include and the Service Provider shall
not be entitled to charge for time an Agent is in Wrap Time or not engaged in
a call, and only includes Agent Talk Time.

1.2.1.4. The call handling Charges shall be inclusive of all costs associated with the
provision of the Services of the Contract, excluding Charges detailed in
paragraph 2.1, 2.2, 2.3.2, 2.3.3, 2.3.3 and 2.5.

1.2.1.5. The call handling minutes shall be aggregated and the Service Provider
shall invoice the Authority based on the agreed volumes in accordance with
paragraph 8 of Schedule 8 (Service Management) and apply the volume
discount as detailed in Table 1 (Call handling) on a Periodic basis.

1.2.1.6. The call handling price banding is based on the aggregated call volumes
received by the Service Provider under this Contract in each period of 13
Periods during the Term (“Contract Year”). The first Contract Year shall
commence on the Service Commencement Date, and the last Contract Year
shall end on the Expiry Date, and may be fewer than 13 reporting Periods.
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1.2.1.7. When a volume discount is triggered by the number of minutes
exceeding a threshold in accordance with Table 1 below, the new
discounted rate shall apply only to the number of minute above the
threshold and will not apply retrospectively to the minutes below that.

1.2.1.8. Call handling Charges shall be prorated to the second.
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1.2.1.9. The Parties shall undertake a Periodic reconciliation of the call volumes and
applicable Charges.

Table 1: Call handling

1.2.2. Correspondence

1.2.2.1. Correspondence Charges relate to the activity of LCHS correspondence
and shall be charged on a price per transaction (“ppt”) basis.

1.2.2.2. Correspondence items in Table 2 shall not include the Scheme
Management correspondence items detailed in paragraph 2.2.2.1.

1.2.2.3. The Authority shall provide envelopes for enclose of letters, in
accordance with paragraph 9.1 of Schedule 4 (Service Scope
Specification).

1.2.2.4. The Service Provider shall use 100 gsm Evolution Business type A4
paper or equivalent for letters.

1.2.2.5. Postage shall be charged in accordance with paragraph item 1 of Table 4 of
this Schedule.

Table 2: Correspondence

1.2.3. Key Fulfilment

1.2.3.1. Key Fulfilment shall be Charged on a price per transaction basis of each
Welcome Pack sent.

1.2.3.2. The Key Fulfiiment Charges do not include cost of postage or cost of
printing, which shall be charged separately in accordance with Table 4.

1.2.3.3. Key Fulfilment (Table 3) Charges shall include all costs associated with the
issue, encoding of up to four (4) Keys and dispatching the Welcome Pack, in
accordance with paragraph 10 of Schedule 4 (Service Scope Specification) and
as outlined in the process document (Fulfil Key request) as listed in Appendix 1
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(Process Document Register) of Schedule 4 (Service Scope Specification)
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1.2.3.4. The Key Fulfilment transactions shall be aggregated and the Service
Provider shall invoice the Authority based on the agreed volumes in
accordance with paragraph 8 of Schedule 8 (Service Management) and apply
the volume discount as detailed in Table 3 (Key Fulfiiment) on a Periodic
basis.

1.2.3.5. The Key Fulfilment price banding is based on the aggregated Key Fulfilment
volumes undertaken by the Service Provider under this Contract in each period
of 13 Periods during the Term (“Contract Year”). The first Contract Year shall
commence on the Service Commencement Date, and the last Contract Year
shall end on the Expiry Date, and may be fewer than 13 reporting Periods.

1.2.3.6. When a volume discount is triggered by the number of Key Fulfiiments
exceeding a threshold in accordance with Table 3 below, the new discounted
rate shall apply only to the number of Key Fulfiiments above the threshold and
will not apply retrospectively to the Key Fulfiiments below that.

Table 3: Key Fulfilment

1.3. Ad-hoc Charges

1.3.1. Postage Charges shall not include and the Service Provider shall not be
entitled to charge for any mark-up.

1.3.2. The Service Provider may only invoice the Authority up to the same value as
the equivalent applicable charge which Royal Mail UK would charge at the
time of when the postage was charged to the Service Provider.

1.3.3. The Authority shall provide DSA Maps and envelopes for enclose of DSA
Maps, in accordance with paragraph 9.1 of Schedule 4 (Service Scope

Specification).

1.3.4.The Charges for item 3, 4, 5 & 6 shall be in accordance with Appendix 9
(Welcome Pack and promotional flyer specification) of Schedule 4 (Service
Scope Specification).

1.3.5. Item 7 shall be for email statement request sent in accordance with process
document (Statement request) of Appendix 1 (Process Document Register) of
Schedule 4 (Service Scope Specification)

Table 4:
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1.4. Transition

1.4.1. Transition Charges shall be chargeable upon successful delivery of specific
Transition Milestone.

1.4.2. The Transition Charges detailed in Table 5 shall reflect the Charges associated
with the Transition Milestone Dates as detailed in the Service Provider’s
Transition Plan as detailed in Appendix 2 (High-level Transition Plan (Contacts
handling) of Schedule 3 (Transition); and

14.2.1. shall be inclusive of all costs associated with the transition and
mobilisation (including initial training of Service Provider Personnel) of the
Services of the Contract, excluding any Charges detailed in paragraphs 2.1,
2.2, 2.3.3 and 2.3.3 of this Schedule.

Table 5: Transition (Contact handling)

1.5. Service Provider Personnel

1.5.1. Service Provider Personnel daily rates shall be used to cost Variations of the
Contract, where applicable.

1.5.2.In accordance with paragraphs 3.2 of Schedule 9 (Form of Variation), the
Service Provider Personnel day/hourly rate shall not exceed the rates detailed
in Table 6 (Service Provider Personnel Charges).
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Table 6: Service Provider Personnel
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2. Indexation

2.1. The Service Provider acknowledges and agrees that it shall not be permitted at any
time to increase the Charges or any part thereof to account for any indexation of the
Charges, including (without limitation) any indexation based on the Consumer Price
Index and/or the Retail Price Index.

3. NOTUSED
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SCHEDULE 8 - SERVICE MANAGEMENT

Defined Terms

In this Schedule, unless the context indicates otherwise the following expressions shall

have the following meanings:

“Authority Change Manager”

“Category 1 Major Incident”

“Change Advisory Board”

“Change Management”

“Change Manager”

“Change Request”

“Dashboards”

“Disaster”

“Emergency Change”

“Grace Period”

“Level 1 Help Desk”

“Major Incident”

“Major Incident Categories”

the person appointed by the Authority to
manage the Authority’s change control process
and the Change Advisory Board;

shall have the meaning given in Appendix 3
(Major Incident List) of this Schedule;

means the committee chaired by the Change
Manager and attended by the Authority Change
Manager that reviews Change Requests;

has the meaning set out in paragraph 4.2.1 of
this Schedule;

shall have the meaning given in paragraph 4.2.2
of this Schedule;

means a proposal to implement a Change;

shall have the meaning given in paragraph 3.1.1
of this Schedule;

an action, omission, circumstance or event that
may cause a loss of the Service Provider’s
ability to provide the Services or any of them;

a Change that is required immediately to either
prevent or restore a service affecting outage;

Shall have the meaning given in paragraph 4 of
Appendix 1 of this Schedule;

means the technical help desk provided by the
RCC Contractor;

means an incident described in Appendix 3
(Major Incident List) as amended from time to
time;

the categories of Major Incidents which are
detailed in Appendix 3 (Major Incident List) of
this Schedule;
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“Major Incident List” means the lists of Incidents and Disasters
contained in Appendix 3 (Major Incident List)
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“Major Incident Report”

“Payment Period”

“Preparedness Tests”

“Problem Management”

“Problem Report”

“Problem”
“RCC Contractor”

“Service Bonus”

“Service Credit”

“Service Day”

“Service Performance Report”

“Service Provider Site”

to this Schedule as may be amended from time
to time in accordance with paragraph 5 of this
Schedule;

shall have the meaning given in paragraph
6.7.1 of this Schedule;

At the end of each 4-week period (or such other
period as may be specified in accordance with
Clause 11.1)

shall have the meaning given in paragraph
6.6.1 of this Schedule;

the process used to determine the root cause of
one or more Incidents and to develop
workarounds and/or permanent fixes in order to
minimise the frequency and/or impact of the
Incidents;

a report issued as part of the investigation of a

Problem which would include a summary of the
Problem, related Incidents, root cause analysis,
workaround and permanent resolutions;

the cause of one or more Incidents;

means Cubic Transportation Services Limited,
or such other person as the Authority notifies the
Service Provider is the Authority’s RCC
Contractor from time to time;

A measure of the addition to the Charges due to
the Service Provider’s performance bettering the
specified Service Level and/or other
performance criteria;

a measure of the reduction to the Charges due
to the Service Provider’'s performance for failing
to meet the specified Service Level and/or other
performance criteria;

the hours for which the services are required
from the Service Provider, as defined in
Schedule 4 (Service Scope Specification);

shall have the meaning given in paragraph
8.2 of this Schedule;

shall mean any building used by the Service
Provider to carry out the Services (or any of
them) required under the Contract.
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1. Overview
1.1. Scope and Purpose

1.1.1. This Schedule sets out the scope and requirements in respect of the
management, performance monitoring and reporting for the delivery of the Services.

1.1.2. The management of the Service comprises of:

1.1.2.1. provision of all Service Management and other activities set out in this
Schedule;

1.1.2.2. managing and delivering Changes; and

1.1.2.3. providing management information and service reporting as set out in
Appendix 2 (Service Performance Report).

1.1.3. Where this Schedule sets out the requirements for the Service
Provider to deliver the Services, these Services shall be provided by the
Service Provider to the Authority with effect from the relevant Transition
Milestone Dates as set out in the High-Level Transition Plan and/or the
Detailed Transition Plan within Schedule 3 (Transition).

1.2. Service Management

1.2.1. The Service Provider's responsibilities for the management of the Services
(“Service Management”) shall include but are not limited to:

1.2.1.1. meeting the Service Levels as specified in Appendix 1 (Service Levels);

1.2.1.2. Identifying scenarios, plan, and test processes and procedures for Major
Incidents and respond quickly and effectively in order to minimise or prevent
impact to end users and Authority Personnel;

1.2.1.3. providing detailed reports and attending regular meetings on the performance
of the Services against agreed performance targets and implementing
corrective action and service improvement plans where necessary as set out in
paragraphs 4 (Change Management) and 5 (Major Incident Management) and;

1.2.1.4.Incident and Major Incident reporting.

2. General Requirements
2.1. Performance Measurement

2.1.1. Where a Service Level is specified in Appendix 1 (Service Levels), the
Service Provider's failure to meet such Service Level will result in the application of
Service Credits as set out in the relevant part of that Appendix. Where specifically
provided for in Appendix 1 (Service Level) better performance than some Service
Levels may, where explicitly stated to do so, result in Service Bonuses being
payable.
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2.1.2. Where the Service Provider can demonstrate to the Authority's satisfaction
that a single Incident has directly resulted in the Service Provider's failure to meet
multiple Service Levels as a result of which
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multiple sets of Service Credits have been applied, the Parties agree that only the
highest value single set of Service Credits shall be applied in that instance.

2.1.3. Where a performance level is expressed as a "target only" and/or "for
information purposes only" these are measures which the Service Provider shall
endeavour to achieve and is required to report actual performance against;
however, Service Credits and/or (where applicable) Service Bonuses will not be
applicable.

3. INTS not used

4. Change Management
4.1. Overview

4.1.1. Change Management is required to ensure that any Changes made to the
Services have been appropriately communicated, assessed, tested and follows a
standard process for delivery.

4.1.2. This section sets out the requirements of the Service Provider for the
management of Changes.
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4.2. Requirements

4.2.1. The Service Provider shall adhere to the Authority’'s Change Management
process, and follow its requirements including submitting a Change Request form
where required. This shall apply where there are any of the following changes:

(a) Where there is an addition, modification or removal of software, interface,
application, that comprises the Contract System.

(b) Any change with an interface to the Contract System, IRC System, or
interfacing with any Third Party System.

(c) Any change where there is a loss of a back-up or secondary facility during the
period of the change.

4.2.2. The Service Provider shall nominate an appropriate individual to be responsible for
managing Changes to the Contract System and Services and engagement with the
Authority.

4.2.3. The Service Provider shall provide evidence to verify to the Authority that Changes
have been suitably assessed and tested and will have no detrimental effects on the
performance or Availability of the Contract System or Services.

4.2.4. In the event of an Emergency Change, the Service Provider shall use reasonable
endeavours to contact and co-ordinate with the Authority’s Change Manager regarding
the proposed resolution, including attending in person or by phone any emergency
Change Advisory Board meeting convened. Where the Authority Change Manager is
unavailable and the Emergency Change is required to immediately resolve an Incident
then the Service Provider shall contact the Authority Service Desk referencing the
Incident and proceed with the Change. The Service Provider shall also notify the
Authority Contact Centre Operations bronze and silver on call personnel by emailing
CCOSystemNotices@tfl.gov.uk

4.2.5. The Service Provider shall run post implementation reviews following the
implementation, successful or unsuccessful, of a Change and shall invite the Authority
Change Manager to attend the review. In addition, the Service Provider shall provide a
post implementation for all unsuccessful changes to the Authority Change Manager.

4.2.6. The Service Provider shall establish and maintain a planned schedule of Changes
with a minimum look ahead of 2 weeks and provide this to the Authority Change
Manager upon request.

4.2.7. The Service Provider acknowledges that the Authority has operational and/or
business requirements, including in relation to special events, which may influence the
timing of Changes introduced into the live environment. The Authority Change Manager
shall supply the Service Provider with a forward look ahead of events where the impact
of loss of Services shall have greater impact to business operations. The Service
Provider shall use reasonable endeavours to accommodate the Authority’s requirements
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in relation to the timing of Changes on the basis of this forward look ahead.

4.2.8. Where required by the Authority, the Service Provider shall complete Early Life
Support, for a period of time, agreed with the Authority, during which the Technical
Change has been deployed and is supported in the live operational environment,
including:

(a) ensuring that the Authority gains Assurance that the Change is meeting the business
requirements, Service Levels and functional requirements as set out in the relevant
Variation;

(b) establishing suitable monitoring capabilities; and

(c) agreeing with the Authority to address any remaining errors or deficiencies.

5. Incident Management
5.1. Overview

5.1.1. The aim of Incident management is to restore the Service to the end user as
quickly as possible.

5.1.2. This section sets out the requirements of the Service Provider for the management
of Incidents that are not classified as Major Incidents.

5.2. Requirements

5.2.1. The Parties shall agree a process for the management of Incidents prior to the
Service Commencement Date.

5.2.2. The Service Provider shall report incidents as follows:

5.2.2.1.if the Incident meets the criteria of a Major Incident from paragraph 5 (Major
Incident Management) then the Service Provider shall manage the Major
Incident in accordance with paragraph 6 (Major Incident Management);

5.2.2.2.if the incident is a fault with equipment which the Authority has advised the
Service Provider is managed by the RCC Contractor, notify the RCC
Contractor’s Level 1 Help Desk of the fault and obtain a reference number;

5.2.2.3. if the incident is not a Major Incident nor on RCC Contractor managed
equipment, notify the Authority of the Incident via the procedure advised to
the Service
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Provider by the Authority from time to time, and obtain a reference number; and

5.2.2.4. perform tests, if required, and contact the Authority to confirm the Service has
been restored.

5.2.3. The Service Provider shall ensure that Incidents are handed over effectively from
one Service Provider Personnel to another at the end of shift or when the original
Service Provider Personnel has finished their shift.

5.2.4. The Service Provider shall, upon agreement with the Authority, schedule and
implement the workaround required to restore the Service and apply Change
Management if requested by the Authority.

5.2.5. The Service Provider shall ensure that any customer facing communications and
updates must be agreed and signed off by the Authority.

6. Major Incident Management
6.1. Overview
6.1.1. The objectives of Major Incident management are to ensure that:

6.1.1.1. the Authority is assured that a failure of any part of the Services will be
recovered and all will be brought back into service with the minimum disruption
to end users;

6.1.1.2. the integrity of the Services will be maintained as far as possible during any
Major Incident; and

6.1.1.3. where practical, the Service Levels will be maintained during any Major
Incident. If not possible, the Service Provider shall provide an update on the
service levels that they are able to meet and why. This should be supported by
data and insight on the changes in contact demand, reasons for those changes,
updated contact demand forecasts and capacity to meet those demand.

6.1.2. This section sets out the requirements for the Service Provider to develop and
maintain plans for the safe, effective and timely management of Major Incidents and
recovery of the Services after such events.

6.1.3. The Service Provider acknowledges and agrees that Major Incident
management in respect of the Services is fully dependent upon the Major Incident
Plan, and that it is necessary for the Service Provider to ensure the continuity and
the provision of the Services pursuant to the terms of this Contract in all
circumstances, events and scenarios, including in respect of and following a Major
Incident.

6.2. Requirements

6.2.1. The Service Provider shall prepare, submit and maintain the following
documents in accordance with the provisions of this Schedule:

6.2.1.1. prepare, submit and maintain the Major Incident Plan;
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6.2.1.2. review and maintain the Major Incident List; and
6.2.1.3. prepare and submit Major Incident Reports.
6.3. Major Incident Plan preparation and implementation

6.3.1. The Service Provider shall within 10 Business Days following the Contract
Commencement Date, provide to the Authority for Assurance a draft Major Incident
Plan, which will adapt the Service Provider's own disaster recovery plan to address,
as a minimum those requirements in respect of it set out in this paragraph 6.
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6.3.2. The Authority shall review and comment on the draft Major Incident Plan as

soon as reasonably practicable. Following such review, the Authority shall, acting
reasonably and in good faith, Assure or reject the draft Major Incident Plan no later
than 10 Business Days after the date on which the draft Major Incident Plan is
delivered to the Authority.

6.3.3. If the Authority rejects the draft Major Incident Plan, the Authority shall inform

the Service Provider in writing of its reasons for the rejection. The Service Provider
shall then revise the draft Major Incident Plan (taking account of the Authority's
reasonable comments) and shall re-submit a revised draft Major Incident Plan to the
Authority for the Authority's Assurance within 10 Business Days of the date of the
Authority's notice of rejection. The provisions of paragraph 6.3.2 and this paragraph
6.3.3 shall apply again to any resubmitted draft Major Incident Plan, provided that
either Party may refer any disputed matters for resolution by the Dispute Resolution
Procedure at any time.

6.3.4. The Service Provider shall maintain in accordance with good industry practice

and comply with the Major Incident Plan at all times and be able to implement the
Major Incident Plan in accordance with its terms at any time.

6.3.5. The Major Incident Plan shall, as a minimum, include:

6.3.5.1. an introduction describing the purpose and structure of the Major Incident
Plan and how to use the Major Incident Plan;

6.3.5.2. the overall strategy for ensuring business and service continuity (and for
responding to a Major Incident) in respect of the Services;

6.3.5.3. arisk and issue assessment in relation to all elements of the Services

including:

6.3.5.3.1. failure or disruption scenarios and assessments of risk, impact and
probability for each identified Major Incident;

6.3.5.3.2. identification of any single points of failure within the Services and
associated risk management processes;

6.3.5.3.3. identification of risks arising from the interfaces of the Services with
any provided by a Third Party; and

6.3.5.3.4. a business impact analysis (detailing the impact on business
processes and operations) of different anticipated failures or disruptions;

6.3.5.4. a description of all methods, processes and procedures and other actions and
sequences to be followed in managing and responding to Major Incidents such
as:

6.3.5.4.1. identifying the start and finish of Major Incidents;

6.3.5.4.2. categorisation of each Major Incident identified;
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6.3.5.4.3. notifying and liaising with the Authority, end users, and Third Parties;

6.3.5.4.4. agreeing with the Authority who should lead the management of a
Major Incident and ensuring clarity of responsibility;
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6.3.5.4.5. the assignment of Service Provider Key Personnel and tasks;

6.3.5.4.6. processes and procedures to be adopted;

6.3.5.4.7. using or recalling backups or storage;

6.3.5.4.8. recovering, re-entering or correcting Data; and

6.3.5.4.9. deploying additional Service Provider personnel, processes or
procedures;

6.3.5.5. management and review activities including:

6.3.5.5.1. the escalation process for each Major Incident category as set out in
Appendix 3 (Major Incident List);

6.3.5.5.2. a communications plan (including declaration of the Major Incident
and verification of recovery and restoration of the Services); and

6.3.5.5.3. the arrangements for preparing and training Service Provider
personnel to deal with Major Incidents;

6.3.5.6. details of contingency plans;
6.3.5.7. the Major Incident List; and

6.3.5.8. how the Service Provider shall manage Major Incidents involving Third
Parties.

6.3.6. The Service Provider acknowledges that Category 1 Major Incidents would
have a greater impact upon end users and/or the operation of the Services and
shall ensure that the Major Incident Plan reflects the materiality of such Major
Incidents.

6.3.7. The Service Provider shall ensure that the Major Incident Plan is designed in
such a way to ensure that:

6.3.7.1. it does not depend on any other Third Party adjusting their hardware,
software or systems as a result of any Major Incident unless this has been
agreed in writing by the Authority;

6.3.7.2. appropriate measures are adopted to ensure that the security of the Services
are not compromised where possible and, where this is not possible, that any
associated risk is properly managed; and

6.3.7.3. its objective is to allow the Services to be provided by the Service Provider in
accordance with the Service Levels and to mitigate the adverse impact of a
Major Incident.

6.4. Notification of Major Incidents

6.4.1. Category 1 Major Incidents must be notified to the Authority within 15 minutes
and all other Major Incidents within 30 minutes:-
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6.4.1.1. of the commencement of the Major Incident; or

6.4.1.2. (if earlier) from when the Service Provider becomes aware that the Major
Incident will occur.
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6.5. Review of the Major Incident List and the Major Incident Plan

6.5.1. The Parties shall meet at the request of either Party within ten (10) Business
Days' prior written notice to review the Major Incident List and agree any
amendments reasonably required by the Authority to ensure that the objectives
described in paragraph 6.1.1 are achieved. As a minimum, the Major Incident List
shall be reviewed annually on the anniversary of the Contract Commencement
Date.

6.5.2. The Service Provider shall prepare and submit a draft updated Major Incident
Plan to the Authority for Assurance:-

6.5.2.1. following any amendment to the Major Incident List;

6.5.2.2. after any Major Incident has occurred (incorporating lessons learned from any
Major Incident); and

6.5.2.3. if and as new Services, new systems and other Variations and Changes are
introduced and shall issue to the Authority for approval.

6.5.3. The provisions of paragraphs 6.3.2 and 6.3.3 shall apply in the same way to
any draft updated Major Incident Plan as to the original draft Major Incident Plan.

6.5.4. If the Service Provider fails to comply with its obligations pursuant to this
paragraph 6.5, then a Corrective Action Notice may be issued to the Service
Provider by the Authority

6.6. Testing

6.6.1. The Major Incident Plan shall include the Service Provider's proposals for
periodic testing to be undertaken to Assure the Authority that appropriate and
sufficient arrangements have been put in place to manage those Major Incidents
(the "Preparedness Tests").

6.6.2. The scope and timing of the Preparedness Tests shall be developed with the
Authority, and shall include a planned 'fail over' test to be carried out on the
Services on a date agreed by the Parties.

6.6.3. The Service Provider shall undertake and manage the Preparedness Tests in
full consultation with the Authority and/or any Third Party nominated by the
Authority and will liaise with the Authority in respect of the planning, performance
and review of each Preparedness Test.

6.7. Reports and Meetings for Major Incidents

6.7.1. Following the resolution of a Major Incident, the Service Provider shall
prepare a report (a "Major Incident Report™) which shall include but shall not be
limited to:
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6.7.1.1. details of the trigger(s) for the Major Incident;

6.7.1.2. details of the Major Incident (e.g. duration, scope of Services affected, cause
of the incident etc.);
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6.7.1.3. an explanation of the solution deployed by the Service Provider and a
summary statement as to how well (or otherwise) the Service Provider handled
the Major Incident;

6.7.1.4. the lessons learned by the Service Provider as a result of the Major Incident;

6.7.1.5. any proposed changes to the Service Provider’'s procedures and the Major
Incident Plan; and if appropriate, the Major Incident List

6.7.1.6. proposed amendments to Third Party procedures, systems and plans in the
event that the Service Provider's investigations into the trigger for the Major
Incident reveal that the Major Incident was caused as the result of an act or
omission of a Third Party.

6.7.2. A draft of the Major Incident Report shall be prepared and submitted to the
Authority within five (5) Business Days of any Major Incident having been resolved
and in the event that the Service Provider fails to do so a Corrective Action Notice
may be issued to the Service Provider by the Authority.

6.7.3. the Service Provider shall meet to discuss the draft Major Incident Report
within five (5) Business Days of its submission and the Service Provider shall
finalise the Major Incident Report within a further five (5) Business Days of such
meeting.

6.7.4. The Service Provider shall include a summary of all Major Incidents in the
Service Performance Report as per Appendix 2 (Service Performance Reports).

7. Problem Management
7.1. Overview

7.1.1. Problem Management is defined as the process used to determine the root cause
of one or more Incidents and to develop temporary workarounds and/or
permanent fixes in order to minimise the frequency and/or impact of the Incidents

7.2. Requirements

7.2.1. Upon request from the Authority the Service Provider shall initiate or assist in a
Problem investigation for a particular Incident or set of Incidents.

7.2.2. As part of any Problem investigation, if requested, the Service Provider shall
produce a Problem Report, for each Problem, containing a description of the
Incidents, a trend analysis or timeline of the Incidents, the root cause of the
Incidents, potential workarounds, and potential permanent fixes.

7.2.3. The Service Provider shall provide the Problem Report to the Authority within the
Service Levels in Appendix 1 (Service Levels).

7.2.4. The Service Provider shall, upon agreement with the Authority, schedule and
implement the workaround and/or permanent fix and apply the Change
Management process if required.
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8. Service Performance Report
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8.1.

8.2.

8.3.

8.4.

The Service Provider shall prepare and submit to the Authority a Service Performance
Report. The Service Provider acknowledges that the timely submission of the Service
Performance Report following the end of each Period and properly addressing any
comments made by the Authority is essential to the processing of the invoice for the
Period by the Authority. Any delay in the submission of the Service Performance
Report shall extend the period set out in Clause 11.4 (Payment Procedures and
Approvals) for review of any associated Invoice by an equivalent period of time.

The Service Provider shall deliver a report which details the Service Provider's
performance of the Services (the “Service Performance Report”) each Period by
10:00 of 2" Business Day following the end of each Period. The structure and
contents of the report is detailed in Appendix 2 (Service Performance Reports).
Additionally, the Service Provider shall provide information in an Excel format or as
agreed by the Authority by 10:00 of 2" Business Day of the Period end showing the
overall performance against each Service Level of the Contract.

The Authority may apply Service Credits (and, where applicable, Service Bonuses)
according to clause 5.3 (Performance Regime) based on the data, including raw
supporting data, provided by the Service Provider as part of the Service Performance
Report which demonstrates the Service Provider's compliance with the Service Levels
specified in Appendix 1 (Service Levels).

The Authority may, at the Service Review Meeting, advise the Service Provider of any
items contained in the Service Performance Report that require correction. The
Service Provider shall ensure that agreed corrections are communicated to the
Authority.

9. Service Review Meetings

9.1.

9.2.

Overview

9.1.1. The purpose of the Service Review Meeting is to review the performance of the

Service Provider over the previous Period to ensure the best quality and
standards of performance in the provision of the Services.

9.1.2. A Periodic Service Review Meeting shall be held within five (5) Business Days of

Period end, unless otherwise agreed between the Parties.

Requirements

9.2.1. The Service Provider shall send suitably qualified Service Provider Personnel to

attend a Periodic Service Review Meeting with the Authority which shall be held at
an Authority Premises in London, unless otherwise agreed by the Authority.

9.2.2. The agenda for the Service Review Meeting shall initially cover:

9.2.2.1. the previous minutes;

9.2.2.2. areview of the Service Provider’'s Service Performance Report;
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9.2.2.3. other matters as jointly agreed;
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9.2.2.4. Service operation, Contract performance and Contract compliance where
appropriate;

9.2.2.5. Assurance feedback; and
9.2.2.6. Transition, where applicable.

9.2.3. The Authority shall be responsible for the creation and distribution of the agenda
and meeting minutes.

9.2.4. The Service Provider shall attend scheduled and ad-hoc operational meetings as
reasonably requested by the Authority.

10. Asset Management
10.1. Overview

10.1.1.  The Authority may make available Authority Assets to the Service Provider to
use on their premises for the sole purpose of performing the Service. The use of
Authority Assets may require the Service Provider to assist the Authority and its
sub-contractor(s) in maintaining the Authority Assets in accordance with the
requirements in this paragraph.

10.2. Requirements

10.2.1. The Service Provider shall provide access, at no charge, to the Authority
Personnel for the purpose of planned maintenance, repairs or replacement of any
Authority Assets held on the Service Provider’s premises.

10.2.2.  The Service Provider shall provide the Authority with the Service Providers
access procedures and arrange any access provisions which may include badges,
keys, or passes.

10.2.3.  The Service Provider shall raise an Incident with the Authority Service Desk
for any issues affecting the Authority Assets that could result in an Authority Event.

10.2.4. The Service Provider shall provide safe and secure electrical and
communication connections to Authority Assets, at no charge, in order for the
Authority Assets to operate effectively and safely.

11. Continual Service Improvement
11.1. Overview

11.1.1. Continual service improvement uses methods from quality management in
order to learn from past successes and failures with the aim of continually
improving the effectiveness and efficiency of the Service Management processes
and Services.
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11.2. Requirements

The Service Provider shall
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11.2.1. Review the Services on a regular basis and identify opportunities to improve Service quality where necessary, and identify more
economical ways of delivering the Service where possible;

11.2.2. Evaluate the Service Management processes on a regular basis. This includes identifying opportunities for establishing process
metrics, setting targets for process metrics, identify where targeted process metrics are not reached, and holding regular benchmarking,
audits, maturity assessments and reviews;

11.2.3. Define specific initiatives aimed at improving the Services and Service Management processes, based on the results of service reviews
and process evaluations;

11.2.4. Implement initiatives where appropriate to improve the Services and the Service Management; and

11.2.5. Verify if improvement initiatives are proceeding according to plan, and to introduce corrective measures where necessary.
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1. Service Levels denoted with “*” shall be treated as a separate group of Service Levels, which are subject to paragraph 2.1.2 of this Schedule, where only

APPDIX 1 - SERVICE LEVELS

the highest value single set of Service Credits shall be applied to each group each Period.

2. Service Credits shall be measured and applied on the basis that is stipulated in brackets in second column titled Service Level.

3. All “Daily” reporting requirements are required 7 days a week including Bank Holidays, Christmas Day and New Year's Day.

4. The Authority may, acting reasonable, grant the Service Provider a period of relief of Service Credits and/or relaxed Service Levels, which may be
applied during the Transition Phase of the implementation of the initial Service, or part thereof, and subject to paragraph 5 of this Appendix in the event

of a Variation to the Services (“Grace Period”).

5. The Grace Period, if any, set by the Authority shall be dependent on the Detailed Transition Plan and the transition plan of a Variation and may not be
applied across all elements of the Service i.e. various call handling subject types, correspondence subject types, Key Fulfilment subject types of the
Contract. Application of the Grace Period on the Service elements would depend on the criticality of the Service element/subject type and the complexity

of the Variation. In all cases the Authority shall act reasonably when granting such Grace Periods.

No. | Service Level Parameter Target Service Credits
1 Average Time to | Each day that the ABR threshold is breached, Average Time | A 1% deduction of the call handling Charges
Abandon the average time to abandon will be measured to Abandon for the reported day for every 1 to 10 seconds
and must be less than 3 minutes. This will not below 3 over the target. For example:
(Daily) be applied on days that the ABR is below minutes.

threshold.

3min—-00secmin—3min—09sec=1%
deduction

3 min — 10 sec — 3 min 19 sec range =2%
deduction

3 min — 20 sec — 3 min 29 sec range = 3%
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deduction

3 min — 30 sec — 3 min 39 sec range = 4%
deduction

Call
abandonment
rate

(Daily)

Percentage of calls that have been abandoned
(where the caller terminates the call before the
call is answered by an Agent, provided that the
caller has waited at least 10 seconds in the
telephony queue)

Calculated as:
(no. of all inbound calls abandoned - no. of

I pu| 11 I pu | A hnf LWa) AN L

Less than or
equal to 10%

A 5% deduction of call handling charges for
the reported day for every 1% over the target
for example

i.e. 12% call abandonment rate = 10%
deduction.

Percentages will be mathematically rounded
as follows:

N AO0L Aevain and N ENOL svn 40 thn nanvant

Average Talk
Time — Cycle Hire

(Periodic)

Average time spent on the call with an agent

Measured from the time the call is answered by
the Agent until the call is terminated or is
transferred via the IVR to another IVR service
option.

5 Minutes
50 Seconds

A 5% deduction of call handling charges for
the reported period for every 20 seconds
above target. For example:

ATT is within 5 min 50 sec — 6 min 19 sec
range = 5% deduction

ATT within 6 min 20 sec — 6 min 39 sec range
= 10% deduction

ATT within 6 min 40 sec — 6 min 59 sec range
= 15% deduction
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Contact centre
availability by
percentage - Calls
only

The percentage of time per Period that the
Service Provider's contact centre is operational
during 08:00 - 20:00 seven days a week to:

1.Receive calls;
2.Make calls;
3.Maintain a VPN connection to Authority

99.5%
Contact
Centre
availability
(equals 100m

The 99.5% applied to the daily 12 operating
hours equates to 100 minutes & 48 seconds
per Period of non-operational availability.

A £20 deduction from the total Periodic

(Periodic) 48s) Charges for each minute over 101 minutes
systems; and . L
. . per Period applies, i.e. Contact centre non-
4.1s not affected by an outage in the Service . . .
L operational time per Period of 103m 20s =
Provider's systems**, £40 deducti
**Excludina those as a result of a Farce eduction.
Cycle Hire Time to respond (via outbound call handling or 80% shall be 20% deduction in the resolution for each
Correspondence | correspondence) to correspondence case. resolved individual correspondence case applied for
Response The processing time shall be measured as the | within three each working day of delay
duration between the time and date on which (3) Business
o the inbound contact is recorded as a Service Days
(Periodic) Ticket in the MSD CRM to the time and date of
closure of the Service Ticket within the MSD
CRM following despatch of the response to the
Cycle Hire When a case requires more information from This should Service Credits will be applied for
the customer, and the customer has been be no more anything over 7% at the following rates:
Correspondence

Auto Resolved

(Periodic)

contacted, the case is placed on hold. If the
customer does not respond within 10 days, then
the case is auto resolved.

than 6% of
the received
volume in any
period.

7% — 10% (inclusive) = 5%

And then a further 5% deduction of
correspondence handling charges for the
period for every 5% over target.

For example:

7% — 10% (inclusive) = 5%

11% - 15% (inclusive) = 10%
16% - 20% (inclusive) = 15%
21% - 25% (inclusive) = 20%
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26% - 30% (inclusive) = 25%
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Cycle Hire Cases placed in the Cycle Hire Resolution 100% Corrective Action Notice
queue within MSD CRM should be interacted
Correspondence and Reallocated if needed within 24 hours of
Case receipt. This is to ensure that the case is
Manage.ment - correctly allocated and does not need to be
Interaction reallocated. The processing time shall be
measured as the duration between the time
(Periodic) and date the Service Ticket was recorded to
have entered the queue in MSD CRM to the
time and date it is allocated out to another
queue within MSD CRM.
Accuracy of All reporting data as detailed in Appendix 4 100% Corrective Action Notice
reporting Data (Reporting Requirements) of Schedule 4
(Service Scope Specification) has been
included and contains correct data.
(Weekly)
Key Fulfilment Measured from the time a request is received 17:00 of the A 20% deduction of the applicable Key

(Daily)

until such time the Key has been dispatched in
the Welcome Pack.

first Business
Day following
the request.

Fulfilment Charge of the request for each 24hr
in which the Key is not fulfilled.

For example:

Individual order dispatched within 48hr — 71hr
range (after target) = 20% deduction of
individual Key Fulfilment Charge

Individual order dispatched within 72hr — 96hr
ranae (after taraet) = 40% deduction of
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10 | Refund Measured from the date and time Refund Receipt of A service credit of £500 will be applied by the
Assurance Assurance email was sent from TfL to Eefunds Authority if the Service Provider fails to
: : ssurance .
Acknowledgemen :ﬁgg"}’:ggggrgfl?ééelfrlgv?éne{;“I (not an automatic feedback acknowledge receipt of Refunds Assurance
:[A\of Refunds ' within 24hrs feedback within 24hrs
ssurance
feedback
11 Refund Measured from the date and time Refund Refund A service credit of £750 will be applied by the
Assurance Assurance email was sent from TfL to Service Asgu'[an%? ; Authority if the Service Provider fails to
Provider; to the date and time Refund update after :
Refund Assurance Ass\L/JIran(,:e update is provilded by lSJervice days provide an update after 7 days. The update
update Provider and must include everything as should |nclqde: A detglled ple.ln (.)f.how specific
(Periodic) outlined in the Service Credit column. feedback will be provided to individuals to
reduce future errors when processing refunds.
Where issues raised are more generic, the
service provider will need to demonstrate how
wider engagement will be undertaken,
12 Refund Measured by Refund Assurance call/meeting Refund A s,'er_\l/:ice cré'di:( ofl£750 will be aE)[::)Iied by the
Assurance taking place in Week 1 of each period. Service Assurance Authority If the Service Provider fails to
Provider must provide evidence as outlined in call/meeting y _ _
Refund Assurance | the Service Credit column. to take place | attend/contribute to the agreed call/meeting
call/meeting inWeek 1 of | that will take place in week 1 of the period.
- each period. The service Provider will be required to
(Periodic) q

provide evidence that all steps covered as
part of the plan associated with (Refund
Assurance update) have been implemented
or provide evidence that an associated long

LY DR I SO LS I B

IR - SR FO DR
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APPENDIX 2 - SERVICE PERFORMANCE REPORTS

The Service Performance Report will consist of the following:

Commentary The Service Provider shall provide a commentary on
Service Levels performance, in the format detailed in Schedule
4 (Service Scope Specification)

Complaints and The Service Provider shall provide summary information of any

Commendations complaint or commendation reported to the Authority in the
Period, in the format detailed in Schedule 4 (Service Scope
Specification).

Sensitive and safety The Service Provider shall provide summary information of any

complaints complaint or commendation reported to the Authority in the
Period

Incident Management Incident Management Report

Report

A Periodic report which details the following for each priority
level:

e The total number of Incidents raised:

¢ The number of Incidents by open/close status;

e Average time of resolution;

e Repeat failures;

e For Incidents not resolved within Service Levels:
e Incident reference;

e Severity level of incident;

e Status;

e Date raised;

o Raised by name;
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Incident description;

Reason for resolution outside of Service Levels.
Summary of Major Incidents.

If issue caused by a 3rd party, please identify them in the
description.

Impact — customer, reputation, financial amongst others.
Lessons learnt.
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Service Levels The Service Provider shall provide a report in an Excel format
performance or as agreed by the Authority showing the overall Service Level
performance against each Service Level of the Contract
detailing:

e The degree of compliance against each and every Service
Level specified in Appendix 1:

e The Service Levels that attract a Service Credit or/and,
where applicable, Service Bonus

e The Service Provider’'s performance against the Service
Levels

e Calculation of total Service Credits or/and, where
applicable, Service Bonuses

¢ any claim for relief from performance at Service Level
and/or the application of Service Level Credits to which
the Service Provider is entitled

Corrective Action Notice | Update and status

Other Service specific reporting requirement will be detailed in
Schedule 4 (Service Scope Specification) and the Authority,
may from time to time, request additional reporting information
to support the management of a systems and the Service.
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APPENDIX 3 - MAJOR INCIDENT LIST

This Appendix contains:-

1. Aninitial list (in the table below) of Incidents which are considered as Major Incidents for the purposes of this Contract, and

2.

O

The categorisation of those Incidents, in accordance with the following:

Category 1 — a Major Incident which involves a material failure of any part, or all, of the Services or the material unavailability of any
Service Provider Site for more than one (1) hour;

Category 2 — a Major Incident which is not a Category 1 Major Incident but which involves a material failure of a part of the Services at a
Service Provider Site or a prolonged customer-facing system failure for more than one (1) hour but less than four (4) hours. Where a
Category 2 Major Incident continues for more than four (4) hours, it shall be deemed a Category 1 Major Incident; and

Category 3 — a Major Incident that is not classified as Category 1 or 2.

Category 1 Category 2 Category 3
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/7
L X4

Complete loss of
communications or
power to a Service
Provider Sitesis:

System or telephone
fault prevents 50%
or more of Services
being available

System or telephone
fault prevents 50% or
more of staff on the
Contract being able to
fulfil all Services

Any security breach

Any software change
results in unavailability
or degradation of all of
the Service

7/
L X4

X3

%

System or telephone
fault prevents 25% or
more of Services being
available

System or telephone
fault prevents 25% or
more of staff on the
Contract being able to
fulfil all Services

Loss of alternative
back-up to a Service
Provider Site

None of any individual
stock or other
consumable item
required for the
performance of the
contract is available

Intermittent
communications
availability at a Service
Provider Site

Any software change
results in unavailability
or degradation of part of
the Service

** Where Authority Assets

are provided, faults are
such that 25% of
production capacity has
been unavailable for
more than 24 hours
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A list of Disaster events below, which are considered to be Major Incidents for the
purposes of this Contract (and which may, depending on the circumstances, give rise to a
Category I, Category 2 of Category 3 Major Incident in accordance with paragraphs 1 and
2 above):-

O A Service Provider’s Site closed for reason of fire, flood, natural disaster or other
external event.

O Pandemic or epidemic disease or illness affecting more than 25 per cent ofthe
Service Provider's Personnel.

[0 Weather preventing or restricting access to a Service Provider’s Site, such as
heavy snow, where more than 25 per cent of the Service Provider Personnel
scheduled to work are affected.

[0 Power loss to an area including and beyond just the Service Provider’s Site.

00 Communications loss to an area including and beyond just the Service Provider’s
Site.

[0 A Service Provider’s Site closed at the request of the Police or other emergency
service.

0 Terrorism or other violent actions.
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1.

SCHEDULE 9 - FORM OF VARIATION

General

In this Schedule:

1.1. The Authority’s right to require the Service Provider to implement a Variation, or to
propose that the Service Provider implements a Variation, is set out in
paragraph 2.1;

1.2. the Service Provider’s right to propose Variations is set out in paragraph 2.2;

1.3. the procedures for notifying the other Party of, and specifying, Variations required by
the Authority or proposed by the Service Provider (as the case may be) are set out in
paragraphs 3 and 4;

1.4. the procedures for implementing Variations are set out in paragraph 5;

1.5. the Service Provider's overriding obligations to minimise the cost and provide VM in
respect of any Variation are set out in paragraph 6.1; and

1.6. the contract management procedures for developing and implementing Variations
are set out in paragraph 8.

2. Variation Rights

2.1. The Authority shall be entitled at any time to:

2.1.1. require the Service Provider to implement a Variation to the Services; or

2.1.2. propose a Variation to the Services to the Service Provider, and the
Service Provider shall implement each Variation required or authorised in
accordance with this paragraph 2.

2.2. The Service Provider may propose a Variation to the Services. The Authority shall
not be obliged to consider or authorise any such proposal.

3. Proposed Variation Notice and Required Variation Notice

For a Variation under paragraph 2.1:

3.1. The Authority shall give notice to the Service Provider of a Proposed Variation (by
submitting a “Proposed Variation Notice”) or a Required Variation (by submitting
a “Required Variation Notice”) substantially in the form set out in this Schedule 9
(Form of Variation). The Authority may in its absolute discretion at any time issue a
Required Variation Notice in respect of a Variation that has previously been the
subject of a Proposed Variation Notice or a Service Provider's Proposal Notice (as
the latter is defined in paragraph 4).

3.2. The Service Provider shall, within 15 Business Days from the date of delivery of any

Proposed Variation Notice or Required Variation Notice (or within any additional
period requested by the Service Provider and agreed to in writing by the Authority,
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the Authority acting reasonably), produce, sign and return a “Service Provider
Response” substantially in the form set out in this Schedule 9 (Form of Variation)
which shall set out the proposed method of implementing the relevant Variation,
specifying inter alia:
3.2.1. the time scale for doing so;the effect (if any) on the timing of the performance
of other obligations under this Contract (including the effect (if any) on any
relevant milestone dates);

3.2.2. the impact of effecting the Variation on the provision of the Services;

3.2.3. the financial consequences of implementing the Variation (including, but
not limited to, showing details of any pricing of the Variation including capital
and operating costs);

3.2.4. anticipated Authority and/or Third Party dependencies; and
3.2.5. the risks associated with the Variation,

provided that any savings made by the Service Provider arising as a result of such Variation
or payments to the Service Provider shall be taken into account. Where a Variation is to be
charged by reference to the time spent by Service Provider Personnel in relation to the
Variation, the rates for such Service Provider Personnel shall not exceed those detailed for
this purpose (if any) in Schedule 7 (Pricing Schedule).

3.3. In the case of a Required Variation Notice, the Authority shall specify in the
Required Variation Notice any requirements in relation to the implementation of the
Required Variation.

4. Service Providers Proposal Notice

4.1. For a Variation under paragraph 2.2, the Service Provider shall notify its proposals for
a Variation to the Authority by a notice substantially in the form set out in this
Schedule 9 (Form of Variation) (the “Service Provider’'s Proposal Notice”). The
Service Provider shall set out the proposed method of implementing the Variation,
specifying inter alia:

4.1.1. the time scale for doing so;

4.1.2. the effect (if any) on the timing of the performance of other obligations under
this Contract (including the effect (if any) on any relevant milestone dates);

4.1.3. the impact of effecting the proposed Variation on the provision of the
Services;
4.1.4. the financial consequences of implementing the proposed Variation

(including, but not limited to, showing details of any pricing of the Variation
including capital and operating costs);

4.1.5. anticipated Authority and/or Third Party dependencies; and
4.1.6. the risks associated with the Variation,

provided that any savings made by the Service Provider arising as a result of such proposed
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Variation or payments to the Service Provider shall be taken into account. Where a
Variation is to be charged by reference to the time spent by Service Provider Personnel
in relation to the Variation, the rates for such Service Provider Personnel shall not exceed
those described in paragraph 3.2 above. Within 10 Business Days of the delivery by
the Service Provider of a Service Provider’'s Proposal Notice, the Authority shall notify the
Service Provider whether it wishes to consider the Variation set out in the Service
Provider's Proposal Notice.
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5.2.

5.3.

5.4.

Implementation of the Variation

Following receipt of a Required Variation Notice and unless otherwise instructed
by the Authority, the Service Provider shall forthwith implement the Variation
required therein within the appropriate and achievable timescale specified in the
Required Variation Notice. The Service Provider shall notify the Authority in writing
within twenty four (24) hours of receipt of a Required Variation Notice if the Service
Provider believes that it is not possible for the Service Provider to implement such
Variation or to effect the Variation within the specified timescale. The Service
Provider shall ensure that such notification includes a detailed explanation as to
why it is not possible for the Service Provider to implement such Variation in the
specified timescale.

Subject to paragraph 5.3, the Service Provider shall not implement any Variation set
out in any Proposed Variation Notice or Service Provider's Proposal Notice until a
notice substantially in the form set out in this Schedule 9 (the “Authority to
Proceed”) has been issued by the Authority for that Variation. For the avoidance
of doubt, the Service Provider shall implement each Variation set out in a Required
Variation Notice in accordance with paragraph 5.1 without any need for issuance of
an Authority to Proceed. The Authority shall not at any time be obliged to issue an
Authority to Proceed in respect of any Proposed Variation Notice or Service
Provider’'s Proposal Notice.

The Authority may issue an Authority to Proceed at any time following issue of a
Proposed Variation Notice even if the details for implementing that Variation have
not yet been determined. In that event the provisions of paragraph 5.1 shall apply
with effect from the date of the Authority to Proceed as if the Proposed
Variation Notice had been a Required Variation Notice.

Any terms (including costs) of implementing a Variation the subject of an Authority to
Proceed issued under paragraph 5.2 or 5.3 or of a Required Variation Notice signed
and returned by the Service Provider pursuant to, and setting out the information
specified in, paragraph 3.2 that are not agreed by the Parties within 14 days of the
issue of the Authority to Proceed or of the return by the Service Provider of the
Required Variation Notice (as applicable) may be referred by either Party for
determination in accordance with the Dispute Resolution Procedure. On final
resolution of the outstanding terms of the Variation pursuant to the Dispute
Resolution Procedure or the written agreement of the Parties, The Authority shall
either:

54.1. issue a notice substantially in the form set out in this Schedule 9 (the

“Required Variation Settlement Notice”) setting out the terms of the Variation;
or

5.4.2. withdraw the Required Variation Notice or Authority to Proceed (as

applicable) by issuing a notice substantially in the form set out in this Schedule 9
(the “Withdrawal Notice”) in which case:
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5.4.2.1. the Service Provider shall immediately cease to implement the
Variation; and

5.4.2.2. the Service Provider shall be entitled to make a claim to recover from the
Authority any costs that the Service Provider has reasonably and
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properly incurred exclusively in connection with implementing the Variation prior to the
Service Provider being sent the Withdrawal Notice.

5.4.3. The Authority may withdraw any Required Variation Settlement Notice or

Authority to Proceed at any time by issuing a Withdrawal Notice in which case
the provisions of paragraph 5.4.2 shall apply.

Cost Minimisation and Standards

The Service Provider shall make reasonable efforts to minimise the adverse
and maximise the favourable impact on the Authority of any change in timetable or
costs resulting from the implementation of a Variation. In particular the Service
Provider shall, where appropriate, when submitting proposals in respect of any
Proposed Variation Notice, Required Variation Notice or Service Provider's
Proposal Notice or before referring any matter for determination pursuant to
the Dispute Resolution Procedure and when implementing any Variation:

6.1.1. submit a statement to the Authority of its proposed method of

implementing the Variation demonstrating the steps that it has taken to
minimise the costs of doing so;

6.1.2. comply with its VM obligations in paragraph 7; and

6.1.3. shall not in its proposal for the implementation of the Variation claim to

6.2.

6.3.

be excused from any liability other than on the same grounds and to the
same extent amended accordingly (mutatis mutandis) as it would have been
excused from liability for performing its obligations under this Contract (before
the proposed Variation took effect), provided that if the Service Provider
considers that the risk inherent in the implementation of the Variation means
that the Service Provider should be excused from any liability on other
grounds or to a different extent, then the Service Provider shall be entitled to
provide contemporaneously to the Authority alternative proposals for the
implementation of the Variation. These alternative proposals shall not
excuse the Service Provider from any liability other than on the same grounds
and to the same extent mutatis mutandis as it would have been excused
from liability for performing its obligations under this Contract (before the
proposed Variation took effect). The alternative proposal(s) shall give
details of the extent to which the Service Provider seeks to be excused
from liability on other grounds or to a different extent in implementing the
Variation and the corresponding change (if any) to the amount of the
adjustment to the Charges which would otherwise be required in respect of
implementing the Variation.

Unless the Authority requires otherwise, the Service Provider's proposal shall be
a fixed price lump sum based on the allocation of risk specified in the
Variation. However, the Service Provider may in addition include pricing for
alternative options to be considered by the Authority.

The Authority may, from time to time, provide the Service Provider with
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information in relation to possible future Variations for the express purpose of
providing the Service Provider with the means of taking such possible
Variations into account in planning its operations and capital expenditure
programmes and so as to reduce the costs of implementing such Variations in
the future.

7. Value for Money

7.1. To enable the Authority to effectively determine whether VfM is being achieved in
respect of any Variation, it will be necessary for the Service Provider to be
transparent in the pricing of any proposed maodification to the Charges arising
from that Variation in accordance with this Schedule and its general accounting in
so far as these are relevant to demonstrating VfM associated with that
Variation.

7.2. Proposed modification to the Charges in accordance with a Variation shall be
priced on a transparent and "open book" basis in accordance with paragraph
7.3 below.

7.3. Open Book Accounting

7.3.1. The Service Provider shall calculate any modifications proposed to the
Charges in accordance with this Schedule on a "bottom up” basis.

7.3.2. All modifications to Charges shall represent the actual demonstrable
costs to be incurred by the Service Provider or savings to be achieved by the
Service Provider in each case with reasonable allowances for:

7.3.2.1. a reasonable level of target profit (having regard to what the Service
Provider has achieved and has been and is forecast to achieve under the
Contract);

7.3.2.2. overheads (with an explanation of the principles on which they have
been appropriated to the Contract and to the Variation); and

7.3.2.3. any additional risks being incurred or existing risks being reduced (as
the case may be) having regard to the terms of paragraph 6.1.3.

7.3.2.4. If requested by the Authority, the Service Provider shall evidence the
breakdown in relevant costs including by reference to operating expenditure,
capital expenditure, human resource costs, third party costs (including any
sub-contractor mark-up and any intra-group charges.

7.4. The Authority’s rights under Clause 24.3 (Records, Audit and Inspection) shall
include the right of audit to ensure that the Service Provider has complied with its
obligations under paragraph 6 above and this paragraph 7.

8. Contract Management of Variations

8.1. For a Variation under paragraph 2.1 and on receipt of a Service Provider’s
Proposal Notice under paragraph 4, the Authority shall allocate a unigue number
to the potential Variation and the Authority shall also maintain a sequentially
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numbered register of all potential and actual Variations. All subsequent
correspondence between the Parties in connection with any potential or actual
Variation shall bear the number allocated to such Variation.

8.2. For the avoidance of doubt, each of the Parties shall pay its own costs and
expenses, in each case of any nature whatsoever, incurred in connection with
the investigation, preparation or negotiation of each Proposed Variation Notice,
Required Variation Notice, Service Provider Response, Service Provider's
Proposal Notice, Authority to Proceed, Required Variation Settlement Notice
and Withdrawal Notice and otherwise in connection with any acts, omissions or
correspondence in connection with agreement on, or determination in

accordance with the Dispute Resolution Procedure of, the terms of any Variation and
such costs and expenses shall not be taken into account (or included by the Service
Provider) in costing any Variation.
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Required Variation Notice

[Variation No. [XXXX] Date [DD-MMM-

YY] VARIATION TITLE:

ervice Provider: [Insét Service Provider name] (Contract name anfl reference no. to be
included in header)

[Insert PM Name] [ILert Service “
Delivery Manager

Insert System
Owner's Name]

[Insert CM Name]

Summary

> Scope of Variation to the Services

IInsert a concise summary of the scope of the Variation to the Services, including any specific
deliverables to be provided by the Service Provider

|Full details of the change to the Services required are in Section A

> Performance Management

|Insert a concise summary of the changes to the performance regime including any new,

or revised, Service Level or performance regimes including any thresholds or trigger
|Full details of the performance regime is Section B

> Key Constraints

|Insert a concise summary of the constraints on the implementation and/or delivery of the
Variation to the Services

|Full details of the Key Constraints are in Section C

> Key dates/Milestone Dates

|Provide a timetable for the implementation of the Variation including key dates or Milestone

dates (including the deliverables or Services that the Service Provider must provide by each
|Full details of the key dates and Milestone Dates are in Section D

> Assurance
Insert summary of the key Assurance requirements

Full details of the Assurance requirements are in Section E

> Intellectual Property Rights
Insert summary of any new IPR created Or state that no new IPR will be created as part of this

Full details of the Intellectual Property Rights requirements and verification levels are in Section

> Charges and payment terms

Insert summarv of kev pavment terms
|Fu|| details of the proposed payment terms are in Section G
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For the Authority: Signed:
[Transport for
London] [insert
name]
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> Proposed Variation Notice

linsert PM Name] ~ [fisert Service lnsert CMName]  |insertSystem
Delivery Manager Owner's Name]

Summary

> Scope of Variation to the Services

|Insert a concise summary of the scope of the Variation to the Services, including any specific
deliverables to be provided by the Service Provider

|Full details of the change to the Services required are in Section A

> Performance Management

IInsert a concise summary of the changes to the performance regime including any new,
or revised, Service Level or performance regimes including any thresholds or trigger
|Full details of the performance regime is Section B

> Key Constraints

|IInsert a concise summary of the constraints on the implementation and/or delivery of the
Variation to the Services

|Full details of the Key Constraints are in Section C

> Key dates/Milestone Dates

|Provide a timetable for the implementation of the Variation including key dates or Milestone
dates (including the deliverables or Services that the Service Provider must provide by each
|Full details of the key dates and Milestone Dates are in Section D

> Assurance
Insert summary of the key Assurance requirements

Full details of the Assurance requirements are in Section E

> Intellectual Property Rights
Insert summary of any new IPR created no new IPR will be created as part of this Variation

Full details of the Intellectual Property Rights requirements and verification levels are in Section

> Charges and payment terms

Insert summarv of kev pavment terms
Full details of the proposed payment terms are in Section G
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For the Authority: Signed:
[Transport for
London] [insert
name]
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> Service Provider Response

iati MMMV
v%ggq_a@_—ga@.pgﬁ: ,,,,,,,,,, A

[‘Wiﬁﬂ_iuf\i
TITLE:
] over]
Service Provider: [Inset Service
Provider name ntract name & reference numher as it appear

on the ‘Mront c

[lhsert PM Name] [Insert Contract Manager Name]

Project Description

» METHOD OF IMPLEMENTATION
Detail the implementation schedule with Milestone dates.

» FINANCIAL CONSEQUENCES (INCLUDING CHARGES AND SAVING)

Detail the financial consequences of implementing the Variation showing details of any pricing of
the Variation including savings, Project risk (with description), CAPEX and OPEX costs.

» KEY COMMERCIAL ISSUES
Detail the impact of effecting the Variation on the provision of the Services.

» KEY CONSTRAINTS
Detail any constraints on the implementation and/or delivery of the Variation to the Services

» ASSUMPTIONS, DEPENDENCIES
Detail any anticipated Authority and/or Third Party assumptions and dependencies.

» PERFORMANCE MANAGEMENT

Detail the affect (if any) on the timing of the performance of other obligations under the Contract,
including the affect (if any) on any relevant milestone dates.

> RISKS

Assessment of risks associated with the Variation, including those contained in other areas of the
Project Description

» ASSURANCE

Detail how the Service Provider shall Assure the Authority that the Service Provider will comply
with the Contract obligations.

» INTELLECTUAL PROPERTY
RIGHTS Detail any new IPR
created.

» EXTERNAL INTERFACES
Detail any interfaces with other systems
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For the Service Provider:
[Service Provider name]

[insert name]

ok dirlo]

Signed:
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> Service Provider’s Proposal Notice

WLV 1V EAVAVA|
P@pesa&-R-ei—No.—Da:e-pD‘L .......... A

[XXXXTPROPOSAL
T[TCE: ] overl
Service Provider: [Inset Service
Providerrame ntract rjame & reference numoer as it appear
on theI]ront c
[lhsert PM Name] [Insert Contract Manager Name]

Project Description

» REASON FOR PROPOSAL
Details the business need for the proposal

» METHOD OF IMPLEMENTATION
Detail the implementation schedule with Milestone dates.

> FINANCIAL CONSEQUENCES (INCLUDING CHARGES AND SAVING)

Detail the financial consequences of implementing the Variation showing details of any pricing of
the Variation including savings, Project risk (with description), CAPEX and OPEX costs.

» KEY COMMERCIAL ISSUES
Detall the impact of effecting the Variation on the provision of the Services.

» KEY CONSTRAINTS
Details any constraints on the implementation and/or delivery of the Variation to the Services

» ASSUMPTIONS, DEPENDENCIES
Detail any anticipated Authority and/or Third Party assumptions and dependencies.

» PERFORMANCE MANAGEMENT

Detail the affect (if any) on the timing of the performance of other obligations under the Contract,
including the affect (if any) on any relevant milestone dates.

> RISKS

Assessment of risks associated with the Variation, including those contained in other areas of the
Project Description

» ASSURANCE

Detail how the Service Provider shall Assure the Authority that the Service Provider will comply
with the Contract obligations.

» INTELLECTUAL PROPERTY
RIGHTS Detail any new IPR
created.

» EXTERNAL INTERFACES
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Detail any interfaces with other systems

For the Service Provider:
[Service Provider name]
[insert name]

ol sl o]

Signed:
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» Authority to Proceed

[Variation No. [XXXX] |Date [DD-MMM-YY]

[VARIATION TITLE:

Service Provider: [Inset Service Provider name] (Contract name and reference no. to be

|Project Manager IService Delivery |Commercial Manager [Systems Manager

[Insert CM Name] [Insert System
Owner's Name]

[Insert PM Name] '"5?” Service
Delivery Manager

Please Refer to Proposed Variation Notice dated [Insert Date] and Service Provider
Response dated [Insert Date]. Authority is hereby given for the implementation of the
Variation set out below.

Summary

» Summary of changes to the Services
Insert a concise summary of the changes to the deliverables

Full details of the change to the Services required are in Section A

» Value of Variation
Insert value

Full details of the performance regime is Section B

> Amended Terms
IInsert summary of any changes agreed subsequent to the Service Provider Response.

This is to include key constraints, key dates, assurances, IPR and performance
|Full details of the Amended Terms are in Section C

> Payment terms

Insert summary of key payment terms
Full details of the key dates and Milestone Dates are in Section D

For the Authority: Signed:
[Transport for
London] [insert
name]
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> Required Variation Settlement Notice

Variation No. [XXXX] Date [DD-MMM-YY]

VARIATION TITLE:

Service Provider: [Inset Service Provider name] (Contract name and reference no. to be

Authority Project Manager: Authority Commercial Manager:

[Insert PM Name] [Insert Commercial Manager Name]

> Nature of issue

Authority to detail the nature of the issue which is the subject of the Required Variation
Settlement Notice

» Agreed Variation terms
Authority to detail the terms of the Variation as agreed by the Parties

For the Authority: Bigned:
[Transport for London]

[insert name]

ol sl o]
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> Withdrawal Notice

Variation No. [XXXX] Date [DD-MMM-YY]

VARIATION TITLE:

Service Provider: [Inset Service Provider name]

Authority Project Manager: Authority Commercial Manager:

[Insert PM Name] [Insert Commercial Manager Name]

Dear [Service Provider Contract Manager],
RE: [Contract name and date]

We are hereby withdrawing Variation [Variation no.] — [Title] with immediate effect. Please cease
implementation of the Variation and update your records accordingly.

[Please advise whether any abortive costs have been incurred and, if so, provide full details of
such costs within 10 Business Days. - Not to be used for Proposed Variations unless an

Authority to Proceed has already been issued]

Copy to: [Authority Contract Manager], [Authority Project Manager]

fFor the Authority: Signed:
[Transport for London]
[insert name]

ol aial o]
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11.SCHEDULE 11 - HANDBACK OF SERVICE

1. Introduction
1.1. Scope & Purpose
1.1.1. This Schedule 11 (Handback of Services):

1.1.1.1. sets out the strategy to be followed on handback of the Services (or
services similar to the Services), where appropriate to a member of the
Authority Group and/or any Successor Operator(s); and

1.1.1.2. requires the Service Provider to support an orderly, controlled
handover of responsibility for the provision of the Services from the Service
Provider to a member of the Authority Group and/or any Successor
Operator(s) (as applicable), at the Authority’s direction, with the minimum
of disruption and so as to prevent or mitigate any inconvenience to the
Authority by means of the implementation of the Handback Plan.

1.1.2. It is recognised that the Contract needs to make provision for a member
of the Authority Group and/or any Successor Operator not only to take
responsibility for any services that are the same as the Services, but also to
provide services which are similar to the Services (or any of the activities
comprised within them) and/or which have the same or similar use, function, or
application as the Services (in whole or part) or their outputs. This Schedule
11, and in particular references to “handback of the Services” “services similar
to the Services” and similar expressions shall be interpreted accordingly.

2. Handback
2.1. Handback Plan

2.1.1. The “Handback Plan” shall, in relation to all aspects of the handover of
the Services (or services similar to the Services) or part thereof to a member of
the Authority Group and/or any Successor Operator(s), include details of the
following as a minimum:

21.1.1. the organisation arrangements including roles and responsibilities
for specific individuals and the allocation of resources for the Services (or
services similar to the Services);

2.1.1.2. the rationale considered and any assumptions made in developing
the Handback Plan;

2.1.1.3. the interface arrangements with the Authority, any Interfacing
Parties, or any other person;

2.1.1.4. a complete breakdown of all tasks and work streams structured
as reasonably required by the Authority;
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2.1.15. the handback process for the Services and the function of each of
them;

2.1.1.6. time frames with milestones for the transfer of the provision of
the Services (or services similar to the Services) from the
ServiceProvider to any member of the Authority Group and/or any
Successor Operator(s) and transfer of or access to Data to any
member(s) of the Authority Group and/or any Successor Operator(s);

21.1.7. implications of the transfer of the relevant Services (or services
similar to the Services) including any applicable Third Party software licences
and configurations for the Service Provider's requirements under the
performance regimes;

2.1.1.8. details of the transfer of assets, where appropriate and a timetable
for the handback of relevant assets including all Authority Assets;

2.1.1.9. NOT USED

2.1.1.10. details regarding the transfer of the relevant Service Provider
Personnel, as required by TUPE, and information regarding all the Service
Provider Personnel who are engaged in the performance of the Service
Provider’s obligations under the Contract and such other information as set
out at Clause 37 (Transfer of Employees on Expiry or Termination), and
ongoing access to Key Personnel or any other personnel who the Authority
considers key for a smooth transition of Services (or services similar to the
Services) to any member(s) of the Authority Group and/or any Successor
Operator(s);

2.1.1.11. all relevant Data regarding the Services including Service Provider
information in such form as the Authority and/or any Successor Operator(s)
may reasonably require;

2.1.1.12. NOT USED; and
2.1.1.13. such other details or information as the Authority may reasonably
require.
2.1.2. The Handback Plan shall, in accordance with the process set out in

paragraphs 10.1.3 to 10.1.5 below:

2.1.2.1. make reasonable assumptions using the Service Provider’s
experience under the Contract as to how the Services can be transferred to a
member of the Authority Group and/or any Successor Operator(s) (at the
Authority’s direction), with details of mitigation actions until such time when the
Authority and/or any Successor Operator(s) have defined what such
arrangements will be implemented by the Authority and/or any Successor
Operator(s) in any future Authority and/or Successor Operator(s) transition
plan(s); and

21.2.2. NOT USED.
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2.1.3. The Service Provider shall submit a draft Handback Plan to the Authority
no later than the earlier of the 1st anniversary of the Service Commencement
Date or as required by the Authority in relation to termination of the Contract.
The Service Provider shall finalise the Handback Plan:

2.1.3.1. not later than six (6) months after the 1st anniversary of the
Service Commencement Date, taking due account of the Authority’s comments;
or
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2.1.3.2. as required by the Authority in relation to a termination of the
Contract pursuant to Clause 34 (Breach and Termination of Contract)

(as applicable).

2.1.4. Save as specified in any Successor Plan, all Handback Plans delivered to the
Authority shall:

2.1.4.1. in respect of the first Handback Plan due by the Service Provider:
1.1.4.1.1 cater for all Services to have phased End Dates;

1.1.4.1.2 unless otherwise specified by the Authority, be based on
handback to a single member of the Authority Group or
Successor Operator; and

1.1.4.1.3 be based on any other information reasonably specified by the
Authority and/or where necessary any other reasonable
assumptions (which shall be explicitly set out in the Handback
Plan); and

2.1.4.2. in respect of each Handback Plan thereafter, cater for different
Services having phased or staggered End Dates to the extent specified by the
Authority in the most recent Successor Plan and/or take account of any
notice served by the Authority pursuant to Clause 34.9.

2.1.5. The Service Provider shall, as soon as reasonably practicable and in any
event within two (2) months of the first Successor Plan being provided to it, deliver
to the Authority an updated Handback Plan which shall reflect such Successor
Plan. Thereafter, the Service Provider shall, within one (1) month following its
receipt of a change to the Successor Plan, review, update and submit to the
Authority for approval a revised Handback Plan which reflects such revised
Successor Plan.

2.1.6. The Service Provider shall consult fully with the Authority in relation to the
preparation of each version of the Handback Plan, and shall take full account
of the Authority’s comments.

2.1.7. The Service Provider shall, within fourteen (14) days of receipt of a
notification from the Authority, amend the latest Handback Plan to correct
identified non-conformities, incorporate any other comments or feedback from the
Authority and resubmit it to the Authority. The Authority shall, within fourteen (14)
days of resubmission of the Handback Plan, notify the Service Provider of any
remaining or new non-conformities. Subject to Clause 33 (Dispute Resolution)
and without limiting the Authority’s right to issue a Required Variation (including in
relation to any aspect of the Handback Plan, the procedure in this paragraph
10.1.7 shall be repeated until the Handback Plan is free from non-conformities
and agreed and confirmed by the Authority in writing.

2.2. NOT USED
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2.3. Performance Reports and Meetings

2.3.1. The Service Provider shall report on progress of handback in the Service
Performance Report and matters affecting handback shall be discussed at the
Service Review Meeting.
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13. SCHEDULE 13 - NOT USED
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SCHEDULE 14 - ASSURANCE

Overview

1.1. The Service Provider shall provide Assurance to the Authority to ensure the

Authority gains the necessary levels of confidence that the Service Provider is
complying with its obligations under the Contract and, in particular, in relation to the
delivery of the Services.

1.2. The purpose of the Assurance process set out below is to provide clarity and

visibility of the methods by which the Authority will gain Assurance.

1.3. Inrelation to a project or a programme, the Service Provider shall propose how it

plans to Assure the Authority that it will comply with its Contract obligations. The
Authority may at its sole discretion require additional Assurance activities.

1.4. Given the size and complexity of the Services and the Authority’s business, the

2.

Service Provider agrees that several different business units and groups internal and
external to the Authority may be affected by Changes, and may require to be
involved in the Assurance process at different times and to varying levels.
Notwithstanding this, the Contract Manager shall be the Authority’s prime point of
contact with the Service Provider in accordance with Clause 13 (Operational
Management).

General Assurance Process

2.1. The Service Provider shall ensure that the Authority gains Assurance:

2.1.1. through the Service Provider's maintenance and submission of the
documentation and information set out in Clause 9 (Major Incident
Management) and in Schedules 3 (Transition) to 11 (Handback of Service)

inclusive;

2.1.2. through the processes set out in Schedule 8 (Service Management);

2.1.3. NOT USED; and

2.1.4. through a programme of Assurance audits in accordance with paragraph
3 of this Schedule, Assurance Events and/or milestones as provided for under the
Contract.

2.2. The Service Provider acknowledges and agrees that the Authority may use (as the

Authority sees appropriate), as a minimum, the following general methods
throughout all phases of the Assurance process as a means of gaining Assurance
regarding the Service Provider's performance:

2.2.1. assessing the Service Provider's approach to identifying, evaluating and
resolving emerging issues and unforeseen problems;
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2.2.2. auditing the Service Provider's processes and operations against the
documents submitted by the Service Provider;

2.2.3. measuring the Service Provider's performance for compliance with the
Service Levels set out in Schedule 8 (Service Management);
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2.2.4. reviewing the Service Provider's performance in the achievement of

identified events in individual project or programme plans; and

2.2.5. reviewing the Service Provider’s performance at regular meetings.

3.2.

3.3.

3.4.

3.5.

3.6.

TfL Assurance Audit Programme

The Authority and/or its nominees shall be entitled to conduct formalised Assurance
audits throughout the Term pursuant to Clause 24 (Records, Audit and Inspection)
and may develop the TfL Assurance Audit Programme (being a programme of audits
which the Authority proposes to undertake as part of the Assurance process) which
it may maintain and issue to the Service Provider from time to time. The TfL
Assurance Audit Programme will form the basis of the Authority’s and/or its
nominees' Assurance audits but shall not be construed as exhaustive.

The TfL Assurance Audit Programme shall be a twelve (12) month rolling
programme of audits which shall be reviewed, updated and re-issued at least every
twelve (12) months by the Authority to the Service Provider.

The Authority and/or its nominees shall carry out Assurance audits to check the
Service Provider's compliance with the documents developed in response to the
requirements of the Contract and any or all of the processes, procedures,
documentation, methods of working, testing, commissioning and operations
detailed therein.

The Authority shall, without prejudice to Clause 24 (Records, Audit and Inspection)
and at least seven (7) Business Days in advance of each scheduled audit listed in the
TfL Assurance Audit Programme, confirm that the audit shall take place and shall
provide the Service Provider with such further information to ensure that the audits
are carried out in an efficient manner with minimum disruption to the Service
Provider's day-to-day operations. The Authority shall provide a detailed scope of
each scheduled audit and where appropriate a list of the topics or questions to be
covered so that the Service Provider can properly prepare for the Assurance audit.

The Authority and/or its nominees may carry out some Assurance audits and
inspections without prior notice in accordance with the provisions of Clause 24
(Records, Audit and Inspection).

In areas of persistent or significant non-compliance by the Service Provider with its
obligations pursuant to this Contract, the Authority shall be entitled to require the
Service Provider to provide a report on such non-compliance and the Service
Provider shall either provide a detailed report within five (5) Business Days of each
such request by the Authority or agree with the Authority within five (5) Business
Days an action plan for producing a report. The Service Provider shall also
attend such meetings to discuss areas of persistent or significant non-compliance
as the Authority reasonably requires.

Corrective Action Notices
After each Authority Assurance audit in accordance with paragraph 3 of this
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4.2.

4.3.

Schedule and/or Clause 24 (Records, Audit and Inspection) the TfL Contract
Manager will prepare an audit report reviewing the Service Provider’s
performance. Copies of Contract Manager's Assurance audit reports shall be issued
to the Service Provider along with any comments or observations. If the Contract
Manager determines that the Service Provider is non-compliant with any part of the
Contract, the Contract Manager may issue a Corrective Action Notice in accordance
with the provisions of Clause 16 (Corrective Action Notices).

In addition to any Corrective Action Notices issued as a result of an Assurance audit
in accordance with paragraph 4.1 of this Schedule, the Contract Manager may, from
time to time, issue such other Corrective Action Notices on any other matter where it
considers that the Service Provider has failed to comply with its obligations under the
Contract, in accordance with the provisions of Clause 16 (Corrective Action Notices).

Each Corrective Action Notice shall state clearly the reason why the Authority
believes that the Service Provider is not complying with its obligations under the
Contract. The Service Provider shall respond to the Contract Manager within ten
(10) Business Days of the Corrective Action Notice being issued:

4.3.1. stating the action it proposes to take and the timescale for completing the

action; or

4.3.2. providing an alternative proposal for achieving the objective(s) as set outin

4.4.

4.5.

5.2.

the relevant Corrective Action Notice and/or timescale for resolving the non-
conformance along with a reasoned explanation. The Authority shall consider
any such alternative proposal and at its sole discretion instruct the Service
Provider to implement such a proposal which may include such amendments
as are agreed with the Service Provider.

The Service Provider shall then implement the corrective action(s) as agreed with
the Authority under paragraph 4.3 of this Schedule.

The Service Provider shall provide a Corrective Action Notice status report each
Period in the Service Performance Report produced in accordance with Schedule 8
(Service Management) or as otherwise instructed by the Authority.

Assurance Feedback

The Authority shall provide feedback to the Service Provider at each Service
Review Meeting held in accordance with Schedule 8 (Service Management) in
relation to the Services on the level of Assurance that the Authority has gained in the
Service Provider’s performance during the preceding four (4) week period or over a
longer period as appropriate.

The Authority shall identify and notify the Service Provider of areas where the
Service Provider needs to increase its efforts to provide Assurance and the
Service Provider shall comply with the Authority's reasonable instructions to
provide such Assurance.
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DEFINITIONS

“Cloud” A type of internet-based computing service where
organisation can have aspects of their IT infrastructure
managed by external providers, normally as a Software as a
Service (SaaS), Platform as a Service (PaaS) or
Infrastructure as a Service (laaS) basis

“Cyber is a UK government scheme encouraging organisations to

Essentials adopt good practice in information security, focussing mainly

Scheme” on technical controls rather than governance, risk, and policy

“Cyber The high level Cyber Security requirements for all IT and

Security Operational technology and data owned by TfL or operated and

Policy / supported by third parties for on behalf of TfL.

Policies”

“Cyber The technical detail behind the implementation of the high

Security level cyber security requirements as set out in the Cyber

Standard(s)” | Security Policies.

“Data” means data created, generated or collected, during the
performance of the Services (or any part thereof), including
Personal Data and data supplied to TfL and members of the
TfL Group in connection with the Services or this Agreement;

“Good means the exercise of that degree of skill, diligence,

Industry prudence and foresight which would reasonably and

Practice” ordinarily be expected from a skilled and experienced
operator engaged in the same type of undertaking under the
same or similar circumstances.

HMG the meaning and definition as well as relevant policy

Information documents and standards can be found at

Security https://www.gov.uk/government/collections/government-

Assurance security or any updated link;

Standards

“Information | means a register of all information assets relating to the

Asset services connected to this Agreement as detailed in

Register” paragraph 3.2(c)

“Information | a framework of governance models, policies and procedures,
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Security based on a business risk approach to establish, implement,

Management | operate, monitor, review, maintain and improve information

System” or security in accordance with the requirements of Paragraph

“ISMS” 15

ISO/IEC is an information security standard specification for an

27001 information security management system (ISMS), with an
emphasis on measuring and evaluating how well an
organisation's ISMS is performing.

“IT Services” | means the IT services that support the delivery of the
Services;

“Malicious means any software that brings harm to a computer system.

Software” Commonly known as malware can be in the form of worms,
viruses, trojans, spyware, and adware which steal protected
data, delete documents or add software not approved by a
user.

« . means any hardware or software which monitors and/or operates

Operational hvsical

Technology” a physical process.

“Qutline means the security plan provided by the Service Provider as

Security part of their tender submission

Management

Plan”

“Removable any type of storage device that can be removed from a

Media” computer while the system is running. Examples of
removable media include CDs, DVDs and Blu-Ray disks, as
well as diskettes and USB drives

“Security a potential or actual event or attempted breach of

Incident” security affecting the confidentiality, integrity or availability of
the Services, IT Services or Networks which process or hold
Data

“Security means the Service Provider's security plan developed and

Management | revised pursuant to Paragraph 14

Plan”

“Security means any TfL security policies as amended by TfL from

Policy” time to time;

214




2.

2.1

“Security

meaning all Risks associated with the security of the

Risk” Services which may have a negative impact upon the agreed
security posture, including information security and any risks
identified pursuant to the Security Management Schedule.

“Security means a register of Security Risks produced and maintained

Risk as detailed in paragraph 3.2(b)

Register”

“Service means all assets and rights including all physical assets,

Assets” Software, IPR, as well as spares and components whether in
storage, repair or on sites, used by the Service Provider to
provide the Services in accordance with this Agreement;

“Service means all employees, agents, consultants and contractors of

Provider the Service Provider or of any Sub-Contractor

Personnel”

“Service means any land or building where the Service Provider

Provider carries out any part of this contract

Premises”

“TfL means a hierarchy of IT security documents consisting of the

Information high level Information Management Security Policy and ten

Security security principles (Information Security Controls

Controls Framework); available upon request

Framework”

“TfL means the network infrastructure and services owned or used by

Network(s)” TfL to support the delivery of the IT Services.

“TfL

Personnel ”
means all employees, agents, consultants and contractors of TfL

“TfL as defined in the TfL Information Security Classification

Restricted” Standard (listed in Annex 5)

“TfL Sites” means all TfL premises where the services are delivered

SCOPE AND PURPOSE

The purpose of this Schedule is to:
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3.1

3.2

(@)

(b)

(©)

(d)
(e)

(f)

@

(h)

(i)

)

set out the principles of protective security to be applied by the Service
Provider in its delivery of the Services;

set out the Service Provider's wider security obligations relating to the
Services;

set out the Service Provider’s requirements to test and audit the Services
including any Information Security Management System, to ensure
compliance with the security requirements set out in this Agreement;

set out the Service Provider's obligations in the event of a Security Incident;

set out the principles for the Service Provider's development, implementation,
operation, maintenance and continual improvement of the Security
Management Plan;

set out the principles for the Service Provider's development, implementation,
operation, maintenance and continual improvement of the Information
Security Management System;

set out any Service Provider obligation for certification against the Services
such as, ISO/IEC 27001, the Cyber Essentials Scheme or HMG Information
Security Assurance Standards;

set out any Service Provider requirements to deliver the Services or Service
Assets in accordance with the CESG Commercial Product Assurance (CPA)
Scheme; and

set out the requirements on the Service Provider when delivering the
Service(s), which are aligned with the 10 Steps to Cyber security set out by
the Government (see Annex 5).

the Supplier's obligation to comply with the Operations Technology Cyber
Security Standards (see Annex 5).

SECURITY PRINCIPLES

The Service Provider acknowledges that security, data protection and confidentiality
are of fundamental importance in relation to its provision of the Services and TfL's
ability to retain public confidence. The Service Provider shall at all times comply with
the security principles set out in Paragraph 3 in the delivery of the Services.

In recognition of the importance that TfL places on security, data protection and
confidentiality, the Service Provider shall ensure that a director or relevant individual,
as agreed by TfL, is made aware of the risks set out in the Security Management
Plan and is assigned overall responsibility for ensuring that:
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3.3

3.4

4.1

(a) appropriate members of Service Provider Personnel and the Service
Provider's management team take responsibility for managing the different
levels of security risk and promoting a risk management culture;

(b) a Security Risk Register is produced and maintained and that all Security
Risks are documented in an appropriate manner and is included in any
contract risk register if one is in place. This Security Risk Register must be
available for audit when reasonably required by TfL as set out in Clause 7 of
this Schedule

(©) an Information Asset Register is produced and maintained and that all assets
are documented in an appropriate manner in the Information Asset Register
and shall identify the criticality of the relevant Service Assets in the delivery of
the Services. This register must be available for audit when reasonably
required by TfL as stated in Paragraph 7 of this Schedule and when a
Security Incident occurs.

(d) supporting policies are implemented (where relevant) and communicated with
Service Provider Personnel.

The Service Provider shall, and procure that its Sub-contractors shall, at all times
ensure that:

(@) security threats to the Services are minimised and mitigated;
(b) the Services shall fully comply at all times with:
0] any security requirements set out in Annex 3;

(ii) the agreed Outline Risk Management Processes and approach set
out in Annex 2; and

(i) Good Industry Practice.

The Service Provider must notify TfL of any instances where software, applications,
services or processes are hosted or run from the cloud that are not part of the
Agreement, and that host, process or connect with any of TfL Operational or IT
technology, Data and Networks or handle TfL Data. The Service Provider is
responsible for ensuring that any such cloud services comply with this Cyber
Security Management Schedule.

ACCESS CONTROLS AND SECURE CONFIGURATION OF SYSTEMS

The Service Provider shall comply with all obligations relating to the patching and
configuration management of Service Assets as set out in Annex 4 in addition to any
specific obligations set out in Annex 4, the Service Provider shall ensure that:
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5.1

5.2

5.3

(a) security patches are applied to Service Assets as soon as possible in line
with vendor recommendations in accordance with overall risk management;

(b) account management and configuration control processes are implemented
to ensure that access to Service Assets by Service Provider Personnel is
limited to the extent required for them to fulfil their roles in supporting the
delivery of the Services.

(©) when Service Provider Personnel change roles or no longer support the
delivery of the Services access rights are revoked or reviewed;

(d) any system administration functionality is strictly controlled and restricted to
those Service Provider Personnel who need to have access to such
functionality and that the ability of Service Provider Personnel to change the
configuration of the Services is appropriately limited and fully auditable;

(e) Service Provider Personnel are informed of what constitutes acceptable
access of Operational or IT technology, Data and Networks and the
consequences of non-compliance;

® any preconfigured passwords delivered with any Service Assets are changed
prior to their implementation for use in the Services;

(9) the Services have appropriate devices, tools or applications in place to filter
traffic or separate connections, such as industry standard firewalls and
Malicious Software protection, to all public or private networks which are not
controlled by or on behalf of TfL.

(h) all wireless functionality is secure; and

® software upgrades and patching must be managed appropriately and access
to any software shall be granted using the principle of least privilege.

SERVICE PROVIDER PERSONNEL

The Service Provider shall, appoint a member of Service Provider Personnel to be
the security manager who shall be responsible for the development, monitoring,
enforcement, maintenance and enhancement of all security measures set out in this
Agreement (the "Security Manager"). The Security Manager shall be a member of
the Key Personnel.

The Service Provider shall ensure that all Service Provider Personnel are security
screened or vetted appropriate to the Data and shall provide TfL within five (5)
working days of the Effective date, and every twelve (12) months thereafter, written
confirmation that this obligation has been complied with.

The Service Provider shall immediately notify TfL if it becomes aware of any security
clearance issues in relation to the Service Provider Personnel and the Service
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6.1

6.2

6.3

7.1

7.2

7.3

Provider shall undertake any action requested by TfL in relation to mitigating the
impact of any such security clearance issues.

TRAINING

The Service Provider shall ensure that all Service Provider Personnel have
undergone suitable security awareness training prior to their deployment and such
security awareness training shall cover, as a minimum; account usage, malicious
software, home and mobile working, use of removable media, audit and inspection
and Security Incident reporting and data handling. The Service Provider shall
implement an up-to-date on-going programme of security awareness training for
Service Provider Personnel throughout the Term.

The Service Provider shall provide additional training to its Service Provider
Personnel, which may be required following a Security Incident, the application of a
patch or update, or any relevant Operational Change or Variation.

The Service Provider shall ensure that all Service Provider Personnel are familiar
with their responsibilities under applicable law and policies including, as a minimum,
the Data Protection Legislation, the Security Policies set out in Paragraph 1 of this
Schedule and policies in relation to the handling of protectively marked materials
both during their employment and following the termination of or change to the terms
of their employment.

TESTING & AUDIT

The Service Provider shall conduct regular automated vulnerability scans of the
Services, as agreed in the Risk Management Process and ensure that any identified
vulnerabilities are appropriately mitigated or patched in line with the TfL Security
Patching standard (Annex 5), taking into consideration the risk posed to TfL and the
Services.

The Service Provider shall conduct security tests, including ethical hacking and
penetration tests, to assure compliance with the Security Incident Management
Process, the security provisions in this Agreement, the Security Management Plan.
The Service Provider shall conduct security testing in accordance with the Security
Management Plan. The Service Provider shall conduct such security tests, as a
minimum, every twelve (12) months from the Service Commencement Date and shall
include security penetration testing of the Services and the associated technical
infrastructure. Wherever the Services are accessible from the internet or other such
public network, the Service Provider shall carry out security penetration tests from
the internet or the public network.

The Service Provider shall, within one (1) week completion of the security tests
carried out in accordance with Paragraph 7.2, provide a report to TfL setting out:

(@) the outcome of such security tests including all identified vulnerabilities;
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7.4

7.5

7.6

7.7

7.8

7.9

(b) the Service Provider's plans to remedy each such identified vulnerability as
soon as possible, provided that any such remediation must be implemented
in accordance with this Agreement [including the TfL Change Management
Process and the Variation Procedure.

The Service Provider shall implement its plans to each identified vulnerability in
accordance with the report delivered pursuant to Paragraph 7.3 save to the extent
directed by TfL in writing.

The Service Provider shall, upon request by TfL, following a Security Incident, carry
out such additional security testing over and above the obligations set out in
Paragraph 7.2 as TfL requires.

TfL shall be entitled to send a member of TfL Personnel to witness the conduct of
any audit or security tests carried out by or on behalf of the Service Provider. The
Service Provider shall provide TfL with the results of such audits (in a form agreed
with TfL in advance) as soon as practicable after the completion of each audit or test.

In addition to complying with the Requirements, PCI DSS where applicable and other
relevant industry standards and Good Industry Practice, the Service Provider shall at
least once during each twelve (12) month period starting from the Service
Commencement Date, engage an appropriately skilled third party to conduct a formal
audit of the Services against the then current versions of the following:

(@) the security controls, processes and procedures required pursuant to this
Agreement;

(b) the Data Protection Legislation (using BS10012 or another standard as
agreed with TfL), where applicable; and

(© the Security Management Plan,

and shall, within five (5) Working Days of becoming aware of actual or potential
security issues which impact or could impact the Services, the Service Provider shall
inform TfL of each such issue and shall keep TfL up-to-date as the Service Provider
investigates the nature and impact of such issue. Within five (5) Working Days of the
finalisation of the audit findings, the Service Provider shall provide to TfL a copy of all
such findings which are relevant to the Services.

Without prejudice to any other right of audit or access granted to TfL pursuant to this
Agreement or at Law, TfL and/or its representatives may carry out such audits in
relation to security matters as are reasonably required to assess the Service
Provider's compliance with the Information Security Management System and the
Security Management Plan.

If any test or audit carried out pursuant to this Paragraph 7 reveals any non-
compliance with this Agreement or vulnerability (and, in the case of a TfL audit, TfL
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8.4

has informed the Service Provider thereof), the Service Provider shall, as soon as
reasonably practicable, provide TfL with a written plan to remedy each such
identified vulnerability as soon as possible, provided that any such remediation must
be implemented in accordance with this Agreement including the TfL Change
Management Process and the Variation Procedure. The Service Provider shall
implement its plans to remedy each identified vulnerability in accordance with such
report save to the extent directed by TfL in writing.

SECURITY INCIDENT MANAGEMENT PROCESS

The Service Provider shall, and shall procure that its Sub-contractors shall:

(a) establish, document and share with TfL a process to identify and respond to
Security Incidents and mitigate the impact of such Security Incidents on the
Services, including in relation to assigning clearly defined roles and
responsibilities to specific Service Provider Personnel;

(b) record each Security Incident and corresponding severity level in the Service
Provider's ISMS; and

(©) without limitation to the other provisions of this Agreement, follow TfL’s
reasonable instructions in relation to the identification and resolution of any
Security Incident.

The Service Provider shall notify and ensure TfL is aware as soon as possible and in
any event no later than within one (1) hour upon becoming aware of any Security
Incident or any potential Security Incident.

In addition to the requirements in clause 8.2 the Service Provider will additionally
provide written notice with all relevant details reasonably available of any actual or
suspected breach of security in relation to TFL Personal Data including unauthorised
or unlawful access or Processing of, or accidental loss, destruction or damage of any
Authority Personal Data

If a Security Incident occurs, the Service Provider shall, within the framework of the
Security Incident Management Process:

(@) immediately take steps to assess the scope of the Data, user accounts
and/or TFL Personal Data compromised or affected including, but not limited
to, the amount of Data and/or TfL Personal Data affected;

(b) immediately take the steps necessary to remedy or protect the integrity of the
Services against any such Security Incident;

(©) securely collect and preserve evidence, including logs, to support the
Security Incident management process described in this Paragraph and
share with TfL such evidence via secure channels as requested by TfL;
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(d)

(e)

(f)

(9)

handle any information pertaining to the Security Incident according to the
handling requirements for TfL RESTRICTED information defined in TfL's
Information Security Classification Standard;

promptly escalate the Security Incident to a person or governance forum with
a level of seniority within the Service Provider’s organisation as TfL may
reasonably require;

as requested by TfL:

(i)

(ii)

(iii)

provide such information in relation to the Security Incident
(including, if necessary, by collating such information from its and its
Sub-contractors' systems and the Service Provider Personnel);

provide relevant TfL Personnel with supervised access (or, if the
Parties agree, direct access) to any relevant systems, Service
Provider Sites and Service Provider Personnel in order to investigate
the Security Incident; and

follow TfL's directions in relation to the steps necessary or desirable
to remedy or protect the integrity of the Services; and

as soon as reasonably practicable develop and provide TfL with a copy of its
remediation plan for the Security Incident which sets out full details of the
steps taken and to be taken by the Service Provider to:

(i)

(ii)

correct, make good, reinstate, replace and remediate all deficiencies
and vulnerabilities, loss and/or damage to the Service Assets, Data,
and/or Services in connection with the Security Incident; and

perform or re-perform any security tests or alternative tests relating to
the security of the Service Assets and/or Services as appropriate and
within the timescales specified by TfL, to assure TfL that the Security
Incident has been addressed and its effects mitigated,

provided that any such remediation must be implemented in accordance with
this Agreement including the TfL Change Management Process and the
Variation Procedure. The Service Provider shall fully implement and comply
with such remediation plan save to the extent directed by TfL in writing

The Service Provider shall provide a detailed report to TfL within two (2) Working
Days of the resolution of the Security Incident, such report to detail:

(@)
(b)

the nature of the Security Incident;

the causes and consequences of the Security Incident;
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9.1

9.2

(©) the actions undertaken and length of time taken by the Service Provider to
resolve the Security Incident; and

(d) the actions undertaken by the Service Provider to prevent recurrence of the
Security Incident.

If there is a suspected security event up to and including a Security Incident, the
Service Provider shall to the extent requested by the TfL CISO (or any duly
authorised delegate):

(@) provide information in relation to the Services which is relevant collating, if
necessary, relevant information from Sub-contractors' systems and the
Service Provider Personnel;

(b) provide relevant TfL Personnel with supervised access (or, if the Parties
agree, direct access) to any relevant systems, Service Provider Sites and
Service Provider Personnel in order to investigate the security incident; and

(c) follow TfL's directions in relation to the steps necessary or desirable to
remedy or protect the integrity of the Services; and

(d) work with TfL to identify any lessons learnt which could mitigate any gaps in
process, policy or controls.

and TfL shall reimburse the Service Provider's reasonable, demonstrable costs and
expenses in relation to the Service Provider's compliance with such request.

SECURITY LOGGING AND MONITORING

The Service Provider shall ensure that the Security Management Plan sets out its
monitoring strategy to monitor its own performance of its obligations under this
Schedule. The Service Provider shall update its monitoring strategy as necessary
throughout the term of this Agreement in response to:

(@) changes to applicable laws, regulations and standards;
(b) changes to Good Industry Practice;

(© any relevant Operational Changes or Variations and/or associated
processes;

(d) any Security Incident; and
(e) any reasonable request by TfL.

The monitoring strategy should include, as a minimum, processes for monitoring and
logging (as appropriate):
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9.4

9.5

(@)

(b)

(©)

(d)

(e)

(f)

networks and host systems to detect attacks originating both on an internal
private network or from public networks (e.g. internet);

instances of misuse of the Services, Service Provider systems used in the
delivery of the Services and access to TfL RESTRICTED Data by TfL
Personnel and Service Provider Personnel, including attempts at such
misuse;

wireless access points to ensure that all wireless networks are secure and no
unauthorised access points are available;

Malicious Software on: (i) the Service Provider systems used in the delivery
of the Services and, (ii) the Services;

access to and movement of TFL RESTRICTED Data, including internal
access to such Data; and

traffic for unusual or malicious incoming and outgoing activity that could be
indicative of an attempt or actual attack.

The Service Provider shall ensure that access to system logs and monitoring
information is strictly restricted to those Service Provider Personnel who need to
access these items to ensure the delivery and integrity of the Services.

The Service Provider shall ensure that any monitoring process complies with the
monitoring strategy developed in accordance with Paragraphs 9.1 and 9.2 and all of
its legal and regulatory obligations pursuant to Applicable Law.

The Service Provider shall maintain a log of:

(@)
(b)

(©)

(d)

(e)

(f)

all instances of Service Provider Personnel accessing Personal Data;

all Service Recipient, TfL Personnel and Service Provider Personnel logon
attempts, successful and failed, to the Services or any elements of the
Service Provider Solution requiring authentication;

all actions taken by Service Recipients, TfL Personnel or Service Provider
Personnel with administrative privileges;

all instances of accounts being created for Service Recipients, TfL Personnel
or Service Provider Personnel and their relevant privileges;

all records of formal staff induction or certification required by Service
Provider Personnel to operate systems and handle TFL RESTRICTED Data
(where required);

all instances of accounts for Service Recipients, TfL Personnel, or Service
Provider Personnel being deleted;
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9.7

9.8

9.9

10.

10.1

10.2

10.3

(9) Service Provider Personnel system access group memberships in relation to
relevant Service Assets;

(h) Service Recipient and group privilege changes against each of the system

resources;
() unauthorised use of input and output devices and removable media; and
@) all access to log files and audit systems.

The logs required in 9.5 above must be raw logs, which are provided in a structured
text format and the schema for such logs will need to be provided.

The Service Provider shall implement recording mechanisms to identify TfL
Personnel and Service Provider Personnel and their actions when cases of misuse
are being investigated and shall ensure that any such recording mechanisms are
protected against manipulation and disruption.

The Service Provider shall regularly review logs to identify: (i) anomalies; (ii)
suspicious activity; and (iii) suspected Security Incidents. The Service Provider shall
notify TfL of such findings in accordance with Paragraph 8.2

The Service Provider shall provide copies of any log data collected by the Service
Provider during its delivery of the Services (system audit log data) at TfL's request in
a human readable electronic format such as comma-separated value or Microsoft
Excel.

MALICIOUS SOFTWARE

The Service Provider shall throughout the Term, use the latest versions of anti-
malware solutions and software available from an industry accepted vendor (unless
otherwise agreed in writing between the Parties) to check for, contain the spread of,
and minimise the impact of Malicious Software in the IT Services (or as otherwise
agreed by the parties).

Notwithstanding Clause 10.1, if Malicious Software is detected within services
provided by the Service Provider, the Service Provider shall ensure the effect of the
Malicious Software is mitigated and, particularly if Malicious Software causes loss of
operational efficiency or loss or corruption of Data, restore the Services to their
desired operating efficiency.

Any cost arising out of the actions of the Parties taken in compliance with the
provisions of Clause 10.2 shall be borne by the Parties as follows:

(@) by the Service Provider if the Malicious Software originates from the Service
Provider Software, the Third Party Software supplied by the Service Provider
(except where TfL has waived the obligation set out in Clause 10.11) or TfL
Data (whilst TfL Data was under the control of the Service Provider) unless
the Service Provider can demonstrate that such Malicious Software was
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11.1

11.2

11.3

12.

12.1

12.2

12.3

present and not quarantined or otherwise identified by TfL when provided to
the Service Provider; and

(b) otherwise by TfL.

REMOVABLE MEDIA

The Service Provider may only use Removable Media to support its delivery of the
Services if it has obtained prior written consent of TfL and has implemented
appropriate controls to ensure that the use of any input or output devices and
removable media is restricted strictly to that needed to supply and support delivery of
the Services.

If removable media is approved for use by TfL, the Service Provider shall ensure that
it deploys suitable anti-virus and anti-malware checking solutions to actively scan for
the introduction of Malware onto systems and networks through all Data imports and
exports from removable media and that the removable media is encrypted to a
suitable standard agreed in advance with TfL in writing.

The Service Provider shall report any loss or interception of Data as a result of the
use of removable media to TfL in accordance with Clause 8 and TfL reserves the
right in such instances to rescind its approval in relation to the Service Provider's
continued use of removable media.

MOBILE AND HOME WORKING

The Service Provider may only use offer Mobile and Home working to support its
delivery of the Services if it has obtained prior written consent of TfL and has
implemented appropriate controls to ensure.

If such consent is granted but the Service Provider does not have a home and
mobile policy for Service Provider Personnel, TfL’s Home and Mobile Working Cyber
Security Policy shall apply to the Service Provider and its Service Provider
Personnel.

If the Service Provider has a home and mobile working policy in relation to the
Service Provider Personnel, the Service Provider shall;

(@) ensure through this policy that:

® Data is protected and suitably encrypted in line with Cyber Security
Policy (see Annex 5), when stored outside of the Service Provider
Premises;

(ii) Data is protected when accessed, imported or exported through a

connection other than one which is accessed at the Service Provider
Premises; and
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13.

13.1

13.2

13.3

14.

14.1

14.2

(i) Security Incident management plans acknowledge the increased risk
posed by home and mobile working such as theft or loss of Data and
TfL Data and/or devices; and

The Service Provider shall report any loss or interception of Data or TfL Data as a
result of home or mobile working to TfL in accordance with Clause 8.

DISPOSALS

The Service Provider shall not reuse any Service Asset or Removable Media used in
the performance of the Services unless such items have been wiped securely in
accordance with a TfL agreed standard.

The Service Provider shall securely dispose of and delete Data from Service Assets
used for the delivery of the Services to a TfL agreed standard upon the termination
or expiry of this Agreement or when such Service Assets are no longer required for
the delivery of the Services, whichever is sooner, and documented accordingly.

The Service Provider shall ensure that the disposal of any Service Asset is
accurately reflected in the Information Asset Register.

SECURITY MANAGEMENT PLAN

The Outline Security Management Plan as at the Effective Date is set out at Annex 1
(Outline Security Management Plan).

The Service Provider shall within fifteen (15) Working Days of the Effective Date
submit to TfL for approval, a draft Security Management Plan which a minimum will:

(@) set out the security measures to be implemented and maintained by the
Service Provider in relation to all aspects of the Services and all processes
associated with the delivery of the Services and shall at all times comply with
and specify security measures and procedures which are sufficient to ensure
the Services comply with this Schedule;

(b) reference and comply with the security requirements set out in Annex 3;

(© state any other cyber security industry standards over and above those set
out in this Schedule which are applicable to the Services;

(d) state all applicable law which relates to the security of the Services; and

(e) how the Service Provider will comply with any other security requirements TfL
may reasonably request from time to time.

When the Security Management Plan is approved by TfL the approved plan will
replace the Outline Security Management Plan in Annex 1.
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The Service Provider shall review and update the Security Management Plan at least
annually and as required in response to:

(@) changes to the Cyber Security Standards;

(b) emerging changes in Good Industry Practice;

(©) any relevant Operational Change or Variation and/or associated processes;
(d) any new perceived or changed security threats; and

(e) any reasonable request by TfL.

The Service Provider shall submit any amendments to the Security Management
Plan for Approval by TfL in accordance with the variation procedure set out in this
Agreement

INFORMATION SECURITY MANAGEMENT SYSTEM

The Service Provider shall develop, implement, operate, maintain the ISMS and shall
within fifteen (15) Working Days of the Effective Date submit a draft ISMS to TfL to
assure. The Service Provider shall ensure that the ISMS includes the Security
Incident Management Process, dealing with, among other matters, Security Incident
management.

The ISMS shall, unless otherwise specified by TfL in writing, be designed to protect
all aspects of:

(@) the Services;
(b) all processes associated with the delivery of the Services; and

(©) TfL Sites, the Service Provider Solution and any information and Data
(including TfL Confidential Information and TfL Data) to the extent used by
TfL or the Service Provider in connection with this Agreement.

The Service Provider shall make any document referenced in the ISMS available to
TfL upon request.

If the investigation of a Security Incident reveals weaknesses or flaws in the ISMS,
then any change to the ISMS to remedy the weakness or flaw shall be submitted to
TfL for approval in accordance with the Variation procedure set out in this Agreement
for the avoidance of doubt, if a change needs to be made to the ISMS to address an
instance of non-compliance with the Security Management Plan or security
requirements, the change to the ISMS shall be at no cost to TfL.

The ISMS will be fully reviewed in accordance with ISO/IEC 27001 by the Service
Provider at least annually, or from time to time as agreed with TfL, in response to:
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16.

16.1

16.2

16.3
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(@) changes to Good Industry Practice;

(b) any relevant Operational Changes or Variations or proposed Operational
Changes or Variations to the Services and/or associated processes;

(©) any new perceived or changed security threats; and
(d) any reasonable request by TfL.

The Service Provider shall provide the results of such reviews to TfL (together with
such related information as TfL may reasonably request) as soon as reasonably
practicable after their completion. The results of the review should include, without
limitation:

(@) suggested improvements to the effectiveness of the ISMS;
(b) updates to the risk assessments;

(©) proposed madifications to the procedures and controls that affect the ability
to respond to events that may impact on the ISMS; and

(d) suggested improvements in measuring the effectiveness of controls.

COMPLIANCE WITH ISO/IEC 27001

The Service Provider shall obtain certification from a UKAS registered organisation
of the ISMS to ISO/IEC 27001 for any aspects of the business that is necessary to
support the Services. The Service Provider shall obtain such certification within
twelve (12) months of the Effective Date and shall maintain such certification
throughout the Term.

If certain parts of the ISMS do not conform to Good Industry Practice, or controls as
described in ISO/IEC 27001 and Schedule 2.3 (Standards) the Service Provider shall
promptly notify TfL of this.

Without prejudice to any other audit rights set out in this Agreement TfL may carry
out, or appoint an independent auditor to carry out, such regular security audits as
may be required in accordance with Good Industry Practice in order to ensure that
the ISMS maintains compliance with the principles and practices of ISO/IEC27001.

If on the basis of evidence provided by such audits, TfL, acting reasonably, considers
that compliance with the principles and practices of ISO/IEC 27001 is not being
achieved by the Service Provider, then TfL shall notify the Service Provider of the
same and the Service Provider shall, as soon as reasonably practicable, provide TfL
with a written plan to remedy each such non-compliance as soon as possible,
provided that any such remediation must be implemented in accordance with this
Agreement.
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APPROVED PRODUCTS

The Service Provider shall ensure that all Service Assets providing security enforcing
functionality are certified under the CESG Commercial Product Assurance (CPA)
Scheme, to the appropriate grade, as defined with Annex 3 “Security Requirements”,
provided that relevant certified products are available in the market.

If a product is not assured under the CPA scheme, TfL reserves the right to require

bespoke assurance of that product under a recognised scheme such as CESG
Tailored Assurance Service (CTAS).
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ANNEX 1 — OUTLINE SECURITY MANAGEMENT PLAN/SECURITY MANAGEMENT
PLAN

[NOTE TO BIDDERS: This may be discussed through Negotiation and/or Dialogue
(where applicable). An Outline Security Management Plan shall be submitted by the
Bidder prior to Contract Award (at ISFT where applicable), for approval by TfL and
then set out in this Annex 1. This will be updated in accordance with clause 14.]
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ANNEX 2 — OUTLINE RISK MANAGEMENT PROCESS

[NOTE TO BIDDERS: If invited to participate in any negotiation stage, bidders will be
requested to submit a draft Outline Risk Management Plan. This will be discussed
through Negotiation and/or Dialogue and an updated Outline Security Management
Plan should be submitted at ISFT and then set out in this Annex 2.] To be included
and discussed with TfL, if necessary, at ITT stage:

e How and when risk assessments are conducted

¢ Once found, what are the timeframes mitigations of risks once discovered

o Whether vulnerability scans or vulnerability management are to be provided

e The regularity of vulnerability scans and penetration testing

e The type of scans required (credentialed or non-credentialed)

e The output of this service- whether the automated report from the scanning tool or a
fully analysed report

e Against what baseline the scans will be performed
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ANNEX 3 — SECURITY REQUIREMENTS

[Note CSIRT — Any additional security requirements to be inserted]
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ANNEX 4 — CONFIGURATION MANAGEMENT OF SERVICE ASSETS

[Note CSIRT — Any additional security requirements to be inserted]
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ANNEX 5 = LIST OF RELEVANT POLICIES
TO BE PROVIDED BY TFL UPON REQUEST

Network Security Policy defines the requirements for securing TfL networks as well
as the information and network specific devices on them.

System Access Control Policy defines the requirements for managing user and
system account access to applications and technology such as allowing them to sign
in to OneLondon or SAP.

Cyber Security Incident Management Policy defines how we will handle cyber
security incidents and the requirements for reporting and managing those incidents.

Malware Prevention Policy defines the requirements for helping to prevent malware
(malicious software eg computer viruses) from infecting our systems and networks.

Security Logging, Monitoring and Audit Policy details the requirements for
security logging and monitoring of access to our technology and data and the audit
capabilities.

Removable Media Policy details the requirements for using removable media such
as USBs, CDs or portable hard drives.

Home and Mobile Working Cyber Security Policy details the requirements for
allowing and supporting secure home and mobile working.

Third Party Cyber Security Policy defines the rules governing how the security of
third party custodians of TfL information, technology and third party connections to
TfL systems will be ensured.

TfL Information Security Classification Standard details the information security
classification scheme covering information and records, in all formats, and the
minimum requirements for managing such information

10 Steps to Cyber Security - https://www.gov.uk/government/publications/cyber-
risk-management-a-board-level-responsibility/10-steps-summary

Cyber Essentials Scheme https://www.gov.uk/government/publications/cyber-
essentials-scheme-overview

Security Patching Standard details the requirements for applying security-related
updates (‘security patches’) in order to help secure TTL systems and applications in
line with the secure builds and configurations policy.

Operations Technology Cyber Security Standard describes the cyber security
requirements for operational technology assets throughout their lifecycle

235



236





