H%r..eﬂﬁﬂe;ﬁ!ﬂnﬁla %@ﬂhﬂu&us.__ﬂu_g!ﬁah_z a1 pUEt JUIOIENT B i} [EAGKIdE-UGH )0 GR0U ¥ Jo gABQ Bupyiop
unpaoai UoNEUBA a1] U 100 196 UL J2IST) SHEITRLN L0 PajUaLISKY E:E&Ei__ ;:z_soom_-aﬁna__ n__m.us : ueo!uk_ s
Bu..ﬁut_ﬁe&s!‘. iaomsmzw_!assﬁ.%isﬁe % 20 seBumy & et BnpaLs !aiubu.ssiﬂcﬂauu
auinbeJ pua sanddy ‘08 op 0] GGEUOSTA §) § LB ‘AL JWOISNT BYY). U 4q pardops oq'geys i ‘WwoEng ety Aq peniddy ydeibesed
JoWoisnY sip Aq Bujun 0 JWEnsNd JOLOKEND 3 0f FIHUKIS UBld uewabsusy Aprmes my )
pascuddy FUn pajUBNdUY 94 [oU JEYS PUR QINPEOH LORREA h
5y o Pafans 8q yeys (espsaylo 1o (Aunoeg) | xewuy o eBuryd e S __..._i.!u_m SSS e s P
senbay Jewopsng ydesBaied of Juenwmd N pauRD monas & jo nﬁchnnﬂa._l_ndnu?é-nﬁ“agw!aﬂauoﬁg
ynsal e 88) Ernsec!znﬁmamgsw_ﬁse!gssﬂﬁ SMUUTEND BUf) pUB SERddNS e J0 gES B 0] eqeueyauiwed
Jayddng e Lpr JuswpUOLE 15 aBumys ydwbeixd o) pejgns Agpe yym  obenbu yeebugy wed uspM  0q
“Sanguco
PUB ‘SPIEPUEIS DECLY LR DEDNIIL SRELE DYRIdE J3ACD LRIYM
10 SSRUAARDID oy Bupnsmow 1) swesuduy pelseBBne iz SONPRYIS JAyi0 0] AEssecou ) BupLaIERI-ST0ID ‘Z00.203N0SH
puB ‘SWSI PUB  100LZOSUMOSI UMM  GOUBMUODDE ) PKUNPNIS B89 QLT
241 Lo YRcY] ABW Jey) FUEAD o puodsss 0] Ajpnoas LoRBULONS 3 "B oNpaydS AN 01 (Aynseg) |
F9l12 1) 50100 puB S8npecad au o suogedpowl pesodad €7y XEUUY BIPOLDS U 100 106 SRIBLRINGAI Aun08 y) jo suopeBigo
*EUUSSISIY S| i 0) SBjepdn TP ﬁﬁuﬂﬂnsmhzm_&smoss_efcsgﬁgﬁm
; » Y opddng o U pejeIodiooy) esow o)
S (DilS St 01 uswicsn iy peysOOne N1 Zy SLISSLOILOG 4O} BT o) je #omyd 1y esoy) WOy SopMgrRuCdsas
SUOAEHUE| INOLEM ‘BPNIU] YT MOIASI BU] JO SHSRS 1YL JBWoEnD pue spewebueue Aunoes ge Bugsuen Jof euedd a0 e §Lp
-so_aagss:ﬂgigm?m:m Yoz ydesBaied vy 1no 198
PUSLG pUB UORSKILICD sou) JayB eqeoporsd AiGEUoEee) Qusurumbal a1 Bupnou) g BINPELRS O 18D Ay jo suomnd
gggﬁz—oggggﬂonsgﬁzﬂ:‘gé [4 gggugg—zésésg
JRLEOIENT S Aq jsenbar S[BU0SEAI AUR  $Lp égggggggg
. i~ i@ 13 pus $poog ey jo Koagep oyl PEIERORIE SOREeOQd
D o ot S0 (SR E'L 12 PUE 5p00H &y o S2edss e 0 LogBRl Ly Jogddng oy Aq
usﬁsa?gaiuﬁhu . POUUYET Pt pRjUSLISICLE BG 0) SWNEROUS ARINOIS Otf W0 98 L'
S "mets Joycding e o) eBump posoduxd Jo abumpd e 2Ly PRAUOD 140 1) G4 4l LOROBULA b JHRIING BAf J0 JOUTISND
‘002 Aenpuj poog) W sebusyd Buiiawe |’y jbgggsﬁghégg_
*00(0u 0} AYEnUU 1580) 18 PuS DL Of KUY 10K JoRddnS eip q pejapdn ISRUSPARICD SGULIORI] . Sup - Bupniuy Lo Lo s
. 101 Aue pus ‘seas| Ay 'snwald swaend ey Bupnpu)
puD pamenas Ay 9q JeYs uBlg JWewalRUBY AWNSeS pue SWSi syl I TGS SIS SPOCD R Jo AAISD O WA paleposs
NV1d LNIWBOVNYWN SassRIGK] 18 puT £p000) oy} j0 E129dsa e peiox] of padopanap
ALMNO3S ONY SWSI 3HL JO NOISIASY ONV INIWONIWY  °» Oq 'Duptm U suwon) eyitAq paypads esmiegio SN £LE
'8 SINPALSS O 18D SR R Mg et s Adwos 2
{uerg wswabeusy Aunces) Z euuy
%%a&hﬁﬂaﬁhﬂffﬁﬁ U N0 JeE LB WoweBuusy AUROSS| BN Bty U0 Pessq 8q LULE
ensund ueld jusweSsueyy Aynoag ay) ja Jawoisng o Aq [saasddy Bya Uelg Wewsbauey Aunoes oy
‘SIGEUOSUR B 0) PRSP Bq BYS 2'E ydwbemd ! T€ Ydmbesmd jo suawannba
up 1o 98 wuewsanbal My uywm Adnea ou seop ¥ ey spunal af e Adwod  peus oy vl JusweBeusyy Apnes  mep
M U0 e Weurleue Almoes ey aacidde ) asmpe; Aug saAamop ggss&ﬂ.%usuﬂnglﬁsﬂeg
*pafuiep 10 PRI Aqeuoseaiun g Asw ¢'c YdeiBaimg sy o) juaneind s_gohn(u&hgu!sszsﬁngsa!aw!ik-&:m
sewaieny oyl 4q veml aq 0) [Bacuddy ON WNPRODIY LOpNtOTTY B 980 WRWEOUGWILOD YO HED M JoUR S4B DUPHOM 0Z UMMM LE
SindsiG o) Y S0USI0T08 ] PARMOSRI 6q RIS JE)EW By 'LOSSALGNSRY
53 Bumono) vely wewebeusy Aptmes vl saniddy Jou S80p KWaiEnD : NVId INSWIOVYNVIH ALINND3S ¢
01 ) ‘umd pewsfieusyy Apnoes sy 10 JMLAISTD BKY) O] LORSRUGAS j2X)
o 10 GiBp ay) way {Bunum uj eabe few segeg o1y s popad sogo yns BINpALCS Sy Jepun suofeBygo
10) whug Buppop G| ey JaBuo) ou Juane Aue vy pua eqEsod s By S1} JO Jfddng BLn BABERS 10U RS SWS] BY) O} WeLIPUBLE Jo oBusy Aus

@ 5w seye] ssanaud [Baaiddy O4) 16U] BINSUG O} [INCABEPUA SQRUOERAI J0 Jo 5°Z ydesBesd of wentnd SNS| oy jo sowaienn o Aq [EAasddy 22



purposes of formalising and documenting the relevant changa or
amendmen! for the purposes of this Call Off Contract.

TESTING OF THE ISMS

51  The Suppliar shall conduct tests of tha ISMS ("Security Tests®) from tme
to Ume and al least annuafly and addilionally afler any change or
smendment to the ISMS or tha Security Management Plan. Security
Tests shall be designed and implemented by Lha Suppher so as
minimise the impact on the dekvery of the Goods and the dale, Liming,
content and conduct of such Security Tests

i
£8
i

§

52  The Cusiomer shall be entitlad lo reprosaniative to wilness the
conduct of the Sacurity Tests. Tha Supplier shall provide the Customer
with the resulis of such Security Tests (in a form approved by the
Cuslomer in advanca) as soon as peacticable afier completlon of esch
Security Test.

53  Without prejudice lo any other right of audil or access granted o the
Customer pursuani to this Cafl Off Coniract, the Customer and/or Hs
%aggggé.n_niggug
reasonabla nolice to the Suppller, to camy out such tasis (including

after completion of each such test.

54  Where any Security Test carled oul pursuant o paragrap % 5.2 or 5.3
reveals any aciual or poisntiel breach 5
promptly notify tha Customer of any changes to the o the
mgﬁgggaaﬁgégggso
mcﬂemﬂuaaouam.oaurusoaﬂsﬂaunuﬁs_n?agsgr:oﬂ.

2
:
B3
{
E

55 Il any repaat Secunity Test carrled oul pursuant lo paragreph 5.4 roveals
8

COMPLIANCE OF THE I15MS WITH 1SO/IEC 27001

8.1

8.2

8.3

74

7.2

73

The Customer shall be entitted to carry out such sacurity sudlits as it may
reasonably deem necessary I order lo ensure that the ISMS maintains
complianca with the principlas and praclicas of IS0 27001.

i, on the bask of evidence pravided by such secusity audlis, it is the
Cuslomer's reasonabia opinion that compliance with the principles and
practices of ISO/IEC 27001 ia nol being achiaved by the Suppiler, then
the Customer shall notify the Suppliier of the sama and give the Supplier a
msasonable time (having regand to the extent and crilicafity of arty non-
compiance and any other rlevant circumstances) o become comgpilant
with the principles and practices of ISO/IEC 27001. H the Supplier does
ol become compliant within the requirad tme then the Customer shell
hava the right lo obtain an independent audit agalnst thesa siandards in
whola or in part.

=.nunau_.&2n=<u=n.5nonﬂﬁa£ui=nnn3ﬂ5&5
paragraph 8.2 the Supplier is found Lo be non-complianl with the
ua:nﬁ_onﬂﬁvn-&nﬂo—_mo:mnﬁsﬂgﬁsm%nu!ug.sﬁ
own axpense, underiake thosa sclions required in order lo achiave the
necassary compliance and shall reimburse In full tha costs incumed by
the Cusiomer in cbisining such audit.

. BREACH OF SECURITY

Elther Party shalt notify the other in accordence with the agreed securlly
incider! management process as defined by the ISMS upen becoming
aware of any breach of security or any polenilal o aitempled breach of

withowt prejudice 0 the security incident management process, upon
bacoming eware of any of the circumslances referred 0 In paragraph 7.1,
Ihe Suppher shall:

7.2,1 Immediately aka all reasonable sleps (which shall include any
action or changes rsasonably requimd by the Cusiomer)
necessary fo:

a) remedy such braach of securtty or any polentlal or attemptad
breach of security or protect the Integrity of (he ISMS against
any such breach of security or any poisntlal or atlempied
breach of security; and

b} prevenl s further breach of security of sny polential or
atlermpted breach of sacurity in the future exploiling Lhe same
root cause faliure; and

7.22 as so0n as reasonably practicable provide lo tha Customer full
deladls {using such reporting mechanism as defined by lhe ISMS)
of the breach of security or tha polaniial or attempled breach of
Nlé.sgngﬂﬁo%ég&ag?

{omer.

In the avent that such actlon Is taken in response to a breach of security
or polential or stempled broach of securly that damonsimies non-
complianca of the ISMS with the Security Policy or securlty raquirements
{as sat oul In Annex 1 (Security) to this Call OFf Schedule 8} or ths
requirements of this Call Off Schedule 8, then any required change lo the
1SMS shatl ba at no cost to the Customer.
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22

24

2.5

31

3.2

Retain a cantral log of all securily related kncidents conceming sysiems
processing Confldential Information and be prepered to share statisical
informalion wilh the Commission upon request.

Notify the Commisslon’s primary conlaci within & reasonabla time frame, of not
longer than 1 working day, of eny actual or suspecled breach of security 1 the
Conlidential information processed on behalf of the Commission.

Adopt commercial best praclice T tools and uliies In order 16 malntaln
accurate logs of all system operabons and sdministrator access to any IT
equipment used lo process Confidential information In relation to this coniract.

Upon request, take reasonable measures lo provide auditable Information 1o
the Commiasion within 5§ warking days from raceipi of a writien request.

Parsonnel Vetting
The Supphier shall;

The Supplier shall snsura ail employess and individuals with accass 1o
Confidantial Information have been appropriatety veited in-ine with the HMG
Basafine Personnel Securily Standard, or equivalanl measures, inchxling
chacks for unspent crimingal convictions. The Commission resesves ths right o
ask for svidance of such checks or undertake addillona! checks if it desems
nacessary Lo do so.

In the coursa of providing the Contracted Servicas the Supplier I5 not expecled
to underiake any activities requiremant direct access lo chidren or vilnerable
adulls. Whare any such activily is desmed lo be necassary the Supplier and
the Commission will jointly agree the lavel of additional personnel vetling
required befors any such acthvity may commance.

Confidential information and Personal Data

The Suppler and the Commission acknowledge that the scope of Personal
Dala processing ln conneclion with this Conlract shall not Includa the
procassing of Sansitive Parsonal Data as defined by tha DPA.

Tha Supplier ocknowledges Lhat the Commission's Classification Schema shall
be used to 3ssess the relalive confidantialty of information sasels. This
scheme Is based upon HMG's Classification Schama ("GCS") as pubilshed by
the Cabinel Office.

Fos the purpose of this IHA, the undarpinning principles of the GCS shall

prevail meaning thal bath parties shall apply lo al informallon the protective
conirols commansurate with the OFFICIAL classification.

4.4 Should both Parlles agres 1o Sensilive Personal Data procsssing then the

48

Supplios shall apply the OFFICIAL-SENSITIVE masking 1o all information
assels uniess allamalive measures ere agreed in wiling batween the
Commission and the Supplier,

Save for the processing ‘of Sansitive Personal Data, nelthar parly shall bo
B@ES%S@%:S:E-ESBS%&ERE&B.E
documants conlaining Conflidential Information shall including appropriate
wording (o slen the reader lo the fact they ara handiing confidantial matter.

The Supplier confims hat sl Confidential Information held In digital or
hardcopy format, shall be procassed using facifiies end storage safvices
located within the EU only. For the avoidance of doubl the Supplier shall nol
process Confidentisl Information outside tha EU nor shell the Suppliat use
using public and \ or consumer-grade inlemel-based stomge faciitias.

145

52

83

54

55

5.8

Data procaasing and systams security
“The Supplier shall:

Control accass by lis stafl lo Confidential Informnation on a strict “need to know”
basis and axiend this arrengamaent to any sub-contracied third parties.

Ensura that all proceasing of Confidentlal informalion, whether in paper or
slectronic format, is sullably prolecied al a times using Industry standard
controls snd procedures, including, but not Brrsled Lo:

a. The provision al cost to the Suppller of proportionate physical security
and IT security controls to reduce 1o acceplable levels any risks
conceming unauthorised access, compromise, thefl or loss of
Confidential Information. The Comenission reserves the sight to ask for
evidence of the sacurity conlrols implemented by the Suppilar and, as
necessary, lo underiaks to aud!i tha controis for adherenca (o this IHA
and the Contract In genaral,

b. Suitabla logon names and complax pesswords for [T sysiems,

c. Public access computers or comnpulars shared with family members shall
not be used for the direci procasaing Conlidential Informallon, For the
gvoidance of doubt, this clause does nol apply wher Lhe host compuler
Is configured as remote access terminal.

d. Dats processed on laplops of poriable equipment (e.g. tablels) shall be
a !

a. The application of securily updates on ol least 8 quarierly basis (o all IT
sysiams procsasing Confidential informalion, or where such systams
provide public-facing servicas,

" 1. Paperrecords and physical assels shall be locked away out of sight when
not In use,

Refraln from transferring any Confidenilal tnformation to removable media
(inciuding CODVD, USB memory siicks) withoul prior written agreement from
tha Commission.

Be responsibie for the procurement and implementation of any dala backup
and conlnuity faclities tha Supplier deems necessary (0 malniain the
operational inlegrily snd availabilily of the informolion created during the
courso of tha Contract.

Not transfer any OFFICAL-SENSITIVE Information 1o the Commission or any
sub-Suppller, indhidual or ently unlzss boih the Supplier and the Commission
agree In wiiling a) that such transfers ara necessary; and b) the methods for
the secure bransfer of tha data in question.

Transfer all Confidental information raled at the OFFICAL classificallon in
digital format using tha following authorised mathods ondy:
a. Emall corespondence shall be to recognised businass arddresses of the

Partles, Emalls lo EHRC musi usa the *@equalitlyhumanrights.com’
domain.
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CALL OFF SCHEDULE 9: THIRD PARTY SOFTWARE

1. THIRD PARTY SCFTWARE
NOT APPLICABLE

[CALL OFF SCHEDULE 10: BUSINESS CONTINUITY AND DISASTER RECOVERY]

= NOT APPLICABLE
[OPTION 1]
CUSTOMER BCDR REQUIREMENTS
[ )
SUPPLIER BCOR PLAN
[ ]
JOPTION 2]

1. Definiions

1.4 Inthia Call Off Schadule 10, the lotiowing defintilons shall apply:

..E_t.-unnoan,..:_? Esnagngngasgsu:wn.d.Agon_oa
Plan" Schedula 10 (Business Continuily and Disaster Recovery),

“Business Continulty has the meaning given in paragraph 4.2.2
Sarvicas”

“Disaster Recovery hes the meaning 2.2.1.3 of Schadulse 10 (Business

Plan" Continuity and Disasler Recovery);

“Disaster Recovary tha services embodied In the processes and procaduras for

Sarvices" resloring the Services foliowing tha occumence of B
disasler;

“Disaster Recavery the sysiem embodiad in the procasses and procadures for

System” restoring tha provision of Goods following the occummence of
a disasier s;

. Review Report has the meaning as set out In Paragraph 6.2;

Suppliar's Proposals has the meaning as sel out in Paragraph 8.2.3;

2 BCDR PLAN

21 Within {30] Working Days from the Call Off Commencement Daie the
SuppWer shall prepara and deliver to the Cusiomer for tha Customer's
wrillen epproval a plan, which shall datail the processes and
amangemenis that tha Supplier shatl follow to:

2.1.1 ensure conlinuly of the business pmcesses and operalions

supporied by the Senvices lollowing any feilure or disruplion of
any elament of the Services; and

2.1.2 Eaanocuﬂ.oqs_u Services In tha avant of a Disaster.
22  The BCDR Ptan shall:
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3.3 Tha BCOR Plan shall be upgradeable and sufficlently flexible lo support
S<§am5§m§uﬂsﬁogzaﬂ§u§§§ by
and tha business cperations suppoarted by the Sarvicas.

34  The Supplier shall not ba antited to any rellef from its obligations under
tha Servica Levels or lo any increase In tha Charges io the exient thal a
Disaster occurs 83 @ conséquance of any breach by the Supplier of this
Calt Off Contracl

) BUSINESS CONTINUITY PLAN - PRINCIPLES AND CONTENTS

41  The Busineas Continully Plan shali sat out the amangements that ara (o
be invoked o ensurs thal the business processes and opérations
facilitated by the Servicas ramain supporied and o ensure conlntity of
the businass operations supporiad by the Services including, uniess tha
Customer expressly staias ciherwise in writing:

411 the alismative processas (Including businass processes), opllons
and responsiblitles that may ba adopied in the evant of a fellure In
os disruption (o lhe Services; and

4.1.2 tha sieps to ba laken by the Supplier upon rasumption of the
Sarvicas in order lo address any prevalling effect of the fallure or
disnuption including 8 rool cause analysis of the falure or
disruption.

42  The Businass Continully Plan shall:
4.21 addrass tha varicus possible levels of faliures of or disrupions to
the Services,

422 sei oul the senvices to be provided and tha steps to be taken lo
remedy the different Javaia of fallures of and disruplion lo tha
Sorvices [such sarvices and steps, the "Business Continuily
Servicas");

423 gggiggsﬁﬁéaﬁnﬁgsﬁa:
of the Business Continully Services and delails of any agreed
relaxation to the Sarvice Lavets in respect of other Services during
any period of invocation of the Business Continuily Plan; and

424 dsady sel out the condiions and/or circumstances under which
tha Businass Continulty Plan is invoked.

i DISASTER RECOVERY PLAN - PRINCIPLES AND CONTENTS

5.1  The Disaster Recovery Plan shall ba designed so as in ensure thal upon
ithe occurrence of a Disasier the Supplier ensurss conlinulty of the
business operations of the Customer supporied by tha Services fokowing
any Disaster or during any period of sarvics failure or disruption with, as
far as raasonably possible, minimal adversa Impact.

52  The Disasler Recovery Plan shall be invoked only upon the occurrence of
a Digasler.

53 Tha Disaster Recovary Plan shail Inchude tha foligwing:
531 Ihs technical design and bulld specification of he Disasier
Recovery Sysiem;

§.32 dstais of e procedures and processas 1o be put in place by the
Supplier in relation to the Disaster Recovery Syslem and the

153

provision of tha Disasier Recovery Servicas and any testing of the
same including bid not imilad to the following:

a} (dala centre and disasier racovery sile audits;

b) backup melhodology and delslls of tha Supplier's approach o
data back-up end data verification;

c) ideniificatian of afl potential disaster scenarios;
d) risk analysis;

a) documentation of processes und procedures;
f) hardware configuration detalls;

g) network planning Including delails of all relevant dala networks
and communication links;

h) invocation rules;

i) Sarvica recovery procedures; and

)] sieps to ba leken upon resumplion of the Services to address any
pravaling effect of tha failure or disruption of the Services;)

§3.3 any applicable Servica Lavels with respect to the provision of the
Disester Recavery Sarvices and delails of any agreed relaxallon
to the Service Laveis In respect of other Servicas during any
period of invocation of the Disaster Recavery Plan;

53.4 delalis of how the Supplier shall ensure compliance with security
siandards ensuring that compltance is maintained for any period
during which the Disasier Recovery Plan |s invoked;

5.3.5 asccess conlrols lo eny disaster recovery slles used by the
Supplier In relation to ils chilgations pursuant 1o this Schedula;
and

5.3.8 testing and management amangemanis,

6. REVIEW AND AMENDMENT OF THE BCDR PLAN
8.1  The Suppiler shall review Lhe BCDR Ptan (and the risk analysis on which

1t Is basad):
6.1.1 on & reguiar basts and as a minimum oncs evary 8 months;

8.9.2 within three (3) calendar months of tha BCDR Plan (or any parl)
having besan invoked pursuant to Paragraph 7; and

8.1.3 where tha Cuslomer requests any additionat reviews (aver and
sbove these provided for in Paragraphs 8.1.1 and 8.1.2) by
nollfying the Suppller lo such effect in wiillng, whereupon the
Suppliet shall conduct such reviews In accordance with the
Customer's wiitlen roquiremeants. Prior to starling ils review, the
Supplier shall provide an accurale writien estimats of the tolal
costs payabie by the Customer for Lhe Customer's approval. The
costs of both Parties of sy such nddiional reviews shall be met
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7.7  For he avoldance of doubt, the cammying out of a tast of the BCDR Plan
{inchuding a lest of the BCDR Plan's procedures) shall nol relisve the
Supplier of any of ils obligations under this Call Off Contracl.

7.8 The Suppiler shall aiso perform e test of the BCDR Plan in tha aven! of
any major reconfiguralion of the Servicas or as otharwise reascnably
requesied by the Cuslomer.

INVOCATION OF THE BCDR PLAN

81  Intha avent of a complete lass of service or in tha evant of a Disaster, the
Supplier shall iImmediaiely Invoke. tha BCOR Plan (and shall inform the
Customer promptly of such invocaiion). In all other instances the
Supplier shall invoke or tes| the BCDR Plan only with tha prior cansent of
the Customer.

1.

CALL OFF SCHEDULE 11: EXIT MANAGEMENT = NOT APPLICABLE

DEFINITIONS

1.4 Inthia Call Off Schedula, the following definilona shall apply:

"Exclusive Asgets™

“Exit Information”

"Exit Manager®

"Nat Book Value™

“Non-Exclusive Aasets®

t?ﬂzg:

*Tarmination Asslstance”

“Termination Assistanca Notice”

“Termination Assistance Notlce
Period”

“Transferable Assals”

“Transferable Contracts”

Suppller or a Key Sub-Contracior which
are usad axciusively In the provision af
the Services;

the person appolnled by each Parly
pursusrd io pargraph 3.3 for managing
the Paities' respective cbligations under
this Call Off Schadule;

thosa of the Exclusive Assals which are

Softwars or other agreements which are
158
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gﬁi%ﬁ&.u:ﬁnﬁni:ﬁ-nﬁ:%&ﬁuwigis
connection with such engagemenl {excepl that the Cusiomer may nol
under this paragraph 4.2 disclosa any Suppller's Confidential information
which Is Information retaling 10 the Suppliers or s Sub-contraciors’
prices or cosls),

. The Supplier shall;

434 naolify the Customer within five (5) Working Days of any material
change 1o the Exit Information which may adversely impaci upon
the provislon of ary Services and shall consult with the Customar
regarding such proposed malerial changas; and

432 provide complele updsles of the Exit Information on an

requesied basis as s00n 8s reasonably praciicable and in
avenl within ten {10) Working Days of a request in wriling from

4 The Supper may charpa the Cusiomer for its reasonable addtionsl costs
to the extent the Customar requests more than four {4) updatss ki eny six
{8) month pariod.

: The Exil Information shall be sccurate and complele in all material
respects end the level of datall 1o ba providad by tha Supplier shail ba
such as would ba reasonably nacassary to enable a thicd party lo:

451 prepare an informed) offer for thosa Services; and

452 not ba disadvantaged In any subsequent procurement procass
Bawnaassﬁmcna:ulzsuw%wzﬁ_uugﬁvaﬁ.

51 Tha Suppler shall, within (hree (3) months afier the Call OF
Commencement Date, dakiver 1o tha Customer an Exit Plan which:

51.1 sels out the Suppliers proposed mathodology for achleving an
onderty transition of the Services from the Supplier o Lhe
Cuslomer andlor Iis Replacemeni Supplier on the explry or
termination of this Call Off Contract;

§1.2 comples with the requirements sel out In paragraph 5.3;
5.1.3 s othanvise reasonably satisfaciory to the Customer,

2  Tha Parties shall use reasonable andeavours to agree the conlenis of the
Exit Plan. if lhe Parties ars unable Io agree the conienls of the Exit Plan
within twanty (20} Working Days of its submission, then such Dispute
shail ba resolved in accordance with the Dispute Resolullon Procadure.

53  Unless otherwise specifiad by the Customer or Approved, the Exit Plan

shall sal cut, 83 a mintmum:

53,1 how the Exlt Information is obtained;

532 (he management sbruciure lo be employed during both transfer
and cessalion of the Services;

533 tha management struciure to be employed during the Termination
Asaistance Period;

534 @ delaed descipton of bath the lransfer and cessalion
processes, including a timetable;

535 haow the Servicas will transfer lo the Replacemenl Supplier andfor
tha Cuslomer, including deialls of the processes, dacumentation,
dels transfar, systems migration, security and the sagregation of
the Cusiomer's technology components from any lechnology
componenis operaled by the Suppller or its Sub-Conlractors
{where applicable);

538 delals of coniracs {If any} which wil ba avaliable for ransler to
the Customer and/or the Replacemant
sona

avaliabls for such transfer);

5.3.7 proposals for the tralning of key mambers of the Raplacamant
?351-383&5825&3&5508:5%2:5
provision of the Searvices following the Call Off Expiry Date
charged at rates agreed between the Parlas al thal ime;

5.3.8 proposals for providing the Cuslomer or & Repiacement Suppiler
coplas of all documentalion:

) used in the provision of tha Services and necessarily required
for the conlinued usa themof, In which the Inisleciual

Proparty Righls are owned by the Suppller; and
b) reiating to the use and operalon of tha Services;

539 propogala for the essignmenl or novalion of Lhe provision of all
safvices, laases, malnienance agreements and supporl
agreemenis utilsed by the Supplier in connection with the
perfarmance of the supply of tha Services;

5.3.90 proposals for tha identification and relum of all Cusiomer Property
In the possession of andior control of the Suppiier or any thind
party {including any Sub-Cantraciar);

5.3.1% proposals for the disposal of any redundani Services and
materials;

5,212 procadures io deal with requasis mada by the Cuslomer and/or 8

Replacamant Supplier for Staffing information pursuant io Call Oft
Schedule 12 {Slaff Transfer);

5.3.13 how each of Lhe Issuas sel outl in this Call Off Schadule Wil ba
addrossed o faclitale the transition of the Servicas from the
Supplier 1o the Replscement Suppler andlor the Cuslomes with
the aim of ensuring that thers is no dissuplion lo or degradation of
Ihe Sarvices during the Tenminallon Assistanca Period; and

5.3.14 proposa!s for the supply of any other information or asalstance
reasonably required by the Cusiomar or a Replacement Supplier
_mﬂun_..onaann:oaaisnganlgg&ﬁo

arvices. .

TERMINATION ASSISTANCE

6.1 Tha Customer shall be entilsd to require the provision of Termination
Assistance ol any tms during the Call O Contract Parod by giving
writlen notice io tha Suppller (a "Terminetion Assistance Notics™) et
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