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Framework Schedule 6 (Order Form Template and 
Call-Off Schedules) 

 
Order Form 
 
 
CALL-OFF REFERENCE:  PRO5580 
 
THE BUYER:   UK Health Security Agency 
  
BUYER ADDRESS Nobel House, 17 Smith Square, London SW1P 

3HX 
 
THE SUPPLIER:    Ankura Consulting (Europe) Ltd 

SUPPLIER ADDRESS:   100 New Bridge Street, London EC4V 6JA  

REGISTRATION NUMBER:  05402379   

DUNS NUMBER:         34-5950-302 

SID4GOV ID:                   [Insert if known] 

 

 
 

DocuSign Envelope ID: EE851F3D-5EF0-42B5-94D1-3B2FC30B6BE0



Framework Schedule 6 (Order Form Template and Call-Off Schedules) 
Crown Copyright 2021 

Framework Ref: RM6188                                            
Model Version: v3.7 

2 
   

APPLICABLE FRAMEWORK CONTRACT 
 
This Order Form is for the provision of the Call-Off Deliverables and dated 6 
September 2022. 
It’s issued under the Framework Contract with the reference number RM6188 for the 
provision of Assurance Audit 
 
CALL-OFF LOT(S): Lot 4 
 

CALL-OFF INCORPORATED TERMS 
The following documents are incorporated into this Call-Off Contract. Where 
numbers are missing we are not using those schedules. If the documents conflict, 
the following order of precedence applies: 

1. This Order Form includes the Call-Off Special Terms and Call-Off Special 
Schedules. 

2. Joint Schedule 1(Definitions and Interpretation) RM6188 
3. The following Schedules in equal order of precedence: 

 
● Joint Schedules for  RM6188 

o Joint Schedule 2 (Variation Form) - Mandatory 
o Joint Schedule 3 (Insurance Requirements) - Mandatory 
o Joint Schedule 4 (Commercially Sensitive Information) - Mandatory 
o Joint Schedule 10 (Rectification Plan) - Mandatory    
o Joint Schedule 11 (Processing Data) - Mandatory 

       
● Call-Off Schedules for   

o Call-Off Schedule 5 (Pricing Details)                   
o Call-Off Schedule 7 (Key Supplier Staff)  
o Call-Off Schedule 9 (Security) – Short term requirement  

4. CCS Core Terms  
5. Joint Schedule 5 (Corporate Social Responsibility) RM6188 
6. Call-Off Schedule 4 (Call-Off Tender) as long as any parts of the Call-Off 

Tender that offer a better commercial position for the Buyer (as decided by 
the Buyer) take precedence over the documents above. 
 

Supplier terms are not part of the Call-Off Contract. That includes any terms written 
on the back of, added to this Order Form, or presented at the time of delivery. 
 
CALL-OFF SPECIAL TERMS 
 
The following Special Terms are incorporated into this Call-Off Contract: 
 
Supplier’s proposal is true and accurate to the best of its knowledge and belief and is 
based on the accuracy of the information supplied by the Buyer and its third parties.  
Supplier’s performance of the Services, the timetable, the level of Supplier charges 
and any fee estimates each depend on the accuracy and completeness of any 
assumptions set out in the Call-Off Contract and Buyer performing its obligations 
under the Call-Off Contract.  If the scope of Services, assumptions, dependencies, 
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content of the ITT and/or Buyer responsibilities prove to be inaccurate, the Parties 
will address this through the Variation Procedure. 
 
CALL-OFF START DATE:   12 September 2022 
 
CALL-OFF EXPIRY DATE:   11 November 2022 
 
CALL-OFF INITIAL PERIOD:  2 months 
 
CALL-OFF DELIVERABLES 
Option A: Not used  
 
Option B: See details in Call-Off Schedule 20 (Call-Off Specification)] 
 
MAXIMUM LIABILITY 
The limitation of liability for this Call-Off Contract is stated in Clause 11.2 of the Core 
Terms. 
 
CALL-OFF CHARGES 
 
Option B: See details in Call-Off Schedule 5 (Pricing Details)] 
 
All changes to the Charges must use procedures that are equivalent to those in 
Paragraphs 4, 5 and 6 (if used) in Framework Schedule 3 (Framework Prices) 
 
The Charges will not be impacted by any change to the Framework Prices. The 
Charges can only be changed by agreement in writing between the Buyer and the 
Supplier because of: 

 
• Specific Change in Law 

 
REIMBURSABLE EXPENSES 
Supplier’s fee is to be inclusive of all expenses 
 
PAYMENT METHOD 
Monthly in arrears by BACs or alternative payment method as agreed between 
the Buyer and the Supplier. 

• Submitted invoices must be accompanied by supporting information 
including:• completed timesheets for amounts set out in the relevant 
invoice; and 

• such other information as the Buyer (acting reasonably) may require in 
order to verify the invoiced amounts. 

 
BUYER’S INVOICE ADDRESS: 
Accounts Payable  
UK Health Security Agency (UKHSA) 
Manor Farm Road 
Porton Down  
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Salisbury  
SP4 0JG 
 
Email invoices to  
 
BUYER’S AUTHORISED REPRESENTATIVE 

  
  

 
Secretary of State for Health and Social Care acting as part of the Crown through the UK 
Health Security Agency (UKHSA) 
Nobel House,  
17 Smith Square,  
London  
SW1P 3HX 
 
BUYER’S SECURITY POLICY 
https://www.gov.uk/government/publications/security-policy-framework 
 
BUYER’S ENVIRONMENTAL POLICY 
Environmental and sustainability policy - GOV.UK (www.gov.uk)  
 
SUPPLIER’S AUTHORISED REPRESENTATIVE 

 
55 Bishopsgate, 2nd Floor, London EC2N 3AS 
 
SUPPLIER’S CONTRACT MANAGER 

 

 
55 Bishopsgate, 2nd Floor, London EC2N 3AS 
 
 
PROGRESS REPORT FREQUENCY 
As stated in the Statement of Requirement 
 
PROGRESS MEETING FREQUENCY 
As stated in the Statement of Requirement 
 
KEY STAFF 

  
 

Secretary of State for Health and Social Care acting as part of the Crown through 
the UK Health Security Agency (UKHSA) 
Nobel House,  
17 Smith Square,  
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London  
SW1P 3HX 
 
KEY SUBCONTRACTOR(S) 
Not applicable 
 
COMMERCIALLY SENSITIVE INFORMATION 
Not applicable 
 
SERVICE CREDITS 
Not applicable 
 
ADDITIONAL INSURANCES 
Not applicable 
 
GUARANTEE 
Not applicable 
 
SOCIAL VALUE COMMITMENT 
The Supplier agrees, in providing the Deliverables and performing its obligations under 
the Call-Off Contract, that it will comply with the social value commitments in Call-Off 
Schedule 4 (Call-Off Tender) 
 
Formation of call off contract 
By signing and returning this Call-Off Order Form the Supplier agrees to enter a 
Call-Off  Contract  with  the  Buyer  to  provide  the  Services  in  accordance  with  
the  Call-Off Order Form and the Call-Off Terms. 
 
The  Parties  hereby  acknowledge  and  agree  that  they  have  read  the  Call-
Off  Order Form and the Call-Off Terms and by signing below agree to be bound 
by this Call-Off Contract. 
 
 

Signed by an authorised signatory to sign for and on behalf of the Supplier 
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Signed by an authorised signatory to sign for and on behalf of the Buyer  
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Joint Schedule 2 (Variation Form) 
This form is to be used in order to change a contract in accordance with Clause 24 
(Changing the Contract) 

Contract Details 

This variation is between: UK Health Security Agency 

And 

Ankura Consulting (Europe) Ltd ("the Supplier") 

Contract name: 

Contract reference 
number: 

Details of Proposed Variation 

Variation initiated by: [delete as applicable: CCS/Buyer/Supplier] 

Variation number: [insert variation number] 

Date variation is raised: [insert date] 

Proposed variation 

Reason for the variation: [insert reason] 

An Impact Assessment 
shall be provided within: 

[insert number] days 

Impact of Variation 

Likely impact of the 
proposed variation: 

[Supplier to insert assessment of impact] 

Outcome of Variation 

Contract variation: This Contract detailed above is varied as follows: 

[CCS/Buyer to insert original Clauses or 
Paragraphs to be varied and the changed 
clause] 

Financial variation: Original Contract Value: £ [insert amount] 

Additional cost due to 
variation: 

£ [insert amount] 

New Contract value: £ [insert amount] 
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This Variation must be agreed and signed by both Parties to the Contract and shall 
only be effective from the date it is signed by [delete as applicable: CCS / Buyer] 

Words and expressions in this Variation shall have the meanings given to them in 
the Contract. 

The Contract, including any previous Variations, shall remain effective and 
unaltered except as amended by this Variation. 

Signed by an authorised signatory for and on behalf of the [delete as applicable: 
CCS / Buyer] 

Signature 

Date 

Name (in 
Capitals) 

Address 

Signed by an authorised signatory to sign for and on behalf of the Supplier 

Signature 

Date 

Name (in 
Capitals)

Address
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Joint Schedule 3 (Insurance Requirements) 
The insurance you need to have 

The Supplier shall take out and maintain, or procure the taking out and 
maintenance of the insurances as set out in the Annex to this Schedule, any 
additional insurances required under a Call-Off Contract (specified in the 
applicable Order Form) ("Additional Insurances") and any other 
insurances as may be required by applicable Law (together the 
“Insurances”).  The Supplier shall ensure that each of the Insurances is 
effective no later than: 
the Framework Start Date in respect of those Insurances set out in the 

Annex to this Schedule and those required by applicable Law; and 

the Call-Off Contract Effective Date in respect of the Additional Insurances. 
The Insurances shall be: 

maintained in accordance with Good Industry Practice; 
(so far as is reasonably practicable) on terms no less favourable than those 

generally available to a prudent contractor in respect of risks insured 
in the international insurance market from time to time; 

taken out and maintained with insurers of good financial standing and good 
repute in the international insurance market; and 

maintained for at least six (6) years after the End Date. 
The Supplier shall ensure that the public and products liability policy contain an 

indemnity to principals clause under which the Relevant Authority shall be 
indemnified in respect of claims made against the Relevant Authority in 
respect of death or bodily injury or third party property damage arising out of 
or in connection with the Deliverables and for which the Supplier is legally 
liable. 

How to manage the insurance 

Without limiting the other provisions of this Contract, the Supplier shall: 
take or procure the taking of all reasonable risk management and risk 

control measures in relation to Deliverables as it would be reasonable 
to expect of a prudent contractor acting in accordance with Good 
Industry Practice, including the investigation and reports of relevant 
claims to insurers; 

promptly notify the insurers in writing of any relevant material fact under any 
Insurances of which the Supplier is or becomes aware; and 

hold all policies in respect of the Insurances and cause any insurance broker 
affecting the Insurances to hold any insurance slips and other 
evidence of placing cover representing any of the Insurances to 
which it is a party. 
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What happens if you aren’t insured 

The Supplier shall not take any action or fail to take any action or (insofar as is 
reasonably within its power) permit anything to occur in relation to it which 
would entitle any insurer to refuse to pay any claim under any of the 
Insurances. 

Where the Supplier has failed to purchase or maintain any of the Insurances in 
full force and effect, the Relevant Authority may elect (but shall not be 
obliged) following written notice to the Supplier to purchase the relevant 
Insurances and recover the reasonable premium and other reasonable costs 
incurred in connection therewith as a debt due from the Supplier. 

Evidence of insurance you must provide 

The Supplier shall upon the Start Date and within 15 Working Days after the 
renewal of each of the Insurances, provide evidence, in a form satisfactory 
to the Relevant Authority, that the Insurances are in force and effect and 
meet in full the requirements of this Schedule. 

Making sure you are insured to the required amount 

The Supplier shall ensure that any Insurances which are stated to have a 
minimum limit "in the aggregate" are maintained at all times for the minimum 
limit of indemnity specified in this Contract and if any claims are made which 
do not relate to this Contract then the Supplier shall notify the Relevant 
Authority and provide details of its proposed solution for maintaining the 
minimum limit of indemnity. 

Cancelled Insurance 

The Supplier shall notify the Relevant Authority in writing at least five (5) Working 
Days prior to the cancellation, suspension, termination or non-renewal of 
any of the Insurances. 

The Supplier shall ensure that nothing is done which would entitle the relevant 
insurer to cancel, rescind or suspend any insurance or cover, or to treat any 
insurance, cover or claim as voided in whole or part.  The Supplier shall use 
all reasonable endeavours to notify the Relevant Authority (subject to third 
party confidentiality obligations) as soon as practicable when it becomes 
aware of any relevant fact, circumstance or matter which has caused, or is 
reasonably likely to provide grounds to, the relevant insurer to give notice to 
cancel, rescind, suspend or void any insurance, or any cover or claim under 
any insurance in whole or in part. 

Insurance claims 

The Supplier shall promptly notify to insurers any matter arising from, or in 
relation to, the Deliverables, or each Contract for which it may be entitled to 
claim under any of the Insurances.  In the event that the Relevant Authority 
receives a claim relating to or arising out of a Contract or the Deliverables, 
the Supplier shall cooperate with the Relevant Authority and assist it in 
dealing with such claims including without limitation providing information 
and documentation in a timely manner. 
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Except where the Relevant Authority is the claimant party, the Supplier shall give 
the Relevant Authority notice within twenty (20) Working Days after any 
insurance claim in excess of 10% of the sum required to be insured 
pursuant to Paragraph 5.1 relating to or arising out of the provision of the 
Deliverables or this Contract on any of the Insurances or which, but for the 
application of the applicable policy excess, would be made on any of the 
Insurances and (if required by the Relevant Authority) full details of the 
incident giving rise to the claim. 

Where any Insurance requires payment of a premium, the Supplier shall be liable 
for and shall promptly pay such premium. 

Where any Insurance is subject to an excess or deductible below which the 
indemnity from insurers is excluded, the Supplier shall be liable for such 
excess or deductible.  The Supplier shall not be entitled to recover from the 
Relevant Authority any sum paid by way of excess or deductible under the 
Insurances whether under the terms of this Contract or otherwise. 
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Call-Off Schedule 4 (Call Off Tender) 
[Guidance for Buyers:  After further competition, if the Supplier’s bid has additional 
things that you would like included in the contract, insert the Supplier’s bid here. 

[To be inserted upon award] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

DocuSign Envelope ID: EE851F3D-5EF0-42B5-94D1-3B2FC30B6BE0



Framework Schedule 6 (Order Form Template and Call-Off Schedules) 
Crown Copyright 2021 

Framework Ref: RM6188                                            
Model Version: v3.7 

13 
   

Joint Schedule 4 (Commercially Sensitive 
Information) 
What is Commercially Sensitive Information? 

In this Schedule the Parties have sought to identify the Supplier's Confidential 
Information that is genuinely commercially sensitive and the disclosure of which 
would be the subject of an exemption under the FOIA and the EIRs. 

Where possible, the Parties have sought to identify when any relevant Information 
will cease to fall into the category of Information to which this Schedule applies 
in the table below and in the Order Form (which shall be deemed incorporated 
into the table below). 

Without prejudice to the Relevant Authority's obligation to disclose Information in 
accordance with FOIA or Clause 16 (When you can share information), the 
Relevant Authority will, in its sole discretion, acting reasonably, seek to apply 
the relevant exemption set out in the FOIA to the following Information: 

 

No. Date Item(s) Duration of 
Confidentiality 

 [insert date] [insert details] [insert duration] 
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Call-Off Schedule 5 (Pricing Details) 
 
 
 

PRO5580_Commerci
al Envelope_Pricing Sc 
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Joint Schedule 5 (Corporate Social 
Responsibility) 
What we expect from our Suppliers 

In February 2019, HM Government published a Supplier Code of Conduct setting 
out the standards and behaviours expected of suppliers who work with 
government 
(https://assets.publishing.service.gov.uk/government/uploads/system/uploads/a
ttachment_data/file/779660/20190220-Supplier_Code_of_Conduct.pdf) 

CCS expects its Suppliers and Subcontractors to meet the standards set out in 
that Code. In addition, CCS expects its Suppliers and Subcontractors to 
comply with the Standards set out in this Schedule. 

The Supplier acknowledges that the Buyer may have additional requirements in 
relation to corporate social responsibility.  The Buyer expects that the 
Supplier and its Subcontractors will comply with such corporate social 
responsibility requirements as the Buyer may notify the Supplier from time to 
time. 

Equality and Accessibility 

In addition to legal obligations, the Supplier shall support CCS and the Buyer in 
fulfilling its Public Sector Equality duty under S149 of the Equality Act 2010 
by ensuring that it fulfils its obligations under each Contract in a way that 
seeks to: 

eliminate discrimination, harassment or victimisation of any kind; and 

advance equality of opportunity and good relations between those 
with a protected characteristic (age, disability, gender 
reassignment, pregnancy and maternity, race, religion or 
belief, sex, sexual orientation, and marriage and civil 
partnership) and those who do not share it. 

Modern Slavery, Child Labour and Inhumane Treatment 

"Modern Slavery Helpline" means the mechanism for reporting suspicion, seeking 
help or advice and information on the subject of modern slavery available online 
at https://www.modernslaveryhelpline.org/report or by telephone on 08000 121 
700. 
The Supplier: 

shall not use, nor allow its Subcontractors to use forced, bonded or 
involuntary prison labour; 

shall not require any Supplier Staff or Subcontractor Staff to lodge deposits 
or identify papers with the Employer and shall be free to leave their 
employer after reasonable notice;   
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warrants and represents that it has not been convicted of any slavery or 
human trafficking offences anywhere around the world.   

warrants that to the best of its knowledge it is not currently under 
investigation, inquiry or enforcement proceedings in relation to any 
allegation of slavery or human trafficking offenses anywhere around 
the world.   

shall make reasonable enquires to ensure that its officers, employees and 
Subcontractors have not been convicted of slavery or human 
trafficking offenses anywhere around the world. 

shall have and maintain throughout the term of each Contract its own 
policies and procedures to ensure its compliance with the Modern 
Slavery Act and include in its contracts with its Subcontractors anti-
slavery and human trafficking provisions; 

shall implement due diligence procedures to ensure that there is no slavery 
or human trafficking in any part of its supply chain performing 
obligations under a Contract; 

shall prepare and deliver to CCS, an annual slavery and human trafficking 
report setting out the steps it has taken to ensure that slavery and 
human trafficking is not taking place in any of its supply chains or in 
any part of its business with its annual certification of compliance 
with Paragraph 3; 

shall not use, nor allow its employees or Subcontractors to use physical 
abuse or discipline, the threat of physical abuse, sexual or other 
harassment and verbal abuse or other forms of intimidation of its 
employees or Subcontractors; 

shall not use or allow child or slave labour to be used by its Subcontractors; 
shall report the discovery or suspicion of any slavery or trafficking by it or its 

Subcontractors to CCS, the Buyer and Modern Slavery Helpline. 
Income Security    

The Supplier shall: 
ensure that that all wages and benefits paid for a standard working 

week meet, at a minimum, national legal standards in the 
country of employment; 

ensure that all Supplier Staff  are provided with written and 
understandable Information about their employment 
conditions in respect of wages before they enter employment 
and about the particulars of their wages for the pay period 
concerned each time that they are paid; 

not make deductions from wages: 
as a disciplinary measure 

except where permitted by law; or 

without expressed permission of the worker concerned; 
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record all disciplinary measures taken against Supplier Staff; and 

ensure that Supplier Staff are engaged under a recognised 
employment relationship established through national law and 
practice. 

Working Hours 

The Supplier shall: 
ensure that the working hours of Supplier Staff comply with national 

laws, and any collective agreements; 
that the working hours of Supplier Staff, excluding overtime, shall be 

defined by contract, and shall not exceed 48 hours per week 
unless the individual has agreed in writing; 

ensure that use of overtime used responsibly, taking into account: 
the extent; 
frequency; and 

hours worked; 
by individuals and by the Supplier Staff as a whole; 
 

5.2 The total hours worked in any seven day period shall not exceed 60 hours, 
except where covered by Paragraph 5.3 below. 
5.3 Working hours may exceed 60 hours in any seven day period only in 
exceptional circumstances where all of the following are met: 

5.3.1 this is allowed by national law; 
5.3.2 this is allowed by a collective agreement freely negotiated with 
a workers’ organisation representing a significant portion of the 
workforce; 
5.3.3 appropriate safeguards are taken to protect the workers’ health 
and safety; and 

5.3.4 the employer can demonstrate that exceptional circumstances 
apply such as unexpected production peaks, accidents or 
emergencies. 

5.4 All Supplier Staff shall be provided with at least one (1) day off in every 
seven (7) day period or, where allowed by national law, two (2) days off in 
every fourteen (14) day period. 

 
6. Sustainability 

6.1 The supplier shall meet the applicable Government Buying Standards 
applicable to Deliverables which can be found online at: 

https://www.gov.uk/government/collections/sustainable-procurement-the-government-
buying-standards-gbs 

DocuSign Envelope ID: EE851F3D-5EF0-42B5-94D1-3B2FC30B6BE0

https://www.gov.uk/government/collections/sustainable-procurement-the-government-buying-standards-gbs
https://www.gov.uk/government/collections/sustainable-procurement-the-government-buying-standards-gbs


Framework Schedule 6 (Order Form Template and Call-Off Schedules) 
Crown Copyright 2021 

Framework Ref: RM6188                                            
Model Version: v3.7 

18 
   

Call-Off Schedule 7 (Key Supplier Staff) 
1.1 The Order Form lists the key roles (“Key Roles”) and names of the persons 

who the Supplier shall appoint to fill those Key Roles at the Start Date. 
 
1.2 The Supplier shall ensure that the Key Staff fulfil the Key Roles at all times 

during the Contract Period. 
 
1.3 The Buyer may identify any further roles as being Key Roles and, following 

agreement to the same by the Supplier, the relevant person selected to fill 
those Key Roles shall be included on the list of Key Staff.   

 
1.4 The Supplier shall not and shall procure that any Subcontractor shall not 

remove or replace any Key Staff unless: 
 

1.4.1 requested to do so by the Buyer or the Buyer Approves such removal 
or replacement (not to be unreasonably withheld or delayed); 

1.4.2 the person concerned resigns, retires or dies or is on maternity or 
paternity, shared parental or adoption or long term or long-term sick 
leave; or 

1.4.3 the person’s employment or contractual arrangement with the Supplier 
or Subcontractor is terminated for material breach of contract by the 
employee. 

 
1.5 The Supplier shall: 

1.5.1 notify the Buyer promptly of the absence of any Key Staff (other than 
for short-term sickness or holidays of two (2) weeks or less, in which 
case the Supplier shall ensure appropriate temporary cover for that Key 
Role); 

1.5.2 ensure that any Key Role is not vacant for any longer than ten (10) 
Working Days; 

1.5.3 give as much notice as is reasonably practicable of its intention to 
remove or replace any member of Key Staff and, except in the cases of 
death, unexpected ill health or a material breach of the Key Staff’s 
employment contract, this will mean at least three (3) Months’ notice; 

1.5.4 ensure that all arrangements for planned changes in Key Staff provide 
adequate periods during which incoming and outgoing staff work 
together to transfer responsibilities and ensure that such change does 
not have an adverse impact on the provision of the Deliverables; and 

1.5.5 ensure that any replacement for a Key Role has a level of qualifications 
and experience appropriate to the relevant Key Role and is fully 
competent to carry out the tasks assigned to the Key Staff whom he or 
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she has replaced. 
 

1.6 The Buyer may require the Supplier to remove or procure that any 
Subcontractor shall remove any Key Staff that the Buyer considers 
unsatisfactory in any respect. The Buyer shall not be liable for the cost of 
replacing any Key Staff. 
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Call-Off Schedule 9 (Security) 
 

Part A: Short Form Security Requirements 
1. Definitions 

1.1 In this Schedule, the following words shall have the following meanings and they 
shall supplement Joint Schedule 1 (Definitions): 

"Breach of Security" the occurrence of: 
a) any unauthorised access to or use of the 

Deliverables, the Sites and/or any 
Information and Communication Technology 
("ICT"), information or data (including the 
Confidential Information and the Government 
Data) used by the Buyer and/or the Supplier 
in connection with this Contract; and/or 

b) the loss and/or unauthorised disclosure of 
any information or data (including the 
Confidential Information and the Government 
Data), including any copies of such 
information or data, used by the Buyer and/or 
the Supplier in connection with this Contract, 

in either case as more particularly set out in the 
Security Policy where the Buyer has required 
compliance the 

rewith in accordance with paragraph 2.2; 

"Security 
Management Plan" 

the Supplier's security management plan prepared 
pursuant to this Schedule, a draft of which has 
been provided by the Supplier to the Buyer and as 
updated from time to time. 

2. Complying with security requirements and updates to them 

2.1 The Buyer and the Supplier recognise that, where specified in Framework 
Schedule 4 (Framework Management), CCS shall have the right to enforce the 
Buyer's rights under this Schedule. 

2.2 The Supplier shall comply with the requirements in this Schedule in respect of 
the Security Management Plan. Where specified by a Buyer that has undertaken 
a Further Competition it shall also comply with the Security Policy  and shall 
ensure that the Security Management Plan produced by the Supplier fully 
complies with the Security Policy. 
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2.3 Where the Security Policy applies the Buyer shall notify the Supplier of any 
changes or proposed changes to the Security Policy. 

2.4 If the Supplier believes that a change or proposed change to the Security Policy 
will have a material and unavoidable cost implication to the provision of the 
Deliverables it may propose a Variation to the Buyer. In doing so, the Supplier 
must support its request by providing evidence of the cause of any increased 
costs and the steps that it has taken to mitigate those costs.  Any change to the 
Charges shall be subject to the Variation Procedure. 

2.5 Until and/or unless a change to the Charges is agreed by the Buyer pursuant to 
the Variation Procedure the Supplier shall continue to provide the Deliverables 
in accordance with its existing obligations. 

3. Security Standards 

3.1 The Supplier acknowledges that the Buyer places great emphasis on the 
reliability of the performance of the Deliverables, confidentiality, integrity and 
availability of information and consequently on security. 

3.2 The Supplier shall be responsible for the effective performance of its security 
obligations and shall at all times provide a level of security which: 

3.2.1 is in accordance with the Law and this Contract; 
3.2.2 as a minimum demonstrates Good Industry Practice; 
3.2.3 meets any specific security threats of immediate relevance to the 

Deliverables and/or the Government Data; and 

3.2.4 where specified by the Buyer in accordance with paragraph 2.2 
complies with the Security Policy and the ICT Policy. 

3.3 The references to standards, guidance and policies contained or set out in 
Paragraph 3.2 shall be deemed to be references to such items as developed 
and updated and to any successor to or replacement for such standards, 
guidance and policies, as notified to the Supplier from time to time. 

3.4 In the event of any inconsistency in the provisions of the above standards, 
guidance and policies, the Supplier should notify the Buyer's Representative of 
such inconsistency immediately upon becoming aware of the same, and the 
Buyer's Representative shall, as soon as practicable, advise the Supplier which 
provision the Supplier shall be required to comply with. 

4. Security Management Plan 

4.1 Introduction 

4.1.1 The Supplier shall develop and maintain a Security Management Plan 
in accordance with this Schedule. The Supplier shall thereafter comply 
with its obligations set out in the Security Management Plan. 

4.2 Content of the Security Management Plan 

4.2.1 The Security Management Plan shall: 
a) comply with the principles of security set out in Paragraph 3 and 

any other provisions of this Contract relevant to security; 

DocuSign Envelope ID: EE851F3D-5EF0-42B5-94D1-3B2FC30B6BE0



Framework Schedule 6 (Order Form Template and Call-Off Schedules) 
Crown Copyright 2021 

Framework Ref: RM6188                                            
Model Version: v3.7 

22 
   

b) identify the necessary delegated organisational roles for those 
responsible for ensuring it is complied with by the Supplier; 

c) detail the process for managing any security risks from 
Subcontractors and third parties authorised by the Buyer with 
access to the Deliverables, processes associated with the 
provision of the Deliverables, the Buyer Premises, the Sites and 
any ICT, Information and data (including the Buyer’s Confidential 
Information and the Government Data) and any system that could 
directly or indirectly have an impact on that Information, data 
and/or the Deliverables; 

d) be developed to protect all aspects of the Deliverables and all 
processes associated with the provision of the Deliverables, 
including the Buyer Premises, the Sites, and any ICT, Information 
and data (including the Buyer’s Confidential Information and the 
Government Data) to the extent used by the Buyer or the Supplier 
in connection with this Contract or in connection with any system 
that could directly or indirectly have an impact on that Information, 
data and/or the Deliverables; 

e) set out the security measures to be implemented and maintained 
by the Supplier in relation to all aspects of the Deliverables and 
all processes associated with the provision of the Goods and/or 
Services and shall at all times comply with and specify security 
measures and procedures which are sufficient to ensure that the 
Deliverables comply with the provisions of this Contract; 

f) set out the plans for transitioning all security arrangements and 
responsibilities for the Supplier to meet the full obligations of the 
security requirements set out in this Contract and, where 
necessary in accordance with paragraph 2.2 the Security Policy; 
and 

g) be written in plain English in language which is readily 
comprehensible to the staff of the Supplier and the Buyer 
engaged in the provision of the Deliverables and shall only 
reference documents which are in the possession of the Parties 
or whose location is otherwise specified in this Schedule. 

4.3 Development of the Security Management Plan 

4.3.1 Within twenty (20) Working Days after the Start Date and in 
accordance with Paragraph 4.4, the Supplier shall prepare and deliver 
to the Buyer for Approval a fully complete and up to date Security 
Management Plan which will be based on the draft Security 
Management Plan. 

4.3.2 If the Security Management Plan submitted to the Buyer in accordance 
with Paragraph 4.3.1, or any subsequent revision to it in accordance 
with Paragraph 4.4, is Approved it will be adopted immediately and will 
replace the previous version of the Security Management Plan and 
thereafter operated and maintained in accordance with this Schedule.  
If the Security Management Plan is not Approved, the Supplier shall 
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amend it within ten (10) Working Days of a notice of non-approval from 
the Buyer and re-submit to the Buyer for Approval.  The Parties will use 
all reasonable endeavours to ensure that the approval process takes 
as little time as possible and in any event no longer than fifteen (15) 
Working Days from the date of its first submission to the Buyer.  If the 
Buyer does not approve the Security Management Plan following its 
resubmission, the matter will be resolved in accordance with the 
Dispute Resolution Procedure. 

4.3.3 The Buyer shall not unreasonably withhold or delay its decision to 
Approve or not the Security Management Plan pursuant to Paragraph 
4.3.2.  However a refusal by the Buyer to Approve the Security 
Management Plan on the grounds that it does not comply with the 
requirements set out in Paragraph 4.2 shall be deemed to be 
reasonable. 

4.3.4 Approval by the Buyer of the Security Management Plan pursuant to 
Paragraph 4.3.2 or of any change to the Security Management Plan in 
accordance with Paragraph 4.4 shall not relieve the Supplier of its 
obligations under this Schedule. 

4.4 Amendment of the Security Management Plan 

4.4.1 The Security Management Plan shall be fully reviewed and updated by 
the Supplier at least annually to reflect: 
a) emerging changes in Good Industry Practice; 
b) any change or proposed change to the Deliverables and/or 

associated processes; 
c) where necessary in accordance with paragraph 2.2, any change 

to the Security Policy; 
d) any new perceived or changed security threats; and 

e) any reasonable change in requirements requested by the Buyer. 
4.4.2 The Supplier shall provide the Buyer with the results of such reviews 

as soon as reasonably practicable after their completion and 
amendment of the Security Management Plan at no additional cost to 
the Buyer. The results of the review shall include, without limitation: 
a) suggested improvements to the effectiveness of the Security 

Management Plan; 
b) updates to the risk assessments; and 

c) suggested improvements in measuring the effectiveness of 
controls. 

4.4.3 Subject to Paragraph 4.4.4, any change or amendment which the 
Supplier proposes to make to the Security Management Plan (as a 
result of a review carried out in accordance with Paragraph 4.4.1, a 
request by the Buyer or otherwise) shall be subject to the Variation 
Procedure. 

4.4.4 The Buyer may, acting reasonably, Approve and require changes or 
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amendments to the Security Management Plan to be implemented on 
timescales faster than set out in the Variation Procedure but, without 
prejudice to their effectiveness, all such changes and amendments 
shall thereafter be subject to the Variation Procedure for the purposes 
of formalising and documenting the relevant change or amendment. 

5. Security breach 

5.1 Either Party shall notify the other in accordance with the agreed security incident 
management process (as detailed in the Security Management Plan) upon 
becoming aware of any Breach of Security or any potential or attempted Breach 
of Security. 

5.2 Without prejudice to the security incident management process, upon becoming 
aware of any of the circumstances referred to in Paragraph 5.1, the Supplier 
shall: 

5.2.1 immediately take all reasonable steps (which shall include any action or changes 
reasonably required by the Buyer) necessary to: 

a) minimise the extent of actual or potential harm caused by 
any Breach of Security; 

b) remedy such Breach of Security to the extent possible 
and protect the integrity of the Buyer and the provision of 
the Goods and/or Services to the extent within its control 
against any such Breach of Security or attempted Breach 
of Security; 

c) prevent an equivalent breach in the future exploiting the 
same cause failure; and 

d) as soon as reasonably practicable provide to the Buyer, 
where the Buyer so requests, full details (using the 
reporting mechanism defined by the Security 
Management Plan) of the Breach of Security or attempted 
Breach of Security, including a cause analysis where 
required by the Buyer. 

5.3 In the event that any action is taken in response to a Breach of Security or 
potential or attempted Breach of Security that demonstrates non-compliance of 
the Security Management Plan with the Security Policy (where relevant in 
accordance with paragraph 2.2) or the requirements of this Schedule, then any 
required change to the Security Management Plan shall be at no cost to the 
Buyer. 
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Part B – Annex 1: 

Baseline security requirements 

1. Handling Classified information 

1.1 The Supplier shall not handle Buyer information classified SECRET or TOP 
SECRET except if there is a specific requirement and in this case prior to receipt 
of such information the Supplier shall seek additional specific guidance from the 
Buyer. 

2. End user devices 

2.1 When Government Data resides on a mobile, removable or physically 
uncontrolled device it must be stored encrypted using a product or system 
component which has been formally assured through a recognised certification 
process of the National Cyber Security Centre (“NCSC”) to at least Foundation 
Grade, for example, under the NCSC Commercial Product Assurance scheme 
("CPA"). 

2.2 Devices used to access or manage Government Data and services must be 
under the management authority of Buyer or Supplier and have a minimum set 
of security policy configuration enforced. These devices must be placed into a 
‘known good’ state prior to being provisioned into the management authority of 
the Buyer. Unless otherwise agreed with the Buyer in writing, all Supplier 
devices are expected to meet the set of security requirements set out in the End 
User Devices Security Guidance (https://www.ncsc.gov.uk/guidance/end-user-
device-security). Where the guidance highlights shortcomings in a particular 
platform the Supplier may wish to use, then these should be discussed with the 
Buyer and a joint decision shall be taken on whether the residual risks are 
acceptable. Where the Supplier wishes to deviate from the NCSC guidance, 
then this should be agreed in writing on a case by case basis with the Buyer. 

3. Data Processing, Storage, Management and Destruction 

3.1 The Supplier and Buyer recognise the need for the Buyer’s information to be 
safeguarded under the UK Data Protection regime or a similar regime. To that 
end, the Supplier must be able to state to the Buyer the physical locations in 
which data may be stored, processed and managed from, and what legal and 
regulatory frameworks Government Data will be subject to at all times. 

3.2 The Supplier shall agree to any change in location of data storage, processing 
and administration with the Buyer in accordance with Clause 14 (Data 
protection). 

3.3 The Supplier shall: 
3.3.1 provide the Buyer with all Government Data on demand in an agreed 

open format; 
3.3.2 have documented processes to guarantee availability of Government 

Data in the event of the Supplier ceasing to trade; 
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3.3.3 securely destroy all media that has held Government Data at the end 
of life of that media in line with Good Industry Practice; and 

3.3.4 securely erase any or all Government Data held by the Supplier when 
requested to do so by the Buyer. 

4. Ensuring secure communications 

4.1 The Buyer requires that any Government Data transmitted over any public 
network (including the Internet, mobile networks or un-protected enterprise 
network) or to a mobile device must be encrypted using a product or system 
component which has been formally assured through a certification process 
recognised by NCSC, to at least Foundation Grade, for example, under CPA. 

4.2 The Buyer requires that the configuration and use of all networking equipment 
to provide the Services, including those that are located in secure physical 
locations, are at least compliant with Good Industry Practice. 

5. Security by design 

5.1 The Supplier shall apply the ‘principle of least privilege’ (the practice of limiting 
systems, processes and user access to the minimum possible level) to the 
design and configuration of IT systems which will process or store Government 
Data. 

5.2 When designing and configuring the ICT Environment (to the extent that the ICT 
Environment is within the control of the Supplier) the Supplier shall follow Good 
Industry Practice and seek guidance from recognised security professionals with 
the appropriate skills and/or a NCSC certification 
(https://www.ncsc.gov.uk/section/products-services/ncsc-certification) for all 
bespoke or complex components of the ICT Environment (to the extent that the 
ICT Environment is within the control of the Supplier). 

6. Security of Supplier Staff 

6.1 Supplier Staff shall be subject to pre-employment checks that include, as a 
minimum: identity, unspent criminal convictions and right to work. 

6.2 The Supplier shall agree on a case by case basis Supplier Staff roles which 
require specific government clearances (such as ‘SC’) including system 
administrators with privileged access to IT systems which store or process 
Government Data. 

6.3 The Supplier shall prevent Supplier Staff who are unable to obtain the required 
security clearances from accessing systems which store, process, or are used 
to manage Government Data except where agreed with the Buyer in writing. 

6.4 All Supplier Staff that have the ability to access Government Data or systems 
holding Government Data shall undergo regular training on secure information 
management principles. Unless otherwise agreed with the Buyer in writing, this 
training must be undertaken annually. 

6.5 Where the Supplier or Subcontractors grants increased ICT privileges or access 
rights to Supplier Staff, those Supplier Staff shall be granted only those 
permissions necessary for them to carry out their duties. When staff no longer 
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need elevated privileges or leave the organisation, their access rights shall be 
revoked within one (1) Working Day. 

7. Restricting and monitoring access 

7.1 The Supplier shall operate an access control regime to ensure all users and 
administrators of the ICT Environment (to the extent that the ICT Environment 
is within the control of the Supplier) are uniquely identified and authenticated 
when accessing or administering the Services. Applying the ‘principle of least 
privilege’, users and administrators shall be allowed access only to those parts 
of the ICT Environment that they require. The Supplier shall retain an audit 
record of accesses. 

8. Audit 

8.1 The Supplier shall collect audit records which relate to security events in the 
systems or that would support the analysis of potential and actual compromises. 
In order to facilitate effective monitoring and forensic readiness such Supplier 
audit records should (as a minimum) include: 

8.1.1 Logs to facilitate the identification of the specific asset which makes 
every outbound request external to the ICT Environment (to the extent 
that the ICT Environment is within the control of the Supplier). To the 
extent the design of the Deliverables allows such logs shall include 
those from DHCP servers, HTTP/HTTPS proxy servers, firewalls and 
routers. 

8.1.2 Security events generated in the ICT Environment (to the extent that 
the ICT Environment is within the control of the Supplier) and shall 
include: privileged account log-on and log-off events, the start and 
termination of remote access sessions, security alerts from desktops 
and server operating systems and security alerts from third party 
security software. 

8.2 The Supplier and the Buyer shall work together to establish any additional audit 
and monitoring requirements for the ICT Environment. 

8.3 The Supplier shall retain audit records collected in compliance with this 
Paragraph 8 for a period of at least 6 Months. 
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Part B – Annex 2 - Security Management Plan 
 
[                ] 
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Joint Schedule 10 (Rectification Plan) 
 

Request for [Revised] Rectification Plan 

Details of the Default: [Guidance: Explain the Default, with clear schedule 
and clause references as appropriate] 

Deadline for receiving the 
[Revised] Rectification 
Plan: 

[add date (minimum 10 days from request)] 

 

Signed by [CCS/Buyer] :  Date:  

Supplier [Revised] Rectification Plan 

Cause of the Default [add cause] 

Anticipated impact 
assessment: 

[add impact] 

Actual effect of Default: [add effect] 

Steps to be taken to 
rectification: 

Steps Timescale 

1. [date] 

2. [date] 

3. [date] 

4. [date] 

[…] [date] 

Timescale for complete 
Rectification of Default 

[X] Working Days 

Steps taken to prevent 
recurrence of Default 

Steps Timescale 

1. [date] 

2. [date] 

3. [date] 

4. [date] 

[…] [date] 
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Signed by the Supplier: 

  

Date: 

 

 

Review of Rectification Plan [CCS/Buyer] 

Outcome of review [Plan Accepted] [Plan Rejected] [Revised Plan 
Requested] 

Reasons for Rejection (if 
applicable) 

[add reasons] 

Signed by [CCS/Buyer]  Date:  
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Joint Schedule 11 (Processing Data) 
 
Definitions 

In this Schedule, the following words shall have the following meanings and they shall 
supplement Joint Schedule 1 (Definitions): 

“Processor 
Personnel” 

all directors, officers, employees, agents, consultants and 
suppliers of the Processor and/or of any Subprocessor 
engaged in the performance of its obligations under a 
Contract; 

Status of the Controller 

The Parties acknowledge that for the purposes of the Data Protection Legislation, the 
nature of the activity carried out by each of them in relation to their respective 
obligations under a Contract dictates the status of each party under the DPA 
2018. A Party may act as: 

“Controller” in respect of the other Party who is “Processor”; 

“Processor” in respect of the other Party who is “Controller”; 

“Joint Controller” with the other Party; 

“Independent Controller” of the Personal Data where the other Party is also 
“Controller”, 

in respect of certain Personal Data under a Contract and shall specify in 
Annex 1 (Processing Personal Data) which scenario they think shall apply in 
each situation. 

Where one Party is Controller and the other Party its Processor 

Where a Party is a Processor, the only Processing that it is authorised to do is listed 
in Annex 1 (Processing Personal Data) by the Controller. 

The Processor shall notify the Controller immediately if it considers that any of the 
Controller’s instructions infringe the Data Protection Legislation. 

The Processor shall provide all reasonable assistance to the Controller in the 
preparation of any Data Protection Impact Assessment prior to commencing 
any Processing.  Such assistance may, at the discretion of the Controller, 
include: 

a systematic description of the envisaged Processing and the purpose of the 
Processing; 

an assessment of the necessity and proportionality of the Processing in relation to 
the Deliverables; 
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an assessment of the risks to the rights and freedoms of Data Subjects; and 

the measures envisaged to address the risks, including safeguards, security 
measures and mechanisms to ensure the protection of Personal Data. 

The Processor shall, in relation to any Personal Data Processed in connection with its 
obligations under the Contract: 

Process that Personal Data only in accordance with Annex 1 (Processing Personal 
Data), unless the Processor is required to do otherwise by Law. If it is so 
required the Processor shall notify the Controller before Processing the 
Personal Data unless prohibited by Law; 

ensure that it has in place Protective Measures, including in the case of the Supplier 
the measures set out in Clause 14.3 of the Core Terms, which  the Controller 
may reasonably reject (but failure to reject shall not amount to approval by the 
Controller of the adequacy of the Protective Measures) having taken account 
of the: 

nature of the data to be protected; 
harm that might result from a Personal Data Breach; 
state of technological development; and 

cost of implementing any measures; 
ensure that : 

the Processor Personnel do not Process Personal Data except in 
accordance with the Contract (and in particular Annex 1 
(Processing Personal Data)); 

it takes all reasonable steps to ensure the reliability and integrity of any 
Processor Personnel who have access to the Personal Data and 
ensure that they: 
are aware of and comply with the Processor’s duties under this 

Joint Schedule 11, Clauses 14 (Data protection), 15 (What 
you must keep confidential) and 16 (When you can share 
information) of the Core Terms; 

are subject to appropriate confidentiality undertakings with the 
Processor or any Subprocessor; 

are informed of the confidential nature of the Personal Data and 
do not publish, disclose or divulge any of the Personal Data 
to any third party unless directed in writing to do so by the 
Controller or as otherwise permitted by the Contract; and 

have undergone adequate training in the use, care, protection and 
handling of Personal Data; 

not transfer Personal Data outside of the UK or EU unless the prior written consent 
of the Controller has been obtained and the following conditions are fulfilled: 

the Controller or the Processor has provided appropriate safeguards in 
relation to the transfer (whether in accordance with UK GDPR 
Article 46 or LED Article 37) as determined by the Controller; 
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the Data Subject has enforceable rights and effective legal remedies; 
the Processor complies with its obligations under the Data Protection 

Legislation by providing an adequate level of protection to any 
Personal Data that is transferred (or, if it is not so bound, uses its 
best endeavours to assist the Controller in meeting its 
obligations); and 

the Processor complies with any reasonable instructions notified to it in 
advance by the Controller with respect to the Processing of the 
Personal Data; and 

at the written direction of the Controller, delete or return Personal Data (and any 
copies of it) to the Controller on termination of the Contract unless the 
Processor is required by Law to retain the Personal Data. 

Subject to paragraph 8 of this Joint Schedule 11, the Processor  shall notify the 
Controller immediately if in relation to it Processing Personal Data under or in 
connection with the Contract it: 

receives a Data Subject Access Request (or purported Data Subject Access 
Request); 

receives a request to rectify, block or erase any Personal Data; 
receives any other request, complaint or communication relating to either Party's 

obligations under the Data Protection Legislation; 
receives any communication from the Information Commissioner or any other 

regulatory authority in connection with Personal Data Processed under the 
Contract; 

receives a request from any third Party for disclosure of Personal Data where 
compliance with such request is required or purported to be required by Law; 
or 

becomes aware of a Personal Data Breach. 

The Processor’s obligation to notify under paragraph 7 of this Joint Schedule 11 shall 
include the provision of further information to the Controller, as details become 
available. 

Taking into account the nature of the Processing, the Processor shall provide the 
Controller with assistance in relation to either Party's obligations under Data 
Protection Legislation and any complaint, communication or request made 
under paragraph 7 of this Joint Schedule 11 (and insofar as possible within the 
timescales reasonably required by the Controller) including by immediately 
providing: 

the Controller with full details and copies of the complaint, communication or request; 
such assistance as is reasonably requested by the Controller to enable it to comply 

with a Data Subject Access Request within the relevant timescales set out in 
the Data Protection Legislation; 

the Controller, at its request, with any Personal Data it holds in relation to a Data 
Subject; 
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assistance as requested by the Controller following any Personal Data Breach;  
and/or 

assistance as requested by the Controller with respect to any request from the 
Information Commissioner’s Office, or any consultation by the Controller with 
the Information Commissioner's Office. 

The Processor shall maintain complete and accurate records and information to 
demonstrate its compliance with this Joint Schedule 11. This requirement does 
not apply where the Processor employs fewer than 250 staff, unless: 

the Controller determines that the Processing is not occasional; 
the Controller determines the Processing includes special categories of data as 

referred to in Article 9(1) of the UK GDPR or Personal Data relating to criminal 
convictions and offences referred to in Article 10 of the UK GDPR; or 

the Controller determines that the Processing is likely to result in a risk to the rights 
and freedoms of Data Subjects. 

The Processor shall allow for audits of its Data Processing activity by the Controller or 
the Controller’s designated auditor. 

The Parties shall designate a Data Protection Officer if required by the Data Protection 
Legislation. 

Before allowing any Subprocessor to Process any Personal Data related to the 
Contract, the Processor must: 

notify the Controller in writing of the intended Subprocessor and Processing; 
obtain the written consent of the Controller; 
enter into a written agreement with the Subprocessor which give effect to the terms 

set out in this Joint Schedule 11 such that they apply to the Subprocessor; and 

provide the Controller with such information regarding the Subprocessor as the 
Controller may reasonably require. 

The Processor shall remain fully liable for all acts or omissions of any of its 
Subprocessors. 

The Relevant Authority may, at any time on not less than thirty (30) Working Days’ 
notice, revise this Joint Schedule 11 by replacing it with any applicable 
controller to processor standard clauses or similar terms forming part of an 
applicable certification scheme (which shall apply when incorporated by 
attachment to the Contract). 

The Parties agree to take account of any guidance issued by the Information 
Commissioner’s Office. The Relevant Authority may on not less than thirty (30) 
Working Days’ notice to the Supplier amend the Contract to ensure that it 
complies with any guidance issued by the Information Commissioner’s Office. 
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Where the Parties are Joint Controllers of Personal Data 

In the event that the Parties are Joint Controllers in respect of Personal Data under 
the Contract, the Parties shall implement paragraphs that are necessary to 
comply with UK GDPR Article 26 based on the terms set out in Annex 2 to this 
Joint Schedule 11. 

Independent Controllers of Personal Data 

With respect to Personal Data provided by one Party to another Party for which each 
Party acts as Controller but which is not under the Joint Control of the Parties, 
each Party undertakes to comply with the applicable Data Protection Legislation 
in respect of their Processing of such Personal Data as Controller. 

Each Party shall Process the Personal Data in compliance with its obligations under 
the Data Protection Legislation and not do anything to cause the other Party to 
be in breach of it. 

Where a Party has provided Personal Data to the other Party in accordance with 
paragraph 18 of this Joint Schedule 11 above, the recipient of the Personal 
Data will provide all such relevant documents and information relating to its data 
protection policies and procedures as the other Party may reasonably require. 

The Parties shall be responsible for their own compliance with Articles 13 and 14 UK 
GDPR in respect of the Processing of Personal Data for the purposes of the 
Contract. 

The Parties shall only provide Personal Data to each other: 

to the extent necessary to perform their respective obligations under the Contract; 

in compliance with the Data Protection Legislation (including by ensuring all required 
data privacy information has been given to affected Data Subjects to meet the 
requirements of Articles 13 and 14 of the UK GDPR); and 

where it has recorded it in Annex 1 (Processing Personal Data). 

 Taking into account the state of the art, the costs of implementation and the nature, 
scope, context and purposes of Processing as well as the risk of varying 
likelihood and severity for the rights and freedoms of natural persons, each 
Party shall, with respect to its Processing of Personal Data as Independent 
Controller, implement and maintain appropriate technical and organisational 
measures to ensure a level of security appropriate to that risk, including, as 
appropriate, the measures referred to in Article 32(1)(a), (b), (c) and (d) of the 
UK GDPR, and the measures shall, at a minimum, comply with the 
requirements of the Data Protection Legislation, including Article 32 of the UK 
GDPR. 

A Party Processing Personal Data for the purposes of the Contract shall maintain a 
record of its Processing activities in accordance with Article 30 UK GDPR and 
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shall make the record available to the other Party upon reasonable request. 

Where a Party receives a request by any Data Subject to exercise any of their rights 
under the Data Protection Legislation in relation to the Personal Data provided 
to it by the other Party pursuant to the Contract (“Request Recipient”): 

the other Party shall provide any information and/or assistance as reasonably 
requested by the Request Recipient to help it respond to the request or 
correspondence, at the cost of the Request Recipient; or 

where the request or correspondence is directed to the other Party and/or relates to 
that other Party's Processing of the Personal Data, the Request Recipient  will: 

promptly, and in any event within five (5) Working Days of receipt of the 
request or correspondence, inform the other Party that it has 
received the same and shall forward such request or 
correspondence to the other Party; and 

provide any information and/or assistance as reasonably requested by 
the other Party to help it respond to the request or 
correspondence in the timeframes specified by Data Protection 
Legislation. 

Each Party shall promptly notify the other Party upon it becoming aware of any 
Personal Data Breach relating to Personal Data provided by the other Party 
pursuant to the Contract and shall: 

do all such things as reasonably necessary to assist the other Party in mitigating the 
effects of the Personal Data Breach; 

implement any measures necessary to restore the security of any compromised 
Personal Data; 

work with the other Party to make any required notifications to the Information 
Commissioner’s Office and affected Data Subjects in accordance with the Data 
Protection Legislation (including the timeframes set out therein); and 

not do anything which may damage the reputation of the other Party or that Party's 
relationship with the relevant Data Subjects, save as required by Law. 

Personal Data provided by one Party to the other Party may be used exclusively to 
exercise rights and obligations under the Contract as specified in Annex 1 
(Processing Personal Data). 

 Personal Data shall not be retained or processed for longer than is necessary to 
perform each Party’s respective obligations under the Contract which is 
specified in Annex 1 (Processing Personal Data). 

Notwithstanding the general application of paragraphs 2 to 16 of this Joint Schedule 
11 to Personal Data, where the Supplier is required to exercise its regulatory 
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and/or legal obligations in respect of Personal Data, it shall act as an 
Independent Controller of Personal Data in accordance with paragraphs 18 to 
28 of this Joint Schedule 11. 
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Annex 1 - Processing Personal Data 
This Annex shall be completed by the Controller, who may take account of the view 
of the Processors, however the final decision as to the content of this Annex shall be 
with the Relevant Authority at its absolute discretion.   

1.1.1.1 The contact details of the Relevant Authority’s Data Protection Officer are: 
Name: , Email address:  
The contact details of the Supplier’s Data Protection Officer are: Full Name – 

, Email Address –  
1.1.1.2 The Processor shall comply with any further written instructions with respect to 

Processing by the Controller. 
1.1.1.3 Any such further instructions shall be incorporated into this Annex. 

 

Description Details 

Identity of 
Controller for each 
Category of 
Personal Data 

The Relevant Authority is Controller and the Supplier is 
Processor 

The Parties acknowledge that in accordance with paragraph 3 to 
paragraph 16 and for the purposes of the Data Protection 
Legislation, the Relevant Authority is the Controller and the Supplier 
is the Processor of the following Personal Data: 

Also the Parties are Independent Controllers of Personal Data  
The Parties acknowledge that they are Independent Controllers for the 
purposes of the Data Protection Legislation in respect of:  
● Business contact details of Supplier Staff for which the Supplier is 
the Controller,  
● Business contact details of any directors, officers, employees, 
agents, consultants and contractors of Relevant Authority (excluding 
the Supplier Staff) engaged in the performance of the Relevant Au-
thority’s duties under the Contract) for which the Relevant Authority is 
the Controller,  
● where the Supplier has professional or regulatory obligations in re-
spect of Personal Data received  
 

Duration of the 
Processing 

For the Call off Contract Period  
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Nature and 
purposes of the 
Processing 

The use of personal data specified below will be collected and 
analysed based on the output performances of the third key 
suppliers through external audit. 

 

Type of Personal 
Data 

Name, address, date of birth, NI number, telephone number, 
wages, workplace email address 

Categories of Data 
Subject 

Employees and contractors of the supplier  

Plan for return and 
destruction of the 
data once the 
Processing is 
complete 

UNLESS 
requirement under 
Union or Member 
State law to 
preserve that type 
of data 

Data to be returned / destroyed once the contract term ends  
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Annex 2 - Joint Controller Agreement 
 

1. Joint Controller Status and Allocation of Responsibilities 
1.1 With respect to Personal Data under Joint Control of the Parties, the Parties 
envisage that they shall each be a Data Controller in respect of that Personal Data in 
accordance with the terms of this Annex 2 (Joint Controller Agreement) in 
replacement of paragraphs 3-16 of Joint Schedule 11 (Where one Party is Controller 
and the other Party is Processor) and paragraphs 18-28 of Joint Schedule 11 
(Independent Controllers of Personal Data). Accordingly, the Parties each undertake 
to comply with the applicable Data Protection Legislation in respect of their 
Processing of such Personal Data as Data Controllers. 

1.2 The Parties agree that the Supplier/Relevant Authority: 

is the exclusive point of contact for Data Subjects and is responsible for all steps 
necessary to comply with the UK GDPR regarding the exercise by Data 
Subjects of their rights under the UK GDPR; 

shall direct Data Subjects to its Data Protection Officer or suitable alternative in 
connection with the exercise of their rights as Data Subjects and for any 
enquiries concerning their Personal Data or privacy; 

is solely responsible for the Parties’ compliance with all duties to provide information 
to Data Subjects under Articles 13 and 14 of the UK GDPR; 

is responsible for obtaining the informed consent of Data Subjects, in accordance 
with the UK GDPR, for Processing in connection with the Deliverables where 
consent is the relevant legal basis for that Processing; and 

shall make available to Data Subjects the essence of this Annex (and notify them of 
any changes to it) concerning the allocation of responsibilities as Joint 
Controller and its role as exclusive point of contact, the Parties having used 
their best endeavours to agree the terms of that essence. This must be outlined 
in the [Supplier’s/Relevant Authority’s] privacy policy (which must be readily 
available by hyperlink or otherwise on all of its public facing services and 
marketing). 

1.3 Notwithstanding the terms of clause 1.2, the Parties acknowledge that a Data 
Subject has the right to exercise their legal rights under the Data Protection 
Legislation as against the relevant Party as Controller. 

2. Undertakings of both Parties 

1.1.2.1 The Supplier and the Relevant Authority each undertake that they shall: 

(a) report to the other Party every [x] months on: 
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(i)  the volume of Data Subject Access Request (or purported Data 
Subject  Access Requests) from Data Subjects (or third parties on 
their behalf); 

(ii)  the volume of requests from Data Subjects (or third parties on 
their behalf) to rectify, block or erase any Personal Data; 

(iii) any other requests, complaints or communications from Data 
Subjects (or third parties on their behalf) relating to the other 
Party’s obligations under applicable Data Protection Legislation; 

(iv) any communications from the Information Commissioner or any 
other regulatory authority in connection with Personal Data; and 

(v) any requests from any third party for disclosure of Personal Data 
where compliance with such request is required or purported to 
be required by Law, 

that it has received in relation to the subject matter of the Contract during that 
period; 

(b) notify each other immediately if it receives any request, complaint or 
communication made as referred to in Clauses 2.1(a)(i) to (v); 

(c) provide the other Party with full cooperation and assistance in relation to any 
request, complaint or communication made as referred to in Clauses 2.1(a)(iii) 
to (v) to enable the other Party to comply with the relevant timescales set out 
in the Data Protection Legislation; 

(d) not disclose or transfer the Personal Data to any third party unless necessary 
for the provision of the Deliverables and, for any disclosure or transfer of 
Personal Data to any third party, (save where such disclosure or transfer is 
specifically authorised under the Contract or is required by Law) ensure 
consent has been obtained from the Data Subject prior to disclosing or 
transferring the Personal Data to the third party. For the avoidance of doubt, 
the third party to which Personal Data is transferred must be subject to 
equivalent obligations which are no less onerous than those set out in this 
Annex; 

(e) request from the Data Subject only the minimum information necessary to 
provide the Deliverables and treat such extracted information as Confidential 
Information; 

(f) ensure that at all times it has in place appropriate Protective Measures to guard 
against unauthorised or unlawful Processing of the Personal Data and/or 
accidental loss, destruction or damage to the Personal Data and unauthorised 
or unlawful disclosure of or access to the Personal Data; 

(g) take all reasonable steps to ensure the reliability and integrity of any of its 
Personnel who have access to the Personal Data and ensure that its 
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Personnel: 

(i) are aware of and comply with their duties under this Annex 2 (Joint 
Controller Agreement) and those in respect of Confidential 
Information; 

(ii) are informed of the confidential nature of the Personal Data, are 
subject to appropriate obligations of confidentiality and do not 
publish, disclose or divulge any of the Personal Data to any third 
party where the that Party would not be permitted to do so; and 

(iii) have undergone adequate training in the use, care, protection and 
handling of personal data as required by the applicable Data 
Protection Legislation; 

(h) ensure that it has in place Protective Measures as appropriate to protect 
against a Personal Data Breach having taken account of the: 

(i) nature of the data to be protected; 

(ii) harm that might result from a Personal Data Breach; 

(iii) state of technological development; and 

(iv) cost of implementing any measures; 

(i) ensure that it has the capability (whether technological or otherwise), to the 
extent required by Data Protection Legislation, to provide or correct or delete 
at the request of a Data Subject all the Personal Data relating to that Data 
Subject that it holds; and 

(j) ensure that it notifies the other Party as soon as it becomes aware of a 
Personal Data Breach. 

1.1.2.2 Each Joint Controller shall use its reasonable endeavours to assist the other 
Controller to comply with any obligations under applicable Data Protection 
Legislation and shall not perform its obligations under this Annex in such a way 
as to cause the other Joint Controller to breach any of its obligations under 
applicable Data Protection Legislation to the extent it is aware, or ought 
reasonably to have been aware, that the same would be a breach of such 
obligations. 

3. Data Protection Breach 

1.1.3.1 Without prejudice to clause 3.2, each Party shall notify the other Party promptly 
and without undue delay, and in any event within 48 hours, upon becoming 
aware of any Personal Data Breach or circumstances that are likely to give rise 
to a Personal Data Breach, providing the other Party and its advisors with: 

(a) sufficient information and in a timescale which allows the other Party to meet 
any obligations to report a Personal Data Breach under the Data Protection 
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Legislation; and 

(b) all reasonable assistance, including: 

(i) cooperation with the other Party and the Information 
Commissioner investigating the Personal Data Breach and its 
cause, containing and recovering the compromised Personal 
Data and compliance with the applicable guidance; 

(ii) cooperation with the other Party including taking such reasonable 
steps as are directed by the other Party to assist in the 
investigation, mitigation and remediation of a Personal Data 
Breach; 

(iii) coordination with the other Party regarding the management of 
public relations and public statements relating to the Personal 
Data Breach; and/or 

(iv) providing the other Party and to the extent instructed by the other 
Party to do so, and/or the Information Commissioner investigating 
the Personal Data Breach, with complete information relating to 
the Personal Data Breach, including, without limitation, the 
information set out in Clause 3.2. 

1.1.3.2 Each Party shall take all steps to restore, re-constitute and/or reconstruct any 
Personal Data where it has  lost, damaged, destroyed, altered or corrupted as 
a result of a Personal Data Breach as it was  that Party’s own data at its own 
cost with all possible speed and shall provide the other Party with all reasonable 
assistance in respect of any such Personal Data Breach, including providing 
the other Party, as soon as possible and within 48 hours of the Personal Data 
Breach relating to the Personal Data Breach, in particular: 

(a) the nature of the Personal Data Breach; 

(b) the nature of Personal Data affected; 

(c) the categories and number of Data Subjects concerned; 

(d) the name and contact details of the Supplier’s Data Protection Officer or other 
relevant contact from whom more information may be obtained; 

(e) measures taken or proposed to be taken to address the Personal Data Breach; 
and 

(f) describe the likely consequences of the Personal Data Breach. 
4. Audit 

1.1.4.1 The Supplier shall permit:  

(a) the Relevant Authority, or a third-party auditor acting under the Relevant 
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Authority’s direction, to conduct, at the Relevant Authority’s cost, data privacy 
and security audits, assessments and inspections concerning the Supplier’s 
data security and privacy procedures relating to Personal Data, its compliance 
with this Annex 2 and the Data Protection Legislation; and/or 

(b) the Relevant Authority, or a third-party auditor acting under the Relevant 
Authority’s direction, access to premises at which the Personal Data is 
accessible or at which it is able to inspect any relevant records, including the 
record maintained under Article 30 UK GDPR by the Supplier so far as relevant 
to the Contract, and procedures, including premises under the control of any 
third party appointed by the Supplier to assist in the provision of the 
Deliverables. 

 
1.1.4.2 The Relevant Authority may, in its sole discretion, require the Supplier to 

provide evidence of the Supplier’s compliance with Clause 4.1 in lieu of 
conducting such an audit, assessment or inspection. 

5. Impact Assessments 

1.1.5.1 The Parties shall: 

provide all reasonable assistance to each other to prepare any Data Protection 
Impact Assessment as may be required (including provision of detailed 
information and assessments in relation to Processing operations, risks and 
measures); and 

 
maintain full and complete records of all Processing carried out in respect of the 

Personal Data in connection with the Contract, in accordance with the terms 
of Article 30 UK GDPR. 

 

6. ICO Guidance 

The Parties agree to take account of any guidance issued by the Information 
Commissioner and/or any relevant Central Government Body. The Relevant 
Authority may on not less than thirty (30) Working Days’ notice to the Supplier 
amend the Contract to ensure that it complies with any guidance issued by 
the Information Commissioner and/or any relevant Central Government Body. 

7. Liabilities for Data Protection Breach 

[Guidance: This clause represents a risk share, you may wish to reconsider 
the apportionment of liability and whether recoverability of losses are likely to 
be hindered by the contractual limitation of liability provisions] 

1.1.7.1 If financial penalties are imposed by the Information Commissioner on either 
the Relevant Authority or the Supplier for a Personal Data Breach ("Financial 
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Penalties") then the following shall occur: 

if in the view of the Information Commissioner, the Relevant Authority is responsible 
for the Personal Data Breach, in that it is caused as a result of the actions or 
inaction of the Relevant Authority, its employees, agents, contractors (other 
than the Supplier) or systems and procedures controlled by the Relevant 
Authority, then the Relevant Authority shall be responsible for the payment of 
such Financial Penalties. In this case, the Relevant Authority will conduct an 
internal audit and engage at its reasonable cost when necessary, an 
independent third party to conduct an audit of any such Personal Data Breach. 
The Supplier shall provide to the Relevant Authority and its third party 
investigators and auditors, on request and at the Supplier's reasonable cost, 
full cooperation and access to conduct a thorough audit of such Personal Data 
Breach; 

if in the view of the Information Commissioner, the Supplier is responsible for the 
Personal Data Breach, in that it is not a Personal Data Breach that the 
Relevant Authority is responsible for, then the Supplier shall be responsible for 
the payment of these Financial Penalties. The Supplier will provide to the 
Relevant Authority and its auditors, on request and at the Supplier’s sole cost, 
full cooperation and access to conduct a thorough audit of such Personal Data 
Breach; or 

if no view as to responsibility is expressed by the Information Commissioner, then the 
Relevant Authority and the Supplier shall work together to investigate the 
relevant Personal Data Breach and allocate responsibility for any Financial 
Penalties as outlined above, or by agreement to split any financial penalties 
equally if no responsibility for the Personal Data Breach can be apportioned. 
In the event that the Parties do not agree to such apportionment then such 
Dispute shall be referred to the Dispute Resolution Procedure set out in Clause 
34 of the Core Terms (Resolving disputes). 

1.1.7.2 If either the Relevant Authority or the Supplier is the defendant in a legal claim 
brought before a court of competent jurisdiction (“Court”) by a third party in 
respect of a Personal Data Breach, then unless the Parties otherwise agree, 
the Party that is determined by the final decision of the court to be responsible 
for the Personal Data Breach shall be liable for the losses arising from such 
Personal Data Breach. Where both Parties are liable, the liability will be 
apportioned between the Parties in accordance with the decision of the Court.   

1.1.7.3 In respect of any losses, cost claims or expenses incurred by either Party as a 
result of a Personal Data Breach (the “Claim Losses”): 

(a) if the Relevant Authority is responsible for the relevant Personal Data Breach, 
then the Relevant Authority shall be responsible for the Claim Losses; 

(b) if the Supplier is responsible for the relevant Personal Data Breach, then the 
Supplier shall be responsible for the Claim Losses: and 

(c) if responsibility for the relevant Personal Data Breach is unclear, then the 
Relevant Authority and the Supplier shall be responsible for the Claim Losses 
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equally. 
1.1.7.4 Nothing in either clause 7.2 or clause 7.3 shall preclude the Relevant Authority 

and the Supplier reaching any other agreement, including by way of 
compromise with a third party complainant or claimant, as to the apportionment 
of financial responsibility for any Claim Losses as a result of a Personal Data 
Breach, having regard to all the circumstances of the Personal Data Breach 
and the legal and financial obligations of the Relevant Authority. 

8. Termination 

If the Supplier is in material Default under any of its obligations under this 
Annex 2 (Joint Controller Agreement), the Relevant Authority shall be entitled 
to terminate the Contract by issuing a Termination Notice to the Supplier in 
accordance with Clause 10 of the Core Terms (Ending the contract). 

9. Sub-Processing 

1.1.9.1 In respect of any Processing of Personal Data performed by a third party on 
behalf of a Party, that Party shall: 

(a) carry out adequate due diligence on such third party to ensure that it is capable 
of providing the level of protection for the Personal Data as is required by the 
Contract, and  provide evidence of such due diligence to the  other Party where 
reasonably requested; and 

(b) ensure that a suitable agreement is in place with the third party as required 
under applicable Data Protection Legislation. 

10. Data Retention 

The Parties agree to erase Personal Data from any computers, storage devices and 
storage media that are to be retained as soon as practicable after it has ceased to be 
necessary for them to retain such Personal Data under applicable Data Protection 
Legislation and their privacy policy (save to the extent (and for the limited period) 
that such information needs to be retained by the a Party for statutory compliance 
purposes or as otherwise required by the Contract), and taking all further actions as 
may be necessary to ensure its compliance with Data Protection Legislation and its 
priv 
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ANNEX: REQUIRED INSURANCES 
The Supplier shall hold the following [standard] insurance cover from the Framework 

Start Date in accordance with this Schedule: 

professional indemnity insurance [with cover (for a single event or a series of 
related events and in the aggregate) of not less than] five million pounds 
(£5,000,000); 

public liability insurance [with cover (for a single event or a series of related 
events and in the aggregate)] of not less than five million pounds 
(£5,000,000); and 

employers’ liability insurance [with cover (for a single event or a series of related 
events and in the aggregate) of not less than] five million pounds 
(£5,000,000). 

[Guidance: adjust the above as required for your procurement and add any other 
insurance required for the framework tender. Note that this is not the place for 
Additional Insurances – they are specified in the Order Form by the B 
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