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1. DEFINITIONS

2.1

2.2

2.3

2.4

2.5

2.6

In this Schedule, the following definitions shall apply:

"Breach of Security" means the occurrence of:

a) any unauthorised access to or use of the
Services, the Authority Premises and/or any
Information and Communication Technology
(“ICT”), information or data (including the
Confidential Information and the Authority Data)
used by the Authority and/or the Supplier in
connection with this Agreement; and/or

b)  the loss and/or unauthorised disclosure of any
information or data (including the Confidential
Information and the Authority Data), including
any copies of such information or data, used by
the Authority and/or the Supplier in connection
with this Agreement,

in either case as more particularly set out in the
Security Policy;

INTRODUCTION

The purpose of this Schedule is to ensure a good organisational approach to security
under which the specific requirements of this Agreement will be met.

This Schedule covers:
221 the creation and maintenance of the Security Management Plan; and
222 obligations in the event of actual or attempted Breaches of Security.

Both Parties shall provide a reasonable level of access to any members of their
personnel for the purposes of designing, implementing and managing security.

The Supplier shall use as a minimum Good Industry Practice in the day to day
operation of any system holding, transferring or processing Authority Data and any
system that could directly or indirectly have an impact on that information, and shall
ensure that Authority Data remains under the effective control of the Supplier at all
times.

The Supplier shall ensure the up-to-date maintenance of a security policy relating to
the operation of its own organisation and systems and on request shall supply this
document as soon as practicable to the Authority.

The Authority and the Supplier acknowledge that information security risks are shared
between the Parties and that a compromise of either the Supplier or the Authority’s
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2.7

2.8

2.9

3.1

3.2

3.3

security provisions represents an unacceptable risk to the Authority requiring
immediate communication and co-operation between the Parties.

The Supplier acknowledges that the Authority places great emphasis on the reliability
of the performance of the Services, confidentiality, integrity and availability of
information and consequently on security.

References to standards, guidance and policies contained or set out in this Schedule
shall be deemed to be references to such items as developed and updated and to any
successor to or replacement for such standards, guidance and policies, as notified to
the Supplier from time to time.

In the event of any inconsistency in the provisions of the above standards, guidance
and policies, the Supplier should notify the Authority's Representative of such
inconsistency immediately upon becoming aware of the same, and the Authority's
Representative shall, as soon as practicable, advise the Supplier which provision the
Supplier shall be required to comply with.

SECURITY MANAGEMENT PLAN
Introduction

The Supplier shall develop and maintain a Security Management Plan in accordance
with this Schedule. The Supplier shall thereafter comply with its obligations set out in
the Security Management Plan.

Within twenty (20) Working Days after the Effective Date, the Supplier shall prepare
and submit to the Authority for approval in accordance with this Paragraph 3 a fully
developed, complete and up-to-date Security Management Plan which shall comply
with the requirements of Paragraph 3.3.

The Security Management Plan shall:
3.3.1 comply with the Security Policy;

3.3.2 identify the necessary delegated organisational roles defined for those
responsible for ensuring this Schedule is complied with by the Supplier;

3.3.3 detail the process for managing any security risks from Sub-Contractors and
third parties authorised by the Authority with access to the Services,
processes associated with the delivery of the Services, the Authority
Premises and any ICT, Information and data (including the Authority’s
Confidential Information and the Authority Data) and any system that could
directly or indirectly have an impact on that information, data and/or the
Services;

3.34 unless otherwise specified by the Authority in writing, be developed to
protect all aspects of the Services and all processes associated with the
delivery of the Services, including the Authority Premises and any ICT,
Information and data (including the Authority’s Confidential Information and
the Authority Data) to the extent used by the Authority or the Supplier in
connection with this Agreement or in connection with any system that could
directly or indirectly have an impact on that Information, data and/or the
Services;

3.35 set out the security measures to be implemented and maintained by the
Supplier in relation to all aspects of the Services and all processes
associated with the delivery of the Services and at all times comply with and
specify security measures and procedures which are sufficient to ensure that
the Services comply with the provisions of this Schedule;
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3.4

3.5

4.1

3.3.6 at all times provide a level of security which:

€) is in accordance with the Law and this Agreement;

(b) as a minimum demonstrates Good Industry Practice;

(c) complies with the Security Policy; and

(d) meets any specific security threats of immediate relevance to the

Services and/or Authority Data;

3.3.7 document the security incident management processes and incident
response plans;

3.3.8 set out the plans for transitioning all security arrangements and
responsibilities from those in place immediate prior to the Effective Date to
those incorporated in the Security Management Plan within the timeframe
agreed between the Parties;

3.3.9 meet the relevant standards in ISO/IEC27001 and ISO/IEC27002; and

3.3.10 be written in plain English in language which is readily comprehensible to the
staff of the Supplier and the Authority engaged in the Services and shall
reference only documents which are in the possession of the Parties or
whose location is otherwise specified in this Schedule.

If the Security Management Plan submitted to the Authority pursuant to Paragraph 3.1
of this Schedule is approved by the Authority, it shall be adopted by the Supplier
immediately and thereafter operated and maintained in accordance with this
Schedule. If the Security Management Plan is not approved by the Authority, the
Supplier shall amend it within ten (10) Working Days of a notice of non-approval from
the Authority and re-submit it to the Authority for approval. The Parties shall use all
reasonable endeavours to ensure that the approval process takes as little time as
possible and in any event no longer than fifteen (15) Working Days (or such other
period as the Parties may agree in writing) from the date of the first submission to the
Authority of the Security Management Plan. If the Authority does not approve the
Security Management Plan following its resubmission, the matter shall be resolved in
accordance with the Dispute Resolution Procedure. No approval to be given by the
Authority pursuant to this Paragraph may be unreasonably withheld or delayed. Any
failure to approve the Security Management Plan on the grounds that it does not
comply with the requirements set out in Paragraph 3.3 shall be deemed to be
reasonable.

Approval by the Authority of the Security Management Plan pursuant to Paragraph 3.4
or of any change or amendment to the Security Management Plan shall not relieve the
Supplier of its obligations under this Schedule.

AMENDMENT AND REVISION OF THE SECURITY MANAGEMENT PLAN

The Security Management Plan shall be fully reviewed and updated by the Supplier
and at least annually to reflect:

41.1 emerging changes in Good Industry Practice;
4.1.2 any change or proposed change to Services and/or associated processes;
4.1.3 any changes to the Security Policy;

41.4 any new perceived or changed security threats; and
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4.2

4.3

4.4

51

52

4.1.5 any reasonable change in requirements requested by the Authority.

The Supplier shall provide the Authority with the results of such reviews as soon as
reasonably practicable after their completion and shall amend the Security
Management Plan at no additional cost to the Authority. The results of the review
shall include, without limitation:

42.1 suggested improvements to the effectiveness of the Security Management
Plan;

4.2.2 updates to the risk assessments; and
4.2.3 suggested improvements in measuring the effectiveness of controls.

Subject to Paragraph 4.4, any change which the Supplier proposes to make to the
Security Management Plan (as a result of a review carried out pursuant to
Paragraph 4.1, a Authority request, a change to Annex 1 (Security Policy) or
otherwise) shall be subject to the Change Control Procedure and shall not be
implemented until approved in writing by the Authority.

The Authority may, where it is reasonable to do so, approve and require changes or
amendments to the Security Management Plan to be implemented on timescales
faster than set out in the Change Control Procedure but, without prejudice to their
effectiveness, all such changes and amendments shall thereafter be subject to the
Change Control Procedure for the purposes of formalising and documenting the
relevant change or amendment for the purposes of this Agreement.

BREACH OF SECURITY

Either Party shall notify the other in accordance with the agreed security incident
management process as defined by the Security Management Plan upon becoming
aware of any Breach of Security or any potential or attempted Breach of Security.

Without prejudice to the security incident management process, upon becoming aware
of any of the circumstances referred to in Paragraph 5.1, the Supplier shall
immediately take all reasonable steps (which shall include any action or changes
reasonably required by the Authority) necessary to:

5.2.1 minimise the extent of actual or potential harm caused by any Breach of
Security;

5.2.2 remedy such Breach of Security or any potential or attempted Breach of
Security in order to protect the integrity of the Authority Equipment and/or
Authority Data to the extent that this within the Supplier’s control;

5.2.3 apply a tested mitigation against any such Breach of Security or attempted
Breach of Security and provided that reasonable testing has been
undertaken by the Supplier, if the mitigation adversely affects the Supplier’s
ability to provide the Services, the Supplier shall be granted relief against
any resultant under-performance for such period as the Authority, acting
reasonably, may specify by written notice to the Supplier;

5.2.4 prevent a further Breach of Security or any potential or attempted Breach of
Security in the future exploiting the same root cause failure;

5.25 supply any requested data to the Authority on the Authority’s request within
two (2) Working Days and without charge (where such requests are
reasonably related to a possible incident or compromise); and
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5.2.6 as soon as reasonably practicable provide to the Authority full details (using
the reporting mechanism defined by the Security Management Plan) of the
Breach of Security or the potential or attempted Breach of Security, including
a root cause analysis where required by the Authority.

5.3 In the event that any action is taken in response to a Breach of Security or potential or
attempted Breach of Security that demonstrates non-compliance of the Security
Management Plan with the Security Policy or the requirements of this Schedule, then
any required change to the Security Management Plan shall be at no cost to the
Authority.
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10.

11.

12.

ANNEX 1: SECURITY POLICY

The Authority treats its information as a valuable asset and considers that it is
essential that information must be protected, together with the systems, equipment
and processes which support its use. These information assets may include data, text,
drawings, diagrams, images or sounds in electronic, magnetic, optical or tangible
media, together with any Authority Personal Data.

In order to protect Governmental information appropriately, the Supplier must provide
the security measures and safeguards appropriate to the nature and use of the
information. The Supplier must comply, and be able to demonstrate compliance, with
the Authority’s relevant policies and standards.

All staff working for the Supplier and where relevant Sub-Contractors, must be made
aware of these requirements and must comply with them.

The following are key requirements and the Supplier must comply with relevant
Authority policies concerning:

Personnel Security

The Supplier's staff recruitment in accordance with government requirements for pre-
employment checks. The Baseline Personnel Security Standard can be accessed at
the following link: https://www.gov.uk/government/publications/government-baseline-
personnel-security-standard

Where required, the Supplier shall agree on a case by case basis any Supplier's staff
who are required to obtain a specific government clearance.

The Supplier shall not permit any Supplier member of staff who cannot obtained the
required security standard to deliver the Services.

The Supplier shall ensure that their staff are aware of Governmental security and any
specific contract requirements and shall ensure that any required training is
undertaken.

Secure Information Handling and Transfers

The Supplier shall ensure that at all times that it has appropriate arrangements for the
physical and electronic handling, processing and transferring of Data, including secure
access to systems and the use of encryption where appropriate.

Portable Media

The Supplier shall use encrypted laptops and encrypted storage devices and other
removable media when handling Governmental information.

Data Security and Use of IT Equipment

The Supplier shall comply with the MoJ Policy Statement shown in the Appendix to
this Security Policy below.

Offshoring
The Supplier shall ensure that Data is not processed in any Restricted Country without
the prior written consent of Authority and must at all times comply with the Data

Protection Laws.

Premises Security
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13.

14.

15.

16.

17.

18.

The Supplier shall comply with the Authority’s national and local policies regarding the
security of premises and control of access.

Where appropriate, the Supplier’s staff may apply for a building security pass for the
base location (being, in this case, the Ministry of Justice, 102 Petty France, London).

Security Incidents

The Supplier shall have in place procedures for identification, managing and agreed
reporting procedures for actual or suspected security breaches.

The Supplier must implement appropriate arrangements which ensure that the
Government’s information and any other Governmental assets are protected in
accordance with prevailing statutory and central government requirements.

The Supplier shall be responsible for monitoring compliance of any Sub-Contractors
and provide assurance to the Authority.

Failure to comply with any of these policies or standards could result in termination of
the Contract under Clause 33.1 (Termination by the Authority).
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Appendix to the Security Policy: Policy Statement from Chief Information Officer

Ministry of
J UST' C E From the Chief Information Officer

Policy Statement on Data Security and Use of IT Equipment By Contractors/Consultants
and Agency Staff Employed By The Ministry of Justice

Contractors, consultants and agency staff providing services to MoJ may use their own
computing facilities to deliver those services with the following conditions:

1.

10.

These computing facilities must be their 'tools of trade’, i.e separate from personal
computing facilities used by themselves or their families etc. for leisure or other personal
uses; and must employ generally-accepted leading practice security controls such as up to
date anti-virus control, personal firewall, access control, disk encryption and up to date
software patches.

Use of these computing facilities should be limited to activities involving MoJ data such as
producing reports, reviewing documents, sending and receiving emails, and should not
involve storing and processing large volumes of MoJ data, for example database extracts.

The disk encryption employed must conform to the FIPS140-2 standard or CAPS (CESG
Assisted Product Scheme).

If the data warrants an OFFICIAL- SENSITIVE marking the disk encryption employed must
conform to CAPS except in exceptional circumstances e.g. short timescales, lack of
alternative product etc., where a FIPS140-2 certified product may be employed as a short
term, interim measure. In this instance, senior management approval must be obtained and
documented in an email to the Information Assurance email account. If long term access to
OFFICIAL SENSITIVE data is required MoJ computing facilities must be provided.

Where the computer connects to a remote network e.g. the contractor's company network,
then an encrypted link must be used.

No emails containing protectively marked or personal data should be sent un-encrypted
over the Internet. Personal and protectively marked emails, up to OFFICIAL SENSITIVE,
may be exchanged via the Criminal Justice Secure Mail System (CJSM). The CJSM is
accredited to handle OFFICIAL SENSITIVE - Criminal data, so consideration should be
given to the suitability of CJSM where the data relates to other types of OFFICIAL
SENSITIVE information e.g. Policy. Guidance on determining what is personal data is
available from the Information Commissioner’s Office (ICO) website at www.ico.gov.uk.

Any removable media used to transport data outside of secure buildings must be encrypted
with a product certified to FIPS 140-2. Once no longer required these devices should be
securely disposed of. CD/DVDs and floppy disks should be cut into 4 pieces and disposed
of as normal waste.

Computer hard disk drives should be securely erased before disposal or recycling if it has
held any personal or protectively marked data. Information Assurance Branch should be
consulted on the procedure to be followed.

In compliance with the Data Protection Act, any personal data must be deleted when no
longer required, thus must not be retained beyond the duration of engagement with the
MoJ.

Where there is a need to provide access to large volumes of personal or protectively
marked data only MoJ computing facilities must be used. Removable media provided by
MoJ must be returned to the MoJ after use.
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11. Paper records containing personal data should be stored, transported and disposed of
securely. Sensitive waste paper should be collected separately from normal waste, and
stored securely pending destruction by shredding or burning. As with electronic records,
particular care should be taken when moving bulk paper records.
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