ANNEX B

[NAME OF CONTRACT/AGREEMENT] – DATA PROCESSING CONTRACT
Parties
The Parties to this Contract are:

Broxtowe Borough Council (“Data Controller”) of Council Offices, Foster Avenue, Nottingham, NG9 1AB; and

[Name of Data Processor] (“Data Processor” – the Contractor) of “[address of data processor]”
1. INTRODUCTION
1.1
This agreement is to ensure the protection and security of Data passed from the Data Controller to the Data Processor for processing or data accessed by the Data Processor on the authority of the Data Controller for processing or otherwise received by the Data Processor for processing on the Data Controller's behalf;

1.2
Paragraphs 11, 12 and 13 of Part II of Schedule 1 of the Data Protection Act 1998 place certain obligations upon a data controller to ensure that any data processor it engages provides sufficient guarantees to ensure that the processing of the data carried out on its behalf is secure;

1.3
This agreement exists to ensure that there are sufficient security guarantees in place and that the processing complies with obligations equivalent to those of the 7th Data Protection Principle contained in the Data Protection Act 1998;

1.4
This agreement further defines certain service levels to be applied to all data related service provided by the Data Processor.
2.
DEFINITIONS AND INTERPRETATION
2.1
In this Contract:

"Act" means the Data Protection Act 1998;

"Data" means any information of whatever nature that, by whatever means, is provided to the Data Processor by the Data Controller, is accessed by the Data Processor on the authority of the Data Controller or is otherwise received by the Data Processor on the Data Controller's behalf, for the purposes of the Processing specified in clause 5.4 and shall include, without limitation, any Personal Data; 

“Data Breach” means any event, actual or suspected, which has or may be likely to a detrimental effect on the security, integrity or quality of the Data;

“Data Controller” and “Data Processor” shall have the same meanings as are assigned to those terms in the Act;

"Data Subject", "Personal Data" and "Processing" shall have the same meanings as are assigned to those terms in the Act; 

“Schedule” means the schedule annexed to and forming part of this Contract;

"Services" means processing of the Data by the Data Processor in connection with and for the purposes of the provision of the services to be provided by the Data Processor to the Data Controller under the Services Contract; and

“Services Contract” means the Contract for the provision of services between the Data Controller and the Data Processor identified in Appendix 4.
2.2
In this Contract any reference, express or implied, to an enactment (which includes any legislation in any jurisdiction) includes references to:

2.2.1
that enactment as re-enacted, amended, extended or applied by or under any other enactment (before, on or after the date of this Contract);

2.2.2
any enactment which that enactment re-enacts (with or without modification); and

2.2.3
any subordinate legislation made (before, on or after the date of this Contract) under that enactment, as re-enacted, amended, extended or applied as described in clause 2.2.1, or under any enactment referred to in clause 2.2.2.

2.3
In this Contract:

2.3.1
references to a person include an individual, a body corporate and an unincorporated association of persons;

2.3.2
references to a party to this Contract include references to the successors or assignees (immediate or otherwise) of that party.

2.4
Clauses 2.1 to 2.3 apply unless the contrary intention appears.
3.
APPLICATION OF THIS CONTRACT
3.1
This Contract shall apply to:

3.1.1
all Data sent from the date of this Contract by the Data Controller to the Data Processor for Processing;

3.1.2
all Data accessed by the Data Processor on the authority of the Data Controller for Processing from the date of this Contract; and

3.1.3
all Data otherwise received by the Data Processor for Processing on the Data Controller's behalf;

in relation to the Services.
4. DATA PROCESSING 
4.1
In consideration of the undertakings provided by the Data Controller in clause 5, the Data Processor agrees to Process the Data to which this Contract applies in accordance with the terms and conditions set out in this Contract, and in particular, the Data Processor agrees that it shall:

4.1.1
process the Data at all times in accordance with the Act, and other relevant legislation and solely for the purposes connected with provision by the Data Processor of the Services and in the manner specified from time to time by the Data Controller in writing and for no other purpose or in any manner except with the express prior written consent of the Data Controller;

4.1.2
in a manner consistent with the Act and with any guidance issued by the Information Commissioners Office, implement appropriate technical and organisational measures to safeguard the Data from unauthorised or unlawful Processing or accidental loss, destruction or damage, and that having regard to the state of technological development and the cost of implementing any measures, such measures shall ensure a level of security appropriate to the harm that might result from unauthorised or unlawful processing or accidental loss, destruction or damage and to the nature of the Data to be protected, and as a minimum meet the requirements for transmission and storage as set out in Appendix 3; 

4.1.3
ensure that each of its employees, agents and sub-contractors are made aware of its obligations under this Contract with regard to the security and protection of the Data and shall require that they enter into binding obligations with the Data Processor in order to maintain the levels of security and protection provided for in this Contract;

4.1.4
not divulge the Data whether directly or indirectly to any person, firm or company or otherwise without the express prior written consent of the Data Controller.
4.1.5
in the event of the exercise by Data Subjects of any of their rights under the Act in relation to the Data, not to respond to the person making the request but to inform the Data Controller within five (5) working days, and the Data Processor further agrees to assist the Data Controller with all data subject information requests which may be received from any Data Subject in relation to any Data;

4.1.6
in the event that the Data Processor receives a request for any information contained in the Data pursuant to Freedom of Information Act 2000 or the Environmental Information Regulations 2004, not to respond to the person making such request but to inform the Data Controller within two (2) working days, and the Data Processor further agrees to assist the Data Controller with all such requests for information which may be received from any person within such timescales as may be prescribed by the Data Controller;

4.1.7
not Process or transfer the Data outside of the United Kingdom except with the prior written authority of the Data Controller;
4.1.8
allow its data processing facilities, procedures and documentation to be submitted for scrutiny by the Data Controller or its representatives in order to ascertain compliance with the terms of this Contract;
4.1.9
take appropriate steps to ensure that staff that have access to the data are checked in accordance with the relevant industry legislation and industry good practice;
4.1.10
have in place appropriate measures to investigate, report and minimise the effect of inappropriate or unauthorised  access to, or use of, the information provided under this Contract whether intentional or inadvertent;
4.1.11
not allow any unauthorised processing, use or disclosure of personal data; and
4.1.12
where a Data Breach is suspected or discovered, all other processing of the Data will cease immediately and the Data made secure.  Processing will only be resumed when instructed to do so by the Data Controller. The data processor will inform the Data Controller’s nominated contacts as soon as is practicable but in any event no later than the second working day following the discovery of, or suspicion of, such events. The Data Processor further agrees to assist the Data Controller with any investigations in to any Data Breach within such timescales as may be prescribed by the Data Controller. For the purposes of this section the Data Controllers nominated contacts are;


XXXXXXXXXXXXXXXXXXXXXXXXXXX
4.1.13
acknowledge and accept that they are processing the personal data provided by the Data Controller as a Data Processor and that, as between the parties, the data and all intellectual property rights in the Data shall belong to the  Data Controller. The data shall be identified, clearly recorded and marked as such by the Data Processor on all media and in all documentation
5.
DATA TO BE PROVIDED BY THE DATA CONTROLLER
5.1
The Data Controller will provide the information as described in Appendix 2 to the Data Processor.

5.2
The Data Controller will only provide information which is relevant to the purpose outlined in paragraph 5.4. The Data Controller will not provide any information it considers to be irrelevant or excessive.

5.3
The information provided by the Data Controller under this Contract is personal information and sensitive personal information as defined by the Act.
5.4
Information will be provided for the specific purpose of [describe purpose].
5.5
Any information created by the ‘Data Processor’, to include reports, raw data and resultant statistics must not be used for any other purpose without the permission of the ‘Council’ except as in accordance with the law.

6
OBLIGATIONS OF THE DATA CONTROLLER

6.1
In consideration of the obligations undertaken by the Data Processor in clause 4, the Data Controller agrees that it shall ensure that it complies at all times with the Act, and, in particular, the Data Controller shall ensure that any disclosure of Personal Data made by it to the Data Processor is made with the data subject's consent or is otherwise lawful.
6.2
For the purposes of this Contract the provisions that provide the legal basis for this sharing of personal data are listed below:

[insert relevant legislation]
Options include:

6.2.1 The Social Security Contributions and Benefits Act 1992

123 — (4) Each billing or levying authority—

(a) shall take such steps as appear to it appropriate for the purpose of securing that any person who may be entitled to Data Controller tax benefit in respect of Data Controller tax payable to the authority becomes aware that he may be entitled to it; and

(b) shall make copies of the Data Controller tax benefit scheme, with any modifications adopted by it under the Administration Act, available for public inspection at its principal office at all reasonable hours without payment.

6.2.2. Local Government Act 2000

Under Section 2 local authorities may do anything, which they consider likely to achieve any one or more of the following objectives:

• the promotion or improvement of the economic well-being in their area;

• the promotion or improvement of the social well-being of their area; and

• the promotion or improvement of the environmental well being of their area.

The power may not be exercised where there is an express restriction on

doing so.

6.2.3. Data Protection Act 1998 – Schedule 2

– Paragraph 1 The data subject has given his consent to the processing.

– Paragraph 3 The processing is necessary for compliance with any legal obligation to which the data controller is subject, other than an obligation imposed by contract.

– Paragraph 5(b) The processing is necessary for the exercise of any functions conferred on any person by or under any enactment

– Paragraph 5(d) The processing is necessary for the exercise of any functions of a public nature exercised in the public interest by any person.

– Paragraph 6 (1) The processing is necessary for the purposes of legitimate interests pursued by the data controller or by the third parties to whom the data are disclosed, except where the processing is unwarranted in any particular case by reason of prejudice to the rights and freedoms or legitimate interests of the data subject.
Data Protection Act 1998 – Schedule 3

· Paragraph 1 The data subject has given his explicit consent to the processing of the personal data. 

- Paragraph 2 (1) The processing is necessary for the purposes of exercising or performing any right or obligation which is conferred or imposed by law on the data controller in connection  with employment. 

- Paragraph 3 The processing is necessary— 

(a) in order to protect the vital interests of the data subject or another person, in  a case where— 

(i) consent cannot be given by or on behalf of the data subject, or 

(ii) the data controller cannot reasonably be expected to obtain the consent of the data subject, or 

(b) in order to protect the vital interests of another person, in a case where consent  by or on behalf of the data subject has been unreasonably withheld. 

- Paragraph 5 The information contained in the personal data has been made public as a result of steps deliberately taken by the data subject. 

- Paragraph 7 (1) The processing is necessary— 

(a) for the administration of justice, 

(b) for the exercise of any functions conferred on any person by or under an enactment, or 

- Paragraph 9 (1) The processing— 

(a) is of sensitive personal data consisting of information as to racial or ethnic origin, 

(b) is necessary for the purpose of identifying or keeping under review the existence or absence of equality of opportunity or treatment between persons of different racial or ethnic origins, with a view to enabling such equality to be promoted or maintained, and 

(c) is carried out with appropriate safeguards for the rights and freedoms of data subjects. 

Section 29 - 29 Crime and taxation 

(1) Personal data processed for any of the following purposes— 

(a) the prevention or detection of crime, 

(b) the apprehension or prosecution of offenders, or 

(c) the assessment or collection of any tax or duty or of any imposition of a similar nature, 

are exempt from the first data protection principle (except to the extent to which it requires compliance with the conditions in Schedules 2 and 3) and section 7 in any case to the extent to which the application of those provisions to the data would be likely to prejudice any of the matters mentioned in this subsection…

(3) Personal data are exempt from the non-disclosure provisions in any case in which— 

(a) the disclosure is for any of the purposes mentioned in subsection (1), and 

(b) the application of those provisions in relation to the disclosure would be likely to prejudice any of the matters mentioned in that subsection.

Section 35 - Disclosures required by law or made in connection with legal proceedings etc 

(1) Personal data are exempt from the non-disclosure provisions where the disclosure is required by or under any enactment, by any rule of law or by the order of a court. 

(2) Personal data are exempt from the non-disclosure provisions where the disclosure is necessary— 

(a) for the purpose of, or in connection with, any legal proceedings (including prospective legal proceedings), or 

(b) for the purpose of obtaining legal advice, 

or is otherwise necessary for the purposes of establishing, exercising or defending legal rights
6.2.4. Human Rights Act 1998

Article 8 of Schedule 1 provides that everyone has the right to respect for his private and family life, his home and correspondence. However this is a qualified right which can be interfered with if in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.
7.
TERMINATION

7.1
This Contract shall terminate automatically upon termination or expiry of the Data Processor's obligations in relation to the Services, and on termination of this Contract the Data Processor shall forthwith deliver to the Data Controller or securely destroy, at the Data Controller's sole option and as described by the Data Controller in Appendix 3, all the Data Controller's Data in its possession or under its control.
7.2
Clause 7.1 is subject to the statutory requirements of retention of data as legally required.
7.3
The Data Controller shall be entitled to terminate this Contract forthwith by notice in writing to the Data Processor if:-

7.3.1
the Data Processor is in a material or persistent breach of this Contract which, in the case of a breach capable of remedy, shall not have been remedied within twenty one (21) days from the date of receipt by the Data Processor of a notice from the Data Controller identifying the breach and requiring its remedy; or

7.3.2
the Data Processor become insolvent, has a receiver, administrator, or administrative receiver appointed over the whole or any part of its assets, enters into any compound with creditors, or has an order made or resolution passed for it to be wound up (otherwise than in furtherance of a scheme for solvent amalgamation or reconstruction).
7.3.3
the services contract described in Appendix 4 is terminated.
8.
GOVERNING LAW

8.1
This Contract will be governed by the laws of England, and the parties submit to the exclusive jurisdiction of the English courts for all purposes connected with this Contract, including the enforcement of any award or judgement made under or in connection with it.

9.
WAIVER

9.1
Failure by either party to exercise or enforce any rights available to that party or the giving of any forbearance, delay or indulgence shall not be construed as a waiver of that party's rights under this Contract. 

10.
INVALIDITY

10.1
If any term or provision of this Contract shall be held to be illegal or unenforceable in whole or in part under any enactment or rule of law such term or provision or part shall to that extent be deemed not to form part of this Contract but the enforceability of the remainder of this Contract shall not be affected provided however that if any term or provision or part of this Contract is severed as illegal or unenforceable, the parties shall seek to agree to modify this Contract to the extent necessary to render it lawful and enforceable and as nearly as possible to reflect the intentions of the parties embodied in this Contract including without limitation the illegal or unenforceable term or provision or part.

11.
ENTIRE CONTRACT
11.1
This Contract and the documents attached to or referred to in this Contract shall constitute the entire understanding between the parties and shall supersede all prior Contracts, negotiations and discussions between the parties.  In particular the parties warrant and represent to each other that in entering into this Contract they have not relied upon any statement of fact or opinion made by the other, its officers or agents which has not been included expressly in this Contract.  Further, each party hereby irrevocably and unconditionally waives any right it may have:

11.1.1

to rescind this Contract by virtue of any misrepresentation;

11.2.1
to claim damages for any misrepresentation whether or not contained in this Contract;

save in each case where such misrepresentation or warranty was made fraudulently.
12.
INDEMNITIES

12.1
The Data Processor shall be liable for and shall indemnify (and keep indemnified) the Data Controller against each and every action, proceeding, liability, cost, claim, loss, monetary penalty, expense (including reasonable legal fees and disbursements on a solicitor client basis) and demands incurred by the Data Controller which arise directly or in connection with the Data Processor’s data processing activities under this contract, including without limitation those arising out of any third party demand, claim or action, or any breach of contract, negligence, fraud, willful misconduct, breach of statutory duty or non-compliance with any part of the Data Protection requirements by the Data Processor or its employees, agents or sub-contractors.
13.
NOTICES

13.1
Notices shall be in writing and shall be sent to the other party marked for the attention of the person at the address set out below.  Notices may be sent by first-class mail or electronic mail.  Correctly addressed notices sent by first-class mail shall be deemed to have been delivered 5 working days after posting and correctly directed electronic mail shall be deemed to have been delivered within 24 hours of transmission.
13.2
No notice is deemed to have been received unless it is sent to the designated officer as detailed in Appendix 1.
14.
PAYMENTS 

14.1
This Contract forms part of service provision as described in Appendix 4 and payments are made as part of this service provision. 

15.
ASSIGNMENT
15.1
No party shall be entitled to assign this Contract or any rights or obligations arising under it without the prior written consent of the other parties.

16.
VARIATION
16.1
No variation or amendment of or additions to this Contract shall be valid or enforceable unless agreed in writing by all parties.

17.
THIRD PARTY RIGHTS

17.1
A person who is not a party to this Contract has no rights under the Contracts (Rights of Third Parties) Act 1999 to enforce any terms of this Contract.

18.
Contract
Signed for and on behalf of the Data Controller
Signature…………………………………………… Date……………………………

Position………………………………………………………………………………….

Signed for and on behalf of the Data Processor
Signature…………………………………………… Date……………………………

Position………………………………………………………………………………….

APPENDIX 1 - DESIGNATED OFFICER

DESIGNATED OFFICER - DATA CONTROLLER
Organisation: Broxtowe Borough Council

Name: [insert name of officer]
Position: XXXXX
Contact Details: Broxtowe Borough Council, XXXXXXXX
Tel: XXXXXXX
Email: 
DESIGNATED OFFICER – DATA PROCESSOR
Organisation: [name of data processing orgnaisation]
Name: 

Position:
Contact Details:
Tel: XXXXXXX

Email: 
APPENDIX 2

DATA TO BE PROVIDED BY THE DATA CONTROLLER
Input details
APPENDIX 3
TRANSMISSION OF DATA
The Data Controller considers that it is only appropriate to transfer personal data in the following ways:

· Electronic exchange - All information transmitted across public networks within the UK or across any networks overseas must be encrypted or sent via secure email. (The Data Processor will accept ‘Official Sensitive’ emails by accessing via the Data Controllers secure network. This will require registration and creating a password). 

· Personal exchange – Information may be hand delivered providing it is accompanied at all times; contained within a sealed envelope/package and is clearly addressed to the designated recipient officer. 

· Removable media - Information transmitted via removable media must be encrypted. The password must be sent separately.
STORAGE OF DATA
The Data Processor must ensure that it has appropriate measures in place to ensure the secure storage of all personal data provided under this Contract and as a minimum:

Physical Security

· Fit appropriate locks or other physical controls to the doors and windows of rooms where computers and data are kept.

· Physically secure unattended lap tops (for example, by locking them in a secure drawer or cupboard).

· Ensure all removable media, such as removable hard-drives, CDs, smartphones, PDA’s and USB drives are secured and encrypted.

· Destroy or remove all Data from media such as CDs, and memory sticks before disposing of them.

· Ensure that all Data is removed from the hard drives of any used computers before disposing of them.

· Store back-ups of Data either off-site or in a fire and water-proof container.

· Ensure staff that take and store Data off-site have the appropriate controls in place 

Access Controls

· Use unique passwords that are not obvious and that are changed every three months 
· Use passwords that contain letters, numbers and special keys, and are six or more characters in length. 
· Ensure that employees don’t write down or share passwords. 

Security and Privacy Technologies

· Ensure that all computers have a relevant anti-virus software solution in place and in use.
· Incoming and outgoing traffic must be scanned for viruses, as should any CD or portable media that is used, even if it is from a ‘trusted’ source. 

· Where computers are connected to the Internet, a software firewall must be deployed.
DESTRUCTION
The personal data provided under this Contract shall not be kept any longer than necessary and if requested by the Data Controller must be returned to the Data Controller, destroyed or erased (including all copies whether paper or electronic). The data shall be destroyed in an appropriate manner, as follows:

· All electronic data must be destroyed in an appropriate manner which renders it irretrievable. This could be logically, physically, digitally or magnetically destroyed.

· All paper documents should be immediately strip shredded or incinerated.
The Data Processor will provide the Data Controller with confirmation in writing that all the Data has been destroyed, the date of destruction and the manner of destruction.
APPENDIX 4
The Services to be delivered by the Data Processor
1. Title of Services Contract the data processing relates to
Input details
2. Aim of Services Contract
Input details
3. Reason for sharing of Data
Input details
