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	Item
	Section / Question

	1
	GENERAL

	1.1
	Please describe how the data provided by Cskills Awards will be processed by your organisation.  

	2
	OUTSOURCING / OVERSEAS TRANSFERS

	2.1
	Is any activity involving data provided by Cskills Awards processed by, or outsourced to, a third-party?  If yes please provide further details.

	2.2
	Will the data provided by CITB be transferred outside of the UK?  If yes please provide further details.

	3
	INFORMATION GOVERNANCE

	3.1
	Does the organisation have a dedicated Information Security Policy?  If yes please provide a copy of the policy.  If so, how are all staff made aware of the Information Security Policy?

	3.2

	Do all relevant staff undertake data protection and information security awareness training during induction and at least on annual basis?

	3.3
	Are staff in the organisation made aware of the Computer Misuse Act?

	3.4
	Does the organisation maintain a register of breaches/incidents (including data protection) and if so, how frequently is the analysed?

	3.5
	Is a response process in place to deal with breaches/incidents?  If so please describe.

	3.6

	Does the organisation hold any security certification such as Cyber Essentials Plus or ISO 27001 (with a relevant scope).

	4
	ICT SECURITY

	4.1
	Is there a desktop timeout (password protected screensaver) policy?

	4.2
	Are users required to lock their workstations before leaving them unattended and is this monitored?

	4.3
	Is access to the data produced for Cskills Awards restricted to authorised individuals?  If so please provide details of how this is assured.

	4.4
	Are firewalls in place and monitored?

	4.5
	Are appropriate antivirus and malware software measures in place?  If so, are they routinely monitored and updated?

	4.6
	Does the organisation employ intrusion detection technologies?

	5
	USE OF DATA PROVIDED BY CITB

	5.1
	Question performance data provided by Cskills Awards is for reference only and must not be stored.  Please describe how your organisation will ensure that this is the case.



