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[bookmark: _Toc297554772]


1. [bookmark: _Toc368573027][bookmark: _Toc533780187]PURPOSE
[bookmark: _Toc296415791]The purpose of this request for quotation is to invite proposals from service providers to provide a recruitment advertising service for the council’s recruitment activity. The timescales are to be determined however this will commence from April 2019 and run through to March 2021. 
Timetable
	Activity
	Date

	Date of issue of request for quotation
	11 January 2019

	Deadline for clarification questions
	18 January 2019

	Date of return of quotation
	12pm 25 January 2019

	Evaluation period
	28 January to 1 February 2019

	Commencement of contract
	From March 2019


Table 1 Timetable for request for quotation

1. [bookmark: _Toc368573028][bookmark: _Toc533780188][bookmark: _Toc297554773][bookmark: _Toc296415805][bookmark: _Toc296415793]BACKGROUND TO THE CONTRACTING AUTHORITY
About The London Borough of Lambeth
Lambeth is one of a ring of thirteen local authorities which constitute Inner London. It measures seven miles north to south, and about two and a half miles east to west. The London Borough of Lambeth is the largest inner London Borough with a population of around 324,000. 34% of Lambeth's population are from ethnic minorities - the seventh highest figure for a London borough. Approximately 132 languages are spoken in the Borough and after English the main languages spoken are Yoruba and Portuguese.

The borough includes Brixton, Clapham, the South Bank, Streatham, Stockwell, Vauxhall, Waterloo, West Norwood and Tulse Hill. Lambeth is one of the largest geographic areas of an inner London borough. The length of the borough means that it has characteristics of both inner and outer London boroughs. 

Waterloo, Westminster, Lambeth and Vauxhall bridges are all partly located within Lambeth's boundaries as are the London Eye and Lambeth Palace, the official London Residence of the Archbishop of Canterbury. Lambeth includes the South Bank complex as the most visible element of a thriving, expanding arts and leisure industry within the borough. Examples include internationally known theatres such as the Old Vic, the Young Vic, the National Theatre, Royal Festival Hall and the National Film Theatre.

The north of the borough is bounded by the River Thames and is home to the London Eye and Waterloo station. The Vauxhall area, immediately to the south of Waterloo, is a mix of residential and important commercial and industrial activity. The central part of the borough extends from the Oval in the north (with the Oval Cricket Ground) to Clapham Common and Brockwell Park in the south. The area contains many of the Council's housing developments. It contains the borough's largest shopping centre in Brixton and leisure attractions such as the Academy music venue and the Ritzy cinema. 

Travelling down from the north of the borough to the inner-suburbs of Streatham & Norwood, the south of the borough is predominantly residential. It has excellent entertainment and recreation facilities and potential for retail and business development on a number of key sites. 

Lambeth has a relatively young age profile. Although Lambeth is a largely residential borough, it’s a destination for young, working age people. White people make up 59% of the population.

In addressing the noticeable increase and concern about the lack of affordable housing, Lambeth has launched Homes For Lambeth which will be in place in 2019. See additional information in Appendix A (7) for more details about the Lambeth workforce. 

The Council’s Objectives
The council’s key objectives, as set out in the Borough Plan are:

· Inclusive growth: We want all of Lambeth to benefit from the investment and regeneration of the Borough
· Reducing inequality: We want to take action to address inequalities across the borough including issues to do with health, job opportunities and quality of life
· Building strong and sustainable neighbourhoods: We want to maintain safe, clean and cohesive communities across the borough

1. [bookmark: _Toc368573029][bookmark: _Toc533780189]BACKGROUND TO REQUIREMENT
[bookmark: _Toc297554774]Lambeth Council is seeking to appoint a service provider to provide active and passive recruitment advertising associated with recruitment campaigns in particular for hard–to-fill roles. For active advertising our requirement includes a job board and for passive advertising we require topic based advertising which the service provider would advise on the best options available (which may include microsites, featured articles or other approaches). The service would be for all Lambeth positions advertised excluding schools. 

Previous volumes are as follows: 

	Year
	Campaigns (including internal vacancies)
	Job Board usage

	2018/19 to September 
	109
	98

	2017/18
	339
	249

	2016/17
	500
	270

	2015/16
	450
	234



Potential Future pipeline for vacant or specialist roles over 50K: 

	Assistant Director level
	5

	Head of Service level
	11

	Manager level
	6

	Technical / specialist roles
	14

	Other
	52

	All roles
	88




 
[bookmark: _Toc368573030]
1. [bookmark: _Toc533780190]SCOPE OF SERVICES 
The successful service provider will provide an advertising package consisting of the following: 
· [bookmark: _GoBack]A job board for supporting the Council’s branding and candidate attraction, advertising and publicising all Lambeth Council vacancies automatically posting the council’s job vacancies from Oracle Cloud Taleo via Equest. 
· Options for additional advertising through subject or topic related search, relevant to specific campaigns
· Advice and guidance to the Council regarding opportunities to maximise exposure for relevant roles, including any value adding services the provider may deem relevant.
· Quarterly reports on the spend and effectiveness of the above which can interface  to our Oracle Taleo reporting

	Out of scope:
	There are a number of activities outside the scope of services which will be undertaken by the Council or other providers. 
· Applicant tracking system
· Consultancy services relating to search and selection
· The council has a separate advertising contract which we expect to continue for general recruitment advertising requirements arising from recruitment campaigns.
· Holding personal data on behalf of the council for recruitment purposes

1. [bookmark: _Toc368573031][bookmark: _Toc533780191]DETAILS OF SCOPE OF SERVICES
Table 2 below sets out the deliverables by which the success of the service will be evaluated. The provider is responsible for the successful project management of the deliverables. 

	Item
	Deliverables and activities
	Mode

	1
	Provision of active advertising for all Lambeth Council recruitment campaigns

	Job Board or similar that automatically links to job board via Equest. 

	2
	Provision of targeted / passive recruitment advertising for relevant posts  
	Topic based search on relevant sites or networks

	3
	Recruitment advertising advice and guidance or specialist solution
	As required or recommended for the role

	4
	Effectiveness of campaign and spend
	Quarterly report, data


Table 2 - Proposed deliverables and activities

	
1. [bookmark: _Toc368573032][bookmark: _Toc533780192]KEY MILESTONES
Dates will be subject to change but indicative dates are as follows: 
	Milestone
	Date

	Commencement of contract
	March 2019

	Start of service
	April 2019

	First contract review
	September 2019



Table 3 Key Milestones
[bookmark: _Toc302637211]
1. [bookmark: _Toc533780193][bookmark: _Toc368573033]AUTHORITY’S RESPONSIBILITIES
· The supply of necessary technical documentation and information to support the delivery of the job board. 
· Provision of any relevant documents including campaign copy, policies and procedures (e.g. recruitment policy and procedure).
· Clarification questions can be sent by email up to Friday 18 January 2019 to pewing@lambeth.gov.uk  
· Single point of contact will be Paul Ewing, Head of Contracts and Programmes pewing@lambeth.gov.uk 

1. [bookmark: _Toc368573034][bookmark: _Toc533780194]VOLUME OF ACTIVITY
[bookmark: _Toc368573035]Past volumes have been supplied for information and as an estimate of future activity only. The council cannot guarantee any future volumes of activity. 






[bookmark: _Toc533780195]APPENDIX A – SPECIFICATION OF SCOPE OF SERVICES

1. [bookmark: _Toc533780196]CONTINUOUS IMPROVEMENT -
The Service Provider will be expected to use their advice and expertise to recommend improvements to the delivery of the project. 

1. [bookmark: _Toc368573038][bookmark: _Toc533780197]STAFF AND CUSTOMER SERVICE 
The Authority requires the service provider to provide a sufficient level of resource throughout the duration of the contract to deliver a quality service to all Parties.
Potential Provider’s staff assigned to the contract shall have the relevant qualifications and experience to deliver the Contract. 
The Potential Provider shall ensure that staff understand the Authority’s vision and objectives and will provide excellent customer service to the Authority throughout the duration of the Contract.  
1. [bookmark: _Toc368573039][bookmark: _Toc533780198]SERVICE LEVELS AND PERFORMANCE
The Authority will measure the quality of the Supplier’s delivery by quarterly reporting and feedback from stakeholders. 
Should it be necessary Lambeth or the supplier can cancel services and deliverables not yet provided.
1. [bookmark: _Toc368573040][bookmark: _Toc533780199]SECURITY REQUIREMENTS
None specific to this contract. Government security standards apply. 

1. [bookmark: _Toc533780200]REPORTING
Six-monthly contract reviews. 

1. [bookmark: _Toc533780201][bookmark: _Toc368573042]PAYMENT
	Payment to be made following a purchase order. For additional charges over the standard job board, the invoice should provide a breakdown of the activities completed. 
	Before payment can be considered, each invoice must include a purchase order number, detailed elemental breakdown of work completed and the associated costs. 
1. [bookmark: _Toc533780202]ADDITIONAL INFORMATION 
	Please refer to the supporting documentation provided by the council including
· Lambeth Council Constitution 2016-17
· Contract Terms and Conditions provided as a separate attachment Appendix A – Contract Terms and Conditions
· Lambeth Draft Workforce Strategy
· Lambeth Workforce Information 2017/18
· Lambeth Workforce Pages
1. [bookmark: _Toc368573043][bookmark: _Toc533780203]LOCATION 
Lambeth Council is based at Lambeth Town Hall 1 Brixton Hill SW2 1RW. The services will be delivered at locations deemed appropriate by the council and provider. 
[bookmark: _Toc368573036][bookmark: _Toc533780204]
	APPENDIX A CONTRACT TERMS AND CONDITIONS


[bookmark: _MON_1608568801]	

APPENDIX B QUALITY AND METHOD STATEMENT 

The service provider should be able to demonstrate in a written submission no longer than four A4 pages in a format you deem acceptable(*) on the following:

1. Track record and proposed methodology for supplying a job board solution that would support the council in advertising roles. (20%)
 
2. Value adding activities proposed to be applied in the recruitment advertising process, including additional services (20%)

3. How the proposals above would support the council’s objectives in relation to its priorities, draft workforce strategy and equalities objectives. (20%)

This will form 60% of the evaluation and each question will be of equal weighting. 
(*)Please note the Council has supplied a response sheet in the request for quotation document, however providers may use their own preferred format for documents. Appendices and case studies can be additional to the submission and not count as part of the four page submission.
The responses will be marked in accordance with the marking scheme below:

	Score
	Rating
	Description

	0
	No Response
	No proposal has been received
Note: The response is deemed unacceptable.

	1
	Unacceptable
	A proposal at this rating:
· Builds very little or no confidence that the Tenderer can deliver the requirements due to insufficient evidence of relevant ability, understanding, skills, resources and quality measures;
· Builds very little or no confidence that the Tenderer’s approach/solution will deliver the requirements due to insufficient evidence or an inappropriate approach/solution.
Note: The response is deemed unacceptable.

	2
	Poor
	A proposal at this rating:
· Raises reservations that the Tenderer can deliver the requirements due to insufficient evidence of relevant ability, understanding, skills, resources and quality measures;
· Raises reservations that the Tenderer’s approach/solution will deliver the requirements due to insufficient evidence or an inappropriate approach/solution.
Note: a response at this rating includes reservations which cannot be easily resolved with the Tenderer pre-contract award (i.e. changes which would distort the competition) or during the contract term without impacting time, quality or cost. 
The response is unacceptable.

	3
	Acceptable
	A proposal at this rating:
· Confirms that the Tenderer can deliver the requirements through evidence of relevant ability, understanding, skills, resources and quality measures;
· Provides an acceptable approach/solution to delivering the requirements utilising standard strategies, plans, tools, methods or technologies.
Note: an acceptable response may include minor reservations that can easily be resolved with the Tenderer pre-contract award (i.e. changes which would not distort the competition) or during the contract term without impacting time, quality or cost.

	4
	Good
	A proposal at this rating:
· Builds confidence that the Tenderer can deliver the requirements through evidence of relevant ability, understanding, skills, resources and quality measures;
· Provides a good approach/solution to delivering the requirements utilising appropriately tailored strategies, plans, tools, methods or technologies.
Note: a good response may include a small number of minor reservations that can easily be resolved with the Tenderer pre-contract award (i.e. changes which would not distort the competition) or during the contract term without impacting time, quality or cost.

	5
	Excellent
	A proposal at this rating:
· Builds a high level of confidence that the Tenderer can deliver the requirements through evidence of relevant ability, understanding, skills, resources and quality measures;
· Provides an exceptional approach/solution to delivering the requirements utilising appropriately tailored and at times innovative strategies, plans, tools, methods or technologies.
Note: an excellent response should not include any reservations.




[bookmark: _Toc533780205]APPENDIX C PRICING DOCUMENT AND SUBMISSION

Please provide a unit price for
1) Annual subscription fee for a job board and
2) Cost for up to 15 targeted campaigns

Please also indicate if a discount would apply over a 24 month period. 

Please note the above pricing assumptions is for evaluation purposes only.
We have given indicative volumes for hours and estimated number of deliverables within the contract. 

This will form 40% of the evaluation and will be evaluated using the following formula:
Price Score = (100% - ((Tender Price – Lowest Price)/Lowest Price)) x Price Weighting

TENDER SUBMISSION
The contact during the request for quote period is Paul Ewing, Organisational Development and Change Manager pewing@lambeth.gov.uk 
Tenders should be submitted by email to the email address pewing@lambeth.gov.uk by the submission deadline of 12pm 25 JANUARY 2019.

 


Statement of Requirements (Specification)
London Borough of Lambeth
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Instructions to Tenderers
London Borough of Lambeth
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CONTRACT the Provision of xxxx

        THIS CONTRACT is made the xxxx 2012 and shall continue until xxxx 201

BETWEEN          

(1) The Mayor and Burgesses of the London Borough of Lambeth of Lambeth Town Hall, Brixton Hill, London SW2 1RW. (the Council) 


AND


(2) the Service Provider, [address] (“the Service Provider”)









1
Appointment


The Council engages the Service Provider to provide xxxx services.  

(CONDITIONS OF CONTRACT)


2
Definitions & Interpretations


2.1 
Definitions

Contract


means the Contract entered into by the Council and the Service Provider embodied in the Conditions of Contract and schedules 

Contract Standard 

means such standards as complies with all relevant provisions of the Contract and where to the extent that no criteria are stated in the Contract the standard is to be to the satisfaction of the Authorised Officer.

Schedules 


mean the Schedules attached to these Conditions


Services 


means […] as described in any briefs, schedules and appendices attached hereto. 


2.2
Interpretations 



Words in the singular include the plural and vice versa;


Words in the masculine include words in the feminine and vice versa


Words importing individuals shall be treated as importing corporations and vice versa;


Headings are for reference only and shall not affect the construction of the Contract; 


3
The Service Provider's obligations


3.1
The Service Provider shall devote such of his time attention and abilities to the provision of the Services in these Conditions and Schedules to the best professional standards and in accordance with current laws, statutory instruments, rules, regulations and bylaws. 

3.2
The Service Provider shall comply with the reasonable direction of the Authorised Officer and use his best endeavours to provide the Service      


3.3 
The Service Provider shall at all times comply with the requirements of Health and Safety legislation and regulations and shall not risk the health and safety of others.

3.4
The Service Provider shall co-operate with any staff or sub-contractor employed directly or indirectly by the Council and shall undertake the Services at no detriment to any other service provided by or on behalf of the Council.  


4
The Council's obligations 

4.1
The Council shall fulfil its obligations to the Service Provider and shall pay the Service Provider in accordance with Schedule 2.  

5
VAT         

5.1
All sums, unless otherwise stated, are exclusive of VAT and other duties or taxes           


6
Confidentiality        

6.1
The Service Provider shall not at any time during or after the Term divulge or allow to be divulged to any person any confidential information.

7
Indemnity              

7.1
The Service Provider shall indemnify and keep indemnified the Council from and against any and all loss damage or liability (whether criminal or civil) resulting from the Service Provider’s breach.  

7.2
The Council shall not be liable to the Service Provider for the death of or injury or loss or damage to property unless due to the negligence of the Council or its servants or agents.      


 7.3
The Council shall not be liable for any consequential losses, including but not exclusively, loss of profit, earning, income, business, goodwill, savings opportunities, reputation or associated costs to the Service Provider howsoever caused.       


8
Insurance


8.1 The Service Provider shall maintain at its own cost a policy of insurance to cover its liability in respect of any act or default for which it may become liable to indemnify the Council under the terms of this Contract in the following minimum sums:


(a)
Employers’ liability of £10,000,000 (ten million)


(b)
Public liability of £5,000,000 (five million)


(c)
Professional indemnity of £2,000,000 (2 million)




8.2 The Service Provider shall provide the insurance policies to the Authorised Officer on request.


9
Authorised Officer

9.1
The Authorised Officer shall be the [enter job title] or such other person nominated in writing by the Council to act in the name of the Council for the purposes of the Contract.


10
Monitoring of the Contract


10.1
The Service Provider shall provide the Authorised Officer with any information relating to the carrying out of the Services which the Authorised Officer may reasonably request.


10.4
The Council shall be entitled to implement systematic and/or random inspection to ensure that the Service Provider undertakes the Services to the Contract Standard.              


11
Termination


11.1
The Council reserves the right to terminate this Contract by giving 30 day’s written notice.

11.2
The Council may terminate the Contract forthwith if it is of the reasonable opinion that the Service Provider:


(a)
is in default in the performance of the Contract.

(b)
has failed to undertake the Services specified in the Contract or has failed to do so to the Contract Standard and beyond remedy.


(c)
has attempted to offer a reward contrary to the Bribery Act 2010 or any other relevant statute.

12
Termination consequences              

12.1
In the event that the Contract is terminated pursuant to this condition 12 the Council will not be obliged to pay to the Service Provider any further sums other than those lawfully owing.                                        


13
Intellectual Property and Delivery up of documents on termination         

13.1
The Service Provider agrees that the Council shall own all reports and other documents and all other intellectual property produced by the Service Provider under this Contract and shall own all publication rights. The Service Provider shall indemnify the Council against all costs and damages associated with infringements of intellectual property rights in relation to the Services provided by the Service Provider.


14
Status of the Service Provider      

14.1
During the Term the Service Provider shall not be or purport to be an employee or agent of the Council        

15
Anti-fraud


15.1
The Service Provider shall be aware of the Council’s anti-fraud policies and shall report any suspicions of corruption by employees abusing their position, and by others, to the Chief Internal Auditor, Olive Morris House, Brixton Hill London SW2 1RW  

16
Criminal Records Bureau


16.1
The Service Provider warrants that its staff are fit and proper persons to undertake the Services and that any staff members who regularly work with vulnerable persons have undergone enhanced Criminal Records Bureau checks and that the results of those checks were satisfactory


16.1 The Service Provider shall provide the original of the Criminal Records Bureau check to the Authorised Officer on request

17
Variations


17.1
The Authorised Officer may from time to time request the Service Provider to agree to provide additional, different or reduced levels of Services.

17.3
The Service Provider shall not vary the services without the written authority of the Authorised Officer.


18
Data Protection and Freedom of Information

18.1
The Service Provider shall lawfully process data relating to this Contract in accordance with the provisions of the Data Protection Act 1998 and General Data Protection Regulations 2018 as set out in the GDPR Schedule below, and shall cooperate with the Council in respect of a Freedom of Information Act 2000 request. 

19.0
Equal Opportunities


19.1
The Service Provider shall use all reasonable endeavours to comply with all statutory provisions, rules and regulations relating to equality and discrimination.  

19.2 
In the event that any finding of unlawful discrimination by the Service Provider during the Contract period, the Service Provider shall inform the Council the steps it proposes to take to prevent repetition of the unlawful discrimination. 

20
Complaints in Respect of Service Provision


20.1
The Service Provider shall outline the system proposed for dealing with complaints from members of the public, Council officers and members.


21 
Disputes          

21.1
The parties shall attempt to resolve any disputes or differences and where necessary seek to resolve them by using an alternative dispute resolution procedure.

22
Waiver


22.1
Failure by either party to enforce any of the terms or conditions of this Contract shall not be a waiver of them, nor shall such failure create an estoppel. 

23
Supersedes prior Agreements        

23.1
This Contract supersedes any prior contracts or agreements between the parties to undertake the Services whether written or oral and any such prior contracts or agreements are cancelled as at the date of signing of this contract but without prejudice to any rights that have already accrued to either of the parties 


24
Entire Agreement

24.1
Each party agrees that this Contract, its schedules and any agreed amendments or variations contains the whole agreement between parties relating to the subject matter of the Contract.


25
Notices


25.1
Notices and other communications shall be delivered to the addresses stated in this Contract or as otherwise agreed in writing.  

26
Governing Law


26.1
This Contract shall be governed by English law


27
Third Parties


27.1
The Contract (Rights of Third Parties) Act 1999 are expressly excluded from this Contract.

		Signed for and on behalf of the Council


Print name






Signature






Print name






Signature








		Signed for and on behalf of the Service Provider

Print Name 






Signature











SCHEDULE 1 – THE SERVICES

SCHEDULE 2 - INVOICING

Payment Terms

1. The Council operates an electronic only policy for issuing Purchase Orders and receiving Invoices from Service Providers.  Service Providers are therefore required to operate in the same way in order to work with the Council.


2. The Council manages Purchases Orders and Invoices electronically through an electronic portal on the internet provided by a third party in partnership with the Council.  


3. The electronic portal is offered free of charge to a Service Provider by the Council.  The Council will direct the third party partner to make contact with the Service Provider for the Service Provider to create an account within the electronic portal to enable them to operate electronically with the Council.


4. The Service Provider will be able to view their Purchase Orders and the status of their Invoices within the electronic portal in real time.


5. Both the Council and the Service Provider shall adhere to the following procedure in respect of invoicing and payments in respect of the Services:- 


(a)
The Service Provider shall submit to the Council each month (or as otherwise agreed by the Parties in writing) an invoice, by electronic means through the portal only setting out the sums for each type of work together with a record detailing the work carried out, in accordance with the prices tendered and;    


(b)
Once the Council agrees the details of the electronic invoice and the work record it will arrange payment, which will be made within a 30 days of invoice date unless disputed by the Council. 


(c)
Where the Council disputes the amounts entered on an invoice the parties shall discuss the differences and the Service Provider shall submit such further information as required by the Council to verify the invoice sum.  


(d)
Once agreed, the Service Provider shall submit a corrected Invoice as agreed pursuant to Condition 5.1(a), above.


6. Where the Service Provider fails to submit its invoices electronically through the portal the timescale in 5(b) will necessarily increase.  

SCHEDULE 2 – GDPR


GDPR SCHEDULE


The law regarding Data Protection is changing and from the 25th May 2018 all organisations which process Personal Data will need to comply with the provisions of the General Data Protection Regulations (2016) (GDPR) when doing so.


The new law requires the Council, as a Data Controller, to ensure that all organisations who process personal data on its behalf (Data Processors) are processing in line with the law and the GDPR.  


The table below details the data use in this contract:-


		the subject matter 




		Data to enable professional training agencies to train Adult Learners on behalf of the Council



		duration of the processing




		Term of the contract (insert dates)



		the nature of the processing




		Data processed into databases (name databases)



		purpose of the processing




		(please complete)



		the type of personal data 




		(please complete)



		categories of data subject




		(please complete)





Information Handling


1.
Definitions and Interpretation


1.1 In this Schedule (insert number), the following terms shall have the meaning set out below:


“Caldicott Principles (1997, 2012 & 2016)”   
means the Caldicott principles which protect patient identifiable data. These principles are applicable to any processing of health or social care data.

“Council Data”  
means any ‘information’ provided by, obtained or created on behalf of Lambeth Borough Council (LBL) in delivering the services specified in this contract; and in the case of Personal Data, any data processed on behalf of LBL where LBL is the Data Controller.

“Data Protection Act 1998 (DPA)”  
means the Data Protection Act 1998 (DPA) being replaced by GDPR on 25th May 2018

“Data Protection Officer”  
means the role as defined under Chapter IV, Section 4 of GDPR

“Environmental Information Regulations 2004 (EIR)”  
means the Environmental Information Regulations 2004 (EIR) as amended.

“Freedom of Information Act 2000 (FOIA)”  
means the Freedom of Information Act 2000 (FOIA) as amended.

“Good Industry Practice”  
means the exercise of the degree of skill, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced contractor engaged in the same type of undertaking under the same or similar circumstances as are contemplated by this Agreement;

“General Data Protection Regulation (GDPR)”  
means the General Data Protection Regulation (2016), Regulation (EU) 2016/679, as amended and recognised in UK law or any UK Act enacted substantially replacing the same. 

“Information”  
has the meaning given under Section 84 of the Freedom of Information Act 2000 (FOIA), which shall include (but is not limited to) information in any form whether relating to the past, present or future and may in particular consist of data, documentation, programs, (including the source code of any programs which the Council has the right to use), computer output, voice transmissions, correspondence, calculations, plans, reports, graphs, charts, statistics, records, projections, maps, drawings, vouchers, receipts and accounting records and may consist of or be stored in any form including paper, microfilm, microfiche, photographic negative, computer software and any electronic medium and references herein to Information shall include reference to the medium in which it is stored.

“Information Legislation”  
means the DPA, FOIA, GDPR and the EIR.

“Information Policy Requirements” 
means the documented set of additional information governance requirements which the Council applies within itself and requires of its Contractors. 


“Legislation”  
for the avoidance of doubt includes all Law in particular the Information Legislation.

“Personal Data”  
means personal data as defined in Section 1 (1) of the DPA and Article 4 (2) of the GDPR, which is supplied to the Contractor by LBL or obtained by the Contractor in the course of performing the Services.

“Subject Access Request”  
means a request for Personal Data falling within the provisions of Section 7 of the DPA and Article 11, 12 & 15 of the GDPR

2.
Resolution of Inconsistency


2.1
The Contractor shall immediately notify the Council upon becoming aware of any inconsistency between its practices and the provisions of Information Legislation, including related regulation, standards, guidance and policies. 


2.2
Where it becomes aware of any inconsistency the Council shall promptly advise the Contractor which provision the Contractor shall be required to comply with. 


3.
Protection of Information 


3.1
The Contractor shall at all times provide a level of security which is in accordance with Legislation and this Contract and is in accordance with compliance regimes representing Good Industry Practice. 


3.2
The Contractor shall ensure that it provides comparable Information security as if it were being processed directly by the Council and shall securely destroy all Information provided or created under this Agreement and no longer required to be retained. 


3.3
The Contractor will have in place an effective disaster recovery and business continuity plans.


3.4
The Contractor shall observe the following principles when handling personal data under this Agreement.


a. Every proposed processing of Personal Data should be lawful, clearly defined and regularly risk assessed and approved by an information governance role holder.


b. Personal Data must not be processed unless it is necessary and should not be used unless there is no alternative.


c. The minimum amount of Personal Data that is demonstrably necessary is to be used.


d. Employees should only have access to the data that they need to see to enable them to undertake their roles.


e. The Contractor must ensure that its employees are aware of their responsibility to comply with the duty of confidentiality. 


f. All persons handling Personal Data must understand and comply with the DPA.  


3.5
Any Council Information received by the Contractor under this agreement shall remain the property of the Council.  It shall be identified, clearly marked and recorded as such by the Contractor on all media and in all documentation.


3.6
The Contractor may not sub-contract any part of the Contract without the Council’s prior written consent. 


3.7
The Contractor shall take all necessary precautions to ensure that all Council Information is given only to such of the Contractor’s employees, professional advisors, consultants, sub-contractors, agents etc engaged by the Contractor in connection with this Agreement as is strictly necessary for the performance of this Agreement, and is treated as confidential and not disclosed (without prior written approval) or used otherwise than for the purposes of this Agreement.


3.8
The Contractor shall not use any Information it receives from the Council otherwise than for the purposes of this Agreement.


3.9
With regard to Council Data:


a. The Contractor shall not delete or remove any proprietary notices contained within or relating to the Council Data.


b. The Contractor shall not store, copy, disclose, or use the Council Data except as necessary for the performance by the Contractor of its obligations under this Agreement or as otherwise expressly authorised in writing by the Council.


c. To the extent that Council Data is held and/or processed by the Contractor, the Contractor shall supply that Council Data to the Council as requested by the Council in the format specified in the Information Assets Register as set out in Schedule 2 (Goods and/or Services Specification).


d. The Contractor shall take responsibility for preserving the integrity of Council Data and preventing the corruption or loss of Council Data 


e. The Contractor shall perform secure back-ups of all Council Data and shall ensure that up-to-date back-ups are stored off-site. The Contractor shall ensure that such back-ups are available to the Council at all times upon request and are delivered to the Council at no less than monthly intervals.


f. The Contractor shall ensure that any system on which the Contractor holds any Council Data, including back-up data, is a secure system that complies with the Council’s information policy requirements. 


g. If the Council Data is corrupted, lost or sufficiently degraded as a result of the Contractor's Default so as to be unusable, the Council may:


i. require the Contractor (at the Contractor's expense) to restore or procure the restoration of Council Data in full and in not later than three Days (subject to any agreed business continuity and / or disaster recovery plan); and/or


ii. in default thereof itself restore or procure the restoration of Council Data, and shall be repaid by the Contractor any reasonable expenses incurred in doing so.


h. If at any time the Contractor suspects or has reason to believe that Council Data has or may become corrupted, lost or sufficiently degraded, then the Contractor shall notify the Council immediately and inform the Council of the remedial action the Contractor proposes to take.


4.
Data Protection


4.1
Under this Agreement, the Council is and will remain the Data Controller and the Contractor will act as Data Processor. As such, the Contractor must follow the direction of the Council as to how Personal Data is processed.


4.2
The Contractor shall comply with the GDPR requirements with regard to appointing a Data Protection Officer


4.3
The Contractor shall comply with all relevant codes of practice issued under the DPA (and GDPR when in force)


4.4
The Contractor shall indemnify the Council against loss, destruction or processing contrary to Information legislation by itself, its employees, contractors or agents.


4.5
The Contractor shall ensure the reliability and training of all its relevant employees to ensure awareness of and compliance with the Contractor’s obligations under the DPA and the GDPR.


4.6
The Contractor shall respond to all Subject Access Requests (SAR) within 10 working days of receipt of instruction by the Council for supply of the data.

4.7
The Contractor shall immediately notify a senior manager within the Council if it receives:


a. a request from any person whose Personal Data it holds to access his Personal Data; or


b. a complaint or request relating to the Council’s obligations under the DPA and the GDPR


4.8
The Contractor will assist and co-operate with the Council in relation to any complaint or request received, including:


a. providing full details of the complaint or request;


b. providing the Council with any information relating to a SAR within 10 working days of receipt of the request;


c. promptly providing the Service Manager with any Personal Data and other information requested by him.


4.9
The Contractor shall not process information outside of the EEA as defined by the DPA and GDPR without full prior written consent from the Council.


4.10
The Contractor shall comply with GDPR requirements for maintaining accurate, current and comprehensive Records of Processing Activities.


5.      Caldicott Principles


5.1 
The Contractor must also observe the Caldicott Principles when processing health and/or social care data.  

6.
The FOIA and the EIR


6.1
The Council is subject to the FOIA and the EIR and the Contractor shall assist the Council (at the Contractor’s expense) in complying with these Acts and shall transfer any requested information to the Council promptly and in any event within 2 working.


6.2
Upon request, the Contractor shall provide the Council with a copy of all Information in its possession or power, in the form that the Council requires, within 10 working days (or such other reasonable period as the Council may specify).


6.3
Where the Contractor believes the disclosure of information would prejudice its commercial interests or constitute an actionable breach of confidentiality, the Council shall endeavour to consider any case made where it is provided within 10 working days.


6.4
As between the parties, the Council will determine whether any information is exempt from disclosure under the FOIA or the EIR.


6.5
The Contractor shall not respond directly to a request for information unless expressly authorised to do so by the Council save to acknowledge receipt.   


6.6
The Contractor acknowledges that the Council may disclose Information without consulting with the Contractor. 


7.
Disclosures by the Council


7.1
Nothing in this Agreement shall prevent the Council disclosing any Information for a lawful reason. 


8.
Information Breaches


8.1
The Contractor shall ensure all losses or breaches of security or information are reported to the Council within 1 working day whether actual, potential or attempted, in order for the Council to notify the regulator and, where necessary the Data Subjects, as required by the GDPR


8.2
The Contractor will ensure all breaches are internally investigated, and appropriate remedial action taken, along with supporting the Council and the Information Commissioner’s Office in any investigation by it. A copy of the investigation report must be provided to the Council.


9.
Breach, termination and continuance


9.1
The Contractor shall indemnify the Council for any breach of the requirements of this schedule which renders the Council liable for any costs, fines, claims or expenses under Legislation howsoever arising.


9.2
Failure by the Contractor to comply with the provisions of this schedule shall amount to a breach of this contract and shall give the Council the right to exercise any and all of the remedies in this contract and recover all costs incurred as a consequence of the Contractor’s breach.


9.3
On termination of this Agreement howsoever arising the Contractor shall when directed to do so by the Council, and instruct all its agents and subcontractors to:


a. transfer to the Council the whole or any part of the Personal Data and other Information received or acquired by the Contractor for the purposes of or in the course of the delivery of the services the subject of this Agreement; and


b. ensure that such a transfer is made securely in a manner specified by the Council and the data complies with the requirement at paragraph 7; and

c. securely destroy or erase the whole or any part of such Personal Data and other Information retained by the Contractor and provide to the Council such proof of destruction as the Council may reasonably specify.


9.4
The provisions of this paragraph shall continue in effect notwithstanding termination of this Agreement.
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The Mayor & Burgesses of the London Borough of Lambeth
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