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Lot 4.1 - I 7rust

DOCUMENT 3

Part 1: Pro Forma Letter of Appointment

Deloitte LLP

New Street Square
London

EC4A 3BZ

Department for Education Tender: Lot 4.1 Further Competition [ GGG st

26 October 2017

Dear Sirs,

1. Contract for the provision of consultancy services by Deloitte LLP, New Street
Square, London, EC4A 3BZ as Supplier to Department for Education, Sanctuary
Buildings, Great Smith Street, London, SW1P 3BT as Customer pursuant to the
consultancyONE Framework Agreement (RM 1502) dated 16/05/2013 between the
Minister for the Cabinet Office acting through Crown Commercial Service as the
Authority and the Supplier We refer to the above-mentioned consultancyONE
Framework Agreement (the “Framework Agreement”). For the purposes of this Letter
of Appointment:

e capitalised terms and expressions used in this Letter of Appointment have the same
meanings given to them in or pursuant to the Call-Off Terms attached to this Letter of
Appointment unless the context otherwise requires;

+ references to Appendices are references {o the appendices to this letter of Appointment;
and

* the Appendices shall form part of this Letter of Appointment.

This Letter of Appointment constitutes an Order for the provision by you to us of the Contract
Services (specified in Appendix 1) from the Effective Date (specitied in Appendix 1) on the basis
of the Day Rates / Contract Charges (set out in Appendix 2) and, save as varied and / or
supplemented pursuant to the provisions (set out in Appendix 3} in accordance with the Call-Off
Terms.

This Order is placed under Lot number 4.1 of the Framework Agreement.

The Supplier's Representative with overall responsibility for the supply of the Contract Services
is
i will be the Supplier's Representative responsible for controlling the engagement on a

day to day basis.
The Customer's Representative for the purpose of the Contract is and any disputes
in relation to the Contract shall be escalated as follows: , Senior Responsible

Officer Department for Education.

6. The Base Location from which the Contract Services will be ieﬁormed is -
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7. For the purposes of the Contract, the address of each Party is:
¢ for the Customer:

Department for Education
Sanctuary Buildings
Great Smith Street
LONDON

SW1P 3BT

For the attention of: ||| | |Gz

Tel: -
Email:

e faor the Supplier:

Deloitte LLP

New Street Square
London

EC4A 3BZ

For the attention of: [ GGG
Tel:

Email:

9. The Customer hereby confirms that the applicable law for this contract shall be the laws of
England & Wales and, if necessary, an appropriate alternative clause in the Call-Off Terms shall
be activated accordingly. Where the laws of Scotland/Northern Ireland have been stipulated, all
references hereafter in this Letter of Appointment or in the attached Call-Off Terms to legislation
or regulations shall be read as if mention had been made of the Scottish/Northern Irish
equivalent. Further, this Letter of Appointment and the attached Call-Off Terms shall be
construed as closely to the intention of the original wording as the chosen law so permils.

Please would you return the attached duplicate of this Letter of Appointment with the
acknowledgement signed by the appropriate authorised Director within your organisation.

You should be aware that by signing and returning this Letter of Appointment you will have
entered into a legally binding contract with us to supply the Contract Services specified in
Appendix 1 and represent and warrant that you have carried out a conflict check in relation
to such contract that revealed no conflicts of interest.

Yours faithfully

. Scnior Responsible Officer

For and on behalf of the Department for Education
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| hereby confirm receipt of the above Letter of Appointment and the agreement of Deloitte LLP to
provide to the Department for Education the Contract Services as specified in the Letter of
Appointment in accordance with its terms.

signed: |GGG Date: 27 October 2017

Name: [N Status: [
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Appendix 1
(Contract Services)

1. TERM

1.1 Effective Date

1.1.1 This Contract shall commence on 26/10/2017.

1.2 Expiry Date
1.2.1 This Contract shall expire on:

1.2.1.1 30th November 2018. However, this date may be subject to change and any
revision to this date will be discussed and agreed between the Customer and the Supplier

1.2.1.2 Completion in accordance with the terms of the Contract, of the Contract Services
specified in this Appendix 1

whichever is earlier unless terminated earlier pursuant to this Contract.

2, SERVICES REQUIREMENTS

o Project Scope
In order to assist the DfE and the Trust to assess and implement the orderly closure of the

Trust, and the transition into the winding-up process, the scope of services will include the
following:

A dedicated project team in the Department for Education is supporting this rebrokerage and
closure project. Each party identified by the DIE as a potential preferred acquirer of an
Academy is currently conducting its own due diligence into the assets and liabilities it is being
asked to acquire. In order to assist the DfE negotiate with each interested party, it has asked
the Supplier to undertake a financial review of the 21 Academies within the Trust.

For each Academy, the Supplier will:

« Review the forecast Income and Expenditure account for the years ending 31 August
2020, and comment on the reasonableness of the assumptions therein;

» Review the balance sheet for the years ending 31 August 2020, and comment on:
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» Any operating leases and calculate any associated termination costs;

» Any ongoing contracts (i.e. maintenance contracts}, including the suppliers,
contractors and sub-contractors, calculate termination costs and understand notice
provisions;

» Any other creditors (trade, HMRC, grants) and how they unwind through the
Academy's cash flow forecast; and

o Consider any tax implications of the transfer of any assets to an acquiring party and
the associated cost.

+ Consider the implications for the Teachers’ Pension Scheme (“TPS") and Local
Government Pension Scheme (“LGPS") of the proposed transfer to an acquiring

party.

e Where perceived high risks occur, comment on the potential financial impact of these
on the Academy's cash requirement over the period to 31 August 2020.

Once timing of each re-brokering exercise is known, the Supplier will:

e Review the Trust's balance sheet and cash flow to understand whether, post transfer
of all 21 Academies and accounting for closure costs, the Trust returns a solvent
position. The Supplier will:

» Assess the Trust’s cash flow forecast to understand the quantum and
timing of any funding support required during the period up to the
closure of the Trust.

» |dentify the assets of the Trust and consider an asset disposal
strategy and value;
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* Review operating leases and calculate any associated termination
costs;

= Review ongoing contracts (i.e. maintenance contracts), including the
Trust’s suppliers, contractors and sub-contractors, calculate
termination costs and understand notice provisions;

= Review Local Government Pension Scheme Section 75
correspondence with the Pension Scheme Administrator and
Scheme Actuary to determine the extent of any shortfall;

= Quantify other creditors (trade, HMRC, grants) and how they unwind
through the Trust’s cash-flow forecast; and

= Consider any tax implications of the disposal of the Trust's assets
and any associated cost.

The Supplier will comment on any mitigating strategies which could be employed to

reduce the value of anir potential liabilities or cash outflow from the Trust.

Based on the analysis from the || ] JJJEI. 2nd the Supplier's experience of similar
engagements, the Supplier will work with the Trust and its legal advisors to examine
potential options for closure of the Trust.

o The Supplier will examine:
«  Options available under the Insolvency Act 1986 in relation to a wind down;
» The solvency of the Trust/cash requirement to render it solvent;
» Legal position relating to powers of the Trustees to implement a wind down;
= Any trust deeds in place relating to assets; and
= The potential role of the Secretary of State in a wind down.

» The Supplier will highlight any advantages and disadvantages of the various
mechanisms available for closure of the Trust.

The Supplier will agree with the Trust and DfE their closure preferred sirategy and provide
a milestone plan for its implementation, identifying roles and responsibilities.

* Where requested, prepare commentary in relation to statutory and practical
requirements relevant to the preparation of the declaration of solvency. This must
be made up to the latest convenient date and must be sworn by all, or a majority, of
the directors of the Trust in the 5 weeks prior to the passing of the resolution to
piace the Trust into members' voluntary liguidation;

 Where requested, prepare commentary in relation to statutory and practical
requirements relevant to the passing of resolutions to place the Trust into liquidation
and appoint liquidators. Subject to any limitation in the Trust's articles, these
resolutions may be passed either at formal meetings or by written resolution;
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* Prepare the necessary statutory documents required for the liquidation, including
those to be filed at Companies House and those to be advertised as appropriate.

The scope of Services above will include a review of legal agreements. However, the
Supplier is not qualified and will not provide legal services as part of the Services, and it will
therefore be the Customer's responsibility to seek legal advice in respect of any legal
agreements, should it consider it appropriate to do so. Similarly, as the Supplier is not
qualified to provide actuarial advice in relation to pensions, it will be the Customer's
responsibility to seek actuarial advice in relation to pensions, should it consider it
appropriate to do so.

For the avoidance of doubt, the scope of the Services will not comprise the performance by
the Supplier of any statutory insolvency appointment.

As part of the Services, the Supplier expects to discuss ideas with the Customer orally and
share draft deliverables. This will be done on the understanding that these discussions,
drafts, will be superseded by the Supplier’s final deliverables and that the Customer will not
rely on any drafts or oral comments or other materials unless its content has been finalised
and confirmed as a final deliverable. Final Deliverables only be used as for the purposes
set out in this Letter of Appointment or such other purpose as may otherwise be mutually
agreed in writing.

In carrying out the Services, the Supplier will not audit or verify any information provided to
it, whether by the Customer or any third party.

Project Deliverables

¢ Considerations

The following principles should be borne in mind:

s The process will be led by a team headed at Deputy Director level in the DfE, and
the role of the external consultants will be to support and work with the internal DfE
team;

+ Close engagement with the DIE’s senior team, especially at the early stages, will be
essential;

» Senior DIE stakeholders and members of the MAT will wish to be consulted on the
proposed approach for wind-up of the trust and the final agreement

3. PERFORMANCE OF THE SERVICES AND DELIVERABLES

3.1 Project Plan and Milestones (including dates for completion)(i) The project plan as at the
Effective Date is set out below:
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Milestone

Deliverables

Duration{Working
Days)

Milestone

Date

Customer Responsibilities
{if applicable)

Provision of any
Management Information
required, provision of
access to Management,
and review of draft
outputs for factual
accuracy.

Provision of any
Management Information
required, provision of
access to Management,
and review of draft outputs
for factual accuracy.

Discussion with DfE on

preferred strategy for
closure.
Provision of any

Management Information
required, provision of
access to Management,
and review of draft outputs
for factual accuracy.

(ii)

i so required by the Customer, the Supplier shall produce a further version of the
Implementation Plan {based on the above plan) in such further detail as the Customer may
reasonably require. The Supplier shall ensure that each version of the Implementation Plan is
subject to approval. The Supplier shall ensure that the Implementation Plan is maintained and
updated on a regular basis as may be necessary to reflect the then current state of the
implementation of the Services.
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{iii) The Customer shail have the right to require the Supplier to include any reasonable changes or
provisions in each version of the Implementation Plan.

{iv) The Supplier shall perform its obligations so as to achieve each Milestone by the Milestone
Date.

{v) Changes to the Milestones shall only be made in accordance with the variation procedure and
provided that the Supplier shall not attempt to postpone any of the Milestones using the variation
procedure or otherwise (except in the event of a Customer default which affects the Supplier's ability to
achieve a Milestone by the relevani Milestone Date).

3.2 Performance Monitoring

Performance under the contract terms will be monitored on a monthly basis in meetings between the
Customer and Supplier. Monitoring will take place against the deliverables outlined above and the
outlined timescales.

The Customer will have a period of 5 days ("Evaluation Period") after provision of each deliverable to
verify that such deliverable is not deficient. If the Customer notifies the Supplier in writing prior 1o the
expiration of the relevant Evaluation Period that such deliverable is deficient in any material respect and
the Supplier accepts the existence of such deficiency (a “Non-conformity”), the Supplier will correct such
Non-conformity as soon as reasonably practical, whereupon you will receive an additional 5 day period
{“Verification Period”) commencing upon the Customer's receipt of the corrected deliverables to verily
that the Non-conformity has been corrected. Each deliverable will be deemed accepted by the Customer
when the Evaluation Period has expired or, if the Customer has notified the Supplier of a Non-conformity
as provided above, when the relevant Verification Period has expired.

4. SECURITY AND NON-EMBARRASSMENT/DISREPUTE

4.1 Security Requirements (including details of the outline security management plan and policy)

Clause 6a and Schedule 1 (Security Requiremenits) of the call-off terms will apply to this engagement.
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Appendix 2: Contract Charges

Task Cost Total Invoice date

27 November
2017

2017.

] T

| B | 27 November
- | No later than 5
days after

contract

termination.

Grand Total (excluding VAT) | £151,077

VAT will be payable at the prevailing rate.

N

4]

F-Y

Funds allocated to a particular expenditure heading in the table at paragraph 1 ("the Table")
are available for that expenditure heading only. Funds allocated to a particular accounting
year are available for that accounting year only. The allocation of funds in the Table may
not be altered except with the prior written consent of the Depariment.

The Supplier shall maintain full and accurate accounts for the Service against the
expenditure headings in the Table. Such accounts shall be retained for at least 6 years after
the end of the financial year in which the last payment was made under this Contract. Input
and output VAT shall be included as separate items in such accounts.

The Supplier shall permit duly authorised staff or agents of the Depariment or the National
Audit Office to examine the accounts at any reasonable time and shall furnish oral ar written
explanations of the account if required. The Department reserves the right to have such
staff or agents carry out examinations into the economy, efficiency and effectiveness with

which the Supplier has used the Department’s resources in the performance of this Contract.

Invoices shall be prepared by the Supgplier on the invoice dates specified in the Table' in
arrears and shall be detailed against the expenditure headings set out in the Table. The
Supplier or its nominated representative or accountant shall certify on the invoice that the
amounts claimed were expended whaolly and necessarily by the Supplier on the Service in
accordance with the Contract and that the invoice does not include any costs being claimed

from any other body or individual or from the Department within the terms of another
contract.
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Invoices shall be sent, within 5 days of the end of the relevant phase to [ NG
Department for Education, St Paul's Place, Sheffield, S1 2FJ. The Department undertakes
to pay correctly submitted invoices within 5 days of receipt. The Depariment is obliged to
pay invoices within 30 days of receipt from the day of physical or electronic arrival at the
nominated address of the Depariment. Any correctly submitted invoices that are not paid
within 30 days will be subject to the provisions of the Late Payment of Commercial Debt
(Interest) Act 1998. A correct invoice is one that: is delivered in timing in accordance with
the contract; is for the correct sum; in respect of goods/services supplied or delivered to the
required quality (or are expected to be at the required quality}; includes the date, supplier
name, contact details and bank details; quotes the relevant purchase order/contract
reference and has been delivered to the nominated address. If any problems arise, contact
the Department’s Contract Manager. The Department aims to reply to complaints within 10
working days. The Department shall not be responsible for any delay in payment caused by
incomplete or illegible invoices.

The Supplier shall have regard to the need for economy in all expenditure. Where any
expenditure in an invoice, in the Depariment's reasonable opinion, is excessive having due
regard to the purpose for which it was incurred, the Department shall only be liable to
reimburse so much (if any) of the expenditure disallowed as, in the Department's reasonable
opinion after consultation with the Supplier, would reasonably have been required for that
purpose.

If this Conlract is terminated by the Deparment due to the Suppliers insolvency or default
at any time before completion of the Service, the Depariment shall only be liable under
paragraph 1 to reimburse eligible payments made by, or due 1o, the Supplier before the date

of termination.

On completion of the Service or on termination of this Contract, the Supplier shall promptly
draw-up a final invoice, which shall cover all outstanding expenditure incurred for the
Service. The final invoice shall be submitted not later than 30 days after the date of
completion of the Service.

The Department shall not be obliged to pay the final invoice until the Supplier has carried
out all the elements of the Service specified as in Schedule 1.

It shall be the responsibility of the Supplier to ensure that the final invoice covers all
outstanding expenditure for which reimbursement may be claimed. Provided that all
previous invoices have been duly paid, on due payment of the final invoice by the
Department all amounts due to be reimbursed under this Contract shall be deemed to have
been paid and the Department shall have no further liability to make reimbursement of any
kind.

Revised Version 7 - February 2017
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Appendix 3: (Variations and/or supplements to the Call-Off Terms)

Appendix 3a - Data, Systems Handling and Security

“BPSS”

“CESG"

"Control”

“D{E"

“DFE Assets”

“DFE Data”

“Data Processor”, “Personal Data”,
“Sensitive Personal Data”, “Data
Subject”, “Process”, “Processing” and
“Data Controller

“IT Security Health Check”

Definitions

means the Government's Baseline Personnel
Security Standard for Government employees
available at:

www.gov.uk/government/uploads/system/upload
s/attachment_data/ile/200551/HMG_Baseline_P
ersonnel_Security_Standard V3 2 Apr-

2013.pdf

is the United Kingdom government's national
technical authority for informalion assurance,
details of which can be found at:

http://www.cesq.qov.uk/Pages/hocmepage.aspx

means that a person possesses, direclly or
indirectly, the power to direct or cause the
direction of the management and policies of the
other person {whether through the ownership of
voling shares, by contract or otherwise) and
"Controls" and "Controlled" are interpreted
accordingly;

Department for Education

include but are not limited to DFE premises, IT
sysiems and information with a classification up to
confidential;

a) the data, text, drawings, diagrams, images or
sounds (logether with any database made up of
any of these) which are embodied in any
electronic, magnetic, optical or tangible media,
and:

{i) which are supplied to the Contractor by or on
behalf of the DFE; or

(i} which the Contractor is required to generate,
process, store or transmit pursuant to the
Contract; or

{b) which are any Personal Dala for which the
DFE is the Data Controller,

shall have the meanings given in the DPA,

means an assessment 1o identify vulnerabilities in
IT systems and nelworks which may compromise
the confidentiality, integrity or availability of
information held on that IT system;
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“Malicious Software” any software program or code intended to

“Security Plan”

destroy, interfere with, corrupt, or cause
undesired effects on program files, data or other
information, executable code or application
software macros, whether or not its operation is
immediate or delayed, and whether the malicious
software is introduced wilfully, negligently or
without knowledge of its existence;

the Contractor's security plan.

1. The DFE is the Data Controller and the Contractor is the Data Processor.

2. Both Parties may handle Personal Data and shall comply with their legal obligations under the

DPA,

3. The Contractor shall notify the DFE as soon as it becomes aware of any actual or potential data
incident or breach of its obligations under the DPA in relation to any Personal Data processed
as a consequence of undertaking the Contract.

4. [|f the Contractor is processing Personal Data as a Data Processor for the DFE as a
consequence of undertaking the Contract the Contractor shall:

4.1

4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9

Process the Personal Data only to the extent and in such manner as is necessary
for the provision of the Services or as is required by law or any Regulatory Body;

Process the Personal Data only in accordance with instructions from the DFE (which
may be specific instructions or instructions of a general nature as set out in the
Contract or as otherwise nolified by the DFE to the Contractor during the Term);

implement appropriate technical and organisational measures to protect the
Personal Dala against unauthorised or unlawful processing and against accidental
loss, destruction, damage, alteration or disclosure. These measures shall be
appropriate to the harm which might result from any unauthorised or unlawful
Processing, accidental loss, destruction or damage to the Personal Data and having
regard to the nature of the Personal Data which is to be protected,;

take reasonable steps to ensure the reliability of any Personnel who have access to
the Personal Data;

obtain the DFE's prior written consent before transferring Personal Data to any Sub-
Contractors or Associated Companies for the provision of the Services;

ensure that all Personnel required to access the Personal Data are informed of the
confidential nature of the Personal Data and comply with the obligations set out in
this paragraph 4;

ensure that no Personnel publish or disclose any Personal Data to any third party
unless directed in writing to do so by the DFE;

notify the DFE within 2 Business Days if it receives:

4.8.1 a request from a Data Subject to have access to that person's Personal
Data; or

4.8.2 acomplaint or request relating to the DFE's obligations under the DPA,;

provide the DFE with full cooperation and assistance in relation to any complaint or
request made, including by:

Revised Version 7 - February 2017
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410

4.1

4.12

4.9.1 providing the DFE with full details of the complaint or request;

4.9.2 complying with a data access request within the relevant timescales set out
in the DPA and in accordance with the DFE's instructions;

4.9.3 providing the DFE with any Personal Data it holds in relation to a Data
Subject (within the timescales required by the DFE); and

494 providing the DFE with any information requested by the DFE;

permit the DFE or any duly authorised representative of the DFE (subject to
reasonable and appropriate confidentiality undertakings), to inspect and audit the
Contractor's data processing activities (and/or those of ils agents, subsidiaries and
Sub-Contractors} and comply with all reasonable requests or direclions by the DFE
to enable the DFE to verify and/or procure that the Contractor is in full compliance
with its data protection obligations under the Contract,

provide a written description of the technical and organisational methods employed
by the Contractor for processing Personal Data (within the timescales required by
the DFE); and

subject to paragraph 5, not cause or permit the Personal Data to be transferred in
or to any Restricted Country.

If, after the Effective Date, the Contractor (or any Sub-Contractor) wishes to Process and/or
transfer any Personal Data in or to any Restricted Country the Contractor shall:

5.1

5.2

submit a request for a Variation to the DFE which shall be dealt with in accordance
with the Change Control Procedure;

set out in its request for a Variation:

5,21 the Personal Data which will be Processed andfor transferred to a
Restricted Country;

5.2.2 the country or countries in which the Personal Data will be Processed and/or
to which the Personal Data will be transferred to a Restricted Country;

5.2.3 any Sub-Contraclors or other third parties who will be Processing and/or
transferring Personal Data to a Restricted Country; and

5.2.4 how the Contractor will adequately protect (in accordance with the DPA and
in particular so as to ensure the DFE's compliance with the DPA) Personal
Data to be Processed and/or transferred to a Restricted Country.

If evaluating the request for a Variation pursuant to paragraph 5:

6.1

6.2

the Parties shall consider current policies and guidance of the DFE, Government
and the !nformation Commissioner's Oifice and any approvals processes in
connection with, the Processing and/or transfers of Personal Data to a Restricted
Country and/or overseas generally; and

the Contractor shall comgply with any instructions which the DFE may notify in writing.

Insofar as the Contractor processes Personal Data for its own administrative purposes, whilst
undertaking the Contract the Contractor shall comply at all times with the DPA and shall not
perform its obligations under the Contract in such a way as lo cause the DFE 1o breach any of
its obligations under the DPA.
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The Contractor shall:

8.1

8.2

8.3
8.4

8.5

8.6

8.7

8.8

8.9

8.10

employ appropriate organisational, operalicnal and technological processes and
procedures to keep DFE Dala safe from unauthorised use or access, loss,
destruclion, theft or disclosure which comply with ISO/IEC 27001 as appropriate o
the Services;

not delete or remove any proprietary notices contained within or relating to DFE
Data;

preserve the integrity of DFE Data and prevent the corruption or loss of DFE Data;

ensure that any files containing DFE Data are stored on the Coniractor's secure
servers and/or secured Contractor Equipment;

ensure that DFE Data relating to the Contract is segregated from other data on its
IT systems so that DFE Data can be securely deleted if required;

not keep DFE Data on any Contractor Equipment unless it is protected by being fully

encrypted and password protected and its use is necessary for the provision of the
Services;

ensure that any hard copy is destroyed by cross-cut shredding and secure re-cycling
of the resulting paper waste;

perform secure back-ups of all DFE Data and ensure that up-to-date back-ups are
stored ofi-site. The Contractor shall ensure that such back-ups are available 1o the
DFE at all times upon request;

not store or host DFE Data outside the United Kingdom or perform any ICT
management or support without the DFE’s prior written consent;

ensure that any DFE Data sent to any third party is:
8.10.1 sent by CD or DVD;

8.10.2 {ully encrypted and password protected, with the password for files sent
separately from the data;

B.10.3 carried by a secure courier or registered postal service (special delivery)
and not by e-mail or on USB pens.

if DFE Data is held and/or processed by the Contractor, the Contractor shall supply DFE Daia
to the DFE as requested and in the format specified by the DFE.

10. If DFE Data is corrupted, lost or sufficiently degraded as a result of the Contractor's Defaull so
as to be unusable, the DFE may:

11.

10.1

10.2

require the Contractor at the Contractor's expense to restore or procure the
restoration of DFEs Data as soon as practicable; and/or

itself restore or procure the restoration of DFE Data and may invoice the Contractor
for any reasonable expenses incurred in doing so.

If at any time the Contractor suspects or has reason to believe that DFE Data has or may
become corrupted, lost or sufficiently degraded in any way for any reason, the Contractor
shall notify the DFE immediately and inform the DFE of the remedial action the Contractor
proposes to take.
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15.

16.

17.

18.

18.
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The Contractor shall comply, and shall procure that Personnel comply, with DFE’s Security
Standards as set out in the annexe to this Appendix 3a and the Security Plan.

The Contractor shall ensure that the Security Plan fully complies with the DFE Security
Standards.

The DFE shall notify the Contractor of any changes to the DFE Security Standards.

it the Contractor believes that a change to the DFE Security Standards will have a material
and unavoidable effect on its costs it may submit a request for a Variation in accordance
with the Change Control Procedure. Any request must include evidence of the cause of any
increased costs and the sleps it has taken to mitigate those costs.

Until a Variation is agreed pursuant to paragraph 15 the Contractor shall continue to perform
the Services in accordance with its existing obligations.

The Contractor shall use the latest versions of anti-virus definitions available to check for
and delete Malicious Software from the Contractor's ICT.

Notwithstanding paragraph 17, if Malicious Software is found, the Pariies shall co-operate
to reduce the effect of the Malicious Software and, particularly if Malicious Software causes
loss of operational efficiency or loss or corruption DFE Data, assist each other to mitigate
any losses and to restore the Services to their maximum operating efficiency.

Any cost arising out of the actions of the Parties taken in compliance with paragraph 18 shall
be borne:

19.1  bythe Contractor if the Malicious Software originates from the Contractor’s software,
any software owned by a third party or DFE Data whilst under the control of the
Contractor; and

19.2 by the DFE if the Malicious Software originates from the DFE's sofiware or DFE
Data whilst under the control of the DFE.

Revisad Version 7 - February 2017
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ANNEXE to Appendix 3a
DFE SECURITY STANDARDS
1. The Contractor shall comply with ISO/IEC/27001 and ISO/IEC27002 or equivalent standards.

2. The Contractor shall apply the Government’s Protective Marking Scheme ("GPMS") in respect
of any DFE Data it handles in the course of providing the Services. If the Contractor has an
existing protective marking scheme it may continue to use this but must map the GPMS
against it to ensure the correct controls are applied to DFE Data.

3. Any electronic transfer methods across public space or cyberspace must be protected via
encryption which has been certified to FIPS140-2 or cerlified under a CESG (e.g. CAPS or
CPA) or CESG-endorsed scheme and the method shall be approved by the DFE prior to being
used to transfer any DFE Data. If the transfer, handling removable media or handling of
portable ICT Equipment involves bulk personal data the encryption shall be certified under a
CESG (e.g. CAPS or CPA) or CESG-endorsed scheme.

4, Any portable removable media (including but not limited o pen drives, memory sticks, CDs,
DVDs, PDPs and USB devices) used to handle, store or process DFE Data, Personal Data
and/or Sensitive Personal Data in connection with the Service, shall be under the configuration
management of the Sub-Contractor providing that part of the Service, shall be necessary to
deliver the Service, and shall be full-disk encrypied using a product certified to FIPS140-2 or
under a CESG (e.g. CAPS or CPA) or CESG-endorsed scheme. Should the transfer or
handling of portable ICT involve bulk Personal Data the encryption shall be certified under a
CESG (e.g. CAPS or CPA) or CESG-endorsed scheme.

5. All portable ICT {including but not limited to laptops, PDAs, smartphones) which handle, store
or process in any way DFE Data to deliver and support the service, shall be under the
configuration management of the Sub-Contractor providing that part of the Service, shall be
necessary to deliver the Service, and shall be full-disk encrypted using a product which has
been certified to FIPS140-2 or under a CESG (e.g. CAPS or CPA) or CESG-endorsed
scheme. If the transfer or handling of portable ICT involves bulk Personal Data the encryption
shall be cerlified under a CESG (e.g. CAPS or CPA) or CESG-endorsed scheme.

6. All paper documents containing DFE Data shall be:

a. securely protected whilst in the Contactor's care and securely destroyed when no
longer required using a cross-cuiting shredder and/or a professicnal secure waste
paper organisation; and

b. transmitted, both within and outside the Contractor's premises, in such a way as to
ensure that no unauthorised person has access.

7. At the end of the Term or if ICT fails or becomes obsolete, all ICT holding DFE Data shall be
securely cleansed or destroyed using a CESG approved product or method. If this is not
possible for legal, regulatory or technical reasons the Contractor shall protect the ICT until
such time as it can be securely cleansed or destroyed.

8. Access by Personnel to DFE Data shall be confined to Personnel who need to know because
their access is essential for the delivery of the Service. All Personnel with direct or indirect
access to DFE Data must be subject to pre-employment checks equivalent to or higher than
the BPSS.

9. Personnel who handle DFE Data must have annual awareness training in protecting
information.

10. The Contractor shall have robust business continuity arrangements and processes including
disaster recovery plans and procedures compliant with 13022301 to ensure that the delivery
of the Contract is not adversely affected if there is an incident.
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Any non-compliance with DFE Security Standards, or any suspected or actual breach of the
confidentiality or integrity of DFE Data being handled in the course of providing the Services,
shall be immediately escalated to the DFE.

The Contractor shall ensure thal any systems and hosting environments that are used to hold
DFE Data being handled, stored or processed in the course of providing the Services are
subject to IT Security Health Checks at least annually. The Contractor shall inform the DFE if
there are any results of IT Security Health Checks which are relevant to the Service and shall
promptly complete any necessary remedial work which is identified.

The Contraclor shall keep an audit trail of where the DFE’s Data is held, including all ICT. The
DFE may audit the Contractor with 24 hours’ notice in respect of the Contractor's compliance
with this schedule.
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11 Definitions

In the Contract, unless the context otherwise requires, the following provisions shall have
the meanings given to them below:

*Authority” means THE MINISTER FOR THE CABINET OFFICE (“Cabinet Office”) as
represented by Crown Commercial Service, being a separate trading fund of the Cabinet
Office without separate legal personality, whose office is at the 9" floor, The Capital, Old
Hall Street, Liverpool, L3 9PFP;

“Base Location” means the location, specified by the customer (in the Letter of
Appointment), at which the majority of the Required Services shall be delivered;

“Call-off Term” means subject to Clause 8 (Termination), the term of this Contract as
determined in accordance with section 1 of Appendix 1 to the Leiter of Appointment.

“Change of Control” means a change of control within the meaning of Section 450 of the
Corporation Tax Act 2010.

“Commercially Sensitive information” means the Confidential Information listed (and as
updated from time to time) in Framework Schedule 8 (Commercially Sensitive Information)
comprising commercially sensitive information:

a) relating to the Supplier, its IPR or its business or information which the Supplier has
indicated to the Authority that, if disclosed by the Authority, would cause the Supplier
significant commercial disadvantage or material financial loss;

b) that constitutes a trade secret;

“Confidential Information” means as the context allows, the Customer's Confidential
Information and/or the Supplier's Confidential Information;

"Contract" means the written agreement between the Customer and the Supplier consisting
of the Letter of Appointment, these Call-Off Terms {save to the extent varied by the Letter of
Appointment) and any other documents incorporated into either of them by reference or
attachment;

"Contract Charges" means the prices {exclusive of any applicable VAT), payable to the
Supplier by the Customer under the Contract for the full and proper performance by the
Supplier of the Contract Services;

“Contract Mediator” has the meaning set out in clause 23.2.5.1;

"Contract Services" means the Services to be supplied by the Supplier to the Customer as
set out in the Letter of Appointment;

*Customer” means the Coniracting Body named in the Letter of Appointment;
"Customer's Confidential Information” means
(a) Information, including all Personal Data, which (however it is conveyed) is
provided by the Customer to the Supplier (or otherwise acquired by the Supplier)
pursuant to or in anticipation of this Contract that relates to:
{i) the Customer or any Crown body; or
(ii) the operations, business, affairs, developments, intellectual

propenrty rights, trade secrets, know-how and/or personnel of the
Customer or any Crown body;

Revised Version 7 - February 2017

20



OFFICIAL SENSITIVE

{b) other Information provided by the Customer to the Supplier (or otherwise
acquired by the Supplier) that is clearly designated as being confidential or
equivalent or that ought reasonably to be considered to be confidential (whether
or not it is so marked) which comes (or has come) to the Supplier's attention or
into the Supplier's possession;

(c) discussions, negotiations, and correspondence between the Customer or any
of its directors, officers, employees, consultants or professional advisers and
the Supplier or any of its directors, officers, employees, consultants and
professional advisers in connection with this Contract (directly or indirectly) or
any other matters relating to the Customer and Crown bodies; and

{d) Information derived from any of the above.

"Customer's Personal Data" means the Personal Data supplied by the Customer to the
Supplier and, for the purposes of or in connection with the Contract,

"Customer’'s Representative" means the representative of the Customer appointed by the
Customer from time to time in relation to the Contract and notified to the Supplier;

“Day Rate” means the rate per day per grade tendered by the Supplier in the Supplier's
proposal that shall never be exceeded within this Contract;

“Deliverables” means those deliverables listed in Appendix 1 of the Letter of Appoiniment;

“Effective Date” means 09/70/2017 the date on which the Contract shall take effect as
stated in paragraph 1 of Appendix 1 to the Letter of Appointment.

“Equality Legislation” means the Equality Act 2010, the Part Time Workers {Prevention of
Less Favourable Treatment) Regulations 2000, the Work and Families Act 2006, the Human
Rights Act 1998 and/ or other relevant or equivalent legislation against discrimination.

“Framework Agreement” means the framework agreement between the Authority and the
Supplier referred to in the Letter of Appointment

“Fraud” means any offence under Laws creating offences in respect of fraudulent acts
(including the Misrepresentation Act 1967) or at common law in respect of fraudulent acls in
relation to this Framework Agreement or defrauding or attempting to defraud or conspiring
to defraud the Crown;

“Good Industry Practice” means standards, practices, methods and procedures
conforming to the Law and the requirements of any Regulatory Body which is responsible
for regulating the Supplier and the degree of skill and care, diligence, prudence and foresight
which would reasonably and ordinarily be expected from a skilled and experienced person
or body engaged in providing Services similar to the Contract Services;

“Grave Misconduct” means grave misconduct within Regulation 23{4)(e) of the Public
Contracts Regulations 2006 as amended and includes:

(a) poor performance or serious or persistent breaches which have led to the early
termination of a contract between the Crown or any Contracting Body and the Supplier; or

(b) poor performance or a serious breach or breaches which are the subject of proceedings
concerning a contract between the Crown or any Contracting Body and the Supplier; or

(c) serious financial irregularities on the part of the Supplier (within any legal jurisdiction); or
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(d) misconduct which would be regarded as serious by any regulatory body for a trade or
profession,

and for the purposes of the foregoing “proceedings” includes arbitration proceedings which
have been commenced or court proceedings where a letter before action or a notice of claim
has been issued);

“Implementation Plan” means the plan referred to in Appendix 1 to the Letter of
Appointment;

“Intellectual Property Rights” or “IPR” means:

a) copyright, rights related to or affording protection similar to copyright, rights in
databases, patents and rights in inventions, semi-conductor topography rights, service
marks, logos, database rights, trade marks, rights in internet domain names and website
addresses and other rights in trade or business names, design rights {whether registerable
or otherwise), Know-How, trade secrets and moral rights and other similar rights or
ohligations;

b) applications tor registration, and the right to apply for registration, for any of the
rights listed at (a) that are capable of being registered in any country or jurisdiction; and

c) all other rights whether registerable or not having equivalent or similar effect in any
country or jurisdiction (including but not limited to the United Kingdom) and the right to sue
for passing off;

"Information" has the meaning given under section 84 of the FOIA

“Key Personnel” means any individuals identified as such in the Letter of Appointment and
any replacements for such individuals that may be agreed between the Parties from time to
time in accordance with Clause 2.3;

“Law” means any applicable Act of Parliament, subordinate legislation within the meaning
of section 21(1) of the Interpretation Act 1978, exercise of the royal prerogative, enforceable
community right within the meaning of section 2 of the European Communities Act 1972,
rule of common law, regulatory policy, guidance or industry code, judgment of a relevant
court of law, or directives or statule, bye-law, regulation, order, regulatory policy, guidance
or industry code, rule of Court or direclives or requirements of any Regulatory Body,
delegated or subordinate legislation;

"Letter of Appointment” means the letter from the Customer to the Supplier dated
16/10/2017 (including its appendices) constituting the Order to provide the Contract
Services;

“Material Breach" means a material breach of this Call-Otf Contract;

“Milestone” means an event or task described in the Implementation Plan which must be
completed by the corresponding date set out in such plan.

“Order” means an order for the provision of the Contract Services placed by a Customer
with the Supplier in accordance with the Ordering Procedures, substantially in the form as
set out in the Letter of Appointment {including its appendices)

“Party" means the Supplier or the Customer and "Parties" shall mean both of them;
“Persistent Failure” means any two (2} or more failures by the Supplier in any rolling period

of twelve (12) months to comply with obligations in respect of the Contract Services under
the Contract;
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“Premises” means land or buildings owned or occupied by the Customer and of such
government agencies or departments or non-departmental public bodies that the Secretary
of State from time to time may specify;

“Prohibited Act” means;

{a) directly or indirectly offering, promising or giving any person working for or engaged by
any Contracting Body a financial or other advantage to induce that person to perform
improperly a relevant function or activity or reward that person for improper performance of
a relevant function or activity; or

{b) committing any ofience:
(i) under the Bribery Act 2010; or
(i) under legisiation creating offences concerning fraudulent acis; or

{iii) at common law concerning fraudulent acts in relation to this Framework
Agreement or any other contract with the Authority and/or any Contracting Body; or

(c) defrauding, attempting to defraud or conspiring to defraud the Authority and/or any
Contracting Body;

"Regulatory Bodies" means government depariments and regulatory, statutory and other
entities, committees, ombudsmen and bodies which, whether under statute, rules,
regulations, codes of practice or otherwise, are entitled 1o regulate, investigate, or influence
the matters dealt with in this Contract and “Regulatory Body” shall be construed
accordingly;

“Relevant Conviction” means a conviction that is relevant to the nature of the Contract
Services or as specified in section 2.1 of Appendix 1 of the Letter of Appointment;

“Security Management Plan” means the Supplier's security management plan prepared
pursuant to Schedule 1io these Call-Off Terms as updated from time to time with the
agreement of the Customer,

“Security Policy” means the Customer’s security requirements as set out in section 4.1 of
the Letter of Appointment and as outlined in Schedule 1 to these Call-Off Terms;

"Service Levels" means the service levels set out in Annex 1;

“Sites” means any premises from which the Contract Services are provided or from which
the Supplier manages, organises or otherwise directs the provision or the use of the Contract
Services or where any part of the Supplier System is situated or where any physical interface
with the Customer's hardware, software and/or telecommunications networks or equipment
used by the Customer or the Supplier in connection with the Contract which is owned by or
licensed to the Customer by a third party and which interfaces with the Supplier System
takes place;

"Sub-Contract" means the Supplier's contract with a Sub-Contractor whereby that Sub-
Contractor agrees to provide to the Supplier the Contract Services or any pan thereof or
facilities or services necessary for the provision of the Contract Services or any part thereof
or necessary for the management, direction or control of the Contract Services; and

"Sub-Contractor" means any person appointed by the Supplier to carry out any and or all
of the Supplier's obligations under the Contract.

“Supplier” means the Supplier to whom the Letter of Appointment is addressed;
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"Supplier's Confidential Information" means any information, however it is conveyed, that
relates to the business, alfairs, developments, trade secrets, know-how, personnel and
suppliers of the Supplier, including all Intellectual Properly Rights, together with information
derived from the foregoing, and that in any case is clearly designated as being confidential;

“Supplier's Representative” means the representative appointed by the Supplier from time
to time with overall responsibility for this Contract and notified to the Customer;

"Supplier's Staff" means all persons employed by the Supplier and/or any Sub-Contractor
to perform the Supplier's obligations under the Contract together with the Supplier's and/or
any Sub-Contractor's servants, consultants, agents, suppliers and Sub-Contractors used in
the performance of the Supplier's obligations under the Contract;

“Supplier System” means the information and communication technology system used by
the Supplier in performing the Contract including any information, communication and
technology equipment and items provided by the Customer to the Supplier for the Supplier's
use in the performance of its abligations under this Contract. This shall not include however
the Customer’s hardware, soltware and/or telecommunications networks or equipment used
by the Customer or the Supplier in connection with the Contract which is owned by or
licensed to the Customer by a third party and which interfaces with the Supplier System and
which is necessary for the Customer to receive the Contract Services;

“Working Day” means any day other than a Saturday, Sunday or public holiday in England
and Wales; and

1.2 Interpretation

The interpretation and construction of the Contract shall be subject to the following
provisions:

1.2.1 words importing the singular meaning include where the context so admits the
plural meaning and vice versa;

1.2.2 words importing the masculine include the feminine and the neuter;

1.2.3 the words “include”, “includes" and "including" “for example” and “in particular”
and words of similar effect are to be construed as if they were immediately
followed by the words "without limitation" and shall not limit the general effect of
the words which precede them;

1.2.4 references to any person shall include natural persons and partnerships, firms
and other incorporated bodies and all other legal persons of whatever kind and
however constituted and their successors and permitted assigns or transferees;

1.2.5 the Appendices, Annexes and Schedules form part of these Call-Off Terms and
shall have effect as if set out in full in the body of these Call-Off Terms and any
reference to these Call-Off Terms includes the Appendices Annexes and
Schedules;

1.2.6 references to any statute, enaciment, order, regulation, code, official guidance or
other similar instrument shall be construed as a reference to the statute,
enactment, order, regulation, code, official guidance or instrument as amended
or replaced by any subsequent enactment, modification, order, regulation, code,
official guidance or instrument (whether such amendment or replacement occurs
before or after the date of the Contract);

1.2.7 headings are included in the Contract for ease of reference only and shall not

affect the interpretation or construction of the Contract;
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1.2.8

1.2.9

1.2.90

1.2.11

references to “Clauses”, the “Appendices” the "Annexes™ and “Schedules™ are,
unless otherwise provided, references to the clauses of, the Appendices to, the
Annexes to and the Schedules to these Call-Off Terms and references to
“paragraphs” are, unless otherwise provided, references to paragraphs of the
respective Annexes in which the references are made;

terms or expressions contained in the Contract which are capitalised but which
do not have an interprefation in Clause 1.1 shall be interpreted in accordance
with the Framework Agreement;

a reference to a Clause is a reference to the whole of that Clause unless stated
otherwise; and

in the event of and only to the extent of any conflict between the Letter of
Appointment, these Call-Off Terms, any other document referred to in the
Contract and the Framework Agreement, the conflict shall be resolved in
accordance with the following arder of precedence;

1.2.11.1  the Framework Agreement (excluding Framework Schedule 4 (Letter
of Appointment and Call-Off Terms});

1.2.11.2  the Letter of Appointment together with Appendices;
1.2.11.3  these Call-Off Terms; and

1.2.11.4  any other document referred to in the Contract. SAVE THAT no
changes to the Letter of Appointment or the Call-Oft Terms shall
operate so as fo amend or reduce the efiect of the Framework
Agreement or to create a conflict between the Framework Agreement
and the Call-Off Agreement where one did not previously exist.

2. SUPPLY OF CONTRACT SERVICES

21

211

21.2

Contract Services

The Supplier shall supply the Contract Services to the Customer in accordance
with the provisions of the Coniract.

The Supplier shall:

2.1.21 comply with all reasonable instructions given to the Supplier and its
Staff by the Customer in relation to the Contract Services from time
to time, including reasonable instructions to reschedule or alter the
Contract Services;

2.1.2.2 immediately report 1o the Customer’'s Representative any matters
which involve or could potentially involve a conflict of interest as
referred to in Clause 2.1.3.1;

21.23 co-operate with the Customer and the Customer's other professional
advisers in relation to the Contract Services as required by the
Customer;

21.24 comply with the Customer's internal policies and procedures and
Government codes and practices in force from time to time (including
policies, procedures, codes and practices relating to staff vetting,
security, equality and diversity, confidentiality undertakings and
sustainability) in each case as notified to the Supplier in writing by the
Customer including where applicable, but not limited 1o, such policies,
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2.1.5

2.2

2.2.1

222

procedures, codes and practices listed in section 2.1 of Appendix 1 of
the Letter of Appointment;

The Supplier shall not:

2.1.31 knowingly act at any time during the term of the Contract in any
capacity for any person, firm or company in circumstances where a
conflict of interest between such person, {irm or company and the
Customer shall thereby exist in relation to the Contract Services; or

2132 incur any expenditure which would resuit in any estimated figure for
any element of the Contract Services being exceeded without the
Customer’'s wrilten agreement; or

2.1.3.3 without the prior written consent of the Customer, accept any
commission, discount, allowance, direct or indirect payment, or any
other consideration from any third party in connection with the
provision of the Coniract Services; or

21.34 pledge the credit of the Customer in any way; or

2135 engage in any conduct which in the reasonable opinion of the
Customer is prejudicial to the Customer.

2.1.36 without the prior written consent of the Customer, introduce new
methods or systems which materially impact on the provision of the
Qrdered Services

Both Parties shall take all necessary measures to ensure the health and safety of
the other Party's employees, consultants and agents visiling their premises.

The Supplier accepts that the Customer shall have the right after consultation with
the Supplier to require the removal from involvement in the Contract Services of
any person engaged in the performance of the Contract Services if in the
Customer’s reasonable opinion the performance or conduct of such person is or
has been unsatisfactory or if it shall not be in the public interest for the person to
work on the Contract Services.

Where the Supplier is more than one firm acting as a consortium, each firm that
is a member of the consortium shall be jointly and severally liable for performance
of the Supplier's obligations under the Contract.

Variation of Contract Services

The Customer may request a variation to the Contract Services at any time
provided that such variation does not amount to a material change to the Order.

Any request by the Customer for a variation to the Contract Services shall be by
written notice to the Supplier:

2.2.2.1 giving sufficient information for the Supplier to assess the extent of
the variation and any additional costs that may be incurred; and

2.22.2 specifying the timeframe within which the Supplier must respond to
the request, which shall be reasonable,

and the Supplier shall respond to such request within such timeframe.
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2.23

2.3

2.3.1

2.3.2

2.3.3

2.3.4

2.3.5

Any such variation agreed between the Customer and the Supplier pursuant to
Clause 2.2.2 shall not be valid unless in writing and signed by the Parties.
Furthermore any written and signed variation between the Parties shall be
appended to the Letter of Appointment within Appendix 2 and/or 3. In the event
that the Supplier and the Customer are unable to agree to a proposed variation
including any change to the Contract Charges in connection with the requested
variation to the Contract Services, the Customer may agree that the Supplier
should continue to perform its obligations under the Contract without the
variation or may terminate the Contract with immediate effect, except where the
Supplier has already delivered part or all of the Order in accordance with the
Order Form or where the Supplier can show evidence of substantial work being
carried out to fulfil the Order, and in such a case the Parties shall attempt to
agree upon a resolution to the matter. Where a resolution cannot be reached,
the matier shall be dealt with under the Dispute Resolution Procedure.

Key Personnel

The Supplier acknowledges that the Key Personnel are essential to the proper
provision of the Contract Services to the Customer. The Key Personnel shall be
responsible for performing such roles as are ascribed to them in the Letter of
Appointment and such other roles as may be necessary or desirable for the
purposes of the Contract or as may be agreed between the Parties from time to
time.

The Key Personnel shall not be released by the Supplier from supplying the
Contract Services without the agreement of the Customer, except by reason of
long-term sickness, maternity leave, paternity leave, termination of employment
and/or parinership or other extenuating circumstances.

Any replacements to the Key Personnel shall be subject to the agreement of the
Customer. Such replacements shall be of at least equal status or of equivalent
experience and skills io the Key Personnel being replaced and be suitable for the
responsibilities of that person in relation to the Contract.

The Customer shall not unreasonably withhold its agreement under Clauses 2.3.2
or 2.3.3. Such agreement shall be conditional on approprtiate arrangements being
made by the Supplier to minimise any adverse impact on the Contract which could
be caused by a change in Key Personnel.

If requested by the Customer, the Supplier shall procure that Key Personnel
attend transaction review meetings at no cost to the Customer during the term of
the Contract and upon its conclusion.

2B. REMEDIES IN THE EVENT OF INADEQUATE PERFORMANCE OF THE SERVICES

2B8.1

2B.1.1

2B.1.2

Without prejudice to any other right or remedy which the Cusiomer may have at Law
or in this Contract, if any Contract Services are not supplied in accordance with, or
the Supplier fails to comply with any of the terms of the Contract then the Customer
may (whether or not any part of the Services have been Delivered) do any of the
following:

at the Customer's option, give the Supplier the opportunity at the Supplier's
expense to either remedy any failure in the performance of the Services together
with any damage resulting from such defect or failure (and where such defect
or failure is capable of remedy) and carry out any other necessary work to
ensure that the terms of the Contract are fulfilled, in accordance with the
Customer's instructions;

refuse to accept any further Contract Services to be delivered by the Supplier

but without any liability to the Customer;
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2B1.3 carry out at the Supplier's expense any work necessary to make the Services
comply with the Contract;

2B1.4 without terminating the Contract, itself supply or procure the supply of all or part
of the Contract Services until such time as the Supplier shall have demonstrated
to the reasonable satisfaction of the Customer that the Supplier will once more
be able to supply all or such part of the Contract Services in accordance with
the Contract;

2B1.5 without terminating the whole of the Contract, terminate the Contract in respect
of part of the Contract Services only (whereupon a corresponding reduction in
the Contract Charges shall be made) and thereafter itself supply or procure a
third party to supply such part of the Contract Services; and/or

2B1.6 charge the Supplier for and the Supplier shall on demand pay, any costs
reasonably incurred by the Customer (including any reasonable administration
costs) in respect of the supply of any part of the Contract Services by the
Customer or a third party to the extent that such costs exceed the payment
which would otherwise have been payable to the Supplier for such part of the
Contract Services and provided that the Customer uses its reasonable
endeavours to mitigate any additional expenditure in obtaining replacement
Contract Services.

2B.2  Notwithstanding any of the provisions of this Clause 2B, in the event that the Supplier fails
to comply with Clause 2B.1 above and the failure prevents the Customer from discharging
a slatutery duty, the Customer may terminate the Contract with immediate eflect by giving
the Supplier notice in writing.

2C. SUPPLIER'S STAFF

2C.1  The Supplier shall ensure that, where appropriate, Staff are paid at least the national
minimum wage in accordance with the National Minimum Wage Act 1998.

2C.2 The Customer may, by written notice to the Supplier, refuse to admit onto, or withdraw
permission to remain on, the Premises:

2C2.1 any member of the Supplier's Staff; or

2C2.2 any person employed or engaged by the Supplier or any member of the Staif, whose
admission or continued presence would, in the reasonable opinion of the Customer, be
undesirable.

2C.3 At the Customer's written request, the Supplier shall provide a list of the names and
addresses of ali persons who may require admission to the Premises in connection with the
Contract, specifying the capacities in which they are concerned with the Contract and giving
such other parliculars as the Customer may reasonably request.

2C.3 The Supplier's Staft engaged within the boundaries of the Premises shall comply with such
rules, regulations and requirements (including those relating to security arrangements) as
may be in force from time to time for the conduct of personnel when at or within the
boundaries of those Premises.

2C.4 If the Supplier fails to comply with Clause 2C.3 within two (2) Months of the date of the
request, the Customer may terminate the Contract, provided always that such termination
shall not prejudice or affect any right of action or remedy which shall have accrued or shall
thereafter accrue to the Customer.

2C.5 The decision of the Customer as to whether any person is to be refused access to the
Premises and as to whether the Supplier has failed to comply with Clause 2C.3 shall be final
and conclusive.
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The Supplier acknowledges that certain days are privilege holidays in the civil service., On
these days, the Customer may require or may specifically not require, work to be done under
the Contract (which shall be communicated to the Supplier), and in the latter case be the
subject to agreement between the Parties, unless specifically covered in the Contract.

Not used.

The Supplier shall procure that Supplier's Staff shall at all times during their engagement in
the provision of the Contract Services remain servants of the Supplier and the Supplier shall
not be relieved of any statutory or other responsibilities in relation to the Supplier's Staff by
virtue of this Contract.

The Supplier shall ensure that no person who discloses that he has a Relevant Conviction,
or who is found by the Supplier to have any Relevant Convictions {whether as a result of a
police check or through the Criminal Records Bureau procedures or otherwise), is employed
or engaged in any part of the provision of the Contract Services without the prior approval
of the Customer.

PAYMENT AND CHARGES

Contract Charges and VAT

3.1.1 In consideration of the Supplier's performance of its obligations under the
Contract, the Customer shall pay the Contract Charges in accordance with
Clause 3.2 (Payment).

3.1.2 The Customer shall, in addition to the Contract Charges and following receipt of
a valid VAT invoice, pay the Supplier a sum equal to the VAT chargeable on the
value of the Contract Services supplied.

313 The provisions of paragraph 7 of Framework Schedule 2 {Charging Structure) of
the Framework Agreement shall apply in relation to the Contract Services.

3.14 If at any time before the Contract Services have been delivered in full the Supplier
reduces its Framework Prices for any Services which are provided under the
Framework Agreement in accordance with the terms of the Framework
Agreement and with the Law including that relating to Public Procurement with
the result that the Framework Prices are lower than the Contract Charges, the
Contract Charges for the Contract Services shall automatically be reduced so as
to be equal to the Framework Prices.

3.1.5 The Supplier shall indemnify the Customer on demand and on a continuing basis
against any liability, including without limitation any interest, penalties or costs,
which are suffered or incurred by or levied, demanded or assessed on the
Customer at any time in respect of the Supplier's failure to account for or to pay
any VAT relating to payments made to the Supplier under the Contract. Any
amounts due under this Clause 3.1.5 shall be paid by the Supplier to the
Customer not less than five (5) Working Days before the date upon which the tax
or other liability is payable by the Customer.

Payment

3.21 The Customer shall pay ali sums properly due and payable to the Supplier in
respect of the Contract Services in cleared funds by no later than thirty (30)
calendar days after the date of a validly issued invoice for such sums.

3.22 The Supplier shall ensure that each invoice (whether submitted electronically or

in a paper form) contains all appropriate references and a detailed breakdown ot
the Contract Services provided and any disbursemenis and that it is supported by
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3.2.3

3.2.4

3.25

3.2.6

3.2.7

3.2.8

such other documentation as may reasonably be required by the Customer 1o
substantiate the invoice.

The Supplier shall ensure that all invoices submitted to the Customer for Contract
Services are exclusive of the Management Charge payable to the Authority in
respect of the Contract Services. The Supplier shall not be entitled to increase
the Contract Charges by an amount equal to such Management Charge or to
recover such Management Charge as a surcharge or disbursement.

The Supplier shall make any payments due to the Customer without any
deduction whether by way of set-off, counterclaim, discount, abatement or
otherwise unless the Supplier has a valid courl order requiring an amount equal
to such deduction to be paid by the Customer to the Supplier.

Subject always to the provisions of Clause 14, if the Supplier enters into a Sub-
Contract in respect of the Contract Services, it shall ensure that a provision is
included in such Sub-Contract which requires payment to be made of all sums
due by the Supplier to the Sub-Contractor within a specified period not exceeding
thirty (30) calendar days from the receipt of a validly issued invoice, in accordance
with the terms of the Sub-Contract.

The Supplier shall not suspend the supply of the Contract Services unless the
Supplier is entitled to terminate the Contract under Clause 8.2.2 on the grounds
of the Customer's failure to pay undisputed sums of money. Interest shall be
payable by the Customer in accordance with the Late Payment of Commercial
Debts (Interest) Act 1998 on the late payment of any undisputed sums of money
properly invoiced by the Supplier in respect of the Contract Services.

The Supplier shall accept the Government Procurement Card as a means of
payment for the Contract Services where such card is agreed with the Customer
to be a suitable means of payment. The Supplier shall be solely liable to pay any
merchant fee levied for using the Government Procurement Card and shall not be
entitled to recover this charge from the Customer.

All payments due shall be made in cleared funds to such bank or building society
account as the recipient Party may from time to time direct in writing.

Recovery of Sums Due

3.3.1

3.3.2

Wherever under the Contract any sum of money is recoverable from or payable
by the Supplier (including any sum which the Supplier is liable to pay to the
Customer in respect of any breach of the Contract), the Cusiomer may unilaterally
deduct that sum from any sum then due, or which at any later time may become
due to the Supplier under the Contract

Any overpayment by either Panty, whether of the Contract Charges or of VAT or
otherwise, shall be a sum of money recoverable by the Party who made the
overpayment from the Party in receipt of the overpayment.

LIABILITY AND INSURANCE

Liability

411

Neither Party excludes or limits its liability for:

41141 death or personal injury; or

41.1.2 fraud or fraudulent misrepreseniation by it or its employees.
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4.1.2

No individual nor any service company of the Supplier employing that individual
shall have any personal liability to the Customer for the Contract Services
supplied by that individual on behalf of the Supplier and the Customer shall not
bring any claim under the Contract against that individual or such service
company in respect of the Contract Services save in the case of Fraud or any
liability for death or personal injury.

Subject to Clause 4.1.1 above and to the limits set out in Clause 4.1.8 below, the
Supplier shalt fully indemnify and keep indemnified the Customer on demand in
full from and against all claims, proceedings, actions, damages, costs, expenses
and any other liabilities whatsoever arising out of, in respect of or in connection
with, the supply, purported supply or late supply of the Contract Services or the
performance or non-periormance by the Supplier of its obligations under the
Framework Agreement and the Customer's financial loss arising from any advice
given or omitted to be given by the Supplier, or any other loss which is caused by
any act or omission of the Supplier. The Supplier shall not be responsible for any
injury, loss, damage, cost or expense if and to the extent that it is caused by the
negligence or wilful misconduct of the Customer or by breach by the Customer of
its obligations under the Contract.

Subject 1o the limits set out in Clause 4.1.8 below, the Supplier shall be liable for
the following types of loss, damage, cost or expense which shall be regarded as
direct and shall (without in any way, limiling other categories of loss, damage,
cost or expense which may be recoverable by the Customer) be recoverable by
the Customer:

41.4.1 the additional operational and/or administrative costs and expenses
arising from any Material Breach;

41.4.2 the cost of procuring, implementing and operating any alternative or
replacement services to the Contract Services as a result of a Material
Breach by the Supplier; and

41.4.3 any regulatory losses, fines, expenses or other losses arising from a
breach by the Supplier of any Laws.

In no event shall either Party be liable to the other for any:

4151 loss of profits;

4152 loss of business;

41.5.3 loss of revenue;

4.1.5.4 loss of or damage to goodwill;

4.1.55 loss of savings (whether anticipated or otherwise), and/or
4.1.5.6 any indirect, special or consequential loss or damage.

No enquiry, inspection, approval, sanction, comment, consent, or decision at any
time made or given by or on behalf of the Customer to any document or
information provided by the Supplier in its provision of the Contract Services, and
no failure of the Customer to discern any defect in or omission from any such
document or information shall operate to exclude or limit the obligation of the
Supplier to carry out all the obligations of a professional Supplier employed in a
client/customer relationship.

Save as otherwise expressly provided, the obligations of the Customer under the
Contract are obligations of the Cusiomer in its capacily as a contracting
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4.1.8

counterparty and nothing in the Contract shall operate as an ohligation upon, or
in any other way fetter or constrain the Customer in any other capacity, nor shall
the exercise by the Customer of its duties and powers in any other capacity lead
to any liability under the Contract {howsoever arising) on the part of the Customer
to the Supplier.

Subiject always to Clause 4.1.1, and for the avoidance of doubt, both of the Parties
agree that the total aggregate liability (whether those liabilities are expressed as
an indemnity or otherwise) of each Parly to the other Party for each year of this
Contract shall be:

4.1.8.1 for all defaults resulling in direct loss or damage to the property of
the other party shall be subject to a limit of £2 million {Two Million
Pounds) unless otherwise stipulated by the Customer in the Letter
of Appointment following a futher competition;

4.1.8.2 in respect of all other defaults, claims, losses or damages whether
arising from breach of contract, misrepresentation (whether tortious
or statutory), tort {including negligence), breach of statutory duty or
otherwise shall in no event exceed the greater of the sum of £2
million {Two Million Pounds) or a sum equivalent to One Hundred
and Twenty-Five Per Cent (125%) of the Contract Charges paid or
payable to the Supplier in the relevant year of the Contract
calculated at the date of the event giving rise to the liability
(estimated for the full year if the event occurs in the first year of the
Contract) unless a different aggregate limit or limits is otherwise
stipulated by the Customer in the Letter of Appointment following a
further competition.

4.2 Insurance

4.2.1

4.2.2

4.2.3

4.2.4

The Supplier shall effect and maintain with a reputable insurance company a
policy or policies of insurance providing an adequate level of cover in respect of
the risks which may be incurred by the Supplier, arising out of the Supplier's
performance of its obligations under the Contract, including death or personal
injury, loss of or damage to property or any other loss. Such policy or policies shall
include professional indemnity cover in respect of any financial loss to the
Customer arising from any advice given or omitled to be given by the Supplier
under the Contract or otherwise in connection with the provision of the Contract
Services. Such insurance shall be maintained for so long as the Supplier may
have any liability to the Customer.

It shall be the responsibility of the Supplier to determine the amount of insurance
cover that will be adequaie to enable the Supplier to satisfy any liability arising in
respect of the risks referred to in Clause 4.2.1.

If, for whatever reason, the Supplier fails to give effect to and maintain the
insurances required by Clause 4.2.1, the Customer may make alternative
arrangements lo protect its interests and may recover the costs of such
arrangements from the Supplier.

The provisions of any insurance or the amount of cover shall not relieve the
Supplier of any liabilities under the Contract.
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INTELLECTUAL PROPERTY RIGHTS

All Intellectual Property Rights in the output from the Contract Services shall vest in the
Supplier who shall grant to the Customer a non-exclusive, unlimited, irrevocable licence to
use and expleit the same.

Subject to Clause 5.1 and save as expressly granted elsewhere under the Contract, the
Customer shall not acquire any right, title or interest in or to the Intellectual Property Rights
of the Supplier or its licensors and the Supplier shall not acquire any right, title or interest in
or to the Intellectual Property Rights of the Customer or its licensors.

The Supplier shall on demand fully indemnify and keep fully indemnified and hold the
Customer and the Crown harmless from and against all actions, suits, claims, demands,
losses, charges, damages, costs and expenses and other liabilities which the Customer and
or the Crown may sufter or incur as a result of any claim that the performance by the Supplier
of the Contract Services infringes or allegedly infringes a third parly's Intellectual Property
Rights {any such claim being a "Claim").

If a Claim arises, the Customer shall nolify the Supplier in writing of the Claim and the
Customer shall not make any admissions which may be prejudicial to the detence or
settlement of the Claim. The Supplier shall at its own expense conduct all negotiations and
any litigation arising in connection with the Claim provided always that the Supplier:

5.41 shall consult the Customer on all substantive issues which arise during the
conduct of such litigation and negotiaticns;

5.4.2 shall take due and proper account of the interests of the Customer;

5.4.3 shall consider and defend the Claim diligently using competent counsel and in
such a way as not to bring the reputation of the Customer into disrepute; and

5.4.4 shall not settle or compromise the Claim without the prior written approval of the
Customer (not to be unreasonably withheld or delayed).

The Supplier shall have no rights to use any of the Customer's names, logos or trademarks
without the prior written approval of the Customer.

PROTECTION OF INFORMATION
Protection of Personal Data

6.1.1 With respect to the Parties' rights and obligations under the Contract, the Pariies
agree that the Customer is the Data Controller and that the Supplier is the Data
Processor in relation to the Customer’s Personal Data.

6.1.2 The Supplier shall:

6.1.2.1 Process the Customer's Personal Data only in accordance with
instructions from the Customer {(which may be specific instructions or
instructions of a general nature as set out in the Contract or as
otherwise notified by the Customner to the Supplier during the term of
the Contract);

6.1.2.2 Process the Customer’s Personal Dala only to the extent, and in such
manner, as is necessary for the provision of the Contract Services or
as is required by Law or any Regulalory Body;

6.1.2.3 implement appropriate technical and organisational measures to
protect the Customer's Personal Data against unauthorised or
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6.1.2.4

6.1.2.5

6.1.2.6

6.1.2.7

6.1.2.8

6.1.2.9

6.1.2.10

unlawful processing and against accidental loss, destruction,
damage, alteration or disclosure. These measures shall be
appropriate to the harm which might result from any unauthorised or
unlawfu! Processing, accidental loss, destruction or damage to the
Customer's Personal Data and having regard to the nature of the
Customer's Personal Data which is to be protected;

take reasonable steps to ensure the reliability of all members of the
Supplier's Staff who have access 1o the Customer's Personal Data;

obtain the Customer's prior written approval in order to transfer all or
any of the Customer's Personal Data to any Sub-Contraciors for the
provision of the Contract Services;

ensure that all members of the Supplier's Staff required to access the
Customer's Personal Data are informed of the confidential nature of
the Customer’s Personal Data and comply with the obligations set out
in this Clause 6.1;

ensure that none of the Supplier's Staff publish, disclose or divulge
any of the Customer’s Personal Data to any third party unless directed
in writing to do so by the Customer;

notify the Customer within five (5) Working Days if the Supplier
receives:

(a) a request from a Data Subject to have access fo the
Customer's Personal Data relating to that person; or

{b) a complaint or request relating to the Customer's
obligations under the Data Protection Legislation;

provide the Customer with full cooperation and assistance in relation
to any complaint or request made relating to the Customer’s Personal
Data, including by:

(a) providing the Customer with full details of the complaint or
request;
(b) complying with a data access request within the relevant

timescales set out in the Data Protection Legislation and in
accordance with the Customer's instructions;

(c) providing the Customer with any Customer's Personal Data
it holds in relation to a Data Subject {within the timescales
required by the Customer); and

{d) providing the Customer with any information requested by
the Customer;

permit or procure permission for the Customer and/or the Customer's
Representative (subject to reasonable and appropriate confidentiality
undertakings), to inspect and audit, the Supplier's data Processing
activities (and / or those of its agents and Sub-Contractors) and
comply with all reasonable requests or directions by the Customer to
enable the Customer to verify and / or procure that the Supplier is in
full compliance with its obligations under the Contract;
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6.1.2.11  provide a written description of the technical and organisational
methods employed by the Supplier for Processing the Customer's
Persona! Data (within the timescales required by the Customer); and

6.1.2.12  not Process or otherwise fransfer any Customer's Personal Data
outside the European Economic Area without the prior written consent
of the Customer which may be given on such terms as the Customer
in its discretion thinks fit.

The Supplier shall comply at all times with the Data Protection Legislation and
shall not perform its obligations under the Contract in such a way as 1o cause the
Customer to breach any of its applicable obligations under the Data Protection
Legislation.

The Supplier acknowledges that, in the event that it breaches (or attempts or
threatens to breachy} its obligations relating to the Customer's Personal Data that
the Customer may be irreparably harmed (including harm to its reputation). In
such circumstances, the Customer may proceed directly to court and seek
injunctive or other equitable relief 1o remedy or prevent any further breach (or
attempted or threatened breach).

In the event that through any failure by the Supplier to comply with its obligations
under the Contract, Customer's Personal Data is transmitted or Processed in
connection with the Contract is either lost or sufficiently degraded so as to be
unusable, the Supplier shall be liable for the cost of reconstitution of that data and
shall reimburse the Customer in respect of any charge levied for its transmission
and any other costs charged in connection with such failure by the Supplier.

Confidentiality

6.2.1

6.2.2

Except to the extent set out in this Clause 6.2 or where disclosure is expressly
permitted elsewhere in the Contract, each Party shall:

6.2.1.1 treat the other Party's Confidential Information as confidential and
keep it in secure custody (which is appropriate depending upon the
form in which such materials are stored and the nature of the
Confidential Information contained in those materials); and

6.2.1.2 not disclose the other Party's Confidential Information to any other
person except as expressly set out in this Agreement or without the
other Party's prior written consent.

Clause 6.2.1 shall not apply to the extent that:

6.2.2.1 such disclosure is a requirement of Law or any competent regulatory
body placed upon the Party making the disclosure, including any
requirements for disclosure under the FOIA, Code of Practice on
Access lo Government Information or the Environmental Information
Regulations pursuant to Clause 6.4 (Freedom of Information)
provided that the receiving Parly shall as soon as reasonably
practicable and to the extent permitted by Law notify the other Party
of the full circumstances of the required disclosure including the
relevant Law and/or regulatory body requiring such disclosure and the
Confidential Information to which such disclosure would apply; or

6.2.2.2 such information was in the possession of the Parly making the
disclosure without obligation of confidentiality prior to its disclosure by
the information owner; or
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6.2.3

6.2.4

6.2.5

6.2.6

6.2.7

6.2.2.3 such information was obtained from a third party without obligation of
confidentiality; or

6.2.2.4 such information was already in the public domain at the time of
disclosure otherwise than by a breach of the Contract; or

6.2.2.5 it is independently developed without access to the other Party's
Confidential Information.

The Supplier may disclose the Customer's Confidential Information on a
confidential basis only to Supplier's Staff who:

6.2.3.1 are directly involved in the provision of the Contract Services; and

6.2.3.2 need to know the Customer's Confidential Information to enable
performance of the Supplier's obligations under this Contract.

Where the Supplier discloses the Customer's Confidential Information pursuant
to Clause 6.2.3, it shall remain responsible at all times for compliance with the
confidentiality obligations set out in this Contract by the persons to whom
disclosure has been made.

The Supplier shall not use or exploit any of the Customer's Confidential
Information received otherwise than for the purposes anticipated under the
Contract.

Upon written notice of the Customer, the Supplier shall procure that those
members of the Supplier's Staff or any other Sub-Contractars, sub-contractors,
employees, agents, servants or representatives identified in the Customer's
notice sign a confidentiality underiaking prior 1o commencing any work in
accordance with the Contract.

Nothing in the Contract shall prevent the Customer from disclosing the Supplier's
Confidential Information (including the Management Information obtained
pursuant to clause 13 of the Framewark Agreement).

6.2.6.1 to any Crown body or any other Contracting Body on the basis that
the information is confidential and is not to be disclosed to a third party
which is not part of any Crown body or any Contracting Body save as
required by Law;

6.2.6.2 to any consultant, contractor or other person engaged by the
Customer for any purpose relating to or connected with the Contract
or the Framework Agreement (on the basis that the information shall
be held by such consultant, contractor or other person in confidence
and is not to be disclosed to any third party) or any person conducting
an OGC Galeway T™ review or any additional assurance programme;

6.2.6.3 for the purpose of the examination and cerdification of the Customer's
accounts; or

6.2.6.4 for any examination pursuant to section 6(1) of the National Audit Act
1983 of the economy, efficiency and effectiveness with which the
Customer has used its resources.

The Customer shall use all reasonable endeavours to ensure that any
government department, Customer, employee, third party or Sub-Contractor to
whom the Supplier's Confidential Information is disclosed pursuant to
Clause 6.2.6 is made aware of the Customer's obligations of confidentiality.
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6.2.8 Nothing in this Clause 6.2 shall prevent sither Party from using any techniques,
ideas or Know-How gained during the performance of the Contract in the course
of its normal business to the extent that this use does not result in a disclosure of
the other Party's Confidential Information or an infringement of IPR.

6.2.9 in order to ensure that no unauthorised person gains access to any Confidential
Information or any data obtained in performance of the Contract, the Supplier
undertakes to maintain adequate security arrangements that meet the
requirements of Good Industry Practice.

6.2.10 The Supplier shall, at all times during and after the performance of the Contract,
indemnify the Customer and keep the Customer fully indemnified against all
losses, damages, cosis or expenses and other liabilities {including legal fees)
incurred by, awarded against or agreed to be paid by the Customer arising from
any breach of the Supplier's obligations under this Clause 6.2 except and to the
extent that such liabilities have resulted directly from the Customer's instructions.

6.2.11 No changes shall be made by the Supplier in the way they handle or mark any
Government information under this Contract until those changes have been
specifically agreed by the Authority by means of a subsequent Variation.

Official Secrets Acts 1911 to 1989; section 182 of the Finance Act 1989

6.3.1 The Supplier shall comply with and shall ensure that its Staff comply with, the
provisions of:

6.3.1.1 the Official Secrets Acts 1911 to 1989; and
6.3.1.2 section 182 of the Finance Act 1989.
Freedom of Information

6.4.1 The Supplier acknowledges that the Customer is subject to the requirements of
the FOIA and the Environmental Information Regulations and shall assist and
cooperate with the Customer to enable the Customer to comply with its
Information disclosure obligations.

6.4.2 The Supplier shall and shall procure that its Sub-Contractors shall;

6.4.21 transfer to the Customer all Reqguests for Information that it receives
as soon as practicable and in any event within two (2) Working Days
of receiving a Request for Information;

6.4.2.2 provide the Customer with a copy of all Information relating to a
Request for Information in its possession, or control in the form that
the Customer requires within five (§) Working Days (or such other
period as the Customer may specify) of the Customer’s request; and

6.4.23 provide all necessary assistance as reasonably requested by the
Customer to enable the Customer to respond to the Request for
Information within the time for compliance set out in section 10 of the
FOIA or regulation 5 of the Environmental information Regulations.

6.4.3 The Customer shall be responsible for determining in its absolute discretion and
notwithstanding any other provision in the Contract or any other contract whether
the Commercially Sensitive Information and/or any other Information including
Supplier's Confidential Information, is exempt from disclosure in accordance with
the provisions of the FOIA or the Environmental Information Regulations.
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6.4.4

6.4.5

6.4.6

6.4.7

In no event shall the Supplier respond directly to a Request for Information unless
authorised in writing to do so by the Customer.

The Supplier acknowledges that (notwithstanding the provisions of Clause 6.2)
the Customer may, acting in accordance with the Ministry of Justice Codes, be
obliged under the FOIA or the Environmental Information Regulations to disclose
information concerning the Supplier or the Contract Services:

6.4.5.1 in certain circumstances without consulting the Supplier; or

6.4.5.2 following consultation with the Supplier and having taken the
Supplier's views into account,

provided always that where Clause 6.4.5 applies the Customer shall, in
accordance with any recommendations of the Code, take reasonable steps,
where appropriate, to give the Supplier advanced notice, or failing that, to draw
the disclosure to the Supplier's attention after any such disclosure.

The Supplier shall ensure that all Information is retained for disclosure in
accordance with the provisions of the Contract and in any event in accordance
with the requirements of Good Industry Practice and shall permit the Customer
on reasonable notice to inspect such records as requested from time to time.

The Supplier acknowledges that the Commercially Sensitive Information is of an
indicative nature only and that the Customer may be obliged to disclose it in
accordance with Clause 6.4.5.

Transparency

6.5.1

6.5.2

6.5.3

6.5.4

6A.1

6A.2

6A.3

The Parties acknowledge that, except for any information which is exempt from
disclosure in accordance with the provisions of the FOIA, the content of the
Contract is not Confidential Information. The Customer shall be responsible for
determining in its absolute discretion whether any of the content of the Contract
is exempt from disclosure in accordance with the provisions of the FOIA.

Notwithstanding any other term of the Contract, the Supplier hereby gives consent
to the Customer to publish the Contract to the general public in its entirety (subject
only to redaction of any information which is exempt from disclosure in
accordance with the provisions of the FOIA), including any changes to the
Contract agreed from time to time.

The Customer may consult with the Supplier to inform its decision regarding any
redactions but the Customer shall have the final decision in its absolute discretion.

The Supplier shall assist and cooperate with the Customer to enable the
Customer to publish the Contract.

SECURITY REQUIREMENTS

The Supplier shall comply, and shall procure the compliance of the Supplier's
Staff, with the Security Policy and the Security Management Plan and the
Supplier shall ensure that the Security Management Plan produced by the
Supplier fully complies with the Security Policy.

The Customer shall notify the Supplier of any changes or proposed changes to
the Security Policy.

If the Supplier believes that a change or proposed change to the Security Policy
will have a material and unavoidable cost implication to the provision of the

Contract Services it may nofify the Customer. In doing so, the Supplier must
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BA.4

support its request by providing evidence of the cause of any increased costs
and the steps that it has taken to mitigate those costs. Any change to the
Contract Charges shall then be agreed in accordance with the procedure set
out in Clause 2.2,

Until and/or unless a change to the Contract Charges is agreed by the Customer
pursuant to Clauses 2.2 the Supplier shall continue to perdform the Contract
Services in accordance with its existing obligations.

Security of Premises

6A.5

6A.6

6A.7

6A.8

The Customer shall be responsible for maintaining the security of the Premises
in accordance with its standard security requirements. The Supplier shall
comply with all reasonable security requirements of the Customer while on the
Premises and shall ensure that the Supplier's Staff comply with such
requirements.

The Customer shall provide the Supplier upon request copies of its written
security procedures and shall afford the Supplier upon request an opporiunity
to inspect its physical security arrangements.

Not used,
The Supplier shall provide the Customer upon request copies of its written

security procedures and shall afford the Customer upon request an opportunity
to inspect its physical security arrangements.

WARRANTIES, REPRESENTATIONS AND UNDERTAKINGS

The Supplier warrants, represents and undertakes to the Customer that:

741

it has full capacity and authority and all necessary consenis licences, permissions
(statutory, regulatory, contractual or otherwise) to enter into and perform its
obligations under the Contract;

the Contract is executed by a duly authorised representative of the Supplier,
in entering the Contract it has not committed any Fraud;

it has not committed any offence under the Prevention of Corruption Acts 1889 to
1916, or the Bribery Act 2010;

all information, statements and representations contained in the Supplier's tender
or other submission to the Customer for the award of the Contract Services are
true, accurate and not misleading save as specifically disclosed in writing to the
Customer prior to execution of the Contract and it will advise the Customer of any
fact, matter or circumstance of which it may become aware which would render
any such information, statement or representation to be false or misleading;

no claim is being asserted and no litigation, arbitration or administrative
proceeding is presently in progress or, to the best of its knowledge and belief,
pending or threatened against it or its assets which will or might affect its ability
to perform its obligations under the Contract;

it is not subject to any contractual obligation, compliance with which is likely to
have an adverse effect on its ability to perform its obligations under the Cantract;
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7.1.8

7.1.10

7.1.11

it has not done or omitted to do anything which could have an adverse effect on
its assets, financial condition or position as an ongoing business concern or its
ability to fulfii its obligations under the Contract;

no proceedings or other steps have been taken and not discharged or dismissed
{nor, to the best of its knowledge, are threatened) for the winding up of the
Supplier or for its dissolution or for the appointment of a receiver, administrative
receiver, liquidator, manager, administrator or similar officer in relation to any of
the Supplier's assets or revenus;

it has taken and shall continue to take all steps, in accordance with Good Industry
Practice, to prevent the unauthorised use of, modification, access, introduction,
creation or propagation of any disruptive element, virus, worms and/or Trojans,
spyware or other malware into the computing environment (including the
hardware, software and/or telecommunications networks or equipment),
data, software or Confidential Information (held in electronic form) owned by or
under the control of, or used by, the Customer; and

it owns, has obtained or is able to obtain valid licences for all Intellectual Property
Rights that are necessary for the performance of its obligations under the Contract
and shall maintain the same in full force and effect for so long as is necessary for
the proper provision of the Contract Services.

7.2 The Supplier warrants, represents and undertakes to the Customer that:

7.21

7.2.2

7.2.3

it has read and fully understocd the Leiter of Appointment and these Call-Off
Terms and is capable of performing the Contract Services in all respects in
accordance with the Contract;

the Supplier and each of its Sub-Contractors has all staff, equipment and
experience necessary for the proper performance of the Contract Services; and

it will at all times:

7.2.3.1 perform its obligations under the Contract with all reasonable care,
skill and diligence and in accordance with Good Industry Practice;

7.2.3.2 comply with all the KPls and meet or exceed the Service Levels;

7.2.3.3 carry out the Contract Services within the timeframe agreed with the
Customer; and

7.2.3.4 without prejudice to its obligations under Clause 2.3 (Key Personnel},
ensure to the satisfaction of the Customer that the Contract Services
are provided and carried out by such appropriately qualified, skilled
and experienced Suppliers and/or other Staff as shall be necessary
for the proper performance of the Contract Services.

7.3 The Supplier shall promptly notify the Customer in writing:

7.3.1

7.3.2

7.3.3

of any material detrimental change in the financial standing and/or credit rating of
the Supplier;

if the Supplier undergoes a Change of Control; and

provided this does not contravene any Law, of any circumstances suggesting that
a Change of Control is planned or in contemplation.
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7.4 For the avoidance of doubt, the fact that any provision within the Contract is expressed as a
warranty shall not preclude any right of termination the Customer would have in respect of
breach of that provision by the Supplier if that provision had not been so expressed.

7.5 The Supplier acknowledges and agrees that:

7.5.1 the warranties, representations and undertakings contained in the Contract are
material and are designed to induce the Customer into entering into the Contract;
and

7.5.2 the Customer has been induced into entering into the Contract and in doing so

has relied upon the warranties, representations and undertakings contained in the

Contract.

8. TERMINATION

8.1 Termination on Insolvency

8.1.1 The Customer may terminate the Contract with immediate effect by giving notice

in writing to

81.1.1

8.1.1.2

8.1.1.3

8.1.1.4

8.1.1.5

8.1.1.6

8.11.7

8.1.1.8

the Supplier if:

a proposal is made for a voluntary arrangement within Part | of the
Insolvency Act 1986 or of any olher composition scheme or
arrangement with, or assignment for the benelfit of, the Supplier's
creditors; or

a shargholders', members' or partners’ meeting is convened for the
purpose of considering a resolution that the Supplier be wound up or
a resolution for the winding-up of the Supplier is passed (other than
as part of, and exclusively for the purpose of, a bona fide
reconstruction or amalgamation); or

a petition is presented for the winding-up of the Supplier (which is not
dismissed within five (5) Working Days of its service) or an application
is made for the appointment of a provisional liguidator or a creditors'
meeting is convened in respect of the Supplier pursuant to section 98
of the Insolvency Act 1986; or

a receiver, administralive receiver or similar officer is appointed over
the whole or any part of the Supplier's husiness or assets; or

a creditor or encumbrancer attaches or takes possession of, or a
distress, execution, sequestration or other such process is levied or
enforced on or sued against, the whole or any part of the Supplier's
assets and such attachment or process is not discharged within ten
(10) Working Days;

an application is made in respect of the Supplier either for the
appointment of an administrator or for an administration order and an
administrator is appointed, or nolice of intention to appoint an
administrator is given; or

if the Supplier is or becomes insclvent within the meaning of
section 123 of the Insolvency Act 1986; or

the Supplier suspends or ceases, or threatens to suspend or cease,
to carry on all or a substantial pan of his business; or
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8.1.1.8

8.1.1.10

8.1.1.11

8.1.1.12

8.1.1.13

8.1.1.14

in the reasonable opinion of the Customer, there is a material
detrimental change in the financial standing and/or the credit rating of
the Supplier which:

(a) adversely impacts on the Supplier's ability to supply the
Contract Services in accordance with the Contract; or

(b) could reasonably be expecied to have an adverse impact
on the Supplier's ability to supply the Contract Services in
accordance with the Contract; or

the Supplier demerges into two or more firms, merges with another
firm, incorporates or otherwise changes its legal form and the new
entity has or could reasonably be expected to have a materially less
good financial standing or weaker credit rating than the Supplier; or

being a “small company" within the meaning of section 382(3) of the
Companies Act 2006, a moratorium in respect of the Supplier comes
into force pursuant to Schedule A1 of the Insolvency Act 1986; or

the Supplier being an individual dies or is adjudged incapable of
managing his affairs within the meaning of Part Vil of the Mental
Health Act 1983; or

the Supplier being an individual or any partner or pariners in the
Supplier who together are able to exercise control of the Supplier
where the Supplier is a firm shall at any time become bankrupt or shall
have a receiving order or administration order made against him or
them, or shall make any composition or arrangement with or for the
benefit for his or their creditors, or shall make any conveyance or
assignment for the benefit of his or their creditors, or shall purport to
do any of these things, or appears or appear unable to pay or to have
no reasonable prospect of being able to pay a debt within the meaning
of section 268 of the Insolvency Act 1986, or he or they shall become
apparently insolvent within the meaning of the Bankruptcy (Scotland)
Act 1985, or any application shall be made under any bankrupicy or
insolvency act for the time being in force for sequestration of his or
their estate(s) or a trust deed shall be granted by him or them on
behalf of his or their creditors; or

any event similar to those listed in Clauses 8.1.1.1 10 8.1.1.13 occurs
under the law of any other jurisdiction.

8.2 Termination on Material Breach, Persistent Failure or Grave Misconduct etc

8.2.1 The Customer may terminate the Contract with immediate effect by giving written
notice to the Supplier if:

8.2.1.1

the Supplier commils a Material Breach and if:

{a) the Supplier has not within ten (10) Working Days or such
other longer period as may be specified by the Customer,
after issue of a written notice to the Supplier specifying the
Material Breach and requesting it to be remedied:

{i) remedied the Material Breach; and

(ii) put in place measures to ensure that such Material
Breach does not recur,
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in each case to the satisfaction of the Customer; or

{b) the Material Breach is not, in the opinion of the Customaer,
capable of remedy; or

8.2.1.2 if a Persistent Failure has occurred; or
8.2.1.3 if Grave Misconduct has occurred; or

8214 the Supplier breaches any of Clause 6.1 (Protection of Personal
Data), Clause 6.2 (Confidentiality), Clause 6.3 {Official Secrets Acls
1911 to 1989), Clause7 (Warranties, Representations and
Undertakings), Clause 10.3 (Anti-Embarrassment and Disrepute),
Clause 11 (Prevention of Bribery and Corruption), Clause 12 {Non
Discrimination), Clause 13 (Prevention of Fraud) and Clause 14
{Transier and Sub-Contracting); or

8215 in the event of conviction for dishonesty of the Supplier (if an
individual) or any one or more of the Supglier's directors, partners or
members {if the Supplier is a firm or firms).

8.2.2 If the Customer fails to pay the Supplier undisputed sums of money when due,
the Supplier shall notify the Customer in writing of such failure to pay. If the
Customer fails to pay such undisputed sums within five (5) calendar days from
the receipt of a such notice, the Supplier may terminate the Contract by ten (10}
Working Days’ written notice to the Customer.

8.3 Termination on Change of Control

8.3.1 The Customer may terminate the Contract by notice in writing with immediate
effect within six (6) Months of:

8.3.1.1 being notified in writing that a Change of Control has occurred or is
planned or in contemplation; or

8.3.1.2 where no notification has been made, the date that the Customer
becomes aware of the Change of Control,

but shall not be permitted to terminate where the Cuslomer’s written consent to
the continuation of the Contract was granted prior to the Change of Control.

8.4 Termination on Summary Notice
8.4.1 The Customer shall have the right to suspend the Contract with immediate effect
at any time by giving written notice to the Supplier and to terminate the Contract
with immediate effect by giving written notice to the Supplier at any time.

8.5 Termination of Framework Agreement

8.5.1 The Customer may terminate the Contract with immediate effect by giving written
notice to the Supplier if the Framework Agreement is terminated for any reason
whatsoever.

8.6 Partial Termination
8.6.1 Where the Customer is entitted to terminaie the Contract pursuant to this

Clause B, the Customer shall be entitled to terminate all or part of the Contract
provided always that the parts of the Contract not ferminated can operate
effectively to deliver the intended purpose of the Contract or a part thereof.
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CONSEQUENCES OF EXPIRY OR TERMINATION

Subject to Clause 9.2, where the Customer terminates the Contract pursuant to Clause 8
(Termination) and then makes other arrangements for the supply of the Contract Services:

9.1.1

9.1.2

the Customer may recover from the Supplier the cost reasonably incurred in
making those other arrangements and any additional expenditure incurred by the
Customer in securing the Caontract Services in accordance with the requirements
of the Coniract;

the Customer shall take all reasonable steps to mitigate such additional
expenditure; and

no further payments shall be payable by the Customer to the Supplier until the
Customer has established the final cost of making those other arrangemenits,
whereupon the Customer shall be entitled to deduct an amount equal to the final
cost of such other arrangements from the further payments then due to the
Supplier.

Clause 2.1 shall not apply where the Customer terminates the Contract:

9.2.1

9.2.2

solely pursuant to Clause 8.3 or Clause 8.4; or

solely pursuant to Clause 8.5 if termination pursuant to Clause 8.5 occurs as a
result of termination of the Framework Agreemert pursuant to the provisions of
clauses 24.6, 24.11, 24.12 or 24.13 of the Framework Agreement.

Where the Customer terminates the Contract under Clause 8.3 or 8.4, the Customer shall
indemnify the Supplier against any reasonable and proven commitments, liabilities or
expenditure which would otherwise represent an unavoidable loss by the Supplier by reason
of the termination of the Contract, provided that the Supplier takes all reasonable steps to
mitigate such loss. The Supplier shall submit a fully itemised and costed list, with supporting
evidence, of losses reasonably and aclually incurred by the Supplier. Where the Supplier
holds insurance, the Supplier shall reduce its unavoidable costs by any insurance sums

available.

On the termination of the Contract for any reason, the Supplier shall, at the request of the
Customer and at the Supplier's cost:

9.4.1

9.4.2

9.4.3

9.4.4

immediately return to the Customer all Confidential Information and the
Customer's Personal Data in its possession or in the possession or under the
control of any permitted suppliers or Sub-Contractors, which was obtained or
produced in the course of providing the Contract Services;

except where the retention of Customer's Personal Data is required by Law or
regulatory purposes, promptly destroy all copies of the Customer’s Personal Data
and provide written confirmation to the Customer that the data has been
destroyed.

immediately deliver to the Customer in good working order (but subject to
allowance for reasonable wear and tear} all the property (including materials,
documents, information and access keys but excluding real property and IPR}
issued or made available to the Supplier by the Customer in connection with the
Contract provided to the Supplier;

vacate, and procure that the Suppliers Staff vacate, any premises of the
Customer occupied for the purposes of providing the Contract Services;
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9.45 return to the Customer any sums prepaid in respect of the Contract Services not
provided by the date of expiry or termination (howsoever arising); and

9.4.6 promptly provide all information concerning the provision of the Contract Services
which may reasonably be requesied by the Customer for the purposes of
adequately understanding the manner in which the Contract Services have been
provided or for the purpose of allowing the Customer or any replacement Supplier
to conduct due diligence.

Not used

Save as otherwise expressly provided in the Contract:

9.6.1 termination or expiry of the Contract shall be without prejudice to any righis,
remedies or obligations accrued under the Contract prior to termination or
expiration and nothing in the Contract shall prejudice the right of either Party to
recover any amount outstanding at the time of such termination or expiry; and

89.6.2 termination of the Contract shall not affect the continuing rights, remedies or
obligations of the Customer or the Supplier under the following Clauses: Clause 3
{Payment and Charges); Clause 4 {Limitations); Clause 5 (Intellectual Property
Rights); Clause 6.1 (Protection of Personal Data); Clause 6.2 (Confidentiality;
Clause 6.3 (Official Secrets Act); Clause 6.4 (Freedom of Information); Clause 11
{Prevention of Bribery and Corruption); Clause 13 (Prevention of Fraud);
Clause 21 (Contracts (Rights of Third Parties) Act); Clause 23.1 (Governing Law
and Jurisdiction) and, without limitation to the foregoing, any other provision of
the Contract which expressly or by implication is to be performed or observed
notwithstanding termination or expiry shall survive the termination or expiry of the
Contract.

PUBLICITY, MEDIA AND OFFICIAL ENQUIRIES

The Supplier shall not, and shall procure that its Sub-Contractors shall not, make any press
announcementis or publicise the Contract in any way without the Customer’s prior written
approval and shall take reasonable steps to ensure that the Supplier's Staff and professional
advisors comply with this Clause 10. Any such press announcemernits or publicity proposed
under this Clause 10 shall remain subject to the rights relating to Confidential Information
and Commercially Sensitive Information,

Subject to the rights in relation to Confidential Information and Commercially Sensitive
Information, the Customer shall be entitled 1o publicise the Contract in accordance with any
legal obligation upon the Customer including any examination of the Contract by the
Auditors.

The Supplier shall;

10.3.1 ensure that neither it nor any of its Affiliates, Sub-Contractors, sub-contraciors,
employees, agents, servanis or representatives

10.3.1.1 embarrass the Customer or other Crown bodies;
10.3.1.2  cause, permit, contribute or is in any way connected to material
adverse publicity relating to or affecting the Customer, other Crown

bodies and/or the Contract; or

10.3.1.3  brings the Customer or other Crown bodies into disrepute by
engaging in any act or omission which is reasonably likely to diminish
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the trust that the public places in the Customer or other Crown
bodies,

regardless of whether or nol such acts or omissions are related to the Supplier's
obligations under the Contract.

10.3.2 comply with any steps set out in section 4.2 of the Letter of Appointment.
PREVENTION OF BRIBERY AND CORRUPTION
The Supplier shall not:

11.1.1 offer or give, or agree to give, to any employee, agent, servant or representative
of the Customer, any Contracting Body or any other public body or any person
employed by or on behalf of the Customer any gift or other consideration of any
kind which could act as an inducement or a reward for any act or failure to act in
relation to the Contract; or

11.1.2 engage in, and shall procure that all the Supplier's Staff or any person acting on
the Suppliers behalf shall not commit, in connection with the Contract, a
Prohibited Act under the Bribery Act 2010, or any other relevant laws, statules,
regulations or codes in relation to bribery and anti-corruption.

The Supplier warrants, represents and undertakes that it has not:

11.21 paid commission or agreed o pay commission to the Customer, any Contracting
Body or any other public body or any person employed by or on behalf of the
Customer in connection with the Contract; and

11.2.2 entered into the Contract with knowledge, that, in connection with it, any money
has been, or will be, paid to any person working for or engaged by the Customer
or any other public body or any person employed by or on behalf of the Customer
in connection with the Contract, or that an agreement has been reached to that
effect, unless details of any such arrangement have been disclosed in writing to
the Customer and the Authority before execution of the Contract.

The Supplier shall:
11.341 in relation to the Contract, actin accordance with the Ministry of Justice Guidance;
11.3.2 immediately notify the Customer if it suspects or becomes aware of any breach

of this Clause 11;

11.8.3 respond prompily to any of the Customer's enquiries regarding any breach,
potential breach or suspected breach of this Clause 11 and the Supplier shall co-
operate with any investigation and allow the Customer to audit Supplier's books,
records and any other relevant documentation in connection with the breach;

11.3.4 if so required by the Customer, within twenty (20) Working Days of the
commencement date of the Contract, and annually thersafter, certify to the
Customer in writing of the compliance with this Clause 11 by the Supplier and al!
persons associated with it or its Sub-Contractors or other persons who are
supplying the Services in connection with the Contract. The Supplier shall provide
such supporting evidence of compliance as the Customer may reasonably
request; and

11.3.5 have, maintain and enforce an anti-bribery policy (which shall be disclosed to the
Customer on request) to prevent the Supplier and any of the Supplier's Staff or
any person acling on the Supplier's behalf from committing a Prohibited Act and
shall enforce it where appropriate.
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If the Supplier, any member of the Supplier's Siaff or any person acting on the Supplier's
behalf, in all cases whether or not acting with the Supplier's knowledge breaches:

11.41 this Clause 11; or

11.4.2 the Bribery Act 2010 in relation to the Contract or any other contract with the
Customer or any other public body or any person employed by or on behalf of the
Customer or a public body in connection with the Contract,

the Customer shall be entitled to terminate the Contract by written notice with immediate
effect.

Without prejudice to its other rights and remedies under this Clause 11, the Customer shall
be entitled to recover in full from the Supplier and the Supplier shall on demand indemnify
the Customer in full from and against:

11.56.1 the amount of value of any such gilt, consideration or commission; and
11.5.2 any other loss sustained by the Customer in consequence of any breach of this
Clause 11.

NON-DISCRIMINATION

The Supplier shall not unlawfully discriminate within the meaning and scope of any Law,
enactment, order or regulation relating to discrimination (whether in race, gender, religion,
disability, sexual orientation, age or otherwise).

The Supplier shall take all reasonable steps to secure the observance of Clause 12.1 by all
the Supplier's Staff employed in the execution of the Contract.

PREVENTION OF FRAUD

The Supplier shall take all reasonable steps, in accordance with Good Industry Praclice, 10
prevent any Fraud by the Supplier and any member of the Supplier's Staff.

The Supplier shall notify the Customer immediately if it has reason to suspect that any Fraud
has occurred or is occurring or is likely to occur save where complying with this provision
would cause the Supplier or any member of the Supplier's Staff to commit an offence under
the Proceeds of Crime Act 2002 or the Terrorism Act 2000.

If:

13.3.1 the Supplier breaches any of its obligations under Clause 13.1 and Clause 13.2;
or

13.3.2 the Supplier or any member of the Supplier's Staff commits any Fraud in relation
to the Contract or any other contract with the Customer or any other person,

the Customer may recover in full from the Supplier and the Supplier shall on demand
indemnify the Customer in full against any and all losses sustained by the Customer in
consequence of the relevant breach or commission of Fraud, including the cost reasonably
incurred by the Customer of making other arrangements for the supply of the Contract
Services and any additional expenditure incurred by the Customer in relation thereto.
TRANSFER AND SUB-CONTRACTING

The Supplier shall not assign, novate, enter into a Sub-Contract in respect of, or in any other
way dispose of, the Contract or any part of it without the Customer’s prior written consent.
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The Customer has consented to the engagement of any Sub-Contractors specifically
identified in the Letter of Appointment.

The Supplier shall be responsible for all acts and omissions of its Sub-Contractors and those
employed or engaged by the Sub-Contractors as though they are its own.

The Customer may assign, novate or otherwise dispose of its rights and obligations under
the Contract or any part thereof to:

1431 any other Coniracting Body; or

14.3.2 any other body established by the Crown or under statute in order substantially to
perform any of the functions that had previously been performed by the Customer;
or

14.3.3 any private sector body which substantially performs the functions of the
Customer,

provided that any such assignment, novation or other disposal shall not increase the burden
of the Supplier's obligations under the Contract.

Any change in the legal status of the Customer such that it ceases 1o be a Contracting Body
shall not, subject to Clause 14.5, affect the validity of the Contract, In such circumstances,
the Contract shall bind and inure to the benefit of any successor body to the Customer.

If the rights and obligations under the Contract are assigned, novated or otherwise disposed
of pursuant to Clause 14.3 to a body which is not a Contracting Body or if there is a change
in the legal status of the Customer such that it ceases to be a Contracting Body (in the
remainder of this Clause any such body being referred to as a "Transferee"):

14.5.1 the rights of termination of the Customer in Clause 8 shall be available to the

Supplier in the event of, respectively, the bankruptcy or insolvency, or default of
the Transferee; and

14.5.2 the Transferee shall only be able to assign, novate or otherwise dispose of its

rights and obligations under the Contract or any part thereof with the previous
consent in writing of the Supplier,

The Customer may disclose to any Transferee any Confidential Information of the Supplier
which relates to the performance of the Supplier's obligations under the Contract. In such
circumstances the Customer shall authorise the Transferee to use such Confidential
Information only for purposes relating to the performance of the Supplier's obligations under
the Contract and for no other purposes and shall take all reasonable steps to ensure that
the Transferee gives a confidentiality undertaking in relation to such Confidential
Information.

For the purposes of Clause 14.5 each Panty shall at its own cost and expense carry out, or
use all reasonable endeavours to ensure the carrying out of, whatever further actions
{including the execution of further documents) the other Party reasonably requires from time
to time for the purpose of giving that other Party the full benefit of the provisions of the
Contract.

WAIVER

The failure of either Party to insist upon strict performance of any provision of the Contract,
or the failure of either Party to exercise, or any delay in exercising, any right or remedy shall
not constitute a waiver of that right or remedy and shall not cause a diminution of the
obligations established by the Contract.
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15.2  No waiver shall be effective unless it is expressly stated to be a waiver and communicated
to the other Party in writing in accordance with Clause 22.

15.3 A waiver by either Party of any right or remedy arising from a breach of the Contract shall
not constitute a waiver of any right or remedy arising from any other or subsequent breach
of the Contract.

16. CUMULATIVE REMEDIES

Except as otherwise expressly provided by the Contract, all remedies available to either
Party for breach of the Contract are cumulative and may be exercised concurrently or
separately, and the exercise of any one remedy shall not be deemed an election of such
remedy to the exclusion of other remedies.

17. FURTHER ASSURANCES

Each Party undertakes at the request of the other, and at the cost of the requesting Party to
do all acts and execute all documents which may be necessary to give effect to the meaning
of the Contract.

18. SEVERABILITY

18.1 I any provision of the Contract is held invalid, illegal or unenforceable for any reason, such
provision shall be severed and the remainder of the provisions hereof shall continue in full
force and effect as if the Contract had been executed with the invalid, illegal or unenforceable
provision eliminated.

18.2  In the event of a holding of invalidity so fundamental as to prevent the accomplishment of
the purpose of the Contract, the Customer and the Suppiier shall immediately commence
good faith negotiations to remedy such invalidity.

19, SUPPLIER’S STATUS

At all times during the term of the Contract the Supplier shall be an independent contractor
and nothing in the Contract shall create a contract of employment, a relationship of agency
or partnership or a joint venture between the Parties and, accordingly, neither Parly shall be
authorised to act in the name of, or on behalt of, or otherwise bind the other Party save as
expressly permitted by the terms of the Contract.

20. ENTIRE AGREEMENT

20.1  The Coniract, together with a completed, signed and dated Framework Agreement and the
other documents referred 1o in them constitute the entire agreement and understanding
between the Parties in respect of the matiers dealt with in them and supersede, cancel and
nullify any previous agreement between the Parties in relation to such matters.

20.2 Each of the Parties acknowledges and agrees that in entering into the Contract it does not
rely on, and shall have no remedy in respect of, any statement, representation, warranty or
undertaking (whether negligently or innocently made) other than as expressly set out in the
Contract.

20.3 The Supplier acknowledges that it has:

20.3.1 entered into the Contract in reliance on its own due diligence alone; and

20.3.2 received sufficient information required by it in order to determine whether it is
able to provide the Contract Services in accordance with the terms of the
Contract.
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20.4  Nothing in Clauses 20.1 and 20.2 shalt operate:
20.4.1 to exclude Fraud or fraudulent misrepresentation; or

20.4.2 to limit the rights of the Customer pursuant to clause 31 of the Framework
Agreement (Rights of Third Parties).

20.5 The Contract may be executed in counterparts each of which when executed and delivered
shall constitute an original but all counterparts together shall constitute one and the same
instrument.

21. CONTRACTS (RIGHTS OF THIRD PARTIES) ACT

21.1 A person who is not a party to the Contract has no right under the Contracts (Rights of Third
Parties) Act 1999 to enforce any of its provisions which, expressly or by implication, confer
a benefit on him, without the prior written agreement of the Parties, provided that this
Clause 21.1 does not affect any right or remedy of any person which exists or is available
otherwise than pursuant to that Act.

21.2  Noconsent of any third party is necessary for any rescission, variation (including any release
or compromise in whole or in part of liability) or termination of the Contract or any one or
more Clauses of it

21.3  Without prejudice to the Customer's rights as a Contracting Body under clause 31 of the
Framework Agreement, the Supplier agrees that the Customer may enforce any of the
provisions of the Framework Agreement referred to in clause 31.2 (with the exception of
clauses 33 and 34 of the Framework Agreement) as if they were terms of the Contract
(reading references in those provisions to Contracting Bodies and the Supplier as references
to the Customer and the Supplier respectively).

22, NOTICES

221 Except as otherwise expressly provided in the Contract, no notice or ather communication
from one Party to the other shall have any validity under the Contract unless given or made
in writing by or on behalf of the Party sending the communication.

22.2  Any notice or other communication given or made by either Party to the other shall:

22.2.1 be given by letter {(sent by hand, post or a recorded signed tor delivery service),
facsmile or electronic mail confirmed by letter; and

22.2.2 unless the other Party acknowledges receipt of such communication at an earlier
time, be deemed to have been given:

22221 if delivered personally, at the time of delivery;

22222 it sent by pre-paid post or a recorded signed for service two (2)
Working Days after the day on which the letter was posted provided
the relevant communication is not returned as undelivered;

22,223 if sent by electronic mail, two (2) Working Days after posting of a
confirmation letter; and

22.2.2.4 if sent by facsimile, on the day of transmission if sent before 16:00
hours on any Working Day and otherwise at 9:00 hours on the next
Working Day and provided that at time of transmission of the facsimile
an error-free transmission report is received by the Party sending the
communication.
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22.3  For the purposes of Clause 22.2, the address, email address and fax number of each Party
shall be the address, email address and fax number specified in the Letter of Appointment.

22.4  Either Party may change its address for service by serving a notice in accordance with this
Clause 22.

22.5 For the avoidance of doubt, any notice given under the Contract shall not be validiy served
if sent by electronic mail (email) and not confirmed by a letter.

23. DISPUTES AND LAW
23.1 Governing Law and Jurisdiction

The Contract shall be governed by and interpreted in accordance with the Laws of England
and Wales and the Parties agree to submit 1o the exclusive jurisdiction of the English courts
any dispute that arises in connection with the Contract.

23.2 Dispute Resolution

23.21 The Parties shall attempt in good faith to negotiate a settlement to any dispute
between them arising out of or in connection with the Contract within twenty (20}
Working Days of either Party notifying the other of the dispute and such efforts
shall involve the escalation of the dispute to the level of representative of each
Party specified in the Letter of Appointment.

23.2.2 Nothing in this dispute resolution procedure shall prevent the Parlies from seeking
from any court of competent jurisdiction an interim order restraining the other
Party from doing any act or compelling the other Party to do any act.

23.2.3 If the dispute cannot be resolved by the Parlies pursuant to Clause 23.2.1, the
Parties shall refer it to mediation pursuant to the procedure set out in Clause
23.2.5 unless:

23.2.31 the Customer considers that the dispute is not suitable for resolution
by mediation; or

23.2.3.2 the Supplier does not agree to mediation.

23.2.4 The obligations of the Parties under the Contract shall not be suspended, cease
or be delayed by the reference of a dispute to mediation and the Supplier and the
Supplier's Staff shall comply fully with the requirements of the Contract at all
times.

23.25 The procedure for mediation is as follows:

23.25.1  a neutral adviser or mediator (the “Contract Mediator") shall be
chosen by agreement between the Parties or, if they are unable to
agree upon a Contract Mediator within ten (10) Working Days after a
request by one Party to the other or if the Contract Mediator agreed
upon is unable or unwilling to act, either Party shall within ten {10)
Working Days from the date of the proposal to appoint a Contract
Mediator or within ten {10) Working Days of notice to either Party that
he is unable or unwilling to act, apply to the CEDR to appoint a
Contract Mediator;

23.2.5.2  the Parties shall within ten (10} Working Days of the appointment of
the Contract Mediator meet with him in order to agree a programme
for the exchange of all relevant information and the structure to be
adopted for negotiations to be held. if considered appropriate, the
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23.2.5.3

23.2.5.4

23.25.5

23.2.5.6

Parties may at any stage seek assistance from the CEDR to provide
guidance on a suitable procedure;

unless otherwise agreed, all negotiations connected with the dispute
and any settlement agreement relating to it shall be conducted in
confidence and without prejudice to the rights of the Parties in any
future proceedings;

if the Parties reach agreement on the resolution of the dispute, the
agreement shall be reduced to writing and shall be binding on the
Parties once it is signed by their duly authorised representatives;

failing agreement, either of the Parties may invite the Contract
Mediator to provide a non-binding but informative opinion in writing.
Such an opinion shall be provided on a without prejudice basis and
shall not be used in evidence in any proceedings relating to the
Contract without the prior written consent of both Parties; and

if the Parlies fail to reach agreement in the structured negotiations
within sixty (60) Working Days of the Contract Mediator being
appointed, or such longer period as may be agreed by the Parties,
then any dispute or difference between them may be referred to the
courts.
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SCOPE

1.1

1.2
1.21
1.2.2
1.3
PRINCIPLES

ANNEX 1 - PART 1
SERVICE LEVELS

This Annex 1 sets out the method by which the Supplier's performance of the
Services will be monitored.

Performance will be managed in two, inter-linked ways:

at Framework level by the Authorily, by:

1.2.141

1.21.2

the monitoring of performance against KPls

by review of Contracting Body Satisfaction Surveys.

at Contract level by the Customer receiving the Services:

1.2.2.1

1.2.2.2

on an on-going basis as required by the Customer and at the
completion of each delivery of the Services;

In support of 1.2.2.1, the Supplier shall complete, if so required by
the Customer, and in conjunction with the Customer, a Post
Assignment Review, (PAR), using the template included in Annex
1 (Part 2) or such other format as the Customer may require. For
long term Call-Off Contracts, the Customer may require periodic
completion of PARs to measure ongoing performance. Any such
periodic completion will not be more frequent than monthly.

The completed PAR shall be agreed and sighed-off by the
Customer to verify satisfactory completion of the Services or
identify any performance issues.

This PAR process is recognised as best practice by Central
Government.

Remedies in the event of inadequate performance of the Contract Services are set
out in clause 2B of this Contract.

The objectives of this Annex 1 are to:

21

2.2

ensure that the Services are delivered to a consistent qualily standard that meet the
requirements of the Customer;

incentivise the Supplier io meet the Service Levels and to remedy any failure to meet
the Service Levels expeditiously.

SERVICE LEVELS

3.1

The Supplier shall measure the performance of each and every Service provided
pursuant to this Contract using the Post Assignment Review template in Annex 1
(Part 2) or such other format as the Customer may require. The Supplier shall report
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3.2

this to the Customer, within ten (10) days from the completion of the Services (or
other agreed milestone). The Customer and Supplier shall review the outcomes of
the PAR and agree any arising actions.

The Supplier shall achieve:

3.2.1 aperformance score of at least 2 (Satisfactory) for every measurable criteria
within Part 4 of the PAR;

3.2.2 Failure to achieve this measure will deem the entire Service as inadequate.

4. SERVICE PERFORMANCE REVIEW

4.1

As required by the Customer, the Supplier and Customer shall review the
performance against required Service Levels specilied in the Letter of Appointment
(including Appendices) and, where applicable, the outcomes of the PAR at a
reasonable time to be agreed. These reviews shall, unless otherwise agreed:

4.1.1 take place at such location and time (within normal business hours) as the
Customer shall reasonably require unless otherwise agreed in advance

412 be aftended by the Supplier's Representative and the Customer's
Representative

41.3 be fully minuted by the Supplier (unless otherwise agreed). The prepared
minutes will be circulated by the Supplier to all attendees at the relevant
meeting and also to the Customer's Representative and any other recipients
agreed at the relevant meeting within five (5) Working Days from the
meeting and will be agreed and signed by both the Supplier's
Representative and the Customer's Representative within ten (10) Working
Days from the date of the meeting.
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ANNEX 1 - PART 2

POST ASSIGNMENT REVIEW TEMPLATE

Part 1 — Assignment Details

Name of Supplier

Name of Customer

Name of Project/Assignment

Supplier Reference (fany)

Customer Reference {if any)

Date of co_mple'ti_on of Service (or other
milestone if applicable)

Date PAR signed off

Signed off for Supplier by

Sig.nad off for Customer by

consultancyONE Lot used

Part 2 - Post Assignment Review Scoring

Each part of the Post Assighment Review (PAR) will be scored and the scores agreed between the
Supplier and Customer. The scoring scheme below shall be used. Where no scores can be
agreed, the overall Service shall be rated at the lowest score attributed by either the Customer or

the Supplier.
Score Meaning Explanation

0 Unsatisfactory No scoring criteria met

1 Poor Few scoring criteria met

2 Satisfactory Most scoring criteria met - satisfactory with some
weaknesses

3 Good All scoring criteria met - satisfactory with some strengths

4 Very Good All scoring criteria met & some examples of best practice
outcomes

5 Excellent All scoring criteria exceeded - all demonstrate best practice
outcomes
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Part 3 = Overall PAR Summary

Part 3 — Overall PAR Summary . Minimum
acceptable
score

Total Supplier Score Achie\;fed {from Part 4)

Maximum Supplier Score Available a5 38

Total Customer Score Achieved (from Part 5)

Maximum Customer Score Available - 95

Total Combined Score() Achieved

Total Combined Score Available 190

Part 4 - The Supplier's Performance

Category Performance Scoring Criteria Score
Measure (0-5)

1. 1.1 Supplier did have | The consultant(s) has/have a good knowledge of

Requirement

the necessary
understanding and
expertise to meet

the Customer and subject - Customer
expectations ot Supplier expertise are met

Customer

expectations.

1.2 Supplier's Proposal includes a benefils realisation plan -
proposal is Proposal does not extend scope and addresses

comprehensive and
focuses on delivering
value.

the Customer's key requirements - Proposal
provides a solution that is sustainable and

relevant to the particutar Customer

1.3 Supplier
paricipates effectively
in the procurement

process.

Supplier meets procurement timelines - Supplier
ensures that procurement is engaged at the right
time in the process - The right channels are used
- Supplier does not work without a PO /
procurement sign off - No need for retrospective

contracting
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1.4 Supplier identifies
opportunity for
innovation and

added value.

Supplier demonstrates innovation in approach to
delivering the outcomes - Supplier is proactive in
identifying opportunities to join up cross-
Customer organisational/cross public sector
activity - Supplier takes the opportunity to
constructively challenge the Customer's

assumptions & expectations

2. Commercial

2.1 Payment is linked

to benefit delivery

Different payment structures suggested in
proposal

2.2 Supplier is open
and proactive in
optimising costs

Efforts made to minimise expenses - Prices are
in line with market expectations - Supplier is
apen in explaining price breakdown and working
with the Customer 1o identify opportunities to
reduce cost - Invoices provided in line with
Customer requirements

2.3 Supplier is
proactive in identifying
and managing risks

Supplier is proactive in identifying and allocating
risk ownership - Supplier supports Customer in
assigning and managing risks - Supplier is
proactive in assessing impact of risks through
the project and raising issues as appropriate

3.
Engagement &
Relationship

3.1 Supplier
engagement with the
Customer is
appropriate and
focused on Service
delivery

Supplier uses the right channels within the
Customer organisation- Customer is able to
distinguish between business development
activity/roles and delivery activity/role - Supplier
does not exploit its position within the Customer

organisation

3.2 Supplier
establishes effective
working
relationships with
the Customer

Supplier integrates well with Customer’s staff -
Supplier is flexible in its approach to the
Customer- Demonstrates a knowledge of
Customer culture - Manages engagement issues
well and does not let them impact on delivery -
Supplier builds good relationships with internal
staff in both Customer’s business and
commercial teams - Supplier does not take
advantage of position within the Customer

organisation
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4. Project 4.1 Supplier Consullant staff are constant throughout the
Management resources are duration of the Services - The Supplier explains
deployed in the right how project team has been put together to
way to deliver value. deliver the Services - Resource requirement
remains in line with that included in the proposal
- Focus on Service delivery is maintained -
Supplier demonstrates value of wider
organisational resource over and above
individual Customers
4.2 Roles and Supplier provides clarity as to the roles and
responsibilities of responsibilities of each consultant engaged
consultant team are
clear
4.3 Supplier Lead consultant was clearly identified - Issues
governance and were raised as soon as possible and solutions
project management | offered - Delivery plan was developed and
is effective in ensuring | agreed with the Customer at the outset -
the assignment is Progress against milestones was reported
successful regularly and in line with Customer requirements
- Customer satisfaction with delivery was
monitored by the Supplier
4.4 Original scoping | The scope and resource requirement remained
was robust in line with initial proposal - Initial proposal was
accurate and did not need to be amended
4.5 Benefit delivery | Benefit realisation plan adhered to
is effectively planned
and managed
5. Value for 5.1 Delivery on time As business case & Supplier proposal
Money (% variance +/-}
5.2 Delivery on As business case & Supplier proposal
budget
(% variance +/-)
5.3 VFM To what extent were the benefits,as outlined in
(% achieved) the business case and specification. delivered
6. Skills 6.1 Skills transfer Supplier identified opportunities for skills and
Transfer knowledge transfer - Supplier delivered transfer

within original time and budget
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7. Exit 7.1 Project closure Supplier reflected exit strategy requirements in
Strategy their proposal - The project was closed off with
no outstanding dependencies
8. Lessons 8.1 What could the [text response) Not
learned Supplier have done scored
better?
Part 5 - The Customer’s Performance
Category Performance Seoring Guidance Score
Measure (0-5)

1. Requirement

1.1 Consultancy
assignment is
supported by a
robust Business
case

Customer shares relevant elements of the
business case with the Supplier - The link
between the assignment and wider business
objectives in clear - Expected benefits are clearly
defined and means of measurement is identified
- Business case is used as a reference point
throughout the assignment

1.2 Specification is

enables Suppliers
to respond with a

VFM proposal

outcome based and

Specification is outcome based and inciudes
means of measuring delivery and success -
Customer has a good understanding of their
requirement and has communicated it clearly -
Customer expectations of consultancy support
are clear

1.3 Procurement
approach supports
the delivery of a
VFM solution

The appropriate procurement route has been
used (framework etc) - Procurement timescales
enabled Suppliers to respond in full -
Procurement documentation is succinct - The
right questions are asked and all information
requesied is used - Where available standard

templates are used - Evaluation criteria are clear

1.4 Customer is
open to, and
supporting of,
Supplier innovation

in delivering value

Customer is open to innovative suggestions and
approaches and responds positively to
constructive challenge- Customer allows
flexibility in Supplier's proposal and considers
alternative solutions - Early engagement of

Supplier community by Customer
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2. Commercial

2.1 Payment is
linked to benelit
delivery

Customer is open to incentivisation approaches
and able to provide data to support this

2.2 Customer
demonstrates good
commercial

understanding

Customer demonstrates an understanding of
commercial issues and contract terms are
appropriate (liability, IPR) - Cuslomer manages
support from internal functions 1o ensure efficient
resolution of commercial issues - Customer
understands business needs - invoices paid on
time

2.3 Customer
understands and
manages risks

ettectively

Customer understands risk profile and is able to
allocate risk to the party best able to manage it -
Risks are managed on an ongoing basis and

mitigating action taken as soon as possible

3. Engagement
& relationship

3.1 Customer
ensures that its
engagement is with
the Supplier is

effective

Customer ensures that the Supplier has access
to Customer staff as and when needed -
Customer communicates need for engagement
with the Supplier to the wider Customer

organsiatoin

3.2 Customer
establishes
effective working

relationships with

Customer provides information in a timely
manner - Questions are answered as fully as
possible - Customer staff work with the Supplier

in a constructive manner - Customer does not

the Supplier take advantage of Supplier in its role as
Customer
4. Project 4.1 Customer Customer ensured that the right quality and
management ensures that the quantity of internal resource was available at the

internal resources
are available at the
right place and time
to support benefit
delivery

right time - Customer managed wider business

engagement and participation as needed

4.2 Roles and
responsibilities of

Customer provides clarity as to the roles and

responsibilities of internal staff
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Customer team are
clear

4.3 Customer
governance and
project
management is
effective in ensuring
the assignment is

Customer identified a clear owner for the
assignment - The decision making process
within the Customer organisation was clear and
decisions were made and communicated in a
timely manner - Issues and concerns with
Supplier performance were raised in a timely

successful fashion and resolved in an open and
constructive way - Communication and reporting
requirements were clarified at the outset and
compliance was monitored

4.4 Changes to the | Customer specificalion was suitable and did not

assignment are
limited and well
managed by the
Customer where

necessary.

require change during the project - Where
changes were needed an assessment of the
benefit and impact on the overall project was
done - All changes could be linked to improved
delivery of project and wider business objectives

4.5 Customer
monitors benefit

delivery against

Customer identified delivery milestones in

specification and measured compliance

agreed plan
5. Value for 5.1 Delivery of As business case and Customer roles &
Money Customer responsibilities

obligations on time

5.2 Good Customer
budget
management

As business case and specification

5.3 VFM

To what extent were the final benefits required

the same as those identified at the outset?

6. Skills transfer

6.1 Skills transfer

Customer considered opportunities for skills
transter in specification - Skills transfer
requirements and the means of delivery were

clearly communicated - Customer made the right
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staff avaitable to receive transfer - Skills transfer
was written into Customer’s objeclives

7. Exit strategy

7.1 Project closure

Customer included exit strategy in their
specification - Customer adhered to exit strategy

and project met closure requirements

8. Lessons
learned

8.1 What could the
Customer have
done better?

[text response]

Not
Scored
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SCHEDULE 1 SECURITY REQUIREMENTS and PLAN

In this schedule1, the following provisions shall have the meanings given to them below:

"Breach of Security" in accordance with the Customer's security requirements and the

Security Policy, the occurrence of:

(a)

(b)

any unauthorised access to or use of the Contract
Services, the Premises, the Sites, the Supplier System
and/or any ICT, information or data (including the
Confidential Information and the Customer's Personal
Data) used by the Customer and/or the Supplier in
connection with this Contract; and/or

the loss and/or unauthorised disclosure of any
information or data (including the Confidential Information
and the Customer's Personal Data), including any copies
of such information or data, used by the Customer and/or
the Supplier in connection with this Contract;

"[SMS" The Information Security Management System as defined by
ISO/AIEC 27001. The scope of the ISMS will be as agreed by the
Parties and will directly reflect the scope of the Contract Services;

"Protectively Marked" shall have the meaning as set out in the Security Policy
Framework;

"Security Policy means the Cabinet Office Security Policy Framework (available

Framework" from the Cabinet Office Security Policy Division);

"Security Tests" shall have the meaning set out in paragraph 4.1 of this schedule
1;

"Statement of shall have the meaning set out in ISO/EC 27001.

Applicability"

1 INTRODUCTION

1.4 This Schedule 1 covers:

1.1.1 principles of protective security to be applied in delivering the Contract
Services;

1.1.2 wider aspects of security relating to the Contract Services;

1.1.3 the development, implementation, operation, maintenance and

continual improvement of an ISMS;

1.1.4 the creation and maintenance of the Security Management Plan;

1.1.5 audit and testing of ISMS compliance with the Customer's security
requirements (as set out in the Letter of Appoiniment);
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1.1.6

11.7

conformance to ISO/IEC 27001 (Information Security Requirements
Specification) and ISO/IEC 27002 (Information Security Code of
Practice) and;

obligations in the event of actual, potential or attempted breaches of
security.

2. PRINCIPLES OF SECURITY

21

2.2

2.3

The Supplier acknowledges that the Customer places great emphasis on the
confidentiality, integrity and availability of information and consequently on the
security provided by the ISMS.

The Supplier shall be responsible for the effective performance of the ISMS and
shall at all times provide a level of security which:

2241

222

2.2.3

2.24

2.2.5

2.2.6

227

is in accordance with Good Industry Practice, Law, Standards and this
Contract;

complies with the Security Policy;

complies with at least the minimum set of security measures and
standards as determined by the Security Policy Framework (Tiers 1-4)
available from the Cabinet Office Security Policy Division (COSPD);

meets any specific security threats to the ISMS;

complies with ISO/IEC 27001 and ISO/IEC27002 in accordance with
paragraph 5 of this scheduls;

complies with the Customer's security requirements as set out in the
Letter of Appointment; and

complies with the Customer’s ICT standards.

Without limiting Paragraph 2.2 above, the Supplier shall at all times ensure that the
level of security employed in the provision of the Contract Services is appropriate to
maintain the following at acceptable risk levels {to be defined by the Customer from

time to time):

2.3.1 loss of integrity and confidentiality of Customer Confidential information;

2.3.2 unauthorised access to, use or disclosure of, or interference with Customer
Confidential Infermation by any person or organisation;

2.3.3 unauthorised access o network elements, buildings, the Sites and tools
{including Equipment) used by the Supplier and any Sub-contractors in the
provision of the Contract Services;

2.3.4 use of the Supplier System or Contract Services by any third party in order
to gain unauthorised access to any computer resource or Customer Data;
and

2.3.5 loss of availability of Customer Confidential Information due to any failure

or compromise of the Contract Services.
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2.4

2.5

Subject to Clause 6A.3 the references to standards, guidance and policies set out
in paragraph 2.2 shall be deemed to be references to such items as developed and
updated and to any successor to or replacement for such standards, guidance and
policies, from time to time.

In the event of any inconsistency in the provisions of the above standards, guidance
and policies, the Supplier should notify the Customer's Representative of such
inconsistency immediately upon becoming aware of the same, and the Customer's
Representative shall, as soon as practicable, advise the Supplier which provision
the Supplier shall be required to comply with.

3. ISMS AND SECURITY MANAGEMENT PLAN

3.1

3.2

Introduction

3.1.1 The Supplier shall develop, implement, operale, maintain and
continuously improve and maintain (and ensure that all Supplier
Personnel and Sub-Contractors implement and comply with) an ISMS
which will, without prejudice to paragraph 2.2, be approved, by the
Customer, tested in accordance with paragraph 4, periodically updated
and audited in accordance with ISO/IEC 27001.

3.1.2 The Supplier shall develop and maintain a Security Management Plan
in accordance with this schedule 1 to apply during the Call-off Term.

3.1.3 The Supplier shall comply with its obligations set out in the Security
Management Plan and the other elements of the Contract and the
Framework Agreement relevant to security (including the Customer's
security requirements as set out in the Letter of Appointment).

3.1.4 Both the ISMS and the Security Management Plan shall, unless
otherwise specilied by the Customer, aim to protect all aspects of the
Contract Services and all processes associated with the delivery of the
Contract Services, including the Premises, the Sites, the Supplier
System and any ICT, information and data (including the Customer
Confidential Information and the Customer Data) to the extent used by
the Customer or the Supplier in connection with this Contract.

3.1.5  The Supplier is responsible for monitoring and ensuring that it is aware of
changes to the Security Policy. The Supplier shall keep the Security
Management Plan up-to-date with the Security Policy as amended from
time to time.

Development of the Security Management Plan

3.2.1 Within 20 Working Days after the Effective Date (or such other period
specified in the Implementation Plan or as otherwise agreed by the
Farties in writing) and in accordance with paragraph 3.4 {Amendment
and Revision), the Supplier will prepare and deliver to the Customer for
approval a fully complete and up to date Security Management Plan
which will be based on the draft Security Management Plan.

3.2.2 If the Security Management Plan, or any subsequent revision to it in
accordance with paragraph 3.4 (Amendment and Revision), is
approved by the Customer it will be adopted immediately and will
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3.3

3.4

replace the previous version of the Security Management Plan. If the
Security Management Plan is not approved by the Customer the
Supplier shall amend it within 10 Working Days or such other period as
the Parties may agree in writing of a notice of non-approval from the
Customer and re-submit to the Customer for approval. The Parties will
use all reasonable endeavours to ensure that the approval process
takes as litlle time as possible and in any event no longer than 15
Working Days (or such other period as the Parties may agree in writing)
from the dale of its first submission to the Customer. |If the Supplier
does not achieve the approval of the Security Management Plan
following its resubmission, the matter will be resolved in accordance
with the dispute resolution procedure in Clause 23.2. However where
the Customer does not approve the Security Management Plan on the
grounds that it does not comply with the requiremenis set out in
paragraph 3.3.4, this shall be deemed to be reasonable.

Content of the Security Management Plan

3.3.1

3.3.2

3.3.3

3.34

The Security Management Plan will set out the security measures to be
implemented and maintained by the Supplier in relation to all aspects
of the Contract Services and all processes associated with the delivery
of the Contract Services and shall at all times comply with and specify
security measures and procedures which are sufficient to ensure that
the Contract Services comply with the provisions of this Contract
(including this Annex 3, the principles set out in paragraph 2.2 and any
other elements of this Contract relevant to security or any data
protection guidance produced by the Customer);

The Security Management Plan (including the draft version) should also
set out the plans for transiling all security arrangements and
responsibilities from those in place at the Eifective Date to those
incorporated in the Supplier's ISMS at the date set out in the
Implementation Plan for the Supplier to meet the full obligations of the
security requirements set out in this Contract and in the Letter of
Appointment.

The Security Management Plan will be structured in accordance with
ISO/IEC 27001 and ISO/IEC 27002, cross-referencing if necessary to
other provisions of this Contract which cover specific areas included
within that standard.

Where the Security Management Plan references any document which
is not in the possession of the Customer, a copy of the document will
be made available to the Customer upon request. The Security
Management Plan shall be written in plain English in fanguage which is
readily comprehensible to the staff of the Supplier and the Customer
engaged in the Contract Services and shall only reference documents
which are in the possession of the Customer or whose location is
otherwise specified in this Schedule 1.

Amendment and Revision of the ISMS and Security Management Plan

3.4.1

The 1SMS and Security Management Plan will be fully reviewed and
updated by the Supplier annually, or from time to time to reflect:

3.4.1.1 emerging changes in Good Industry Practice;
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3.4.1.2 any change or proposed change to the Supplier
Syslem, the Services and/or associated processes;

3.4.1.3 any new perceived or changed security threats;
3.4.1.4 any reasonable request by the Customer.

3.4.2 The Supplier will provide the Customer with the results of such reviews
as soon as reasonably practicable after their completion and amend the
ISMS and Security Management Plan at no additional cost 1o the
Customer. The results of the review should include, without limitation:

3.4.2.1 suggested improvements to the effectiveness of
the ISMS;

3.4.2.2 updates to the risk assessments;

3.4.2.3 proposed madifications o the procedures and
controls that effect information security to respond to
evenis that may impact on the ISMS; and

3.4.2.4 suggesied improvements in measuring the
effectiveness of controls.

3.4.3 On receipt of the resuits of such reviews, the Customer will approve any
amendments or revisions to the ISMS or Security Management Plan in
accordance with the process set out at paragraph 3.2.2.

3.4.4 Any change or amendment which the Supplier proposes to make {o the
ISMS or Security Management Plan (as a result of a Customer request
or change to the requirement set out by the Customer in the Letter of
Appointment or otherwise) shall be subject to the variation procedure
under Clause 2.2 and shall not be implemented until approved in writing
by the Customer.

TESTING

4.1

4.2

4.3

4.4

The Supplier shall conduct tests of the ISMS ("Security Tests") on an annual basis
or as otherwise agreed by the Parties. The date, timing, content and conduct of
such Security Tests shall be agreed in advance with the Customer.

The Customer shall be entitled to send a representative 10 witness the conduct of
the Security Tests. The Supplier shall provide the Customer with the results of such
tests (in a form approved by the Customer in advance) as soon as practicable after
completion of each Security Test.

Without prejudice to any other right of audit or access granted to the Customer
pursuant to this Contract, the Customer and/or its authorised representatives shall
be entitled, at any time and without giving notice to the Supplier, to carry out such
tests (including penetration tests) as it may deem necessary in relation to the ISMS
and the Supplier's compliance with the ISMS and the Security Management Plan.
The Customer may notify the Supplier of the results of such tesls after completion
of each such test. Security Tests shall he designed and implemented so as to
minimise the impact on the delivery of the Services.

Where any Security Test carried out pursuant to paragraphs 4.1 or 4.3 above

reveals any actual or potential Breach of Security and/or security failure or
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weaknesses, the Supplier shall promptly notify the Customer in writing of any
changes to the ISMS and to the Security Management Plan (and the implementation
thereof) which the Supplier proposes to make in order to correct such failure or
weakness. Subject to the Customer's approval in accordance with paragraph , the
Supplier shall implement such changes 1o the ISMS and the Security Management
Plan in accordance with the timetable agreed with the Customer or, otherwise, as
soon as reasonably possible. For the avoidance of doubt, where the change to the
ISMS or Security Management Plan to address a non-compliance with the Security
Policy or the Customer's security requiremenis (as set out in the Letter of
Appointment), the change to the ISMS or Security Management Plan shall be at no
cost to the Customer. Far the purposes of this paragraph 4, a weakness means
vulnerability in security and a potential security failure means a possible breach of
the Security Management Plan or the Customer's security requirements.

COMPLIANCE WITH ISOAEC 27001

5.1

5.2

5.3

5.4

5.5

5.6

Where the Customer requests, the Supplier shall obtain independent certification of
the ISMS to ISO/IEC 27001 within twelve (12) Months of the Effective Date (or such
reasonable time period as to be agreed with the Customer) and shall maintain such
certification for the duration of the Contract.

If certain parts of the ISMS do not conform to good industry practice, or controls as
described in ISO/IEC 27002 are not consistent with the Security Policy, and, as a
result, the Supplier reasonably believes that it is not compliant with ISO/IEC 27001,
the Supplier shall promptly notify the Customer of this and the Customer in its
absolute discretion may waive the requirement for cerification in respect of the
relevant parts.

The Customer shall be entitled to carry out such regular security audits as may be
required and in accordance with Good Industry Practice, in order 1o ensure that the
ISMS maintains compliance with the principles and practices of ISO 27001.

I, on the basis of evidence provided by such audits, it is the Customer's reasonable
opinion that compliance with the principles and practices of ISO/IEC 27001 is not
being achieved by the Supplier, then the Customer shall notity the Supplier of the
same and give the Supplier a reasonable time {having regard to the extent and
criticality of any non-compliance and any other relevant circumstances) to become
compliant with the principles and practices of ISO/AEC 27001. |f the Supplier does
not become compliant within the required time then the Customer has the right to
obtain an independent audit against these standards in whole or in part.

lf, as a result of any such independent audit as described in paragraph 5.4 the
Supplier is found to be non-compliant with the principles and practices of ISO/IEC
27001 then the Supplier shall, at its own expense, undertake those actions required
in order to achieve the necessary compliance and shall reimburse in full the costs
incurred by the Customer in obtaining such audit.

If required by the Customer, the Supplier shall carry out regular securily audits as
may be required in order 1o maintain delivery of the Services and the ISMS in
compliance with:

5.6.1 security aspects of ISO/IEC 27002;2005 or eqguivalent;

5.6.2 1SO/IEC 27001 or equivalent;

5.6.3 the Security Policy Framework; and
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57

5.6.4 the requirements issued by the National Technical Authority for Information
Assurance,

and shall promptly provide to the Customer any associated security audit reports
and shall otherwise notify the Customer in writing of the results of such security
audits. The provisions set out in Paragraphs 5.4 and 5.5 above shall apply mutatis
mutandis to this Paragraph 5.6.

If it is the Customer's reasonable opinion that compliance with the principles and
practices of ISO 27001 is not being achieved by the Supplier, then the Customer
shall notify the Supplier of the same and give the Supplier a reasonable time (having
regard to the extent of any non-compliance and any other relevant circumstances)
to become compliant with the principles and practices of 1ISO 27001. If the Supplier
does not become comgpliant within the required time then the Customer has the right
to obtain an independent audit against these standards in whole or in part.

BREACH OF SECURITY

6.1

6.2

Either party shall notify the other in writing in accordance with the agreed security
incident management process as defined by the ISMS upon becoming aware of any
Breach of Security or any potential or attempted Breach of Security.

Without prejudice to the security incident management process, upon becoming
aware of any of the circumstances referred to in paragraph 6.1, the Supplier shall:

6.2.1 immediately take all reasonable steps necessary to:

6.2.1.1 remedy such breach ar protect the integrity of the
ISMS against any such potential or attempted breach or
threat; and

6.2.2.2 prevent an equivalent breach in the future.

Such steps shall include any action or changes reasonably required by the
Customer. In the event that such action is taken in response to a breach that is
determined by the Customer acting reasonably not to be covered by the
obligations of the Supplier under this Contract, then the Supplier shall be entitled
to refer the matter to the variation procedure in clause 2.2; and

6.2.2 as soon as reasonably practicable provide to the Customer full details
(using such reporting mechanism as defined by the ISMS) of the Breach
of Security or the potential or attempted Breach of Security.
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Appendix A to Schedule 1 — Security Policy for Suppliers

The Customer treats its information as a valuable asset and considers that it is essential that
information must be protected, together with the systems, equipment and processes which support
its use. These information assets may include data, text, drawings, diagrams, images or sounds in

electronic, magnetic, optical or tangible media, together with any Customer's Personal Data.

In order to protect Governmental information appropriately, Suppliers must provide the security
measures and safeguards appropriate to the nature and use of the information. All Suppliers of
services to the Customer must comply, and be able to demonstrate compliance, with the Customer’s

relevant policies and standards.

The Chief Executive or other suitable senior official of the Supplier must agree in writing to comply
with these policies and standards. Each Supplier must also appoint a named officer who will act as
a first point of contact with the Customer for security issues. In addition all Staff working for the
Supplier and where relevant Sub-Contractors, with access to Governmental IT Systems, the
Contract Services or Governmenial information must be made aware of these requirements and
must comply with them.

The Suppliers must comply with the relevant Standards from the Customer information systems
security requirements. The requirements are based on and follow the same format as International
Standard 27001.

The following are key requirements and the Supplier must comply with relevant Customer policies
concerning:

Personnel Security
Staff recruitment in accordance with government requirements for pre-employment checks;

Staff training and awareness of Governmental security and any specific contract requirements.

Secure Information Handling and Transfers
Physical and electronic handling, processing and transferring of Data, including secure access

fo systems and the use of encryption where appropriate.

Portable Media
The use of encrypted laptops and encrypted storage devices and other removable media

when handiing Governmental information.

Offshoring
The Data must not be processed outside the United Kingdom without the prior written consent

of Customer and must at all times comply with the Data Protection Act 1998.

Premises Security
Security of premises and conirol of access,
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Security Incidents
Includes identification, managing and agreed reporting procedures for actual or suspected

security breaches.

All suppliers must implement appropriate arrangemenis which ensure that the Government's
information and any other Governmental assets are protected in accordance with prevailing statutory
and central government requirements. These arrangements will clearly vary according to the size of
the organisation.

It is the Supplier's responsibility to monitor compliance of any Sub-Contractors and provide
assurance to the Customer.

Failure to comply with any of these policies or standards could result in termination of the Contract
under Clause 8.2.1.1.
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