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Request for Quotation



ITQ - DWP Ref: 39050126968

	To:

	Suppliers

	

	


	Date
	03/10/2019
	Our Ref
	39050126968


Dear Sirs

	You are invited to submit a quotation for the following goods or services:



	The CISM (Certified Information Security Manager) certification course (including exam).

	

	

	or as more fully described in the attached schedule and accompanying documents. Suppliers are required to abide by their quotation details for a validity period of [30] calendar days from the date of quotation.


	Goods are required by/services to start on:

	

	or as stated in the schedule. 


	Quotation to be sent (by email only) to:



	Name
	Geoff Carden

	Address
	Shared Services Connected Ltd (SSCL), P2P Procurement Category Team, Block 6, Room 6129, Tomlinson House, Norcross Lane, Thornton Cleveleys, FY5 3TA

	E-mail
	Geoff.carden@sscl.gse.gov.uk

	To be received by no later than:

	Time
	09:00hrs 
	Date
	10th October 2019


	Please address any queries or questions to the Officer named above:

	Telephone
	01633 631648

	E-mail
	Geoff.carden@sscl.gse.gov.uk


Please quote any reference number shown above on all correspondence.

This Request for Quotation is not subjected to a sealed bid/formal opening process although details contained in quotations are treated as confidential.

The Department will offer to purchase the goods or services, in full or in part, which represents the best value for money but reserves the right to annul the quotation process and not award a contract.

Unless any written contract between the Department and the supplier otherwise provides, any goods or services ordered as a result of the quotation will be supplied and received subject to the appropriate provisions of the Sale of Goods Act 1979 and the Supply of Goods and Services Act 1982 (or any statutory modification or re-enactment of those Acts) and subject also to the terms and conditions indicated below: 
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DWP PS1 General Terms and Conditions for the Supply of Goods 

DWP PS2 General Terms and Conditions for Services

The terms and conditions mentioned above can be viewed on the DWP website at http://www.dwp.gov.uk/supplying-dwp/doing-business-with-dwp/terms-and-conditions/

Where this document has been sent to you by electronic means the web-page mentioned above can be viewed by using this hyperlink. 

If, for any reason, you are unable to quote for this work will you please notify the Officer shown above immediately.

Yours faithfully
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Mr G.E.Carden

For the Secretary of State for Work and Pensions

	You are invited to submit a quotation for the following goods or services:

	This ITQ has been issued as a result of a requirement by an internal customer who requires Mindfulness Practitioner Workshops. Your company is invited to submit a quote for that request.
The Authority reserves the right to discontinue this tendering process at any time and not to award a contract.

	Requirement:

The CISM (Certified Information Security Manager) certification course (including exam).

We require an accelerated course over 4 days rather than the usual 5 days. 
The course should cover the four CISM domains:

· Information Security Governance

· Information Risk Management and Compliance

· Information Security Program Development and Management

· Information Security Incident Management

The supplier of this course must be an ISACA Accredited Training Organisation (ATO). This means the delegate(s) have access to official ISACA courseware and will sit the CISM exam during the accelerated course. 

If delegates pass first time then the delegates must be covered by your Certification Guarantee.

The training provider must be able to provide a certification guarantee. Candidates who fail can re-take the course for free
This requirement must include the official Certification Review Manual and 12 month access to official ISACA Resources including ISACA Exam Practice Questions, Answers and Explanations 24 hour lab access

 

	Course Content:
The following course content is not definitive but shows the type of content the DWP would like the requested solution to cover. 
The initial training is for approximately 8 staff although exact numbers may change. The initial period for this training is from now up to 31st March 2020. However this period may be extended to October 2022.
T he CISM curriculum covers four domains:

· Domain 1 - Information Security Governance (24%)

· Domain 2- Information Risk Management and Compliance (33%)

· Domain 3 - Information Security Program Development and Management (25%)

· Domain 4 - Information Security Incident Management (18%)

Domain 1 - Information Security Governance (24%)

Learn how to establish and maintain an information security governance framework and supporting processes to ensure that the information security strategy is aligned with organisational goals and objectives. You’ll also learn how to manage information risk and program resources responsibly.

Task Statements:
· Establish and maintain an information security strategy in alignment with organisational goals and objectives to guide the establishment and ongoing management of the information security program

· Establish and maintain an information security governance framework to guide activities that support the information security strategy

· Integrate information security governance into corporate governance to ensure that organisational goals and objectives are supported by the information security program

· Establish and maintain information security policies to communicate management’s directives and guide the development of standards, procedures and guidelines

· Develop business cases to support investments in information security

· Identify internal and external influences to the organisation (for example, technology, business environment, risk tolerance, geographic location, legal and regulatory requirements) to ensure that these factors are addressed by the information security strategy

· Obtain commitment from senior management and support from other stakeholders to maximise the probability of successful implementation of the information security strategy

· Define and communicate the roles and responsibilities of information security throughout the organisation to establish clear accountabilities and lines of authority

· Establish, monitor, evaluate and report metrics (for example, key goal indicators [KGIs], key performance indicators [KPIs], key risk indicators [KRIs]) to provide management with accurate information regarding the effectiveness of the information security strategy

Knowledge Statements:
· Methods to develop an information security strategy

· The relationship between information security and business goals, objectives, functions, processes and practices

· Methods to implement an information security governance framework

· The fundamental concepts of governance and how they relate to information security

· Methods to integrate information security governance into corporate governance

· Internationally recognised standards, frameworks and best practices related to information security governance and strategy development

· Methods to develop information security policies

· Methods to develop business cases

· Strategic budgetary planning and reporting methods

· The internal and external influences to the organisation (for example, technology, business environment, risk tolerance, geographic location, legal and regulatory requirements) and how they impact the information security strategy

· Methods to obtain commitment from senior management and support from other stakeholders for information security

· Information security management roles and responsibilities

· Organisational structures and lines of authority

· Methods to establish new or utilise existing, reporting and communication channels throughout an organisation

· Methods to select, implement and interpret metrics (for example, key goal indicators [KGIs], key performance indicators [KPIs], key risk indicators [KRIs])

Domain 2 - Information Risk Management and Compliance (33%)

Learn how to manage information risk to an acceptable level to meet the business and compliance requirements of the organisation.

Task Statements:
· Establish and maintain a process for information asset classification to ensure that measures taken to protect assets are proportional to their business value

· Identify legal, regulatory, organisational and other applicable requirements to manage the risk of noncompliance to acceptable levels

· Ensure that risk assessments, vulnerability assessments and threat analyses are conducted periodically and consistently to identify risk to the organisation’s information

· Determine appropriate risk treatment options to manage risk to acceptable levels

· Evaluate information security controls to determine whether they are appropriate and effectively mitigate risk to an acceptable level

· Identify the gap between current and desired risk levels to manage risk to an acceptable level

· Integrate information risk management into business and IT processes (for example, development, procurement, project management, mergers and acquisitions) to promote a consistent and comprehensive information risk management process across the organisation

· Monitor existing risk to ensure that changes are identified and managed appropriately

· Report noncompliance and other changes in information risk to appropriate management to assist in the risk management decision-making process

Knowledge Statements:
· Methods to establish an information asset classification model consistent with business objectives

· Methods used to assign the responsibilities for and ownership of information assets and risk

· Methods to evaluate the impact of adverse events on the business

· Information asset valuation methodologies

· Legal, regulatory, organisational and other requirements related to information security

· Reputable, reliable and timely sources of information regarding emerging information security threats and vulnerabilities

· Events that may require risk reassessments and changes to information security program elements

· Information threats, vulnerabilities and exposures and their evolving nature

· Risk assessment and analysis methodologies

· Methods used to prioritise risk

· Risk reporting requirements (for example, frequency, audience, components)

· Methods used to monitor risk

· Risk treatment strategies and methods to apply them

· Control baseline modelling and its relationship to risk-based assessments

· Information security controls and countermeasures and the methods to analyse their effectiveness and efficiency

· Gap analysis techniques as related to information security

· Techniques for integrating risk management into business and IT processes

· Compliance reporting processes and requirements

· Cost/benefit analysis to assess risk treatment options

Domain 3 - Information Security Program Development and Management (25%)

You’ll prove your ability to establish and manage the information security program in alignment with an information security strategy.

Task Statements:
· Establish and maintain the information security program in alignment with the information security strategy

· Ensure alignment between the information security program and other business functions (for example, human resources [HR], accounting, procurement and IT) to support integration with business processes

· Identify, acquire, manage and define requirements for internal and external resources to execute the information security program

· Establish and maintain information security architectures (people, process, technology) to execute the information security program

· Establish, communicate and maintain organisational information security standards, procedures, guidelines and other documentation to support and guide compliance with information security policies

· Establish and maintain a program for information security awareness and training to promote a secure environment and an effective security culture

· Integrate information security requirements into organisational processes (for example, change control, mergers and acquisitions, development, business continuity, disaster recovery) to maintain the organisation’s security baseline

· Integrate information security requirements into contracts and activities of third parties (for example, joint ventures, outsourced providers, business partners, customers) to maintain the organisation’s security baseline

· Establish, monitor and periodically report program management and operational metrics to evaluate the effectiveness and efficiency of the information security program.

Knowledge Statements:
· Methods to align information security program requirements with those of other business functions

· Methods to identify, acquire, manage and define requirements for internal and external resources

· Information security technologies, emerging trends, (for example, cloud computing, mobile computing) and underlying concepts

· Methods to design information security controls

· Information security architectures (for example, people, process, technology) and methods to apply them

· Methods to develop information security standards, procedures and guidelines

· Methods to implement and communicate information security policies, standards, procedures and guidelines

· Methods to establish and maintain effective information security awareness and training programs

· Methods to integrate information security requirements into organisational processes

· Methods to incorporate information security requirements into contracts and third-party management processes

· Methods to design, implement and report operational information security metrics

· Methods for testing the effectiveness and applicability of information security controls

Domain 4 - Information Security Incident Management (18%)

Learn how to plan, establish and manage the capability to detect, investigate, respond to and recover from information security incidents to minimise business impact.

Task Statements:
· Establish and maintain an organisational definition of, and severity hierarchy for, information security incidents to allow accurate identification of and response to incidents.

· Establish and maintain an incident response plan to ensure an effective and timely response to information security incidents

· Develop and implement processes to ensure the timely identification of information security incidents

· Establish and maintain processes to investigate and document information security incidents to be able to respond appropriately and determine their causes while adhering to legal, regulatory and organisational requirements

· Establish and maintain incident escalation and notification processes to ensure that the appropriate stakeholders are involved in incident response management.

· Organise, train and equip teams to effectively respond to information security incidents in a timely manner

· Test and review the incident response plan periodically to ensure an effective response to information security incidents and to improve response capabilities

· Establish and maintain communication plans and processes to manage communication with internal and external entities

· Conduct post-incident reviews to determine the root cause of information security incidents, develop corrective actions, reassess risk, evaluate response effectiveness and take appropriate remedial actions

· Establish and maintain integration among the incident response plan, disaster recovery plan and business continuity plan

Knowledge Statements:
· The components of an incident response plan

· Incident management concepts and practices

· Business continuity planning (BCP) and disaster recovery planning (DRP) and their relationship to the incident response plan

· Incident classification methods

· Damage containment methods

· Notification and escalation processes

· Roles and responsibilities in identifying and managing information security incidents

· Types and sources of tools and equipment required to adequately equip incident response teams

· Forensic requirements and capabilities for collecting, preserving and presenting evidence (for example, admissibility, quality and completeness of evidence, chain of custody)

· Internal and external incident reporting requirements and procedures

· Post-incident review practices and investigative methods to identify root causes and determine corrective actions

· Techniques to quantify damages, costs and other business impacts arising from information security incidents

· Technologies and processes that detect, log and analyse information security events

· Internal and external resources available to investigate information security incidents

We also require the exam as a package with the above course. This should be classroom based training and the exam must be part of the course and run on the last day of the course. We will not consider supplier proposals where the exam is booked or held separately from the course. 

As far as the DWP are aware the above requested content is an ‘off the shelf’ or existing training package/programme. 

We would expect suppliers to be able to utilise the contents of any existing course(s)/programme(s) they may have to provide this solution. We would not expect suppliers to have to specifically design/tailor a course/programme to suit this solution. 

Suppliers are requested to include in their proposals details of the content of the course/programme they are offering.



	Course Duration:
The DWP envisages the above requirement as a 4 day accelerated course not the standard 5 day course.
However, we will take advice/suggestions from suppliers as to the duration of the required course/programme.

	Location:
The DWP customer has no preferred location as to where the training is held. Supplier to provide us with a list of course dates & location from now until 31st March 2020.

	Course Date(s):
There are no fixed or preferred dates that the DWP would like the course/programme to run. However we would like the workshop to run between now until 31st March 2020.
We would like the suppliers to present us with several possible course/programme dates which we can then present to the DWP internal customer.

	Course Booking arrangements: (if required)
To be agreed at a later date. For the purposes of this tender it should be assumed that the DWP will make and carry out it’s own delegate course booking arrangements. 

	Equipment and Training Material:

The supplier should provide all the necessary equipment and learning materials required to deliver this course/programme successfully.

	Supplier Staff

The DWP requires that the suppliers’ staff who are to deliver this solution for us have suitable knowledge and experience in delivering CISM (Certified Information Security Manager) certification course (including exam) and the trainer/supplier must be ISACA Accredited Training Organisation (ATO).
The DWP will require CV’s and/or a brief career history of the supplier staff selected to deliver this requirement showing their suitability.

	Supplier Contact Details:
Suppliers are requested to include in their proposal details of a contact point (Contract Manager or Project manager or similar) of a member of their staff who would be taking the lead on this requirement should their bid be successful.

Contact details should include: Name, Position, Office address, telephone number and email address.  


	Data Security:

As a result of Information Security Regulations suppliers are not permitted to use any tools where the data is stored or processed on a computer without first gaining the approval of DWP.  

Once this solution has been delivered any and all records relating to any DWP personnel or their details must be destroyed, this includes DWP personnel email addresses from any mailing list.

Other information:

Supplier tenders to be restricted to a maximum of 12 (twelve) pages (including CVs etc) and must be submitted in Microsoft Word or Adobe .pdf format using Arial point 12.

Suppliers who are not bidding for this work are requested to respond to this RFQ request advising us of their decision not to compete.

Any supplier questions on this tender request should be submitted to the named contact on page 1 of this document quoting the DWP reference number (found in the page header). 


	Variation or extensions to this request:

It is not envisaged that there will be any requirement to vary or extend the solution outlined in this request.

This tender applies only to DWP Security & Risk Management and no other part of DWP or any other Government Departments (OGD’s).  


	Services are required to start on: 

	Upon acceptance of a supplier quote following the assessment of all suppliers bids and with agreement of our internal customer on a suitable solution and date(s) offered by suppliers. 

	


Tender Evaluation:

The DWP have set the following criteria by which suppliers tenders will be assessed:

	Criteria Number
	Criteria
	Weighting

	1
	Price
	35

	2
	Supplier is able to demonstrate an understanding of the outlined course and that the course facilitator is experienced in delivering the requested solution.
	25

	3
	Trainers must have knowledge/experience in delivery of a CISM (Certified Information Security Manager) certification course (including exam) and the trainer/supplier must be ISACA Accredited Training Organisation (ATO). 
	20

	4
	Ability to deliver requirements within requested deadlines and at the required locations and timescales
	15

	5
	Risks and contingencies arrangement
	5

	
	Overall 
	100


Tender Scoring:
All supplier bids will be evaluated by a Tender Evaluation Panel (TEP) who will score each bid individually. A score will be assigned by the TEP to each of the criteria noted above. 

The scoring system the DWP will use is as follows: 

3 = Fully meets the requirements with detailed explanation/evidence in support.

2 = Meets most of the requirements with limited supporting information

1 = Meets some of the requirements with reasonable explanation

0 = Fails to meet the requirements

The score will then be multiplied by the criteria weighting to produce a total for that criteria line. 

All the criteria lines will then be added together to produce an overall tender score. 

The supplier bid with the highest score will be the leading bid for this request.

Appendix 1  - Schedule of Prices and Rates

The following table shows how the DWP would like suppliers to show their cost for this requirement. 

	Pricing Options – Delivery 
	Indicate (x)

	Fully inclusive fixed price
	X


The following table advises suppliers when DWP would expect to pay the supplier for providing the requested solution.

	Payment Profile – Delivery
	Indicate (x)

	On satisfactory completion of the project/training.
	X


Shared Services Connected Limited
P2P Procurement Category Team


Shared Services Connected Ltd 

Block 6
Room 6129
Tomlinson House

Norcross Lane

Thornton Cleveleys

FY5 3TA

	DWP Invitation to Tender

	Date of Issue
	3rd October 2019

	DWP Reference Number
	39050126968

	Title
	CISM (Certified Information Security Manager) certification course (including exam).


Dear Supplier

You are invited to submit proposals that will satisfy the Statement of Requirements attached to this Invitation to Tender.

The Department for Work and Pensions (DWP) is committed to open Government and to meeting its legal responsibilities under the Freedom of Information Act 2000. Accordingly, all information submitted to DWP may need to be disclosed by DWP in response to a request under the Act.  DWP may also decide to include certain information in the publication scheme that we maintain under the Act.  If you consider that any of the information included in your tender is commercially sensitive please identify it and explain (in broad terms) what harm may result from disclosure if a request is received, and the time period applicable to that sensitivity.  You should be aware that, even where you have indicated that information is commercially sensitive, DWP may be required to disclose it under the Act if a request is received.  Please also note that the receipt of any material marked ‘confidential’ or equivalent should not be taken to mean that DWP accepts any duty of confidence by virtue of that marking.  If a request is received DWP may also be required to disclose details of unsuccessful tenders.

Important Information for Tenderers

You will not be entitled to claim from DWP any costs or expenses that you may incur in preparing your tender whether or not your tender is successful.

Tenders will be received up to the time and date stated.  Those received before that date will be retained unopened until then.  Please ensure that your tender is delivered no later than the appointed time. DWP does not undertake to consider tenders received after that time.

Tenders may be rejected if the complete information called for is not given by the deadline for submission.

In issuing this Request for Quotation DWP does not undertake to accept the lowest or any tender and reserves the right to accept the whole or part of any tender unless you expressly stipulate otherwise.

DWP reserves the right to withdraw the requirement at any stage prior to the award of the contract.  DWP reserves the right to amend the enclosed tender documents at any time prior to the deadline for receipt of tenders.  Any such amendment will be numbered and dated.  Where amendments are significant DWP may at its discretion extend the deadline for receipt of proposals.

Unless you expressly stipulate otherwise DWP will assume that your tender will remain valid for three months from the closing date for receipt of proposals.

All information supplied by DWP to you must be treated in confidence and not disclosed to any third party except insofar as this is necessary to obtain sureties or quotations for the purposes of submitting the tender.

Offering an inducement of any kind in relation to obtaining this Contract or any other Contract with DWP will disqualify your tender from being considered and may constitute a criminal offence.

DWP is committed to sustainable development.  

Instructions for submitting your Tender

Please read carefully and comply with the following instructions as failure to do so may render your proposal invalid.
Format of Tender

Your tender must include as separate documents:

Your proposals in the form of a method statement

Your price proposal using the Pricing Schedule issued with this RFQ
	Proposal to be submitted to:
	Geoff Carden


	Deadline for receipt of proposal:
	09:00hrs

	Thursday 10th October 2019


The Tender, comprising the information set out above, must be returned in its entirety.  All files must be in Microsoft  Office in Arial font 12 or Adobe .pdf format. We regret we cannot accept tenders in any other format.  Your proposals in response to the Statement of Requirements must be no more than 12 (twelve) pages, excluding CVs, but including all other attachments and appendices.  Hard copies of your bid are not required.

Evaluation Process and Timetable

An evaluation panel will review all evidence presented within your proposal.  Proposals will be evaluated in line with the requirements set out in this Invitation to Tender using the evaluation criteria detailed below.

Evaluation Criteria

	Criteria Number
	Criteria
	Weighting

	1
	Price
	35

	2
	Supplier is able to demonstrate an understanding of the outlined course and that the course facilitator is experienced in delivering the requested solution.
	25

	3
	Trainers must have knowledge/experience in delivery of a CISM (Certified Information Security Manager) certification course (including exam) and the trainer/supplier must be ISACA Accredited Training Organisation (ATO).
	20

	4
	Ability to deliver requirements within requested deadlines and at the required locations and timescales
	15

	5
	Risks and contingencies arrangement
	5

	
	Overall 
	100


Each of the above Criteria will be scored 0-3 where:-

3 = Fully meets the requirements with detailed explanation/evidence in support

2 = Meets most of the requirements with limited supporting information

1 = Meets some of the requirements with reasonable explanation

0 = Totally fails to meet the requirements

	Anticipated Timetable of Events

	ITT Issued
	3rd October 2019

	Supplier Briefing (if required)
	Not required

	Deadline for supplier questions
	12:00hrs Tuesday 8th October 2019

	Proposals due
	09:00hrs Thursday 10th October 2019

	Evaluation of proposals
	As soon as possible after the receipt of supplier proposals on Thursday 10th October 2019

	Supplier Presentations (if required)
	Not Required

	Contract Award
	As soon as possible after the evaluation of supplier proposals and selecting a winning/leading proposal.

	Start of design & development
	As soon as possible after the evaluation of supplier proposals and selecting a winning/leading proposal.

	Completion of design & development
	Not Applicable

	Start of delivery programme
	To be agreed

	Completion of delivery programme
	To be agreed

	Work under Contract to be completed
	To be agreed


Please notify the officer noted on page 1 of this document if you do not intend to bid.

Yours sincerely
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Mr G.E.Carden

Contract Manager/Officer

Telephone: 01633 631648
X
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