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Framework Schedule 6 (Order Form Template and
Call-Off Schedules)

Order Form

CALL-OFF REFERENCE: PROC_CSR_206

THE BUYER: Infected Blood Compensation Authority

BUYER ADDRESS: 70 Whitehall, London, SW1A 2AS

THE SUPPLIER: Reed Specialist Recruitment Limited

SUPPLIER ADDRESS: Academy Court, 94 Chancery Lane, London,
WC2A 1DT

REGISTRATION NUMBER: 06903140

APPLICABLE FRAMEWORK CONTRACT

This Order Form is for the provision of the Call-Off Deliverables and dated
09/06/2025. It’s issued under the Framework Contract with the reference number
PROC_CSR_206 for the provision of Bulk Claim Manager Recruitment.

CALL-OFF LOT(S):
Lot 2: Non Clinical General Recruitment

Framework Ref: RM6229
Project Version: v1.0 1
Model Version: v3.8
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CALL-OFF INCORPORATED TERMS

The following documents are incorporated into this Call-Off Contract. Where
numbers are missing we are not using those schedules. If the documents conflict,
the following order of precedence applies:

1. This Order Form including the Call-Off Special Terms and Call-Off Special
Schedules.

Joint Schedule 1(Definitions and Interpretation) RM6229

Framework Special Terms

The following Schedules in equal order of precedence:

Hwn

e Joint Schedules for RM6229

Joint Schedule 2 (Variation Form)

Joint Schedule 3 (Insurance Requirements)

Joint Schedule 4 (Commercially Sensitive Information)
Joint Schedule 6 (Key Subcontractors) — NOT USED
Joint Schedule 7 (Financial Difficulties)

Joint Schedule 8 (Guarantee) — NOT USED

Joint Schedule 9 (Minimum Standards of Reliability) — NOT USED
Joint Schedule 10 (Rectification Plan)

Joint Schedule 11 (Processing Data)

Joint Schedule 12 (Supply Chain Visibility) — NOT USED

(@]

O 0O 0O O O o0 O O o

e Call-Off Schedules for RM6229
o Call-Off Schedule 1 (Transparency Reports)
Call-Off Schedule 2 (Staff Transfer) — NOT USED
Call-Off Schedule 3 (Continuous Improvement)
Call-Off Schedule 5 (Pricing Details) — NOT USED
Call-Off Schedule 6 (ICT Services) — NOT USED
Call-Off Schedule 7 (Key Supplier Staff)
Call-Off Schedule 8 (Business Continuity and Disaster Recovery)
Call-Off Schedule 9 (Security) — With additional information in the
Short Form Security Management Schedule, detailed in Annex 1 of
this Order Form
o Call-Off Schedule 10 (Exit Management)
Call-Off Schedule 12 (Clustering) — NOT USED
o Call-Off Schedule 13 (Implementation Plan and Testing) — NOT
USED
o Call-Off Schedule 14 (Service Levels)

O O O O O O O

O
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Call-Off Schedule 15 (Call-Off Contract Management)
Call-Off Schedule 16 (Benchmarking) — NOT USED
Call-Off Schedule 17 (MOD Terms) — NOT USED
Call-Off Schedule 18 (Background Checks) — NOT USED
Call-Off Schedule 19 (Scottish Law) — NOT USED
Call-Off Schedule 20 (Call-Off Specification)
o Call-off Schedule 21 (Northern Ireland Law) — NOT USED
CCS Core Terms (version 3.0.11)
Joint Schedule 5 (Corporate Social Responsibility) RM6229
7. Call-Off Schedule 4 (Call-Off Tender) as long as any parts of the Call-Off
Tender that offer a better commercial position for the Buyer (as decided by
the Buyer) take precedence over the documents above.
No other Supplier terms are part of the Call-Off Contract. That includes any terms
written on the back of, added to this Order Form, or presented at the time of delivery.

O O O O O O

oo

CALL-OFF SPECIAL TERMS

The following Special Terms are incorporated into this Call-Off Contract:
Special Term 1: Short Form Security Management Schedule

The supplier shall comply with the requirements set out in the Short Form Security
Management Schedule (Annex 1 of this Order Form)

Special Term 2: Non Exclusivity

Nothing herein is intended nor shall be construed as creating any exclusive
arrangement with the Service Provider. This Call Off Contract shall not restrict
Contracting Authorities from acquiring similar, equal or like goods and/ or services
from other entities or sources.

Special Term 3: No guarantee of Volumes or Spend

No guarantee is given by the Client (Buyer) in respect of either volumes, the levels
or aggregate value of the Services, which the Client shall require the Service
Provider to provide during the Call Off Contract. Any levels or aggregate values of
Services referred to in the contract or Schedules are indicative only and shall not
be binding on the Client.

Special Term 4: Termination without cause

The Client shall have the right to terminate this Call Off Contract at any time

by issuing a Termination Notice to the Supplier giving at least thirty (30)

Working Days written notice (unless stated differently in the Framework
Agreement).

CALL-OFF START DATE: 09 June 2025

Framework Ref: RM6229
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CALL-OFF EXPIRY DATE: 08 June 2027

CALL-OFF INITIAL PERIOD: 2 Years

CALL-OFF DELIVERABLES
See details in Call-Off Schedule 20 (Call-Off Specification)

Due to unforeseen delays in contract award, the first intake of 80 candidates
are to be onboarded in July instead of June

MAXIMUM LIABILITY

The limitation of liability for this Call-Off Contract is stated in Clause 11.2 of
the Core Terms.

The Estimated Year 1 Charges used to calculate liability in the first Contract
Year is £256,000.00

CALL-OFF CHARGES
£256,000.00 is the total price for recruiting 320 people. This is inclusive of any
associated activities.

Redacted under FOIA section 43, Commercial Interests
There are no additional charges.

Attachment 4 is the supplier’s pricing bid:
Redacted under FOIA section 43, Commercial Interests

REIMBURSABLE EXPENSES
None

PAYMENT METHOD

The Supplier will issue electronic invoices to the Buyer, stating the valid
Purchase Order Number and this will include a report with a breakdown of the
itemised charges. The Buyer will pay the Supplier within Net 30 days of receipt
of a valid undisputed invoice.

Before payment can be considered, each invoice must include a detailed
elemental breakdown of work completed and the associated costs.

Framework Ref: RM6229
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Payment can only be made following satisfactory delivery of pre-agreed
certified products and deliverables.

BUYER’S INVOICE ADDRESS:
Invoices will be sent to: Redacted under FOIA section 40, Personal Information

BUYER’S AUTHORISED REPRESENTATIVE
Redacted under FOIA section 40, Personal Information

BUYER’'S ENVIRONMENTAL POLICY
Cabinet Office Environmental Policy will apply

BUYER’S SECURITY POLICY
Annex 1 — Short Form Security Management Schedule

SUPPLIER’S AUTHORISED REPRESENTATIVE
Redacted under FOIA section 40, Personal Information

SUPPLIER’S CONTRACT MANAGER
Redacted under FOIA section 40, Personal Information

PROGRESS REPORT FREQUENCY
Daily

PROGRESS MEETING FREQUENCY
3 meetings per week

KEY STAFF
Redacted under FOIA section 40, Personal Information

KEY SUBCONTRACTOR(S)
Not Applicable

COMMERCIALLY SENSITIVE INFORMATION
See Joint Schedule 4 (Commercially Sensitive Information)

SERVICE CREDITS
Not applicable

Framework Ref: RM6229
Project Version: v1.0 5
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ADDITIONAL INSURANCES
Not applicable

GUARANTEE
Not applicable

SOCIAL VALUE COMMITMENT

The Supplier agrees, in providing the Deliverables and performing its
obligations under the Call-Off Contract, that it will comply with the social value
commitments in Call-Off Schedule 4 (Call-Off Tender)

Framework Ref: RM6229
Project Version: v1.0 6
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ORDER FORM ANNEX 1 - SHORT FORM SECURITY MANAGEMENT
SCHEDULE

1 SUPPLIER OBLIGATIONS

Core requirements

1.1 The Supplier must comply with the core requirements set out in Paragraphs 3 to 9.

1.2 Where the Buyer has selected an option in the table below, the Supplier must comply

with the requirements relating to that option set out in the relevant Paragraph:

Certifications (see Paragraph 4)

The Supplier must have the following ISO/IEC 27001:2022 by a UKAS-

Certifications (or equivalent): recognised Certification Body
Cyber Essentials Plus
Cyber Essentials O
No certification required O

Subcontractors that Handle Government ISO/IEC 27001:2022 by a UKAS-

Data must have the following Certifications recognised Certification Body =
(or equivalent):
Cyber Essentials Plus
Cyber Essentials O
No certification required O
Locations (see Paragraph 5)
The Supplier and Subcontractors may the United Kingdom only O

store, access or Handle Government Data

in: a location permitted by and in

accordance with any regulations for the
time being in force made under 17A of
the Data Protection Act 2018 (adequacy
decisions by the Secretary of State)

anywhere in the world not prohibited by
the Buyer

Framework Ref: RM6229
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Staff Vetting Procedure (see Paragraph 6)

The Buyer requires a Staff Vetting Procedure other than BPSS O

Where an alternative Staff Vetting Procedure is required, the procedure is:

N/A

Optional requirements

1.3 Where the Buyer has selected an option in the table below, the Supplier must comply
with the requirements of the corresponding Paragraph. Where the Buyer has not

selected an option, the corresponding requirement does not apply.

Framework Ref: RM6229
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Security Management Plan (see Paragraph 10)

The Supplier must provide the Buyer with a Security Management Plan detailing how the
requirements for the options selected in this table have been met.

Buyer Security Policies (see Paragraph 11)

The Buyer requires the Supplier to comply with the following policies relating to security
management:

Security testing (see Paragraph 12)

The Supplier must undertake security testing at least once every Contract Year and remediate
any vulnerabilities, where it is technically feasible to do so

Cloud Security Principles (see Paragraph 13)

The Supplier must assess the Supplier System against the Cloud Security Principles

Record keeping (see Paragraph 14)

The Supplier must keep records relating to Subcontractors, Sites, Third-Party Tools and third
parties

Encryption (see Paragraph 15)

The Supplier must encrypt Government Data while at rest or in transit

Protective Monitoring System (see Paragraph 16)

The Supplier must implement an effective Protective Monitoring System

Patching (see Paragraph 17)

The Supplier must patch vulnerabilities in the Supplier System promptly

Malware protection (see Paragraph 18)

The Supplier must use appropriate Anti-virus Software

End-User Devices (see Paragraph 19)

The Supplier must manage End-User Devices appropriately

Vulnerability scanning (see Paragraph 20)

The Supplier must scan the Supplier System monthly for unpatched vulnerabilities

Access control (see Paragraph 21)

Framework Ref: RM6229
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The Supplier must implement effective access control measures for those accessing
Government Data and for Privileged Users

Remote Working (see Paragraph 22)

The Supplier may allow Supplier Staff to undertake Remote Working once an approved
Remote Working Policy is in place

Backup and recovery of Government Data (see Paragraph 23)

The Supplier must have in place systems for the backup and recovery of Government Data

Return and deletion of Government Data (see Paragraph 24)

The Supplier must return or delete Government Data when requested by the Buyer

Physical security (see Paragraph 25)

The Supplier must store Government Data in physically secure locations

Security breaches (see Paragraph 26)

The Supplier must report any Breach of Security to the Buyer promptly

DEFINITIONS

Framework Ref: RM6229
Project Version: v1.0
Model Version: v3.8
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“Anti-virus
Software”

"BPSS"

Framework Ref: RM6229
Project Version: v1.0
Model Version: v3.8

means software that:
€)) protects the Supplier System from the possible introduction

of Malicious Software;

(b) scans for and identifies possible Malicious Software in the
Supplier System;

© if Malicious Software is detected in the Supplier System,
so far as possible:

0] prevents the harmful effects of the Malicious
Software; and

(i) removes the Malicious Software from the
Supplier System;

means the employment controls applied to any individual member of the Supplier Staff that
performs any activity relating to the provision or management of the Services, as set out in
“HMG Baseline Personnel Standard”, Version 7.0, June 2024
(https://www.gov.uk/government/publications/government-baseline-personnel-security-
standard), as that document is updated from time to time;

11
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“Breach of

Security”

"Buyer
Equipment"

"Buyer  Security
Policies"

Framework Ref: RM6229
Project Version: v1.0
Model Version: v3.8

means the occurrence of:

(@)

(b)

(©)

(d)

(€)

(f)

any unauthorised access to or use of the Services, the

Sites, the Supplier System and/or the Government Data;

the loss (physical or otherwise), corruption and/or
unauthorised disclosure of any Government Data,
including copies of such Government Data; and/or

any part of the Supplier System ceasing to be compliant
with the required Certifications;

the installation of Malicious Software in the Supplier
System:

any loss of operational efficiency or failure to operate to
specification as the result of the installation or operation of

Malicious Software in the Supplier System; and

includes any attempt to undertake the activities listed in
sub-Paragraph (a) where the Supplier has reasonable

grounds to suspect that attempt:

0] was part of a wider effort to access information
and communications technology operated by or

on behalf of Central Government Bodies; or

(i) was undertaken, or directed by, a state other

than the United Kingdom;

means any hardware, computer or telecoms devices, and equipment that forms part of the

Buyer System;

means those securities specified by the Buyer in Paragraph 1.3;

12



Framework Schedule 6 (Order Form Template and Call-Off Schedules)

Crown Copyright 2018

“Buyer System”

“Certifications”

“CHECK Scheme”

“CHECK Service
Provider”

“Cloud Security
Principles”

Framework Ref: RM6229
Project Version: v1.0
Model Version: v3.8

means the Buyer's information and communications technology system, including any
software or Buyer Equipment, owned by the Buyer or leased or licenced to it by a third-party,
that:

(a) is used by the Buyer or Supplier in connection with this
Contract;

(b) interfaces with the Supplier System; and/or

(c) is necessary for the Buyer to receive the Services.

means one or more of the following certifications (or equivalent):
@) ISO/IEC 27001:2022 by a UKAS- recognised Certification
Body in respect of the Supplier System, or in respect of a

wider system of which the Supplier System forms part; and
(b) Cyber Essentials Plus; and/or

(©) Cyber Essentials;

means the NCSC’s scheme under which approved companies can conduct authorised
penetration tests of public sector and critical national infrastructure systems and networks;

means a company which, under the CHECK Scheme:

@ has been certified by the NCSC;
(b) holds “Green Light” status; and
© is authorised to provide the IT Health Check services

required by Paragraph 12.2 (Security Testing);

means the NCSC’s document “Implementing the Cloud Security Principles” as updated or
replaced from time to time and found at https://www.ncsc.gov.uk/collection/cloud-security/
implementing-the-cloud-security-principles;

13
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“Contract Year”
means:

14.9.1 a period of 12 months commencing on the Start Date;

14.9.2 thereafter a period of 12 months commencing on each

anniversary of the Start Date;

(@) with the final Contract Year ending on the expiry or

termination of the Term;

“CREST Service . . . . o . .
means a company with an information security accreditation of a security operations centre

P N (1] L ) B

rovider qualification from CREST International;
“Cyber i ifi [ - '
Essentials” means the Cyber Essentials certificate issued under the Cyber Essentials Scheme,

“Cyber E tial . - . .
Ph}(s”er ssentials means the Cyber Essentials Plus certificate issued under the Cyber Essentials Scheme;

nggﬁ:'efssentlals means the Cyber Essentials scheme operated by the NCSC;
“Developed o . . )
System” means the software or system that the Supplier is required to develop under this Contract;

“End-User Device” .
means any personal computers, laptops, tablets, terminals, smartphones or other portable

electronic devices used in the provision of the Services;

"Expected

Behaviours" means the expected behaviours set out and updated from time to time in the Government

Security Classification Policy, currently found at paragraphs 12 to 16 and in the table below
paragraph 16 of https://www.gov.uk/government/publications/government-security-
classifications/guidance-11-working-at-official-html;

Framework Ref: RM6229
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“Government
Data” Means any: .

(a) data, texts, drawings, diagrams, images or sounds (together with any database made
up of any of these) which are embodied in any electronic, magnetic, optical or tangible
media;

(b) Personal Data for which the Buyer is a, or the, Data Controller; or

(c) any meta-data relating to categories of data referred to in Paragraphs (a) or (b);

that is:

(d) supplied to the Supplier by or on behalf of the Buyer; or

(e) that the Supplier is required to generate, Process, Handle, store or transmit under this
Contract;

"Government . . . _ - .
Security means the policy, as updated from time to time, establishing an administrative system to
Classification protect information assets appropriately against prevalent threats, including classification tiers,
Policy"” protective security controls and baseline behaviours, the current version of which is found at
https://www.gov.uk/
government/publications/government-security-classifications;
"Handle"

means any operation performed on data, whether or not by automated means, including
collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction of that data;

IT Health Check means the security testing of the Supplier System;

“Malicious . . .

Software” means any software program or code intended to destroy, interfere with, corrupt, remove,
transmit or cause undesired effects on program files, data or other information, executable
code, applications, macros or configurations;

“NCSC”

means the National Cyber Security Centre, or any successor body performing the functions of
the National Cyber Security Centre;

“NCSC Device

Guidance” means the NCSC’s document “Device Security Guidance”, as updated or replaced from time

to time and found at https://www.ncsc.gov.uk/collection/device-security-guidance;

“Privileged User” . - . . .
means a user with system administration access to the Supplier System, or substantially

similar access privileges;

“Prohibition

Notice” means the meaning given to that term by Paragraph 5.4.

Framework Ref: RM6229
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MPorr?itt%ﬁIr:I; has the meaning given to that term by Paragraph 16.1;

System”

“Relevant . . . - . .

Conviction” means any previous or pen_d_lng_ prosecution, conviction or caution (excluding any spent
conviction under the Rehabilitation of Offenders Act 1974) relating to offences involving
dishonesty, terrorism, immigration, firearms, fraud, forgery, tax evasion, offences against
people (including sexual offences) or any other offences relevant to Services as the Buyer may
specify;

"Remote . ) . .

Location” means [the relevant Supplier Staff's permanent home address authorised by the Supplier or

Sub-contractor (as applicable) for Remote Working OR a location other than a Supplier's or a
Sub-contractor's Site];

"Remote Working" . . . .
9 means the provision or management of the Services by Supplier Staff from a location other

than a Supplier’s or a Sub-contractor’s Site;

"R Worki . . .
emote Working the policy prepared and approved under Paragraph 22 under which Supplier Staff are

Policy" . .
oliey permitted to undertake Remote Working;
"Security . . L .
" means the security controls set out and updated from time to time in the Government Security
Controls o .
Classification Policy, currently found at Paragraph 12 of
https://www.gov.uk/government/publications/government-security-classifications/guidance-
15-considerations-for-security-advisors-html;
“Sites” . . . , . . . .
means any premises (including the Buyer’s Premises, the Supplier's premises or third party
premises):
€) from, to or at which:
@ the Services are (or are to be) provided; or
(i) the Supplier manages, organises or otherwise
directs the provision or the use of the Services;
or
(b) where:
0] any part of the Supplier System is situated; or
(i) any physical interface with the Buyer System
takes place;

Framework Ref: RM6229
Project Version: v1.0 16
Model Version: v3.8


https://www.gov.uk/government/publications/government-security-classifications/guidance-15-considerations-for-security-advisors-html
https://www.gov.uk/government/publications/government-security-classifications/guidance-15-considerations-for-security-advisors-html

Framework Schedule 6 (Order Form Template and Call-Off Schedules)
Crown Copyright 2018

P?(t)?:ft];dure" vetting means the procedure for vetting Supplier Staff set out in Paragraph 6;
“Subcontractor )
Staff” means:

€)) any individual engaged, directly or indirectly, or employed,
by any Subcontractor; and

(b) engaged in or likely to be engaged in:
0] the performance or management of the
Services; or
(i) the provision of facilities or services that are

necessary for the provision of the Services;

Framework Ref: RM6229
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Supplier System” means

€)) any:
0] information assets,
(i) IT systems,
(iii) IT services; or
(iv) Sites,

that the Supplier or any Subcontractor will use to Handle, or

support the Handling of, Government Data and provide, or
support the provision of, the Services; and

(b) the associated information management system, including
all relevant:
0] organisational structure diagrams;
(i) controls;
(iii) policies;
(iv) practices;
(V) procedures;
(vi) processes; and
(vii) resources;

Third-party Tool means any software used by the Supplier by which the Government Data is accessed,

analysed or modified, or some form of operation is performed on it;

Framework Ref: RM6229
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"UKAS-
recognised
Certification
Body"

Framework Ref: RM6229
Project Version: v1.0
Model Version: v3.8

means:

(@)

(b)

an organisation accredited by UKAS to provide certification of
ISO/IEC27001:2013 and/or ISO/IEC27001:2022; or

an organisation accredited to provide certification  of
ISO/IEC27001:2013 and/or ISO/IEC27001:2022 by a body with the
equivalent functions as UKAS in a state with which the UK has a mutual
recognition agreement recognising the technical equivalence of

accredited conformity assessment.
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3.1

(a)

(b)

3.2

(b)

3.3

4.2

Part One: Core Requirements

HANDLING GOVERNMENT DATA

The Supplier acknowledges that it:

must only Handle Government Data that is classified as OFFICIAL; and

must not Handle Government Data that is classified as SECRET or TOP SECRET.
The Supplier must:

not alter the classification of any Government Data.

if it becomes aware that it has Handled any Government Data classified as SECRET
or TOP SECRET the Supplier must:

i.  immediately inform the Buyer; and
i.  follow any instructions from the Buyer concerning the Government Data.

The Supplier must, and must ensure that Sub-contractors and Supplier Staff, when

Handling Government Data, comply with:
the Expected Behaviours; and

the Security Controls.

CERTIFICATION REQUIREMENTS

Where the Buyer has not specified Certifications under Paragraph 1, the Supplier must
ensure that it and any Subcontractors that Handle Government Data are certified as

compliant with Cyber Essentials (or equivalent).

Where the Buyer has specified Certifications under Paragraph 1, the Supplier must

ensure that both:

Framework Ref: RM6229
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(a) it; and
(b) any Subcontractor that Processes Government Data,

are certified as compliant with the Certifications specified by the Buyer in Paragraph 1 (or

equivalent certifications):

4.3 The Supplier must ensure that the specified Certifications (or their equivalent) are in

place for it and any relevant Subcontractor:
(a) before the Supplier or any Subcontractor Handles Government Data; and
(b) throughout the Term.
5 LOCATION

5.1 Where the Buyer has not specified any locations or territories in Paragraph 1, the
Supplier must not, and ensure that Subcontractors do not store, access or Handle

Government Data outside:
(a) the United Kingdom; or

(b) a location permitted by and in accordance with any regulations for the time being in
force made under section 17A of the Data Protection Act 2018 (adequacy decisions
by the Secretary of State).

5.2 Where the Buyer has specified locations or territories in Paragraph 1, the Supplier
must, and ensure that all Subcontractors, at all times store, access or Handle

Government Data only in or from the geographic areas specified by the Buyer.

5.3 The Supplier must, and must ensure that its Subcontractors store, access or Handle

Government Data in a facility operated by an entity where:

(a) the entity has entered into a binding agreement with the Supplier or Subcontractor

(as applicable);(b) that binding agreement includes obligations on the entity in relation

Framework Ref: RM6229
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54

55

6.1

to security management at least an onerous as those relating to Subcontractors in this

Annex;
(c) the Supplier or Subcontractor has taken reasonable steps to assure itself that:
(i) the entity complies with the binding agreement; and

(i) the Subcontractor's system has in place appropriate technical and
organisational measures to ensure that the Subcontractor will store,
access, manage and/or Process the Government Data as required by this

Annex;

5.3.1 the Buyer has not given the Supplier a Prohibition Notice under

Paragraph 5.4.

The Buyer may by notice in writing at any time give notice to the Supplier that it and its
Subcontractors must not undertake or permit to be undertaken the storage, accessing
or Processing of Government Data in one or more countries or territories (a
“Prohibition Notice”).

Where the Supplier must and must ensure Subcontractors comply with the

requirements of a Prohibition Notice within 40 Working Days of the date of the notice.
STAFF VETTING

The Supplier must not allow Supplier Staff, and must ensure that Subcontractors do

not allow Subcontractor Staff, to access or Handle Government Data, if that person:
(a) has not completed the Staff Vetting Procedure; or
(b) where no Staff Vetting Procedure is specified in the Order Form:

i. has not undergone the checks required for the BPSS to verify:

A. the individual’s identity;

Framework Ref: RM6229
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6.2

7.1

(a)

(b)

(a)

B. where that individual will work in the United Kingdom, the
individual’s nationality and immigration status so as to

demonstrate that they have a right to work in the United

Kingdom; and
C. the individual’'s previous employment history; and
D. that the individual has no Relevant Convictions; and

ii. national security vetting clearance to the level specified by the
Authority for such individuals or such roles as the Authority may

specify.

Where the Supplier considers it cannot ensure that a Sub-contractor will undertake

the relevant security checks on any Sub-contractor Staff, it must;

as soon as practicable, and in any event within 20 Working Days of becoming aware
of the issue, notify the Buyer;

provide such information relating to the Sub-contractor, its vetting processes and the
roles the affected Sub-contractor staff will perform as the Buyer reasonably requires;
and

comply, at the Supplier's cost, with all directions the Buyer may provide concerning
the vetting of the affected Sub-contractor Staff and the management of the Sub-

contract.
SUPPLIER ASSURANCE LETTER

The Supplier must, no later than the last day of each Contract Year, provide to the
Buyer a letter from its [chief technology officer] (or equivalent officer) confirming that,

having made due and careful enquiry:

the Supplier has in the previous year carried out all tests and has in place all

procedures required in relation to security matters required by this Contract;
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(b) it has fully complied with all requirements of this Annex; and

(c) all Subcontractors have complied with the requirements of this Annex with which the

Supplier is required to ensure they comply;
(d) the Supplier considers that its security and risk mitigation procedures remain effective.
8 ASSURANCE

8.1 The Supplier must provide such information and documents as the Buyer may request
in order to demonstrate the Supplier's and any Subcontractors’ compliance with this

Annex.
8.2 The Supplier must provide that information and those documents:
(a) at no cost to the Buyer;
(b) within 10 Working Days of a request by the Buyer;

(a) except in the case of original document, in the format and with the content and

information required by the Buyer; and
(b) in the case of original document, as a full, unedited and unredacted copy.
9 USE OF SUBCONTRACTORS AND THIRD PARTIES

9.1 The Supplier must ensure that Subcontractors and any other third parties that store,
have access to or Handle Government Data comply with the requirements of this

Annex.
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Part Two: Additional Requirements

10 SECURITY MANAGEMENT PLAN

10.1  This Paragraph 10 applies only where the Buyer has selected this option in Paragraph
1.3.

Preparation of Security Management Plan

10.2  The Supplier shall document in the Security Management Plan how the Supplier and
its Sub-contractors shall comply with the requirements set out in this Annex and the

Contract in order to ensure the security of the Supplier solution and the Buyer data.

10.3 The Supplier shall prepare and submit to the Buyer within 20 Working Days of the date
of this Contract, the Security Management Plan, which must include a description of
how all the options selected in this Annex are being met along with evidence of the
required certifications for the Supplier and any Subcontractors specified in Paragraph
3.

Approval of Security Management Plan

10.4 The Buyer shall review the Supplier's proposed Security Management Plan as soon

as possible and must issue the Supplier with either:

(a) an information security approval statement, which shall confirm that the Supplier may

operate the service and process Buyer data; or

(b) a rejection notice, which shall set out the Buyer's reasons for rejection the Security

Management Plan.

10.5 If the Buyer rejects the Supplier's proposed Security Management Plan, the Supplier
must prepare a revised Security Management Plan taking the Buyer's reasons into
account, which the Supplier must submit to the Buyer for review within 10 Working

Days of the date of the rejection, or such other period agreed with the Buyer.
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10.6

10.7

The process set out in Paragraph 10.5 shall be repeated until such time as the
Authority issues a Risk Management Approval Statement to the Supplier or terminates

this Contract.

The rejection by the Buyer of a second revised Security Management Plan is a material
Default of this Contract.

Updating Security Management Plan

10.8 The Supplier shall regularly review and update the Security Management Plan, and
provide such to the Buyer, at least once each year and as required by this Paragraph.

Monitoring

10.9 The Supplier shall notify the Buyer within 2 Working Days after becoming aware of:

(a) a significant change to the components or architecture of the Supplier System;

(b) a new risk to the components or architecture of the Supplier System;

(c) a vulnerability to the components or architecture of the Supplier System using an
industry standard vulnerability scoring mechanism;

(d) a change in the threat profile;

(e) a significant change to any risk component;

(f) a significant change in the quantity of Personal Data held within the Service;

(g) a proposal to change any of the Sites from which any part of the Services are provided;
and/or

(h) an 1SO27001 audit report produced in connection with the Certification indicates
significant concerns.

10.10 Within 10 Working Days of such notifying the Buyer or such other timescale as may be
agreed with the Buyer, the Supplier shall make the necessary changes to the Security
Management Plan and submit the updated Security Management Plan to the Buyer for
review and approval.

11 BUYER SECURITY POLICIES
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111

11.2

(d)

12.2

(b)

(d)

The Supplier must comply, when it provides the Services and operates and manages
the Supplier System, with all Buyer Security Policies identified in the relevant option in

Paragraph 1.3.

If there is an inconsistency between the Buyer Security Policies and the requirement
of this Annex, then the requirements of this Annex will prevail to the extent of that

inconsistency.

SECURITY TESTING

The Supplier must:

before Handling Government Data;

at least once during each Contract Year; and

undertake the following activities:

conduct security testing of the Supplier System (an “IT Health Check”) in accordance

with Paragraph 12.2; and

implement any findings, and remedy any vulnerabilities identified by the IT Health

Check in accordance with Paragraph 12.3.

In arranging an IT Health Check, the Supplier must:

use only a CHECK Service Provider or CREST Service Provider to perform the IT
Health Check;

design and plan for the IT Health Check so as to minimise the impact of the IT Health

Check on the Supplier System and the delivery of the Services;

ensure that the scope of the IT Health Check encompasses the components of the

Supplier System used to access, store, Process or manage Government Data; and

ensure that the IT Health Check provides for effective penetration testing of the

Supplier System.
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12.3  The Supplier treat any vulnerabilities as follows:

(a) the Supplier must remedy any vulnerabilities classified as high in the IT Health Check
report:

i. if it is technically feasible to do so, within 5 Working Days of

becoming aware of the vulnerability and its classification; or

ii. if it is technical feasible to remedy the vulnerability but not
technically feasible to do so as required by Paragraph 12.3i, then
as soon as reasonably practicable after becoming aware of the

vulnerability and its classification;

(b) the Supplier must remedy any vulnerabilities classified as high in the IT Health Check

report:

i. if it is technically feasible to do so, within 1 month of becoming

aware of the vulnerability and its classification; or

ii. if it is technical feasible to remedy the vulnerability but not
technically feasible to do so as required by Paragraph 12.3(b)(i),
then as soon as reasonably practicable after becoming aware of

the vulnerability and its classification;

(c) the Supplier must remedy any vulnerabilities classified as medium in the IT Heath

Check report:

iii. if it is technically feasible to do so, within 3 months of becoming

aware of the vulnerability and its classification; or

iv. if it is technical feasible to remedy the vulnerability but not
technically feasible to do so as required by Paragraph 12.3iii, then
as soon as reasonably practicable after becoming aware of the

vulnerability and its classification;
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13

13.1

13.2

133

13.4

(a)

(b)

14

14.1

(a)

12.3.2 where it is not technically feasible to remedy the vulnerability, the Supplier
must implement appropriate technical and organisational measures to

mitigate the risk posed by the vulnerability.
CLOUD SECURITY PRINCIPLES

The Supplier must ensure that the Supplier System complies with the Cloud Security
Principles.

The Supplier must assess the Supplier System against the Cloud Security Principles

to assure itself that it complies with Paragraph 13.1:
13.2.1 before Handling Government Data;
13.2.2 at least once each Contract Year; and
13.2.3 when required by the Buyer.

Where the Cloud Security Principles provide for various options, the Supplier must

document the option it has chosen to implement and its reasons for doing do.
The Supplier must:
keep records of any assessment that it makes under Paragraph 13.2; and

provide copies of those records to the Buyer within 10 Working Days of any request

by the Buyer.
INFORMATION ABOUT SUBCONTRACTORS, SITES AND THIRD-PARTY TOOLS
The Supplier must keep the following records:

for Subcontractors or third parties that store, have access to or Handle Government

Data:

i. the Subcontractor or third party’s name:
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A. legal name;
B. trading name (if any); and
C. registration details (where the Subcontractor is not an

individual), including:

(A) country of registration;

(B) registration number (if applicable); and

(Q registered address;
D. the Certifications held by the Subcontractor or third party;
E. the Sites used by the Subcontractor or third party;
F. the Services provided or activities undertaken by the

Subcontractor or third party;

G. the access the Subcontractor or third party has to the

Supplier System;

H. the Government Data Handled by the Subcontractor or

third party; and

l. the measures the Subcontractor or third party has in place

to comply with the requirements of this Annex;

for Sites from or at which Government Data is accessed or
Handled:

A. the location of the Site;
B. the operator of the Site, including the operator’s:
(A) legal name;
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(B) trading name (if any); and

(© registration details (where the Subcontractor is

not an individual);

C. the Certifications that apply to the Site;
D. the Government Data stored at, or Handled from, the site;
and

iii. for Third-party Tools:
A. the name of the Third-Party Tool;

iv. the nature of the activity or operation performed by the Third-Party

Tool on the Government Data; and

A. in respect of the entity providing the Third-Party Tool, its:
(A) full legal name;
(B) trading name (if any)
() country of registration;
(D) registration number (if applicable); and

(E)registered address.
14.2  The Supplier must update the records it keeps in accordance with Paragraph 14.1:
(a) at least four times each Contract Year;

(b) whenever a Subcontractor, third party that accesses or Handles Government Data,

Third-party Tool or Site changes; or

(c) whenever required to go so by the Buyer.
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14.3

15

15.1

16

l6.1

(b)

()

(d)

16.2

(a)

(b)

The Supplier must provide copies of the records it keeps in accordance with
Paragraph 14.1 to the Buyer within 10 Working Days of any request by the Buyer.

ENCRYPTION

The Supplier must, and must ensure that all Subcontractors, encrypt Government
Data:

15.1.1 when stored at any time when no operation is being performed on it,

including when stored on any portable storage media; and
15.1.2 when transmitted.
PROTECTIVE MONITORING SYSTEM

The Supplier must, and must ensure that Subcontractors, implement an effective
system of monitoring and reports, analysing access to and use of the Supplier System

and the Government Data to:
identify and prevent any potential Breach of Security;
respond effectively and in a timely manner to any Breach of Security that does;

identify and implement changes to the Supplier System to prevent future any Breach

of Security; and

help detect and prevent any potential criminal offence relating to fraud, bribery or

corruption using the Supplier System,

(the “Protective Monitoring System”).

The Protective Monitoring System must provide for:

event logs and audit records of access to the Supplier System; and

regular reports and alerts to identify:

Framework Ref: RM6229
Project Version: v1.0 32
Model Version: v3.8



Framework Schedule 6 (Order Form Template and Call-Off Schedules)
Crown Copyright 2018

i. changing access trends;
ii. unusual usage patterns; or
iii. the access of greater than usual volumes of Government Data; and

iv. the detection and prevention of any attack on the Supplier System

using common cyber-attack techniques.
17 PATCHING

17.1  The Supplier must, and must ensure that Subcontractors, treat any public releases of
patches for vulnerabilities as follows:

(a) the Supplier must patch any vulnerabilities classified as “critical”:

i. if it is technically feasible to do so, within 5 Working Days of the

public release; or

ii. if it is technical feasible to patch the vulnerability but not technically
feasible to do so as required by Paragraph 17.1(a)(i), then as soon

as reasonably practicable after the public release;
(b) the Supplier must patch any vulnerabilities classified as “important”:

i. if it is technically feasible to do so, within 1 month of the public

release; or

ii. if it is technical feasible to patch the vulnerability but not technically
feasible to do so as required by Paragraph 17.1i, then as soon as

reasonably practicable after the public release;
(c) the Supplier must remedy any vulnerabilities classified as “other” in the public release:

i. if it is technically feasible to do so, within 2 months of the public

release; or
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(d)

18

18.1

18.2

(a)

(b)

()

19

19.1

(a)

ii. if it is technical feasible to remedy the vulnerability but not
technically feasible to do so as required by Paragraph 17.1(c)(i),

then as soon as reasonably practicable after the public release;

where it is not technically feasible to patch the vulnerability, the Supplier must
implement appropriate technical and organisational measures to mitigate the risk
posed by the vulnerability.

MALWARE PROTECTION

The Supplier shall install and maintain Anti-virus Software or procure that Anti-virus

Software is installed and maintained on the Supplier System.
The Supplier must ensure that such Anti-virus Software:

prevents the installation of the most common forms of Malicious Software in the
Supplier System;

performs regular scans of the Supplier System to check for Malicious Software; and

where Malicious Software has been introduced into the Supplier System, so far as

practicable
i prevents the harmful effects from the Malicious Software; and
ii. removes the Malicious Software from the Supplier System.
END-USER DEVICES

The Supplier must, and must ensure that all Subcontractors, manage all End-User
Devices on which Government Data is stored or Handled in accordance with the

following requirements:

the operating system and any applications that store, Handle or have access to
Government Data must be in current support by the vendor, or the relevant community

in the case of open source operating systems or applications;
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(b)

(c)

(d)

(e)

(f)

(8)

19.2

20

20.1

(a)

(b)

21

211

users must authenticate before gaining access;

all Government Data must be encrypted using a suitable encryption tool;

the End-User Device must lock and require any user to re-authenticate after a period
of time that is proportionate to the risk environment, during which the End-User Device

is inactive;

the End-User Device must be managed in a way that allows for the application of
technical policies and controls over applications that have access to Government Data

to ensure the security of that Government Data;

the Supplier or Subcontractor, as applicable, can, without physical access to the End-
User Device, remove or make inaccessible all Government Data stored on the device

and prevent any user or group of users from accessing the device;
all End-User Devices are within the scope of any required Certification.

The Supplier must comply, and ensure that all Subcontractors comply, with the
recommendations in NCSC Device Guidance as if those recommendations were

incorporated as specific obligations under this Contract.

VULNERABILITY SCANNING

The Supplier must:

scan the Supplier System at least once every month to identify any unpatched

vulnerabilities; and

if the scan identifies any unpatched vulnerabilities, ensure they are patched in

accordance with Paragraph 17.
ACCESS CONTROL

The Supplier must, and must ensure that all Subcontractors:
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(a) identify and authenticate all persons who access the Supplier System before they do

SO;

(b) require multi-factor authentication for all user accounts that have access to
Government Data or that are Privileged Users;

(c) allow access only to those parts of the Supplier System and Sites that those persons

require;
(d) maintain records detailing each person’s access to the Supplier System.

21.2  The Supplier must ensure, and must ensure that all Subcontractors ensure, that the
user accounts for Privileged Users of the Supplier System:

(a) are allocated to a single, individual user;

(b) are accessible only from dedicated End-User Devices;

(c) are configured so that those accounts can only be used for system administration

tasks;
(d) require passwords with high complexity that are changed regularly;

(e) automatically log the user out of the Supplier System after a period of time that is

proportionate to the risk environment during which the account is inactive; and

(f) are:

i. restricted to a single role or small number of roles;

ii. time limited; and

iii. restrict the Privileged User’s access to the internet.

22 REMOTE WORKING

22.1  The Supplier must ensure, and ensure that Sub-contractors ensure, that:
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(a)

(b)

22.2

(b)

(d)

22.3

(a)

(b)

(d)

unless in writing by the Authority, Privileged Users do not undertake Remote Working;

where the Authority permits Remote Working by Privileged Users, the Supplier
ensures, and ensures that Sub-contractors ensure, that such Remote Working takes
place only in accordance with any conditions imposed by the Authority.

Where the Supplier or a Sub-contractor wishes to permit Supplier Staff to undertake

Remote Working, it must:

prepare and have approved by the Buyer in the Remote Working Policy in accordance

with this Paragraph;

undertake and, where applicable, ensure that any relevant Sub-contractors undertake,
all steps required by the Remote Working Policy;

ensure that Supplier Staff undertake Remote Working only in accordance with the
Remote Working Policy;

may not permit any Supplier Staff or the Supplier or any Sub-contractor to undertake

Remote Working until the Remote Working Policy is approved by the Buyer.
The Remote Working Policy must include or make provision for the following matters:

restricting or prohibiting Supplier Staff from printing documents in any Remote

Location;

restricting or prohibiting Supplier Staff from downloading any Government Data to any

End-User Device other than an End User Device that:
i. is provided by the Supplier or Sub-contractor (as appropriate); and
ii. complies with the requirements set out in Paragraph 3 (End-User Devices);

ensuring that Supplier Staff comply with the Expected Behaviours (so far as they are

applicable);

giving effect to the Security Controls (so far as they are applicable); and
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(e) for each different category of Supplier Staff subject to the proposed Remote Working

22.4

23

23.1

(a)

(b)

23.2

(b)

Palicy:

i.  thetypes and volumes of Government Data that the Supplier Staff can Handle
in a Remote Location and the Handling that those Supplier Staff will undertake;

ii. any identified security risks arising from the proposed Handling in a Remote
Location;

iii.  the mitigations, controls and security measures the Supplier or Sub-contractor

(as applicable) will implement to mitigate the identified risks; and
iv.  the business rules with which the Supplier Staff must comply.

The Supplier may submit a proposed Remote Working Policy for consideration at any
time.

BACKUP AND RECOVERY OF GOVERNMENT DATA
The Supplier must ensure that the Supplier System:

backs up and allows for the recovery of Government Data to achieve the recovery point
and recovery time objectives specified by the Buyer, or in accordance with Good
Industry Practice where the Buyer has not specified; and

retains backups of the Government Data for the period specified by the Buyer, or in
accordance with Good Industry Practice where the Buyer has not specified.

The Supplier must ensure the Supplier System:

uses backup location for Government Data that are physically and logically separate

from the rest of the Supplier System;
the backup system monitors backups of Government Data to:
i. identify any backup failure; and

ii.  confirm the integrity of the Government Data backed up;
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(c) any backup failure is remedied properly;
(d) the backup system monitors backups of Government Data to:
i.  identify any recovery failure; and
i.  confirm the integrity of Government Data recovered; and
(e) any recovery failure is promptly remedied.
24 RETURN AND DELETION OF GOVERNMENT DATA

24.1  Subject to Paragraph 24.2, when requested to do so by the Buyer, the Supplier must,
and must ensure that all Subcontractors:

(a) securely erase any or all Government Data held by the Supplier or Subcontractor using
a deletion method that ensures that even a determined expert using specialist

techniques can recover only a small fraction of the data deleted; or

(b) provide the Buyer with copies of any or all Government Data held by the Supplier or

Subcontractor using the method specified by the Buyer.
24.2  Paragraph 24.1 does not apply to Government Data:
(a) that is Personal Data in respect of which the Supplier is a Controller;
(b) to which the Supplier has rights to Handle independently from this Contract; or
(c) in respect of which, the Supplier is under an obligation imposed by Law to retain.

24.3  The Supplier must, and must ensure that all Sub-contractors, provide the Buyer with

copies of any or all Buyer Data held by the Supplier or Sub-contractor:
(a) when requested to do so by the Buyer; and
(b) using the method specified by the Buyer.

25 PHYSICAL SECURITY
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25.1

26

26.1

(b)

(c)

The Supplier must, and must ensure that Subcontractors, store the Government Data

on servers housed in physically secure locations.
BREACH OF SECURITY

If the Supplier becomes aware of a Breach of Security that impacts or has the potential
to impact the Government Data, it shall:

notify the Buyer as soon as reasonably practicable after becoming aware of the breach,

and in any event within [24] hours;

provide such assistance to the Buyer as the Buyer requires until the Breach of Security
and any impacts or potential impacts on the Buyer are resolved to the Buyer's

satisfaction;

where the Law requires the Buyer to report a Breach of Security to the appropriate
regulator provide such information and other input as the Buyer requires within the

timescales specified by the Buyer.
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Joint Schedule 2 (Variation Form)

This form is to be used in order to change a contract in accordance with Clause 24

(Changing the Contract)

Contract Details

This variation is between:

Infected Blood Compensation Authority (“the Buyer")

And

Reed Specialist Recruitment ("the Supplier")

Contract name:

Bulk Claim Manager Recruitment (“the Contract”)

Contract reference number:

PROC_CSR_206

Details of Proposed Variation

Variation initiated by:

[delete as applicable: CCS/Buyer/Supplier]

Variation number:

[insert variation number]

Date variation is raised:

[insert date]

Proposed variation

Reason for the variation:

[insert reason]

An Impact Assessment shall
be provided within:

[insert number] days

Impact of Variation

Likely impact of the proposed
variation:

[Supplier to insert assessment of impact]

Outcome of Variation

Contract variation:

This Contract detailed above is varied as follows:

e [CCS/Buyer to insert original Clauses or Paragraphs to

be varied and the changed clause]

Financial variation:

Original Contract Value:

£ [insert amount]

Additional cost due to variation:

£ [insert amount]

New Contract value:

£ [insert amount]

1. This Variation must be agreed and signed by both Parties to the Contract and shall only be
effective from the date it is signed by the Buyer.

2.  Words and expressions in this Variation shall have the meanings given to them in the Contract.

3. The Contract, including any previous Variations, shall remain effective and unaltered except as

amended by this Variation.
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Signed by an authorised signatory for and on behalf of the Buyer

Signature

Date

Name (in Capitals)

Address

Signed by an authorised signatory to sign for and on behalf of the Supplier

Signature

Date

Name (in Capitals)

Address
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Joint Schedule 3 (Insurance Requirements)

1. The insurance you need to have

11

1.2

1.3

The Supplier shall take out and maintain, or procure the taking out and
maintenance of the insurances as set out in the Annex to this Schedule, any
additional insurances required under a Call-Off Contract (specified in the
applicable Order Form) ("Additional Insurances") and any other insurances
as may be required by applicable Law (together the “Insurances”). The
Supplier shall ensure that each of the Insurances is effective no later than:

1.1.1 the Framework Start Date in respect of those Insurances set out in the
Annex to this Schedule and those required by applicable Law; and

1.1.2 the Call-Off Contract Effective Date in respect of the Additional
Insurances.

The Insurances shall be:
1.2.1 maintained in accordance with Good Industry Practice;

1.2.2 (so far as is reasonably practicable) on terms no less favourable than
those generally available to a prudent contractor in respect of risks
insured in the international insurance market from time to time;

1.2.3 taken out and maintained with insurers of good financial standing and
good repute in the international insurance market; and

1.2.4 maintained for at least six (6) years after the End Date.

The Supplier shall ensure that the public and products liability policy contain
an indemnity to principals clause under which the Relevant Authority shall be
indemnified in respect of claims made against the Relevant Authority in
respect of death or bodily injury or third party property damage arising out of
or in connection with the Deliverables and for which the Supplier is legally
liable.

2. How to manage the insurance

2.1

Without limiting the other provisions of this Contract, the Supplier shall:

2.1.1 take or procure the taking of all reasonable risk management and risk
control measures in relation to Deliverables as it would be reasonable
to expect of a prudent contractor acting in accordance with Good
Industry Practice, including the investigation and reports of relevant
claims to insurers;

2.1.2 promptly notify the insurers in writing of any relevant material fact
under any Insurances of which the Supplier is or becomes aware; and
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2.1.3 hold all policies in respect of the Insurances and cause any insurance
broker effecting the Insurances to hold any insurance slips and other
evidence of placing cover representing any of the Insurances to which
itis a party.

3. What happens if you aren’t insured

3.1 The Supplier shall not take any action or fail to take any action or (insofar as
is reasonably within its power) permit anything to occur in relation to it which
would entitle any insurer to refuse to pay any claim under any of the
Insurances.

3.2 Where the Supplier has failed to purchase or maintain any of the Insurances
in full force and effect, the Relevant Authority may elect (but shall not be
obliged) following written notice to the Supplier to purchase the relevant
Insurances and recover the reasonable premium and other reasonable costs
incurred in connection therewith as a debt due from the Supplier.

4. Evidence of insurance you must provide

4.1 The Supplier shall upon the Start Date and within 15 Working Days after the
renewal of each of the Insurances, provide evidence, in a form satisfactory to
the Relevant Authority, that the Insurances are in force and effect and meet
in full the requirements of this Schedule.

5. Making sure you are insured to the required amount

5.1 The Supplier shall ensure that any Insurances which are stated to have a
minimum limit "in the aggregate" are maintained at all times for the minimum
limit of indemnity specified in this Contract and if any claims are made which
do not relate to this Contract then the Supplier shall notify the Relevant
Authority and provide details of its proposed solution for maintaining the
minimum limit of indemnity.

6. Cancelled Insurance

6.1 The Supplier shall notify the Relevant Authority in writing at least five
(5) Working Days prior to the cancellation, suspension, termination or non-
renewal of any of the Insurances.

6.2 The Supplier shall ensure that nothing is done which would entitle the relevant
insurer to cancel, rescind or suspend any insurance or cover, or to treat any
insurance, cover or claim as voided in whole or part. The Supplier shall use
all reasonable endeavours to notify the Relevant Authority (subject to third
party confidentiality obligations) as soon as practicable when it becomes
aware of any relevant fact, circumstance or matter which has caused, or is
reasonably likely to provide grounds to, the relevant insurer to give notice to
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cancel, rescind, suspend or void any insurance, or any cover or claim under
any insurance in whole or in part.

7. Insurance claims

7.1 The Supplier shall promptly notify to insurers any matter arising from, or in
relation to, the Deliverables, or each Contract for which it may be entitled to
claim under any of the Insurances. In the event that the Relevant Authority
receives a claim relating to or arising out of a Contract or the Deliverables,
the Supplier shall co-operate with the Relevant Authority and assist it in
dealing with such claims including without limitation providing information and
documentation in a timely manner.

7.2 Except where the Relevant Authority is the claimant party, the Supplier shall
give the Relevant Authority notice within twenty (20) Working Days after any
insurance claim in excess of 10% of the sum required to be insured pursuant
to Paragraph 5.1 relating to or arising out of the provision of the Deliverables
or this Contract on any of the Insurances or which, but for the application of
the applicable policy excess, would be made on any of the Insurances and (if
required by the Relevant Authority) full details of the incident giving rise to the
claim.

7.3 Where any Insurance requires payment of a premium, the Supplier shall be
liable for and shall promptly pay such premium.

7.4 Where any Insurance is subject to an excess or deductible below which the
indemnity from insurers is excluded, the Supplier shall be liable for such
excess or deductible. The Supplier shall not be entitled to recover from the
Relevant Authority any sum paid by way of excess or deductible under the
Insurances whether under the terms of this Contract or otherwise.
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ANNEX: REQUIRED INSURANCES

1. The Supplier shall hold the following [standard] insurance cover from the
Framework Start Date in accordance with this Schedule:

1.1 professional indemnity insurance [with cover (for a single event or a series of
related events and in the aggregate) of not less than] one million pounds
(£1,000,000);

1.2 public liability insurance [with cover (for a single event or a series of related
events and in the aggregate)] of not less than five million pounds
(£5,000,000); and

1.3 employers’ liability insurance [with cover (for a single event or a series of
related events and in the aggregate) of not less than] five million pounds
(£5,000,000).
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Joint Schedule 4 (Commercially Sensitive
Information)

1. What is the Commercially Sensitive Information?

1.11In this Schedule the Parties have sought to identify the Supplier's Confidential
Information that is genuinely commercially sensitive and the disclosure of which
would be the subject of an exemption under the FOIA and the EIRs.

1.2Where possible, the Parties have sought to identify when any relevant
Information will cease to fall into the category of Information to which this
Schedule applies in the table below and in the Order Form (which shall be
deemed incorporated into the table below).

1.3Without prejudice to the Relevant Authority's obligation to disclose Information
in accordance with FOIA or Clause 16 (When you can share information), the
Relevant Authority will, in its sole discretion, acting reasonably, seek to apply
the relevant exemption set out in the FOIA to the following Information:
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No

Date

Item(s)

Duration
of
Confiden
tiality

16/04/
25

Internal policies and procedures
as this can reveal sources of
Reed’s competitive advantage
and intellectual property

The price of any individual
service elements, in order to
protect Reed’s pricing strategy
Any financial information not in
Reed’s published accounts as
this can highlight areas of
investment and strategic
objectives

Performance statistics in
relation to Reed’s candidate
database, clients, employees,
and temporary and permanent
bookings and orders, as these
can reveal the strengths and
weaknesses of Reed’s overall
recruitment capabilities

Any details pertaining to Reed’s
Clients as this is bound by client
confidentiality and restricted by
confidentially agreements
Technological processes and
systems as this can reveal
sources of Reed’s competitive
advantage and intellectual

property

3 years
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Joint Schedule 5 (Corporate Social Responsibility)

1. What we expect from our Suppliers

1.1 In September 2017, HM Government published a Supplier Code of Conduct
setting out the standards and behaviours expected of suppliers who work
with government.
(https://www.gov.uk/government/uploads/system/uploads/attachment data/fi
le/646497/2017-09-

13 Official Sensitive Supplier Code of Conduct September 2017.pdf)

1.2 CCS expects its suppliers and subcontractors to meet the standards set out
in that Code. In addition, CCS expects its suppliers and subcontractors to
comply with the standards set out in this Schedule.

1.3 The Supplier acknowledges that the Buyer may have additional
requirements in relation to corporate social responsibility. The Buyer
expects that the Supplier and its Subcontractors will comply with such
corporate social responsibility requirements as the Buyer may notify to the
Supplier from time to time.

2. Equality and Accessibility

2.1 In addition to legal obligations, the Supplier shall support CCS and the
Buyer in fulfilling its Public Sector Equality duty under S149 of the Equality
Act 2010 by ensuring that it fulfils its obligations under each Contract in a
way that seeks to:

2.1.1 eliminate discrimination, harassment or victimisation of any
kind; and

2.1.2 advance equality of opportunity and good relations between
those with a protected characteristic (age, disability, gender
reassignment, pregnancy and maternity, race, religion or
belief, sex, sexual orientation, and marriage and civil
partnership) and those who do not share it.

3. Modern Slavery, Child Labour and Inhumane Treatment
"Modern Slavery Helpline" means the mechanism for reporting suspicion, seeking
help or advice and information on the subject of modern slavery available online

at https://www.modernslaveryhelpline.org/report or by telephone on 08000 121
700.

3.1 The Supplier:

3.1.1 shall not use, nor allow its Subcontractors to use forced, bonded or
involuntary prison labour;
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3.1.2

3.1.3

3.14

3.1.5

3.1.6

3.1.7

3.1.8

3.1.9

3.1.10

3.1.11

shall not require any Supplier Staff or Subcontractor Staff to lodge
deposits or identify papers with the Employer and shall be free to
leave their employer after reasonable notice;

warrants and represents that it has not been convicted of any
slavery or human trafficking offences anywhere around the world.

warrants that to the best of its knowledge it is not currently under
investigation, inquiry or enforcement proceedings in relation to any
allegation of slavery or human trafficking offenses anywhere around
the world.

shall make reasonable enquires to ensure that its officers,
employees and Subcontractors have not been convicted of slavery
or human trafficking offenses anywhere around the world.

shall have and maintain throughout the term of each Contract its
own policies and procedures to ensure its compliance with the
Modern Slavery Act and include in its contracts with its
Subcontractors anti-slavery and human trafficking provisions;

shall implement due diligence procedures to ensure that there is no
slavery or human trafficking in any part of its supply chain
performing obligations under a Contract;

shall prepare and deliver to CCS, an annual slavery and human
trafficking report setting out the steps it has taken to ensure that
slavery and human trafficking is not taking place in any of its supply
chains or in any part of its business with its annual certification of
compliance with Paragraph 3;

shall not use, nor allow its employees or Subcontractors to use
physical abuse or discipline, the threat of physical abuse, sexual or
other harassment and verbal abuse or other forms of intimidation of
its employees or Subcontractors;

shall not use or allow child or slave labour to be used by its
Subcontractors;

shall report the discovery or suspicion of any slavery or trafficking
by it or its Subcontractors to CCS, the Buyer and Modern Slavery
Helpline.

4. Income Security

4.1 The Supplier shall:

4.1.1 ensure that that all wages and benefits paid for a standard
working week meet, at a minimum, national legal standards in
the country of employment;
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4.1.2 ensure that all Supplier Staff are provided with written and
understandable Information about their employment conditions
in respect of wages before they enter employment and about
the particulars of their wages for the pay period concerned
each time that they are paid;

4.1.3 not make deductions from wages:
(a) as a disciplinary measure
(b) except where permitted by law; or
(c) without expressed permission of the worker concerned;

4.1.4 record all disciplinary measures taken against Supplier Staff;
and

4.1.5 ensure that Supplier Staff are engaged under a recognised
employment relationship established through national law and
practice.

5. Working Hours

5.1 The Supplier shall:

1.2

1.3

5.1.1 ensure that the working hours of Supplier Staff comply with
national laws, and any collective agreements;

5.1.2 that the working hours of Supplier Staff, excluding overtime,
shall be defined by contract, and shall not exceed 48 hours
per week unless the individual has agreed in writing;

5.1.3 ensure that use of overtime used responsibly, taking into

account:
(a) the extent;
(b) frequency; and

(c) hours worked;

by individuals and by the Supplier Staff as a whole;

The total hours worked in any seven day period shall not exceed 60 hours,
except where covered by Paragraph 5.3 below.

Working hours may exceed 60 hours in any seven day period only in
exceptional circumstances where all of the following are met:

1.3.1 thisis allowed by national law;

1.3.2 thisis allowed by a collective agreement freely negotiated
with a workers’ organisation representing a significant portion
of the workforce;

Framework Ref: RM6229
Project Version: v1.0 51
Model Version: v3.8



Framework Schedule 6 (Order Form Template and Call-Off Schedules)
Crown Copyright 2018

appropriate safeguards are taken to protect the workers’
health and safety; and

1.3.3 the employer can demonstrate that exceptional circumstances

apply such as unexpected production peaks, accidents or
emergencies.

1.4 All Supplier Staff shall be provided with at least one (1) day off in every

seven (7) day period or, where allowed by national law, two (2) days off in
every fourteen (14) day period.

2. Sustainability
2.1 The supplier shall meet the applicable Government Buying Standards
applicable to Deliverables which can be found online at:

https://www.gov.uk/government/collections/sustainable-procurement-the-
government-buying-standards-gbs
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Joint Schedule 7 (Financial Difficulties)

1. Definitions

1.11In this Schedule, the following words shall have the following meanings and they
shall supplement Joint Schedule 1 (Definitions):

"Credit Rating 1the minimum credit rating level for the
Threshold" Monitored Company as set out in Annex 2
and

"Financial Distress 2the occurrence or one or more of the
Event" following events:

a) the credit rating of the Monitored
Company  dropping  below the
applicable Credit Rating Threshold;

b) the Monitored Company issuing a
profits warning to a stock exchange or
making any other public announcement
about a material deterioration in its
financial position or prospects;

c) there being a public investigation into
improper financial accounting and
reporting, suspected fraud or any other
impropriety of the Monitored Party;

d) Monitored Company committing a
material breach of covenant to its
lenders;

e) aKey Subcontractor (where applicable)
notifying CCS that the Supplier has not
satisfied any sums properly due under
a specified invoice and not subject to a
genuine dispute; or

f)  any of the following:

i) commencement of any litigation
against the Monitored Company
with respect to financial
indebtedness or obligations under a
contract;
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i) non-payment by the Monitored
Company of any financial
indebtedness;

i) any financial indebtedness of the
Monitored Company becoming due
as a result of an event of default; or

iv) the cancellation or suspension of
any financial indebtedness in
respect of the Monitored Company

3in each case which CCS reasonably believes
(or would be likely reasonably to believe)
could directly impact on the continued
performance of any Contract and delivery of
the Deliverables in accordance with any Call-
Off Contract;

"Financial Distress 4a plan setting out how the Supplier will
Service Continuity ensure the continued performance and

Plan"

delivery of the Deliverables in accordance
with [each Call-Off] Contract in the event that
a Financial Distress Event occurs;

“Monitored 5 Supplier
Company”
"Rating Agencies" 6 the rating agencies listed in Annex 1.

2. When this Schedule applies

2.1The Parties shall comply with the provisions of this Schedule in relation to the
assessment of the financial standing of the Monitored Companies and the
consequences of a change to that financial standing.

2.2 The terms of this Schedule shall survive:

221

2.2.2
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3. What happens when your credit rating changes

3.1The Supplier warrants and represents to CCS that as at the Start Date the long
term credit ratings issued for the Monitored Companies by each of the Rating
Agencies are as set out in Annex 2.

3.2The Supplier shall promptly (and in any event within five (5) Working Days) notify
CCS in writing if there is any downgrade in the credit rating issued by any Rating
Agency for a Monitored Company.

3.3If there is any downgrade credit rating issued by any Rating Agency for the
Monitored Company the Supplier shall ensure that the Monitored Company’s
auditors thereafter provide CCS within 10 Working Days of the end of each
Contract Year and within 10 Working Days of written request by CCS (such
requests not to exceed 4 in any Contract Year) with written calculations of the
quick ratio for the Monitored Company as at the end of each Contract Year or
such other date as may be requested by CCS. For these purposes the "quick
ratio" on any date means:

A+EB+C
D

where:

A is the value at the relevant date of all cash in hand
and at the bank of the Monitored Company];

B is the value of all marketable securities held by the
Supplier the Monitored Company determined using
closing prices on the Working Day preceding the
relevant date;

C is the value at the relevant date of all account
receivables of the Monitored]; and

D is the value at the relevant date of the current
liabilities of the Monitored Company].

3.4The Supplier shall:

3.4.1 regularly monitor the credit ratings of each Monitored Company
with the Rating Agencies; and

3.4.2 promptly notify (or shall procure that its auditors promptly
notify) CCS in writing following the occurrence of a Financial
Distress Event or any fact, circumstance or matter which could
cause a Financial Distress Event and in any event, ensure that
such notification is made within 10 Working Days of the date
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on which the Supplier first becomes aware of the Financial
Distress Event or the fact, circumstance or matter which could
cause a Financial Distress Event.

3.5For the purposes of determining whether a Financial Distress Event has
occurred the credit rating of the Monitored Company shall be deemed to have
dropped below the applicable Credit Rating Threshold if any of the Rating
Agencies have rated the Monitored Company at or below the applicable Credit
Rating Threshold.

4. What happens if there is a financial distress event

4.11n the event of a Financial Distress Event then, immediately upon notification of
the Financial Distress Event (or if CCS becomes aware of the Financial Distress
Event without notification and brings the event to the attention of the Supplier),
the Supplier shall have the obligations and CCS shall have the rights and
remedies as set out in Paragraphs 4.3 to 4.6.

4.2[In the event that a Financial Distress Event arises due to a Key Subcontractor
notifying CCS that the Supplier has not satisfied any sums properly due under
a specified invoice and not subject to a genuine dispute then, CCS shall not
exercise any of its rights or remedies under Paragraph 4.3 without first giving
the Supplier ten (10) Working Days to:

4.2.1 rectify such late or non-payment; or

4.2.2 demonstrate to CCS's reasonable satisfaction that there is a
valid reason for late or non-payment.]

4.3The Supplier shall and shall procure that the other Monitored Companies shall:

4.3.1 at the request of CCS meet CCS as soon as reasonably
practicable (and in any event within three (3) Working Days of
the initial notification (or awareness) of the Financial Distress
Event) to review the effect of the Financial Distress Event on
the continued performance of each Contract and delivery of the
Deliverables in accordance each Call-Off Contract; and

4.3.2 where CCS reasonably believes (taking into account the
discussions and any representations made under
Paragraph 4.3.1) that the Financial Distress Event could
impact on the continued performance of each Contract and
delivery of the Deliverables in accordance with each Call-Off
Contract:

(a) submit to CCS for its Approval, a draft Financial Distress
Service Continuity Plan as soon as reasonably practicable
(and in any event, within ten (10) Working Days of the initial
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notification (or awareness) of the Financial Distress Event);
and

(b) provide such financial information relating to the Monitored
Company as CCS may reasonably require.

4.41f CCS does not (acting reasonably) approve the draft Financial Distress Service
Continuity Plan, it shall inform the Supplier of its reasons and the Supplier shall
take those reasons into account in the preparation of a further draft Financial
Distress Service Continuity Plan, which shall be resubmitted to CCS within five
(5) Working Days of the rejection of the first or subsequent (as the case may be)
drafts. This process shall be repeated until the Financial Distress Service
Continuity Plan is Approved by CCS or referred to the Dispute Resolution
Procedure.

4.5If CCS considers that the draft Financial Distress Service Continuity Plan is
insufficiently detailed to be properly evaluated, will take too long to complete or
will not remedy the relevant Financial Distress Event, then it may either agree a
further time period for the development and agreement of the Financial Distress
Service Continuity Plan or escalate any issues with the draft Financial Distress
Service Continuity Plan using the Dispute Resolution Procedure.

4.6 Following Approval of the Financial Distress Service Continuity Plan by CCS,
the Supplier shall:

4.6.1 on a regular basis (which shall not be less than Monthly),
review the Financial Distress Service Continuity Plan and
assess whether it remains adequate and up to date to ensure
the continued performance each Contract and delivery of the
Deliverables in accordance with each Call-Off Contract;

4.6.2 where the Financial Distress Service Continuity Plan is not
adequate or up to date in accordance with Paragraph 4.6.1,
submit an updated Financial Distress Service Continuity Plan
to CCS for its Approval, and the provisions of Paragraphs 4.5
and 4.6 shall apply to the review and Approval process for the
updated Financial Distress Service Continuity Plan; and

4.6.3 comply with the Financial Distress Service Continuity Plan
(including any updated Financial Distress Service Continuity
Plan).

4.7Where the Supplier reasonably believes that the relevant Financial Distress
Event (or the circumstance or matter which has caused or otherwise led to it) no
longer exists, it shall notify CCS and subject to the agreement of the Parties, the
Supplier may be relieved of its obligations under Paragraph 4.64.6.
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4.8CCS shall be able to share any information it receives from the Buyer in
accordance with this Paragraph with any Buyer who has entered into a Call-Off
Contract with the Supplier.

5. When CCS or the Buyer can terminate for financial distress

5.1CCS shall be entitled to terminate this Contract and Buyers shall be entitled to
terminate their Call-Off Contracts for material Default if:

5.1.1 the Supplier fails to notify CCS of a Financial Distress Event in
accordance with Paragraph 3.4;

5.1.2 CCS and the Supplier fail to agree a Financial Distress Service
Continuity Plan (or any updated Financial Distress Service
Continuity Plan) in accordance with Paragraphs 4.3 to 4.5;
and/or

5.1.3 the Supplier fails to comply with the terms of the Financial
Distress Service Continuity Plan (or any updated Financial
Distress Service Continuity Plan) in accordance with
Paragraph 4.6.3.

5.21If the Contract is terminated in accordance with Paragraph 5.1, Clauses 10.6.1
and 10.6.2 of the Core Terms shall apply as if the Contract had been terminated
under Clause 10.4.1.

6. What happens If your credit rating is still good

6.1 Without prejudice to the Supplier’s obligations and CCS’ and the Buyer’s rights
and remedies under Paragraph 5, if, following the occurrence of a Financial
Distress Event, the Rating Agencies review and report subsequently that the
credit ratings do not drop below the relevant Credit Rating Threshold, then:

6.1.1 the Supplier shall be relieved automatically of its obligations
under Paragraphs 4.3 to 4.6; and

6.1.2 CCS shall not be entitled to require the Supplier to provide
financial information in accordance with Paragraph 4.3.2(b).
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ANNEX 1: RATING AGENCIES

Rating Agency 1 — Dun and Bradstreet

ANNEX 2: CREDIT RATINGS & CREDIT RATING
THRESHOLDS

Part 1. Current Rating

Lots1&2

Entity Credit rating (long term) | Credit Rating Threshold

Redacted under FOIA

Reed Specialist section 43, Commercial | 40
Recruitment Limited Interests
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Joint Schedule 10 (Rectification Plan)

Request for [Revised] Rectification Plan

Details of the Default:

[Guidance: Explain the Default, with clear schedule
and clause references as appropriate]

Deadline for receiving the
[Revised] Rectification
Plan:

[add date (minimum 10 days from request)]

Signed by [CCS/Buyer] :

Date:

Supplier [Revised] Rectification Plan

Cause of the Default

[add cause]

Anticipated impact
assessment:

[add impact]

Actual effect of Default:

[add effect]

Steps to be taken to Steps Timescale
rectification:

1. [date]

2. [date]

3. [date]

4. [date]

[...] [date]
Timescale for complete [X] Working Days
Rectification of Default
Steps taken to prevent Steps Timescale
recurrence of Default

1. [date]

2. [date]
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3. [date]
4, [date]
[...] [date]
Signed by the Supplier: Date:

Review of Rectification Plan [CCS/Buyer]

Outcome of review

[Plan Accepted] [Plan Rejected] [Revised Plan
Requested]

Reasons for Rejection (if
applicable)

[add reasons]

Signed by [CCS/Buyer]

Date:
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Joint Schedule 11 (Processing Data)

Definitions

1. In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):
“Processor Personnel” all directors, officers, employees, agents, consultants and suppliers of the
Processor and/or of any Subprocessor engaged in the performance of its
obligations under a Contract;

Status of the Controller

2. The Parties acknowledge that for the purposes of the Data Protection
Legislation, the nature of the activity carried out by each of them in relation to
their respective obligations under a Contract dictates the status of each party
under the DPA 2018. A Party may act as:

(@) “Controller” in respect of the other Party who is “Processor”;
(b) “Processor” in respect of the other Party who is “Controller”;
(c) “Joint Controller” with the other Party;

(d) “Independent Controller” of the Personal Data where the other Party is also
“Controller”,

in respect of certain Personal Data under a Contract and shall specify in
Annex 1 (Processing Personal Data) which scenario they think shall apply in
each situation.

Where one Party is Controller and the other Party its Processor

3. Where a Party is a Processor, the only Processing that it is authorised to do is
listed in Annex 1 (Processing Personal Data) by the Controller.

4, The Processor shall notify the Controller immediately if it considers that any of
the Controller’s instructions infringe the Data Protection Legislation.

5. The Processor shall provide all reasonable assistance to the Controller in the
preparation of any Data Protection Impact Assessment prior to commencing
any Processing. Such assistance may, at the discretion of the Controller,
include:
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(@)

(b)

(c)
(d)

(@)

(b)

(c)

a systematic description of the envisaged Processing and the purpose of the
Processing;

an assessment of the necessity and proportionality of the Processing in
relation to the Deliverables;

an assessment of the risks to the rights and freedoms of Data Subjects; and

the measures envisaged to address the risks, including safeguards, security
measures and mechanisms to ensure the protection of Personal Data.

The Processor shall, in relation to any Personal Data Processed in connection
with its obligations under the Contract:

Process that Personal Data only in accordance with Annex 1 (Processing
Personal Data), unless the Processor is required to do otherwise by Law. If it
is so required the Processor shall notify the Controller before Processing the
Personal Data unless prohibited by Law;

ensure that it has in place Protective Measures, including in the case of the
Supplier the measures set out in Clause 14.3 of the Core Terms, which the
Controller may reasonably reject (but failure to reject shall not amount to
approval by the Controller of the adequacy of the Protective Measures) having
taken account of the:

0) nature of the data to be protected,;
(i) harm that might result from a Personal Data Breach,;
(i)  state of technological development; and
(iv)  cost of implementing any measures;
ensure that :

0) the Processor Personnel do not Process Personal Data except in
accordance with the Contract (and in particular Annex 1
(Processing Personal Data));

(i) it takes all reasonable steps to ensure the reliability and integrity
of any Processor Personnel who have access to the Personal
Data and ensure that they:

(A)  are aware of and comply with the Processor’s duties under
this Joint Schedule 11, Clauses 14 (Data protection), 15
(What you must keep confidential) and 16 (When you can
share information) of the Core Terms;

(B) are subject to appropriate confidentiality undertakings with
the Processor or any Subprocessor;

Framework Ref: RM6229
Project Version: v1.0 63
Model Version: v3.8



Framework Schedule 6 (Order Form Template and Call-Off Schedules)
Crown Copyright 2018

(d)

(€)

(@)

(b)
(c)

(d)

(C) areinformed of the confidential nature of the Personal Data
and do not publish, disclose or divulge any of the Personal
Data to any third party unless directed in writing to do so by
the Controller or as otherwise permitted by the Contract;
and

(D) have undergone adequate training in the use, care,
protection and handling of Personal Data;

not transfer Personal Data outside of the EU unless the prior written consent
of the Controller has been obtained and the following conditions are fulfilled:

0] the Controller or the Processor has provided appropriate
safeguards in relation to the transfer (whether in accordance with
UK GDPR Article 46 or LED Article 37) as determined by the
Controller;

(i) the Data Subject has enforceable rights and effective legal
remedies;

(i)  the Processor complies with its obligations under the Data
Protection Legislation by providing an adequate level of protection
to any Personal Data that is transferred (or, if it is not so bound,
uses its best endeavours to assist the Controller in meeting its
obligations); and

(iv)  the Processor complies with any reasonable instructions notified
to it in advance by the Controller with respect to the Processing of
the Personal Data; and

at the written direction of the Controller, delete or return Personal Data (and
any copies of it) to the Controller on termination of the Contract unless the
Processor is required by Law to retain the Personal Data.

Subject to paragraph 8 of this Joint Schedule 11, the Processor shall notify the
Controller immediately if in relation to it Processing Personal Data under or in
connection with the Contract it:

receives a Data Subject Access Request (or purported Data Subject Access
Request);

receives a request to rectify, block or erase any Personal Data;

receives any other request, complaint or communication relating to either
Party's obligations under the Data Protection Legislation;

receives any communication from the Information Commissioner or any other
regulatory authority in connection with Personal Data Processed under the
Contract;
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(e)

(f)

(@)

(b)

(c)

(d)

(€)

10.

(@)
(b)

(c)

11.

receives a request from any third Party for disclosure of Personal Data where
compliance with such request is required or purported to be required by Law;
or

becomes aware of a Personal Data Breach.

The Processor’s obligation to notify under paragraph 7 of this Joint Schedule
11 shall include the provision of further information to the Controller, as details
become available.

Taking into account the nature of the Processing, the Processor shall provide
the Controller with assistance in relation to either Party's obligations under Data
Protection Legislation and any complaint, communication or request made
under paragraph 7 of this Joint Schedule 11 (and insofar as possible within the
timescales reasonably required by the Controller) including by immediately
providing:

the Controller with full details and copies of the complaint, communication or
request;

such assistance as is reasonably requested by the Controller to enable it to
comply with a Data Subject Access Request within the relevant timescales set
out in the Data Protection Legislation;

the Controller, at its request, with any Personal Data it holds in relation to a
Data Subject;

assistance as requested by the Controller following any Personal Data Breach;
and/or

assistance as requested by the Controller with respect to any request from the
Information Commissioner’s Office, or any consultation by the Controller with
the Information Commissioner's Office.

The Processor shall maintain complete and accurate records and information
to demonstrate its compliance with this Joint Schedule 11. This requirement
does not apply where the Processor employs fewer than 250 staff, unless:

the Controller determines that the Processing is not occasional;

the Controller determines the Processing includes special categories of data
as referred to in Article 9(1) of the UK GDPR or Personal Data relating to
criminal convictions and offences referred to in Article 10 of the UK GDPR; or

the Controller determines that the Processing is likely to result in a risk to the
rights and freedoms of Data Subjects.

The Processor shall allow for audits of its Data Processing activity by the
Controller or the Controller's designated auditor.
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12.

13.

(@)
(b)
(€)

(d)

14.

15.

16.

The Parties shall designate a Data Protection Officer if required by the Data
Protection Legislation.

Before allowing any Subprocessor to Process any Personal Data related to the
Contract, the Processor must:

notify the Controller in writing of the intended Subprocessor and Processing;
obtain the written consent of the Controller;

enter into a written agreement with the Subprocessor which give effect to the
terms set out in this Joint Schedule 11 such that they apply to the
Subprocessor; and

provide the Controller with such information regarding the Subprocessor as
the Controller may reasonably require.

The Processor shall remain fully liable for all acts or omissions of any of its
Subprocessors.

The Relevant Authority may, at any time on not less than thirty (30) Working
Days’ notice, revise this Joint Schedule 11 by replacing it with any applicable
controller to processor standard clauses or similar terms forming part of an
applicable certification scheme (which shall apply when incorporated by
attachment to the Contract).

The Parties agree to take account of any guidance issued by the Information
Commissioner’s Office. The Relevant Authority may on not less than thirty (30)
Working Days’ notice to the Supplier amend the Contract to ensure that it
complies with any guidance issued by the Information Commissioner’s Office.

Where the Parties are Joint Controllers of Personal Data

17.

In the event that the Parties are Joint Controllers in respect of Personal Data
under the Contract, the Parties shall implement paragraphs that are necessary
to comply with UK GDPR Atrticle 26 based on the terms set out in Annex 2 to
this Joint Schedule 11.

Independent Controllers of Personal Data

18.

With respect to Personal Data provided by one Party to another Party for which
each Party acts as Controller but which is not under the Joint Control of the
Parties, each Party undertakes to comply with the applicable Data Protection
Legislation in respect of their Processing of such Personal Data as Controller.

Framework Ref: RM6229
Project Version: v1.0 66
Model Version: v3.8



Framework Schedule 6 (Order Form Template and Call-Off Schedules)
Crown Copyright 2018

19.

20.

21.

22.

(@)

(b)

(c)

23.

24,

25.

Each Party shall Process the Personal Data in compliance with its obligations
under the Data Protection Legislation and not do anything to cause the other
Party to be in breach of it.

Where a Party has provided Personal Data to the other Party in accordance
with paragraph 18 of this Joint Schedule 11 above, the recipient of the Personal
Data will provide all such relevant documents and information relating to its data
protection policies and procedures as the other Party may reasonably require.

The Parties shall be responsible for their own compliance with Articles 13 and
14 UK GDPR in respect of the Processing of Personal Data for the purposes of
the Contract.

The Parties shall only provide Personal Data to each other:

to the extent necessary to perform their respective obligations under the
Contract;

in compliance with the Data Protection Legislation (including by ensuring all
required data privacy information has been given to affected Data Subjects to
meet the requirements of Articles 13 and 14 of the UK GDPR); and

where it has recorded it in Annex 1 (Processing Personal Data).

Taking into account the state of the art, the costs of implementation and the
nature, scope, context and purposes of Processing as well as the risk of varying
likelihood and severity for the rights and freedoms of natural persons, each
Party shall, with respect to its Processing of Personal Data as Independent
Controller, implement and maintain appropriate technical and organisational
measures to ensure a level of security appropriate to that risk, including, as
appropriate, the measures referred to in Article 32(1)(a), (b), (c) and (d) of the
UK GDPR, and the measures shall, at a minimum, comply with the
requirements of the Data Protection Legislation, including Article 32 of the UK
GDPR.

A Party Processing Personal Data for the purposes of the Contract shall
maintain a record of its Processing activities in accordance with Article 30 UK
GDPR and shall make the record available to the other Party upon reasonable
request.

Where a Party receives a request by any Data Subject to exercise any of their
rights under the Data Protection Legislation in relation to the Personal Data
provided to it by the other Party pursuant to the Contract (“Request
Recipient”):
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(@)

(b)

26.

(@)

(b)

(c)

(d)

27.

28.

the other Party shall provide any information and/or assistance as reasonably
requested by the Request Recipient to help it respond to the request or
correspondence, at the cost of the Request Recipient; or

where the request or correspondence is directed to the other Party and/or
relates to that other Party's Processing of the Personal Data, the Request
Recipient will:

() promptly, and in any event within five (5) Working Days of receipt
of the request or correspondence, inform the other Party that it
has received the same and shall forward such request or
correspondence to the other Party; and

(i) provide any information and/or assistance as reasonably
requested by the other Party to help it respond to the request or
correspondence in the timeframes specified by Data Protection
Legislation.

Each Party shall promptly notify the other Party upon it becoming aware of any
Personal Data Breach relating to Personal Data provided by the other Party
pursuant to the Contract and shall:

do all such things as reasonably necessary to assist the other Party in
mitigating the effects of the Personal Data Breach,;

implement any measures necessary to restore the security of any
compromised Personal Data;

work with the other Party to make any required notifications to the Information
Commissioner’s Office and affected Data Subjects in accordance with the Data
Protection Legislation (including the timeframes set out therein); and

not do anything which may damage the reputation of the other Party or that
Party's relationship with the relevant Data Subjects, save as required by Law.

Personal Data provided by one Party to the other Party may be used exclusively
to exercise rights and obligations under the Contract as specified in Annex 1
(Processing Personal Data).

Personal Data shall not be retained or processed for longer than is necessary
to perform each Party’s respective obligations under the Contract which is
specified in Annex 1 (Processing Personal Data).
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29. Notwithstanding the general application of paragraphs 2 to 16 of this Joint
Schedule 11 to Personal Data, where the Supplier is required to exercise its
regulatory and/or legal obligations in respect of Personal Data, it shall act as an
Independent Controller of Personal Data in accordance with paragraphs 18 to
28 of this Joint Schedule 11.
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Annex 1 - Processing Personal Data

This Annex shall be completed by the Controller, who may take account of the view
of the Processors, however the final decision as to the content of this Annex shall be
with the Relevant Authority at its absolute discretion.

The contact details of the Relevant Authority’s Data Protection Officer are: Redacted
under FOIA section 40, Personal Information

The contact details of the Supplier's Data Protection Officer are: Redacted under
FOIA section 40, Personal Information

1.1  The Processor shall comply with any further written instructions with respect to
Processing by the Controller.
1.2 Any such further instructions shall be incorporated into this Annex.

Description

Details

Identity of
Controller for each
Category of
Personal Data

The Relevant Authority is Controller and the Supplier is
Processor

The Parties acknowledge that in accordance with paragraph 3 to
paragraph 16 and for the purposes of the Data Protection
Legislation, the Relevant Authority is the Controller and the Supplier
is the Processor of the following Personal Data:

e Type: personal & special category.

e Special categories include: racial or ethnic origin, health data
(including disability and dietary requirements), data concerning sex
life or sexual orientation
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Duration of the

From award until expiry of this Call Off Contract.

Processing
Nature and Managing the obligations under the Framework Agreement,
purposes of the including exit management, and other associated activities.
Processing

This information may be shared with the Authority to enable
compliance checks on the Supplier to be undertaken. This
information will be shared digitally in a secure manner.

Type of Personal
Data

All Data Subjects

As following, but not limited to:

Full name, Workplace address, Workplace Phone Number,
Workplace email address, Names, Job Title, referee details, Driving
license details, National insurance number, Bank statements, Utility
bills, Job title or role

Job application details, Start date, End date & reason for
termination, Contract type, Compensation data

Details of physical and psychological health or medical condition

Next of kin & emergency contact details, Record of absence, time
tracking & annual leave

Names and email addresses of IBCA panel members

Categories of Data
Subject

Data Subjects may include:

° Staff (employees) and Contracted Employee
° Self Employed Contractors
° Customers/Clients
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° Suppliers

Plan for return and
destruction of the
data once the
Processing is
complete

UNLESS
requirement under
Union or Member
State law to
preserve that type
of data

The supplier must retain and store securely any data in relation to
this call off contract until the expiry of the agreement. Once this
period has ended, the supplier must destroy any data stored in line
with the Short Form Security Management Schedule (Annex 1 of
the Order Form).
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Annex 2 - Joint Controller Agreement
1. Joint Controller Status and Allocation of Responsibilities

1.1  With respect to Personal Data under Joint Control of the Parties, the Parties
envisage that they shall each be a Data Controller in respect of that Personal Data in
accordance with the terms of this Annex 2 (Joint Controller Agreement) in
replacement of paragraphs 3-16 of Joint Schedule 11 (Where one Party is Controller
and the other Party is Processor) and paragraphs 18-28 of Joint Schedule 11
(Independent Controllers of Personal Data). Accordingly, the Parties each undertake
to comply with the applicable Data Protection Legislation in respect of their
Processing of such Personal Data as Data Controllers.

1.2 The Parties agree that the Reed Specialist Recruitment Limited

(@) is the exclusive point of contact for Data Subjects and is responsible for all
steps necessary to comply with the UK GDPR regarding the exercise by Data
Subjects of their rights under the UK GDPR;

(b) shall direct Data Subjects to its Data Protection Officer or suitable alternative
in connection with the exercise of their rights as Data Subjects and for any
enquiries concerning their Personal Data or privacy;

(c) is solely responsible for the Parties’ compliance with all duties to provide
information to Data Subjects under Articles 13 and 14 of the UK GDPR;

(d) is responsible for obtaining the informed consent of Data Subjects, in
accordance with the UK GDPR, for Processing in connection with the
Deliverables where consent is the relevant legal basis for that Processing; and

(e)  shall make available to Data Subjects the essence of this Annex (and notify
them of any changes to it) concerning the allocation of responsibilities as Joint
Controller and its role as exclusive point of contact, the Parties having used
their best endeavours to agree the terms of that essence. This must be outlined
in the [Supplier's/Relevant Authority’s] privacy policy (which must be readily
available by hyperlink or otherwise on all of its public facing services and
marketing).

1.3 Notwithstanding the terms of clause 1.2, the Parties acknowledge that a Data
Subject has the right to exercise their legal rights under the Data Protection
Legislation as against the relevant Party as Controller.

2. Undertakings of both Parties
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2.1  The Supplier and the Relevant Authority each undertake that they shall:
(@) report to the other Party every three months on:

0] the volume of Data Subject Access Request (or purported Data
Subject Access Requests) from Data Subjects (or third parties on
their behalf);

(i) the volume of requests from Data Subjects (or third parties on
their behalf) to rectify, block or erase any Personal Data;

(i)  any other requests, complaints or communications from Data
Subjects (or third parties on their behalf) relating to the other
Party’s obligations under applicable Data Protection Legislation;

(iv)  any communications from the Information Commissioner or any
other regulatory authority in connection with Personal Data; and

(v) any requests from any third party for disclosure of Personal Data
where compliance with such request is required or purported to
be required by Law,

that it has received in relation to the subject matter of the Contract during that
period,;

(b) notify each other immediately if it receives any request, complaint or
communication made as referred to in Clauses 2.1(a)(i) to (v);

(c) provide the other Party with full cooperation and assistance in relation to any
request, complaint or communication made as referred to in Clauses 2.1(a)(iii)
to (v) to enable the other Party to comply with the relevant timescales set out
in the Data Protection Legislation;

(d) not disclose or transfer the Personal Data to any third party unless necessary
for the provision of the Deliverables and, for any disclosure or transfer of
Personal Data to any third party, (save where such disclosure or transfer is
specifically authorised under the Contract or is required by Law) ensure
consent has been obtained from the Data Subject prior to disclosing or
transferring the Personal Data to the third party. For the avoidance of doubt,
the third party to which Personal Data is transferred must be subject to
equivalent obligations which are no less onerous than those set out in this
Annex;
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(e)

(f)

9

(h)

()

request from the Data Subject only the minimum information necessary to
provide the Deliverables and treat such extracted information as Confidential
Information;

ensure that at all times it has in place appropriate Protective Measures to guard
against unauthorised or unlawful Processing of the Personal Data and/or
accidental loss, destruction or damage to the Personal Data and unauthorised
or unlawful disclosure of or access to the Personal Data;

take all reasonable steps to ensure the reliability and integrity of any of its
Personnel who have access to the Personal Data and ensure that its
Personnel:

0) are aware of and comply with their duties under this Annex 2 (Joint
Controller Agreement) and those in respect of Confidential
Information;

(i) are informed of the confidential nature of the Personal Data, are
subject to appropriate obligations of confidentiality and do not
publish, disclose or divulge any of the Personal Data to any third
party where the that Party would not be permitted to do so; and

(i)  have undergone adequate training in the use, care, protection and
handling of personal data as required by the applicable Data
Protection Legislation;

ensure that it has in place Protective Measures as appropriate to protect
against a Personal Data Breach having taken account of the:

0) nature of the data to be protected,;

(i) harm that might result from a Personal Data Breach,;

(i)  state of technological development; and

(iv)  cost of implementing any measures;
ensure that it has the capability (whether technological or otherwise), to the
extent required by Data Protection Legislation, to provide or correct or delete
at the request of a Data Subject all the Personal Data relating to that Data

Subject that it holds; and

ensure that it notifies the other Party as soon as it becomes aware of a
Personal Data Breach.
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2.2

(@)

(b)

3.2

Each Joint Controller shall use its reasonable endeavours to assist the other
Controller to comply with any obligations under applicable Data Protection
Legislation and shall not perform its obligations under this Annex in such a way
as to cause the other Joint Controller to breach any of its obligations under
applicable Data Protection Legislation to the extent it is aware, or ought
reasonably to have been aware, that the same would be a breach of such
obligations.

Data Protection Breach

Without prejudice to clause 3.2, each Party shall notify the other Party promptly
and without undue delay, and in any event within 48 hours, upon becoming
aware of any Personal Data Breach or circumstances that are likely to give rise
to a Personal Data Breach, providing the other Party and its advisors with:

sufficient information and in a timescale which allows the other Party to meet
any obligations to report a Personal Data Breach under the Data Protection
Legislation; and

all reasonable assistance, including:

0) co-operation with the other Party and the Information
Commissioner investigating the Personal Data Breach and its
cause, containing and recovering the compromised Personal
Data and compliance with the applicable guidance;

(i) co-operation with the other Party including taking such reasonable
steps as are directed by the other Party to assist in the
investigation, mitigation and remediation of a Personal Data
Breach;

(i)  co-ordination with the other Party regarding the management of
public relations and public statements relating to the Personal
Data Breach; and/or

(iv)  providing the other Party and to the extent instructed by the other
Party to do so, and/or the Information Commissioner investigating
the Personal Data Breach, with complete information relating to
the Personal Data Breach, including, without limitation, the
information set out in Clause 3.2.

Each Party shall take all steps to restore, re-constitute and/or reconstruct any
Personal Data where it has lost, damaged, destroyed, altered or corrupted as
a result of a Personal Data Breach as it was that Party’s own data at its own
cost with all possible speed and shall provide the other Party with all reasonable
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(@)
(b)
(€)
(d)

(€)

(f)

4.1

(@)

(b)

4.2

5.

5.1

assistance in respect of any such Personal Data Breach, including providing
the other Party, as soon as possible and within 48 hours of the Personal Data
Breach relating to the Personal Data Breach, in particular:

the nature of the Personal Data Breach;
the nature of Personal Data affected:;
the categories and number of Data Subjects concerned,;

the name and contact details of the Supplier's Data Protection Officer or other
relevant contact from whom more information may be obtained;

measures taken or proposed to be taken to address the Personal Data Breach;
and

describe the likely consequences of the Personal Data Breach.
Audit

The Supplier shall permit:

the Relevant Authority, or a third-party auditor acting under the Relevant
Authority’s direction, to conduct, at the Relevant Authority’s cost, data privacy
and security audits, assessments and inspections concerning the Supplier’s
data security and privacy procedures relating to Personal Data, its compliance
with this Annex 2 and the Data Protection Legislation; and/or

the Relevant Authority, or a third-party auditor acting under the Relevant
Authority’s direction, access to premises at which the Personal Data is
accessible or at which it is able to inspect any relevant records, including the
record maintained under Article 30 UK GDPR by the Supplier so far as relevant
to the Contract, and procedures, including premises under the control of any
third party appointed by the Supplier to assist in the provision of the
Deliverables.

The Relevant Authority may, in its sole discretion, require the Supplier to
provide evidence of the Supplier's compliance with Clause 4.1 in lieu of
conducting such an audit, assessment or inspection.

Impact Assessments

The Parties shall:
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(@)

(b)

7.1

(@)

(b)

provide all reasonable assistance to each other to prepare any Data Protection
Impact Assessment as may be required (including provision of detailed
information and assessments in relation to Processing operations, risks and
measures); and

maintain full and complete records of all Processing carried out in respect of
the Personal Data in connection with the Contract, in accordance with the
terms of Article 30 UK GDPR.

ICO Guidance

The Parties agree to take account of any guidance issued by the Information
Commissioner and/or any relevant Central Government Body. The Relevant
Authority may on not less than thirty (30) Working Days’ notice to the Supplier
amend the Contract to ensure that it complies with any guidance issued by
the Information Commissioner and/or any relevant Central Government Body.

Liabilities for Data Protection Breach

If financial penalties are imposed by the Information Commissioner on either
the Relevant Authority or the Supplier for a Personal Data Breach ("Financial
Penalties") then the following shall occur:

if in the view of the Information Commissioner, the Relevant Authority is
responsible for the Personal Data Breach, in that it is caused as a result of the
actions or inaction of the Relevant Authority, its employees, agents,
contractors (other than the Supplier) or systems and procedures controlled by
the Relevant Authority, then the Relevant Authority shall be responsible for the
payment of such Financial Penalties. In this case, the Relevant Authority will
conduct an internal audit and engage at its reasonable cost when necessary,
an independent third party to conduct an audit of any such Personal Data
Breach. The Supplier shall provide to the Relevant Authority and its third party
investigators and auditors, on request and at the Supplier's reasonable cost,
full cooperation and access to conduct a thorough audit of such Personal Data
Breach;

if in the view of the Information Commissioner, the Supplier is responsible for
the Personal Data Breach, in that it is not a Personal Data Breach that the
Relevant Authority is responsible for, then the Supplier shall be responsible for
the payment of these Financial Penalties. The Supplier will provide to the
Relevant Authority and its auditors, on request and at the Supplier’s sole cost,
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(€)

7.2

7.3

(@)

(b)

(c)

7.4

full cooperation and access to conduct a thorough audit of such Personal Data
Breach; or

if no view as to responsibility is expressed by the Information Commissioner,
then the Relevant Authority and the Supplier shall work together to investigate
the relevant Personal Data Breach and allocate responsibility for any Financial
Penalties as outlined above, or by agreement to split any financial penalties
equally if no responsibility for the Personal Data Breach can be apportioned.
In the event that the Parties do not agree such apportionment then such
Dispute shall be referred to the Dispute Resolution Procedure set out in Clause
34 of the Core Terms (Resolving disputes).

If either the Relevant Authority or the Supplier is the defendant in a legal claim
brought before a court of competent jurisdiction (“Court”) by a third party in
respect of a Personal Data Breach, then unless the Parties otherwise agree,
the Party that is determined by the final decision of the court to be responsible
for the Personal Data Breach shall be liable for the losses arising from such
Personal Data Breach. Where both Parties are liable, the liability will be
apportioned between the Parties in accordance with the decision of the Court.

In respect of any losses, cost claims or expenses incurred by either Party as a
result of a Personal Data Breach (the “Claim Losses”):

if the Relevant Authority is responsible for the relevant Personal Data
Breach, then the Relevant Authority shall be responsible for the Claim
Losses;

if the Supplier is responsible for the relevant Personal Data Breach, then the
Supplier shall be responsible for the Claim Losses: and

if responsibility for the relevant Personal Data Breach is unclear, then the
Relevant Authority and the Supplier shall be responsible for the Claim
Losses equally.

Nothing in either clause 7.2 or clause 7.3 shall preclude the Relevant Authority
and the Supplier reaching any other agreement, including by way of
compromise with a third party complainant or claimant, as to the apportionment
of financial responsibility for any Claim Losses as a result of a Personal Data
Breach, having regard to all the circumstances of the Personal Data Breach
and the legal and financial obligations of the Relevant Authority.

Termination
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(@)

(b)

10.

If the Supplier is in material Default under any of its obligations under this
Annex 2 (Joint Controller Agreement), the Relevant Authority shall be entitled
to terminate the Contract by issuing a Termination Notice to the Supplier in
accordance with Clause 10 of the Core Terms (Ending the contract).

Sub-Processing

In respect of any Processing of Personal Data performed by a third party on
behalf of a Party, that Party shall:

carry out adequate due diligence on such third party to ensure that it is capable
of providing the level of protection for the Personal Data as is required by the
Contract, and provide evidence of such due diligence to the other Party where
reasonably requested; and

ensure that a suitable agreement is in place with the third party as required
under applicable Data Protection Legislation.

Data Retention

The Parties agree to erase Personal Data from any computers, storage devices
and storage media that are to be retained as soon as practicable after it has
ceased to be necessary for them to retain such Personal Data under applicable
Data Protection Legislation and their privacy policy (save to the extent (and for
the limited period) that such information needs to be retained by the a Party for
statutory compliance purposes or as otherwise required by the Contract), and
taking all further actions as may be necessary to ensure its compliance with
Data Protection Legislation and its privacy policy.
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Call-Off Schedule 1 (Transparency Reports)

1.1 The Supplier recognises that the Buyer is subject to PPN 01/17 (Updates to
transparency principles v1.1
(https://www.gov.uk/government/publications/procurement-policy-note-0117-
update-to-transparency-principles). The Supplier shall comply with the provisions
of this Schedule in order to assist the Buyer with its compliance with its
obligations under that PPN.

1.2Without prejudice to the Supplier's reporting requirements set out in the
Framework Contract, within three (3) Months of the Start Date the Supplier shall
submit to the Buyer for Approval (such Approval not to be unreasonably withheld
or delayed) draft Transparency Reports consistent with the content requirements
and format set out in the Annex of this Schedule.

1.3 If the Buyer rejects any proposed Transparency Report submitted by the
Supplier, the Supplier shall submit a revised version of the relevant report for
further Approval within five (5) days of receipt of any notice of rejection, taking
account of any recommendations for revision and improvement to the report
provided by the Buyer. If the Parties fail to agree on a draft Transparency Report
the Buyer shall determine what should be included. Any other disagreement in
connection with Transparency Reports shall be treated as a Dispute.

1.4 The Supplier shall provide accurate and up-to-date versions of each
Transparency Report to the Buyer at the frequency referred to in the Annex of
this Schedule.
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Annex A: List of Transparency Reports

Title Content

Format Frequency

Transparency Notices

Ref. Transparency Requirement
Notices
UK®6 Contract award Mandatory
notice
Publish to communicate the outcome of
the procurement and to commence the
standstill period prior to awarding a
contract under the open or competitive
flexible procedure (and voluntary standstill
periods for direct awards).
UK7 Contract details | Mandatory
notice
Publish details of the awarded contract
(including the contract, for public contracts
£5m+), inc. regulated below-threshold
contracts above a certain value (>£12,000
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Inc VAT) and those procured by direct
award.
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Call-Off Schedule 3 (Continuous Improvement)
1. Buyer’s Rights

1.1The Buyer and the Supplier recognise that, where specified in Framework
Schedule 4 (Framework Management), the Buyer may give CCS the right to
enforce the Buyer's rights under this Schedule.

2. Supplier’s Obligations

2.1 The Supplier must, throughout the Contract Period, identify new or potential
improvements to the provision of the Deliverables with a view to reducing the
Buyer’s costs (including the Charges) and/or improving the quality and efficiency
of the Deliverables and their supply to the Buyer.

2.2The Supplier must adopt a policy of continuous improvement in relation to the
Deliverables, which must include regular reviews with the Buyer of the
Deliverables and the way it provides them, with a view to reducing the Buyer's
costs (including the Charges) and/or improving the quality and efficiency of the
Deliverables. The Supplier and the Buyer must provide each other with any
information relevant to meeting this objective.

2.3In addition to Paragraph 2.1, the Supplier shall produce at the start of each
Contract Year a plan for improving the provision of Deliverables and/or reducing
the Charges (without adversely affecting the performance of this Contract)
during that Contract Year ("Continuous Improvement Plan") for the Buyer's
Approval. The Continuous Improvement Plan must include, as a minimum,
proposals:

2.3.1 identifying the emergence of relevant new and evolving
technologies;

2.3.2 changes in business processes of the Supplier or the Buyer
and ways of working that would provide cost savings and/or
enhanced benefits to the Buyer (such as methods of
interaction, supply chain efficiencies, reduction in energy
consumption and methods of sale);

2.3.3 new or potential improvements to the provision of the
Deliverables including the quality, responsiveness,
procedures, benchmarking methods, likely performance
mechanisms and customer support services in relation to the
Deliverables; and

2.3.4 measuring and reducing the sustainability impacts of the
Supplier's operations and supply-chains relating to the
Deliverables, and identifying opportunities to assist the Buyer
in meeting their sustainability objectives.
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2.4The initial Continuous Improvement Plan for the first (15) Contract Year shall be
submitted by the Supplier to the Buyer for Approval within one hundred (100)
Working Days of the first Order or six (6) Months following the Start Date,
whichever is earlier.

2.5The Buyer shall notify the Supplier of its Approval or rejection of the proposed
Continuous Improvement Plan or any updates to it within twenty (20) Working
Days of receipt. If it is rejected then the Supplier shall, within ten (10) Working
Days of receipt of notice of rejection, submit a revised Continuous Improvement
Plan reflecting the changes required. Once Approved, it becomes the
Continuous Improvement Plan for the purposes of this Contract.

2.6 The Supplier must provide sufficient information with each suggested
improvement to enable a decision on whether to implement it. The Supplier shall
provide any further information as requested.

2.71f the Buyer wishes to incorporate any improvement into this Contract, it must
request a Variation in accordance with the Variation Procedure and the Supplier
must implement such Variation at no additional cost to the Buyer or CCS.

2.80nce the first Continuous Improvement Plan has been Approved in accordance
with Paragraph 2.5:

2.8.1 the Supplier shall use all reasonable endeavours to implement
any agreed deliverables in accordance with the Continuous
Improvement Plan; and

2.8.2 the Parties agree to meet as soon as reasonably possible
following the start of each quarter (or as otherwise agreed
between the Parties) to review the Supplier's progress against
the Continuous Improvement Plan.

2.9The Supplier shall update the Continuous Improvement Plan as and when
required but at least once every Contract Year (after the first (15) Contract Year)
in accordance with the procedure and timescales set out in Paragraph 2.3.

2.10 All costs relating to the compilation or updating of the Continuous
Improvement Plan and the costs arising from any improvement made pursuant
to it and the costs of implementing any improvement, shall have no effect on
and are included in the Charges.

2.11  Should the Supplier's costs in providing the Deliverables to the Buyer be
reduced as a result of any changes implemented, all of the cost savings shall be
passed on to the Buyer by way of a consequential and immediate reduction in
the Charges for the Deliverables.

2.12  Atanytime during the Contract Period of the Call-Off Contract, the Supplier
may make a proposal for gainshare. If the Buyer deems gainshare to be
applicable then the Supplier shall update the Continuous Improvement Plan so
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as to include details of the way in which the proposal shall be implemented in
accordance with an agreed gainshare ratio.
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Call-Off Schedule 4 (Call Off Tender)

Redacted under FOIA section 43, Commercial Interests
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Call-Off Schedule 7 (Key Supplier Staff)

11

1.2

1.3

1.4

15

The Order Form lists the key roles (“Key Roles”) and names of the persons
who the Supplier shall appoint to fill those Key Roles at the Start Date.

The Supplier shall ensure that the Key Staff fulfil the Key Roles at all times
during the Contract Period.

The Buyer may identify any further roles as being Key Roles and, following
agreement to the same by the Supplier, the relevant person selected to fill
those Key Roles shall be included on the list of Key Staff.

The Supplier shall not and shall procure that any Subcontractor shall not
remove or replace any Key Staff unless:

141

1.4.2

1.4.3

requested to do so by the Buyer or the Buyer Approves such removal
or replacement (not to be unreasonably withheld or delayed);

the person concerned resigns, retires or dies or is on maternity or long-
term sick leave; or

the person’s employment or contractual arrangement with the Supplier
or Subcontractor is terminated for material breach of contract by the
employee.

The Supplier shall:

151

15.2

153

154

notify the Buyer promptly of the absence of any Key Staff (other than
for short-term sickness or holidays of two (2) weeks or less, in which
case the Supplier shall ensure appropriate temporary cover for that Key
Role);

ensure that any Key Role is not vacant for any longer than ten (10)
Working Days;

give as much notice as is reasonably practicable of its intention to
remove or replace any member of Key Staff and, except in the cases of
death, unexpected ill health or a material breach of the Key Staff’s
employment contract, this will mean at least three (3) Months’ notice;

ensure that all arrangements for planned changes in Key Staff provide
adequate periods during which incoming and outgoing staff work
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together to transfer responsibilities and ensure that such change does
not have an adverse impact on the provision of the Deliverables; and

1.5.5 ensure that any replacement for a Key Role has a level of qualifications
and experience appropriate to the relevant Key Role and is fully

competent to carry out the tasks assigned to the Key Staff whom he or
she has replaced.

1.6  The Buyer may require the Supplier to remove or procure that any
Subcontractor shall remove any Key Staff that the Buyer considers in any

respect unsatisfactory. The Buyer shall not be liable for the cost of replacing
any Key Staff.
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Key Role

Key Staff

Contact Details

Redacted under FOIA
section 40, Personal
Information

Redacted under
FOIA section 40,
Personal Information

Redacted under FOIA
section 40, Personal
Information

Redacted under FOIA
section 40, Personal
Information

Redacted under
FOIA section 40,
Personal Information

Redacted under FOIA
section 40, Personal
Information

Redacted under FOIA
section 40, Personal
Information

Redacted under
FOIA section 40,
Personal Information

Redacted under FOIA
section 40, Personal
Information

Redacted under FOIA
section 40, Personal
Information

Redacted under
FOIA section 40,
Personal Information

Redacted under FOIA
section 40, Personal
Information
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Call-Off Schedule 8 (Business Continuity and
Disaster Recovery)

1.

11

2.

2.1

Definitions

In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

"BCDR Plan"

1 has the meaning given to it in Paragraph 2.2
of this Schedule;

"Business Continuity
Plan"

2 has the meaning given to it in Paragraph
2.3.2 of this Schedule;

"Disaster"

3 the occurrence of one or more events which,
either separately or cumulatively, mean that
the Deliverables, or a material part thereof
will be unavailable (or could reasonably be
anticipated to be unavailable);

"Disaster Recovery
Deliverables™"

4 the Deliverables embodied in the processes
and procedures for restoring the provision of
Deliverables following the occurrence of a
Disaster;

"Disaster Recovery Plan

5has the meaning given to it in Paragraph
2.3.3 of this Schedule;

"Disaster Recovery
System”

6 the system embodied in the processes and
procedures for restoring the provision of
Deliverables following the occurrence of a
Disaster;

"Related Supplier”

7 any person who provides Deliverables to the
Buyer which are related to the Deliverables
from time to time;

"Review Report"

8 has the meaning given to it in Paragraph 6.3
of this Schedule; and

"Supplier's Proposals”

9 has the meaning given to it in Paragraph 6.3
of this Schedule;

BCDR Plan
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2.2

2.3

2.4

At least ninety (90) Working Days after the Start Date the Supplier shall prepare
and deliver to the Buyer for the Buyer’'s written approval a plan (a “BCDR
Plan”), which shall detail the processes and arrangements that the Supplier
shall follow to:

2.2.1 ensure continuity of the business processes and operations supported
by the Services following any failure or disruption of any element of the
Deliverables; and

2.2.2 the recovery of the Deliverables in the event of a Disaster
The BCDR Plan shall be divided into three sections:

2.3.1 Section 1 which shall set out general principles applicable to the BCDR
Plan;

2.3.2 Section 2 which shall relate to business continuity (the "Business
Continuity Plan"); and

2.3.3 Section 3 which shall relate to disaster recovery (the "Disaster
Recovery Plan").

Following receipt of the draft BCDR Plan from the Supplier, the Parties shall
use reasonable endeavours to agree the contents of the BCDR Plan. If the
Parties are unable to agree the contents of the BCDR Plan within twenty (20)
Working Days of its submission, then such Dispute shall be resolved in
accordance with the Dispute Resolution Procedure.

General Principles of the BCDR Plan (Section 1)

Section 1 of the BCDR Plan shall:

3.1.1 set out how the business continuity and disaster recovery elements of
the BCDR Plan link to each other;

3.1.2 provide details of how the invocation of any element of the BCDR Plan
may impact upon the provision of the Deliverables and any goods and/or
services provided to the Buyer by a Related Supplier;

3.1.3 contain an obligation upon the Supplier to liaise with the Buyer and any
Related Suppliers with respect to business continuity and disaster
recovery;

3.1.4 detail how the BCDR Plan interoperates with any overarching disaster
recovery or business continuity plan of the Buyer and any of its other
Related Supplier in each case as notified to the Supplier by the Buyer
from time to time;

3.1.5 contain a communication strategy including details of an incident and
problem management service and advice and help desk facility which
can be accessed via multiple channels;
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3.2

3.3

3.4

3.1.6 contain a risk analysis, including:

(a) failure or disruption scenarios and assessments of likely frequency of
occurrence;

(b) identification of any single points of failure within the provision of
Deliverables and processes for managing those risks;

(c) identification of risks arising from the interaction of the provision of
Deliverables with the goods and/or services provided by a Related
Supplier; and

(d) a business impact analysis of different anticipated failures or disruptions;

3.1.7 provide for documentation of processes, including business processes,
and procedures;

3.1.8 set out key contact details for the Supplier (and any Subcontractors) and
for the Buyer;

3.1.9 identify the procedures for reverting to "normal service";

3.1.10 set out method(s) of recovering or updating data collected (or which
ought to have been collected) during a failure or disruption to minimise
data loss;

3.1.11 identify the responsibilities (if any) that the Buyer has agreed it will
assume in the event of the invocation of the BCDR Plan; and

3.1.12 provide for the provision of technical assistance to key contacts at the
Buyer as required by the Buyer to inform decisions in support of the
Buyer’s business continuity plans.

The BCDR Plan shall be designed so as to ensure that:

3.2.1 the Deliverables are provided in accordance with this Contract at all
times during and after the invocation of the BCDR Plan;

3.2.2 the adverse impact of any Disaster is minimised as far as reasonably
possible;

3.2.3 it complies with the relevant provisions of ISO/IEC 27002;
1SO22301/ISO22313 and all other industry standards from time to time
in force; and

3.2.4 it details a process for the management of disaster recovery testing.

The BCDR Plan shall be upgradeable and sufficiently flexible to support any
changes to the Deliverables and the business operations supported by the
provision of Deliverables.

The Supplier shall not be entitled to any relief from its obligations under the
Performance Indicators (PI's) or Service levels, or to any increase in the
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4.1

4.2

5.2

Charges to the extent that a Disaster occurs as a consequence of any breach
by the Supplier of this Contract.

Business Continuity (Section 2)

The Business Continuity Plan shall set out the arrangements that are to be
invoked to ensure that the business processes facilitated by the provision of
Deliverables remain supported and to ensure continuity of the business
operations supported by the Services including:

4.1.1 the alternative processes, options and responsibilities that may be
adopted in the event of a failure in or disruption to the provision of
Deliverables; and

4.1.2 the steps to be taken by the Supplier upon resumption of the provision
of Deliverables in order to address the effect of the failure or disruption.

The Business Continuity Plan shall:

4.2.1 address the various possible levels of failures of or disruptions to the
provision of Deliverables;

4.2.2 set out the goods and/or services to be provided and the steps to be
taken to remedy the different levels of failures of and disruption to the
Deliverables;

4.2.3 specify any applicable Performance Indicators with respect to the
provision of the Business Continuity Services and details of any agreed
relaxation to the Performance Indicators (PI's) or Service Levels in
respect of the provision of other Deliverables during any period of
invocation of the Business Continuity Plan; and

4.2.4 set out the circumstances in which the Business Continuity Plan is
invoked.

Disaster Recovery (Section 3)

The Disaster Recovery Plan (which shall be invoked only upon the occurrence
of a Disaster) shall be designed to ensure that upon the occurrence of a
Disaster the Supplier ensures continuity of the business operations of the Buyer
supported by the Services following any Disaster or during any period of service
failure or disruption with, as far as reasonably possible, minimal adverse
impact.

The Supplier's BCDR Plan shall include an approach to business continuity and
disaster recovery that addresses the following:

5.2.1 loss of access to the Buyer Premises;
5.2.2 loss of utilities to the Buyer Premises;
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6.1

6.2

5.2.3 loss of the Supplier's helpdesk or CAFM system;
5.2.4 loss of a Subcontractor;

5.2.5 emergency notification and escalation process;
5.2.6 contact lists;

5.2.7 staff training and awareness;

5.2.8 BCDR Plan testing;

5.2.9 post implementation review process;

5.2.10any applicable Performance Indicators (PI's) with respect to the
provision of the disaster recovery services and details of any agreed
relaxation to the Performance Indicators (PI's) or Service Levels in
respect of the provision of other Deliverables during any period of
invocation of the Disaster Recovery Plan;

5.2.11 details of how the Supplier shall ensure compliance with security
standards ensuring that compliance is maintained for any period during
which the Disaster Recovery Plan is invoked;

5.2.12 access controls to any disaster recovery sites used by the Supplier in
relation to its obligations pursuant to this Schedule; and

5.2.13 testing and management arrangements.
Review and changing the BCDR Plan

The Supplier shall review the BCDR Plan:
6.1.1 on aregular basis and as a minimum once every six (6) Months;

6.1.2 within three (3) calendar Months of the BCDR Plan (or any part) having
been invoked pursuant to Paragraph 7; and

6.1.3 where the Buyer requests in writing any additional reviews (over and
above those provided for in Paragraphs 6.1.1 and 6.1.2 of this Schedule)
whereupon the Supplier shall conduct such reviews in accordance with
the Buyer’s written requirements. Prior to starting its review, the Supplier
shall provide an accurate written estimate of the total costs payable by
the Buyer for the Buyer’s approval. The costs of both Parties of any such
additional reviews shall be met by the Buyer except that the Supplier
shall not be entitled to charge the Buyer for any costs that it may incur
above any estimate without the Buyer’s prior written approval.

Each review of the BCDR Plan pursuant to Paragraph 6.1 shall assess its
suitability having regard to any change to the Deliverables or any underlying
business processes and operations facilitated by or supported by the Services
which have taken place since the later of the original approval of the BCDR
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6.3

6.4

6.5

Plan or the last review of the BCDR Plan, and shall also have regard to any
occurrence of any event since that date (or the likelihood of any such event
taking place in the foreseeable future) which may increase the likelihood of the
need to invoke the BCDR Plan. The review shall be completed by the Supplier
within such period as the Buyer shall reasonably require.

The Supplier shall, within twenty (20) Working Days of the conclusion of each
such review of the BCDR Plan, provide to the Buyer a report (a "Review
Report") setting out the Supplier's proposals (the "Supplier's Proposals") for
addressing any changes in the risk profile and its proposals for amendments to
the BCDR Plan.

Following receipt of the Review Report and the Supplier's Proposals, the
Parties shall use reasonable endeavours to agree the Review Report and the
Supplier's Proposals. If the Parties are unable to agree Review Report and the
Supplier's Proposals within twenty (20) Working Days of its submission, then
such Dispute shall be resolved in accordance with the Dispute Resolution
Procedure.

The Supplier shall as soon as is reasonably practicable after receiving the
approval of the Supplier's Proposals effect any change in its practices or
procedures necessary so as to give effect to the Supplier's Proposals. Any such
change shall be at the Supplier's expense unless it can be reasonably shown
that the changes are required because of a material change to the risk profile
of the Deliverables.

7.Testing the BCDR Plan

7.1

7.2

7.3

The Supplier shall test the BCDR Plan:
7.1.1 regularly and in any event not less than once in every Contract Year;
7.1.2 in the event of any major reconfiguration of the Deliverables

7.1.3 at any time where the Buyer considers it necessary (acting in its sole
discretion).

If the Buyer requires an additional test of the BCDR Plan, it shall give the
Supplier written notice and the Supplier shall conduct the test in accordance
with the Buyer’s requirements and the relevant provisions of the BCDR Plan.
The Supplier's costs of the additional test shall be borne by the Buyer unless
the BCDR Plan fails the additional test in which case the Supplier's costs of that
failed test shall be borne by the Supplier.

The Supplier shall undertake and manage testing of the BCDR Plan in full
consultation with and under the supervision of the Buyer and shall liaise with
the Buyer in respect of the planning, performance, and review, of each test, and
shall comply with the reasonable requirements of the Buyer.
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7.4

7.5

7.6

The Supplier shall ensure that any use by it or any Subcontractor of "live" data
in such testing is first approved with the Buyer. Copies of live test data used in
any such testing shall be (if so required by the Buyer) destroyed or returned to
the Buyer on completion of the test.

The Supplier shall, within twenty (20) Working Days of the conclusion of each
test, provide to the Buyer a report setting out:

7.5.1 the outcome of the test;

7.5.2 any failures in the BCDR Plan (including the BCDR Plan's procedures)
revealed by the test; and

7.5.3 the Supplier's proposals for remedying any such failures.

Following each test, the Supplier shall take all measures requested by the
Buyer to remedy any failures in the BCDR Plan and such remedial activity and
re-testing shall be completed by the Supplier, at its own cost, by the date
reasonably required by the Buyer.

Invoking the BCDR Plan

In the event of a complete loss of service or in the event of a Disaster, the
Supplier shall immediately invoke the BCDR Plan (and shall inform the Buyer
promptly of such invocation). In all other instances the Supplier shall invoke or
test the BCDR Plan only with the prior consent of the Buyer.

9.Circumstances beyond your control

9.1

The Supplier shall not be entitled to relief under Clause 20 (Circumstances
beyond your control) if it would not have been impacted by the Force Majeure
Event had it not failed to comply with its obligations under this Schedule.
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Call-Off Schedule 9 (Security)

Part A: Short Form Security Requirements

1. Definitions

1.1 Inthis Schedule, the following words shall have the following meanings and they
shall supplement Joint Schedule 1 (Definitions):

"Breach of Security"

1 the occurrence of:

a) any unauthorised access to or use of the
Deliverables, the Sites and/or any Information
and Communication Technology ("ICT"),
information or data (including the Confidential
Information and the Government Data) used
by the Buyer and/or the Supplier in
connection with this Contract; and/or

b) the loss and/or unauthorised disclosure of
any information or data (including the
Confidential Information and the Government
Data), including any copies of such
information or data, used by the Buyer and/or
the Supplier in connection with this Contract,

2in either case as more particularly set out in the
Security Policy where the Buyer has required
compliance therewith in accordance with
paragraph 2.2;

"Security
Management Plan”

3the Supplier's security management plan prepared
pursuant to this Schedule, a draft of which has
been provided by the Supplier to the Buyer and as
updated from time to time.

2. Complying with security requirements and updates to them

2.1 The Buyer and the Supplier recognise that, where specified in Framework
Schedule 4 (Framework Management), CCS shall have the right to enforce the
Buyer's rights under this Schedule.
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2.2

2.3

2.4

2.5

The Supplier shall comply with the requirements in this Schedule in respect of
the Security Management Plan. Where specified by a Buyer that has undertaken
a Further Competition it shall also comply with the Security Policy and shall
ensure that the Security Management Plan produced by the Supplier fully
complies with the Security Policy.

Where the Security Policy applies the Buyer shall notify the Supplier of any
changes or proposed changes to the Security Policy.

If the Supplier believes that a change or proposed change to the Security Policy
will have a material and unavoidable cost implication to the provision of the
Deliverables it may propose a Variation to the Buyer. In doing so, the Supplier
must support its request by providing evidence of the cause of any increased
costs and the steps that it has taken to mitigate those costs. Any change to the
Charges shall be subject to the Variation Procedure.

Until and/or unless a change to the Charges is agreed by the Buyer pursuant to
the Variation Procedure the Supplier shall continue to provide the Deliverables
in accordance with its existing obligations.

3. Security Standards

3.1

3.2

3.3

3.4

The Supplier acknowledges that the Buyer places great emphasis on the
reliability of the performance of the Deliverables, confidentiality, integrity and
availability of information and consequently on security.

The Supplier shall be responsible for the effective performance of its security
obligations and shall at all times provide a level of security which:

3.2.1 isin accordance with the Law and this Contract;
3.2.2 as a minimum demonstrates Good Industry Practice;

3.2.3 meets any specific security threats of immediate relevance to the
Deliverables and/or the Government Data; and

3.2.4 where specified by the Buyer in accordance with paragraph 2.2
complies with the Security Policy and the ICT Policy.

The references to standards, guidance and policies contained or set out in
Paragraph 3.2 shall be deemed to be references to such items as developed
and updated and to any successor to or replacement for such standards,
guidance and policies, as notified to the Supplier from time to time.

In the event of any inconsistency in the provisions of the above standards,
guidance and policies, the Supplier should notify the Buyer's Representative of
such inconsistency immediately upon becoming aware of the same, and the
Buyer's Representative shall, as soon as practicable, advise the Supplier which
provision the Supplier shall be required to comply with.
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4. Security Management Plan

4.1 Introduction

4.1.1 The Supplier shall develop and maintain a Security Management Plan
in accordance with this Schedule. The Supplier shall thereafter comply
with its obligations set out in the Security Management Plan.

4.2 Content of the Security Management Plan

4.2.1 The Security Management Plan shall:

a) comply with the principles of security set out in Paragraph 3 and

b)

c)

d)

any other provisions of this Contract relevant to security;

identify the necessary delegated organisational roles for those

responsible for ensuring it is complied with by the Supplier;

detail the process for managing any security risks from

Subcontractors and third parties authorised by the Buyer with
access to the Deliverables, processes associated with the
provision of the Deliverables, the Buyer Premises, the Sites and
any ICT, Information and data (including the Buyer’s Confidential
Information and the Government Data) and any system that could
directly or indirectly have an impact on that Information, data
and/or the Deliverables;

be developed to protect all aspects of the Deliverables and all

processes associated with the provision of the Deliverables,
including the Buyer Premises, the Sites, and any ICT, Information
and data (including the Buyer’'s Confidential Information and the
Government Data) to the extent used by the Buyer or the Supplier
in connection with this Contract or in connection with any system
that could directly or indirectly have an impact on that Information,
data and/or the Deliverables;

set out the security measures to be implemented and maintained

by the Supplier in relation to all aspects of the Deliverables and
all processes associated with the provision of the Goods and/or
Services and shall at all times comply with and specify security
measures and procedures which are sufficient to ensure that the
Deliverables comply with the provisions of this Contract;

set out the plans for transitioning all security arrangements and

responsibilities for the Supplier to meet the full obligations of the
security requirements set out in this Contract and, where
necessary in accordance with paragraph 2.2 the Security Policy;
and
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g) be written in plain English in language which is readily
comprehensible to the staff of the Supplier and the Buyer
engaged in the provision of the Deliverables and shall only
reference documents which are in the possession of the Parties
or whose location is otherwise specified in this Schedule.

4.3 Development of the Security Management Plan

4.3.1

4.3.2

4.3.3

4.3.4

Within twenty (20) Working Days after the Start Date and in
accordance with Paragraph 4.4, the Supplier shall prepare and deliver
to the Buyer for Approval a fully complete and up to date Security
Management Plan which will be based on the draft Security
Management Plan.

If the Security Management Plan submitted to the Buyer in accordance
with Paragraph 4.3.1, or any subsequent revision to it in accordance
with Paragraph 4.4, is Approved it will be adopted immediately and will
replace the previous version of the Security Management Plan and
thereafter operated and maintained in accordance with this Schedule.
If the Security Management Plan is not Approved, the Supplier shall
amend it within ten (10) Working Days of a notice of non-approval from
the Buyer and re-submit to the Buyer for Approval. The Parties will use
all reasonable endeavours to ensure that the approval process takes
as little time as possible and in any event no longer than fifteen (15)
Working Days from the date of its first submission to the Buyer. If the
Buyer does not approve the Security Management Plan following its
resubmission, the matter will be resolved in accordance with the
Dispute Resolution Procedure.

The Buyer shall not unreasonably withhold or delay its decision to
Approve or not the Security Management Plan pursuant to Paragraph
4.3.2. However a refusal by the Buyer to Approve the Security
Management Plan on the grounds that it does not comply with the
requirements set out in Paragraph 4.2 shall be deemed to be
reasonable.

Approval by the Buyer of the Security Management Plan pursuant to
Paragraph 4.3.2 or of any change to the Security Management Plan in
accordance with Paragraph 4.4 shall not relieve the Supplier of its
obligations under this Schedule.

4.4 Amendment of the Security Management Plan

4.4.1

The Security Management Plan shall be fully reviewed and updated by
the Supplier at least annually to reflect:

a) emerging changes in Good Industry Practice;
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b) any change or proposed change to the Deliverables and/or
associated processes;

c) where necessary in accordance with paragraph 2.2, any change to
the Security Policy;

d) any new perceived or changed security threats; and
e) any reasonable change in requirements requested by the Buyer.

4.4.2 The Supplier shall provide the Buyer with the results of such reviews
as soon as reasonably practicable after their completion and
amendment of the Security Management Plan at no additional cost to
the Buyer. The results of the review shall include, without limitation:

a) suggested improvements to the effectiveness of the Security
Management Plan;

b) updates to the risk assessments; and

c) suggested improvements in measuring the effectiveness of
controls.

4.4.3 Subject to Paragraph 4.4.4, any change or amendment which the
Supplier proposes to make to the Security Management Plan (as a
result of a review carried out in accordance with Paragraph 4.4.1, a
request by the Buyer or otherwise) shall be subject to the Variation
Procedure.

4.4.4 The Buyer may, acting reasonably, Approve and require changes or
amendments to the Security Management Plan to be implemented on
timescales faster than set out in the Variation Procedure but, without
prejudice to their effectiveness, all such changes and amendments
shall thereafter be subject to the Variation Procedure for the purposes
of formalising and documenting the relevant change or amendment.

5. Security breach

5.1Either Party shall notify the other in accordance with the agreed security incident
management process (as detailed in the Security Management Plan) upon
becoming aware of any Breach of Security or any potential or attempted Breach
of Security.

5.2Without prejudice to the security incident management process, upon becoming
aware of any of the circumstances referred to in Paragraph 5.1, the Supplier
shall:

5.2.1 immediately take all reasonable steps (which shall include any action or changes
reasonably required by the Buyer) necessary to:
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b)

d)

minimise the extent of actual or potential harm caused by
any Breach of Security;

remedy such Breach of Security to the extent possible
and protect the integrity of the Buyer and the provision of
the Goods and/or Services to the extent within its control
against any such Breach of Security or attempted Breach
of Security;

prevent an equivalent breach in the future exploiting the
same cause failure; and

as soon as reasonably practicable provide to the Buyer,
where the Buyer so requests, full details (using the
reporting mechanism defined by the Security
Management Plan) of the Breach of Security or attempted
Breach of Security, including a cause analysis where
required by the Buyer.

5.3In the event that any action is taken in response to a Breach of Security or
potential or attempted Breach of Security that demonstrates non-compliance of
the Security Management Plan with the Security Policy (where relevant in
accordance with paragraph 2.2) or the requirements of this Schedule, then any
required change to the Security Management Plan shall be at no cost to the

Buyer.
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Part B: Long Form Security Requirements — NOT

USED

1. Definitions

1.11In this Schedule the following words shall have the following meanings and they
shall supplement Joint Schedule 1 (Definitions):

"Breach of
Becurity"

4 means the occurrence of:

a) any unauthorised access to or use of the
Goods and/or Deliverables, the Sites and/or
any Information and Communication
Technology ("ICT"), information or data
(including the Confidential Information and the
Government Data) used by the Buyer and/or
the Supplier in connection with this Contract;
and/or

b) the loss and/or unauthorised disclosure of any
information or data (including the Confidential
Information and the Government Data),
including any copies of such information or
data, used by the Buyer and/or the Supplier in
connection with this Contract,

5in either case as more particularly set out in the
security requirements in the Security Policy where
the Buyer has required compliance therewith in
accordance with paragraph 3.4.3 d;

"ISMS"

6 the information security management system and
process developed by the Supplier in accordance
with Paragraph 3 (ISMS) as updated from time to
time in accordance with this Schedule; and

"Security Tests"

7tests to validate the ISMS and security of all
relevant processes, systems, incident response
plans, patches to vulnerabilities and mitigations to
Breaches of Security.
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2. Security Requirements

2.1The Buyer and the Supplier recognise that, where specified in Framework
Schedule 4 (Framework Management), CCS shall have the right to enforce the
Buyer's rights under this Schedule.

2.2The Parties acknowledge that the purpose of the ISMS and Security
Management Plan are to ensure a good organisational approach to security
under which the specific requirements of this Contract will be met.

2.3The Parties shall each appoint a security representative to be responsible for
Security. The initial security representatives of the Parties are:

2.3.1 [insert security representative of the Buyer]
2.3.2 [insert security representative of the Supplier]

2.4The Buyer shall clearly articulate its high level security requirements so that the
Supplier can ensure that the ISMS, security related activities and any mitigations
are driven by these fundamental needs.

2.5Both Parties shall provide a reasonable level of access to any members of their
staff for the purposes of designing, implementing and managing security.

2.6 The Supplier shall use as a minimum Good Industry Practice in the day to day
operation of any system holding, transferring or processing Government Data
and any system that could directly or indirectly have an impact on that
information, and shall ensure that Government Data remains under the effective
control of the Supplier at all times.

2.7The Supplier shall ensure the up-to-date maintenance of a security policy
relating to the operation of its own organisation and systems and on request
shall supply this document as soon as practicable to the Buyer.

2.8The Buyer and the Supplier acknowledge that information security risks are
shared between the Parties and that a compromise of either the Supplier or the
Buyer’'s security provisions represents an unacceptable risk to the Buyer
requiring immediate communication and co-operation between the Parties.

3. Information Security Management System (ISMS)

3.1The Supplier shall develop and submit to the Buyer, within twenty (20) Working
Days after the Start Date, an information security management system for the
purposes of this Contract and shall comply with the requirements of Paragraphs
3.4 10 3.6.

3.2The Supplier acknowledges that the Buyer places great emphasis on the
reliability of the performance of the Deliverables, confidentiality, integrity and
availability of information and consequently on the security provided by the ISMS
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and that the Supplier shall be responsible for the effective performance of the

ISMS.

3.3The Buyer acknowledges that;

3.3.1

3.3.2

If the Buyer has not stipulated during a Further Competition that it
requires a bespoke ISMS, the ISMS provided by the Supplier may be
an extant ISMS covering the Services and their implementation across
the Supplier’s estate; and

Where the Buyer has stipulated that it requires a bespoke ISMS then
the Supplier shall be required to present the ISMS for the Buyer’s
Approval.

3.4The ISMS shall:

3.4.1

3.4.2

3.4.3

if the Buyer has stipulated that it requires a bespoke ISMS, be
developed to protect all aspects of the Deliverables and all processes
associated with the provision of the Deliverables, including the Buyer
Premises, the Sites, the Supplier System, the Buyer System (to the
extent that it is under the control of the Supplier) and any ICT,
information and data (including the Buyer’s Confidential Information
and the Government Data) to the extent used by the Buyer or the
Supplier in connection with this Contract;

meet the relevant standards in ISO/IEC 27001 and ISO/IEC27002 in
accordance with Paragraph 7;

at all times provide a level of security which:
a) is in accordance with the Law and this Contract;
b) complies with the Baseline Security Requirements;
C) as a minimum demonstrates Good Industry Practice;

d) where specified by a Buyer that has undertaken a Further
Competition - complies with the Security Policy and the
ICT Policy;

e) complies with at least the minimum set of security
measures and standards as determined by the Security
Policy Framework (Tiers 1-4)
(https://www.gov.uk/government/publications/security-
policy-framework/hmg-security-policy-framework)

f) takes account of guidance issued by the Centre for
Protection of National Infrastructure
(https://www.cpni.gov.uk)

s)] complies with HMG Information Assurance Maturity
Model and Assurance Framework
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(https://www.ncsc.gov.uk/articles/hmg-ia-maturity-model-
iamm)

h) meets any specific security threats of immediate
relevance to the ISMS, the Deliverables and/or
Government Data,

) addresses issues of incompatibility with the Supplier's
own organisational security policies; and

)] complies with ISO/IEC27001 and ISO/IEC27002 in
accordance with Paragraph 7;

3.4.4 document the security incident management processes and incident
response plans;

3.4.5 document the vulnerability management policy including processes for
identification of system vulnerabilities and assessment of the potential
impact on the Deliverables of any new threat, vulnerability or
exploitation technique of which the Supplier becomes aware,
prioritisation of security patches, testing of security patches,
application of security patches, a process for Buyer approvals of
exceptions, and the reporting and audit mechanism detailing the
efficacy of the patching policy; and

3.4.6 be certified by (or by a person with the direct delegated authority of) a
Supplier's main board representative, being the "Chief Security
Officer", "Chief Information Officer", "Chief Technical Officer" or "Chief
Financial Officer" (or equivalent as agreed in writing by the Buyer in
advance of issue of the relevant Security Management Plan).

3.5Subject to Paragraph 2 the references to Standards, guidance and policies
contained or set out in Paragraph 3.4 shall be deemed to be references to such
items as developed and updated and to any successor to or replacement for
such standards, guidance and policies, as notified to the Supplier from time to
time.

3.6In the event that the Supplier becomes aware of any inconsistency in the
provisions of the standards, guidance and policies set out in Paragraph 3.4, the
Supplier shall immediately notify the Buyer Representative of such
inconsistency and the Buyer Representative shall, as soon as practicable, notify
the Supplier as to which provision the Supplier shall comply with.

3.71f the bespoke ISMS submitted to the Buyer pursuant to Paragraph 3.3.1 is

Approved by the Buyer, it shall be adopted by the Supplier immediately and

thereafter operated and maintained in accordance with this Schedule. If the

ISMS is not Approved by the Buyer, the Supplier shall amend it within ten

(10) Working Days of a notice of non-approval from the Buyer and re-submit it

to the Buyer for Approval. The Parties shall use all reasonable endeavours to
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ensure that the Approval process takes as little time as possible and in any event
no longer than fifteen (15) Working Days from the date of the first submission of
the ISMS to the Buyer. If the Buyer does not Approve the ISMS following its
resubmission, the matter shall be resolved in accordance with the Dispute
Resolution Procedure. No Approval to be given by the Buyer pursuant to this
Paragraph 3 may be unreasonably withheld or delayed. However any failure to
approve the ISMS on the grounds that it does not comply with any of the
requirements set out in Paragraphs 3.4 to 3.6 shall be deemed to be reasonable.

3.8 Approval by the Buyer of the ISMS pursuant to Paragraph 3.7 or of any change
to the ISMS shall not relieve the Supplier of its obligations under this Schedule.

4. Security Management Plan

4.1Within twenty (20) Working Days after the Start Date, the Supplier shall prepare
and submit to the Buyer for Approval in accordance with Paragraph 4 fully
developed, complete and up-to-date Security Management Plan which shall
comply with the requirements of Paragraph 4.2.

4.2 The Security Management Plan shall:

42.1

4.2.2

4.2.3

4.2.4

4.2.5

be based on the initial Security Management Plan set out in Annex 2
(Security Management Plan);

comply with the Baseline Security Requirements and, where specified
by the Buyer in accordance with paragraph 3.4.3 d, the Security Policy;

identify the necessary delegated organisational roles defined for those
responsible for ensuring this Schedule is complied with by the
Supplier;

detail the process for managing any security risks from Subcontractors
and third parties authorised by the Buyer with access to the Goods
and/or Services, processes associated with the delivery of the Goods
and/or Services, the Buyer Premises, the Sites, the Supplier System,
the Buyer System (to the extent that it is under the control of the
Supplier) and any ICT, Information and data (including the Buyer’s
Confidential Information and the Government Data) and any system
that could directly or indirectly have an impact on that information, data
and/or the Deliverables;

unless otherwise specified by the Buyer in writing, be developed to
protect all aspects of the Deliverables and all processes associated
with the delivery of the Deliverables, including the Buyer Premises, the
Sites, the Supplier System, the Buyer System (to the extent that it is
under the control of the Supplier) and any ICT, Information and data
(including the Buyer’s Confidential Information and the Government
Data) to the extent used by the Buyer or the Supplier in connection
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with this Contract or in connection with any system that could directly
or indirectly have an impact on that Information, data and/or the
Deliverables;

4.2.6 set out the security measures to be implemented and maintained by
the Supplier in relation to all aspects of the Deliverables and all
processes associated with the delivery of the Deliverables and at all
times comply with and specify security measures and procedures
which are sufficient to ensure that the Deliverables comply with the
provisions of this Schedule (including the requirements set out in
Paragraph 3.4);

4.2.7 demonstrate that the Supplier's approach to delivery of the
Deliverables has minimised the Buyer and Supplier effort required to
comply with this Schedule through consideration of available,
appropriate and practicable pan-government accredited services (for
example, ‘platform as a service’ offering from the G-Cloud catalogue);

4.2.8 set out the plans for transitioning all security arrangements and
responsibilities from those in place at the Start Date to those
incorporated in the ISMS within the timeframe agreed between the
Parties;

4.2.9 set out the scope of the Buyer System that is under the control of the
Supplier;

4.2.10 be structured in accordance with ISO/IEC27001 and ISO/IEC27002,
cross-referencing if necessary to other Schedules which cover specific
areas included within those standards; and

4.2.11 be written in plain English in language which is readily comprehensible
to the staff of the Supplier and the Buyer engaged in the Deliverables
and shall reference only documents which are in the possession of the
Parties or whose location is otherwise specified in this Schedule.

4.31f the Security Management Plan submitted to the Buyer pursuant to
Paragraph 4.1 is Approved by the Buyer, it shall be adopted by the Supplier
immediately and thereafter operated and maintained in accordance with this
Schedule. If the Security Management Plan is not approved by the Buyer, the
Supplier shall amend it within ten (10) Working Days of a notice of non-approval
from the Buyer and re-submit it to the Buyer for Approval. The Parties shall use
all reasonable endeavours to ensure that the Approval process takes as little
time as possible and in any event no longer than fifteen (15) Working Days from
the date of the first submission to the Buyer of the Security Management Plan.
If the Buyer does not Approve the Security Management Plan following its
resubmission, the matter shall be resolved in accordance with the Dispute
Resolution Procedure. No Approval to be given by the Buyer pursuant to this
Paragraph may be unreasonably withheld or delayed. However any failure to
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approve the Security Management Plan on the grounds that it does not comply
with the requirements set out in Paragraph 4.2 shall be deemed to be
reasonable.

4.4 Approval by the Buyer of the Security Management Plan pursuant to Paragraph
4.3 or of any change or amendment to the Security Management Plan shall not
relieve the Supplier of its obligations under this Schedule.

5. Amendment of the ISMS and Security Management Plan

5.1The ISMS and Security Management Plan shall be fully reviewed and updated
by the Supplier and at least annually to reflect:

5.1.1 emerging changes in Good Industry Practice;

5.1.2 any change or proposed change to the Supplier System, the
Deliverables and/or associated processes;

5.1.3 any new perceived or changed security threats;

5.1.4 where required in accordance with paragraph 3.4.3 d, any changes to
the Security Policy;

5.1.5 any new perceived or changed security threats; and
5.1.6 any reasonable change in requirement requested by the Buyer.

5.2The Supplier shall provide the Buyer with the results of such reviews as soon as
reasonably practicable after their completion and amend the ISMS and Security
Management Plan at no additional cost to the Buyer. The results of the review
shall include, without limitation:

5.2.1 suggested improvements to the effectiveness of the ISMS;
5.2.2 updates to the risk assessments;

5.2.3 proposed modifications to the procedures and controls that affect
information security to respond to events that may impact on the ISMS;
and

5.2.4 suggested improvements in measuring the effectiveness of controls.

5.3Subject to Paragraph 5.4, any change which the Supplier proposes to make to
the ISMS or Security Management Plan (as a result of a review carried out
pursuant to Paragraph 5.1, a Buyer request, a change to Annex 1 (Security) or
otherwise) shall be subject to the Variation Procedure and shall not be
implemented until Approved in writing by the Buyer.

5.4The Buyer may, acting reasonably, Approve and require changes or
amendments to the ISMS or Security Management Plan to be implemented on
timescales faster than set out in the Variation Procedure but, without prejudice
to their effectiveness, all such changes and amendments shall thereafter be
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subject to the Variation Procedure for the purposes of formalising and
documenting the relevant change or amendment.

6. Security Testing

6.1The Supplier shall conduct Security Tests from time to time (and at least
annually across the scope of the ISMS) and additionally after any change or
amendment to the ISMS (including security incident management processes
and incident response plans) or the Security Management Plan. Security Tests
shall be designed and implemented by the Supplier so as to minimise the impact
on the delivery of the Deliverables and the date, timing, content and conduct of
such Security Tests shall be agreed in advance with the Buyer. Subject to
compliance by the Supplier with the foregoing requirements, if any Security
Tests adversely affect the Supplier’s ability to deliver the Deliverables so as to
meet the KPls, the Supplier shall be granted relief against any resultant under-
performance for the period of the Security Tests.

6.2 The Buyer shall be entitled to send a representative to witness the conduct of
the Security Tests. The Supplier shall provide the Buyer with the results of such
Security Tests (in a form approved by the Buyer in advance) as soon as
practicable after completion of each Security Test.

6.3Without prejudice to any other right of audit or access granted to the Buyer
pursuant to this Contract, the Buyer and/or its authorised representatives shall
be entitled, at any time upon giving reasonable notice to the Supplier, to carry
out such tests (including penetration tests) as it may deem necessary in relation
to the ISMS and the Supplier's compliance with the ISMS and the Security
Management Plan. The Buyer may notify the Supplier of the results of such tests
after completion of each such test. If any such Buyer’s test adversely affects
the Supplier's ability to deliver the Deliverables so as to meet the KPlIs, the
Supplier shall be granted relief against any resultant under-performance for the
period of the Buyer’s test.

6.4Where any Security Test carried out pursuant to Paragraphs 6.2 or 6.3 reveals
any actual or potential Breach of Security or weaknesses (including un-patched
vulnerabilities, poor configuration and/or incorrect system management), the
Supplier shall promptly notify the Buyer of any changes to the ISMS and to the
Security Management Plan (and the implementation thereof) which the Supplier
proposes to make in order to correct such failure or weakness. Subject to the
Buyer's prior written Approval, the Supplier shall implement such changes to the
ISMS and the Security Management Plan and repeat the relevant Security Tests
in accordance with the timetable agreed with the Buyer or, otherwise, as soon
as reasonably possible. For the avoidance of doubt, where the change to the
ISMS or Security Management Plan is to address a non-compliance with the
Security Policy or security requirements (as set out in Annex 1 (Baseline
Security Requirements) to this Schedule) or the requirements of this Schedule,
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the change to the ISMS or Security Management Plan shall be at no cost to the
Buyer.

6.51f any repeat Security Test carried out pursuant to Paragraph 6.4 reveals an
actual or potential Breach of Security exploiting the same root cause failure,
such circumstance shall constitute a material Default of this Contract.

7. Complying with the ISMS

7.1The Buyer shall be entitled to carry out such security audits as it may reasonably
deem necessary in order to ensure that the ISMS maintains compliance with the
principles and practices of ISO 27001 and/or the Security Policy where such
compliance is required in accordance with paragraph 3.4.3 d.

7.21f, on the basis of evidence provided by such security audits, it is the Buyer's
reasonable opinion that compliance with the principles and practices of ISO/IEC
27001 and/or, where relevant, the Security Policy are not being achieved by the
Supplier, then the Buyer shall notify the Supplier of the same and give the
Supplier a reasonable time (having regard to the extent and criticality of any
non-compliance and any other relevant circumstances) to implement and
remedy. Ifthe Supplier does not become compliant within the required time then
the Buyer shall have the right to obtain an independent audit against these
standards in whole or in part.

7.31f, as a result of any such independent audit as described in Paragraph the
Supplier is found to be non-compliant with the principles and practices of
ISO/IEC 27001 and/or, where relevant, the Security Policy then the Supplier
shall, at its own expense, undertake those actions required in order to achieve
the necessary compliance and shall reimburse in full the costs incurred by the
Buyer in obtaining such audit.

8. Security Breach

8.1Either Party shall notify the other in accordance with the agreed security incident
management process as defined by the ISMS upon becoming aware of any
breach of security or any potential or attempted Breach of Security.

8.2Without prejudice to the security incident management process, upon becoming
aware of any of the circumstances referred to in Paragraph 8.1, the Supplier
shall:

8.2.1 immediately take all reasonable steps (which shall include any action
or changes reasonably required by the Buyer) necessary to:

a) minimise the extent of actual or potential harm caused by
any Breach of Security;
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b) remedy such Breach of Security or any potential or
attempted Breach of Security in order to protect the
integrity of the Buyer Property and/or Buyer Assets and/or
ISMS to the extent that this is within the Supplier’s control,

C) apply a tested mitigation against any such Breach of
Security or attempted Breach of Security and provided
that reasonable testing has been undertaken by the
Supplier, if the mitigation adversely affects the Supplier’s
ability to provide the Deliverables so as to meet the
relevant Service Level Performance Indicators, the
Supplier shall be granted relief against any resultant
under-performance for such period as the Buyer, acting
reasonably, may specify by written notice to the Supplier;

d) prevent a further Breach of Security or any potential or
attempted Breach of Security in the future exploiting the
same root cause failure; and

e) supply any requested data to the Buyer (or the Computer
Emergency Response Team for UK Government
("GovCertUK")) on the Buyer's request within two
(2) Working Days and without charge (where such
requests are reasonably related to a possible incident or
compromise); and

f) as soon as reasonably practicable provide to the Buyer
full details (using the reporting mechanism defined by the
ISMS) of the Breach of Security or attempted Breach of
Security, including a root cause analysis where required
by the Buyer.

8.3In the event that any action is taken in response to a Breach of Security or
potential or attempted Breach of Security that demonstrates non-compliance of
the ISMS with the Security Policy (where relevant) or the requirements of this
Schedule, then any required change to the ISMS shall be at no cost to the Buyer.

9. Vulnerabilities and fixing them

9.1The Buyer and the Supplier acknowledge that from time to time vulnerabilities
in the ICT Environment will be discovered which unless mitigated will present an
unacceptable risk to the Buyer’s information.

9.2The severity of threat vulnerabilities for COTS Software shall be categorised by
the Supplier as ‘Critical’, ‘Important’ and ‘Other’ by aligning these categories to
the vulnerability scoring according to the agreed method in the ISMS and using
the appropriate vulnerability scoring systems including:
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9.2.1 the ‘National Vulnerability Database’ ‘Vulnerability Severity Ratings’:
‘High’, ‘Medium’ and ‘Low’ respectively (these in turn are aligned to
CVSS scores as set out by NIST http://nvd.nist.gov/cvss.cfm); and

9.2.2 Microsoft’s ‘Security Bulletin Severity Rating System’ ratings ‘Critical’,
‘Important’, and the two remaining levels (‘Moderate’ and ‘Low’)
respectively.

9.3The Supplier shall procure the application of security patches to vulnerabilities
within a maximum period from the public release of such patches with those
vulnerabilities categorised as ‘Critical’ within 14 days of release, ‘Important’
within 30 days of release and all ‘Other’ within 60 Working Days of release,
except where:

9.3.1 the Supplier can demonstrate that a vulnerability is not exploitable
within the context of any Service (e.g. because it resides in a software
component which is not running in the service) provided vulnerabilities
which the Supplier asserts cannot be exploited within the context of a
Service must be remedied by the Supplier within the above timescales
if the vulnerability becomes exploitable within the context of the
Service;

9.3.2 the application of a ‘Critical’ or ‘Important’ security patch adversely
affects the Supplier’s ability to deliver the Services in which case the
Supplier shall be granted an extension to such timescales of 5 days,
provided the Supplier had followed and continues to follow the security
patch test plan agreed with the Buyer; or

9.3.3 the Buyer agrees a different maximum period after a case-by-case
consultation with the Supplier under the processes defined in the
ISMS.

9.4The Specification and Mobilisation Plan (if applicable) shall include provisions
for major version upgrades of all COTS Software to be upgraded within 6 Months
of the release of the latest version, such that itis no more than one major version
level below the latest release (normally codified as running software no older
than the ‘n-1 version’) throughout the Term unless:

9.4.1 where upgrading such COTS Software reduces the level of mitigations
for known threats, vulnerabilities or exploitation techniques, provided
always that such upgrade is made within 12 Months of release of the
latest version; or

9.4.2 is agreed with the Buyer in writing.
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9.5The Supplier shall:

951

9.5.2

9.5.3

954

9.5.5

9.5.6

9.5.7

9.5.8

implement a mechanism for receiving, analysing and acting upon
threat information supplied by GovCertUK, or any other competent
Central Government Body;

ensure that the ICT Environment (to the extent that the ICT
Environment is within the control of the Supplier) is monitored to
facilitate the detection of anomalous behaviour that would be indicative
of system compromise;

ensure it is knowledgeable about the latest trends in threat,
vulnerability and exploitation that are relevant to the ICT Environment
by actively monitoring the threat landscape during the Contract Period;

pro-actively scan the ICT Environment (to the extent that the ICT
Environment is within the control of the Supplier) for vulnerable
components and address discovered vulnerabilities through the
processes described in the ISMS as developed under Paragraph
3.3.5;

from the date specified in the Security Management Plan provide a
report to the Buyer within five (5) Working Days of the end of each
Month detailing both patched and outstanding vulnerabilities in the ICT
Environment (to the extent that the ICT Environment is within the
control of the Supplier) and any elapsed time between the public
release date of patches and either time of application or for
outstanding vulnerabilities the time of issue of such report;

propose interim mitigation measures to vulnerabilities in the ICT
Environment known to be exploitable where a security patch is not
immediately available;

remove or disable any extraneous interfaces, services or capabilities
that are not needed for the provision of the Services (in order to reduce
the attack surface of the ICT Environment); and

inform the Buyer when it becomes aware of any new threat,
vulnerability or exploitation technique that has the potential to affect
the security of the ICT Environment and provide initial indications of
possible mitigations.

9.61f the Supplier is unlikely to be able to mitigate the vulnerability within the
timescales under this Paragraph 9, the Supplier shall immediately notify the

Buyer.

9.7A failure to comply with Paragraph 9.3 shall constitute a Default, and the
Supplier shall comply with the Rectification Plan Process.
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Part B — Annex 1:

Baseline security requirements

1. Handling Classified information

1.1The Supplier shall not handle Buyer information classified SECRET or TOP
SECRET except if there is a specific requirement and in this case prior to receipt
of such information the Supplier shall seek additional specific guidance from the
Buyer.

2. End user devices

2.1When Government Data resides on a mobile, removable or physically
uncontrolled device it must be stored encrypted using a product or system
component which has been formally assured through a recognised certification
process of the National Cyber Security Centre (“NCSC”) to at least Foundation
Grade, for example, under the NCSC Commercial Product Assurance scheme
("CPA".

2.2Devices used to access or manage Government Data and services must be
under the management authority of Buyer or Supplier and have a minimum set
of security policy configuration enforced. These devices must be placed into a
‘known good’ state prior to being provisioned into the management authority of
the Buyer. Unless otherwise agreed with the Buyer in writing, all Supplier
devices are expected to meet the set of security requirements set out in the End
User Devices Security Guidance (https://www.ncsc.gov.uk/quidance/end-user-
device-security). Where the guidance highlights shortcomings in a particular
platform the Supplier may wish to use, then these should be discussed with the
Buyer and a joint decision shall be taken on whether the residual risks are
acceptable. Where the Supplier wishes to deviate from the NCSC guidance,
then this should be agreed in writing on a case by case basis with the Buyer.

3. Data Processing, Storage, Management and Destruction

3.1The Supplier and Buyer recognise the need for the Buyer’s information to be
safeguarded under the UK Data Protection regime or a similar regime. To that
end, the Supplier must be able to state to the Buyer the physical locations in
which data may be stored, processed and managed from, and what legal and
regulatory frameworks Government Data will be subject to at all times.

3.2The Supplier shall agree any change in location of data storage, processing and
administration with the Buyer in accordance with Clause 14 (Data protection).
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3.3The Supplier shall:

3.3.1 provide the Buyer with all Government Data on demand in an agreed
open format;

3.3.2 have documented processes to guarantee availability of Government
Data in the event of the Supplier ceasing to trade;

3.3.3 securely destroy all media that has held Government Data at the end
of life of that media in line with Good Industry Practice; and

3.3.4 securely erase any or all Government Data held by the Supplier when
requested to do so by the Buyer.

4. Ensuring secure communications

4.1The Buyer requires that any Government Data transmitted over any public
network (including the Internet, mobile networks or un-protected enterprise
network) or to a mobile device must be encrypted using a product or system
component which has been formally assured through a certification process
recognised by NCSC, to at least Foundation Grade, for example, under CPA.

4.2The Buyer requires that the configuration and use of all networking equipment
to provide the Services, including those that are located in secure physical
locations, are at least compliant with Good Industry Practice.

5. Security by design

5.1The Supplier shall apply the ‘principle of least privilege’ (the practice of limiting
systems, processes and user access to the minimum possible level) to the
design and configuration of IT systems which will process or store Government
Data.

5.2When designing and configuring the ICT Environment (to the extent that the ICT
Environment is within the control of the Supplier) the Supplier shall follow Good
Industry Practice and seek guidance from recognised security professionals with
the appropriate skills and/or a NCSC certification
(https://www.ncsc.gov.uk/section/products-services/ncsc-certification) for all
bespoke or complex components of the ICT Environment (to the extent that the
ICT Environment is within the control of the Supplier).

6. Security of Supplier Staff

6.1Supplier Staff shall be subject to pre-employment checks that include, as a
minimum: identity, unspent criminal convictions and right to work.

6.2The Supplier shall agree on a case by case basis Supplier Staff roles which
require specific government clearances (such as ‘SC’) including system
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administrators with privileged access to IT systems which store or process
Government Data.

6.3 The Supplier shall prevent Supplier Staff who are unable to obtain the required
security clearances from accessing systems which store, process, or are used
to manage Government Data except where agreed with the Buyer in writing.

6.4 All Supplier Staff that have the ability to access Government Data or systems
holding Government Data shall undergo regular training on secure information
management principles. Unless otherwise agreed with the Buyer in writing, this
training must be undertaken annually.

6.5Where the Supplier or Subcontractors grants increased ICT privileges or access
rights to Supplier Staff, those Supplier Staff shall be granted only those
permissions necessary for them to carry out their duties. When staff no longer
need elevated privileges or leave the organisation, their access rights shall be
revoked within one (1) Working Day.

7. Restricting and monitoring access

7.1The Supplier shall operate an access control regime to ensure all users and
administrators of the ICT Environment (to the extent that the ICT Environment
is within the control of the Supplier) are uniquely identified and authenticated
when accessing or administering the Services. Applying the ‘principle of least
privilege’, users and administrators shall be allowed access only to those parts
of the ICT Environment that they require. The Supplier shall retain an audit
record of accesses.

8. Audit

8.1The Supplier shall collect audit records which relate to security events in the
systems or that would support the analysis of potential and actual compromises.
In order to facilitate effective monitoring and forensic readiness such Supplier
audit records should (as a minimum) include:

8.1.1 Logs to facilitate the identification of the specific asset which makes
every outbound request external to the ICT Environment (to the extent
that the ICT Environment is within the control of the Supplier). To the
extent the design of the Deliverables allows such logs shall include
those from DHCP servers, HTTP/HTTPS proxy servers, firewalls and
routers.

8.1.2 Security events generated in the ICT Environment (to the extent that
the ICT Environment is within the control of the Supplier) and shall
include: privileged account log-on and log-off events, the start and
termination of remote access sessions, security alerts from desktops
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and server operating systems and security alerts from third party
security software.

8.2The Supplier and the Buyer shall work together to establish any additional audit
and monitoring requirements for the ICT Environment.

8.3The Supplier shall retain audit records collected in compliance with this
Paragraph 8 for a period of at least 6 Months.
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Part B — Annex 2 - Security Management Plan
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Call-Off Schedule 10 (Exit Management)

1. Definitions

1.11In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

"Exclusive Assets"

1 Supplier Assets used exclusively by the
Supplier in the provision of the
Deliverables;

"Exit Information"

2 has the meaning given to it in
Paragraph 3.1 of this Schedule;

"Exit Manager"

3the person appointed by each Party to
manage their respective obligations under
this Schedule;

“Exit Plan”

4the plan produced and updated by the

Supplier during the Initial Period in
accordance with Paragraph 4 of this
Schedule;

"Net Book Value"

5 the current net book value of the relevant
Supplier Asset(s) calculated in accordance
with the Framework Tender or Call-Off
Tender (if stated) or (if not stated) the
depreciation policy of the Supplier (which
the Supplier shall ensure is in accordance
with Good Industry Practice);

"Non-Exclusive Assets"

6 those Supplier Assets used by the
Supplier in connection with the
Deliverables but which are also used by
the Supplier for other purposes;

"Registers"

7 the register and configuration database
referred to in Paragraph 2.2 of this
Schedule;

"Replacement Goods"

8 any goods which are substantially similar
to any of the Goods and which the Buyer
receives in substitution for any of the
Goods following the End Date, whether
those goods are provided by the Buyer
internally and/or by any third party;
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"Replacement Services" | 9 any services which are substantially
similar to any of the Services and which
the Buyer receives in substitution for any
of the Services following the End Date,
whether those goods are provided by the
Buyer internally and/or by any third party;

"Termination Assistance" | 10 the activities to be performed by the
Supplier pursuant to the Exit Plan, and
other assistance required by the Buyer
pursuant to the Termination Assistance
Notice;

"Termination Assistance |11 has the meaning given to it in
Notice" Paragraph 5.1 of this Schedule;

"Termination Assistance | 12 the period specified in a Termination
Period" Assistance Notice for which the Supplier is
required to provide the Termination
Assistance as such period may be
extended pursuant to Paragraph 5.2 of
this Schedule;

"Transferable Assets" 13 Exclusive Assets which are capable
of legal transfer to the Buyer;

"Transferable Contracts" | 14 Sub-Contracts, licences for
Supplier's Software, licences for Third
Party Software or other agreements which
are necessary to enable the Buyer or any
Replacement Supplier to provide the
Deliverables or the Replacement Goods
and/or Replacement Services, including in
relation to licences all relevant
Documentation;

"Transferring Assets” 15 has the meaning given to it in
Paragraph 8.2.1 of this Schedule;

"Transferring Contracts" | 16 has the meaning given to it in
Paragraph 8.2.3 of this Schedule.

2. Supplier must always be prepared for contract exit

2.1 The Supplier shall within 30 days from the Start Date provide to the Buyer a
copy of its depreciation policy to be used for the purposes of calculating Net
Book Value.
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2.2During the Contract Period, the Supplier shall promptly:

2.2.1 create and maintain a detailed register of all Supplier Assets (including
description, condition, location and details of ownership and status as either
Exclusive Assets or Non-Exclusive Assets and Net Book Value) and Sub-
contracts and other relevant agreements required in connection with the
Deliverables; and

2.2.2 create and maintain a configuration database detailing the technical
infrastructure and operating procedures through which the Supplier provides
the Deliverables

("Registers").
2.3The Supplier shall:

2.3.1 ensure that all Exclusive Assets listed in the Registers are clearly physically
identified as such; and

2.3.2 procure that all licences for Third Party Software and all Sub-Contracts shall
be assignable and/or capable of novation (at no cost or restriction to the
Buyer) at the request of the Buyer to the Buyer (and/or its nominee) and/or
any Replacement Supplier upon the Supplier ceasing to provide the
Deliverables (or part of them) and if the Supplier is unable to do so then the
Supplier shall promptly notify the Buyer and the Buyer may require the
Supplier to procure an alternative Subcontractor or provider of Deliverables.

2.4Each Party shall appoint an Exit Manager within three (3) Months of the
Start Date. The Parties' Exit Managers will liaise with one another in relation
to all issues relevant to the expiry or termination of this Contract.

3. Assisting re-competition for Deliverables

3.1The Supplier shall, on reasonable notice, provide to the Buyer and/or its
potential Replacement Suppliers (subject to the potential Replacement
Suppliers entering into reasonable written confidentiality undertakings),
such information (including any access) as the Buyer shall reasonably
require in order to facilitate the preparation by the Buyer of any invitation to
tender and/or to facilitate any potential Replacement Suppliers undertaking
due diligence (the "Exit Information").

3.2The Supplier acknowledges that the Buyer may disclose the Supplier's
Confidential Information (excluding the Supplier’s or its Subcontractors’
prices or costs) to an actual or prospective Replacement Supplier to the
extent that such disclosure is necessary in connection with such
engagement.

3.3The Supplier shall provide complete updates of the Exit Information on an
as-requested basis as soon as reasonably practicable and notify the Buyer
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4,

431

4.3.2

4.3.3

4.3.4

4.3.5

4.3.6

4.3.7

4.3.8

within five (5) Working Days of any material change to the Exit Information
which may adversely impact upon the provision of any Deliverables (and
shall consult the Buyer in relation to any such changes).

3.4The Exit Information shall be accurate and complete in all material respects
and shall be sufficient to enable a third party to prepare an informed offer for
those Deliverables; and not be disadvantaged in any procurement process
compared to the Supplier.

Exit Plan

4.1 The Supplier shall, within three (3) Months after the Start Date, deliver to the
Buyer an Exit Plan which complies with the requirements set out in
Paragraph 4.3 of this Schedule and is otherwise reasonably satisfactory to
the Buyer.

4.2 The Parties shall use reasonable endeavours to agree the contents of the
Exit Plan. If the Parties are unable to agree the contents of the Exit Plan
within twenty (20) Working Days of the latest date for its submission
pursuant to Paragraph 4.1, then such Dispute shall be resolved in
accordance with the Dispute Resolution Procedure.

4.3The Exit Plan shall set out, as a minimum:

a detailed description of both the transfer and cessation processes, including
a timetable;

how the Deliverables will transfer to the Replacement Supplier and/or the
Buyer,

details of any contracts which will be available for transfer to the Buyer and/or
the Replacement Supplier upon the Expiry Date together with any reasonable
costs required to effect such transfer;

proposals for the training of key members of the Replacement Supplier’s staff
in connection with the continuation of the provision of the Deliverables
following the Expiry Date;

proposals for providing the Buyer or a Replacement Supplier copies of all
documentation relating to the use and operation of the Deliverables and
required for their continued use;

proposals for the assignment or novation of all services utilised by the
Supplier in connection with the supply of the Deliverables;

proposals for the identification and return of all Buyer Property in the
possession of and/or control of the Supplier or any third party;

proposals for the disposal of any redundant Deliverables and materials;
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4.3.9 how the Supplier will ensure that there is no disruption to or degradation of the
Deliverables during the Termination Assistance Period; and

4.3.10 any other information or assistance reasonably required by the Buyer or a

Replacement Supplier.
4.4The Supplier shall:

4.4.1 maintain and update the Exit Plan (and risk management plan) no less

frequently than:

(a)

(b)

(c)

(d)

every six (6) months throughout the Contract Period;
and

no later than twenty (20) Working Days after a
request from the Buyer for an up-to-date copy of the
Exit Plan;

as soon as reasonably possible following a
Termination Assistance Notice, and in any event no
later than ten (10) Working Days after the date of the
Termination Assistance Notice;

as soon as reasonably possible following, and in any
event no later than twenty (20) Working Days
following, any material change to the Deliverables
(including all changes under the Variation Procedure);
and

4.4.2 jointly review and verify the Exit Plan if required by the Buyer and promptly
correct any identified failures.

4.50nly if (by notification to the Supplier in writing) the Buyer agrees with a
draft Exit Plan provided by the Supplier under Paragraph 4.2 or 4.4 (as the
context requires), shall that draft become the Exit Plan for this Contract.

4.6 A version of an Exit Plan agreed between the parties shall not be
superseded by any draft submitted by the Supplier.

5. Termination Assistance

5.1 The Buyer shall be entitled to require the provision of Termination
Assistance at any time during the Contract Period by giving written notice to
the Supplier (a "Termination Assistance Notice") at least four (4) Months
prior to the Expiry Date or as soon as reasonably practicable (but in any
event, not later than one (1) Month) following the service by either Party of a
Termination Notice. The Termination Assistance Notice shall specify:

5.1.1 the nature of the Termination Assistance required; and
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5.1.2 the start date and initial period during which it is anticipated that Termination
Assistance will be required, which shall continue no longer than twelve (12)
Months after the End Date.

5.2The Buyer shall have an option to extend the Termination Assistance Period
beyond the initial period specified in the Termination Assistance Notice in
one or more extensions, in each case provided that:

5.2.1 no such extension shall extend the Termination Assistance Period beyond the
date twelve (12) Months after the End Date; and

5.2.2 the Buyer shall notify the Supplier of any such extension no later than twenty
(20) Working Days prior to the date on which the Termination Assistance Period
is otherwise due to expire.

5.3The Buyer shall have the right to terminate its requirement for Termination
Assistance by serving not less than (20) Working Days' written notice upon
the Supplier.

5.41n the event that Termination Assistance is required by the Buyer but at the
relevant time the parties are still agreeing an update to the Exit Plan
pursuant to Paragraph 4, the Supplier will provide the Termination
Assistance in good faith and in accordance with the principles in this
Schedule and the last Buyer approved version of the Exit Plan (insofar as it
still applies).

6. Termination Assistance Period

6.1 Throughout the Termination Assistance Period the Supplier shall:

6.1.1 continue to provide the Deliverables (as applicable) and otherwise perform its
obligations under this Contract and, if required by the Buyer, provide the
Termination Assistance;

6.1.2 provide to the Buyer and/or its Replacement Supplier any reasonable
assistance and/or access requested by the Buyer and/or its Replacement
Supplier including assistance and/or access to facilitate the orderly transfer of
responsibility for and conduct of the Deliverables to the Buyer and/or its
Replacement Supplier;

6.1.3 use all reasonable endeavours to reallocate resources to provide such
assistance without additional costs to the Buyer;

6.1.4 subject to Paragraph 6.3, provide the Deliverables and the Termination
Assistance at no detriment to the Performance Indicators (PI’'s) or Service
Levels, the provision of the Management Information or any other reports nor
to any other of the Supplier's obligations under this Contract;

6.1.5 at the Buyer's request and on reasonable notice, deliver up-to-date Registers
to the Buyer;
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6.1.6 seek the Buyer's prior written consent to access any Buyer Premises from
which the de-installation or removal of Supplier Assets is required.

6.21f it is not possible for the Supplier to reallocate resources to provide such
assistance as is referred to in Paragraph 6.1.2 without additional costs to
the Buyer, any additional costs incurred by the Supplier in providing such
reasonable assistance shall be subject to the Variation Procedure.

6.31f the Supplier demonstrates to the Buyer's reasonable satisfaction that the
provision of the Termination Assistance will have a material, unavoidable
adverse effect on the Supplier's ability to meet one or more particular
Service Levels, the Parties shall vary the relevant Service Levels and/or the
applicable Service Credits accordingly.

7. Obligations when the contract is terminated

7.1 The Supplier shall comply with all of its obligations contained in the Exit
Plan.

7.2Upon termination or expiry or at the end of the Termination Assistance
Period (or earlier if this does not adversely affect the Supplier's performance
of the Deliverables and the Termination Assistance), the Supplier shall:

7.2.1 vacate any Buyer Premises;

7.2.2 remove the Supplier Equipment together with any other materials used by the
Supplier to supply the Deliverables and shall leave the Sites in a clean, safe
and tidy condition. The Supplier is solely responsible for making good any
damage to the Sites or any objects contained thereon, other than fair wear
and tear, which is caused by the Supplier;

7.2.3 provide access during normal working hours to the Buyer and/or the

Replacement Supplier for up to twelve (12) Months after expiry or termination
to:

(a) such information relating to the Deliverables as
remains in the possession or control of the Supplier;
and

(b) such members of the Supplier Staff as have been
involved in the design, development and provision of
the Deliverables and who are still employed by the
Supplier, provided that the Buyer and/or the
Replacement Supplier shall pay the reasonable costs
of the Supplier actually incurred in responding to such
requests for access.

7.3 Except where this Contract provides otherwise, all licences, leases and
authorisations granted by the Buyer to the Supplier in relation to the
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Deliverables shall be terminated with effect from the end of the Termination
Assistance Period.

8. Assets, Sub-contracts and Software

8.1Following notice of termination of this Contract and during the Termination
Assistance Period, the Supplier shall not, without the Buyer's prior written
consent:

8.1.1 terminate, enter into or vary any Sub-contract or licence for any software in
connection with the Deliverables; or

8.1.2 (subject to normal maintenance requirements) make material modifications to,
or dispose of, any existing Supplier Assets or acquire any new Supplier
Assets.

8.2Within twenty (20) Working Days of receipt of the up-to-date Registers
provided by the Supplier, the Buyer shall notify the Supplier setting out:

8.2.1 which, if any, of the Transferable Assets the Buyer requires to be transferred
to the Buyer and/or the Replacement Supplier ("Transferring Assets");

8.2.2 which, if any, of:

(a) the Exclusive Assets that are not Transferable Assets;
and

(b) the Non-Exclusive Assets,

the Buyer and/or the Replacement Supplier requires the continued
use of; and

8.2.3 which, if any, of Transferable Contracts the Buyer requires to be assigned or
novated to the Buyer and/or the Replacement Supplier (the "Transferring
Contracts"),

in order for the Buyer and/or its Replacement Supplier to provide the
Deliverables from the expiry of the Termination Assistance Period. The
Supplier shall provide all reasonable assistance required by the Buyer
and/or its Replacement Supplier to enable it to determine which
Transferable Assets and Transferable Contracts are required to provide the
Deliverables or the Replacement Goods and/or Replacement Services.

8.3With effect from the expiry of the Termination Assistance Period, the
Supplier shall sell the Transferring Assets to the Buyer and/or the
Replacement Supplier for their Net Book Value less any amount already
paid for them through the Charges.

8.4Risk in the Transferring Assets shall pass to the Buyer or the Replacement
Supplier (as appropriate) at the end of the Termination Assistance Period
and title shall pass on payment for them.
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8.5Where the Buyer and/or the Replacement Supplier requires continued use
of any Exclusive Assets that are not Transferable Assets or any Non-
Exclusive Assets, the Supplier shall as soon as reasonably practicable:

8.5.1 procure a non-exclusive, perpetual, royalty-free licence for the Buyer and/or
the Replacement Supplier to use such assets (with a right of sub-licence or
assignment on the same terms); or failing which

8.5.2 procure a suitable alternative to such assets, the Buyer or the Replacement
Supplier to bear the reasonable proven costs of procuring the same.

8.6 The Supplier shall as soon as reasonably practicable assign or procure the
novation of the Transferring Contracts to the Buyer and/or the Replacement
Supplier. The Supplier shall execute such documents and provide such
other assistance as the Buyer reasonably requires to effect this novation or
assignment.

8.7 The Buyer shall:

8.7.1 accept assignments from the Supplier or join with the Supplier in procuring a
novation of each Transferring Contract; and

8.7.2 once a Transferring Contract is novated or assigned to the Buyer and/or the
Replacement Supplier, discharge all the obligations and liabilities created by
or arising under that Transferring Contract and exercise its rights arising
under that Transferring Contract, or as applicable, procure that the
Replacement Supplier does the same.

8.8 The Supplier shall hold any Transferring Contracts on trust for the Buyer
until the transfer of the relevant Transferring Contract to the Buyer and/or
the Replacement Supplier has taken place.

8.9 The Supplier shall indemnify the Buyer (and/or the Replacement Supplier,
as applicable) against each loss, liability and cost arising out of any claims
made by a counterparty to a Transferring Contract which is assigned or
novated to the Buyer (and/or Replacement Supplier) pursuant to
Paragraph 8.6 in relation to any matters arising prior to the date of
assignment or novation of such Transferring Contract. Clause 19 (Other
people's rights in this contract) shall not apply to this Paragraph 8.9 which is
intended to be enforceable by Third Parties Beneficiaries by virtue of the
CRTPA.

9. No charges

9.1 Unless otherwise stated, the Buyer shall not be obliged to pay for costs
incurred by the Supplier in relation to its compliance with this Schedule.
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10.Dividing the bills

10.1  All outgoings, expenses, rents, royalties and other periodical payments
receivable in respect of the Transferring Assets and Transferring Contracts
shall be apportioned between the Buyer and/or the Replacement and the
Supplier as follows:

10.1.1 the amounts shall be annualised and divided by 365 to reach a daily rate;

10.1.2 the Buyer or Replacement Supplier (as applicable) shall be responsible for or
entitled to (as the case may be) that part of the value of the invoice pro rata to
the number of complete days following the transfer, multiplied by the daily
rate; and

10.1.3 the Supplier shall be responsible for or entitled to (as the case may be) the
rest of the invoice.
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Call-Off Schedule 14 (Service Levels)

1. Definitions

1.1 Inthis Schedule, the following words shall have the following meanings
and they shall supplement Joint Schedule 1 (Definitions):

“Critical Service
Level Failure”

"Service Credits"

"Service Credit
Cap"

"Service Level
Failure"

"Service Level
Performance
Measure"

"Service Level
Threshold"

has the meaning given to it in the Order Form;

1 any service credits specified in the Annex to Part A
of this Schedule being payable by the Supplier to
the Buyer in respect of any failure by the Supplier to
meet one or more Service Levels;

2 has the meaning given to it in the Order Form;

3

4 means a failure to meet the Service Level
Performance Measure in respect of a Service Level;

5 shall be as set out against the relevant Service
Level in the Annex to Part A of this Schedule; and

6 shall be as set out against the relevant Service
Level in the Annex to Part A of this Schedule.

2. What happens if you don’t meet the Service Levels

2.1  The Supplier shall at all times provide the Deliverables to meet or
exceed the Service Level Performance Measure for each Service

Level.

2.2  The Supplier acknowledges that any Service Level Failure shall entitle
the Buyer to the rights set out in Part A of this Schedule including the
right to any Service Credits and that any Service Credit is a price
adjustment and not an estimate of the Loss that may be suffered by the
Buyer as a result of the Supplier’s failure to meet any Service Level
Performance Measure.
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2.3  The Supplier shall send Performance Monitoring Reports to the Buyer
detailing the level of service which was achieved in accordance with
the provisions of Part B (Performance Monitoring) of this Schedule.

2.4 A Service Credit shall be the Buyer’s exclusive financial remedy for a
Service Level Failure except where:

2.4.1 the Supplier has over the previous (twelve) 12 Month period
exceeded the Service Credit Cap; and/or

2.4.2 the Service Level Failure:

(a) exceeds the relevant Service Level Threshold;

(b) has arisen due to a Prohibited Act or wilful Default by the
Supplier;

(c) results in the corruption or loss of any Government Data;
and/or

(d) results in the Buyer being required to make a
compensation payment to one or more third parties;
and/or

2.43 the Buyer is entitled to or does terminate this Contract pursuant
to Clause 10.4 (CCS and Buyer Termination Rights).

2.5 Not more than once in each Contract Year, the Buyer may, on giving
the Supplier at least three (3) Months’ notice, change the weighting of
Service Level Performance Measure in respect of one or more Service
Levels and the Supplier shall not be entitled to object to, or increase
the Charges as a result of such changes, provided that:

2.5.1 the total number of Service Levels for which the weighting is to
be changed does not exceed the number applicable as at the
Start Date;

2.5.2 the principal purpose of the change is to reflect changes in the
Buyer's business requirements and/or priorities or to reflect
changing industry standards; and

2.5.3 there is no change to the Service Credit Cap.

3. Critical Service Level Failure

On the occurrence of a Critical Service Level Failure:

3.1

3.2

any Service Credits that would otherwise have accrued during the
relevant Service Period shall not accrue; and

the Buyer shall (subject to the Service Credit Cap) be entitled to
withhold and retain as compensation a sum equal to any Charges
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which would otherwise have been due to the Supplier in respect of that
Service Period ("Compensation for Critical Service Level Failure"),

provided that the operation of this paragraph 3 shall be without prejudice to
the right of the Buyer to terminate this Contract and/or to claim damages from
the Supplier for material Default.
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Part A: Service Levels and Service Credits

1. Service Levels
If the level of performance of the Supplier:
1.1 s likely to or fails to meet any Service Level Performance Measure; or
1.2 s likely to cause or causes a Critical Service Failure to occur,

the Supplier shall immediately notify the Buyer in writing and the Buyer, in its
absolute discretion and without limiting any other of its rights, may:

1.2.1 require the Supplier to immediately take all remedial action that
is reasonable to mitigate the impact on the Buyer and to rectify
or prevent a Service Level Failure or Critical Service Level
Failure from taking place or recurring;

1.2.2 instruct the Supplier to comply with the Rectification Plan
Process;

1.2.3 if a Service Level Failure has occurred, deduct the applicable
Service Level Credits payable by the Supplier to the Buyer;
and/or

1.2.4 if a Critical Service Level Failure has occurred, exercise its right
to Compensation for Critical Service Level Failure (including the
right to terminate for material Default).

2. Service Credits

2.1  The Buyer shall use the Performance Monitoring Reports supplied by
the Supplier to verify the calculation and accuracy of the Service
Credits, if any, applicable to each Service Period.

2.2  Service Credits are a reduction of the amounts payable in respect of
the Deliverables and do not include VAT. The Supplier shall set-off the
value of any Service Credits against the appropriate invoice in
accordance with calculation formula in the Annex to Part A of this
Schedule.
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Annex A to Part A: Services Levels and Service
Credits Table

Service Levels

Service Credit
for each Service
Period

Service
Level
Threshold

Service
Level
Performanc
e Measure

Service
Level
Performance
Criterion

Key Indicator

98% of the | 96% N/A

Response to
emails within
24 hours

Response
Time

time

Details of a
candidate to
be
onboarded
are sent to
IBCA 10
working days
prior to their
start date

Timelines

98% of the
time

96%

N/A

80 candidates
to be
onboarded at
the end of
each month,
starting July
2025

Timelines

98% of the
time

96%

N/A
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Part B: Performance Monitoring

3. Performance Monitoring and Performance Review

3.1 Within twenty (20) Working Days of the Start Date the Supplier shall
provide the Buyer with details of how the process in respect of the
monitoring and reporting of Service Levels will operate between the
Parties and the Parties will endeavour to agree such process as soon
as reasonably possible.

3.2  The Supplier shall provide the Buyer with performance monitoring
reports ("Performance Monitoring Reports") in accordance with the

process and timescales agreed pursuant to paragraph 1.1 of Part B of

this Schedule which shall contain, as a minimum, the following
information in respect of the relevant Service Period just ended:

3.21

3.2.2

3.23
3.24

3.25

3.2.6

for each Service Level, the actual performance achieved over
the Service Level for the relevant Service Period;

a summary of all failures to achieve Service Levels that occurred
during that Service Period;

details of any Critical Service Level Failures;

for any repeat failures, actions taken to resolve the underlying
cause and prevent recurrence;

the Service Credits to be applied in respect of the relevant
period indicating the failures and Service Levels to which the
Service Credits relate; and

such other details as the Buyer may reasonably require from
time to time.

3.3  The Parties shall attend meetings to discuss Performance Monitoring
Reports ("Performance Review Meetings") on a Monthly basis. The
Performance Review Meetings will be the forum for the review by the
Supplier and the Buyer of the Performance Monitoring Reports. The
Performance Review Meetings shall:

3.3.1

3.3.2

3.3.3

take place within one (1) week of the Performance Monitoring
Reports being issued by the Supplier at such location and time
(within normal business hours) as the Buyer shall reasonably
require;

be attended by the Supplier's Representative and the Buyer’s
Representative; and

be fully minuted by the Supplier and the minutes will be
circulated by the Supplier to all attendees at the relevant
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meeting and also to the Buyer’s Representative and any other
recipients agreed at the relevant meeting.

3.4  The minutes of the preceding Month's Performance Review Meeting
will be agreed and signed by both the Supplier's Representative and
the Buyer’'s Representative at each meeting.

3.5  The Supplier shall provide to the Buyer such documentation as the
Buyer may reasonably require in order to verify the level of the
performance by the Supplier and the calculations of the amount of
Service Credits for any specified Service Period.

4, Satisfaction Surveys

4.1  The Buyer may undertake satisfaction surveys in respect of the
Supplier's provision of the Deliverables. The Buyer shall be entitled to
notify the Supplier of any aspects of their performance of the provision
of the Deliverables which the responses to the Satisfaction Surveys
reasonably suggest are not in accordance with this Contract.
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Call-Off Schedule 15 (Call-Off Contract Management)

1. DEFINITIONS

11 In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

"Operational the board established in accordance with paragraph
Board" 4.1 of this Schedule;
"Project Manager" the manager appointed in accordance with

paragraph 2.1 of this Schedule;

2. PROJECT MANAGEMENT

2.1 The Supplier and the Buyer shall each appoint a Project Manager for the
purposes of this Contract through whom the provision of the Services and the
Deliverables shall be managed day-to-day.

2.2 The Parties shall ensure that appropriate resource is made available on a
regular basis such that the aims, objectives and specific provisions of this
Contract can be fully realised.

2.3 Without prejudice to paragraph 4 below, the Parties agree to operate the
boards specified as set out in the Annex to this Schedule.

3. Role of the Supplier Contract Manager

3.1 The Supplier's Contract Manager's shall be:

3.1.1

3.1.2

3.1.3

3.14

the primary point of contact to receive communication from the
Buyer and will also be the person primarily responsible for providing
information to the Buyer;

able to delegate his position to another person at the Supplier but
must inform the Buyer before proceeding with the delegation and it
will be delegated person's responsibility to fulfii the Contract
Manager's responsibilities and obligations;

able to cancel any delegation and recommence the position
himself; and

replaced only after the Buyer has received notification of the
proposed change.
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4.

4.1

4.2

4.3

4.4

4.5

3.2

3.3

The Buyer may provide revised instructions to the Supplier's Contract
Manager's in regards to the Contract and it will be the Supplier's Contract
Manager's responsibility to ensure the information is provided to the Supplier
and the actions implemented.

Receipt of communication from the Supplier's Contract Manager's by the
Buyer does not absolve the Supplier from its responsibilities, obligations or
liabilities under the Contract.

ROLE OF THE OPERATIONAL BOARD

The Operational Board shall be established by the Buyer for the purposes of
this Contract on which the Supplier and the Buyer shall be represented.

The Operational Board members, frequency and location of board meetings
and planned start date by which the board shall be established are set out in
the Order Form.

In the event that either Party wishes to replace any of its appointed board
members, that Party shall notify the other in writing for approval by the other
Party (such approval not to be unreasonably withheld or delayed). Each Buyer
board member shall have at all times a counterpart Supplier board member of
equivalent seniority and expertise.

Each Party shall ensure that its board members shall make all reasonable
efforts to attend board meetings at which that board member’s attendance is
required. If any board member is not able to attend a board meeting, that person
shall use all reasonable endeavours to ensure that a delegate attends the
Operational Board meeting in his/her place (wherever possible) and that the
delegate is properly briefed and prepared and that he/she is debriefed by such
delegate after the board meeting.

The purpose of the Operational Board meetings will be to review the Supplier’s
performance under this Contract. The agenda for each meeting shall be set by
the Buyer and communicated to the Supplier in advance of that meeting.

5. Contract Risk Management

5.1

5.2

Both Parties shall pro-actively manage risks attributed to them under the
terms of this Call-Off Contract.

The Supplier shall develop, operate, maintain and amend, as agreed with the
Buyer, processes for:

52.1 the identification and management of risks;
5.2.2 the identification and management of issues; and
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5.2.3 monitoring and controlling project plans.

5.3 The Supplier allows the Buyer to inspect at any time within working hours the
accounts and records which the Supplier is required to keep.

5.4 The Supplier will maintain a risk register of the risks relating to the Call Off
Contract which the Buyer's and the Supplier have identified.
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Annex: Contract Boards

The Parties agree to operate the following boards at the locations and at the

frequencies set out below:

Performance Review Meetings

T f
ype ,o Frequency Location Attendance
Meeting
Progress 3 x Weekly (Frequency to . Delivery Leads/Heads
. be evaluated throughout Virtual
Meetings . . of Teams
the recruitment campaign)
Monthly .
Del L H
Operational Monthly Virtual elivery Leads/Heads
. of Teams
Meeting
Qua.rterly . Quarterly Virtual Senior Management
Review Meeting Level

Performance Review Meetings

The Supplier's Contract Manager is expected to ensure their Contract Management
and Service Delivery Teams conduct themselves in a professional manner;
responding and actioning communications in a timely manner to drive performance,
customer experience and enhance the working relationship to meet or exceed
service standards set out under the Contract.
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Call-Off Schedule 20 (Call-Off Specification)

This Schedule sets out the characteristics of the Deliverables that the Supplier will
be required to make to the Buyers under this Call-Off Contract
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1. PURPOSE

1.1 The request will be to support a bulk recruitment request for HEO Claims
managers as part of the set up of the Infected Blood Compensation Authority
(IBCA).

2. BACKGROUND TO THE CONTRACTING AUTHORITY

2.1 In recognition of the hurt caused by the infected blood scandal and highlighted by
the Infected Blood Inquiry (IBI), the government has accepted the moral case
for a compensation scheme to pay compensation to those infected and
affected.

1.1 The Infected Blood Compensation Authority will ensure payment is made

in recognition of the wrongs experienced by those who have been infected by

HIV, Hepatitis B or C, as well as those who love and care for them. They have
Framework Ref: RM6229
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been frustrated and distressed by the delays in achieving proper recognition,
and we must help put this right.

3. BACKGROUND TO REQUIREMENT/OVERVIEW OF
REQUIREMENT

3.1 We recently ran a recruitment campaign using Government Recruitment
Service. While this has filled some of the posts, due to the high numbers
required we still have a requirement for approximately 320 Claims Managers.

3.2 Running the campaign in the same way again would run a risk of attracting
the same candidates who have been unsuccessful in the first round of
recruitment. Whilst some of these candidates may have taken on feedback and
improved, we require a high volume of high calibre candidates and would like
to enlist the services of an external recruitment agency to explore different
advertising options and selection processes as well as reduce the resources
required from the business for selection exercises.

3.3 Due to the requirement of needing Claims Managers to begin onboarding
from June, this is a campaign that we need to run at pace to achieve success.

3.2 Definitions

Expression or Definition

Acronym
IBCA means Infected Blood Compensation Authority
GRS means Government Recruitment Service
HEO Means Higher Executive Officer

4. SCOPE OF REQUIREMENT

To deliver a high quality recruitment campaign from advert design, including
proposed attraction activity through to offer stage for approximately 320 HEO Claim
Managers for the Infected Blood Compensation Authority (IBCA). Quality candidates
should be ready to be offered start dates from the end of June (80 starts per month)
and this needs to take into account that candidates will have to progress through
preemployment checks and onboarding (approx 3 weeks) and most probably have a
1 month notice period.

Framework Ref: RM6229
Project Version: v1.0 145
Model Version: v3.8



Framework Schedule 6 (Order Form Template and Call-Off Schedules)
Crown Copyright 2018

5. THE REQUIREMENT

To deliver a high quality recruitment campaign from advert design, including
proposed attraction activity through to offer stage for approximately 320 HEO Claim
Managers for the Infected Blood Compensation Authority (IBCA). Quality candidates
should be ready to be offered start dates from the end of June (80 starts per month)
and this needs to take into account that candidates will have to progress through
preemployment checks and onboarding (approx 3 weeks).

The campaign must adhere to the Civil Service Commissioners Recruitment
Principles.

We would like the right to increase the contract recruitment numbers by 25%

Should any candidate that has been recruited leave within twelve months of posting
date then the winning supplier would have to cover the costs of recruiting a
replacement / provide a replacement.

Requirements are broken down by stage:

5.1 Advert

Design a job advert that attracts a diverse candidate pool. Using wording and
phrases that reach out to quality candidates and emphasise the importance of
empathy to achieve IBCAs mission.

Develop a media attraction campaign, targeting the Newcastle area.

Reaching out to the active as well as passive market. Providing recommendations
for outreach and search activity. Identifying the most suitable advertising options to
ensure the advert is shared into the right sectors by utilising the most appropriate
platforms.

Creating a landing page to direct candidates to apply.

Due to the nature of the roles, empathy is a key quality that we need to attract. We
need to target those with a caring nature and who are comfortable speaking to the
infected/affected community.

5.2 Selection

Develop a selection process that broadly aligns with Civil Service Success Profiles
and is compliant with the CS commissioner recruitment principles and balances that
with ensuring an excellent candidate experience and understanding of the selection
process
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Designing a robust sift structure that will identify high calibre candidates to progress
to assessment centre stage, including early candidate assessments/screenings
ahead of interview/assessment centre. Also ensuring that unsuitable candidates are
identified and not progressed further.

Including a process that identifies that candidates are eligible to apply. ID and
preemployment checks will be carried out at the onboarding stage however
identifying eligibility at application stage is key.

IBCA will send through applications to be sifted using the Civil Service scoring
method. Brief feedback to be provided for each application for audit purposes.

Design and run an assessment centre that will assess the key elements/skills of the
role and align to Civil Service success profiles, progressing highly suitable
candidates.

Provide scores and feedback for audit purposes.

All assessments must be proven to have considered any reasonable adjustments
and must not negatively impact candidates with disabilities.

5.3 Reporting

Regular reporting at all stages should be provided to give assurance to the business.
Reporting should include numbers of candidates at each stage, both currently and
for the overall campaign as well as identify candidates from Other Government
Departments along with their Department name to allow us to manage relationships.

5.4 Onboarding

Candidates should be ready to onboard at a rate of 80 per month, beginning late
June 2025.
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6. KEY MILESTONES AND DELIVERABLES

6.1 The following Contract milestones/deliverables shall apply:

role as well as
the specific
skillset required.

Milestone/Deliverable Description Timeframe or
Delivery Date

Attraction— Within week 1
propose a of Contract
bespoke
attraction piece Award
to include media
to target the

! Newcastle area.
Aim to attract
both passive
and active
market with the
correct skill set.
Advert — Create Advert to
a job advert that go live
will attract a within 1 of
diverse range of contract
candidates, award
highlighting the

. nature of the
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Selection
Process —
Design and run
an assessment

centre that will
assess the key
elements/skills
of the role and
align to Civil
Service
success
profiles,
progressing
highly suitable
candidates.

Within 1 week
of advert live

Onboarding —
Candidate to
have

offers and
onboarding
completed in
preparation for
start date.

80 candidates
to be in post
each month
from Late June
2025

Reporting — Report daily
on numbers at each
stage, as well as any
across government

Daily

5 Departments and their

home Department.

D&l Data — Produce D&l | Within 3 weeks of
6 Data post campaign. completion
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Evaluation — Complete a | Within 3 weeks of
post campaign completion
evaluation, highlighting
particular areas of
success as well as
areas of improvement.

9.2

9.3

MANAGEMENT INFORMATION/REPORTING

Daily reporting on candidate numbers at each stage as well as any across
government Departments and their home Department.

Produce D&l data for each stage once campaign has completed.

Complete a post campaign evaluation, highlighting particular areas of success
as well as areas of improvement.

VOLUMES

To recruit approximately 320 HEO Claims Managers at 80 per month
beginning late June 2025.

CONTINUOUS IMPROVEMENT

The Supplier will be expected to continually improve the way in which the
required Services are to be delivered throughout the Contract duration.

The Supplier should present new ways of working to the Authority during
monthly Contract review meetings.

Changes to the way in which the Services are to be delivered must be brought
to the Authority’s attention and agreed prior to any changes being
implemented.

10. SUSTAINABILITY / SOCIAL VALUE
1.13 Procurement Policy Note (PPN) 6/20 — Taking Account of Social Value in the

10.1

Award of Central Government Contracts. ‘Social value should be explicitly
evaluated in all central government procurement, where the requirements are
related and proportionate to the subject-matter of the contract, rather than just
‘considered’.

Prices are to be submitted via the e-Sourcing Suite Attachment 4 — Price
Schedule excluding VAT and including all other expenses relating to Contract
delivery.
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11. STAFF AND CUSTOMER SERVICE

11.1 The Supplier shall provide a sufficient level of resource throughout the duration
of the Contract in order to consistently deliver a quality service.

11.2 The Supplier’'s staff assigned to the Contract shall have the relevant
gualifications and experience to deliver the Contract to the required standard.

11.3 The Supplier shall ensure that staff understand the Authority’s vision and
objectives and will provide excellent customer service to the Authority
throughout the duration of the Contract.

12. SECURITY AND CONFIDENTIALITY REQUIREMENTS
12.1 There are no specific security requirements, vetting and/or accreditation in
relation to both the Supplier's staff and their systems.

12.2 There are no confidentiality/security restrictions regarding the content of this
Statement of Requirements and/or the results/deliverables of the Contract.

13. PAYMENT AND INVOICING

13.1 Invoicing schedule to be confirmed

13.2 Payment can only be made following satisfactory delivery of pre-agreed
certified products and deliverables.

13.3 Before payment can be considered, each invoice must include a detailed
elemental breakdown of work completed and the associated costs.

13.4 Invoices should be submitted to: Redacted under FOIA section 40, Personal
Information

14. CONTRACT MANAGEMENT

14.1 Attendance at Contract Review meetings shall be at the Supplier's own
expense.

15. LOCATION

15.1 The location of the Services will be carried out virtually and possibly at Benton
Park View, Longbenton, NE98 177
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Signed - via Docusign

Supplier

Redacted under FOIA section 40, Personal Information

Buyer

Redacted under FOIA section 40, Personal Information
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