Requirements Specification: Extreme File Transfer Service
1. Introduction
The Environment Agency works to create better places for people and wildlife, and support sustainable development.
We are an Executive Non-departmental Public Body responsible to the Secretary of State for Environment, Food and Rural Affairs.

We were established in 1996 to protect and improve the environment. We have around 10,600 employees. Our head office is in Bristol and we have another office in London. We have offices across England, divided into 16 areas, covering the North & East, West, and South East of England. In total, the Environment Agency has over 100 office locations.
Within England we’re responsible for:

· regulating major industry and waste

· treatment of contaminated land

· water quality and resources

· fisheries

· inland river, estuary and harbour navigations

· conservation and ecology

We are also responsible for managing the risk of flooding from main rivers, reservoirs, estuaries and the sea.

In order to achieve these business objectives we undertake an array of very data-intensive processing activities. Key examples include:

· Modelling: with a significant focus on flood modelling and other environmental modelling;


· Mapping: spatial analysis and presentation, using Geographic Information Systems;


· Business Analytics: exploring and discovering insight from data about the environment and our operations;


· Open Data: transferring large data files from internal stores to external publishing platforms to enable open access to such data;


· Emerging interest on using video footage across our organisations e.g. supporting management of environmental incidents.


These activities are undertaking by specialist teams within the Environment Agency, but are also achieved through working with other government departments and partners e.g. Defra; other UK Emergency Responder organisations; academic / research institutes. 

Such activity requires physically transferring extremely large data files across the Environment Agency teams and with our external partners. 
Currently such extreme data file transfer is very slow and expensive, limited by the existing technology and capacity. In many cases data files have to be physically couriered – as they cannot be sent digitally. It’s sometimes hard to move such data around and do something useful with it in the required time e.g. during a flooding incident, or to meet our customer charter requirements.

Processing has traditional been undertaken locally (i.e. by specialist teams in their office location), but increasingly these specialist teams make use of centralised processing and storage services, which are physically located in our enterprise data centres. A specific example is the use of the Centralised Modelling Platform (CMP). 

The Environment Agency is increasingly making use of commodity cloud storage and processing services, rather than existing Data Centres, reflecting its ‘Cloud-First’ IT Strategy. The current strategic cloud services are Amazon (AWS) and Microsoft Azure.

The provision and day to day operational management and support of IT services is undertaken by the strategic outsourcing partner Capgemini, including the provision of a Service Desk. Therefore any implementation of a new IT service that impacts the Environment Agency’s IT estate / infrastructure must involve Capgemini from a service introduction, management and support perspective. This outsourcing contract is scheduled to end in January 2017, and work is underway to define how IT services will be provisioned after this date – not just for the Environment Agency, but also for the wider Defra organisation.
Initial IT Market research has identified that the ability to transfer extremely large files is a recognised common issue for many industries and that there are ‘Extreme File Transfer’ vendor solutions available that are able to significantly accelerate the transfer of such files. 


2. Objective
The Environment Agency wants to select an ‘Extreme File Transfer’ vendor solution that can best meet its business needs, with regards to functionality, non-functional needs (e.g. security, reliability, scalability) and affordability (i.e. total cost of ownership for service provision). This solution would also be a core service that could be used across other Defra departments.

Given the Environment Agency’s cloud first strategy, the Extreme File Transfer solution will need to practically support this strategy – both the actual technical solution and the service management arrangements. Recognising the legacy enterprise data centres scenario, we need to understand what would technically be required and associated costs if we could not migrate all IT systems from these enterprise data centres.

3. Approach
The approach to select a vendor for the Extreme File Transfer service consists of five distinct steps:


3.1. Request for proposals

Interested parties that can meet our requirements are asked to submit proposals (as part of section 6 Evaluation) regarding their products and related services. This should detail what work is required with the Environment Agency and its service integration partner (Capgemini) to undertake the required practical proof of concept exercise, and how this will be done.


3.2. Selection of vendors to undertake practical PoC Exercise

All vendors will be evaluated according to the quality, completeness and evidence of their responses, as detailed in section 4 of this document. Answers to these questions will be scored, against a pre-defined scoring model. Vendors will also be assessed against their proposed cost for this solution.

The two vendors with the highest scores will be shortlisted. Shortlisted vendors will be invited to undertake a practical proof of concept exercise that demonstrates their solutions in the Environment Agency’s environment. 
3.3. Practical Proof of Concept (PoC) exercise

The proof of concept exercise will practically evaluate the vendor’s solution against the key business scenarios outlined in the introduction in this document. 

Note that the implementation of a cloud-based extreme file transfer proof of concept service is in scope, but that the implementation of an on-premise extreme file transfer proof of concept service is out of scope.

The proof of concept will involve:

· The vendor setting up the cloud-based extreme file transfer proof of concept service. 

The vendor will work with the Environment Agency’s service integrator (Capgemini) to ensure that the cloud-based extreme file transfer proof of concept service will operate as required on the Environment Agency’s technical infrastructure. This will include joint (vendor and Capgemini) production of a solution architecture and subsequently Capgemini making any required changes to the Environment Agency’s technical infrastructure. 

The Environment Agency will carry out a formal IS security assurance review of the proposed cloud-based extreme file transfer proof of concept solution architecture. The PoC service will only be implemented when formal security assurance has been secured.


· Vendors, Capgemini and Environment Agency agreeing when the practical tests to simulate and assess the quality and performance of the cloud-based extreme file transfer proof of concept service will take place and logistics.

It is envisaged that the proof of concept testing will typically last 2 – 3 days, and should be no longer than a week in duration.

The Environment Agency will provide well-defined tests covering performance, monitoring, management, security and ease of use. Vendors will be given detailed requirements for testing prior to the PoC phase. 

The Environment Agency will provide personnel and actual data files to practically carry out the testing. Technical support for the PoC testing exercise will be provided by the vendor and Capgemini. 



· Carrying out the practical tests to simulate and assess the quality and performance of the cloud-based extreme file transfer proof of concept service.

Environment Agency personnel working with the vendor, and supported by Capgemini, to run the pre-defined evaluation tests and formally record the results. 


3.4. Vendor/SI service proposal

In order to make an informed business investment decision on extreme file transfer services, the following is required: 

(d1) Vendor to produce a cloud-based extreme file transfer service proposal, 
        taking into account findings from the PoC exercise, which will include 

· Proposed solution details;
· Costs – capital and revenue; service charge / options

(d2) Vendor to produce an on-premise-based extreme file transfer service 
        proposal, which covers proposed solution details and costs.

(d3)  Capgemini, working with the vendor as necessary, to produce costed proposals for the introduction and ongoing support and management of a production service of a cloud-based extreme file transfer service and a production ‘on-premise’ extreme file transfer service. 

This proposal must include indicative costs for any necessary technical infrastructure (e.g. data network) investments required to ensure the extreme file transfer service can meet business needs (based on the PoC findings and envisaged business scenarios / volumes provided by the Environment Agency).


3.5. Award Criteria

Vendors are required to respond to all questions in Section 6: Evaluation, including the completion of 6.4: Cost Breakdown spreadsheet.
The 2 highest scoring vendors shall be invited to partake in a proof of concept exercise. Providing the proof of concept is successful the vendor with the lowest cost will be recommended as our chosen vendor.
Vendors shall be evaluated against the ratio of 80% Cost and 20%. For both the Cost and Quality criteria the top ranking vendor shall score 100% for that criteria with other vendors being given a score relative to this.
For the Quality criteria, this is divided into 3 sections as outlined below:

· Pass Fail – Vendors must pass all sections to be proceed to evaluation
· High Level Requirements – A score out of 10 shall be awarded for this section
· Proposal – A score out of 10 shall be awarded for this section

Vendor’s scores for the Quality criteria shall be split between High Level Requirements and Proposal, each scored out of 10.

The score out of 10 shall be completed in line with the below table:
	Rating of response
	Score

	Very good submission – fully meets all requirements and is explained in comprehensive detail.
	10

	Good submission – meets all requirements and is explained in reasonable detail.
	8

	Satisfactory submission – meets requirements and is explained in adequate detail.
	6

	Weak submission – falls short of requirements in some areas and/or is not adequately explained. (Minor issues)
	4

	Unacceptable submission – fails to meet requirements and is poorly explained. (Major issues)
	2

	Nil response or completely fails to address the question.
	0


The 2 scores out of 10 shall be combined to give a score out of 20, and converted to a percentage.
Please note, there is no guarantee of further work post proof of concept phase. The successful solution shall be subject to an internal business case prior to proceeding, as outlined in section 5. Contractual Commitment.
4. Requirements


Vendor responses must cover both the detailed requirements and the required proof of concept exercise. 

These responses will be evaluated in order to select vendors that will be taken forward into the proof of concept exercise.


4.1. High Level Requirements


The high level requirements are contained within the Environment Agency Extreme File Transfer Requirements in Appendix 1. 

All questions must be answered, and answers should address every point as directly and factually as possible. 

Vendors must provide evidence to support their responses to the requirements questions.  

Supplementary information may be attached to the proposal, with explicit references to specific supplementary information being included in the answer on the spreadsheet. Lengthy narratives should not be inserted into the Response table.

Proof of Concept Exercise
Vendors must provide a proposal for how they would undertake the practical cloud-based extreme file transfer proof of concept exercise. This must include:
· High level plan of activities, resources and timing
· Any vendor costs
· Approach for working with Environment Agency’s Service Integrator (Capgemini)
· The responsibilities of the Environment Agency (e.g. resources, availability)



5. Contractual commitment
The Environment Agency does not commit to purchasing any extreme file transfer service from the vendor (and therefore any support service from Capgemini).

Any Environment Agency investment in the extreme file transfer service will be dependent on the proof of concept proving that the service can meet business needs and subsequently upon an internal business case being made for such investment.
6. Evaluation
Please complete all the below sections, answering yes or no where appropriate.  Where additional justification is required please include supplementary text in the Response box. Please keep to the recommended word count of 200 words in each instance. Any part of the response outside of the word count may not be considered.
Vendors must pass all pass-fail criteria in order to progress.

Maximum available marks for a section are indicated in brackets.
6.1 Pass Fail

	 
	 
	Response

	1
	Extreme File Transfer Acceleration 
	 

	1.1
	Does your product / service have the capability to significantly accelerate transfer of large files (i.e. > 10Gbytes; upto 100's Gbyte data files)?
	 

	 
	Please provide product/services details, including details on how file acceleration is technically achieved.
	 

	
	
	

	 
	 
	

	2
	Ability to meet High Level business scenarios & general requirements
	 Response

	 
	
	 

	 
	Cloud-based
	 

	2.1
	Do you offer a cloud-based Extreme File Transfer service?
	 

	2.2
	Is this cloud-based Extreme File Transfer service integrated with Microsoft Azure service or Amazon AWS service?
	 


6.2 High Level Requirements (10)
	
Environment Agency Extreme File Transfer Requirements

	
	
	Response

	2.4
	What is the service availability (SLA)?
	 

	 
	
	 

	 
	On Premises
	 

	2.5
	Do you offer on-premise Extreme File Transfer solution?
	 

	2.6
	Which Platforms does this on-premise Extreme File Transfer solution support (client and server technology e.g. Windows, Linux)?
	 

	2.7
	Can this solution be deployed onto virtualised environment?
	 

	 
	
	 

	 
	Routing
	 

	2.8
	Does your product support user-initiated file transfers?
	 

	2.9
	Does your product support scheduled file transfers?
	 

	2.10
	Does your product support event-driven (e.g. the file appears in a hot folder, or polling discovers a file in a hot folder) transfer initiation?
	 

	 
	
	 

	2.11
	Does your product support sending files from one or more sources to one of more destinations with one execution?
	 

	2.12
	Does your product support the ability to cancel file transfers?
	 

	 
	
	 

	 
	Transport
	 

	2.13
	Does your product have reliable one-time-only delivery?
	 

	2.14
	Does your product have checkpoint/restart capability?
	 

	2.15
	Does your product have automated file transfer recovery capability?
	 

	2.16
	Does your product have ability to reinitiate file transfer upon failure of automated file transfer recovery?
	 

	2.17
	Does your product have File Integrity verification?
	 

	2.18
	Does your product have Digital receipts?
	 

	2.19
	Does your product have compliance with protocol standards, including HTTP, HTTPS; FTP, FPTS, SFTP
	 

	2.20
	Does your product display the file transfer rate?
	 

	 
	
	 

	 
	Workflow
	 

	2.21
	Does your product have graphical design surface for specifying process flows?
	 

	2.22
	Does your product have the ability to implement logic conditions and variables within the workflow?
	 

	2.23
	Does your product have ability to implement customised logic within the workflow?
	 

	2.24
	Does your product support standard represenations, including Business Process Execution Language (BPEL) and XML Process Definition Language (XPDL)?
	 

	 
	
	 

	 
	Monitoring & Notification
	 


Does your product support the ability to view, in real time, file transfer progress through all legs in a process and notification of: 

- Start, stop and completion

- Auditing (repudiation) violation

- SLA violation

	- Inbound data with invalid formatting
	 
	

	 
	 
	 

	 
	 
	 

	3
	Security
	Response

	3.1
	Does your product have any security accreditation, particularly regarding use within UK government?
	 

	3.2
	Does your technology enable the use of established security standards to ensure compliance with IT security regulations when files are at rest, and when they are being transported?
	 

	 
	Please provide details of how this is achieved.
	 

	3.3
	Does your product provide the ability to limit access to the file transfer functionality by role, individual user and time constraints?
	 

	3.4
	Does your product provide encryption / decryption capabilities?
	 

	 
	Please provide details of how this is achieved.
	 

	3.5
	Does your product support protocols that access distributed directory information services (LDAP, Microsoft Active Directory) over an Internet Protocol (IP) network?
	 

	3.6
	Does your product support the ability to apply a spectrum of security approaches (e.g. form PGP to PKI) to information stored in file systems and workspaces?
	 

	3.7
	Does your product support the ability to apply a spectrum of security approaches (e.g. form PGP to PKI) to files being transferred?
	 

	3.8
	Does your product support auto deletion of files after a specified retention date?
	 

	3.9
	Does your product support the ability to provide security access logs?
	 

	3.10
	Does your product offer non-repudiation (which provides proof that a sender has sent the file that is claimed to have been sent, and that the recipient has received the file that claims to have been received)?
	 

	3.11
	Does your product offer the ability to apply antivirus programs to inbound and outbound files?
	 

	3.12
	Does your product offer the ability to provide a receipt confirming the file was received?
	 

	3.13
	Can you confirm that you will work with the Environment Agency to complete a formal IT security Assessment prior to the proof of concept exercise?
	 

	 
	 
	 

	
	
	

	4
	Administration / Management
	Response

	4.1
	Does your product support the ability to control file movements on both sides of the firewall?
	 

	4.2
	Does your product provide audit trails that log the transfer, processing actions and errors that occur in file transfers?
	 

	4.3
	Does your product provide a dashboard that provides real-time progress for all file transfers?
	 

	4.4
	Does your product provide the necessary reports, for example, send/receive activity, file access, searchable logs, upload/download traffic and resource usage?
	 

	 
	 
	 

	
	
	

	5
	Scalability
	Response

	5.1
	Does your product have any file size limits?
	 

	5.2
	Does your product have any limits with regard to number of files that can be transferred (concurrently, or over a time period)?
	 

	5.3
	Does your product have any limits regarding number of users/end points?
	 

	 
	 
	 

	
	
	

	6
	Integration
	Response

	6.1
	Does your product integrate with any other IT systems / services (e.g. email service; collaboration services; antivirus utilities)?
	 

	 
	Please provide details.
	 

	6.2
	Does your product enable implementation of mediated interfaces for application-to-application, business-to-business and cloud-to-on-premises integration (i.e. exposes useful APIs that enable features to be launched as services)?
	 

	 
	Please provide details.
	 

	
	
	

	7
	Mobile device support
	Response

	7.1
	Does your product support transferring extreme files form/to mobile devices (e.g. iPads)?
	 

	 
	 
	 

	
	
	

	8
	Customisable User Experience
	Response

	8.1
	Does your solution offer a unified environment, customisable by role, that can priovide users with a spectrum of experience (from business to IT staff) to specify, develop and deploy file transfers?
	 

	 
	 
	 

	
	
	

	9
	Deployment & Provisioning 
	Response

	9.1
	Does your product/service enable management of business partner relationships, including provisioning, amendment and removing business partner endpoints?
	 

	 
	 
	 

	
	
	

	10
	Market Differentiators
	Response

	10.1
	Who do you see as your main competitors, and what is it that differentiates your offerings against your competitors?
	 

	 
	 
	 

	
	
	

	11
	References
	Response

	11.1
	Please identify 3 reference organisations that have implemented your products/service for extreme file transfer to support similar business scenarios?
	 

	 
	 
	 


6.3 Proposal (10)
Please include a proposal of no more than 1000 words outlining your proposed product and how you would intend to work with the Environment Agency and Capgemini to provide a proof of concept exercise. 
6.4 Cost breakdown
Please complete and return the attached spreadsheet outlining the total costs associated with implementing your proposal.
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Sheet1

				Environment Agency - Extreme File Transfer Cost Breakdown

				Based upon your response to our requirements, please can you complete the following.

				Please can you cost for both scenarios where possible.

				NB. We are only evaluating costs for Cloud Based proposals.

		Cloud Based

				Unique licences		Cost per user per month		economies of scale - NB. We shall average this and multiply by 250

				1 - 10				This figure shall then be multiplied by 12 to give an annual cost

				11 - 100

				101 - 500

				501 - 1000

				Additional data (TB)		Cost per TB		economies of scale NB. We shall average this and multiply by 250

				0 - 10				if you have no limit on the amount of data transferred please enter 0 as your response for each option

				11 - 50

				51 - 100

				101 - 250

				> 250

				Implementations costs

				Other (Please specify)

		On Premise

				Unique licences		Cost per user per month		economies of scale - NB. We shall average this and multiply by 250

				1 - 10				This figure shall then be multiplied by 12 to give an annual cost

				11 - 100				If separate licences are required for server and client, please include server costs in 'other'

				101 - 500

				501 - 1000

				Implementations costs

				Other (Please specify)
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