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SECTION 1
FRAMEWORK AGREEMENT

THIS AGREEMENT is made on the 25" July 2022

BETWEEN:

(1)

(2)

(A)

(B)

(©)

(D)

NATURAL ENGLAND of Foss House, Kings Pool, 1-2 Peasholme Green, York
YO1 7PX (the “Authority”); and

AND

APEM Limited (registered in England and Wales under number 2,530,851 whose registered
office is Riverview, A17 Embankment Business Park, Vale Road, Heaton Mersey,
Stockport, SK4 3GN (the “Provider”)

WHEREAS:

The Authority placed a contract notice 2022-041561 on 19/05/2022 in Find a Tender to
establish a multiple source framework Aerial Surveys for Seabirds and Marine Mammals
in English and Welsh Waters.

On the basis of the Provider’s tender, the Authority selected the Provider to enter into a
framework agreement to provide Services to the Authority on a Call-Off basis following
mini-competition issued in accordance with this Framework Agreement.

This Framework Agreement sets out the terms and conditions on which the Provider will
supply the Services to the Authority and the procedure that the Authority will use to order
Services from the Provider.

There is no obligation for the Authority to place orders with the Provider under this Framework
Agreement.



NOW IT IS HEREBY AGREED as follows:
TERMS OF THIS FRAMEWORK AGREEMENT

1 The Authority appoints the Provider as a potential provider of Services in
accordance with the terms and conditions of this Framework Agreement which
comprises all the documents set out below and incorporates all the Standard Terms
and Conditions set out in Section 2 and the Schedules and Appendices below.

2 This Framework Agreement comprises the following:
Section 1  Parties, Recitals, Terms, Signatures
Section 2  Standard Terms and Conditions of Framework Agreement
Schedule 1 Definitions
Schedule 2 Specification
Schedule 3 Schedule of rates
Schedule 4 Order Form
Schedule 5 Call Off Terms and Conditions
Schedule 6 Call Off Procedure
Schedule 7 Business Continuity and Disaster Recovery Terms and Template
Schedule 8 Change Control Notice
Schedule 9 Non-disclosure Agreement
Schedule 10 Data Processing Schedule

3 Execution of the Contract is carried out in accordance with EU Directive 99/93
(Community framework for electronic signatures) and the Electronic
Communications Act 2000. The Contract is formed on the date on which both

Parties communicate acceptance of its terms on the Authority’s electronic contract
management system (“Bravo”).



1

1.1

1.2

SECTION 2

STANDARD TERMS AND CONDITIONS OF

FRAMEWORK AGREEMENT

DEFINITIONS AND INTERPRETATION

In this Framework Agreement, unless the context otherwise requires:
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11.2

11.3

114
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116

11.7
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capitalised expressions shall have the meanings set out in Schedule 1 to this
Framework Agreement or the relevant Framework Agreement schedule in
which that capitalised expression appears;

if a capitalised expression does not have an interpretation in Schedule 1 to
this Framework Agreement or the relevant Framework Agreement schedule,
it shall have the meaning given to it in this Framework Agreement. If no
meaning is given to it in this Framework Agreement, it shall in the first instance
be interpreted in accordance with the common interpretation within the
relevant market sector/industry where appropriate. Otherwise, it shall be
interpreted in accordance with the dictionary meaning;

words importing the singular meaning include, where the context so admits,
the plural meaning and vice versa;

words importing the masculine include the feminine and the neuter;

reference to a clause is a reference to the whole of that clause unless stated
otherwise;

references to any statutory provision, enactment order, regulation or other
similar instrument shall be construed as a reference to the statutory provision,
enactment, order, regulation or instrument (including any EU instrument) as
amended, replaced, consolidated or re-enacted from time to time and shall
include any orders, regulations, codes of practice, instruments or other
subordinate legislation made under it;

reference to any person shall include natural persons and partnerships, firms
and other incorporated bodies and all other legal persons of whatever kind
and however constituted and their successors and permitted assigns or
transferees; and

the words “other”, “in particular”, “for example”, “including” and similar words
shall not limit the generality of the preceding words and shall be construed as
if they were immediately followed by the words “without limitation”.

Subject to clause 1.3, in the event and to the extent only of a conflict between any of
the provisions of this Framework Agreement, the conflict shall be resolved, in
accordance with the following descending order for precedence:
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Section 1: Parties, Recitals, Terms, Signatures and Section 2: Standard
Terms and Conditions of Framework Agreement and Framework Agreement
Schedule 1 Definitions;

Framework Agreement Schedule 2-10 inclusive.



1.3

2.1

3.2

3.3

3.4

If there is any conflict between the provisions of this Framework Agreement and
provisions of any Call-Off Contract, the provisions of the Framework Agreement shall
prevail over those of the Call-Off Contract save that:

1.3.1 any special conditions or variations set out in the Order Form (provided that
such conditions or such variations do not amount to a material change of this
Framework Agreement within the meaning of the Public Contracts
Regulations) forming part of the Call-Off Contract shall prevail over the
Framework Agreement and the Call-Off Terms and Conditions set out in
Schedule 5.

TERM OF FRAMEWORK AGREEMENT

This Framework Agreement commences on the date set out at the top of section 1
(the “Framework Commencement Date”) and shall expire at the end of March 2026
Contract Year, unless it is terminated earlier in accordance with the terms of this
Framework Agreement or otherwise by operation of Law. At the discretion of the
Authority, the agreement may be extended for a further Six months.

SCOPE OF THE FRAMEWORK AGREEMENT

This Framework Agreement governs the relationship between the Authority and the
Provider in respect of the provision of the Services by the Provider to the Authority.

The Authority (subject to the following provisions) may at its absolute discretion and
from time to time order Services from the Provider in accordance with the Call-Off
Contract award procedure specified in clause 6.

The Provider acknowledges that there is no obligation for the Authority to purchase
any Services from the Provider during the term of the Framework Agreement.

The Parties agree that the Authority shall:

3.4.1 have conduct of all claims and disputes against the Provider pursuant to this
Framework Agreement.

3.4.2 agree any variations to this Framework Agreement;

3.4.3 have the right to enforce the terms, conditions, undertakings,
representations, warranties and other provisions of this Framework
Agreement; and

3.4.4 recover loss suffered.

PROVIDER’S APPOINTMENT

The Authority appoints the Provider as a potential provider of the Services referred to
in the Provider’s tender response and the Provider shall be eligible to be considered
for the award of orders for such Services which they have been awarded, by the
Authority during the term of the Framework Agreement.



5.1

6.2

6.3

NON-EXCLUSIVITY

The Provider acknowledges that, in entering into this Framework Agreement, no form
of exclusivity or volume guarantee has been granted by the Authority for Services from
the Provider and that the Authority is at all times entitled to enter into other contracts
and arrangements with other providers and any other third parties for the provision of
any or all Services which are the same as or similar to the Services.

CALL-OFF CONTRACT AWARD PROCEDURE

If the Authority has a requirement for any of the Services in respect to which the Provider
has been appointed, the Authority may award a Call-Off Contract to the Provider in
accordance with the terms laid down in this Framework Agreement either by use of a
Mini-Competition or by application of a Direct Award, as detailed in Schedule 6 Call off
Procedure.

The Authority ordering Services under the Framework Agreement shall:

6.2.1 Identify the area for which Services and requirements fall;

6.2.2 determine whether it is appropriate to utilise the Mini-Competition approach
or whether to apply the Direct Award procedure

6.2.3 notify the successful Provider(s) of an Order following the process set out in
Schedule 6 Call-Off Procedure, which:

6.2.3.1 States the Services and requirements

6.2.3.2 states the price payable for the Services and requirements in
accordance with the Schedule of rates applicable

6.2.3.3 refers to this Framework Agreement and the Call-Off Terms and

Conditions; and

6.2.3.4 includes any other requirements specified by the Authority and any
details as inputted by the Provider as part of the Call-Off
procedure.

Following receipt of an Order Form, the Provider shall:

6.3.1 if awarding via a Mini-competition in accordance with Schedule 6, notify the
Authority in writing that it accepts the order for Goods/Services by
signing and returning the Order Form to the Authority within three (3) calendar
days or within the timeframe as otherwise instructed by the Authority from date
of receipt of the Order Form; or

6.3.2 if awarding via a direct award in accordance with Schedule 6, notify the
Authority that it accepts the order for Goods/Services in writing or via
telephone followed by signing and returning the Order Form, within one (1)
calendar day or within the timeframe as otherwise instructed by the Authority



6.4

6.5

6.6

7.1

7.2

from date of receipt of the Order Form.
If the Provider:

6.4.1 notifies the Authority that it declines to accept an order for Services; or

6.4.2 the applicable time-limit for responding to an order for Services referred to in
clause 6.3 has expired;

then the offer from the Authority to the Provider shall lapse and the Authority may offer
that order for Services to the next applicable Provider in accordance with the Award
Criteria.

The Provider in agreeing to accept an Order pursuant to the procedure specified in
clause 6.3 above shall be deemed to have entered into a Call-Off Contract with the
Authority for the provision of Services referred to in the Order Form.

Each Call-Off Contract shall have a maximum Contract Period of two years, unless
otherwise approved by the Authority.

WARRANTIES AND REPRESENTATIONS
The Authority and the Provider warrant and represent to each other that:

7.1.1 each party has full capacity and authority to enter into and perform its
obligations under this Framework Agreement;

7.1.2 this Framework Agreement is executed by a duly authorised representative
of each party;

7.1.3 each party has not committed and will not commit any fraud by entering into
this Framework Agreement.

The Provider warrants and represents to the Authority that:

7.2.1 all information, statements and representations contained in its response to
the Invitation to Tender are true and accurate and not misleading and that
information, statements and representations made in tendering for work under
the Call-Off process will be true and accurate;

7.2.2 no claim is being asserted and no litigation or similar action or potential
litigation is being taken against it that might affect its ability to provide its
obligations under this Framework Agreement or any Call-Off Contract;

7.2.3 it is not subject to any contractual obligation that is likely to have a detrimental
effect on its ability to perform its obligations under this Framework Agreement
or any Call-Off Contract;

7.24 it has not committed or agreed to commit a Prohibited Act and has no
knowledge that an agreement has been reached involving the committal by it
or any of its Affiliates of a Prohibited Act, save where details of any such
arrangement have been disclosed in writing to the Authority before the
Framework Commencement Date;

7.2.5 it has not been listed by any government department or agency as being
debarred, suspended, proposed for suspension or debarment, or otherwise
ineligible for participation in government procurement programmes or
contracts on the grounds of a Prohibited Act;



7.3

7.4

7.5

8.1

8.2

7.2.6 it is not aware of any financial or other advantage being given to any person
working for or engaged by the Authority, or that an agreement has been
reached to that effect, in connection with the execution of the Framework
Agreement or any Call-Off Contract, excluding any arrangement of which full
details have been disclosed in writing to the Authority before execution of the
Framework Agreement or Call-Off Contract.

7.2.7 it has and will continue to hold all necessary (if any) regulatory approvals from
the Regulatory Bodies necessary to perform the Provider's obligations, all
licences, authorisations, permits and necessary consents under the
Framework Agreement;

7.2.8 neither the Provider nor any of its Staff or other persons associated with it:

7.2.8.1 has been convicted of any offence involving slavery and human
trafficking; and

7.2.8.2 to the best of its knowledge, has been or is the subject of any
investigation, inquiry or enforcement proceedings by any
governmental, administrative or regulatory body regarding any
offence or alleged offence of or in connection with slavery and human
trafficking

7.2.9 neither the Provider nor any of its Staff or other persons associated with it is
currently nor has previously been subject to either formal criminal
investigation or to a prosecution involving any animal health, animal welfare,
animal transport or animal by-product related offences, save where full details
of any such investigation or prosecution have been disclosed in writing to the
Authority before execution of the Framework Agreement or Call-Off Contract.

Each of the representations and warranties set out in clauses 7.1 and 7.2 shall be
construed as a separate warranty and representation and shall not be limited or
restricted by reference to or inference from the terms of any other representation,
warranty or any other undertaking in this Framework Agreement.

If at any time the Provider becomes aware that a representation or warranty given by it
under clauses 7.1 and 7.2 has been breached, is untrue or is misleading, it shall
immediately notify the Authority of the relevant occurrence in sufficient detail to enable
the Authority to make an accurate assessment of the situation.

For the avoidance of doubt, the fact that any provision within this Framework Agreement
Is expressed as a warranty shall not preclude any right of termination the Authority may
have in respect of the breach of that provision by the Provider which constitutes a
Default of this Framework Agreement.

PERFORMANCE

The Provider shall perform all Call-Off Contracts entered into with the Authority in
accordance with the requirements of the Order Form, this Framework Agreement and
the Call-Off Contract, including but not limited to the Specification and any protocols,
policies or other documents referred to therein.

The Provider shall provide all equipment, consumables, plant, materials and other such



8.3

8.4

8.5

9.1

9.2

9.3

items and resources necessary for the supply of the Services, unless otherwise agreed
by the Authority in an Order Form or under a Call-Off Contract.

The Provider shall at all times during the Framework Agreement comply with the
Specification set out in Schedule 2 and obligations during the term of the Framework
Agreement set out in the remaining Schedules.

The Provider shall:

8.4.1 obtain and maintain all consents, licences and permissions (statutory,
regulatory, contractual or otherwise) it may require and which are necessary
to enable the provision of any of the Services;

8.4.2 provide the Authority with such assistance as the Authority may reasonably
require during the Framework Term in connection with the management and
administration of this Framework Agreement; and

8.4.3 promptly notify the Authority in the event that it undergoes a Change of
Control.

Where this Framework Agreement places an obligation on the Provider to do, or refrain
from doing, any act or thing, this will also mean that the Provider shall usereasonable
endeavours to procure that all Sub-Contractors and Staff also do, or refrain from doing,
such act or thing.

PREVENTION OF FRAUD AND BRIBERY
The Provider shall not:

9.1.1 commit a Prohibited Act; and/or

9.1.2 do or suffer anything to be done which would cause the Authority or any of
their respective employees, consultants, contractors, sub-contractors or
agents to contravene any of the Relevant Requirements or otherwise incur
any liability in relation to the Relevant Requirements.

The Provider shall, during the Term of this Framework Agreement:

9.2.1 establish, maintain and enforce, and require that its Sub-Contractors
establish, maintain and enforce, policies and procedures which are adequate
to ensure compliance with the Relevant Requirements and prevent the
occurrence of a Prohibited Act; and

9.2.2 keep appropriate records of its compliance with its obligations under clause
9.1.1 and make such records available to the Authority on request.

The Provider shall immediately notify the Authority in writing if it becomes aware of a
breach of this clause 9 or has reason to believe that it has or any of the Staff have:

9.3.1 been subject to an investigation or prosecution which relates to an alleged
Prohibited Act;

9.3.2 been listed by any government department or agency as being debarred,
suspended, proposed for suspension or debarment, or otherwise ineligible for
participation in government procurement programmes or contracts on the



9.4

9.5

9.6

9.7

10

10.1

10.2

grounds of a Prohibited Act; and/or

9.3.3 received a request or demand for any undue financial or other advantage of
any kind in connection with the performance of Services or otherwise
suspects that any person directly or indirectly connected with the performance
of Services has committed or attempted to commit a Prohibited Act.

The Provider shall respond promptly to the Authority’s enquiries, co-operate with any
investigation, and allow the Authority to Audit any books, records and/or any other
relevant documentation in connection with any breach, or suspected breach of this
clause 9.

If the Provider is in Default under clause 9.1, the Authority may by notice:

9.5.1 require the Provider to remove from performance of Services any Staff whose
acts or omissions have caused the Default; or

9.5.2 immediately terminate this Framework Agreement.

Any notice served by the Authority under clause 9.5 shall specify the nature of the
Prohibited Act, the identity of the party who the Authority believes has committed the
Prohibited Act and the action that the Authority has taken (including, where relevant,
the date on which the Contract shall terminate).

Any termination under this clause 9 will be without prejudice to any right or remedy
which has already accrued or subsequently accrues to the Authority.

DISCRIMINATION

The Provider shall provide the Services and perform its obligations under this
Framework Agreement in accordance with:

10.1.1 all applicable equality Law (whether in relation to race, sex, gender
reassignment, age, disability, sexual orientation, religion or belief, pregnancy
maternity or otherwise);

10.1.2 the Authority’s equality and diversity policy as given to the Provider from time
to time; and

10.1.3 any other requirements and instructions which the Authority reasonably
imposes in connection with any equality obligations imposed on the Authority
at any time under applicable equality Law.

The Provider shall take all necessary steps to prevent unlawful discrimination
designated as such by any court or tribunal, or the Equality and Human Rights
Commission (or any successor organisation). The Provider shall inform the Authority
on request of the steps taken to comply with this clause.



11

111

11.2

11.3

114

115

DELIVERY

The Provider shall ensure all services under this framework and associated call-off
contracts shall be in compliance with relevant UK Civil Aviation Authority rules and
regulations required.

The Provider shall:

11.1.1ensure that all Staff:

11.1.1.1 are appropriately qualified, trained and experienced to perform its
obligations under this Framework Agreement and to provide the
Services under a Call-Off Contract with reasonable skill, care and
diligence;

11.1.1.2 when attending the Premises, comply with all instructions of the
Authority’s representative in control of the Premises;

11.1.1.3 in respect of the provision of Services, are lawfully entitled to work
in the United Kingdom.

11.1.2 retain overall control of the Staff at all times so that the Staff shall not be
deemed to be employees, agents, workers or contractors of the Authority;

11.1.3 comply with all applicable Laws relating to its Staff, in particular, the Modern
Slavery Act 2015, the Gangmasters (Licensing) Act 2004 and the Working
Time Regulations 1998 (S| 1998/1833) (as amended);

11.1.4 be liable at all times for all acts and omissions of Staff, so that any act or
omission of Staff which results in a Default under this Framework Agreement
or any Call-Off Agreement shall be a Default by the Provider.

This Framework Agreement and all Call-Off Contracts entered into pursuant to its terms
shall constitute a contract for the provision of services and not a contract of employment
and accordingly, the Provider shall be fully responsible for and shall indemnify the
Authority for and in respect of any liability arising from any employment- related claim
or any claim based on worker status (including reasonable costs and expenses) brought
by the Provider or any of its Staff against the Authority arising out of or in connection
with the provision of the Services, including any claims or actions brought under the
Agency Workers Regulations 2010 (SI12010/93).

If the Authority reasonably believes that any of the Staff are unsuitable to undertake
work in respect of this Framework Agreement (including where Staff have failed to
comply with instructions on the Premises as required under clause 11.1.1.2 above), it
may direct the Provider to end the involvement of the relevant Staff in any work
connected to this Framework Agreement and/or assign an appropriate member of Staff
to supervise such work or take over the role of the member of Staff so deemed as
unsuitable (at the Provider’'s expense).

The Provider shall implement due diligence procedures for its own suppliers,
subcontractors and other participants in its supply chains, to ensure that there is no
slavery or human trafficking in its supply chains.

The Provider undertakes not to purchase any materials or services from producers,
farmers or manufacturers where it has actual knowledge that those producers, farmers



11.6

11.7

12

12.1

13

13.1

13.2

or manufacturers are using forced labour in their operations.

In addition to the record keeping requirements in clause 21 of the Agreement and any
specific record-keeping obligations under a Call-Off Contract, the Provider shall:

11.6.1 maintain a complete set of records to trace the supply chain of all Services
provided to the Authority in connection with this Framework Agreement; and

11.6.2 implement annual supplier and subcontractor audits, either directly or through
a third party auditor to monitor compliance with the anti-slavery Laws.

The Provider shall notify the Authority as soon as it becomes aware of any actual or
suspected slavery or human trafficking in a supply chain which has a connection with
this Framework Agreement.

PRICES FOR SERVICES

The prices offered by the Provider for Call-Off Contracts to the Authority for the Services
shall be calculated at rates not exceeding those rates listed in the Schedule of rates for
the relevant Provider. The prices listed in the Schedule of rates shall apply throughout
the Framework Term.

TAX COMPLIANCE

If, during the term of this Framework Agreement, an Occasion of Tax Non-Compliance
occurs, the Provider shall:

13.1.1 notify the Authority in writing of such fact within 5 Working Days of its
occurrence; and

13.1.2  promptly provide to the Authority:

13.1.2.1 details of the steps it is taking to address the Occasion of Tax Non-
Compliance and to prevent the same from recurring, together with
any mitigating factors it considers relevant; and

13.1.2.2 such other information in relation to the Occasion of Tax Non-
Compliance as the Authority may reasonably require.

If the Provider or any Staff are liable to be taxed in the UK or to pay National Insurance
Contributions in respect of consideration received under a Call-Off Contract, the
Provider shall:

13.2.1 at all times comply with the Income Tax (Earnings and Pensions) Act 2003
and all Laws relating to income tax, and the Social Security Contributions and
Benefits Act 1992 and all other Laws relating to National Insurance
Contributions (“NICs”), in respect of that consideration; and

13.2.2 indemnify the Authority against any income tax, NICs and social security
contributions and any other liability, deduction, contribution, assessment or
claim arising from or made in connection with the provision of the Services by
the Provider or any Staff.
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141

14.2

14.3

15

15.1

15.2

15.3
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OFFICIAL SECRETS ACT 1911 TO 1989, SECTION 182 OF THE FINANCE ACT
1989

The Provider shall comply with, and shall ensure that its Staff comply with, the
provisions of:

14.1.1 the Official Secrets Acts 1911 to 1989; and
14.1.2 Section 182 of the Finance Act 1989.

In the event that the Provider or its Staff fail to comply with this clause 14, the Authority
reserves the right to terminate or suspend the Framework Agreement by giving notice
in writing to the Provider.

A suspension notice given to a Provider pursuant to clause 14.2 must specify the period
of suspension.

CONFIDENTIAL INFORMATION

Except to the extent set out in this clause or where disclosure is expressly permitted
elsewhere in any Call-Off Contract, the Provider shall treat all Confidential Information
supplied by, concerning, belonging or relating to the Authority as confidential and in
accordance with the HMG Security Policy Framework
(https://www.gov.uk/government/publications/security-policy-framework/hmg-security-
policy-framework#the-security-policy-framework) and shall not disclose any such
Confidential Information to any other person without the prior written consent of the
Authority, except to such persons and to such extent as may be necessary for the
performance of the Provider’s obligations under the Framework Agreement.

Except to the extent set out in this clause or where disclosure is expressly permitted
elsewhere in the Framework Agreement or any Call-Off Contract, the Authority shall
treat all Confidential Information of the Provider as confidential and shall not disclose
any such Confidential Information to the Provider to any other person without the prior
written consent of the Provider, except to such persons and to such extent as may be
necessary for the performance of the Authority’s obligations under the Framework
Agreement.

Where required by the Authority, the Provider shall ensure that Staff, Sub-Contractors,
professional advisors and consultants sign a non-disclosure agreement in substantially
the form attached in Schedule 9 of the Framework Agreement prior to commencing any
work in connection with the Framework Agreement. The Provider shall maintain a list
of the non-disclosure agreements completed in accordance with this clause 15.3.
Where requested by the Authority, the Provider shall provide the Authority with a copy
of the list and, subsequently upon request by the Authority, copies of such of the listed
non-disclosure agreements as required by the Authority. The Provider shall ensure that
its Staff, Sub-Contractors, professional advisors and consultants are aware of the
Provider’s confidentiality obligations under the Framework Agreement.

The Provider may only disclose the Authority's Confidential Information to the Staff who
are directly involved in the provision of the Services and who need to know the
information, and shall ensure that such Staff are aware of and shall comply with these



15.5

15.6

15.7

15.8

obligations as to confidentiality, including but not limited to the HMG Security Policy
Framework.

The Provider shall not, and shall procure that the Staff do not, use any of the Authority's
Confidential Information received otherwise than for the purposes of the Framework
Agreement.

Clause 15.1 and 15.2 shall not apply to the extent that:

15.6.1

15.6.2

15.6.3

15.6.4

15.6.5

such disclosure is a requirement of Law placed upon the party making the
disclosure, including any requirements for disclosure under the FOIA or the
Environmental Information Regulations;

such information was in the possession of the party making the disclosure
without obligation of confidentiality prior to its disclosure by the information
owner;

such information was obtained from a third party without obligation of
confidentiality;

such information was already in the public domain at the time of disclosure
otherwise than by a breach of the Framework Agreement or Call-Off Contract;
or

it is independently developed without access to the other party's Confidential
Information.

Nothing in clauses 15.1 and 15.2 shall prevent the Authority disclosing any Confidential
Information obtained from the Provider:

15.7.1

15.7.2

15.7.3

15.7.4

for the purpose of the examination and certification of the Authority’s
accounts; or

for the purpose of any examination pursuant to section 6(1) of the National
Audit Act 1983 of the economy, efficiency and effectiveness with which the
Authority has used its resources; or

to any government department or Crown Body and the Provider hereby
acknowledges that all government departments or Crown Body receiving such
Confidential Information may further disclose the Confidential Information to
other government departments or Crown Bodies on the basis that the
information is confidential and is not to be disclosed to a third party which is not
part of any government department or Crown Body; or

to any consultant, contractor or other person engaged by the Authority,
provided that in disclosing information under sub-clauses 15.7.3 and 15.7.4
the Authority discloses only the information which is necessary for the purpose
concerned and requests that the information is treated in confidence and that
a confidentiality undertaking is given where appropriate.

Nothing in clauses 15.1 to 15.2 shall prevent the Authority or the Provider from using
any techniques, ideas or Know-How gained during the performance of its obligations
under the Framework Agreement in the course of its normal business, to the extent that
this does not result in a disclosure of the other party’s Confidential Information or an
infringement of the other party’s Intellectual Property Rights.



15.9

15.10

15.11

15.12

15.13

15.14

15.15

15.16
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16.1

The Authority shall use all reasonable endeavours to ensure that any government
department, Crown Body, employee, third party or Sub-Contractor to whom the
Provider’s Confidential Information is disclosed pursuant to this clause 15 is made aware
of the Authority's obligations of confidentiality.

The Authority reserves the right to terminate or suspend the Framework Agreement in
the event that the Provider or its Staff fail to comply with this clause 15. A suspension
notice given to a Provider pursuant to this clause must specify the period of suspension.

In order to ensure that no unauthorised person gains access to any Confidential
Information or any data obtained in the supply of the Services under the Call-Off
Contract, the Provider undertakes to maintain adequate and proportionate security
arrangements that meet the requirements of professional standards and best practice.

The Provider will immediately notify the Authority of any breach of security in relation to
Confidential Information and all data obtained in the supply of the Services under a Call-
Off Contract and will keep a record of such breaches. The Provider will use its best
endeavours to recover such Confidential Information or data however it may be
recorded. This obligation is in addition to the Provider’s obligations under clauses 15.1
to 15.5. The Provider will co-operate with the Authority in any investigation that the
Authority considers necessary to undertake as a result of any breach of security in
relation to Confidential Information or data.

The Provider shall, at its own expense, alter any security systems at any time for the
duration of the Framework Agreement at the Authority’s request if the Authority
reasonably believes the Provider has failed to comply with clause 15.11.

All Confidential Information in tangible form received hereunder together with all copies
thereof shall be destroyed or returned immediately to the Authority and notified to the
Authority, upon request or upon completion of the task for the purposes of which such
Confidential Information was released.

In the event that the Provider fails to comply with any of the provisions in clause 15, the
Provider agrees that monetary damages would not be a sufficient remedy for breach
and that the Authority shall be entitled, without prejudice to any other rights or remedies
that may be available, to seek injunctive relief without proof of special damages, or any
other equitable relief or remedy for any threatened or actual breach of the obligations
in clause 15.

The Provider hereby gives its consent for the Authority to publish the whole of this
Framework Agreement (subject to the application of any redactions which the Authority
considers appropriate applying the principles for withholding disclosure set out in clause
16.3 below) including from time to time agreed changes to the Framework Agreement,
to the general public.

FREEDOM OF INFORMATION

The Provider acknowledges that the Authority is subject to the requirements of the FOIA
and the Environmental Information Regulations and shall assist and cooperate with the



16.2

16.3

16.4

16.5

16.6

16.7

16.8

Authority to enable the Authority to comply with its Information disclosure obligations.

The Provider shall and shall procure that any Sub-Contractor shall transfer to the
Authority all Requests for Information that it receives as soon as practicable and in any
event within two (2) Working Days of receiving a Request for Information:

16.2.1 provide the Authority with a copy of all Information in its possession or power
in the form that the Authority requires within five (5) Working Days (or such
other period as the Authority may specify) of the Authority's request; and

16.2.2 provide all necessary assistance as reasonably requested by the Authority to
enable the Authority to respond to the Request for Information within the time
for compliance set out in section 10 of the FOIA and/or regulation 5 of the
Environmental Information Regulations.

The Authority shall be responsible for determining in its absolute discretion and
notwithstanding any other provision in this Framework Agreement or any Call-Off
Contract or any other agreement whether any Commercially Sensitive Information
and/or any other Information is exempt from disclosure in accordance with the
provisions of the FOIA and/or the Environmental Information Regulations.

In no event shall the Provider respond directly to a Request for Information unless
expressly authorised to do so by the Authority.

The Provider acknowledges that (notwithstanding the provisions of clause 15
(Confidential Information) the Authority may be obliged under the FOIA or the
Environmental Information Regulations to disclose information concerning the Provider
or the Services in certain circumstances:

16.5.1 without consulting the Provider; or

16.5.2 following consultation with the Provider and having taken its views into
account;

provided always that the Authority shall, in accordance with any recommendations of
the Codes of Practice under the FOIA or the Environmental Information Regulations,
take reasonable steps, where appropriate, to give the Provider advance notice, or failing
that, to draw the disclosure to the Provider’s attention after any such disclosure.

The Provider shall ensure that all Information is retained for disclosure and shall permit
the Authority to inspect such records as requested from time totime.

The Provider acknowledges that identifying Information as being Commercially
Sensitive Information is of indicative value only and that the Authority may be obliged
to disclose it in accordance with this clause 16.

The Authority shall not be liable for any loss, damage, harm or other detriment suffered
by the Provider arising from the disclosure of any Information falling within the scope of
the FOIA and/or the Environmental Information Regulations (including Commercially
Sensitive Information).



17

17.1

17.2

17.3

17.4

17.5

17.6

17.7

DATA PROTECTION
The Parties acknowledge that for the purposes of the Data Protection Legislation:

17.1.1 the Authority is the Controller and the Provider is the Processor of the
Personal Data specified in Schedule 10; and

17.1.2 the parties may provide each other with Personal Data relating to persons
employed by them and their agents, suppliers and Sub-Contractors for
purposes of administering the Framework Agreement and each Party willbe
an independent Controller of such Personal Data (because the Parties each,
independently of each other, determine the means and purposes of
processing such Personal Data).

Both parties will duly observe all their obligations under the Data Protection Legislation
which arise in connection with the Framework Agreement.

Each party will, prior to providing Personal Data of which it is the Controller to the other,
be responsible for ensuring the Data Subject has received adequate privacy information
in accordance with UK-GDPR Article 13 to enable the receiving party to process the
Personal Data as permitted under clause 17.4 or 17.5 (as applicable).

The only processing of Personal Data specified in clause 17.1.1 that the Provider is
authorised to do is listed in Schedule 10 by the Authority and may not be determined
by the Provider. The Provider shall notify the Authority immediately if it considers that
any of the Authority’s instructions infringe the Data Protection Legislation.

The only processing of Personal Data specified in clause 17.1.2 that the parties are
authorised to do is processing for purposes administration of the Framework
Agreement.

The Provider shall provide all reasonable assistance to the Authority in the preparation
of any Data Protection Impact Assessment prior to commencing any processing. Such
assistance may, at the discretion of the Authority, include:

17.6.1 a systematic description of the envisaged processing operations and the
purpose of the processing;

17.6.2 an assessment of the necessity and proportionality of the processing
operations in relation to the Services;

17.6.3 an assessment of the risks to the rights and freedoms of Data Subjects; and

17.6.4 the measures envisaged to address the risks, including safeguards, security
measures and mechanisms to ensure the protection of Personal Data.

The Provider shall, in relation to any Personal Data processed in connection with its
obligations under this Framework Agreement:

17.7.1 process that Personal Data only in accordance with Schedule 10 unless the
Provider is required to do otherwise by Law. If it is so required the Provider
shall promptly notify the Authority before processing the Personal Data unless
prohibited by Law;

17.7.2 ensure that it has in place Protective Measures which are appropriate to



17.7.3

17.7.4

17.7.5

protect against a Data Loss Event, which the Authority may reasonably reject
(but failure to reject shall not amount to approval by the Authority of the
adequacy of the Protective Measures), having taken account of the:

() nature of the data to be protected;

(i) harm that might result from a Data Loss Event;
(i)  state of technological development; and

(iv)  cost of implementing any measures;

ensure that:

() the Staff do not process Personal Data except in accordance with this
Framework Agreement (and in particular Schedule 10);

(i) it takes all reasonable steps to ensure the reliability and integrity of
any Staff who have access to the Personal Data and ensure that
they:

(A) are aware of and comply with the Provider’s duties under this
clause;

(B) are subject to appropriate confidentiality undertakings with the
Provider or any Sub-processor;

(C) are informed of the confidential nature of the Personal Data and do
not publish, disclose or divulge any of the Personal Data to any
third party unless directed in writing to do so by the Authority or as
otherwise permitted by this Contract; and

(D) have undergone adequate training in the use, care, protection
and handling of Personal Data; and

not transfer Personal Data outside of the United Kingdom unless the prior
written consent of the Authority has been obtained and the following
conditions are fulfilled:

0) the Authority or the Provider has provided appropriate safeguards in
relation to the transfer (whether in accordance with the UK-GDPR
Article 46 or LED Article 37) as determined by the Authority;

(i) the Data Subject has enforceable rights and effective legal remedies;

(i)  the Provider complies with its obligations under the Data Protection
Legislation by providing an adequate level of protection to any Personal
Data that is transferred (or, if it is not so bound, uses its best
endeavours to assist the Authority in meeting its obligations); and

(iv)  the Provider complies with any reasonable instructions notified to it in
advance by the Authority with respect to the processing of the Personal
Data,

at the written direction of the Authority, delete or return Personal Data (and
any copies of it) to the Authority on termination of the Framework Agreement



unless the Provider is required by Law to retain the Personal Data.

17.8 Subject to clause 17.9 the Provider shall notify the Authority immediately if, in relation
to any Personal Data processed in connection with its obligations under this Framework
Agreement, it:

17.8.1
17.8.2
17.8.3

17.8.4

17.8.5

17.8.6

receives a Data Subject Request (or purported Data Subject Request);
receives a request to rectify, block or erase any Personal Data;

receives any other request, complaint or communication relating to either
Party’s obligations under the Data Protection Legislation;

receives any communication from the Information Commissioner or any other
regulatory authority;

receives a request from any third party for disclosure of Personal Data where
compliance with such request is required or purported to be required by Law;
or

becomes aware of a Data Loss Event.

17.9 The Provider’s obligation to notify under clause 17.8 shall include the provision of
further information to the Authority in phases, as details become available.

17.10 Taking into account the nature of the processing, the Provider shall provide the
Authority with full assistance in relation to either Party's obligations under Data
Protection Legislation in relation to any Personal Data processed in connection with its
obligations under this Contract and any complaint, communication or request made
under Clause 17.8 (and insofar as possible within the timescales reasonably required
by the Authority) including by promptly providing:

17.10.1

17.10.2

17.10.3

17.10.4
17.10.5

the Authority with full details and copies of the complaint, communication or
request;

such assistance as is reasonably requested by the Authority to enable the
Authority to comply with a Data Subject Request within the relevant
timescales set out in the Data Protection Legislation;

the Authority, at its request, with any Personal Data it holds in relation to a
Data Subject;

assistance as requested by the Authority following any Data Loss Event;

assistance as requested by the Authority with respect to any request from the
Information Commissioner’s Office, or any consultation by the Authority with
the Information Commissioner's Office.

17.11 The Provider shall maintain complete and accurate records and information to
demonstrate its compliance with this clause 17. This requirement does not apply where
the Provider employs fewer than 250 staff, unless:

17.11.1
17.11.2

17.11.3

the Authority determines that the processing is not occasional;

the Authority determines the processing includes special categories of data
as referred to in Article 9(1) of the UK-GDPR or Personal Data relating to
criminal convictions and offences referred to in Article 10 of the UK-GDPR; or

the Authority determines that the processing is likely to result in a risk to the



17.12

17.13

17.14

17.15

17.16

17.17

17.18

18

18.1

18.2

rights and freedoms of Data Subjects.

The Provider shall allow for audits of its Personal Data processing activity by the
Authority or the Authority’s designated auditor.

Each Party shall designate its own Data Protection Officer if required by the Data
Protection Legislation.

Before allowing any Sub-processor to process any Personal Data related to this
Framework Agreement, the Provider must:

17.14.1 notify the Authority in writing of the intended Sub-processor and processing;
17.14.2 obtain the written consent of the Authority;

17.14.3 enter into a written agreement with the Sub-processor which give effect to the
terms set out in this clause 17 such that they apply to the Sub-processor; and

17.14.4 provide the Authority with such information regarding the Sub-processor as
the Authority may reasonably require.

The Provider shall remain fully liable for all acts or omissions of any of its Sub-
processors.

The Authority may, at any time on not less than 30 Working Days’ notice, revise this
clause 17 by replacing it with any applicable controller to processor standard clauses
or similar terms forming part of an applicable certification scheme (which shall apply
when incorporated by attachment to this Framework Agreement).

The Parties agree to take account of any non-mandatory guidance issued by the
Information Commissioner’s Office. The Authority may on not less than 30 Working
Days’ notice to the Provider amend this Contract to ensure that it complies with any
guidance issued by the Information Commissioner’s Officer.

This clause 17 shall apply during the Contract Period and indefinitely after its expiry.

PUBLICITY, MEDIA AND OFFICIAL ENQUIRIES

The Provider shall not and shall procure that the Staff shall not wilfully and in breach of