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SECURITY ASPECTS LETTER – CONTRACT No. SHIPACQ138
TYPE 31 INDEPENDENT COMMERCIAL SHIP DESIGN AND SUPPORT– Customer Friend
Dear Sirs 
1. On behalf of the Secretary of State for Defence, I hereby give you notice that the following aspects are designated `SECRET Matter' for the purpose of the DEFCON 659A Security Clause included in the above contract and also other aspects that are classified as OFFICIAL-SENSITIVE for the purpose of DEFCON 660: 
	SECURITY ASPECTS
	CLASSIFICATION

	Some Type 31 requirement platform performance characteristics may be subject to a higher security classification then OFFICIAL-SENSITIVE.

	SECRET or

SECRET – UK Eyes Only 

	Type 31 requirement systems performance characteristics may be subject to a higher security classification than OFFICIAL-SENSITIVE.
e.g. Weapon Systems performance characteristics and key parameters (transmission frequencies and codes);

Intelligence Data held within decision support and planning systems;

Threat Library software;

Cryptographic Systems;

Secure Communications data.


	SECRET or
SECRET – UK Eyes Only

N.B. The list shown in italics on the left shows a non-exhaustive list of documents which are likely to bear the additional caveat of ’UK Eyes Only’.

	Operational Analysis scenarios and resultant assessment of the Type 31 concept design may be subject to a higher security classification than OFFICIAL-SENSITIVE.


	SECRET or
SECRET – UK Eyes Only


2.
JSP 440 – Defence Manual of Security (4.4.2) Annex S is the Memorandum on Security for Contractors, which outlines the main measures required to safeguard classified information. Your particular attention is drawn to the paragraphs in the Memorandum concerning personnel access to classified information, and should you need to disclose information marked SECRET or above to other members of your firm you should seek advice from the Contracting Authority (MoD Project Officer). The number of such other individuals should however be restricted to the fewest possible, and they should not in any case be allowed access to information marked SECRET or above until they have been approved by the Ministry. 

3.
Will you please confirm that: 

a. The above definition of the SECRET Matter of the contract is understood. 

b. Measures can, and will, be taken to safeguard the SECRET Matter. 

c. All employees of the company who will have access to classified information have either signed the Official Secrets Acts 1911-1989 Declaration Form in duplicate and one copy is retained by the company Security Officer or that they have otherwise been informed that the provisions of the OSA applies to all classified information associated with this contract. 

4.
If you have any difficulty either in interpreting the definition of the SECRET Matter or in safeguarding it, or in any other respect, will you please let me know immediately. 

5.
Any access to information on MoD premises that may be needed will be in accordance with MoD security regulations under the direction of the MoD Project Officer. 

Yours faithfully 

N.R.Tippett

Copy via DII email to: 
DES PSyA-SecurityAdviceCentre (MULTIUSER) 

DBR-DefSy-STInd (MULTIUSER) 

ISS Des-DAIS-SRAAcc8-IA (Collins, David C1))
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